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25 to comprise commercial secrets, non-disclosure obligations, etc. as well as the
actual author's rights. Correspondingly, a 'copyright proprietor’ here refers to
anyone who wants to prevent and/or expose unauthorized copying and/or
publication of information.
Even if the copyright proprietor is able to show that the product has
30 been copied without permission, he must also be able to indicate who is
responsible for the copying. ! an unauthorized copy is found in the possession
of an end user who has bought the product in good faith, no compensation
can usually be required from the end user. Further, the end user cannot be
required to be able to or willing to expose who has sold the product.
35 For example, software suppliers use technology in which the
software asks the user for his name and contact information in connection with
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preferred e ts of the invention are ¢l ained
It is also known to slightly modsfy e g. the character spacing, font

size, etc. in text documents. The idea is that the user will not notice if there
20 are, for example, a few 11-point characters amidst 12-point text. This solution

is previously known e.g. from U.S. Patent 5467,447. The technology,

however, cannot be used for protecting electronically distributed text, since the

unauthorized user can simply impose' the same layout on all text. Even if a so

protected text is delivered on paper, the dishonest user can supply the text to
25 a text scanner, which removes all extra formatting.

BRIEF QIEDESCRIPTION OF INVENTION

The object of the invention is thus to develop a technique by which
unauthorized copying of electronically distributed information and the person
responsible for the copying can be exposed. The objects of the invention are

30 achieved with a technique that is characterized by what is stated in the
independent claims. The preferred embodiments of the invention are claimed
in the dependent claims.

The invention is based on the idea that the electronically distributed
information is marked, i.e. modified to be different for each user. The

35 modifications are not based on formatting, which can be easily changed, but
are buried deep in the bit stream that carries the information. Differences are



in the dependent clains. The invention is based on the idea
that the_electronically distributed I nformation is marked, i.
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information is CofefipfhgPileVot&tidty in-the source file that are to be modified and
making modifications in these iocations, determining the nature and/or position
of the modifications on the basis of the predefined modification rules and

20 modification keys.

An advantage of the technique of the invention is that a user-
specific identifier and thereby the person responsible for the unauthorized
copy can be concluded from the information delivered to the user. The
advantage obtained by keeping the modifications small is that the information

25 content remains intact and that the unauthorized user wili not detect the
modifications. When modifications are made in a large number of various
locations, the copying and the copier can be exposed even if the information is
copied only in part.

BRIEF DESCRIPTION OF FIGURES

30 In the following the invention will be described in greater detail by
means of preferred embodiments illustrated in the attached drawings, in which
fig. 1 is a block diagram iilustrating a technique of the invention,
fig. 2 illustrates generating a modification key on the basis of a user
identifier, |
35 figs. 3 to 5 illustrate modifying a source file on the basis of
modification keys, and



BRI EF DESCRI PTI ON OF FlI GURES 30 In the follow ng the invention
W Il be described in greater detail by nmeans of preferred enbodi nents
illustrated in the attached draw ngs, in which fi lis a
bl ock di agV®¥®81#$58strating a techni que of the invention,  FCI/FD 100587

fig. 2 illustrates generating a nodification key on the basis of a user
identifier, 35 figs. 3to 5 illustrate nodifying a source file
on the basis of nodi fication keys, aad

4 fig. 6 illustrates delivery of docunents through the

| nt er net . DETAIfigED iiDESar Faeivenosf dosdEheniSithrough the Internet. Wth
reference to fig. 1, we shall now describe different ways of

i mpl enent i n@EﬁRIL‘E@WWIﬁIWQF'IWT@N' n greater detail. Let us first

define 5 sone of the terns used In the present application.
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version of ‘M‘nbfé?né negfthféetfagﬁrluhﬁéro?%é f?wvbﬂﬁc(:ﬁ fn @%%'ie adr%s'fﬂ? W%ﬁ%&

conprise text or
conput er 5 som%gﬁmteansyseéﬂmtheepreéﬁnbap@lmtl@m t hese. 10

source' in phrasesA rd@turrﬁsmr@ea @@hefalaérm%fém Gﬁat@ﬂﬁpﬁﬂétast somd ef ers

o et e 5 el e, B T 5 S ek
refers to neoerprise tehtaor nempricaldnfoamation, m;dlomdwfdgmgformmpapafcon‘qidmrfOr
each user. kda%ram oracoméinai:bh%faﬂ?%‘?ﬁ]é téat the material is in a

conmputer-re 1 the source materi al
provi der 1@ copyri ght Aprsepreedtin phrasasniike soum%mfe@aﬁ and ‘source gdnqumeent’

product . Theefes1€d nititefidl that'Boot gieftictdd 8AY 9t WoWaloeldelivered to e @8R Ne 2
user identifier. A s%ﬂ#ence generator 14 generates sequences of

modi fi cat i ot REG528$OfUONSasi's of the user identifier, generating a
different 20 sequedcitarhet irceq) ‘tarmt dobument frefens twmalte et khats prbiected

receives anb'b{qﬂgaﬁaa"%ﬁsggcﬁgwgogeacbﬁsép and a user-specific sequence,

forms fromthHema get file 17. The file is delivered
through #Sdi st ri but Aoffilec meansithattheimatenial is in o ecampienieadadlefabks and

functions will be dgsehi hafel SbuaESMAREriAGBVIder (copyright proprietor) forms a
source file 10 from the product. The function of a user identification block 12 is
to define a user identifier. A sequence generator 14 generates sequences of
modification keys on the basis of the user identifier, generating a different

20 sequence for each user. A modification block 16, which receives an input of a
source file 10 and a user-specific sequence, forms from them a user-specific
target file 17. The file is delivered through a distribution channel 18. In the
following the blocks and functions will be described in greater detail.

The user identification block 12 generates a user identifier 12a. In

25 the present invention, any technique whatsoever known to the person skilled
in the art can be used for identifying the user and generating the identifier 12a.
The reliability of the identification technique should correspond to the
importance of the information to be protected. In the field of electronic
payment transfers, for example, it is common to use techniques that are based

30 on client identifiers and passwords that are valid only once. The structure and
operation of the identification block 12 depends on the transmission path on
which the communication takes place, i.e. the user identifier 12a is received
and the target document 17 is delivered. If the document is delivered by mail,
e.g. on a diskette, the user identifier 12a can be based, for example, on the

35 user's name or the number of his credit card. In the Internet, in particular,
much information is distributed free of charge, whereby the information



The user identification block 12 generates a user identifier 12a. In 25 the
present invention, any technique whatsoever known to the person skilled

in the ar used for identifying the user and generatp@griohfdo
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digit number as a bit string, which is then divided into parts and between the
parts are placed ‘1’ bits.
As an alternative to the embodiment of fig. 2, the user identifier 12a
can be interpreted directly as a bit string from which a certain number of bits

25 are used at each modification. When all the bits have been used, one starts to
use the, bit string all over again. If, for example, the user identifier has 40 bits
and three bits are used for forming each modification key, then the 14th
modification key can consist of the last bit, after which the first two bits can be
used again, and so on.

30 The source file 10 created contains or is associated with irrelevant
information, or redundancy, which can be modified individually for each user.
Image and voice information always contains such redundancy. For example,
in the loudest moments of a piece of music, the human ear cannot distinguish
whether the least significant bit is modified or not. In a movie, the position of

35 two frames can be changed without that the audience notices anything, and so
on. Further, the elements of drawings can be in a different order in a file, and
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and between the parts are placed '1' bits. As an
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are used at each nodification. Wien all the bits have been used, one starts

to use the, bit string all over agabn. If, for exanple, the user
identifier has 40 hits and three bits are used for form ng each
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sequence 15, the block creates a different target file 17 for each user. At each
alternative bit string, the modification block 16 converts an element 15a-15e of
the sequence 15 to a number range corresponding to the number N of the
alternatives. The processing is described in greater detail in fig. 3. The
25 modification block 16 reads a sentence 30 from the source file 10. The
sentence, which serves as an example, contains two lists of alternative
expressions 31 and 32, the former being here examined in greater detail.
Reference 31a indicates where alternative list 31 begins. In this example, lists
31 and 32 begin with the sign {. Reference 31b indicates the first number of list
30 31, which shows how many of the alternatives of list 31 are used. If the
alternative list 31 or 32 does not indicate the number of bit strings to be used,
then one of the alternative bit strings is used. Here the list contains three
alternatives 31c-31e, all of which are used. Reference 31f indicates a delimiter
(here the sign /) between alternative bit strings, and reference 31g indicates

35 the end of the list (here the sign }).



file of a conputer program for exanple as follows: {alternative 1 /

alternative 2 [...] alternative N}. The nodification
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that it is closer to the upper limit of the part than to the lower limit. With only
three alternatives, six permutations are thus obtained. In fig. 3 reference 33
indicates that even one simple sentence generates 12 different permutations.
25 Fig. 4 shows an embodiment in which the lists of alternative bit
strings are not combined with the source file 10, as in the embodiment of fig.
3. In fig. 4 source file 10a comprises only substantial information, exemplified
by sentence 40. The list of alternative bit strings is stored in its own file 10b,
which contains files 10b1, 10b2, 10b3, etc. In this embodiment, the
30 modification block 16 processes source file 10a. At sentence 40, which serves
as an example, the modification block 16 recognizes bit strings 40a, 40b and
40c, which are also stored in aiternative bit string file 10b. As the recognition
takes place, the modification block 16 modifies the information read from
source file 10b, and creates a target file 17 in almost the same way as
35 described in connection with fig. 3. Even here 12 permutations can be
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In figs sent ence are sinple

|
sentencegsmﬁlc’c‘”{"é’ﬁﬁ flerg$q %tﬂethﬂféhgéi'ffe@@ﬁ%wqtoﬁ‘gﬁ' anti s to nake the

oper ation An alternative for storing possible modifications beforehand either in
the source file 10 or in a separate modification file 10b is that the modifications

are made on the basis of a suitable algorithm upon creating each separate
target file 17, whereby the modifications can be stored in the modification

25 block, or modification program 16. For example, let us assume that the
supplier- wants to protect a product catalogue intended for retailers, the
catalogue possibly containing confidential information. The product catalogue
contains product numbers, and to the corresponding bit strings extra
redundancy can be added by interleaving in them bits formed from

30 modification keys. With a 10-bit code, 1024 retailers can be separated from
one another. For example, let the product number be 98785, the 20-bit binary
presentation of which is 00011000000111001101. For example, one bit
derived from the modification key can thus be interleaved between two bits of

the product number. Each retailer would then receive a product list with

35 individual product numbers. When a retailer makes an order, the extra bits are
deleted automaticaily. If such a list of products is found in the possession of an

RECTIFIED SHEET (RULE 91)
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distribute information via servers, which are commonly called Web servers and

are represented by a computer indicated by reference 63 in fig. 6. The PC

user communicates with the Internet via a browser. The connection can be

established, for example, via a modem 60 to the network operator's

25 communications server 61. Let us assume that the PC user wants to establish

a connection with a Web server 63 having an identifier of the form

‘http'://www.xxx.yy', where xxx is a firm identifier, and yy is a specifier, such as

a country code. The network forwards the request to a Domain Name Server

(DNS) 62, which tells the TCP/IP address of server 63, on the basis of which

30 the network establishes a connection from the user's PC to server 63. The

Web server 63 sends information to the user's PC, the information usually

being a HyperText Markup Language (HTML) document. The service provider

(copyright proprietor) can publish information in the Internet, for example, such

that the Web server 63 is connected through a local area network 65 to other

35 computers 64 of the same firm, which produce the information. Alternatively,

the server 83 can be the network operator's computer, whereby the service
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order 10.of two video franes is changed, or that the bits of a video frane

are nodified so that the checksumcalculated fromthe bits is a .
predef i ned WOAHMBS8 such as zero. The st rudRQIVEIHI058he
di stribution channel 17 is usually dependent on the user identification

block 12. If the user orders a product by mail, the 15 distribution
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the basis18f infarawatigd withethgeHAM K commandshdbealists nele altemative obit tstengser ' s
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' t ed . 4 nof

Lhe same 1y rAQUEL GomalERy (afRaf B aid iia el PpIER! SEEAES°H ﬁ@;} 3orver

63 can be 16heexpangedrvitpthedd MLsinaoepidance withethengresaat isxedtione would thus

10 provigal £opeRsNtain the information contained in the server 63
ei t her by sendi nq,di skettes ,tg tq%&?gerat or, or .vi,a a connection 60-61
li ke the one on YArg WA PRIk e Mt MAre Rl WIS Th the Internet. The

docunent s t r ansmi ¢giekl1 1 ‘Booidors't ‘passaye nedll diffierenbnt ai n sinple text or
entire multinedi a As regards the verb ‘pick’, the Web server expanded in accordance

20 with the invention generates a different sentence for each user, as described
in connection with fig. 3. The Web server forwards only the final sentence to
the user via the Internet, the final sentence in the example of fig. 3 being one
of sentences 33, from which any occurrences of the verb ‘pick’ and any
unused alternatives have been deleted.

25 The internet also comprises proxy servers, which are not shown
separately in fig. 6. The proxy servers reduce the load on international
connections by storing the last-read pages of information in the memory. If the
same page is read several times in succession, the page is read once from the
information provider's server, but after that from the proxy server. There is a

30 risk that if there are two users A and B and the latter copies information
without authorization, the information content may refer to user A. In fact, the
information copied without authorization does not include anything that would
refer to the dishonest user B. However, user B can probably be exposed on
the basis of the log file maintained by the operator. It is possible to conclude

35 from the information copied without authorization who the information has
been delivered to. Proxy servers usually have a time limit, e.g. 24 hours, and
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20 Since it is also possible that the user has modified the document he has
‘borrowed’, it is possible to define, for example, a certain coefficient of
correlation or some other corresponding threshold value. To expose an
unauthorized copy, it is not necessary that a whole document has been
copied: copying of even part of a document is sufficient. As shown above,

25 even one simple sentence can yield 12 permutations. Two such sentences
vield 144 permutations, and six sentences yield about three million. Since the
copyﬁght allows reasonable borrowing, it is not worthwhile to even try and
expose small-scale borrowing.

Since modifications have to be made in several locations of the

30 source file, it is evident that the only reasonable way to make the modifications
is to use a computer or some other digital processor. The number of
modifications needed must be estimated specifically for each case. As a rule,
there must be so many maodifications that even large-scale modification of a
copied document can be exposed or at least made uneconomic. In the long

35 run, the information provider will have a large library of alternative expressions,
which can be utilized in various documents. If all the alternative expressions
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i nformationggytained in the source file, and, by neans of a
di gital processor: ' - 8enerati ng a sequence of nodification
keys on the basis ofendnBy meanssefra digisakproressor, - det ernining

modi fi abl®& | ocations demerdting 8Wetichté Sf IRHITBHIOHIKAR gﬁ%ifdbc,.‘?‘f)id?ﬁ&é n
correspondi 'B%slso&ai%%%sérwenrti ier {ﬁra ,et file, determiing the na-

- defining the locations in the source file (10) to be modified and
making modifications in these locations, determining the nature and/or position
qf the modifications on the basis of the predefined modification rules

20 (10b1-10b3, 31, 32) and modification keys (15a, 15b,...).

2. A method according to claim 1, characterized in that a
number of predefined modifications (31, 32) are stored in the source file (10).

3. A method accordingto claim1or2, characterized inthat
a number of predefined modifications (10b1-10b3) are stored in a separate

25 modification file (10b). :
- 4. A method according to any one of claims 1to 3, character-
ized in that a number of predefined modification rules are stored in a
modification program (16).
5. A method according to any one of claims 1 to 4, charac-
30 terized in that the modifications are stored in the source file (10) as bit
strings (31, 32) comprising at Ieast a start character (31a), a stop character
(319), and a number of alternative bit strings (31c-31e), from which at least
one is written into the source file (17) at the modification concerned, and that
when the source file (10) is modified to form a target file (17), the positions of
35 the modifications are determined on the basis of the positions of the bit strings
(31, 32) in the information contained in the source file (10).
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ture and/or position of “the-medifications on the basis of the predefined

nodi fi- . cation rules g@"gﬁﬂﬂ! i on keys, wherein nodifications are
made at | t he n obtai ned from saj t | east one
$70 b/l d8ss l M ; : %@TM’{/@BV -

first part. ordlngto claim

nunber of predefined 25 nodifications are stored in the source file.

3. A nethod according to claim1l or 2, whereby a nunber of prede- fi.ned
nodi fications are stored in a separate #ddification f| I e. 4,
A nmet hod accordi ng éo ang ae of clainms, 1 to 3, where nunber of

pr edef i ned nodi fi ca®i thed BcepEting &6 claimmd. £ hadi 3 Fc?&t”&eﬂrifgﬂ'tﬂhtheo

? tAhmet h;)d’n@dh‘m‘adbﬂg dre stdvedoas bitf stﬂhgs: 781 132)0 whhiclé &gy defing d hamber '
ur er ste our ce
e a6 bl tCOB] insicatng pwarapy atefietbp IR dEod Pl s fRadoputen inks i
character, tangetdfile(hbeat thé modificationi aoncerned.  strings, fromwhich at | east
one Is wig Lten | Nt 07! ReneMdlHechidifig b ddifh SPen'd FALIUY F2e P HECLBAT 2N

- determnlngtheﬁ_pomtloso i ons on_ the
posi ti ons derRedificatian rulag{10H1-1083) Wi 3 sepaiate masiificatine dile (10 assiisisce

file when ofalté}ﬁaﬁwmgtrfngqummﬁaj i, WhehQh&sBuic M8 (1) |E‘?nod|f'ed

6. A net hod aCCO{ﬁndl n% ? gz;n 5, V\/nereby the nodifications are tored
as bit strltr‘?g"sr ? ierog E’S( i ne a nunber indicating how many al terna-
tive bit st ri ngs ar-eregoghizény, ifrano théinfornatidn (40) coataitdwk imtid sdurakifie
concer ng gO) it strings (402-40c) '?br%ﬁﬂﬂda ﬂ&cgbg;]]nﬁ)b%g of aﬁér‘ﬂaﬁw&ﬁ{%@hﬁ' ng the

further ste cati
separ at e notRY been defined|andas | i sts of alternative bit strings, and

when the source fil elrl' r%sﬁ@t%é tcﬁfﬂuetr%cééﬁi%ﬁ l%pi&ﬁ:"rf ﬂ"@ bif&fring ('49&-40c of
- recogni zi rmation contain

strings fortp‘%h?‘%‘l'fcﬁ ?s‘ﬁ"t"(‘)fa?alﬁ?grﬂ%?l ‘@”?ﬁtt"esP'F ﬁ%j’y Hggau%%irfr%fthﬁé@t and

- repl aci ng(10bd- 1ﬂ53)3ifrbmgnﬁgs tiet srediteendtivectonthelbibstring@0aaile) f ties na-
tive b| stgldgﬂg (ﬁ)tal ned fromthe list of bit strings that are alternative
to the bit &S ng of the source file in response to the recognition.
8. A net hod accor di higAtroetbbdiancording de elaimed, chea r afcdreni zerd in thabaSSes

fromthe i qher,ﬁmrm?prﬁesggrﬂ&rﬁ tﬁé‘%fdﬁfétuon?gifo‘indjé‘rrtb"tﬁé JsréP”thé‘@eﬂP

cation keys, are_ inter|eave ont ai in t
source fil grom the megificat 'F'F'lé‘eh’ﬁ\)(ég@'e Qﬁ?raéﬁtm@ﬁ'e? M’ﬁg%@ dI"SW‘at'O"
i nterl eavi ngprtaimeddn an@dource file (10), and in the reverse direction the bits added by

20 interleaving are ignored.

9. A method according to any one of the preceding claims, char-
acterized in that the source file comprises a first part containing the
actual information, and a second part containing formatting instructions, and
that modifications are made at least in said first part.

25 10. A system for marking information to be produced in order to
expose unauthorized publication of information, the system comprising

- means (12) for defining a user identifier (12a),

- a source file (10) containing a substantial part of the information to
be produced, and

30 - processing means (16) for creating a different target file (17) for
each user on the basis of the source file (10) and the user identifier (12a),
characterized inthatthe system comprises

- a file (10, 10b, 16) storing several predefined modification rules
(10b1-10b3, 31, 32) in order to modify the information contained in the source

35 file (10), TTTYe———
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20 9. A systemfor marking information to be produced in order

to fa- . cilitate exposure of unauthorized publication of said

i nformat i Qg ogAWRsSYSt em conpri sing - megRsriefeddgf | ni ng
a user identifier, - a source file containing a substantia
part of the information to be 25 produced, and - processing
means for creating a different target fiJjJse for each user - on the basis
of the source file and the user identifier, c haracter

Iz edin that the syt Iiriénh‘%aaﬁlgrfg?} f(grsa%%e(g%@ﬁiéc%ége%é of moc{iﬁcé}ﬁ;rnt

contai ni ng actual _inforna : St O dﬁgrt containing 30
ot her than *g¥s4t%a.al5hendhadasisof thasisenidentifienttZah@ndibat ucti ons, and
that the pr ocesthé pro®RABMgCABRRS $$6) are arranged to define th@ 1béatorl 8F i N9
several predefined HD@I k%ﬁtgo% ruI%F Kfr qy%yf 1 n 4 he inforpgation
cont ai ned i ¢ RPWEE e 1) to be modified, and to \Q/"aé‘gqﬂmga g% 18t B1eSCor
gener ati ng ocetipnsntie nhtur®dnllior osition3sF theymodifichtivhsbibeing detertrined oer

identifier, : g . .

eans for R LasHR A ths ModFRiSR LIPS L10P 110673 323N mediatobdeys 1o
maki ng nodi {18&t1&mns.)in corresponding locations in the target file, the
nodi - fiable locations being in said at | east one first part of the
source file, and for determ ning the nature and/ or position of the

nodi fications on the basis of the 5 predefined nodification rules and

nodi fication keys.

This Sheet Has Been Rep!

LT

! THIS SHEET HAS BEEN |

i REPLACED |

RECTIFIED SHEET (RULE 91)



