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START A METHOD OF PROTECTIN
DATA WITH AN INTELLIGENT
CIPHER TRANSFER OBJECT (ICTO)

!

f 202

A SET OF COMMON DIGITAL
INGREDIENTS

(PARTICIPANTS) IS OBTAINED

¢ f 204

A DYNAMIC PARTICIPANT
CONTROLLER (MIXER) IS
INITIALIZED

!

" 206
THE MIXER RECEIVES ONE /
OR MORE PIECES OF OWNER
DATA TO BE PROTECTED

!

f 208

THE MIXER CAUSES A

PORTABLE DYNAMIC RULE
SET TO BE EXECUTED

¢ (210

AN INTELLIGENCE MODULE OF THE PORTABLE DYNAMIC
RULE SET DETERMINES ONE OR MORE IDENTITY-BASED
CLOAKING PATTERNS TO BE USED TO PROTECT PARTICIPANTS

200

¢ 212

THE MIXER APPLIES THE ONE OR MORE
CLOAKING PATTERNS TO THE PARTICIPANTS,
CREATING A SET OF CLOAKED PARTICIPANTS

!

THE MIXER CREATES A DIGITAL MIXTURE
(ICTO) AND ADDS THE SET OF CLOAKED
PARTICIPANTS TO THE DIGITAL MIXTURE

/214

Fig.2.
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START A METHOD OF
Rz ACCESSING DATA PROTECTED
BY A CIPHER OBJECT

l

300

A PORTABLE DYNAMIC RULE SET WITHIN A DIGITAL
MIXTURE IS ACTIVATED IN RESPONSE TO A REQUEST
BY AN AGENT TO ACCESS THE DIGITAL MIXTURE

y

THE PORTABLE DYNAMIC RULE SET IS EXECUTED TO
VERIFY THAT THE AGENT IS ALLOWED THE REQUESTED
ACCESS TO THE DIGITAL MIXTURE IN A RELEVANT CONTEXT

f 302

f 304

l

THE PORTABLE DYNAMIC RULE SET
DETERMINES A CLOAKING PATTERN USED
TO PROTECT THE REQUESTED DATA

/“ 306

l

THE CLOAKING PATTERN IS USED
TO PROVIDE THE REQUESTED
ACCESS TO THE AGENT

Fig.3.
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