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TELEPHONE STATICN FRAUD PREVENTI ON CI RCUI T AND METHOD. This Inventlog;b QDL:

relates to fraud prevention circuits and net hods for use in a tel ephone
station for restricting tel ephone calls originating at the station. 5 b
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35 for contro ment prevents fraudul ent use
calls.

20 ' The customer owned public telephone station is usua11y”
connected to a central office via a measured business service line _
(1MB). This Tine accepts all outgoing calls and, Tike a regular
telephone line, also accepts charges on collect and third party

- . calls. This type of line, therefore, provides greater opportunity

25 for user fraud. To minimize the occurrence of such fraud, a

U restriction should be provided at some point on the measured
business service line to screen incoming calls billed to the line,
such as third'party or collect calls. Furthermore, when the far end
party disconnects at the end of a call and the user of the telephone

30 station remains off-hook, the central office may possibly restore
dial tone. Without additional protection, therefore, the user may
then place a call that would be free to the user but billed to the
lessor of the measured business service line. '

In view of the foregoing, it is apparent that a need exists

35 for control equipment that prevents fraudulent use of a
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-2-. custoner-owned public tel ephone station. According to one aspect of
this i'nvention there is provided a fraud prevention circuit for use in a

tel ephn_g‘l_ée station for restricting telephone calls originating at the
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telephone c.on'n_e_ctiﬂon', receiving a dial tone signal from the

switchihg facility, and tem\inét’ing the telephone connection between

the te'lephoné"station and the switching facility, the terminating
25 occurring in response to the joint reception of the loop break and

the dial tone signal from the switching facility.

In an embodiment of the invention, control equipment employed
in a customer-owned public telephone station prevents a user from
making fraudulent telephone calls on a measured business telephone

30 1line. Operating under the control of a computer in the station, the
control equipment is configured to be responsive to momentary loop
breaks occurring on tip and ring 1ines connecting the station to a
central office, and to those loop breaks provided by the central
office that reflect that the far end party has disconnected. The

35 control equipment is also configuréd to be responsive to



schedul ed as well as unschedul ed receipt of dial tone. In response to the
reception of both a loop break and a diakztone fromthe central office, the’
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15 the station and the central office upon receipt of both the Toop
break and dial tone.

The combination of ongoing loop break and dial tone detection
and analysis convenientiy provides the desired fraud prevention for
operation of the customer-owned public telephone station in the

20 telephone system. The restrictions incorporated in the public
telephone station for attaining the fraud prevention are appiied
with minimal inconvenience for the 1egitimate user

The invention will now be described by way of exampie with

reference to the accompanyi_ng _draw1ngs, in which:
25
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5 Referring nowto FIG 1 of the draWi ng, there is shown a bl ock di agram of
a cust.omer - -owned public tel ephone station having a ringer 101, a varistor

102 d;a pol arity guard 103, which are ijgcluded to show an illustrative
connectton between a ‘tel ephone station and the tip and ring term nals 104,
105 of a 10 tel ephone li ne. The nuner ous
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in the stati%h Interfagesirauidrnpndgeabiple popisler interiaging the CPU 106 with other
circuitry in the telephone station. This adapter 115 also contains additional
random access memory for processmg calling card data obtainable from a card
having a magnetic stripe and read by a magnetic stripe card reader 116. A
_ serial to'par'a;llel converter 117 converts the serial data from the card reader 116
N 25 into a parallel format and then couples this data to the adapter 115. This data
- is ultimately coupled by the station via the tip and ring lines 104, 105 to a call
' processor assoclated w1th the station, but usually located remote therefrom. A
timer in the adapter 115 provides the tlmlng for the data that is mput from the
magnetic stripe card reader 116.

30 © Power for operation of the station is’ provnded from a telephone central
office or sW itching facility (not shown) over a measured business line to the tip
and ring terminals 104, 105. Full operation of the station is possible on as little
as 18 milliamps. If the current over this loop from the central office should
drop to below 18 milliamps, the CPU 106 enters an idle state for a reduced

L’



5 receiver gain control 119, a |oop break detector 120 and an el ectronic
switch hook 121. The dial/speech network 118 contains a speech hybrid ior
separating and conbining the appropnf?te received and transmt audi blg

signals, a touch-tone synthesizer for’generating tones reflective of t?fJ
digits entered on a dial key 10 pad 122 and al so node contr ol circuitry
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appr opr i dnformation is provided over line 127 to the loop _break detector 120.
The loop b'reak detector 120 provides the ioop break infermation to the
CPU 106 in the form of an mterrupt signal as each loop break occurs. The
25 CPU 106 then determmes if the interrupt signal is a valid loop break by . "
' examlnmg the state of the electronic switch hook 121 If the switch hook 121
has been operated, then opening of the loop occurred therein and the loop break
is not considered valid. If the loop break occurred elsewhere (on the tip and
ring-lines or at the central office), it is considered valid. For a valid loop break,
30 the CPU 1086 sets all circuits to a low power state, and the station goes into the
speech-only mode while the loop break exists. When the loop break ends, the
station exits the speech-only mode and returns to the full-feature mode.



fcqntnd% I nformati on. Tel ephone nunber input into the station by a user is
through key pad circuitry conprising the.dial key pad 122 and a repertory
Kkey pad-123. The dial 10 key pad 122 i@used for normal dialing of the
di gi t ~bet ween zero and nine for a regular tel ephone call. The star and
pound key are al'so included on the dial key pad 122 for those functions
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) pads__ 122, 123 and the transmitter 126 are disabled when a user places the
. -station off-hoqk. Disabling the transmitter insures that a user cannot
25 fraudulently dial a telephone number using an acoustically coupled device. The
~ process next ‘advances to step 211 where the station waits a predetermined
: pér.-i_od for the receipt of dial tone. In this predetermined period, the dial tone
- should appear within typically _fwo seconds and remain for typically
200_'1'nilliset;_:_o'nds in order to satisfy the criteria that dial tone is present. These
30 times can be changed to accommodate different central office equipment.
. The process next advances to the decision 212. If the dial tone has _
| appeared within the time period determined by step 211, the call is classified as
o ou_tgbing and the process advances to step 213, explained later herein. On the
~ other hand, if the dial tone has not appeared within the time period, the call is



al | oned™ the process returns to step 211 where the station once again waits
for the receipt of dial tone. This loop.is repeated until the calling, party
at the distant end hangs up and t.-h‘ilattenpt ed call is termnated. If . :
incoming calls are allowed, the pracess advances from deci'sion 214 to 0

step 215, where the transmtter is enabled and the station begln to nonitor
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ot ep 22415 And e JEE 185 2JPE Hietky Wheh thé aulk netskbdun b ehhe ddocs
advanceoftaocall,cthe?d 35 anfoppartumity fosfraadrif nhe |cenmahbffémb smcplyrretmaisl is

treated f43) @he %@QP@%&\%L dJeQ n%%%gté&%d ?edl:?ttoq?tnﬁrs te? % g Present

t hen the process returns the transm, I's-enabl ed by
the st atxampledifithe stationds faHx aagapwdawhemal wmem@ancﬂr@mﬁe@es@»er 125

is 3fs enaéure&ma ;sdtenﬁraﬁs'lﬂacé Arceléphort chﬂ&ﬂh%@?ﬁyxn@@;tlgfghegz ‘55 ng )13

process involv |n .aci ng,an out gpj.n esse -

Wher & cATPCeRS H3S at ELeeR WA TE alline saicnllpd PRSHIGE ReRPE5RRIS or &
enabl ed On¢e dhalcam;ag ﬁathsthnormoﬁeleqymessmﬁbﬁ dxatn@st@,fm atndtding
conpletkﬁﬁCegﬁgﬁé mhen (1) the tinme since the |ast
key resse t e |n Sme out interval (typically 10
seconds) or V(’\Z;eraarlong bb.ra%lk ogcuteusl}e mm,eS$ edveanessitoustep 222t whersbmthe]

of T : 96, t?ﬁnérﬁitt&h% &ﬁhble‘dsa&d {he 'sf,ét%h ﬁﬁaﬁk%ﬁ%e%rdx’ﬁ\éﬁ' ﬁéhod n perform ng
o ot giaponftan ety 500 tuflisesoneh, forl B ceaipt o Hial tonessshbsrdiattane: & 1) to
det er mi should ialsd femain for 200 milliseconds in order to satisfy the criteria that dial
tone is present. Again, these times are typical. The process next advances to
decision 223, where it is determined whether the dial tone has appeared within
25 the time period determined by step 222. If the dial tone is determinéd to be \/
" present, then the process advances to step 213, wherein call scréening is enabled
~ and the call is treated as an outgoing call. If dial tone is not determined to be
present, then the process returns to step 215, ‘wherein the transm:tt.er is enabled
by the station and the parties are agam allowed to converse. The receiver 125 i is
30 enabled by the station throughout the process. _
That part of the process involved in placing an outgoing call essentially
starts at Step 213 where call screening is activated and the dié.l and repertory
‘key pads are enabled for dialing. “At this point the process also tests for dialing
completion: Dialing is considered complete when (1) the time since the last key



a freegcall a bl ocked call or a charged call. The process next advances to
deci si on 216 wherein the type of call - eterm ned fromthe tel ephone
nunber, di al ed. For a call that should be%l ocked or is considered invalid,
the protess advances‘to step 218 wherein Yhe systemis reset and the user
is forced to go-10 on-hook. The user can then, if desired, begin a new
call. For those calls taat are determ ned in deC|S|on 216 to be free or

charged cal |'s, ™38 RiFseds3cends dhedntardiglt tmeant igtervel (tyeically IO seeands), ps (2)
di sabl ed. The paqeegsaae»t- badywweeﬁ; reGeivé & Prol SheVoek@aloiBs, b () IRk hRNs i S

bled, th N d t |i I | 1.ed t
B e, oukAaSa oaCe tafiaL IR PLL-hiy BOEGRLARY Por ! | oo engace
tip and ring line for a I o@pemhadlglt e nelzphong nbmidwk indialed; it id”lemppmelst:b
d t 1 :
advances to ¢ eﬁu%?lﬂerw@%r@d "‘n tahSolE r\@nﬁ@lé g%gﬂﬁ?ﬁggoﬁ@qs tb et SirknleQ 1t,[ is

awaits a predeter pe or the rec e|
of dial tone. TRl ‘b&‘”' L%Fk%ﬁzlfarééh%sﬁﬂ@ I. TheprosessonesdAfvapres it

resetting the systision JieewHérein tlQJIEyWJ:é!l i%m&élfmi\ffea itkdin tthe t5Q9hone number
mlliseconds an allarfrerral f,or norde(rito] ti,sfy the
criteria that diohtefyferidcall tha %5 é’rt'f’ ﬁ%’és'g"rré dppplidy the pmggess
process next adwadweneestto stiex 218 wrhepdlh thn/rsgstem is resetdmidtihe nsat isiietcedrtotgee

dial tone hago aRReAAAd Whelss LiPphddTRr RSN MBheq flladyby step 220. 25

I f dial tone does not_ appea rocess returns to
step 219, wherein thdarr ﬁsem lsahafl@redakﬂreung@m ﬁeclslpatzlﬁr’mbmfrsher ghargeds

are again all owdlxmué%eéssedvshcés% b 9n7hﬂmemle‘auobc?éenm@% ahemeappﬁ%
in\hHe tinme period ‘det er 3 % &E’oéﬁg t he %océess vapces ep 218
wherein the useIP’P‘s'est‘i‘EEG YAR<Es L8 8 rein the trapSmiias SHeAr & ons
of the inventionutgbingaalpladed ddibsise eklhhgenldl allteﬂepaaﬂts engag€liAl dv_Bv&c_satIAn
fraud prevenﬁo"rﬁé a&% s (i \Uéi?shhpt stsi?é(yeQH rﬁé&& tBQti;:°£n§§i§:tgrlh9é {2% loop

t el ephone calls originating at t et
est abl i shing telt@ph e connection between the 5 teI ephone station and a

EW' t ﬁh} ng f aﬁl ity ovehen albp bréalk B@éurs, {eSrocBRAdvaheds toes:tep\mgwﬁerbﬁpale

moment ary | nt or RERRTRIESHS dmabled) snh e stabncay tin 8 Bredete e Rerindy thgically

di al tone signal500rmitliseconds, for the receipt of dial tone. This period allows false loop

20 breaks to occur without resetting the system The dial tone should appear
within the 500 milliseconds and also remain for 200 m:ll:seconds in order to
satisfy the criteria that dial tone is present. (Again, the times are typical. } The
- process next advances to decision 221, where it is determined whether the dial
tone has appeared within the time period determined by step 220.
N2 25 If dial tone does not appear in the time period, the process returns to

step 219, wherein the transmitter is enabled by the station and the partxes are
'_a.gam allowed to converse. On the other hand, if dial tone does appear in the
time period determined by step 220, the process advances to step 218 wherem
the user is forced to go on-hook. :

30 - Various modifications of the invention w:.ll occur to
those skilled in the art. '



~the'switching facility, and neans for term nating the telephore0

connection between the tel ephone st atJ and the switching facility

nmeans for terninating being provided i responﬁllﬂﬁ“l't“‘l“@ll{rﬂt{jw ecept i o
the |1 oop break and the dial tone signal fromt lity. 2
circuit as claimed in claim1 wher e¢ !2 Mge neans fof 15 " establi shi ng the
t el ephone connectlon |ncludes mean ecei ving tel ephone call through

t he switchi nglrach Ifrayd prieyeRkians cf peuitnfor jusg in defteberhosetstatdan t t er

associ at $erets|trié1ﬁnbet€rébﬁBﬁe sdaausoahg@nanﬁugcatcwet s@@h%ha' med in claiml
or 2 mherel .he nmeans the tel.e ne connectlon

n
i ncl udes 'Ae "Po'Pear"écg?'(neﬁ a'&ﬂiél?"f‘%nt(?] im'?en&"f.‘)'l'%‘ﬂ tween dhephone cal |
to a & enmtéteghonepinatdontatd answitchinh fabél sty bedw g phheiofi nyputand means for

2 “n oFr dified SpBRRGHO ATy 5 30 T08) Tretk ' thoby fd RPHGRG' SRRRS! 2 O
activati mgeakmal breakr ee"rng\gep‘rentése ofh at hemengbey Hovterautpttiioonin the cal |
screeni ngq Pé;smescamegwﬂg REaS ‘f??ttaéd"éiwnfrihﬁf‘ﬁ%hessi faf'ér@mnate at the

t el ephone st'ation or act SS being provided
in respokBe s tehing Sﬁﬁi”ﬂ%@eﬁﬂq SaaRy anetQWﬁpa‘bfﬂtQal’é ert@lepkondi ai tone

si gnpd feam.édteoﬁvuétﬁaengtnfeaeeiepthbne Hation and Bhe s@i€éHing Fadyigyai ned in
claim4 wherein t &re 1’2@ ?& ﬁgei i vat i ng a call screenj n% prpcess in the

t el ephon %t'@_ﬁalnén Frmating peing pPravided ir’?g"%‘ﬂ%ﬁ%p’?ﬂ) he joiftni tter
associ at edceptilont 6f thel Bggpobeeak ahdothe @fan tonkhoignall frami theti ng tel ephone

calls ori o] - telephone station having input |ines connected
to a sw Fgﬁl‘%@"g fﬂa&éﬁf‘t t he net hod including establishing tel ephone \/

connecti on betdweoh Qihreuiblasphbam§t'hn icdaimrid whiaee fuithe tieags f i | i ty over
th f ty, th

| ngiﬂ;fggﬁtébm%mﬁi ﬁbvtéﬂgﬁo#é’%nné&%gri;/muhgr?rnze‘gbl& SR Peldiipt Y. the
tel ephonéel@hﬁ’@étﬁ)ﬂ thequghy they swigehing 62 ditynand peans ferswi t chi ng

facilityeng¥iniges nteﬁ@ﬁh&ﬂa thgndnfilteBR QIIB o6 PANRRACHI O thet ¥ARPhéAEe t el ephone
station andt{he switching facility, -the tern1nat|ng
3. A circuit as claimed in claim1 or 2 wherein the means for
20 establishing the telephone connection includes means for receiving
dial tone for the placing of a telephone call to a remote telephone
stat1on through the switch1ng fac111ty, and means for dialing the
telephone number associated with the remote telephone station.
4. A circuft as eTaimed in claim 1, 2 or 3 including means
25 for activating a ca11'screening'process'in'the telephone station,
| the call screening process allowing only certain te?ephone calls to o/
orig1nate at the telephone station, and the means for activating the
process being provided in response to the Joint reception of the
loop break and the dial tone signal from the switching faci]ity
30 - 5. A circuit as claimed in claim 4 wherein the means for
activat1ng a call screening process in the telephone station
includes means for disabling a te1ephone transmitter associated with
the telephone station. '
6. A method of restricting telephone calls originating at a
35 telephone station having input lines connected to a switching



' .
occurring in response to the joint reception of the Io m break and thédi al

tone signal fromthe switching facil.ity. Aﬁne connect mmuﬂﬂuﬂ um;?wﬁg

i“n cla{,{]nG wherein establishing the tele
tel ephone call through the switching facility, and enabl ingta fel éph’bne

Fransiit ter Epfidat et Welflod el G ARIB0EA1Sh1 A 1efeprBnd (A ol 21 e

inclaim6 or €l n ées ne connectl on i ncl udes
recei vi ng dibgtweemhdheokeliephong. &Giihtyfbﬁ"ﬁ the épﬁ‘éﬁ’ﬂéﬂsafqﬂﬂ bty avenothe

t el ephone stﬁbwmhbgO%QeWﬁ wt&dy BGeé@%bthe @Wtdi.hablmﬂh@yt%smone
nunber associl at ed wth the rermt ?vet g}feg one stati.on. . A" nmet hod as cl ai ned
t

in claime6, 'Poprbreak; ?ﬁ:ﬂ@drﬁ@% vimmeRgasy dé’ItF"@’cH'té%l‘rfb B?ocess in
E hle t ﬁ' e@hOthé'lé;SfﬁtinbO@onﬁehe*l il !{reéﬁfﬁf{h@l 9gdhi|@noem smbmlwfnam ?ur?ley cter t alt n

el ephone ca e a e te an e activation
rer b0t ocoam efhe Frelnye ste b5 FRY The . Eeibbine oPhet i SeEdh and
t he di al torthestelephofie station awdttﬂu syitchdingi facil2by, the termi@at¥hgret hod

as ol ai ed Iqucahalnd fn REERLe YBOCRE YoXRt L ARPRIIP D 365) Fhegl AgPa0! | N0

a tel ephone nsm= ter 2037 &Pl Wit PPN fraud
prevention dihecdial semstségnahlﬂryma@mewetahioesﬁaqiﬂém'wth reference to the

2;???23%'8?&?[2}’9" Ngg- m%%d as ¢lai Atfﬁﬁnhﬁq{r@cre‘iﬁsésrt'aﬁit ée{,peohone

y as herein esc erence conpanyi ng

drawi ngs. 33eleghone gepnection mc'ludes receiving teTephone call through the

switching facility, and enabling a telephone transmitter associated
o with the telephone station.
8. A method as claimed in claim 6 or 7 wherein establishing

15 the telephone connection includes receiving dial tone for the
placing of a telephone call to a remote telephone station through
the switching facility, and dialing the telephone number associated
with the remote telephone station.

9. A method as claimed in claim 6, 7 or 8, including

20 activating a call screening process in the telephone station, the
call screening process allowing only certain telephone calls to
originate at the telephone station, and the activation thereof
occurring in response to the joint receptibn of the Toop break and
the dial tone signal from the switching facility.

25 10. A method as claimed in claim 9 wherein the activation
includes the step of disabling a telephdne transmitter associated
with the telephone station. . '

11. A fraud prevention circuit substantially as herein
described with reference to the accompanying drawings.

30 12. A method of restricting telephone calls substantially as
herein described with reference to the accompanying drawingsf

35 CSTB/BG



