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(57) Abstract: The present invention provides a method,
apparatus, and system for controlling memory accesses to
multiple isolated memory areas in an isolated execution
environment. A page manager is used to distribute a plu-
rality of pages to a plurality of different areas of a memory,
respectively. The memory is divided into non-isolated ar-
eas and isolated areas. The page manager is located in an
isolated area of memory. Further, a memory ownership
page table describes cach page of memory and is also lo-
cated in an isolated area of memory. The pagc manager
assigns an isolated attribute to a page if the page is dis-
tributed to an isolated are of memory. On the other hand,
the page manager assigns a non-isolated attribute to a page
if the page is distributed to a non-isolated area of memory.
The memory ownership page table records the attribute for
each page. In one embodiment, a processor having a nor-
mal execution mode and an isolated execution mode gen-
erates an access transaction, The access transaction is con-
figured using a configuration storage that contains config-
uration settings related to a page and access information.
An access checking circuit coupled to the configuration
settings and the access information and generates an ac-
cess grant signal if the access transaction is valid.
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assigns an isolated attribute to a page if the page is distributed to an
i solated are of nenory. On the other hand, t he page manager assigns a
non-isol ated attribute to a page if the page is distributed to a
non-i sol ated area of nmenory. The nenory ownership page table records the
attribute for each page. In one enbodi nent, a processor having a nor- nmnal
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