SPECI FI CATI ON ELECTRONI C DOCUMENT FORVAT MANAGEMENT SYSTEM AND METHOD 5
TECHNI CAL FI ELD The present invention relates to a technique for managi ng
docunent formats, and particularly to one enabling the recipient of the
docunent (docunent user) to confirmthe formats required 10 for individua
docunents. BACKGROUND ART Today many types of docunents, including
docunents of 15 authorization and correspondence, are being created in an

electronic form Although in general many advantages can be gained by
digitizing docunents, digitizatﬁgﬁgﬁgégﬁiggﬁes the falsification

of docunents and other problens. It is therefore essential to be able to
confirmthe authenticity of docunents of . 20 authorization and the |ike

Do sl o brarored aniScRiRiFFaskih) GRFELENEbE BRRRRYCoBCHEd B or cvent

t he reproductlon and fal sification of docunents. By affixing digital
signatures to docunents requiring a record of authenticity, the signature

ZnguaéﬁeﬁﬁféA£h§£%£ﬂe contents of the docunent have not been falsified.
, I n conventironal technologies it has not been 1 possible to

guarantee the authenticity of the format/formrequired for docunments of
aut hori zation. For exanple, if M. Adigitally signs a prescribed docunent

of authorizaphon,  Hnan; hbdnci st eptioned M- aBrSURSEGUENELY RLASESaYN- A S

di gital signature,
document formats, and particularly to one enabling the recipient

of the document {document user) to confirm the formats reguired

10 for individual documents.
BACKGROUND ART

Today many types of dbcuments, including. documents of

15 authorization and correspondence, are being created in an
electronic form. Al.though in general many advantages can be gained

by  digitizing documents, digitization facilitates the

falsification of documents and other problems. It is therefore

o

essential to be able to confirm the authenticity of documents of .
20 authorization and the like through a record of the process
implemented to approve such documents. Digital signatures and
other technologies have been developed to prevent the reproduction
-and falsification of documents. By affixing digital signatures to
documents requiring a record of authenticity, the signature
25 guarantees that the contents of the documént have not been
falsified.

However, 'in conventional technologies it has not been



! with the contents, and transmts the docunent to M. C under M.
glgaggﬁ;? thgn M. C cannot verify whether the format of the document of
‘aut hori zati on requires a digital signature. Hence, there is a chance that
‘M. Cwll be deceived by. M. B. Next, this problematic point will be
described using a nore 10 detailed exanple. Fig. 16 shows a description of
entries in an application formused when requesting the purchase of.

oods. [,S,; assuned here that the application process involves an
gppl i caééSSJ(%h? ts%)r yUeFeat FRd-thée vdpmritdatitoncf orlip farmer /Whicohr ¢del et ount

pfi the estimated cost, and a supervisor (authorizer) 15
ﬁgﬂﬁggﬁg}gg&% ngepnu%sgr?a]iea.u PHd SanpFer rgIRPAR sién‘é%ur%sdlﬁ]@talhe
J i i re affixed to the document. The _
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si tur i i rtificates for the.gccount manager and the
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entries in the docunent. e Cannot te 6]

Si t fr cc : nage LS. I ired., Hence, it is possible to
R T L T R R e Lt the
conf i I aRicumrdater ofutife: 25 ackoUNL IANAgEr (praol; of confirmtion) has

been falsified without the account” manager's Know € é%,: nce | t
descri phiee’ o eNthia@®e ichatchens 0rged 1aPRld Gal e%e%ih%‘l"f M B 9. 17 do no

indicate whether 2 the digital signature of the account rmndger is
required, tNexdocumestpreldeat stiakan: a5 1aUbheatEcr i BLOVISES, e e
h&O detailed exémple. Fig. 16 shows a description of entries in an
application form used when requesting the purchase of. goods. It
is assumed here that the application process involves an applicant
(author) creating the applicatioh‘form, after which the accouﬁt
manager verifies the'estimated.cost, and a supervisor {authorizer)
15 -uauthorizes the purchase. In this example, digital signatures for
the account manager and authorizer are affixed to the document.
The authenticity of the document can be verified by examin_ing these
digital signatures using public key certificates for the account
manager and the authorizer. However, the process of authorization
20 required for this type of application form cannot be understood
from the description of entries in the document. One cannot tell,
for example, whether the digital signature of the account manager
is required. Hence, it is possible to create an application such
as that shown in Fig. 17, in which the confirmation date of the
‘ 25 account manager (proéf’of confirmation) has been falsified without
the account manager’s knowledge. Since the description of entries

in the forged'application shown in Fig. 17 do not indicate whether



docunent includes the signatures of the applicant (author) and authorizer.
In other words, it is inpossible to detect the above falsification.
SUMVARY OF THE | NVENTION In view of the foregoing, enbodi nents of the
present invention provide a device and nethod for managi ng el ectronic

docunent fqr mat bl e of: reve t he reC|p|ent of the docunent from
bei ng decei 4%%£§F g gpﬁé d6c %% ARG PTG STattS BB TRt s of

the inventitgRr Wﬂé&un@ltderﬁé: i bed asederONad hsugﬁgﬁﬂect;p%v@@éarlt%d in the
acconpanyi ng cl ai ns. hbxt an enbodi ment of the present invention will be

descri bed. d|o|¢utn|ar1§ em@odiermmhewlqmupeeseﬁtthm\agphmnt dautbom amd or mat

ti t t th t ed d bmtted t
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stipulateSfaMﬁgﬁ@%igﬁgltal signatures are necessary, what organization or
individual is required to affix a digital signature, and the |ike. The
format of the docunent itself may be described wusing the eXtensible Mrkup

Language ( e k progress has been nade in standardi zi ng
SRy, SR80 rhky SrvaNgBy o

XM. and in S suppor signatures. The persons attenpting

regi ster the formaties bhe t%@cmre?oﬁh@? Gh@atdhefts BRNAGR! Heddne fornat)
may generate digital signatures an attach the data representing these

si gnat ur es yepRéon duirsiet af gpwaee ianskimethod for managing electronic

document formats capable of preventing the recipient of the
document from being deceived regarding the document’s
required format.

Embodiments of the invention will be described based
on the construction described in the accompanying claims.
Next, an embodiment of the present invention will be
described. In this embodiment of the present invention, a
form or format accounting for digital signatures and the
like 1is created and submitted to a format certificate
authority for certifying the form. This form stipulates
whether digital signatures are necessary, what
organization or individual 1s required to affix a digitai
signature, and the like.

The format of the document itself may be described
using the eXtensible Markup Language (XML) or the like.
Much progress has been made in standardizing XML and in
its support for digital signatures. The persons attempting
to register the format of the document (the creator or
manager of the format) may generate digital signatures and
attach the data representing these signatures to the

document format itself.



3 The above-described data may be sent to a certificate authority or
agency established to guarantee docunent formats. The authority may add to
it the tine of reception, a digital signature for the format, and a uni que
I D created by the certificate authority itself and issue a certificate of
an attribute c rtifé'jcate formto the aglglicant. The aut hor of a docunent

may attach thi s 4t FPBURESSEELPTY i 8at2 FAY P61 "% o°Q hai CeEFEEsaM ¢

docunent. WagRhoVe#y fcizC%b.bQE%/ ofs thBe; SQCH TN b b B2 REC SIS AL enta'foﬂa%%.cat! on
program for processing the €l ectronic docunent may perform the follow ng:

1. Verify tAeef enteority maer iskddi ng digihal tiiegreft ureesptiang| adedgitelt he
format itsel f.é%a%ag@&fir thgt thtg certificate authorit%/ hacf gtta hed its
guar ant ee b&SEF Ot HE€™di*gFt aP BT ynaltt e of '8 authofFE5 T &Y i%Sued the
attribute ceebtfbcades (fuHmtiteentibicaty AULRNOT A Ly rS: £ CUIRALE 3R,

el ectronic docunent to the original preserved in the format certificate
aut hority bytguebytagcehel Hiadier ifioym thatheésspmlddahé.attribute certificate

Suthor ity r egar Bthg WRErherct 18 BT RERthalabcdtt phat 6.3 oftFEHRLF 5.
Query an autbptifiagb WhAHCHOREE f @bMhewRs evaki fonicOntdnrht . Themiser of
the format nmay performthe follow ng
verification of the document is necessary, an application
program for processing the electronic document may perform
the following:
1. Verify the format (by verifying digital signatures
included in the format itself)
2. Confirm that the certificate authority has attached its
guarantee based on the digital signature of the authority
that issued the attribute certificate (format certificate
authority)
3. Compare an electronic document to the original preserved
in the format certificate authority by querying the authority
that issued the attribute certificate (format certificate
authority; optional)
4. Query the certificate authority regarding whether the
format has been updated (optional)
5. Query an authority at which the format was wvalid

{opticnal)

The user of the format may perform the following
verifications according to need:
(a) Verify whether a digital signature was applied
according to the format intended by the issuer
{b) Verify whether the format was the most recent wversion at

the



verifications according to need: (a)Verify whether a digital signature was
applied according to the format intended by the issuer (b)Verify whether
the format was the nost recent version at the 4 tinme of the signature
request and signature verification (c) Verify whether the fornmat was valid

for ol der docunent at the time the docunent was issued Verification (a)
may be primafify é&@Wﬁéﬁn?H%rer%ﬁﬁﬂﬁ%&ﬂ?nﬁeéégﬁéFuﬁidéﬁﬂf&caFéPPal
signature ang)oRbyi i $es:dr0 thROWIRS: F 884l Ja0fy & ghhial SHOnALME

affixed to for exanple the notification of a nanagerial decision, or the
i ke case (fat Exanple thet dbcwedritowasf iasmadageri al deci sion, an

aut hori zed purchase.request, or other authorized, docunen ith i ch sone
request is to b&SHEHEFIP sorE! acfPén) %eVePFflf“eﬁffiﬁn ‘C%‘?é m:i%eﬁ’e when

checki ng t heecepnbent eehb %&@Pags@ﬁdu%dea 1 fh autBREtdAd | QRA(FeH1y
exanpl e, a request for managerial decision being reviewed) and afRiX|ng
one' s own diwgishak & ghatwirtde oreamién odfehi nilggtal helamertkrpr afEssed rto

groupware or. the like. Verifjcation (c) _nmay be used when saving dqcuments
Ccontracts) TPRaE<TRISE 5ES Bobf HGTErGR AF1 7 XETAGBEEOH GG (97 Wi her & he
contents areigeree (Wil &apfier rhog fitatiesWt & abnhastideakbsi o, and past

contracts. Application progranms conformng to this nethod may be provided
in the formpof aatklyiizedl purgrscuredpesly- i¢r other authorized document

with which some request is to be made for some action).

Verification (b} may be used when checking the
contents of a document undergoing authorization (for
example, a request for managerial decision being reviewed)
and affixing one’s own digital signature, or when defining
the work process in groupware or the like.

Verification (c) may be used when saving documents
(contracts) that must be retained for a fixed period to
verify whether the contents are correct while referring to
results of past decisions and past contracts.

Application programs conforming to this method may
be provided in the form of a digital signature plug-in.

The document format may regulate the logical
structure of mandatory entries, including applicant,
date of application, authorizer, date of authorization,
and the 1like, and such mandatory items as signatures,
entry number, authorization conditions, and the 1like.
Alternatively, the format may physically restrict the
layout or the like. Hence, the document format can

regulate any



The docunent format may regul ate the logical structure of nmandatory
entries, including applicant, date of application, authorizer, date of
aut hori zation, and the like, and such mandatory itens as signatures,
entry nunber, authorization conditions, and the like. Alternatively, the

format may physically r rigt the layout or the |like. Hence, the docunent
format can CP\ééﬁFh?régﬁﬁe/%gec REMS™Hs of the document. According to a first

aspect of the presgmirdiyenti 9nrirdthefBeks BEOVILEH AL & eLly ot G, docunent
format managenment system conprising: means for inputting fornmat data for

an el ectrofherdocanpnoyidednsnf elegenenht i docwigitt aforsiagnatoagsrerfror dat a
related to the electroni ¢ _docunent for | ectroni c_ docunent for mat

f,
storing meaR¥Sfat SYBHATG Phe MAHP r(qgtrﬁ’qufm%nfBF%ﬁrﬁlﬁF% 8EurfEnt and

the digital elst@matiur asclént henddla roel aEe8r410 dh1ieliegt r ofing1daGuent
format; and nmeans for outputting, when réquired, the format “data for an
el ectroni ¢ detundata arktliefieddi §Pt akhsi gadearesnid ordedianatdt a foeimatted to t he

el ectronic nt. format store by the el ectronic docunent, fornat
storing rrea%gggg%%%lo? didﬁﬁuf“%ng sfejocré[% aS P Yo ERE pres entCiifident Fon,
there is preyified ancel emtr 0BhC sRGUNBALC f obBherfBNAREMERhe Sy}
conprising: electronic document format storing neans for storing format
data for anse&yeriyesi dogodhgenietai wedstedi boi bhewelachraiig tddcumieghat ur e

for data reké%ﬁ%%; and means for outputting, when required, the format
data for an electronic document and the digital signatures
for the data related to the electronic document format stored

by the electronic document format storing means
According to a second aspect of the present invention,

there is provided an electronic document format management
system comprising: electronic document format storing
means for storing format data for an electronic document
in association with a digital signature for data related
to the electronic document format; and means for
outputting, wheﬂ required, the format data for an
electronic document and the digital signatures for the
data related to the electronic document format stored by
the electronic document format storing means.

According to a third aspect of the present
invention, there is provided an electronic document
format certifying system comprising: means for inputting
data related to an electronic document format; means for
generating a unique reception identifier; means for
generating a digital signature for the data related to
the electronic document format and the reception

identifier; and means for storing the data related to the



to the electronic docunent format; and means for outputting, when
required, the format data for an el ectronic docunent and the digital
signatures for the data related to the electronic docunment format stored
by the electronic docunent format storing neans. According to a third

aspect of thecpresest dotiMenti EBrmbREr @ nieS HA-RYtdes amMeBiaGtilani G dpcunent
format certifying systemconprising: nmeans for inputting data related to
an el ectrofle ddeuheht SiOrRABERISreans for generating a uni que reception

identifier; meaps.f£pLingengrating @Og%gbtags lghat ur e fgkethgngg&gu;elated
to the electronic document format an he reception identifier; and nmeans
for storinfgnvaetidata rehated tie t beovbhdedectnonied edamandnt fdaramisntt he

reception id nt'%ier, and, the digitaL signature. According to a fourth
aspect of ?ngbﬁ 5Bt SYRVENti 6AMPEREFBIF s PrevFdedCin SY&AT SRS ¢ ddocument

out put t i Nge $¥&t £HH CONPHSShikeiht MEANS 107 LI&alddigh AN dRhBRIHONIGdRGuUMENt in
an el ectronic docunent format according to operations by a docunent

aut hor; nmeaRSCF@Eng géRercma RS @d ghY ab slagvatemte fothohe meeasedor

el ect roni coofogupnl and; datayrelghed.to Lhe ehectsonie dooumnl., for mat,

and neans for outputting e el ectronrc docunment associated Wt e data

rel ated tod¢benehectarehi datdocurtatetior tat wind tdie: @enariat edicsivgRattur e.

According Egkﬁagﬁféﬂda%%%%% oogfg% ééﬁﬁﬁﬁg the electronic document
associated with the data related to the electronic
document format and the generated signature.

According to a fifth aspect of the present
invention, there 1is provided an electronic document
cutputting system comprising: means for creating an
electronic document according to operations by a document
author; means for associating data related to an
electronic document format to the electronic document;
means for generating a digital signature of the document
author for electronic documents associated with the data
related to the electronic document format; and means for
outputting the electronic document associated with the
data related to the electronic document format and the
digital signature of the document author.

According to a sixth aspect of the present
invention, there 1is provided an electronic document

. display system comprising: means for receiving an
‘electronic document associated with data related to an
electronic document format that dincludes a digital
signature; means for verifying the digital signature; and

means for displaying the electronic document format based

on the data related - to the electronic document
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invention, there is provided an el ectronic docunent outputting system
conprising: neans for creating an electronic docunent according to
operations by a docunment author; neans for associating data related to an
el ectroni ¢ docunent format to the el ectronic docunment; means for

generating a digitakashgnaty e Of {&fefOeuTERbecAUt BOr fiof elmaldani o
docunents associated with the data related to the el ectroni ¢ docunent
format; andnmeahsofier téetput tlisng ptrive ieleect rroni ¢ ldotumeritc assoniretgd wit h

the data rel d to the electronic docunent .format and the digital

si gnat ur e 5$r$%§ doCUENt AU ho??{aﬁgorﬁpﬁgrﬁglggéikE easﬁggpsofcyﬁe
present inMpattong tendts paevadedoan edect e0Bic-E rdagcumeioc @il ay
system conpri sing; neans for_receiving an _electronic docunent associ ated
with data PePaFediPe &hi9Etakt FoAREtH6EEmehoTf sl RaetEAc! tRleshe di git al

si gnat ur e; cMeaps-fHok VRIdufn?9 £ i Oi gegﬁhgnaéhlér %%ﬂ@t AEaas £Qr

di splaying the electronic docunent tformat baséd on the data related to the
el ectroni cadoedgehronéa Accomdinhgand &ahsevidntiliadspegmadgfurtese fore Sdre

invention, .there_j rovi ded an el ectronic. docunent fornat \nagenent
met hod con%?lginﬁefﬁgegté%% oqxai%#%ﬁ§§9ﬁf?cw¢hﬁumﬁﬁEifégh%ﬂgelgggfonic
docunent; ogepetaihfg divehal rei@natdres iy dpsemdel abgdat ofblke an

el ectroni c docunent format; storing the format_data for an electronic
docunent aPHCERECH §i CRICUEICGat #Res ther fhgital signatures for the

data related to the electronic document format stored in
the step of storing the electronic document format.
According to an eighth aspect of the present
invention, there is provided a storage medium that can be
read. by a computer and stores a computer program for
managing electronic document formats comprising: codes
for inputting format data for an electronic document;
codes for generating digital signatures for data related
to the electronic document format; codes for storing the
format data for an electronic document and the digital
signatures for the data related to the electronic
document format; and codes for outputting, when
required, the format data for an electronic document and
the digital signatures for the data related to the
electronic document format stored by the electronic

document format storing means.

With this construction, data regarding the format may be
added to the document to make falsification by digital
signature impossible, thereby eliminating the risk of
the document’s recipient being deceived by an altered
format.

The above data related to the format of the

electronic document - may be the format data of the
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data related to the el ectronic docunent format; and outputting, when
required, the format data for an electronic docunent and the digital
signatures for the data related to the electronic docunment format stored
in the step of storing the electronic docunent format. According to an

ei ght h aspect of tfe resent . inventiqn, there is_provided a storage nedi um

that can be read® TN G pUP e Rtd t5Pes a TomMSRAEIPR+SYr afh f dre
managi ng el aebroRh depkiRet: FRSABLS CoMRLisiige codses fofro_rei't@l%!ft tdeng
format data for an el ectronic docunent; codes for generating digital

si gnat ures ftbesdat@orelated to the el ectronic docunent format; codes for
storing the forppat, data for, an el ectronic docunent and the digital
signatures for tﬁg 45t ge?ﬁ%ﬂ?ﬁ% Y 2t helel eteTiorfinec &gﬁﬂq’?ﬁ’t‘t o atS and
codes for oubpudritngicwhasy Leqsdsedinbbhe JoiARt cdat aah%ofﬂtf! eghgoni
docunent and the digital signatures for the data related to the

el ectroni ¢ @etbhbiheatieor putherivried kbyps hesusitedyr onf ¢ theocurminti dadrimat

tori W th thi truction, data r ing the formt b
added ot hESHBCMEh 1D HRY-FSI S CATF b by i OF Tl FCGR Gy SRS

i mpossi bl e, dbbenehy £| vai Netdy)g ddiRifdishsoffort NenfloGURAbNS NRkI-RLgNt being
deceived by an altered format. The above data related to the format of the
el ectroni c UBEShEM, naynde tthe fokie. daTheof celgifépate authority

certifies the document format by affixing a digital
signature to the electronic document format.

Certification may
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el ectroni c docunent itself, a description of the electronic docunent
format, or reference data for either of these two. It is desirable that
the el ectronic docunent formats be certified by a prescribed certificate
authority. The <certificate authority keeps custody of the verification
data and can provide the user with data regarding the docunent's validity,
condi ti ons PECI Ae aPezamsy ugpadt ed atvtaridivgesceantifidrtd.i ke. The

certificate aut ity ertifies_the docunent. format af fixi. digital
signature to th@ﬁée ecFFani e ddc ufrentOr Bt . TOBB? Y fi@ie[i 09?%&39%%% so be
perforned usuBfofitydidski BEEexcer Hifieal esidfemreetbi kybngoamsho canmnt
format, the certificate authority may affix a digital signature to the
format dat a¥highi éB thet RbIedf eef efrtddicatianat Poncanratfdx af figivaldi git al

signature tQ.j ificat] . at n.uni.quely identify .the formt
data by a r%cl: Ig%t?&glre\ iltge%?%lgﬁg%#%}heda&%k& aItn G di‘friuo%ue[léy al%eer{%]b% or
system thetheesenhat Vet il9h a eRITItSOnbedbAPl ei@nted thy airet hod. A

portion of this_ nmethod can be inplemented with a conputer program These
aspects of the ft cAEHICIPAVERL RoACEHE RheTvSten | theebrresati Baveniaror e

Scope of t he*at Faghed” ch e bR e pEACH BIPER OF MPE BrvrRee s |
method can be implemented with a computer program.
These aspects of the present invention and others
will be described in more detail below with reference to the
accompanying drawings and within the scope of the attached

claims.

ERIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

Fig. 1 1is a Dblock diagram showing the overall
construction of an electronic document format management
system according to the preferred embodiment of the present
invention;

Fig. 2 1is a flowchart -showing a portion of the
steps in a process executed by the format issuing agency
according to the preferred embodiment;

Fig. 3 is a flowchért showing the steps in the process
executed by the format certificate authority according to
the preferred embodiment;

Fig. 4 is a flowchart showing the another portion of the
steps in the process executed by the format issuing agency

according to



In the drawings: Fig. 1 is a block diagramshow ng the overal

construction of an el ectroni c docunent format managenent system according
to the preferred enbodi nent of the present invention; Fig. 2 is a

fl omchart showing a portion of the steps in a process executed by the
format issuing agency according to the preferred enbodinment; Fig. 3 is a
fl owchart show ng the steps in the process executed by the formt
certificate authority according to the preferred enbodinent; Fig. 4 is a
f1 owchdfe OFGHEHGSChE8MRRGLREN tportion of the steps in the process executed
by the format .issuing agenc according to 7 the preferred enbodi nent; Fig.
5yis a flowchaPt sh 'ﬁb?éhﬁé%ﬂﬁﬁisﬁqP rﬁf&?@%ss?gPs ¢Pedt PRECESGodGrent
using a format proyided according to_the preferred enbodipent; 5 Fig. 6 is
T SWCHEAE TBHo e REe St s nA 2 pFoubas  PEPTIgEr FTHE LHI | b6 mSor a
docunent creat d hg t.he Breferred enbodinment; Fig. 7 is an explanatory
diagraﬁggh\ﬁrﬁg £ OgéﬁF Eﬂration of format data managed by the fornmat

554110, 29018 g 30, et B Y A TR e

e"bOdi@%Qnying the format of a document created in the preferred

embodiment ;
Fig. 7 is an explanatory diagram showing the configuration
of format data managed by the format issuing agency: ,

10 Fig. 8 is an explanatory diagram showing the configuration
of a document created using the format data of the preferred
embodiment;

Fig: 9 is an explahatory<diagran1showing‘an_example of format
data according to the preferred embodiment;

15 Figs. 10A and 10B are explanatory diagrams showing an example
document created, confirmed, and authorized based on the format
data in Fig. 9; |

Figs. 11A and 11B are explanatory diagrams showing a portion
of falsified.data.inrthe document illustrated in Figs. 10A and 10B;

_20 ~ Figs. 12A and 12B are explanatory diagrams showing a portion

of altered format data in addition to the portion of falsified data
in the document illustrated in Figs. 10A and 10B;

Fig. 13 is an éxplanatory diagram showing an example of format
data that can be referenced based on a referenée code;

25 Fig. 14 is an explanatory diagram showing a document that has

been created, confirmed, and authorized by referencing the format

_ data in Fig. 13;



Fig. 9 is an explanatory diagram show ng an exanple of format data
according to the preferred enbodi nent; 15 Figs. 10A and 10B are explanatory
di agrams showi ng an exanple docunent created, confirnmed, and authorized
based on the format data in Fig. 9; Figs. 11A and 11B are explanatory

di agrans show ng a portion of falsified data. in the docunment illustrated
in Figs. 10A and 10B; 20 Figs. 12A and 12B are explanatory di agrans
showing a portion of altered format data in addition to the portion of
falsified dafdg-i A5t Hes debumeitlaniatestyr ad ealgFam FehevingAaampPA0Rn Fp§. 13
is an explanatory diagram showi ng an exanple of format data that can be
refereﬁégﬁlBagéddéﬁaalﬁeiéﬁeﬁ@éuwﬁﬁé;025F¢Qg.1ﬂ4 is an explanatory di agram
showi ng a docunent that has been created, confirned, and authorized by

ref erenci ng Yhe- fbf bt 2@xPianaiqry Biagran ghopgnds agAosprahabapgd

di agram showi ng a portion of falsified data in the docunent of Fig. 14;
Fig. 1873 BReexplamdt bPymafFagrafh showi ng a docunent based on a prescribed
format; and 5 Fig.. 17 is an explanatory di agram showi ng an exanpl e of

al terati.ons hkdle 18 t'ie HbctiRht dFOEY 12T SBESTONDDE FOR TREBANG BUT THE
| NVENT] 10, A preferred epbodi,ment of the _present invention will be
-descri%gggB%FbﬁﬁsF?ﬁqelgghgag dncerse rBEiggaocﬁﬁent f or mat management

system according to a preferred enbodi nent of the present invention, and

"BEST MODE FOR CARRYING OUT THE INVENTION

10 ‘ A preferred embodiment of the present invention will be
described below.

Fig. 1 shows an electronic document format management system
according to a preferred embodiment of the present invention, and
in this figure, the system comprises a format certificate

15 authority 10, a format issuing agency 20, a client terminal 30,
and the like, all connected via a communiéation network 40, such
as the Internet. The electronic document format management system ,
according to the preferred embodiment provides a format in response
to requests from the client terminal 30. The format of electronic
20 documents managed by the issuing agency 20 can be an existing

standardfbrmatcreat@dbytheissuingagenCy20tn:aépecificformat
author, or a format specific to a registered user according to a
‘request from the user of the client termina1'30. The certificate
authority 10 serves to certify the formats issued by the issuing

25 agency 20 and, in the present embodiment, issues an attribute
certificate tocertify the format. Naturally anymethod canbe used,

provided that a digital signature is affixed to the document to



inthis figure, the systemconprises a format certificate 15 authority 10,
a format issuing agency 20, a client termnal 30, and the |ike, al
connected via a conmuni cation network 40, such as the Internet. The

el ectroni c document format nanagenent system .according to the preferred
enbodi ment provides a format in response to requests fromthe client
termnal 30. The fornmat of electronic 20 docunents managed by the issuing
. agency 20 can be an existing standard format created by the issuing agency
20 or &SIPedivf beeffoymmt . abvhorxample, Hopmaklspepidtiodocanregagpeied user
according to a request fromthe user of the client termnal 30. The
certifigatd XYt Forptychedservesl vpederer fanudioriogmat gniassuedmnby hbHe

i ssui ng. 25 agency 20 and, in the present enbodi nent, issues an attribute
certifir&&t %eifléléé?tafiﬁyalftﬁé)lﬁdhﬁdto CN&t@lﬁ%@Ig@réWHrr‘éhﬁoﬁlmml@es usetthe .
provi ded t hat dlgltal signature is affixed to the document to 9 certify
t he foFﬁEPlngoFggﬁéﬁbI@; digital signatures can be applied using XM.'s

det ached, | ope or envel opi ng signature nethod. The certificate

Suthor 1y 50158 %ﬁ%&ﬁ%éﬁ?BFH]‘hénF&H FForoF <EHELL) sstrhg aigemey 20,

Th 20 incl ud for exanple, a web server an

apgl:igﬁ:gg ?g gﬁoﬁofgrgﬁa gaaatéﬂgs@ ﬁﬁﬁé@@ﬁ@nWa§9??@ﬁ?§0fysEim4%6%nected
T AN 204 t ati on networ via a

ﬁgu?ek§¥6EQéq% é@% serve?cgg\?Je %ﬁév?degﬁﬁ ﬁ@grugﬂger?%ﬁﬁﬁﬁﬁ§h*%%ef%?ient

t .0 ency 20 serves and manage e tronlc

dg;z;g%%mﬁgpﬁégglg %%%%Ségiggngl e dues® %r%ﬁﬁtrl Qﬁi SEEYSR na

.the I S5H609488°0CHs80 RLOXLPES.AN; BLOERLOD G HPCHIBR 1ot 30.

10‘ The issuing agency 20 serves to store and manage electronic
document formats. Upon receiving a request from the client
terminal 30, the issuing agency 20 provides an electronic document
format to the cliént terminal 30 via thé communication network 40.

An entry for an eiectronic document format includes, as in

15 the exémple of Fig‘. 7, data for the electronic document format,
a digital signature of the issuing agency 20, an attribute
certificate issued by the certificate authority 10, and the like.
Data for the electronic document format stipulates the appearance
of the document '(size, ruled lines, and the like), essential items

20 (required content}, and essential procedures (affixing a digital
signature). A more detailed example of format data will be
described below based on Fig. 9. The database management system
203 stores and manages format entries in a format database 215.

The application server 202 in the i.s-suing agency 26 executes

25 wvarious services for the issuing agency 20. For exampie, the

application server 202 functions as a signature calculating unit

211, a temporary format registering unit 212, a main format

10



format to the client termnal 30 via the conmunicati on network 40. An entry
for an el ectronic docunent format includes, as in 15 the exanple of Fig.
7, data for the electronic docunent format, a digital signature of the

i ssuing agency 20, an attribute certificate issued by the certificate
authority 10, and the like. Data for the electronic docunent format
stipul ates the appearance of the docunent (size, ruled lines, and the
like), essential itens (required content), and essential procedures
(Al {1 XERE S A PEal IS GAL ure}O LIRS hores ok 1 ¥ ot b eve B FEms WBat a

ill b d i bed | sed_ on Fjiqg.,9., The database nmana nt system
D05 stores aienEnEREE r AP Rt bRer T b 10 L Tt AT 6 T8 T PRECS
licati 202 in.the j i t 25 i
SOrvi o b BERE Trudiren, Mished 358 RsR0Eda R RE L Y A RadT o BBty er
202 f i i I l.atin nit.. 211, a orary formt
Coai st BIPRoCnRPEe 7Bt HiAahEs PA Ch AL S Loy e B HRIDARALY i LI

seay ching,unit 214, ,a0d; &stthée?li@@. &5&1&;'[%%1;3}%5” ltthh%ifte%m%giio@ﬁgﬁs

attri bute certyflca es %or ornmaf entries s manag

[ [ I i, b i §i . Th
I ssul ”Qhé%%%e%@,a%qtth%n%lc% \/,??if’iﬁ}dfé&f%&lf&ﬂ' ug dggﬁ%\ﬁ! ;L%Eét §F €

certificate 5 autharity 10 pr ient term na

i nfor Mat L eALARet heo CONE B re QULRRIN | CllesREr | 080f VRl L ditahsand the 1ike
of attribute certificates upon request. For this reason, the certificate

aut hor by 10:Baset her REFRLLYDE RhsVeRe S&INSTt @ dGed ikeRT bha tAsUI ng
agency 20. 10 Exchanges between the issuing agency 20 and certificate

_gqthorgikelgs(tgguggghmggaagehggubog attribute certificates) can
JEO Exchanges betwéen the issuing agency 20 and certificate
authority 10 (requestiné and issuing attribute éertificates) can
be performed over a prescribed dedicated line.
Fig. 2 is a flowchart showing. steps in a process executed by
Ehe issuing agency 20 to temporarily register a document format.
15. As shown iﬁ Fig. 2, format data is inputted into the issuing agency
20 in S10. Thé inputted format data can be issued from the client
terminal 30. In S11 a unique entry number is assigned to the format
data entry. Anidentifierindicatingthesourcecﬂftheformatdata,
such as whether the data wés prepared independently by the issuing
20 égency'ZO, prepared by an outside vendor, received from the client
terminal 30, or the like can be attached to the entry number. In
S12 the digital signature of the issuing agency 20 is calculated
by the signature calculating unit 211 and applied to the combination
including the entry identifier and format data. In S13, the data
25- set including the entry identifier, format data, and signature is
 temporarily registered in a prescribed storage area.

Fig. 3 shows steps in a process executed by the certificate

11



be perfornmed over a prescribed dedicated line. Fig. 2 is a flowhart
showi ng steps in a process executed by the issuing agency 20 to
tenporarily register a docunent format. 15 As shown in Fig. 2, fornmat data
is inputted into the issuing agency 20 in 510. The inputted format data can
be issued fromthe client termnal 30. In S11 a unique entry nunber is
assigned to the format data entry. An identifier indicating the source of
the format data, such as whether the data was prepared i ndependently by
the i s 30 4Gty 588¢ Pt dardd® By GAT birt sFukSvedddrer f %%td%ﬁﬁom t he
client termnal 30, .or the |jke can .be attached to the entry nynber. In
S12° ¢ hE T M S et e oo g g iy PE6YFS SoRtctidred Bt he
signature cal cul atin nit 211 and applied_to the cqgnbi.nati.on_ including
the entry Fehcorrer A pabrat Sara Bt HESE A e G 03 g8l sehafblifng « ne
entry identitier, formi fdala, and Sianature do damoranlly registered in
a prescribed storage area. Fig. Shows'%s eps’in a process execut'ed by the

cerifigate i %?éhorsj,t yttﬂ'«% FS: 'igﬁgu%e%r?nig{[a;lgi?%t ?ﬁ‘é%&%féi %aattf‘a% é?%_eéza he

forimat “has & been tenporari ored accordin € process o

L or] ARG Ay IRQUStal Bobfih TLER EndU SIS by 18R 30,

attribute certificate certifying the content o

Fig. 3qHd@etldignlcaler MRdlo 3@y 89eigves datkd LotcarilrgrRerarbutiegkstered
format fromthe issuing agency 20 in S20. The certificate authority 10

gener atigs sa16egbhbi-aake hAeattfishtel FeS2ilsi @oNeral @8N Al LkbWkethe
certificate in S22, and sends the certificate to the issuing agency 10 in

ggfa The ratitriicBittee d eaet ifdhaty | sgbased 1on {hesX3509 mest btieabarsystem
”;'10 certificate is based on the X.509 certificate system. Data
concerning the format is certified by the digital signature of the
certific_:ate authority-10. The attribute certificate is sent to the
issuing agency 20 along with the format d;ata. The client terminal
30 can simply send the attribute certificate alone when the format
15 issuiﬁg agency 20 can identify the attribute certificate without
the format data.
Fig. 4 shows the steps in the main format registration process
executed by the issuing agency 20. The issuing agency 20 executes
e this main registration process after receiving the attribute
20 certificate sent from the certificate authority 10 in the process
of Fig. 3. As shown in Fig. 4, the issuing agency 20 receives data
for the temporarily registered format in 530 and aléo the attribute
certificate corresponding to this data in S31. All of this data
is recorded in the format database 215 in -832.
25 The client terminal 30 can extract format data from the

issuing agency 20 via the communication network 40. The client

terminal 30 extracts desired format data using the format searching

12



concerning the format is certified by the digital signature of the
certificate authority 10. The attribute certificate is sent to the issuing
agency 20 along with the format data. The client termnal 30 can sinply
send the attribute certificate alone when the format 15 issuing agency 20
can identify the attribute certificate without the format data. Fig. 4
shows the steps in the main format registration process executed by the

i Ssui ng agencX 20. The issuing agen%%}ZO executes this main registration
procestnaftel? (Hc&hGi hgSHhRIAIFIPULE By ¢BPEFFILELL BNEniPF dmiPRBAL
certificate authority.10 in the process of Fig, 3. .As shown in Fig. 4, the
issuin§e§58ﬂc9%zﬁaié%éFVesOHﬁ?ﬁ l?"flﬁf:h‘f’ﬁé't@ﬁ‘aof‘g'afaiIlfrkteegistered format in

S30 d al th ttri.byt tificat di to this data in S31.
AL of thi o BEFREHLOF RS AT RENHOr het) GabRoase bor e Sd5tuBenl e

| t t i | 30 1 t f t data f the .i i 0 vi
e CORFART At M8 G e FoOTHE® drient o PBE A csb B P Bere e Fad
f t i t f i 1 i 14 of t i i

20 By FROUEE et Pne Mo gt S e S rahe M A2 M AT R Sndh Pag Rer
and th?iﬁl%@-tﬂ@%ﬂ%&ﬁﬁ;9&r&23aﬁ!i@@&t&%&%&”@$ wdt YEES: A BLESE 1 Red; dgcument
processing dpplication 6r the like to input data into the ‘extracted °5

R orrmt jhe RrocRSS OfmdhiGh isShoun 48, Fkg. £ ditrSdQ:,Qf o'%izgheii t he

! agéﬁé %@ ﬁ?
client terninal 30 extracts format data fromthe issuin agency

this tiQEuiﬁ@eaﬁéﬁéicﬁ@ YRI&hy thengt 9nghyi €cOkelNEert $8YLNg.2968PCYH20 I N
S41 using a public key certificate for the 1ssuing agency 20 or verify the

Cont ent s 8fi i ha feRidP P8I vERE FRUBLE Gontent of the form using the public
HS&O " key certificate of the certificate authority 10 and the attribute
certificate described above. After verification, the user inputs
required items in $S42 and a digital signature in $43 according to
the format data. The final appearance of the electronic document
created by the user is similar to that shown in Fig. 8. | In 544,
15 the electronic document is outputted to the intended recipient.
The digital signature of the author can also be included in a portion
of the document. A detailed example of the authorization process
and the like performed by the aﬁthorizer after the entire process
described above is completed v}ill be described later with reference

20 to Figs. 10A and 10B.
Fig. 6 shows steps in the process executed by the recipient
of the electronic document created by the user. As shown in Fig.
6, according to need the recipient can verify the signature of the
document author in 850, confirm the authénticity of the format
25 according to the digital signature of the issuing agency 20 in 851,
| furthef verify the authenticitbiasedion'the attribute certificate

in 852, or acquire data from the certificate authority 10 in S53

13



10 key certificate of the certificate authority 10 and the attribute
certificate described above. After verification, the user inputs required
itens in S42 and a digital signature in S43 according to the format data.
The final appearance of the electronic docunent created by the user is
simlar to that showm in Fig. 8. In S44, 15 the el ectronic docunment is
outputted to the intended recipient. The digital signature of the author
can also be included in a portion of the docunent. A detailed exanple of
t he authdtF2hinen-lpr ocdssiitanaft Wee |ddeunsert gndedhbyheReoauttiori reveaf t er
the entire process described above is conpleted will be described | ater
with réepeEpenrecxPdtfo Figs. 10A and 10B. Fig. 6 shows steps in the process
executed by the reC|E|ent of the electronic docunent created by the user.
As shown in ?‘i’é}r ASCGH T th6 HRIEIIRS PEEIHPI Bht ‘g8n Yebi Pher

si gnature of % docunent uthor in S50, confirmthe aythenticity of the
f or mat * 284 ALTOAI UG T A& %uctee’ﬂtlsﬁl&ﬁé@u%tBPf%% ]i%'sﬁsﬁgllé‘@eﬂ‘&%n% in

based on the attri but rtificate

S5 rth fvy th t
Ry re%q%ﬂ%nﬁa‘fagwf% ohb, Skl PR attfor Ty &65?#@%% vig

di t th t d whet h
| 'eQ. L S P SIRAY Of eatfhde%%‘%?&?g’égnehsaﬁwﬁlﬁﬁ éon n%tgﬁa Etﬂfifrs' o

requi f§ ?éferééecsr&%é SF% 'mf'%%%ég&hﬂ{'tr}’e %% g

and cl nlna t e prograns are V|a st or age

50, 51; ang §@ gr 5éﬁ'9 5@ &C@iigﬁﬁnﬁé¥ﬁiﬁa 0ny, prescrlbed conputer

systens prOV| in"the cert cate authority 0 i ssui ng agency 20, and
r,(.:._l ient ter mhﬁ@Lt?Q-more detailed example will be described. Fig. 9 shows

3
'MEO example format data for a document used to request the purchase
of goods or the like.  In the presumed process for this document,
the author creates the document; the account manager confirms the
estimated costs; and the authorizer subsequently authorizes thé
purchase. In this example, requirements are listed in the
15 “Mandatory sections,” wherein required details are specified for
the author, accountlnanager,eumiauthofizer. “Signature required”
indicates that the digital signatures of the account manager and
authofizer are required in this document. The digital signature
of the issuing agency is added to the format data of the document,
20 as is the attribute certificate from the certificate authority.
A document that has been created, cohfirmed, and authorized
accordihg to the process described above is shown in Figs. 10A and
- 10B. In this example, the contents of the application are
' cohcatenatedionto-the document format data of'Fig. 9. 1In addition,
 25‘ldigitalsignaturescﬂftheaccountmanagerandauthorizerareaffixed

to the document. Various configurations can be employed, wherein

-the digital placement of theidigital signatures and the like for

14



Next, a nore detailed exanple will be described. Fig. 9 shows 10 exanple
format data for a docunent used to request the purchase of goods or the
like. In the presuned process for this docunent, the author creates the
docunent; the account manager confirns the estimted costs; and the

aut hori zer subsequently authorizes the purchase. In this exanple,
requirenments are listed in the 15 "Mandatory sections,” wherein required
details are specified for the author, account nanager, and authori zer.

" Si gnattdiee aREHOK F edCCORRieHtage Thanct hetdbgilzalr depaatdares tdfe rkéhadcount
manager and authorizer are required in this docunent. The digital

si gnat We crértiRg FBsuf AfageRcyl ¢ svawetca blemed fTeFrat- ddvas ekamhde,
docunent, 20 as is the attribute certificate fromthe certificate

aut hor it 2UANEEe URBARPUR hafa PA%e be e ¢ rd QL 1 T fGarmegncand cadi BdERed
according to the Rrocess descri bed above is shown in Figs. 10A and 10B. In
this eXdPPPEYrERelOENEEATLCBF PhelappPrickri §FsREELIFEAYat éRat'dd-0RPB t he

docunent format data of Fig. 9. In addition, 25 digital sigpatures of the
cchunbrmkRRgBR AR BT B TRt b oA SAE T oG AR CVRFFOGS

configurations can oyed, wherein the digital placengnt of the
di gi t aPS§i

gratut SAQE&%ERLS TRECT o Pe13°FRBO L AT Tad B BREGBES"and
ot o B RSS20 0 T 00 T R M LD LT e varifcati o
gener Aot antal, s3LATLUSES CRLCASEL LA, BucPiphrc G, respectively. i
o s R T SRR R R
Uhes  the example document of Fig. 17, it is conceivable that the
confirmation date of the account manager could be falsified when
there is no signature for the account manager. However, if the same
- ‘irregulérity were attempted in the document of Figs. 10A and 10B,
the result would be similar -to that shown in Figs. 11A and 11B.

15 First the recipient verifies that the digital signature of the
issuing agency for the “Mandatory sections” and the attribute
certificate of the certificate auﬁhority are correct. Then, by
checking the "“Data” section, the recipient can confirm whether
requirementsjjlthe“Mandatorysections”hévebeensatisfi@d. When
20 ichecking the “Data” section, the recipient detects that the-

stipulation requiring the account manager’s signature has not been
met. Hence, the recipient discovers the irregularity.

Now let’s consider a case when the description in the

“Mandatory sections” is altered along with the falsification of

25 data. Here, the confirmation date for the account manager has been

altered, and the signature for the account manager has not been

included. In addition, the “Signature Required” description

15



"Contents" section and "Authorizer" section. Any falsifications can be
detected in the above exanple. In 10 the exanple docunent of Fig. 17,

is. conceivable that the confirmation date of the account manager coul d be
falsified when there is no signature for the account manager. However, if
the sane irregularity were attenpted in the docunment of Figs. 10A and 10B
the result would be simlar-to that shown in Figs. 11A and 11B. 15 First
the recipient_verifies that the digital signature of the issuing agency

for thelsWeAdoFesREETONE NP thénatle |“ ateam FEFehPRs Ofhashesn
certificate authority are correct. Then, checkln the "Data" section,
t he re%fﬁ?ﬁﬁs ©@n &b ?F%¥ﬁh%@%b?na%equﬂFbﬁﬁHﬁ%Cﬁﬁebhéy"wﬁﬁd§VéP9 5BEt i ons”

h b f checki the " t th t
ot ot STHERL pamStnR aF +€%%i$dﬁge%ﬁéf %%eaaﬁﬁ?aréﬂ%&?w §eé€§%§%ﬁi‘e has
b th t rr a et's
consi 0 oo at bR ERup R oCa ke PRERE O é:&armﬁag%eggﬁa %a%z» e ®!
I t t
s L Llnsnﬁf%eezﬂf'ée;ez‘éw e ot

accouq5 d§E€ 3s not been included. In addition, the "Signature
ReqU|red escrlptlon 15 Iisted for the account manager in the "Mandatory

sections” %n.@%%ﬁ%@g 59 IGeC ﬁ#ﬂfaCtheﬂghtkdhﬁfg?e%e%%iﬁgndatOr

verifying the digita gnatu € issulng agenc the

Secti 0Rsy i s @htbd S Al LBMLE, LRI bt heale; 0Lq! hercor &5%&556 ARULRARLLY. L he

5 dishonesty is found by detecting that t Mandat ory secti ons ‘been
.Qlterﬁﬂf registered format data. This format data can be acquired via

-REO the network by specifying the name “URI,” for example. 1In this
.eiample,-the format data is stored on a file server. The format
identifier is specified by the “FormID,” which in this example.is
“ExampleCompany2002-1234.7 Fig. 14 shows a document after being
created, confirmed, and authorized. To verify the document format,
15 format data is acquired based on the specification “FormURI.”
“URI” alone can also be used as the ID of the format data.
Fig. 15 shows the document in which the confirmation date of
the account manager has been falsified. Naturally, the signature
for the account manager is missing. In this case, the request for |
20 the format data is first verified. Subsequently, it is determined
.whether the document conforms to the specifications in the format
data, The irregularity is discovered after determining that the
signatﬁre of the account manager is required but is miesing from
the document. -

25 ' In the preferred embodiment described above, the present
invehtioﬁ'can confirm the authenticity of an electronic document

format baSeclon‘the-digital signatures of the format author'(format
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Next, an exanple of processing a docunent while referring to registered

format data will be described. Fig. 13 shows an exanple of registered
format data. This fornat data can be acquired via 10 the network by
specifying the name "URI," for exanple. In this .exanple, the format data

is stored on a file server. The format identifier is specified by the
"Form D," which in this exanple is "Exanpl eConpany2002-1234." Fig. 14
shows a docunent after hein created, confirned, and authaqrized. To verify

the doBGREACTT offit & 151F6r hAE taafaLitd LACGTEr 4 THRSdYon P He 8PedVPiEat i on
"FormURI." ~"URI" al one can_.al so_be used he, 1D of the format data. Fig.
15 Shoug S LADEEENT =S 1 S ot LRESBbRF 1 i PO dat B2BF=E ¢ hdl BESounES
manager _has ?eenﬁfﬁﬁggi‘“%nr¢¥é¥f%|¥a éhgvgign turev.fgﬁ é@g 8§OFHE
manageP 58 s SIMG TR Hi dase T The requesttior 20V the ™ 1or mat “data”i s
first verified. Subsequentl it is r.m. ned et th Ungr
conforﬁgrfglg%éogpe§?fi%gFfﬁggnﬁﬁ tgg%Fgfggg 32%2. Egé i?ﬁégg a?ﬁ?éhis
di sgover f.t det erJy ni; J i re-o u er is
i e o A e R L e s eR T
descri bg mgggye, the present invention can confirmthe authenticity of an
el ectroni c docunent format based on the-digital signatures of the fornat
author (format 16 manager) and a third party certificate authority, and
can avoid fraudul ence caused by falsification of the data format. Hence,
the present invention can provide a convenient environment for the ,
circulation of electronic docunents that can ensure high 5 reliability in

t he issuing and managi ng of el ectronic docunent
o
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formats. 17 CLAIMS 1. An el ectronic docunent format nmanagenent system

conprising: neans for inputting format data for an el ectroni c docunent;

means for generating digital signatures for data related to the electronic
docunent format; electronic docunent format storing neans for storing the
format data for an electronic docungpgnend the digital signatures for the
data related to the electronic docunent format; and neans for outputting,
when required, the format data for an electronic docunment and the digital

si gnat ures for { ' dattronicdaiufént RrinBEmah RPNk stén comBhding:f or mat st or ed
by the electronic docupent format storing neans. 2. An el ectroni ¢ docunent

formt managenmeff? fof hy it F@fﬂ@tafor(ﬁ'b@?‘ﬁ&ﬁ‘fcéj%&ﬁﬁﬁhnt format storing

nmeans for storimgahPloraéndiatiry digital 8ignattleRTbr @ilh felstes wWketelddiroaRsoci ati on
with a digital si ature for data related to the electronic docunent

format: an®PHEMREONBRL out putting, when required, the format data for an
el ectroni ¢ dOCéI@ﬁFtIm@d&uHéﬁtfékrﬁbﬁs%nrﬁjrﬁ@éﬁs‘fbegoif'rﬁg'thbh&n%@ﬂétarf@ﬂaﬁ ed to the

el ectroni ¢ docunent st ored t he el ectronic nment format
Stort e el HEroNg Saeymep LAty BB RS T Re A ralsa fo S QSRR s
reci ted i ndddupiemt formatgdein the data related to the el ectrom ¢ docunent

format is the el ectronlc documa”g:ﬁl| format data |tsetJ . An _electronic
docurent f or mat MRAMHIGERERYRY Whem reguiredy iedarmal detaapﬁ?'ie'ecm? ein the data

rel ated t odddihedt afdm@m:gﬁtap@gamh fdrahéBatairslatdde #6 1dtionit dcukdeat f or mat

data. 5. A?n el e trg ? cicurrent f ormat . managenent systemas recited in
daimi ormat store he electronic document format storing mearis. _

2. An electronic document format management system comprising:

electronic document format storing means for storing format data for an
electronic document in association with a digital signature for data related to the
electronic document format; and

means for outputting, when required, the format data for an electronic
document and the digital signatures for the data related to the electronic document
format stored by the electronic document format storing means.

3. An electronic document format management system as recited in Claim 1,
wherein the data related io the electronic document format is the electronic document

format data itself.

4. An electronic document format management system as recited in Claim 1,
wherein the data related to the electronic document format is a description of the
format data.

5. An electronic document format management system as recited in Claim 1,
wherein the data related to the electronic document format is reference data for the
electronic document format or a description of the electronic document format.

6. An electronic document format management system as recited in Claim 1,

wherein the electronic document format storing means further stores an atiribute
certificate for certifying the electronic document format.
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wherein the data related to the el ectronic docunent format is reference
data for the electronic docunent format or a description of the electronic
docunent format. 6. An el ectronic docunent format managenent system as
recited in Caim1, wherein the electronic docunent format storing nmeans
further stores an attribute certificate for certifying the electronic
docunent format. 18 7. An electronic docunent format certifying system
conprising: nmeans for inputting data related to an el ectroni c docunent

format; rreanz_f._orxn iﬂéaﬁfn&iddwnﬁ?%irﬁ%&egtﬁﬁﬁ@bkﬁémicgmﬁﬁéiﬁ':er; | nmeans for
generating a digital, sjignature for the data related to the electronic
docunent for mat '%ﬁﬂféﬁ fPﬁ@%P@E%H?ﬁadﬁ'af“ﬂletﬂﬁ’fﬁ'%trP”'&r?GC%QW@W’ storing the

data rel ated t ombaes fol geidratingta caguRREpoRrid@itiiet; he reception identifier,
and the digital si

nature. 8. An el ectroni ocunent outputting system
oD 131 . medEeRaIP! Geeieiag el SRR foe TRAAREIRIoR 6 R Steton o
docunent fguomient Reaar didibge tetepity idbntdias 4o a docunent aut hor; neans for
generating a digital_signature for the created el ectroni¢ docunent and
dot e fel nted + oTEHE o SER TG P CotrmiElAtEn e Plerome ARCHR rar. T8 put 11 g
t he el ect rrepetiofd agantier ansthediigtabsighattfe. t he data related to the electronic

docunent format and the generated signature. 9. An el ectronic docunent
outputting systemas recited in Claim8 and used in conjunction with a

el ect roni c docugremt elésionRtdogBmegledRRittiry S/sti eofpridigd:ng:  means for
i nputting format dat n el ectronic docunment; neans, for generating

for_ a ment
digital signat JP%%”Sffg?craﬁtf@ FLPISFEiG SPHRENEN A §leaticRic dosEmRRHP ™ mat ;
el ect r oni cacdorsirtEtotopbritions bysh aoturgerteatr,f or storing the format data for an
el ectroni ¢ docunent .and the di g(;,t,?l ,sigtnatfur%s for éhe data related to the
el ect roni ¢ means for generating adigital sighature for the created electronic document
and data related to the electronic document format; and
means for outputting the electronic document associated with the data related

to the electronic document format and the generated signature.

9. An electronic document outputting system as recited in Claim 8 and used in
conjunction with a electronic document format management system comprising:

means for inputting format data for an electronic document;

means for generating digital signatures for data related to the electronic
document format; _

electronic document format storing means for storing the format data for an
electronic document and the digital signatures for the data related to the electronic
document format; and

means for outputting, when required, the format data for an electronic
document and the digital signatures for the data refated to the electronic document
format stored by the electronic document format storing means;
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docunent format; and neans for outputting, when required, the format data
for an electronic docunent and the digital signatures for the data rel ated
to the electronic docunment format stored by the el ectronic docunment fornat
storing neans; 19 whereby the data related to the el ectroni c docunent
format wth affixed digital signature outputted fromthe electronic
docunent format managenent systemis associated with the electronic

document. 10. AnherR¢itesiatarelpiediifche clasirpie deagneniderarat wihpfixed digitalneans

for creati sign@lredudsiltied o 118 @ERBhic ¥SERMEW ISR nRP8s@heA st i@  docunent
aut hor; neans for associating data related to an el ectroni ¢ docunent format

to the el BXPPBIRIWVIHYEE fISFIONHEHEN$Yy generating a digital signature of
t he document author for electronic docunents associated with the data

related to the electronic docunent format; and neans for outputting the
el ect roni ¢ doculbiin SREBICHEHMENE HHRYENGIRYSEEM EPEPESING: 0 t he el ectronic

docunent for mat maask foPeredliiy ArfblestrdHi@dotumhedt abddruif@ R EfRMtiREbher - 11. An

el ectroni c _docunent display system conprising: neans for receiving an
el ect r oni c9ofY Atthdfssoci ated with data related to an el ectronic document

format that inchygesforasioiatid dsth@81aledtS an BRAGSNIE BbcRéAt i@t de di gital
signature; and neans for displaying the electronic docunent format based on

the data §&ft QYMEAk el ectroni ¢ document. 12. An el ectroni ¢ docunent

format managenenéanEbh@shebfMard Gibitd sightupd 6the dSumdit Buthbl i efceiromé dat a
for an el ectroni ¢ docunent; ?enerat ing digital signatures for data rel ated
to the el Bsnis asseciaied with the data related to the electronic document format; and

means for outputting the electronic document associated with the data related

to the electronic document format and the digital signature of the document author.

11. An electronic document display system comprising:

means for receiving an electronic document associated with data related to
an electronic document format that includes a digital signature;

means for verifying the digital signature; and

means for displaying the electronic document format based on the data
related to the electronic documeht.

12. An electronic document format management method comprising the steps
of:

inputting format data for an electronic document;

generating digital signatures for data related to the electronic document
format;

storing the format data for an electronic document and the digital signatures
for the data related to the electronic document format; and

outputting, when required, the format data for an electronic document and the

~ digital signatures for the data related to the electronic document format stored in the

step of storing the electronic document format.

13. An electronic document format management method as recited in Claim

12, wherein the electronic document format storing step further stores an attribute
certificate for the electronic document format.
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format; storing the format data for an el ectronic docunent and the digital
signatures for the data related to the el ectronic docunent format; and
out putting, when required, the format data for an el ectronic docunent and
the digital signatures for the data related to the el ectroni c docunent
format stored ifu td&oragh dediim Ha@bhmBe MR B LESHIbCarOGEE8 Blcoh iRt - 13.
An el ectroni c docunent fornmat managenent nethod as recited in Claim 12,
wher ei n t heoglagtfor Branading elgsipmic dasuragnt SerpiatsePrarrisingf ur t her stores an

attribute CertécfdeQ@éerftﬂﬁngthﬁneﬁlo%féﬂbPQh@ie@ﬁ@rﬂ@ﬁ@éurﬁ&ftmt 20 14. A storage
nedi um t hat can be rea a conputer and stores a conputer program for

nmanagi ng el ect r ¢ases f@@ﬂﬁ@ﬁ'@g ﬂ@ﬁ%’sﬁﬂ%‘awﬂ%ﬁr §?ﬁg’e’atﬁ§’d@§hﬁf Pecidisut ting for mat
data for agocehRatforAhe docunent; codes for generatl ng digital signatures

for data related to the electronic document for ; codes for storing the
format data forcoaiﬁsécrré&r&nsﬁh%foaaemﬁiﬁfora?ﬁ&'qqtrema.dgpwaﬁnt%dgh%fimt@s for the

data rel at Qghdtaret RSt 18 82h r@RieA 16l HeEBfonicd®BinenBBMA0a&s for outputting,
when required, the format data for an el ectronic docunent and the digital

si gnatures for ‘f‘W@S droatnulting when epauiied. dpetarmaifata s @nmigatronicor nat st or ed
by the el egdcipidhfaktP®t i)l dighdlBres Brahd B8ta MBaRS to thk electronic document

format stored by the electronic document format storing means.
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