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RI GHTS The invention was nmade with United States Governnent supp nder
5 Contract No. DAAE30-95-C- 0009 awarded by the U S. Arnmy. The éov’ rzﬂ[ﬁ'e
has certain rights to this invention. BACKGROUND OF THE |.NVENTI ON The
present invention is related generally to the field of mcroprocessors. 10
More particularly, the present invention is related to the nanagenent of
nmul ti processors and/or distributed nultiprocessor systens. Miltiple
int er connect ed anSNSTEMANDR YP=THOR FORIJUEIIROCESHBR MANAGEMENTange
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tio .systens where hi gher bandwi dth interconnects are desired. In 15 both
environments, and in particular m@%%ﬁm systens provide | ow
bandvvl dth interconnects with di st ross the nultiple
rocessors, there is a need for systens and/or nethods for integrating,
testing and debuggl hg inyeation wwag@wrth Lgtitedi Statasiaewinmient supiert nodart
systens. An exanple of a nultiprocessor system having interdependencies is

the 20 U S5 ACwtractGicl DHMIEEINIS0000 ivaldbdsy ihel @Sy AR FAe GvlMmenthi ch
;s a self- propelled mlitary Howitzer. The Crusader electronics system

i ncl udes a dozggs céﬁﬁﬁﬁ%&f@tﬂ@uﬁ%nt%‘?h havi ng two or three processor

cards that are

BACKGROUND OF THE INVENTION

The present invention is related generally to the field of microprocessors.
| 10  More particulariy, the Vpresent invention is related to the management of
multiprocessors and/or distributed multiprocessor systems.

Muitiple interconnected and/or interdependent processor systems
generally range from a multiprocessor system with relatively low bandwidth
interconnects to systems where higher bandwidth interconnects are desired. In

15  both environments, and in particular where multiprocessor systems provide low
bandwidth interconnects with dfstributed software across the multiple
processors, there is a need for systems and/or methods for integrating, testing
and debugging and/or management of distributed, interdependent systems.

An e.xample of a multiprocessor system having interdependencies is the

20 U.S. Army’'s Crusader Advanced Field Artillery System (AFAS), which is a self-
propelled military Howitzer. .The Crusader electronics system includes a dozen

separate modules, each having two or three processor cards that are




17 JUN 2004 -2 interconnected and nostly dependent on each other. The
software that runs each nodule is- dependent an software in nost of the

ot her nmodules. Integration (e.g., timng synchronization), naintenance
(testing and 5 debuggi ng) and operational managenent (e.g., comigniliiafjiton
and/ or synchroni zed program execution) in nultiprocessor environments is
difficult in light of the these interdependencies. Al of the nodules in a
mul ti processor systens typically have to be synchroni zed to operate and
communi cate properly. An operator or technician may need to be able to
test parts of the 10 entire interdependent Sygrén1mﬁthout ot her

I 'nt erdependent nodul es being affected (e.g. ceasigﬁhoperation). Anot her

prior art system i snieserinesied and VestlyAepgoTent AN sashcRherg e pafliarg thalguns

met hod and systemintended to performnon-real tinme testing via

pre-scripted i nstrwrachofpdete ds islependant on sebwets dh raerd of Arsiatlers yaadeias. 15

invol ving human interaction and testing intervention. The current

mul ti processor sol Uniegratiosr (eehagtming , swstrongationdur Maipeegnae (testing  and

synchroni zation and operation, is to essentially break a systeminto

separ at e nodul esy calgboggings amdi opssaticnat hmenebsnent e fa9.at eppmunicakion cand/ent

systenms and net hods, nodules are each tested one at a tine while 20 _

everyt hing el se i n syhehrepized programiexetutiondin rGuitiprocessoy snviryireends iredificdl in
light of the these interdependencies. All of the modules in a multiprocessor
systems typically have to be synchronized to operate and communicate
property. An operator or technician may need to be able 1o test pans of the

10 entire interdependent system without other interdependent modules being

affected {e.qg., ceasing operation).

Another prior art system is described in WO 94 086078 A, which
describes a test method and system intended to perform non-real time testing
via pre-scripted instructions of a business transaction and tracking system

15 involving human interaction and testing intervention.

The current. multiprocessor solution for management, ahd to ensure
proper synchroni2ation and operation, is to essentially break a system into
separate modules/components and test each module separately. With
current systems and methods, modules are each tested one at a time while

20 everything eise in the system is simulated. Curmrent systems and methods
generally handle one processor and/or associated modules at a time.

What is needed are apparatuses and methods that enabie reliable

integration, synchronization, maintenance and management of complex

multiprocessor systems without interruption of the entire system’s operation.




general ly handl e one processor and/or associated nodules at a tinme. What is
needed are apparatuses and nethods that enable reliable integration,
synchroni zati on, mai ntenance and managenment of conplex nultiprocessor
systens without interruption of the entire system s operation. 17 JUN 2004
-i 2A BRI EF SUVWWARY OF THE | NVENTI ON The fol |l owi ng summary of t ? lﬂ @ﬂ{lon
s provided to facilitate an 17 JUN 2004 -3- understanding of s né %f
i'nnovative features unlque to the present invention, and is not intended
tlo be a full description. A full appreciation of the various aspects of
the invention can be gained by taking the entdAe specification, clains,
drawi ngs, and abstract as a whole. 5 The present invention provides a
system for managi ng the oper at i BRIEFRSUMBMAREOETHE NVENTION X

mul ti processor systens. In accordance with one aspect of the present
iinventi on, a systemis dhsdblzsen SunmesnaEghegpvantiomis prqvidedds Saailitaiesdrem
iincludes a core processor in conunication with at | east one renote
processor or process or thread or tasks running on at |east one 10 nmachi ne.
A core processor interacts with the distributed processes through internal
oﬁ external communi cation channels such as nessagi ng queues,




packets, block transfers or shared nmenory schenmes. The core provides test,
synchroni zati on, |oggi ng, and nmanagenent operations to the distributed

~ processors. An agent engine such as a script interpreter, assqgigtegd;w th
the 15 core, provides operation-related data and software from a

conbi nati on of user interfaces and databases to the core during its
interaction with the distributed processors— Target agents associated with
the distributed processors receive comuands fromthe core. Target agents

can access a | i Qrder¥tamamy ef fsoimeadf st pRdestiveo BB sSBRIGHAT toP IRE §Fent
managenment. 20 I n accordance wi th another aspect of the present Invention,

parts of a conplex.syst e sinulated. in hardwar,e_and/for software,
iintegrated or ﬁ"ﬁ'ﬂiﬁ’ %g%ﬁ%ggﬂﬁg{%#&a ﬁdeSPﬁéqi'opowﬂrﬁpﬂ?F’?tfﬂ’bﬂ(ﬁﬁ?ion
and synchronization, while the sinulated part is being serviced (e.g,

tiest ed, mai nt ai YRIPUSHSPOPES & theggeantionioanybs gainest bietakingdbe entife spesifipatesent
i'nvention, staged testing of distributed processors belonging to the

nul tiprocessor gupis Brawingesart Abtrfbs adwkbieces of a nul tiprocessor system
to be phased out while the multiprocessor system sinulates the m ssing

! : her - . f Lre b
i miated 10 1 ho: modllCPERB DRI PROYKER Sitety Pahed fa I beSe 5od ccea

one at atinme or in plurality because all or part of the entire systemcan
be sinul at ed i nmadenange eh¢omplepamultiprocessor systems. In accordance with one
!

aspect of the present invention, a system is disclosed for managing a
multiprocessor system includes a core processor in communication with at least
l one remote processor or process or thread or tasks running on at least one
10 machine. A core processor interacts with the distributed processes through
| internal or external communication channels such as messaging queues,
,1 packets, block transfers or shared memory schemes. The core provides test,
synchronization, iogging, and management operations to the distributed

processors. An agent engine such as a script interpreter, associated with the

15  core, provides operation-related data and software from a combination of user
interfaces and databases to the core during its interaction with the distributed
processors. Target agents associated with the distributed processors receive
commands from the core. Target agents can access a library moduile for an
extended command set for processor management.

20 In accordance with another aspect of the present invention, parts of a

complex system can be simulated in hardware and/or software, integrated or




10 The novel features of the present invention will becone apparent to
those of skill in the art upon exam nation of the follow ng detail ed
description of the invention or ran be |earned by practice of,the. present
invention. It should be understood, however, that the detail eh’ é@%é‘iﬁ ption
of the invention and the specific exanples presented, while indicating
certain enbodi nents of the present 15 investion, are provided for
il lustration purposes only because various changes and nodifications
wi thin the spigidndaRhes GORRIE td Afaihtale Hib§rativh ldnd? PR Whilelthet NOSE
of skill in the art fromthe detailed description of’ the invention ang
clainms that faoqll qvxtedﬂ UN 2004 - 5- §RI Eg?é)E?CRI PTI.ON OF THE DRAW NGS The
acconpanyi ng f PHIFEE RATRIREME peyiceddpS terted fnainiained ard/er debuggednt i cal
or functionally-simlar elenents throughout the separate views and which
are incorporated i nlranygt fanothgrapspedt ohdhs pmeséntcamviotion, f stagkdr tdstihgséf at e
the present 5 invention and, together with the detail ed description of the
i nvention, serWptituted pRdceisBorsBRidHdingG tPIHRSmaki F&Ss%res?ﬁ{&n 'aﬁéfﬁg'td'iﬁ?é?ent
Figure 4 is a bl ock diagram of conponents of tﬁe I nvention that can
I nteract duging. managenent. of a nultiprqcessor system Figure 2 is a block
diagramof & cHIRCREG Bupaossh sin 1P Rrakasst od iR gnEtcgesor
routing capabilities through internal or external

system simulates the missing component. Furthermore, necessary modules of

the entire system can be simulated to the module undergoing testing. Testing
of moduies can proceed one at a time or in plurality because all or part of the
entire system can be simulated in the test environment.

10 The novel features of the present invention will become apparent to those
of skill in the art upon examination of the following detailed description of the
invention or can be learned by practice of the present invention. It should be
understood, however, that the detailed description of the invention and the specific
examples presented, while indicating certain embodiments of the present

15 invention, are provided for illustration purposes only because various changes and
modifications within the spirit and scope of the invention will become apparent to

those of skill in the art from the detailed description of the invention and claims that

follow.




comuni cations; Figure 3 is a block diagramof a script interpreter nodul e
of the present invention; Figure 4 is a block diagramof a master target
“agent that can be used 15 with the invention in the managenent Jgf Zi(t

mul tiprocessor system and Figure 5 is a block diagramof a target agent
nodul e of the present invention. DETAILED_ DESCRI PTI ON OF THE | NVENTI ON 20
The invention provides a tine synchronizéd?‘flexible, programmabl e, system
fior managing a plurality of processors, for integrating a plurality 17 JUN
2004 - 6 plural, interdepd DESERIBEION OfF EHEJI G

systens can be found in nilitary, teleconmunication, networking, space and
avi ation, nedical antheMBEsHmMSAIHg dgure¥ s ire WhicBCRKEOllSicBte ntSeralRVRAdA RN 1S
al so useful in systens that take advantage of distributed software.
Referring to Fi.qure a schemat.i ¢ | ayout, of dules operational within a
system 100 for' ?W&aﬁqfé%’é‘ﬁ'f’"?' \'/SéW{q roqié/rpgntfs ﬂ]ra@%pgkgn .Se& %H’@WF?”W Chre
inportant to managenent of a nultiprocessor systemare the core 101

scri pt i nt er pr earerincpporatgddn énd foringearkef the spesificationt d@ther illustiatéitbe pidsanked
mul ti processor system there would be a plurality of target agents 103

assi gned t o seaGhvéhitohrdray tebtRsronis S ddifed Beddiipticy S &8 indBnfiss Qehat fA
plurality of naster

explain the principles of the present invention.

Figure 1 is a block diagram of components of the invention that can
interact during management of a multiprocessor system;

Figure 2 is a block diagram of a core module of the present invention

10 having message routing capabilities through internal or external
communications;
Figure 3 is a block diagram of a script interpreter modute of the present

invention;

Figure 4 is a block diagram of a master target agent that can be used
15 with the invention in the management of multiprocessor syStem; and
Figure 5 is a block diagram of a target agent module of the present

invention.

DETAILED DESCRIPTION OF THE INVENTION

| 20 The invention provides a time synchronized, flexible, programmable,

system for managing a plurality of processors, for integrating a plurality




target agents 104 can acconpany the target agents 103 at each distributed
processor 105 of the nultiprocessor systemas will be apparent to those
skilled in the art. Master target agents 104 can operate in suppqyy ;@f the
target agents 103, but are not essential as will be described 1n nore
detail bélow. A workstation 106 can house the core 101 and scri pt
interpreter 102, which provide for centralized control of the distributed
mul ti processor system 100. For exanpke,—a Sun Wirkstation (TM 106 woul d
provi de the functionality required by the controlling portion of the
system EON I e CORYBRN i S i pts
depIoyéﬁaeﬁtﬁgﬁhﬁﬁéhﬁﬁ]P%%?%g§s§%rﬁ§§éten1agggf#$§$g?§?gggd%@ %?gﬁgﬁi ed.
The workstation 106 is where the basic ti base is nmintained for .
Synchr JET deeRaua i o R PR BG PFB0Rs S 98t PR R iR
agents 103, alone or in cooperation with associated master target agents
104, exelgie tephnglugiesof Theeiniention butadsd psdfobssotysterdsthiah tekive adwanstgenef 17
JUN 2004 7 A user would interface. with the workstation 106 through a GU
( G aphidighiblisdrsoftivateer f ace) 108 and/ or commands from any i nput devi ce 109
(e.g., keyboard), Commands are entered at the input device 109, and are

I nterpreted ROEELOUESH, atslaﬁerﬁﬂfc?aggﬂt:of B FpertohaCORMECS <R 1 0F
conponents running on the system an si MUl at i on fst1mifus so values —can
be read fr,omthe system .Tk al yes.can be |lied to an external stinmuli.
S gnat 1y rebre G PSR of MushBlet” e BB pdtpnodad e i iRat R it
agents 103. A sinulation nodule 110 (e.g., system and/or_software) provides
cl Osed_qlle}gﬁrchgqqr ﬁgstem are the core 101, script interpreter 102, and distributed processor 105.

In a distributed multiprocessor system, there would be a plurality of target agents 103
assigned to each distributed processor 105 in the system. An associated plurality of master
target agents 104 can accompanyrthe target agents 103 at each distributed processor 105 of
the multiprocessor system. as will be apparent to those skilled in the art. Master target agents
104 can operate in support of the target agents 103, but are not essential as will be described
in more detail below. A workstation 106 can house the core 101 and script interpreter 102,
which provide for centralized control of the distributed multiprocessor system 100. For
example, a Sun Workstation (TM) 106 would provide the functionality required by the
controlling portion of the system. The workstation 106 is where command files and the test
scnipts deployed within the multiprocessor system are interpreted and transmitted. The
workstation 106 is where the basic time base is maintained for synchronization across
multiple distnbuted processors 105. The target agents 103, alone or in cooperation with

associated master target agents 104, execute at cach of the distrbuted processors 105 in the

system.




capabilities to the system The sinulation nodule 110 can provide the

mul tiprocessor system 100 with hardware sinmulation. The sinulatiqg ﬂPd?%F
110 can include hardware that provides various signals to hardwar -l
undergoing testing. The sinulation nodule 110 sinul ates signals needed,

for exanple, in closed-loop testing. Signals can be provided directly from
the sinmulation nodule 110 to the target agents. 103. The care 10 1 controls
the simulation nodules 110 inter-actt+en W th target agents 103. The core
101 can al so draw from software assets to generate sinulations required in

the system 180sscRef@id iin@riee FigUiR Worksh@osord® dughos GUR (GRpdihl Wit S
illustrated in nore detail. The core 101 can interact with other system

COWO“%E&&EQ{ W@%‘@ﬁ%@%@?@ﬁbﬁﬁ g%?\ik}ptuﬁhwié‘é 208 Eler?%g%e %%deé‘.dg:o?rﬁagﬂdéfa?e

nmessage pi pe f eno sors’o

Mul tiprocessor system A separate communi cations channel can ovided to
each of™Hed ahin5caRYy wigen han ?&J@Fﬁmﬁt%%ﬁﬁ%tﬁgﬁ FEERBT b 6505
takes care of synchronizing and prioritizing all nessage traffic deployed
acr oss YHecapstteactve edreponenisousningrogeths syugmian 2oomwlatgn ety bhyalves
Figure 2, the core 101 for the invention is illustrated in nore detail. The

core 1@hntaneadfretadti whieth. OTievalesssdaabecappiion ents ckbrmligimulieSiagéingieues
201. Plural queues 201 add separate nessage pipes to targets stationed

with V%Q&?o{ééﬂ%ﬁ%%@%éceisois hta:ksgf:ﬁﬁﬁst%g%t S¥ehlseis. A S separate
communi cati ons channel can be provided to each” of the processors in the

system A MeRsaqsaBas Shahd 23 (RIY Berd AR/ uPKERWEES Bro¥laedNSRE0selihg
capabilities to the system. The simulation module 110 can provide the multiprocessor system
100 with hardware simulation. The simulation module 110 can include hardware that
provides various signals to hardware undergoing testing. The simulation module 110
simulates signals needed, for example, in closed-loop testing. Signals can be provided
directly from the simulaticn module 110 to the target agents 103. The core 101 controls the
simulation modules 110 interaction with target agents 103. The core 101 can also draw from
software assets to generate simulations required in the system 100.

Referring to Figure 2, the core 101 for the invention is illustrated in more detail. The
core 101 can interact with other systemn components through message queues 201. Plural
queues 201 add separate message pipes to targels stétioned with remote processors of the
multiprocessor system. A separate communications channel can be provided to each of the
processors in the system. A message passing task module 203 takes care of synchronizing

and prioritizing all message traffic deployed across the system to the various targets.




and prioritizing all nessage traffic depl oyed across the systemto the
various targets. A second set of queues 202 can comrunicate with the
script interpreter 10 102. The plurality of queues 201/ 202 enﬂ)l e. ..

si mul t aneously processes to be nmanaged. Miltithreaded testing Ui ﬁ@r"eby
be possible with the present system The nultiple queues 201/202 enabl e

si mul t aneous nmanagenent and execution of—@-ural activities within the

mul ti processor system Activities can, for exanple, include software
scripts or communds Refemingdo iFigise Rotlid core 101 fohtheGhlleraind/i9 NiudPated 8% more
interfaces. Plural inputs are taken froma test environment by the core 101

and a corr el at igpiPetHReBofU et e TanS ifBISet wiheofeF %xu&@@ln %gﬂlpg,deﬂ{ ! Bﬁﬂldg at

target server (target agent) a nessage or conmmand 0

manages plural nmessage order ‘S}fd F;iri rity. Referring to Figure 3, a script
interpreter 103" JueESFUt-al sheyes 20Woadd separate Gressepevripes dmd/ or
data during nultiprocessor system nmanagenent (e.g., operation and
testing). A taddogets eigiiooed widliemote puesssonsmantte MutiprddestoNsgO8Mh. - K

the user inter-face 109 and can read software fromscript files 305. The

| nt er pr et er 5 304eh RS Rorbhiniceiibid LRSNCHREH BEBrovid I hRiShEprotBdsdid 5 O

enbodi nents has access to libraries. A set of standar n be

i ncl uded as part of .the stemto enables interfacing with plural targets,
and Palife system. A ¥nessag'e passing tas?k module 2803 takes care c:FJ)f synchronizir?g

and prioritizing all message traffic deployed across the system to the various
targets.
A second set of queues 202 can communicate with the script interpreter
10 102. The plurality of queues 201/202 enable simultaneously processes to be
managed. Multithreaded testing is thereby be possible with the present system.
The multiple queues 201/202 enable simultaneous management and execution
| of plural activities within the multiprocessor system. Activities can, for example,
include software scripts or commands from various portions of the GUI and/or
15 userinterfaces. Plural inputs are taken from a test environment by the core 101
and a correlation between queues is made. The core 101 can identify what
target server (target agent} a message or command must be sent to and
manages plural message order and priority.
Referring to Figure 3, a script interpreter 102 draws from plura! databases
20 301-303 for software and/or data during multiprocessor system management

(e.g., operation and testing). A task interpreter 304 receives commands from




5 allows for operational managenent |ocally with the workstation and
renotely at targets. Al data can reside in the databases 301-303 or

el sewhere as will be apparent to those skilled in the art. The Jtarget nane
dat abase 301 can be where all entities that conprise the plural targets
are identified. The script |ogging databaﬁe 302 logs all occurrence during
the testing and/or operation. 10 For exanpFé&, tinme |ogging of events that

occur during testing sinplifies the identification of relative data or
scripts needed 18 Wsafl inkriecetqo @agduran read seftwatn dromasaripbfiltged0807The
collects data fromany and/or all targets. The periodic data manager 307

can be tine coringrpictst 304 angrpreiBOsEiptig IBeReRRAr Srhbqnﬁefﬁﬁiféroﬂblﬂnvddlﬁe and
obtain data fromtargets. Data is nade 15 available to the GUJ and/or

i fPers from t nangedRABadBLeat (Wdiess ATRfof rANERRPISENECERE e,

| oggi ng dat abase 302 can be used to keep track of command operations
provi ded t hr oughelutied Ré Rajelther istemde anebles imsgagingvith plural tagdels. anshgi ng

dat abase 303 can be information that is obtained as a result of 20 conmands
oper at i ons. 3Theallowseoboeratierialeemadgegent mralyhwith the Watkatztisaandsemotely at
synchroni zed so that commands can be nmatched with data or results. 17 JUN

2004 -10 Referry ' ' t ' .
et er riahhil OATIUAHY Ea Leﬁd@lr?@:@?ioﬁéélﬂas s BRMARI3 S988Lw | eéigﬁi%t

The target agent™ 103 can 1 nc a per c data | oggi ng nodu

logs data apparent to those skilled in the art. The target name database 301 can be

where all entities that comprise the plural targets are identified. The script

logging database 302 legs all occurrence during the testing and/or operation.

10 For example, time logging of events that occur during testing simplifies the
identification of relative data or scripts needed to evaluate test results.

A periodic data manager 307 collects data from any and/or all targets.

* The periodic data manager 307 can be time correlated to any frequency

necessary to synchronize with and obtain data from targets. Data is made

15 available to the GUI and/or logged into a data logging database 303. A data

logging database 303 differs from the script logging database 302 in that data

in the script logging database 302 can be used to keep track of command

operations provided throughout the system for execution. The data in the data

logging database 303 can be information that is obtained as a result of

20 commands operations. The time base between logs for the two databases is

synchronized so that commands can be matched with data or results.




at variable frequencies. The target agent 103 receives commands fromthe
core 101, which can be forwarded by the core 101 fromthe script
interpreter 102 (as 5 described before). The target agent 1031rze%ﬁiqvlﬁs
scripting conmands, interprets themand executes, or assists the "
processors in executing, the commands if required. Comrands can incl ude,
for exanple, halt the processor to regain!@ynchronization, obtain a
specific subroutine in the application, read data froman I/Q etc. The
periodi c data | oggi Refemioglte Kgwechra gagearat &f altargef BgentotETisi shdwre Taka
| oggi ng dat abase 403 (Figure 3). Mddule 401 transmts data wth the
appropriate tingr i il ' | de,.an
Rt ended commang erorn e nCile dholooicYitaTRRIhE nitdie 101 B oSt
enabl es 1/0 cargs/i. tlefrf aces .andfor. comunjcation to the OSS. The
libraries modul® VaFRPpreOieess cUigieret pgepbiy fecelves semmandsdrom the gare
target agent 103 for standard commands to be nanaged and turned into the
speci fi c OSS-t yi§d. whighwaade orwandedtwrtbecew: 197 bomsthescript inespretertiapgas
agent 104, shown in Figure 5, can be assigned to target agents 103. The

master targgt awebiibddbetere)i nq’hed@rgetcag@ﬁmelobm@ddw&%t r§Eri t'rﬁ-{g;sﬁ%réﬂdf%

receiving/transmtting nessages fromthe core 101 and/o tation

The master targekgRMneh? brlc® eSERISY A §sbts B pETRLELR BCEREQindS e N

commands if required. Cbmm_ands can include, for example, halt the processor
to regain synchronization, obtain a specific subroutine in the application, read
‘data from an I/O, etc. The periodic data logging module 401 can generate data

10  stored in the data jogging database 403 {Figure 3). Module 401 transmits data
with the appropriate time stamp information.

A Library module 402 can provide an extended command set to the
target agent. A command set, for example, enables /O cards/interfaces and/or
communication to the OS8S. The libraries meodule 402 provides resident

15 resources associated with the target agent 103 for standard commands to be
managed and turned into the specific OSS-type commands for the targeted
Processor.

A master target agent 104, shown in Figure 5, can be assigned to target

agents 103. The master target agent 104 can include a command interpreter
20 501 for receiving/transmitting messages from the core 101 and/or workstation

106. The master target agent 104 is deployable at the remote processor as




needed to receive and nanages operational nessages and/or data for the
target agent 103 the master target agent 104 is assigned to. The master
target agent 104 is able to organize multiple tasks for the tgr?g@t- agent
103 and nonitors the target agent through a target nonitor 402. Thef“Mast er
target agent 104 is able 5 to interface wth applications 403, operating
system services (0OSS) 504 and/or proprietdiy-system services 505. The CSS
is generally known as a middl eware |ayer that nanages the conmuni cations

Wi th an oper at i ngedegstbesteileashgraagdy OFeratt)l WidskagR @iddr dath i tie Rirget
commands and/or data. Many nessages nmay not have to go through a naster

or i mary pur posc g o8 e s AR Tpoaf K48 Batinsic. fie hPelotiadel pocilc

target agent 103, nonitor its operation, and manage information fromthe
core to the tard@d SRRa{O eigenize myitinlg dashs: fer thedargahagent Hidberd menitors thai ch
It is assigned. The m ni num nodul es required to inplenent nultiprocessor

15 managehent - targettdgent treughOd targetrphitdraoRr (et mbsttd Birgathgring 10454 a0
target agents 103 deployed with at | east two processors of a

mul ti processpr gyisteBe ﬁﬁ@%ﬁ%%‘f%@%ﬁﬁ@%x%H {;’éwfc@é gém%ﬁ?@éta?@ﬁ”w th

| ssues a set of command . toTinrtialrze c .
nterpreter 02PCRTEEREMRBRICITIE SR dbearSBes obhgot Fames omepimeire
conponent. Commands i nclude data transm ssion, program and/ or subroutine
execution, and &yeactedmanagesthebeaaiuoicatiens pdhmansoperating system. Messages
‘ from core will generally include commands and/or data. Many messages may
not have to go through a master target agent 104 as will be apparent to those
10  skilled in the art. The primary purpose of the master target agent 104 is to
interface with the target agent 103, monitor its operation, and manage
i information from the core to the target agent 103 as it supports the remote
processor to which it is assigned.
The minimum modules required to implement multiprocessor
15 management are the core 101, script interpreter 102 and at least two target
agents 103 depioyed with at least two processors of a multiprocessor system.
Generally speaking, the script interpreter 102 issues a set of commands for the
core 101 to initialize communication with a set of target agents 103 assigned to
various processors. The script interpreter 102 can then send the series of test

20 commands to system component. Commands include data transmission,

program and/or subroutine execution, and synchronization break or set points.




17 JUN 2004 -12- The core 101 synchronizes all of the target agents 103 so
that they are all working with the sanme tinme sequence/reference. The
target agents 103 facilitate the integration of associated renote
processors with the systemand execute conmands dictated by the script
ilnterpreter exactly. - 13 17 JUN 2004 Cainms 1. A system for} alik gopnously
managi ng nul ti processors conprising at | east one workstation in

communi cation ' with at | east one master target agent, said workstation
further conprising: a core, said core incorporated in said at |east one
work station, interacting with at |east one.gistributed processor through
communi cation channels, said core providing test, synchronization and

managenent operati opfe &te SITTsyenloRRsE ANGE tﬂb%fg‘ebﬁ@@ﬂsp!mcﬁﬁﬂ% they ek 8l
acrlpt interpreter, associated with the core, said script interpreter for

roviding real -ti NByfRAH G\Mtrpri‘hé ahaecimdat@yaiderdbienss e THROMReE AgRNRAN o:vn
df user interfaces, commuand files, test scripts and/or databases to said

core during the cofggiftate thb ‘ﬁ{téﬁrﬁh&p oPhddbcRfddliditott Pries IS vitihsthe | suteRfland
processor 2. The systemof Caiml wherein said core provides cl dsed-|oop

t'ESt ing of saids execute commands dictated by the script interpreter exactly.




system including said at |east one distributed processor, through a

simul ation nodule. 3. The systemof Caim1l, wherein said core provides
operational sinulations for testing of said system including said at

I east one distributed processor. 4. The systemof Caim1, furtherjiy it
conprising a nessage passing task modi e for nanaging at | east one

communi cati on between said at | east one master and said core. 5. The
system of Caim4, wherein said nessagegnpassi ng. task nodule prioritizes
conmuni cation between said core and at | east one distributed processor. 6.
The system of- O aifndystewhior @bipngmiodsly eranpging myetiprogessorsoompnisingadt &siswirteh  at

| east qQne, database nmultiprocess managenment resource...7. The system of
O ai m TOKEAIHAR SOMBPPSERGT H B It (BRI e aARaRe SHMOTKRRIT B P ack of
commn@oﬁ@@rsﬁig}ons occurring between said core and at | east one distributed

processor. 17 JUN 2004 8. The systemof Caim1l, wherein said distributed
processors furt het cegngmd sere ingorpgtsdiimtad at agaene agekistafion, inecaiug mgth
commands, from sai d..core. 9. The systemof .Cl.aim8, wherein said_target
agent f E*’etaﬁte nec%ﬁ%}blugagéxgcqsf%?gwgg ARmUa RgPn gﬂ’WF]&i ??@‘s&?fcé’k?‘@ﬂ]&é&eséommnd
set 10 shihrbAizE8bn a8EMani Qimett 8hdrhiHsed sREQE RIS Une dﬁ@ﬁﬁ&@ﬁ%ﬁess&? - ani®
systemof Caim9, further conprising a periodic |ogging ule for
| oggi ng conmuni cag BerptwWEpPrethie astoclagdsvitib e abrs saidsutipdnerpees sor
assoct %Eoe\Qdyx\a” gtrgalt-gr%elo?agl%hgg—rclated data and software from a combination of user

interfaces, command files, test scripts and/or databases to said core during the core’s

interaction with said at Jeast one distributed processor.

2. The system of Claim 1 wherein said core provides closed-loop testing of said

system, including said at least one distributed processor, through a simulation module.

3. The system of Claim. 1, wherein said core provides operational simulations for

testing of said system, including said at least one distributed processor.

4. - The system of Claim 1, further comprising a message passing task
module for managing at least one communication between said at Jeast one master and said

core.

5. The system of Claim 4, wherein said message passing task module prioritizes

communication between said core and at least one distributed processor.

6. The system of Claim 1 wherein said script interpreter communicates with at

least one database multiprocessor management resource.

7. The system of Claim 1, further comprising a script logging database for

keeping track of command operations occurring between said core and at least one distributed

Processor.




nodul e. 11. A nethod for autononously managi ng nul tiprocessors, conprising
the steps of: providing a core interacting wwth at |east two distributed
processors through nessagi ng queues, said core providing test,
synchroni zati on and nmanagenent operationz to said distributed pr@ckrsiLs;
providing a script interpreter, associafl ﬁ with the core, said script
interpreter for providing real-tinme operation-rel ated data and software

froma conbi sati ohefsystemrof dlainel falgesinand daBhRs gfodetscsAfudithePEdnsitei ng
the cores interaction with said distributed processors; and providing
target dyeyireiagddaigehtgeat {iraerebangceinprndbiiemdapgraeessors for receiving
commands fromthe script interpreter via said core, said target agents
further conprising a library nodule for providing an extended conmand set

to the targed. agemhelOsemEAinbe et BHQERIEYet IRNAARMRP Eomprises a library
module for providing an extended command set to the target agent for distributed processor

management.

10, The systemn of Claim 9, further comprising a periodic logging module for
logging communication with the at least one distributed processor associated with the logging

module.

11. A method for autopomously managing multiprocessors, comprising the steps

of: |

providing a core interacting with at Jeast two distributed processors through
messaging gueues, said core providing test, synchronization and management operations to
said distributed processors;

providing a script interpreter, associated with the core, said script interpreter
for providing real-time operation-related data and software from a combination of user
interfaces and databases to said core during the cores interaction with said distributed
processors; and

providing target agents associated with said distributed processors for
receiving commands from the script interpreter via said core, said target agents further
comprising a library module for providing an extended command set to the target agent for

distributed processor management.






