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PCT_Original Atty. Dkt: OP76100340SG A SECURE PAYMENT
METHOD AND SYSTEM ON NETWORK AND ROUTE SERVER Fi el d
f the Invention [0001] The present invention relates
Pqﬁm?ﬂ technical field of network data proceséﬁhb?‘gﬁgﬂmymss
in 5 particular, to a secure online paynent system
for online paynent. Background of the Invention(gOOOZ
AWH@%ME déBr“éHODo%ng S ERM DRIGHHBYOdRKe4ND ROUTE SERVER
especially with the popul arization of Internet,
networ k has becone an indi spensable part for many
people in life and woigdq PE@RNEventignCan use | nternet
not only for news browsing, nessage releasing, nusic
[o00tn Taa gicsgnt vantiongtietes rgthe bidhniadl Seld @mebidrk Agia processing, and in
shoppi ng. Based on the unceasi ng devel opnent of the
Parir@an foghiceure puidepaygent syiens fg erl?mewa@memhe online
paynent is not only an issue to which both parties of
a transaction should pay attention, but also an issue
to which the financhalkesisia&iRd indedi§oh nuch
i nportance. 15 [0003] glease refer to Figure 1, which
[0002]2 SGMARREvEIoPMBRIRRHANeEhold3fs Sdshatsdlly MathQhe Bopularization of
normal secure online paynent systemin the prior art.
Intdthets ngtystkelms ibecimed@sindispasabldpdrtlér mang pedplaln ik, and work. People
mer chant website 12 and an acquiring subsystem 13. The
carg g5 g Pt ot i frarewp bropsing o isesesce B le3sing nBusie rdopapading and
. [ i a5 r , rAN r n :
s HBRE S a80 437 AyhE MRBEk: RAY oh B TRCEII ey B B B clectroni
budifts € A€ becfityBo e b ideeshyhiehis nbh @nBCAUs§leNE wHIRSHSh Qties of a
13 at 20 | east includes a conmunication server, an
traggaptidancshbild pay eftangon, dtalso gatssisds evhedbriie finanTlhbsystem attaches much
. _conmuni cation server is adapted to establish a
IMpIIAGTti on with the merchant website 12 of a
or the data

hant , d f § ity test f. :
104} Sleaseies ?\}% e d: MBI ét¥5ﬂ§§@r$@ram§ 0% fhericgre of a
ol 3638 VRSO B N YR TR IO EP AR H o ol

ter@@iaV BT, aaeGeHat WehsitO©11 fiR] AAra0GEE6d iBsysehill 3. Thavstd helder trminal 11
~ the processing 25 result to the nerchant server 12.
is CPheectrdita thesuerckany eebsie 37 s Infemnct and depomdianigwebsite 12 is connected

infornation of ch .account nupber, jn e present
to R G, BB T bR IBeED BoA e Wi SPe B ggnbsystem 13 at
1eat&ﬁ}ﬁ'@ﬁﬁés 8V Stist sER Gnl o1t Len SEAY GnPaY TBMasiERer. The -

e card issuing institution and the acquiring

cotmmShicitithi seiveRiseadbfted fagRblish@baindttionNsith thdtrhé@Ehanilwebsite 12 of a
process of paynent is as follows: first, a card '
mefbkate And perforon seguniter teti it theedstd peckepreceibiehsldes application server is

conmercial 30 prodpct, .and confirne and.subpits .a .
GfIol PIER PHEeion BhCYRBeeEeD SERIE (Rereaelied modity the
inf?ﬁ&f&ho# fal thOdbdb @lseregrta}fcorgﬁ% 'tc; % g)ﬁ';lzgtgl?h%%lt, ARl € processing

ntornmati on and transacti o rmati on to a car

resuls $&l thetn&tiRsy Sdram 123ThY ddtitRsCirebr stos&Uhé Gorkddpdridingt infdfmation of
The card issuing subsystem 13 receives the data such
cachqiceqaingnuinheh iy the prgsent acquiring subsystem 13.

[0004] This secure online payment system is suitable for the secure payment when the card
issuing institution and the acquiring institution are the same financial institution. The process of
payment is as follows: first, a card holder logs on a merchant website 12, chooses a commercial

product, and confirms and submits an order; then the merchant website 12 sends the data such
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password that is input by the user, and only when the
security authentication such as card holder identity
aut henti cation and nerchant identity authentication is
PChE¥e® a withholding is 5 performed. Wen th&l Dkt OP761003405G
wi t hhol di ng i s acconplished, the nerchant delivers the
comercial product. [0005] Wen the card issuing
as prdstt infarmiaen amddtranisactiqn quiormatignita st dardiishwing sirbeystas 18 1oé the card
. same .jnstitution, the paynent. may. be rformed with
5, ey T Pt DB BS L P ses Wb it Gtitas rd mumber and
pasg\d%l‘arﬂhdt%i cht‘BE ARk Carfll ARG FRSHON DGy LR rﬁfc{n’i’(ﬁtsﬂ&?asqiard holder
anot her payneht sysiema cor di ng to 18"Re inventi on,
idertitly Saytlentiedion Syt eigrchig| ideeity amglantcdiioh dierpased)riana@dthholding is
11, a nerchant website 12 and several card issuing .
perfmyed:sWhan the withkoldiag ds etamentishasy hen glerchant; delivesp ribe cegmercial
to the nerchant website 12 via Internet, - and the
PofiStehant website 12 is connected with several card

3.5 Ul subsystens 14 via Interpnet. The routj.n
[000RT o i i 4R Sabing syt dif 1B bty BREUOR are not the same
insGARAE HcSthyWehtindy R BLGRAiERSet Bayhient §sRIOPREel rBrer to Figure

the nerchant website 12, and a 15 correspondi ng
2, widtlatsi aosehdredticeltagranh shoBlidg he dieuaire bfianotiar daymemb systeanabcording to

routing information of the card issuing subsystem 14
thejigveptiem Hibissemment syger jinciyes gcaildwddes fergiiphbln@ megchggt website 12
amdf g%rlero c:arc:lf lb“.guslltcl% sgbscéf%fl:‘rg mlﬂ%rcalré) gl%ldgrn 1 armli%[ qlﬂagtconnected to the

website” 127, oo_sgs a commer Ci al product, and
mefeRiMt ivwdbBitcAI0vig URBItS afNihe met@Ehant RERiE 1L i BMEEAA with several card

website 12 establishes an interaction with the card
issing sldbsystamsidrah Itdmetnthe wgues infdrhetianeftbadiOcdrd isseng subsystem 14
i nput the card nunber; after that, the nerchant

conpegeq vathy sher msgroantheehsyitt 12ngs sioffdohes GHrOR HEbYiEst2, and a
corf SHRTRI AP O 98] b Rl fBin e

carfl WHEAIRE sutdens eNfiesthlighépr d hol der information and
order information to the card issuing subsystem 14,
[0098] a¥hé prob&@k bopanwnt RRAGKSIREG: filsOAQAld Hoker 220\GE aRAMBRIAL website
systens and paynent processes have a | ot of defects.
12,Rihogses a bamm@siab prodndtt yndofortfimms andl isnemitaymwrder;i hed dv. merchant
Because numer of the nerchant websites_ |n
websiie n"eqfa_tbﬂﬁ S\8r teTaa?‘ﬁ’e‘f‘”%ﬁ}&F aﬁggﬁlﬁ_ﬁhf"éﬁg’éﬁéi ARE FegPY fhe card
e and i .
hotfifh &6 ok The ol ARNERT M ol Shy D KEole B 38he routing

inférthabies of the mo#t dodshding Go Ché Gakiolst\@hg iSBtutibhalf the card number
great hidden danger to the property security of the
accouling thdhalBIN ey ob hecaenbesendsads tho sard hobleninformation and order
. .advant ageous mechanismto, restrict the rchant is not
infopRafipn e C%W%%“&SXSE%%O apfoipREem Wﬁﬁwﬁ@%r e
il to establish a connection with the ne ant _.

rodfhrbe v st ystems S Ry eBOLESHiHAF A A g SRR First, the
e R palrfnE o dbk MeclRE AR of HE neRh AR ARG B nicmet
is vea ldrge Saidian @dvangigedus hicoltanish 10atdtrid $hel hé@cka@tik nbPavailable at present,

informati on of the host of the card issuin
the merchant website may directly obtain the card number information of the card holder, so

that a great hidden danger to the property security of the card holder may be caused. Second,
because an advantageous mechanism to restrict the merchant is not available, many card issuing

institutions are unwilling to establish a connection with the merchant website directly, i.c., to
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institution. Thereby, the category of the bank card
Wi th which the card hol der can perform paynent and
pcg%%gqution is greatly limted. 5 [0008] Therefore,
the? W SA Conpany has proposed still another oA R OP761003405G
paynment system and an online paynent process. Please
_ refer to Figure 3, which is a schematic diagram
infeypothi mprehaet ofshe ¢raresponding relatiembeitwesnghe ez urgles (A code and the

car RO eON T P o T8 P e, B o g bt G Card s

SRR B 3 LS BN P o

payhieat arelldohsumnpsien egreall$ lindtedbl € 10 to connect the
acqui ring subsystem 13, card issuing subsystem 14 and

[0088] c Mhertfore e VIS AICompany hhnpreporwed stilhandvid osiiid pgient system and
provi ded by the acquiring subsystem 13 is configured

an giyine paymert PEIeaTH Plirss s¢leetoFigure 30eiith fsia sshematic dipgrpm showing the

| 0 a rchant websit.e . Lhooses. a .
srld 8T o) e Bl SR ouhR B 6 VIR GROBRRY 31 stom inudes
car@ heREr terhkifdl, 111 N MeRBAR RRBite D8 AQuiP I8bslfién 38 Prouting server 15
hol der information to 15 the routing sefver 15 with

provided hPthes S A EmepanAftdes cardh ébying bubsysoant i 4 grhe eswiap sdiSer 15 is able
finds the cqorresponding card issujing institution . .

to coppest thefgaEng sHosYsiey 1 1 GAiddssuing subsysenyrdand merghanfwebgite 12 via
{.pf.or i h i SSUi_ng .subsyst em fo the

e AT R i Btk i RE ok Y R SRR o istlEon e

mefchafie¥cbsite®. aut hentication on the identity of the card
hol der, and returns the authentication result to the

[0009] drfig] sledd hagerislonbin@BkhniREIHAND, HBSeE 4 ordher¥iaPproduct, and
Internet. \Wen 20 the authentication result is that

corfinas angd svbmits emoiden The, feswechantwetisithéeodihe gard dolder information to
perf.ormed via the ormal card i ssuing system and the

theCHtIRS SFTAFT b dtithothe ﬂ\é‘f’b EPiAF e f ftero theh he pwingotegisr 15 finds the

cor[‘egg(;'rﬁlng-r&?c}] ?sglﬂ}{ iﬂﬁﬁlﬁ{gﬁ Qédopd}n 'tqs ﬁ‘lle QRS mininr}% eangI r];tﬁlg{setﬂé routing
system architectures tor acc I'shing € secure

inf@fatioR oPby 6&ad issiiflg fUdeRendi4 fah&mbrchid RSBl 19NTHEAOMS card issuing
adopted by the bank respectfully. Because each system

subgysteny Nty pesforis faythentications ae tthe ndentitfeof the ¢alk holder, and returns the

R SRy T L T YL N—
the b @@ d Aan A&H iE‘ﬁﬁt ﬂ%gﬂlin&&nicﬁ %ﬁ%pa%é/e%t eﬁ'{ﬂgﬁ'ﬂﬁ%ﬁ%&gﬁ@gd via the

unable to use this K~ car acconp

norial tdde ispEN@BRtem, Bl thé CombMeicRMprod@t IshRfivdi@ tikadadd holder.
processi ng processes of the secure online paynment

[001ah nTte Ai®ve desehiptihidssoRees thi20 dikferdbybtetn 4rEMtc6RAR®Er accomplishing
transaction nodes of the online paynent adopted by the

thejsegire prine payrerns in thise differentriratisestion niadasadopiatl by thettiank respectfully.
transacti on nodes for. the online paynent adqpted_ b

Bogafse Sagf Bl gt GO £ FansRon Tgsel s g Sgngisured by

thet@kd lsblfﬂlé 84k I thd GarlRIRS LS ?b?ﬁ g, abg nt 6 bt Bfined by the

devel opnent of the banking ustry, there are tens

abook sghad1ess theqisdrdniemible Th asel thid badiCtar Do FBHRSishdRREARe M)line payment
many banks
on the system, so that many data processing processes of the secure online payment cannot be

accomplished,

[0011] Only a few common transaction modes of the online payment adopted by the bank is

disclosed from above. Practically, the transaction modes for the online payment adopted by the
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whi ch have established the online paynent service are
different. Therefore, the online banking transactions
qu&igiinaw chaos, and the online security is |ow. Because  ai0sa
he’onl i ne banking service is a 5 trend for th®& Pkt

service in the future, many banks have confi gured

different transaction nodes or is planning to
bankogie ingl Fimited fif theanedes dagesihed phavenBuety, thawdicedionsaams o the banking

.t t f oS f .the | ti
indh i, W5 Ereond. B SRS hpnraie St ot Soprd ey banks
whici @2 88N thel WESHIINO Payéht khdee Qresﬁge&&ﬁ.gﬁ%h{fhtg! ARSI banking

for online paynment nmay be establ
tragsactioni e@lin piraok|aadrehesmtihe sesuritgliisomdBE@dseald drlide banking service is a
transacti on process and resource wasting may be i
trendplop (h sgrvice gpths futyrg, Manydrankohave serfigared [feffessd ransaction modes or is

[ [ e the present inyention disclpses a

plab 60 B R BRI hr¥ih SRR n ek St e g af Rts

hol der term nal, a merchant website, an acquiring

subsystem and a card i ssuing subsystem The system

further conprises a Suntsharypfulé Invedtfonconnected wi t h

the acquiring subsystemand the card issuing _
[00dsh s stesw iBs PRYICtgTiep IsHaoyided by ghe presens dnysntiemsso that a
uniforsl QAKRH ﬂpgﬁ“&’pambﬁr}né}ﬁb@gﬂﬁ@&df Shd5thOli&hfical problems such as
_transaction node adopted by each card Issuilng
diserdpred enlavnteapspc@URTPeRSS Andfretorree ivastingriaypheaeebsing

[ooﬁéﬂggrf%r@% &i;) rreg?q%g nﬂziibg)g? E&:ﬁﬁiﬁggﬁéblgﬁe g{led%&lés%&t iﬁlgrgntion discloses a
systmgﬁir egcwbxghei;ﬁy]ada%mbrismgcheéaa% Héla& t&ﬂi’rgna_fl,raﬁfh_‘éﬁ.‘hbﬂt%bsite, an

nngoe opte the corresponail ng car I SSUl Ng . .
ac%‘HB@fﬁP%%F‘H@E&%&?THQSSPB‘&SHEWE‘S&@F&HB%P Tpidhes cQumprises g gputing unit
corinB@ed b the iaBdliirifpHaBEie A Bnd FkaREE D Buby 9L /S #h&in:

according to the correspondi ng processing procedure.
[0q18D 1 8 revtivzemitsiomprisdsea stpgngmofhae, wkichiissadapted mestore a transaction

V. four r rises.a securi,t lug-in ..unit, o
I RN A O p—
proagdusn gandkspandiripetoas qhink | IdentHichisons Naniber (BIN) € caath togrd number; a

|l ug-in it .5 adapt o ,.establish a data exchange
ot it e WhL AT B L AEDRe o iiwbing oty ripd by e
corfepbnidivg carduisuing sty §tem GadoRdiAgtHaRE card @hleR kdcRe®fro@ the acquiring
card ho i S obtai ned via‘%n interaction wiith t

de ) he
SUbEYY ﬁBﬁl‘ B%I_f‘me’élmﬁe??&}g, aceing fehe GRFSSAYIErBFSTERIEORfogsdure.

r - Y .
i P L
unit, fydichyis camediat witletha nequinig subsysyneris arfangedie thecaqpiring ssbsystem;
R L T T T ——
card yoldSCtemningd moe theiroutingemitadatd mssber irgforsndisy 6f £ 63rd hbMer is obtained

Secur | n.and i zation. unit at

- t hent i cat | t .
vie P ittt B i el el AL Gt Prciop or comesponding
_probasing poaéduedis sbifained Via ah h@eradtioneith thédoufiy &ipunit  is

adapted to performidentity authentication on the card '
[0016] gBicferathe thetsystrmafiroseeiic emlot payment fthes tdomprieesan security
authipibon Lh@ BRAGHaB8h LS WhichWs bohndBed GER{He! Med issui i
- authentication _raesu‘lrnjtﬁ ’ofhct he cé’r%e*oﬁggere c\éﬁi issuing subsystem or is
arrgngqd @ thgicaml ispting subSkstem;ORY 84@E84@B@ntication and authorization unit at
least comprises an authentication subunit and a notification subunit, the authentication subunit
is adapted to perform identity authentication on the card holder; the notification is adapted to

constitute an online transaction result with an identity authentication result of the card holder
4
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and a withholding result fromthe card issuing
subsystem and transmt the online transaction result
pdrO% L he card holder terminal via Internet. Preferabl Ys
he fouting unit stores routing information Of PfeCF76100340SG
security authentication and authorization unit
. [ t .1 Ssul su st em,t hat. .
o o AR B e L ind S, S B s asgonsoction
resBlt [t0 Ghe Jearlr lefldar thtnyinalt Vie IstesteenPrbferable chur eouting iuni stores routing
. nt .f.urther copprises a card holder . securit
in BRIl W 10 OB cA a5, e Aot trahni Sfhpnietng to cach card
issting eubaystanothatddopts b e attiefitbtil@r antl @t miakion maae
receive security information indicating an identity of
[00HE Rreferatly| hesytieatos secitspenlingypayment igehet domingises a Thrd holder
secBH doRol Uit wiikR fs%aﬁt@f%d QEblisH O MR Riih HeGakA e terminal,
hol'der security control unit corresponding to each
and gpedive Sesuiivgniumatiost idicatingni identity ofithel chrdl Tehdder slent dy inpyt by the
car ABIEL lTPé' Plulin %9111?&51@:? p&dtiﬁgﬁﬂfg%atﬁgg of tthg E:grfd %roﬁl%l‘ ¥e’curtit|;r Control unit
systemtor secture online paynen urther conprises-‘a
corgespendingolodench seluisiting sultsgsters tadoptingrd tard tHolec aealrity control unit

| ' ' it IS, ted.to the.
oGRS P PG Rly bGABEEL SEAP B cr

holdertshemity mtractinn umif, ohicnaatd bolddraeduniey inRFadtibiolideis cuii@ctad to the card

hannel. that ,i s. agreed on, i n, advance,. recei ve ]
nol§RBR Yy it e IR PR bR A0 S gD U te ek polder via a
chaangl thatr is Gigreed WnhiaNddvaRt] fReiod atiiientRbidreinfdriatiod hput by the card
i.nf or.mat] 15 1!;.581,%%?)11 Preferably,, the card hol der

hol tjon.
olderrapid; petform, pthegt thegithengration Ifamatiqhe card
odveh d : i . . y h
[018) (PleferfE ot B RS R sl Y clfin o8 4 ard hotder
secptifygnicractioy unitgeryheiagrenged an ther setmam¢rverut hent i cat i on
it ich is adapted to, performidentity L . )

10{3) | Brelriel s iR Pt Al ComReP 7 o3t Khengfepton it which
is ddapted acpdrofn id@gyesihenBEution bRAGLLIRAL G iKiB e brder transaction

which {s adapted to control a data exchange with th

’ Lol the
TeqRE ey ERARRIONSHRTR einite hiehhis afepied do wpyteal 2 Awataxelgmee with the
mekRrdt webSifel barll o Rt RERILIC ?(Htiﬁ? v el AthaREHRIA anlButhorization
and_card hol der security control’ unit; data storing
unifapd cardyhpkder segurifyi ontael it s defe stoding amitcwhigh iis pdegted fo store data
a ; [ . Cy
cor gL SR e k0 500 WMo it whih i
adagted @ parfprmgedweint dughentication nn data paohets kaetised @cigraneditadd
nsm.tted. [0020] Furtherpore, the present invention
[odzbf CF“B@&@%{@T%WF t wenjiop disglgsgs airayting seryey. gamesisings
O it : . ¢ . ‘ .
L0024 » S0 s L % g B8] ke b RE S Tyt HFEA b9 Bach car
issying subsyptar ansk reutinginfamdtipr adagusiesgngproceliter @rresponding to a Bank
' .dentification Nunber of each
Idegtg@%ﬁ%gﬁg@pg%fg%g%%%ba

a processing unit for direct

[0022] he pidceatoOmitfnl didbiitichtdion aA® dGhoMARIdn trhgieS ¥hen the card
i,ssui ng subsystem corresponding to the card nunber

issulffp SRSV $BeEPoatina et fheatard mumber adepinat figact 2uthentieation and
auth@f8ior Ridld, NBudidpf RFdRLEAN oPh Renfif lé{lﬂhgﬁﬁcﬁttl’(?wrhgﬁﬂ 'a%ﬂ&ﬁﬁﬁon unit

and aut horization unit  corresponding to e car
corppgpapdingite the sprd mpmber i woeeqd:a processing unit for card

[0033] 95 broB&SHE hi (62 Rradt bdurB B0 tnPhlRR RS ol hen the

card issuing subsystem corresponding to the card number adopts a card holder security control
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card issuing subsystem corresponding to the card
nunber adopts a card hol der security control 5
_Original Atty. Dkt: OP76100340SG wunit
AutHENt i cati on node, routing information of a”faP OP761003408G
hol der security control unit is returned; and [0024]

: [ nit.for.acquiri subsystem. -
un Atp MR Heyd o raton ¢ e PR sty coutplylsafumed
ancorresponding to the card nunber adopts an acquiring
supsystem sel f-processing 5 node, the corresponding =
[00244 7 Prasgpsieg ey Srarqyiting subsrsteavsclforedeasing mpedss whenythe card issuing
su IQ . r . A 3 .
T e R b APl F AR AL B Ntk sclf-procesing
mogdey it qostesngndiag eeguitinggubsystentris mfamied pirihe probesyiog ewde.a
ngaction request and card nunber infopmation of a
rod25F L FRGieBfe. &, Piem Mg, VB risganicr seagre ontine payment,
corhprésipa obiabiingydgean dapifg Bibspstent,Of HASROMH RGueaadd card number
.flssglng sub§%§fen1 ccardlng%to the card nunber, and
B B f G OI9RE SFitHRinGE D srinagnite ansartion R dieried by a
corfus Pyl Rgrdpisedifg Wubsysend deerdias MoNéhe R¥rdt Rember, and processing
. .acquiring subsystemor the card issuing subsystem
mf?ffﬂ%ﬁ%‘é&ﬁ?% ng db 14 SAEFPONding PFOSEssing] Prgcqduey|4nd performing, by the
acqulHn@lsUBdystem - or RO0Ed isWiBd QibBystdnl) Adrdactidn defRnfeff dnd returning result
. Issuing subsystem corresponding to the card nunber
infof8He%  an acquiring 15 subsystem sel f - processi ng
lodgggevvﬁgg%_routing unit notifies the correspondi ng
acquiring” subsystem The acquiring subsystem perforns
[0027% 1frROEAE tiésﬁiﬂ%%ﬁlss%t@rﬁ%ﬁe@ﬁﬁ’diﬁf{%@ SatdRindtRS Mdpts an acquiring
information. [0028] "If the card issuing subsystem: -
subsysigna S5 HTRIRGSEFIRG Made, dbe dowingbunit awtifies the ceeridspendig racquiring
subSREHE. I ThY 26 QRGP bR dm MJ&%EM&%&?HO,EPQ& dnb Gnd RHEAWe result
_unit returns routing Information of the 20" card
infeyglaier. security control unit. The card hol der security

t unit estahlishes an interacfion wth a card
W‘%@fdﬁfﬁkﬁ Sdsune Suhsysios careaending g it §A1sl AREPeHAdPRIH a card holder
seclufigh coatrdINGitcavttRhcakioh deyde, Ble Mty unftHatrds SobiHRUhfd?Mation of the
Cm@Be card hol der, The card. i ssuing subsystem perforns

elAereruEist sapHoLpmt- The casd helderspeusisy ¢qniripbyit estahlishes an interaction

with @lcfdoldeP @Bl hhd FREQETRELAP infbRRAN iddfcalif}lea 628 Rolder identity
Ssui ng. subsystem corresponding to the card nunber

p

[ b
thata o lpdl by drer eard hoddsr. alheneand iesuing owbsyivigma perframis zatieotication and

trar¥RE®n sétfkndn® bhil RurHnt rdsGlt WHllshaliGit i ng i nformation of

a security authentication and authorization unit
[0028] r Hsthe raidngsiting tstigsystern deofrespoading Thahe @kd hasbsr Ndopts a direct
uhsyste rforms aut henticati on and transaction .
PR A BT i HRIAB S0R ST og R STTAon of a security
authéd@cddion Fintl t fu@iofRatBdn Llie cHFRERAing RV ARL dadD nRABYL dBE card issuing
anot her pethod for secure online
subsystem performs authentication and transaction settlement, and returns the result

information.

[0030] Furthermore, the present invention provides another method for secure online

- payment, comprising:

[0031] (1) establishing an interaction between a card holder and a security plug-in unit when
a merchant website receives an order information of the card holder, and receiving, by the

security plug-in unit, a card number for paying a transaction amount input by the card holder;
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30 paynent, conprising: [0031] (1) establishing an
interaction between a card holder and a security

H%w%g |n unit when a nmerchant website receives an
+d8P¥i nf ormati on of the card hol der, and rec@it%PhigOP761003408G
by the security plug-in unit, a card nunber for

{odéﬁi, Cﬁb@i rlwéif nrli] > %\ ll%eosrtl,c ar&’%ﬂ gl?g hl?rf%:%%r% (I; g?‘)mformat]on to

a rbwingamdli Idg.ﬁmlnymghby seciodingyudi, Uz@—:eth&r dafd, hdlie s6@fflly control unit

oo TR PRSP Bl ot s,
traﬁmhﬁﬁg r&ﬁﬁlghhfo)‘m@tﬂﬁht 6104 codshondaist BRMhbRISE bRty @ftrdlSunit to the
dopt ed. accor d tQ the card nunber i nput by the card

SGCHBW ey ‘fm@é% SPUHEE Bt PR HB R Py ™ ‘H’Fb theerardoppngfrer gnd card
hold@rififoaRaidd itd) e CadtholiRt sl8hirit§ 86Fol bir;control unit to-the

5 security plug-in unit; and transmitting, by the
[0033% uf3) testallishipei by theicard Hohder sevndtyrmontelrundinan oderattion w1th the card

oll) 6Ly BLSCAN g D Lo EP RS Bl

theselddloldtey amd)mmsnhttmgn}t secarityi infoemnaiito thewedunityt ieg-aundt;
ggidfr, receiving security information indicating an

[0034L n(4) tmpcksgingn By dhe seehay dlve-inhupt, jthe pespiily ipfprmetipa andr e order
fERIaB8H intPd Brartsh MU TeduebtBestdag .ﬁl@%&{dﬁ the AL

i t hg seglurl t SpI ug- |dn uni tS Aé 010 O3Alf]gy 4) pgg%;n thessage to

a comwspansing ¢ard, isgning sybsysiem via & weSSsl@@& rSWI‘tyhlngw antommr amrdlng to the
ik aR606H vidb to a transaction request

Kmngg?agea éﬁ% geﬁpﬁﬁggﬁﬁmggygﬂsactlon request nessage

[0035] 6)g perfmpgn ditj'lﬁ othe acdd i BSuihd gsuﬁsybgeﬁﬁt ﬁﬁhﬁ‘tlyaa@thentmatlon and

ss-bank switc i ng center or according

oy e Hmte O e FRFSeAE g% P10 4 IR PGP, and retuming a

prob&6idptesld) perform ng, by the card issuing subsystem
identity authentication and 15 authorization on the

[0036h nRrgfergbdin theeqtce@nomb@:gag‘ethasm\déioldeasemhw control unit and the card

n proceSS|ng result.
ho}%gg%?&gélﬂ?g} g’g&)ghﬁ{ehgﬂji“ﬁ &% i on between the card
[0037] dbY: (Beed#d ihbMet mﬁmglcoﬁmtunﬁnfbnsrhﬁs fiRrdrd MPhite rto hRard holder
acconpl i shed through the foll owi ng steps: [0037] b1l:

seofifg IBIRFOAT, M the helgerc gqprity| inf¢prction RBHSRNES & Riser Interface

RediftefleMUE IR catdhofticf &cbrity QbslRN unig0 Security interaction
unit, the card hol der Security interaction unit

[0038] b shecadd doldensenfigdeteraRéeuinie st attherdthatiomaintbrmation to the

t t 0038] b2: th d
Cafﬂg‘f‘ :r:waza:%ﬁhe{l é’a???t%é{eg ?'%Jlglr?dtﬁﬂ[c? se]nds aut h:nflaz:at ion
[0039] OpITRAd QRd B&dér%curﬁﬁ&&tﬁphﬁﬂecéﬁré iffouft 7 Fxgﬂﬁlﬂngﬁ hali tafsmits the

agreed on in advance;” [0 t he ca

- inpuidpigrmatipn so fhecatd halsict Seﬁ@‘eféw@sctionpmtt, i nformation, and

i.nformati.on to the card ho
1o0BR 5 b e Ehol; s it sty BerTorph o Ep ik ggrine inpu
mfmamn tiyd travisditaaithaficatdd fopaadoartsthedidid Rder S@UFi§ oMol unit.

' [0041] Prelgc)erably, the security plug-in unit guides the card holder to establish a Security

Socket Layer (SSL) security channel for the card holder security control unit to perform
authentication; performs authentication ona validity of a card holder certificate and establishes
a channel for providing a secure data transmission. When the validity of the certificate is
approved, the card holder security control unit shows on a browser on a card holder terminal

that the card holder needs to input information, obtains a Distinguish Name (DN) of the
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information, and transmts authenticated information

to the card hol der security control unit. [0041]

cﬁ(ﬁ erably, the security plug-in unit guides the Ca&%swomose
der to establish a Security Socket Layer ("@’SET

security channel for the card hol der security control

cerﬂﬁéf{t] 519:! ﬁl%rcfaﬁf Hﬁ:ﬁ&e w;%gltt%e; @Jr{d WideP 3%%3&%%:11&3/ Socket Layer server

aut hent| cation on a car
mogdelet 4idi eaifies whethesha biriiitagsandathe hard manbéiois effeaivelyi bogndr If they

ertifi‘cate is prove
plugomtimio IOthmwisesdmcmﬂlemIDaambfadeﬁ:sulom transpttel] b dledeturity plug-in unit.
tecmnal that the card hol der needs to input
[0g4%} of Fitierapre. dist BIPsrat veRtion; disalossh aNasthod fomseeire phline payment,
co ‘%TS“@’I ginal Atty. Dkt: OP76100340SG certificate and
e card nunber input by the card holder via a
[0St u (h)tsyblﬁdioigeby 4 eayé hold@rierarinal,andides fo 2unekchiak ivkbsits;

-arese%%\%l)dgé dt {h%n%@n%asuog C]np \{\Vi)e r{héa E%d*%}dgg %st tgaélg%lﬁegso the security

' th r the certificate and the card nunber is
oo o 25

i iPaingo ik the | merehnay webpite, e flgpiacuel yemgEintp, ap hesquiring
subsPié@@g;mat i on i nput by the card holder is transmtted to
t he securlty plug-in unit. O herw se, an
[0045] héNtdstabtishing, fhai the cheqesing tubisgstém ams ftbiaettbnt with ke card holder

terfiah i el et abbrin Geton Hrul Be b B BeBkr o ont i ne
[Omrnﬁﬂtbransﬁl U5 A ad R3] subd)stdy bfﬁbt(ta}d"gmmgé’r iGRaflon and

der term na an order to a merchant websit
tra‘[sgﬁld?ﬁ]mf()@atioﬁl’“tﬁ"&’ﬂltlmgumby t he merchant websi te a

¢ i on uest to an _ac r 10 ..
tockarh 5354 . R St i s MBS Huhe, il Ra 3R Syat S pard issuing
institntibmtie¢ca atthamicwidohanid hRthosizalioh GhelR| trarstiittihg) aly, th@li’(ﬁmng unit, the
bt ai nln card nu i nformation input by the card
car% EJD LE?

d]“ﬂ‘é’F‘: ! W@Pn &3 gmgst?ptm rmayoq e aa%zaw'ltyl a{y&'lentlcahon and

autBaanet @1 cotbsposdingotterhed ishihOmoMmbdiic and
transaction information to a routing unit; [0047] (5)

[0048] a(@ aedbriming, by theisparitt antheotication amkmlmzatgmtmm dughentication on

th dqll fagpber adopts a card issuing 15 institution
e%fﬁ[{ eCt &ut hentication and authori zation node,

[00UORNESTYIWHehNBe atdi¥ieritldionO thalgd Uprformin %tlﬁ@fﬂlgnbm%r card issuing
| nformati on and the transaction information to

subS¥s{elfti ty aut hentication and aut hori zation unit

005" B3PI 6, S PR LR o

autlaﬂmlmnlonzaultmthel acdujringstibsgsttmgcat i on on the card
Eg der; 20 [004%}9 (7) when the authentication is
[0053L s the geqyiring, fulbsystem infosmine ke IBVCF‘W& card |ssw ng

[OO?SEE S%%geﬂsﬂl iagtgtég%ﬁ;t&g S\ha{ru? 2 n‘gbt) eglm\éténah[ﬁea cgrﬂprlses determining,
by the tséxanityi @vlidnteation and dutharizbiiem laﬁlquﬂléﬂhélghs tda8 yisldents registered, and
returning a registration result to the routing unit; allocating, by the routing unit, a unique
transaction identification code to present payment, and allocating the registration result and the
identification code to the acquiring subsystem; if the registration result is that the card holder is
registered, sending, by the acquiring subsystem, the card number information, order
information and a service identification code to the security authentication and authorization
unit, and requesting to perform authentication on the card holder.

[0053] Preferably, transaction result information is transmitted to the acquiring subsystem
.
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[0051] (9) the acquiring subsysteminform ng the
merchant. 25 [0052] Preferably, between step (5) and
tep (6), the method further conprises: deternining

H%§&@ﬂé security authentication and authori zat i"Bh PiinP§761003405G
whet her the card holder is registered, and returning

St .on result to the routing unit; allocating,
thr%lfhtefgﬂc?\lé&%‘%tf N

ero g unit, a unique transaction

[005MNtTh icaalt isiing 8ERydtém REREEHT a@AYTBNbn AR FhhQ&RN At to a
thg reglst[atlon result and the identification code
cropgdanfe

& Foiters dbs yulinen tranpactions resulfi qanfasnsi @ runiqugyfrgnsaction

idehBifidafigh cbdre WiRhGh RAS! 10 Be INiAELTARIRDE Fesult SNHLNEeei R within a
the acquiring subsystem the card nunber i nformation,

pregetgratined peripdneft ioey Bingan sering ewbsysiem resthdsathe advieo @b the online

traf B dhCre SACHF b tivniRH DABL &qfn?éanwaﬁ rﬁul‘v&%ﬁhg k@ rangaction result,
uni t, and r eguestl ng to perrorm aut henticati on on %ahe

thecgips-baok awitchifeooBB} rewmmnt eredpoyse messapsaand sndy de whline transaction

' ' ' j t f i ring.,sybsyste .
roslf Pl fbohding b ARG 18 s, M2 AEILPURE 1 R DARRS Finsaction
resfilp i vl reqgivet oyithin h @OSldderTined pericd ofstime, Nge eruixshask ewitching center

-adyi .an_online transaction.result to .
resfdfe BRAATHE B8 Hind Lol s rebIERS ARl eBeDE Skl £ = timived
numbg'wl timeont ai NS a uni que transaction identification

%%Te. Wen a res&;nse to the online transaction result
[0959] \, Srefirehly itheanetipd for secaremnfineppymentfirkal coaplisss of

' . Cca i SSUi subsystem resends the advi ce_.of .
10486 perkeH i by ale 354t Do S SRiRond B R s period
of timerescordiiieto artemedctiom glehthfication éadle, ihrvetidamt cs-bm% Wivitching center

he gross-bank switchi center .returns_.a response
colledf off S RenionirullanrERev hin Rt ohed BBE PF fipg, and sends
thetnhe tizaiorespodids Aguiiguilsysignsubsystem Wien the

response to the online transaction result is not
[0052¢ e papdingbyt tie aequiningeaibsystem, theconbiae irasagiontresuls advibethat was not

nmﬁ@&fé%ﬂ?&ﬁmﬁ%ﬁhﬁgh&%h&ﬁQ&%QF}0 resends the advice of

the online transaction result to the acquiring
[0058D s Prefeesblf, Othe ardnbdttibre desult UikR@Mmagdn Id B8NS -to [tBO28duiring subsystem

Preferahly, the nmethod for secure online paynent
ﬂ“@ﬁﬁ@ﬁggﬂﬁ%W§F?g%s; [0056] perforning, by the
[Omgsﬁl%eb@ﬁg ﬁg\ﬂutlé: %’uﬂsg?t&%n C&stindés! rg'lee gﬁlt%e Wa%ﬁ«l:t%na reisult with the
redefined perio tinme according to a transaction
autﬁ@élmtiomi rezuiti and thow@hhdldingvnisol, dnderapsmois the ankne trrtsadtion gesult to

t . [1. the online transacti esult .
e Bt e L D 3 b BRR R g s
trargeetaa iddntifieatibo codeethe oan dsldendintigalacsstitd the ostlid $xBdaean result to
0057 n e acquiring subsystem the online

sendj ng,. F t%

ﬂwt?%ﬂ%%%?ﬁ%ﬁ&Fggﬁ’¥a3 vice that was not received to
[0060F FQREHARRENHcNGedBl FREHon WibFildLa rhddbBlor F:;E&lfrfﬁ roﬂimeypayment,

the transaction result information is sent to the
COmyEHHIg i ng subsystem 20 through the foll ow ng steps:
[0061] (1) submitting, by a card holder terminal, an order to a merchant website;
[0062] (2) initiating, by the merchant website, a transaction request to an acquiring
subsystem;
[0063] (3) establishing, by the acquiring subsystem, an interaction with the card holder
terminal, and obtaining card number information input by the card holder;

[0064] (4) transmitting, by the acquiring subsystem, the card number information and
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[0059] the card issuing subsystemconstitutes the
online transaction result with the authentication
esult and the withholding result, and transm ts th
P (?rlgﬁ%': transaction result to the card hol der ePf 91'35?1003403(3
V|a Internet, wherein the online transaction result

tfﬂﬁﬁgﬁdﬁqﬁ%ﬁgﬁﬁﬁiééﬁﬁqu{'ﬂgm%ﬁ ransaction identification

e car érmnal transmts the online

[0065an$5361 4 &nd fs@.ﬁhg institQion’riekRdnding W fhi: 0&kd HUMBHHHEI ¥ bard issuing
I.nt er [1 Furt hernore, the present invention

insfifoR Best st Pepcion U7 9T edoe rgyIERE, by the routing unit, the

car@ ONIM e itBimaBR G thd krafisfidd tdHGhatiby & acﬁcgrltgoahﬂ%ncatmn and
term.nal, an order to a nerchant website; [0062

authofizafion ?‘Hbconﬁwoﬂ‘ﬂfég toethe PRI fssyigp istilations t r ansacti on

[Od&?agﬁa 1{1 ng,g’ ijf %lhsr(eecl:ug q%ul%l%n cda%éjﬁ @éﬂﬂg{“ tgcﬁl]un 21uthent1cat10n on

theicatddrollet;i on with the card holder termnal, and
0 l(lal ning card nunper information input by the card
[0G81l a R, Wienoba putpanticeliomsriasteringorfasginghwitidioling brghe card issuing
sub%%@éﬂ%h@%tarhﬁ%a@ﬁﬁéic%ﬁ@ﬁ{ .information and 9
Giginal Atty. Dkt: OP76100340SG transaction
[0068] o(8raf tho mequiriay mbsr,tstengdmasmbt ree €06 e dnBipe trinsﬁ:t@ﬁrréhult within a
e SO e gy R SR TIe RS cbpirelise contmation advie
to theitdré Bbnif@iibeysienntia aufd@ﬂbmﬂ@ﬁmt@lﬁngfﬁaﬁer ok & AfuiAE hkit; N,
by the routing unit, the card nunber information and
[OQ%& {D aeacterdiving o pyrghase reonrmatiow edvice, ythe card issuing subsystem
0
seat evor i M0, SR 1 RTME) pERbLRIAS Wit8ling s
perfiemed rrmimglg agyeptmge isfometianto she deguiting subsysrenand

[0‘%{' dgg’ﬁﬂgf&ft ‘iml%ﬁ»g&ﬁ‘ef ReseR irviaor g%%ttheoﬂqlwmg adyatnges:
[0079] f @h Sﬁgeﬁ’éﬂ Jﬁ@éﬁ%ﬁ' r?ql(gvnpééo% I?J?aéfsf)gffl,t sé ?Salt“tgeg é’@ﬁﬁ& (%%@ﬁﬁéndlfferent

and returning a transacti
transhesiongopdes may psllﬁ‘bmytmmmtmoe)s thistplatfooei "Rheretfdsre, thakdcheical problem
of &w%g’l@ﬁ: toh X grz’%%%%t}to}l rocess i re oru?cqae ;Im%gd erblgotgffﬁgﬁﬁia %eanwh:le,

nme, sen e acqul ring supsyse _
accordnfg tp lﬂatpr@antdnimnnm atsecutibeplagirchuiitsis amrmecsmllseysdqemng lititution,

o B BB BAB A, 58S e ARGt o,

- Thaedferes szcutityés ravided. Ssui ng subsystem searches a

correspondi ng database; when it is found that a
[007g}  Ehg,presenh dnentiomstoyideg aj rsalizpble postewr anddmethed domsaegre online

pay?x%%f_s}gfi Qﬂclgﬁ tﬂerhﬁ.l%%ﬁv%h&ﬂ%ljogess D& @e Mc#lﬁﬁgg gf&@é ?{ &Mbined into one

npar e e prior art
paymepeporesh Tas, thhgrdcaisingvipeg! eftthe payages is ln@ﬁﬁl‘s—éd] anfihthe utilization

ratqggﬁﬁlgrbgll ¥e%91§rlce§ni]s ?%'v?f SMostpllrn%Enfta(%]q:ng thap the card 1s|s]u1ng institution
forwards the transactlon result to the acquiring institution via the switching center actively, and
existing dedicated network is used. Therefore, less time is consumed, and abnormal condition is
reduced, so that the case of single side account may be effectively reduced, and the transaction
success rate is improved. Furthermore, according to the invention, the information provided to
the card holder and the merchant is whether the transaction is successful, but not whether the
authentication is passed. The transaction success information obtained by the merchant from the

acquiring institution may be used as the basis for product delivery. Furthermore, with the
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transaction nodes may performtransaction on this
platform Therefore, the technical problem of
Pcﬂéo.r%er ed online transaction process and resource
Pg may be resol ved. Meanwhile, 20 accor dffffigPitgOF76100340SG
the present invention, a security plug-in unit is

rr ' e acouiring.institution,. 0. as . .
mefHel AR Db BB B R PRbE bt aBP S B ifopation o
whetherdtha urbsctiornfsomunasifointo thd hesreaot, 8o i@ Ghwr fchzabBity of the online
Ha&r&\é‘indgd. (LVCE): 72] The present invention provides a

real T 2aBPEO% st em and nmet hod for secure online

[007RY MRBEordih g WAL thvERfonaUt B CHihOReREAC @&rﬁro?@gbr?gagm may be
wi t hhol di ng process is conbined into one 25 paynent
amgneed e $hat Thig ossithe tqprovids 9iumiforsp sremsagiontinierfasyfior fite vser. For the
q “ . | .
cr SR 8t 00 LB Ul AU 4 EHER i, b
parfigipafinggn itheserpasthanko switdhingnabeiestenh are tablerie aist thimmethed kd implement

CEULL | [ | tut] viathe.sw tching cenfer . .
onlh B RE Lich Bl 48 A8 ecte 2 ABH R BT LG Bvention
enlfiged. fwgthermdre saeceridimg  fosthe dnsanne, amimeradtioar wigh the card holder is
estagoglgr:lgebltn(iir%%;ﬁ% eA'i’g Ealf'l sgeg drlitx %ﬁ&g&? thaﬁ)gtg g)’bﬁiﬁtge ?%rg Sﬁ'w%%lzremﬁ)lrrggtion. So
it it avaided ahdt gnoBhdshid meschan@tngayi cbtdimhe@dichunfbdf b Fardeholder, and
theacc%%f d(lé,[%g.teo t he |.n1\4§tﬁt| oH, the information provided

SEPUTPHY CRUPEPAHER AT TUERE SOHRCEL, chant is whet her the
transaction is successful, but not whether the
authentication is passed. The transacti on success
i nfor mati on obt ai Beief Descripaon®f the DRawingom t he
acquiring institution may be used as the basis for
[004A} gHigpredds pseeipatirdisgramrshpyviag the styctuppeof an@nline payment system in
the BGde -1 gi nal Atty. Dkt: OP76100340SG net hod accordi ng
o thé invention, the card issuing institution is able
[0075] sPBigdret hés & nélefadt idiigrand showing er sthidRird 6ABSAKIri dMiné Payment
uccessful to the nmerchant, so that the realizability
Sys%fnlp RS AY%e  transaction is inproved. [0073]
0 ; . J
O e by aRBalio U b B, BRI A MBS BE Y paymen
systsosryPYfied hydhe VEA dempanyni f or m t ransaction interface
ser. . For

10072} ST ohess b ahoving s e ol s onlne payment

- syseHhRRySHBEd Se idvB@idaanks participating in the

cross-bank sw tching subsystemare able to use this
[00#8] hbiguneoS isrplftomephart ofhhimehqsagfreseuref anline gejment according to the
ividddpsaction, so the scope of application of the

present invention is enlarged. Furthernore, according

[0070] t Figuder6Vie Atflo@chal bf bitRdr dedthadbWbdube SiliRe GayHem Qb&Rding to the
is, 10 established directly via APl (a security plug-in

Invediop) {0 obtain the card nunber information. So it is

008¥P! f6d.tN . rchant s. obt ai n. t he
1008YP e 0% o He A S R U Rl PRl Pogpont system
impoened ihesed ay theriresest ohlind rymeatdystanetovididibg theDEkSey C@ahpmm;

gf the Drawi ngs 15 [0074] Figure | is a schematic
[00&Th gFighesth sk AghermrEc diaetin shawipg thenateliiertve phihreimproved secure
onlhY phyifent fystem based on the banking system provided by the UnionPay;
[0082] Figure 9 is a schematic diagram showing the process of the method for secure online
payment according to the invention;
[0083]  Figure 10 is a schematic diagram showing an example of the process of the method
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the prior art; [0075] Figure 2 is a schematic diagram

showi ng the structure of another online paynent

ystemin the prior art; [0076] Figure 3 is a '
PCLeHEMht i ¢ di agram showing the structure of st {by Dk OP761003408G

anot her online paynent 20 system provided by the VISA

Conpany.. . [0077] Fi gur I.S a.schematic di agram
forss?}cgl% or%m'f {%a ar ]c?ﬁc?'ggigﬁ? g}fed?veflﬂ%l’secur e online payment
[003)4;5t BIURCOIOfAH Bdheln@tid h?agfam’ QR andidP 48durd 'ogllﬂ{ee]t)a@rdeﬁt process

a [low chart of a nethod of secure online paynen
accgrdingrtathegnyedtiothe i nvention; 25 [0079] Figure 6 is a

fl ow chart of another nethod of secure online paynment

according to the invention; [0080] Figure 7 is a

schemati c di agr . i.n he chitecture of an

onl i ne paynent %}%‘f@%ﬂsf'&g&%‘v‘)ﬁﬁ%@gﬁe’ Ei(')nrfn?ﬁwe pr esent

i . BLOV | . .
S AR b R e O
hj : t lPr QV onli.pe t

(006 b o o Pecra A IO U oo Bidel Vo RAFBY presen
trarisadtion Pagydes,[S0GBaR | allFofottié PreSerit SrafsabERICHBAds Garél LG @ Min on the secure

showi ng the process of the nethod for secure online _
raygephelationgt ervisied Byt e timventiony gt present, (1808 8ie Whiglr direpOiransaction
ol R G P S T PSR, e s swenicin

EPEEHORRAPRErify YonB QG SuBBht ¥k B Shstifition di
mot h(é: I nventi on;nfy[ 088(2%5!% Sur e Cﬁonlolg aﬁgc%g&ng?%sghg%‘gér am direct
autlsdnGudtiog adoduienrizatiel rpdanCemtnipayienhe Me@d@Htent of the electronic

according to the invention. 5 Detailed Description of
transpeiiof YR RO ADEREIN Medesinmarcome forthh &Vithihe spchusmpawhént system

o R R Pl 3 b 9 s
maglécﬁﬁéjfoﬁﬂ imahﬁh@ameﬁ%mmaﬂmgg,ytﬁﬂnmde& so that

of the present transaction es are able to run

[0087] t Pigast QG 16 Fi RAY IBRMicHPls Al LR RiP GRYE LG WY n e 1€ architecture of the
invention. At present, there are marnly three

sectre amee payorentl §ystendasordingeto, tha tnyeritfonnThe fegtitet alline® Payment system
sel| f-processi ng node, network banking center o

ac"%f&t'ﬁe&’t the dnyeation e dble( wapgvide| thiee tzasaghion ynadentirep| the acquiring

il SRS, TG SO RaL AL PR Ot 58 o

secteftl eahtRl Yinit WithéhticRondRyR) SRNBRL is@find PG iREGLIFRMhentication and
transaction, nore and nore transaction nodes may cone
autiiapizatinn Méden Thisescaee unltnepaymenttsysiyra tisdiudes a card holder terminal 21, a
merchant website 22, an acquiring subsystem 23, a cross-bank switching system 24, a card
issuing subsystem 26, a routing unit 25, an online security control subsystem and a security

authentication and authorization unit 30.

[0088] The card holder terminal 21 is connected with the merchant website 22, and is adapted
to establish a connection between the card holder and the merchant. They are usually connected
with each other via Internet. For example, the card holder terminal opens an Internet browser

and logs on the merchant website, chooses a commercial product and submits the order.
[0089] The merchant website 22 is connected to the acquiring institution.

[0090] The cross-bank switching system 24 is connected with each card issuing subsystem 26
12
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provided by the invention, the above three transaction
nodes and ot her transaction nodes that 15 may cone
Pctrodr.tah in the future are all able to run on this o
2%%rm [0087] Please refer to Figure 4, whi\BhPftgORge100340SG
schenatlc di agram show ng t he archltecture of the
secure online paynent system according to the
and walﬁmg spbsystere 23 sdudedicsiedilines, pragiderio osiablisbra coat;@t;mdbﬁyeen the
s ahl.e to e thr ge transactio

card 1saumg mstl 1%}1 aoti tl'gcad:awpp% B’)Stlﬁlﬁgli TS ank sw1P ?nng system 24 can

perfinf ao%lﬁﬁﬁ? S\M"t}g tH@&%uxrﬂEHMﬁhmhaﬁlﬁ' 8 GRNsSling 1nst1tut1 n for each
aut henti cati on node (card hol der 20 security cont ?

trangadtiona lihd erviss-batki mansmude)syamd of dirdonPag Uhagbé ﬁ&iptdduisl @Bss-bank
di rect authentication and authorization node. This
swigehing, i %ﬁ%ﬁne paynent systemincludes a card hol der
mer chant website 22, an acquiring

W“é’ﬁﬁas?@ ?ﬁﬁl@s au‘él%‘%ﬁé%%ﬂ Huluthogization ual 39ys pregngediin egcl gard issuing
1nsf1f31§6ﬂ NPhe LéQ eamt}%g caﬁ oalillhl hol“}gzlg‘%ﬂf 51,?%)&90 lieas% includes an

security con roI en1an
autBeHtiBRdhi B0 W Qélﬁ)rﬁufdﬁﬁftj/ ZathbRRatidd tor3fe 4R }[omg%d an advice -
The card holder termnal 21 is connected with the

subupit. cTiErﬁ_tdee Isebungt 28ns amdnlire tedsaotiedrestlo frost tblréssh ofl the identity
autﬁqo{@gaetiﬁléj%&gbetqmg ggnq@&t he ﬁéégr I{%ﬁo{hg esé%lglnﬁrd@itﬂeg\pgg{ogha?lg tauthorlzatlon
um{ QITICP [H%eltesullF 8 th%xﬁmoﬁll}%m the acragi E?ng sul;s?eésfr%gr]n na‘r}ld Oe’rjxlgﬁ éne online

I nt er net roms ant
nm&m@aeaumt&mm-a%ﬂ&r t@ﬂ’rﬂﬂzﬂ‘ﬁa Iﬂféﬁheﬁme ts the order.
[ 0089] The nerchant website 22 is connected to the
[0092YUThd R@itihg Shit D3t t@es thdQrah @R8] mbies £doped-tHadilerent card issuing
swW tching system 24 is connected with each card
insiityterisag welltes et @mu%qut@awa]@pr@eMg protedureRiotresponding to each

761003405G d bsyst 3 de t ed
BIY 08 & Aecreies erepar%geﬁm pde ot Aot e eEARE Gl Tsuing
insidfish L&SMiOtd M8 b dUilnRr 20k a e C&WOHI ggocess&% according to the

instituti o, The cross-bank swi'tch i'ng syst
propstihgprseadmeount i ng with the acquiring institution and
the card issuing institution for each transaction.
[009BF Tiicossd haning tsubsysiamt 1601} RMyseL o pérfddnl WHRRYMBN¥ccBRling to the
adopted as cross-bank 5 switching center 24. [0091]
ordghe security authentication and authorization unit 30

I s arranged in each card issuing institution. The
[0094L uFha griline seranity eantrobribaysPistddepted bt ¢stadlisnim irgmacsion with the

nclude ent j.cat subuynit, to r.t or
carg 3k apd R R B e PSR E P Gy s S B o indicates
ﬂwaﬂMh@%fﬂ§QQ@HddHThe advi ce subunit forns an online :
transaction result fromthe result of the identity 10

[0095] hEmdt ifo%ﬁﬁ% Qnkt P8 Is{REsMRE chPdspdriitnCRIMN BeREn B f}ﬁ@ code of the

security authentication and authorization wunit and
card hemlbpee gud the efirdtissaingiindihoiod thgtransadtioe neale ddépsaibyngch card issuing
subsystem and sends the_online transaction result to
institporcag el as tactouting nformptian of prosesinggirocefug ngj‘reSpn@img to the card

155%%3;:& it Whe%qh Ea?cﬁ ?s%ul%g ?nsﬁ&l?&? ggr}espond%ogdtgsfhe ca c}? number adopts

ere card 1 ssul
the direct authentication and authorization mode, the corresponding relation between the BIN

and the routing information of the security authentication and authorization unit 30 is saved.
When the card issuing institution adopts the acquiring institution seif-processing mode, an

indication of acquiring institution self-processing is returned. When the card issuing institution
13
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institutions as well as the routing information and
processi ng procedure corresponding to each 15 BIN, so
585,10 determne the transaction node adopted b%’the
dorP&ponding card issuing institution accor diffigPtigPP761003408G
t he card nunber received, and perform processing
according to the processing procedure. [0093] The

corgespndingsiai the card iwynderesdop® the card dylded stcorifyerohtyolnunit authentication
it hhol di ng .accar di to.th order. 20 [0094] The .
moff e g TSRt b e i Eiys S o feyamed. The routing
€54 AR} b&RorAbrbHhnaldnd Bofidubhei i i
un%ecei%g thqué%uri?§gin?g@%%??%ﬁg%ﬁﬁgﬂg?gﬁ%%%ﬁ?gﬁgmgﬁgnﬂmde
that @rsdppootedeTheatatingnaitQatie ssualli proivided by b YoderdiiRe ir&tufon, and may
hol der. [0095] The routing unit 25 stores the
be g grryige ORIy O BTVaE Vhigh bestthewntingBngiay. code of t he
card nunber and the card issuing institution, the

[0096}, , The priys seiey eangpt sdsysiemeieldess eird heldersgeuripseontrol unit 27,

' ' i .well as.the routing.informtiaon o
whisH3: adellledd0 88, ooy Morsian fioeBing S Gerpl it parg hotder.
Thé S8t Gk foMatiodRicatiRethe dctltity o7 Wetdrd Kbider ndiudeeard number and the
corresponding to the card nunber adopts the direct
corgpspdndintgi posst wond. Ahalscanrth of isadht seamityrbdermatibe is directly associated with
correspondi ng rel ati on between the BIN and the, )
the sgaprith gt the f‘@*P}?eﬂWhB% PRMenhErgee dn theyprion ericthe reseition of fhecsecurity

. Is ks A [S,Save VWen the card jssui .
iR SR D TR SR pg R FURRRS (b Sl Rbider i
perffintd BY Ak mSicRsht WRBSite. Pacadle NGk MR ImAGHY Wetile cannot be
institution self-processing is returned. Wen the card
detérggnddnand the séautityi thereof i nRGTfDidng i thedecwity ywf tHokthole online payment
QP7610034 rresponding to the card nunber adopts
Ser‘(‘ﬂf'elscfﬁlﬂl%}v% f‘%}”é ?'? tecgrurtty informtasion ingigating therdentite ok the gard holder
LLout [ r Bt | f, the card hol der .
al 38t b B SRR ko S Bt OB P P papprora. s pus
in A& cadlyissRiipf AbYsiRmOTY, 8B0EL10 &2d hEKIBT deBtkitd lai@BnREGAT i) Yhich is
to the specific transaction node that is supported.
adapied to tegeiverthe gedurityibfarmatirsuiaput y tlreonardlizdddoyshauld be arranged in each
ooperative instifutj.o and may 5 be a service )
card {500 S em 261t 1 iRl TRalemeHcandl ow g AdHBRsRst. According
: ! ' I I hel udes
to 40 AR AL Py AP SRS Lot SBDACH piy BEXRLAIL IR S Rapted 1
reslo@ ph 6sbut Qhdi €6 @bRricAebyS AL Widl Ea¢d 1HALRE Bt t@bnk, . CatdbRshing an
. the identity of the card holder. The security
intgraelive raerface andhetifely raceiying e sedenity iinfornadtion lixgpuc by thetvatddeider. For
inglu es %ird n%gberLﬁnd the corresponding pass word. =
CXaHPE- SUE LRIy Coin Vaahay ¢ SStabiehss nalt | WHNG sSegrity cduthpntication
[ | : AT " . le _onl.in P
s ESAEIGUSH I b KRS SRR by Glidd i e LB Mnentcaon
subbyyecns ®Cdbidif the stdkigy iftirieEon iplit G ke @rd Rdddr A8k i8é Béurity of the
the card holder that is input by the card holder is
whele ke miont prégssaie esatin enhwetsdli FatheBegrauwetht bad issuing institution
val L dity of, sjte cannot be

endydt b5 MR TETS0B Y JoLRoREORD, tfgficaton wnit respectully,
Thététy! TafgeSRfount dPerR e b Eefm i nkl) B WPRL&: 0Nl | ne payment

[0097] In order to improve the security of the online payment, a card holder sccurity
interaction unit 28 may be arranged in the existing online security control subsystem according
to the invention. The card holder security interaction unit 28 is connected to the card holder
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service is relatively low If the security information

indicating the identity of the card holder 15 that is
m#c%“t by the card hol der, such as the card nunber and

h g'd%rrespondlng password, is put in the caffy Dkt OP761003408G

I Ssui ng subsystem 26, because a card hol der security

authentication unit, which is adapted to receive the
Secﬁ‘éblﬂomf?l Unif2Gr $epasi to meceiyp the mswmé indfannditibi inghetr by b oartl dholder via

ed in eac

d 2 .
i DURFEEE Y sitEhant 24rtad PeYoREadherrion T G tepgpaton, aer
trar%ﬁﬁﬁithg%ﬂg pastsgfo;dhﬁfdrﬁ%l? b the &H1nQ rﬂam&tstgcﬂilé b %’X }{oldé:r through a

control subsystem nay be arranged I'ch
chad@elrtkes @ agecedoni Ssue that is concerned by al | the card
Issuing institutions, i.e., establishing an
[0098] e fracthenveoidnt elichathe cad hokief tltgradtetth \he\@rd hélder security control
security information input by the card hol der. For

unip 2dneesard helderpispyriin sontratiinia2 Lsingn ey card guabdri tthés card holder
secgmly d&?erac'c% lll'l rulngtyQSai?l ts tequllt :,] aw B?lﬁ%b% tﬁ wbte%ﬁﬁq?qi Bmt 2@ sends a

I'ssurng 1 nsti
dyrfid bastswoﬂ% hedtirg %B]d@ﬁthr&igh%y%ﬁﬁgl bt @sba%}eaa &P advance. When
security information input by the card holder, so that
recmhmgstbc dyndnyic phssiviost, e vdnd lheldenlripos thapmintic mm@eﬁsw the input
reatly, enhanced. Furthernbre, on the card issuin

intstface prtided by B ard; holdeg sperity genitol ait g, st | eshholder security
corﬁlﬁ[ qu 917 g?n{ds RC fﬂh%t i} o%%ttn)% fieta Eé%g lﬂﬂ i %eﬁ]ér S%?e}gl%gtg)én 1Yn'it 28 for

autﬁétﬂbﬂ:ﬁ)ﬂ FBQ@%plé Nt @f Q@t&nﬁlﬂed Wﬁétﬂ‘\.’rethter’(ﬁrn%ﬁféuﬁa{sts\)/orgfln the input
the online paynment, a card hol der security

qumm@malstthmmms tthez&ssmyd thet iaserangthe cand hohler faxdugh iothgr channel. If
0 secyrity control subsystem accordin 30 to the

yes é‘H ceiffatiah i Rasiedr dbaraise, e avherupation is Filed Gavtai: the number

4 PCT i nal .
o e o GRS, RIS FPEDBAGH op B, G0 D08 s o
WIdg ﬁa&;W’o@dJBj' ¥RidefNe TPGa&O bkl he FRbliB of tROMithdW¥icdtidR, a period of
card holder via the card hol der security control unlg
val@ity anaol bp eorfftguraddont thedymiamid passwdrdr t he i nf or mati on,
after transmtting the password information of the
[0098] i hke mﬁ}/h@d@r tcrmmaﬂl &1 tagodndetddde thet therchaghwebsite B2 niadhternet, and

that i,s a g %0098 I n ot her,words, when the
mat) el BEETRE Q7 6t SOMEKU Y RoaT ASTHEN BUFYSUEE o9 v et o
A
dedgc%ﬁdﬁglt;s w ﬁg% %%h éls.grg ‘ragcsé&g]olggi‘ ﬁqg ﬁﬁﬁ%ﬁu&gyﬁ;&%ﬂﬁi 9 corresponding

secBift§ plighy unftt2Ori@Cdn{igired Bort eadBadquiriiy, insidioh REcHdhgl to the invention.
hol der security interaction unit 28 sends a dynamc :
They sepavipr plugdn Lhié 2Qamay henngetr wtth ribe gtrrapaidingnadquiringt subsystem 23
reed on.in aqﬁﬁnce VWhen e|V|n%@the dynam c

dir e Yol b HERRSEA R by AEHII ISR 24, HEr%. IpEbewsre a dircct
intdrQtibh @ﬂth MR Lard lélélltt&fnﬁr%,ggl g %E g&&‘:]@f @gc%rlgr C;Elgg %n unit 29,

security COﬂtI’O uni t e car er S

Theeauqbitiak subzivéterd 23 SeilGedidigo ltlm)éa‘bsslﬂafﬂ@ é\m@dhh@rbeht@r 20 6ia a dedicated
card holder security interaction unit 28 for

_1111@@@{14161%5{3%@ plig-iFurit 8% anap|be connecicd tel dteeontingeehisdferin@rdedicated

sword jn the input info natlon IS the
ine TS0 P GRE GG brsem 20 & Eeinetted tahe Eischanls puithing centr
24 VR PUGHcaRidNRle. SRR card fissuing institution adopts the card issuing institution
direct authentication and authorization mode, a security authentication and authorization unit 30
is arranged in each card issuing institution correspondingly. The security authentication and
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- authglicgpmipng @gihiprizatign upis 8

yes, the authentication is passed; otherw se, the
authentication is failed. Certainly, the nunber 15 of
nggps for input may be configured in consideration of
4Hd9%%se that the user may input a wong pas&ifoPH: PR761003408G
accident. In order to ensure the reliability of the
aut hentication, a period of wvalidity may be
autheypdatig e 30onax he develeeil dypths sandr idsuifg0BO@tickh dirgdlydor may be
d h Id$&)t§&ninal 21 is _connected to the nerchant . . .
CYRIPET (% P3N, FUTRARER PRETT, the RPmIERP Abflicned 13k ingigution. The
secftyPh@hGRBRRAT £ Ltn@BAGAWhE 'jﬁgisséﬂpﬁ%%f %[lg&% of e card issuing
Internet or 20 dedicated |1 nes. In ofder to ensure
sultsisters ERU BN omfecteth ewilic Ghd TchiddisSWRS KEbs§Er 326 Jdirectly. The security
correspondi ng security Blug-in unit 29 is configured
romr¢spondaacioredéineprd swihg institution may be
i nvention. .The. urity.plug-in ynit 29 npy, conpect )
ool Y 1B touppe Gyt ng KB Pl dilpegS Tun gy ial security plug-n
uni€ D6 §6&ting, R 5TRY sREriA JdeaEhiibA aﬁcﬁ&ﬂ?&%&koﬁf UM 30 may be a knot on
subsystém 23 directly. Furthernore, a direct
Int¢rné¢tearelcd @nnetddio tdvh camrtdideotet@inal 2 rvia hedme? diraaly. be
establ i shed via the security plug-in unit 29. 25 The
[0C40Q1iThe segursty (pdagsih @it 23 may beapigietied SertdieorGiayIR-iDdRinented by
switching center 24 via a dedicated line, and the ]
PIOgEEPYINE 91l B“Ie &Bpllcﬁtl%ﬁef‘@@ thegrigieal esirinersubsysiomy e security plug-in
. | [ 5.via.a dedicated line or Internet.
mnE%%%h@gggﬂFgguﬁﬁn %ﬂSSysten126 is connected to the
| |+ cent.er, . 24 via a dicated li.ne,. .
oo eRAA Slleh R EE istait EugdsriEm HENEG eyt Rscadon on
thel &t wh Shitidted rDBrdefliraRedicAULNRN WARh 20fMbafthate merchant of an
aut hori zation node, a security authentication and
acqairinigonstitetianos regitered On@chans irdomnatige df this e@chawtas dtored in a data
LssuLngFinstitution correspondi ngly. The securit

storing Wit Erchgpsrahantprgsesses appipueymegihagjidentityysuchyps merchant name or the

0 . aut hor.i it 3 y. be _devel oped

P %Etg %eg%gérgﬁ)ﬁdlsn?u#ngwi ﬁg{c@ﬁtw‘gﬁ}tedi 9@%? Iay o e(r)c(rij’a%ilmtgazes an_ order

trar@estidh ARQEst) YheO bR hart QIBA @SN MR petfhien fRMMySSIRAKion on the
the card issuing institution. The security

merghari eerording fodhe merdhamtinfiomatien indhe datd 4or3@ unt. ar r anged
outside of the card issuing subsystem 26 and

[004 83 b¢araation contrel henite avhichi &5 edaptpd stobepgdle the 2dataliekgangey with the

The securit ut henti.cati.on and aut horization unjt .
sty Jfepaten Y ?’ﬂ@ert Rl "Ry PG a9 sequritit pasolpjt and the
_ . e . 5 .
iy SRR St 4 90 R Pyl U i
infatfiatior?8f theRUhicRGtidHbjcclD(nidichai EFebsité, YeaRllhd)@R téihihd] Oduting unit,
and authorization unit 30 may be a knot on Internet,
andzgeenrily eutbentindlivneadd evtherigation unit) ah stell @s titegnteraction Rikeeing process.

For!zgpgagmngtgﬂér g?eg l I O%.Il 0 19%}%?1 g?e %ﬁ%bﬁ%@%ﬁgé L}%\éﬁ%&,ie%he routing
infdRhatid oPhe e RHINY t&ﬂgﬁeﬂ s gﬂtmn% i Sﬁ%%lsya%{i i Polild® sent by the
' u Ty Pl UG R

original acquiring subsystem e secur
mei¢hirtt, amd yin imehetida withehd @id RVWEGs ssbdblistied] Qi €lLobtMa k@Rt number
_authentication unit, which is adapted to perform
infgrepatian efthesenrd bolderc Bae eard mmber frfonmestiomafithe wird hokdet imt the present
trarﬁgclﬁgo’ﬁ %ﬁ{)n%l%iglg%% %E:l{t ?onthE: ?&Jlili%z tuhit,vz‘}vo1 %Q toaob%al{rtlJ T re%lutrﬂlglgt?cation type of the
transaction and the routing information of the corresponding security authentication and

authorization unit as well as the transaction identity code. When the result of the transaction is

16



10

15

20

25

30

acquiring institution is regi stered, nerchant

information of this nerchant is stored in a data 15
PC?%%nhﬁg unit. Each nerchant possesses a unique .

merchant identity, such as merchant name or t fily- Di:pP76100340SG

nunber corresponding to the nerchant website. Wen a

merchant initiates an order transaction request, the
receispds Hanetusnedfie Hheinesaghapiivehsite. apdsofax m i dent ity

aut hentication on the nerchant according to the
[00103L Rata storing ynigethiehisiadanterbtogware date.drei. tpreimictchart Ggfo@@tion and

Interaction control unit,.which is adapted to control .
nece e i of e RS o s 2 e T e PR 8 irlpusaction
ideh@ll d8de Jresdiithatacti&PuUt i ng unit, card hol der security

control unit and the security authentication and

[0020A] AhéR{ch@h WAHT rABmiskRA Bf e WaEdh QD LIGREL Ob ?@f(grm security
saves the routing information of these inhteraction

autlyjieatios ofinthe dixarpackethsidiesd andrichnbroitidér Edchrtimenahen performing the
ro%ﬁing unit and security authentication and

dat%lﬁ)f

BRGC AN RfRer fsvicss. At ISPeuply qomEol showldhetnegirmed. For example,

[ [+ : E I en _the.i.dentity
vt AORTAS PEASETS, o L AT P L8 Bt o
idesfty bith@tioRidnQm Hth pdifesatita Mplisl REritieso gl whe @B h@hdidation is
fromthe transaction request sent by the nerchant,
pasggpdda symrettiekeyclhbi errypting thetreneatich dacl isleegotisted. The transmitting party
eﬁ%ablisheﬂe SO as to obtain the card nunber i
usc feSYRAEITS ey o YR shadraisacyenr datrapd sead dhornerypted transaction data

' . i the. ¢ 0 d.the.present .

to hEHRET . The o P Fort ML st BB S Bt gy, enervees

resids@dats vithh&syninbigic el AN htGAs RNercHPRAOEsHoR® data. The security
transaction and the routing information of the

plug-isy et B may by adepted As thedtanbrentingomarty,oor madasthe receiving party. The

ut.horization unit as wel| as the transactjon identity

authegHertomARH I RREISIEE R iHfatnheinicharge gk e geeurisy copgrol durmg’the data

exchinke O i gi nal Atty. Dkt: OP761003405G received, it is
returned to the nerchant website, and so on. [00103]

-[OO%MEQF&Qgin %%ﬂth%fc%ﬁbni sﬁcc,%gs@lﬂtrr?eq%?tgg, Re 4§ h&ﬁérgsg(f'ugity control

., store m ant I'nfornmation and~ necessary
unif 207 trirRits @@Usctdrity Phivgnation iiput by thedidér A@htal@assword, to the security
transaction, such as the transaction identity code of
pluge unit 2anWhen iresaiving the Getwiticatiorh &iled owessage, theadard holder security

conksbiRT o] el b sl BHET bfvabe ey Seiml vl unic 29

- direRf] i IRSE ts@&llrinﬂﬁg-iﬁ i 29N o %s&{l@ntc n{:%sdl such as

exchange wth othel devices, a“strict securl

- retusinglh chetvagee niicanerethnt fhar the idenftl of the R BE&ls Sabadufthér@nfrmed.

transaction to the receiving party, the transmtting

[00p08) Thepriefnal smiciare ofl adeetbirédy/scautith pRIk i aiit DNis@sdpidedabove. It may
parties with a digital certificate first. Wen the

be readilioptcubred o opes Skiledyips e cprt thatsgtherefepsille weays freay be adopted for

. ncrypting the transaction.data is neqotiated., T
iR (D2 1S e nd T Y B R b merchan
authieBeaibANBAC b0 thed altBerfidsticRE AN tRGnERsY Hﬁi?_cl_kﬁreltained in the above

transaction data to the receiving party.
prefeged racimify phag-inyundleY mpy be e td @hlaned fddl érlserehETERULiyGn the data
key,. encrypts response data with the symetric key
rangMEsiP_t urns t he encrypted response data. The security

[00107] Generally, the security plug-in unit 29 may be arranged in the acquiring subsystem

developed by the acquiring institution, and the card holder security control unit 27, routing unit
17
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plug-in unit 29 may be adopted as the transmtting
party, or may as the receiving party. The 15
Hﬂ%apﬁqtication and transmission unit is mainly in
charge of the security control during the dat &ty Dkt OP76100340SG
exchange. [00105] Wen receiving an authentication
successful nessage, the card hol der security contro
25 gyl qardlpldar sepsiniist isteragBors @it myy herrrangrianarservaput by
the user, such as password, to the security plug-in
[0Q08] Apcprdipg émthe evertidnngroutieg senven érmongalcied acdoading e the transaction

t d.. hol ity 20 control unit 27
o bR SEbR R Pt PR Pt ai€lage 1o 1 ne

i.tv. plug-i nit, 29, directl and then the
roBEhh slinB . Mt 1058 shgoRahs honBPite’ Bifubdifin by cach card
issth® G Ssten® URd) tHRSoutl i3l iHfoRhRbnend PR 8! Roddifre TBREHBAY
th%t tﬁse i denti t§uo 1t he usgr nﬁi@ds tc%t g furet herg?J ng (o the
BIN ofi¢dch vgd nump@0106] The internal structure of a
preferred security plug-in unit 29 is described above.

- [00110hrayprocossingeendi For diecusutisshticasion hmd eughorikbdtiod thodet kvhen the card

art that other feasible ways may be adopted for 25

iSSP SURRETEE FOBHTSPORding df ofhe SaAdnIBRSE radapso by Hiedt aicnigtion and
f oppl._j . hant .. aut.henti.cation.unit. .
e e e e e
cortelpdndihgad é@ardpfueiber & edus@Eur ity plug-in unit 29 may
be used to enhance and ensure the security in the data
[00t1rahs prosedsdg . unft GOLEAF] héfadtaealriny corftldPumie fdhdntiYatidh Webde Mwhen the
unit 29 may be arranged in the acquiring subsystem 3

- cardidesging prisitsient errespepding tegthic retd numbendoptsdht lverdcholder security

hol der security cqntrol wunit_ 27,.royting uni 17. .
corring} e feftfo g o che o oAt e e sty control uit
s rhgldgr security interaction unit 28 may be arranged on

a server. [00108] According to the invention, a

00199} & PRcS8ihY Shit ks &gﬂ%&- Qe QhatRodel issui

[ tr ajnsglg’f [ ong rrlé')desé,1 I;]atgr%ﬁ%@%@%ﬁ?%@g%%ﬁ?%é%g%nnt&e g?rd 1ssung

subpysasie ndrrespdtidirty fontht wald SiunbeOidRls the SLQLHRIsubBYstem WhE-Fldcessing
is adapted to store the transacti on node adopted by

- mogday g corrppondng aaquiring shssiers dscinfoamed ofithe procesiing mode.

i nformati on and processing procedure corresponding to
[004A2] Whenthsfbeverrutingsarvavisbemectpdith e agayring subsystam and the card

B L B UL 40 A o
ﬁﬂiﬂ%%ﬁ%véﬂ&\@g of peP@riink 8Gleu _rﬁ‘if%@ Pé i b Rfth ?J%;%ﬁgk card may be

aut hori zati on node,” t he routing 1nfo on o

- inceesed fortthe wat hent i cati on and authorization unit 10

corresponding to the card nunber is returned; [00111]
[00414) ddesisafieg, thaplocdse bf thasebuleaagimentseitibeiilystreed bisel on the secure
unit authenticati on node: when the card issuing
P RSY SEB B AP {yBaHIVAHIoNo t he card nunber adopts the

ﬁ@ﬁﬁ ?older security control unit authentication
[00738kC1) fAsardrholder fegminakwbmift aerderto @ meTchantavabsitder

[ control unit ..
[00% ?&WZB I1'1\1/e merchant website initiates a transaction request to a security plug-in unit;

[00117] (3) The security plug-in unit establishes an interaction with the card holder terminal,

and obtains card number information input by the card holder;

[00118] (4) The security plug-in unit transmits the card number information and the

transaction information to a routing unit, the routing unit determines the transaction mode
18
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is returned; 15 [00112] a processing unit for
acqui ring subsystem sel f-processi ng node: when the
chad'n d i ssuing subsystem corresponding to the card
umber adopts the acquiring subsystem sel f- pr 6®8¥
rmde the correspondi ng acquiring subsystemis
i nformed of _the processing node. [00113] When the
adopeg\hy theeard isguisg mydiptionsaceondingde e aard tumbise Itibe anqmrmg institution

L N R NN

autﬂérﬁ@ﬁfoﬁ%o&aﬂﬂ l&ﬁoﬁf@d’ pP&ess2B if Phrkdrie@i tl?engar& Iﬂ;@um% mst1tut1ﬁn direct

conveni ence of performng a Secure online payne
authéngicismmland awibionivatiotbmodd is adapasie prob@s Ctibpertismed. [ 00114]

Herei nafter, the process of the secure paynent will be
[00118]:Btocesséd based on the secure payment system

according to the invention. [00115] (1) A card hol der
[0012P}rdalWisnbiti s sdetamminedelry the souting aéntvitvehes ictrd; m@fber that the
mﬂ{ 00116 ﬁgﬁf«‘ The, mer.chant website initiates a

SPEEORATR Pagyiiwgtinydutionsietiproessing wgds, fhepuging unit notifies the

sec % The security plug-in unit establishes an
ﬁ?%tmn with the card holder termnal, and

[OUQQHPAQSTE@{eguﬂ? m_PﬁIt eraﬂﬁltu'tsq e b ?lﬁ{lmgé(r anﬁ% ecg‘rder information to
hol der 00118 iz%) e security p
thetatquidiy dubsyistetr; car d nunber i nformati on and the
transaction information to a routing unit, the routing
[0042R] AdetTi mhdy@Ring heubbysams aRtfons md@ubsé&e Cgmgeﬁsg bfaikself, i.e.,
Atty. Dkt: OP76100340SG adopted by the card issuing
perfasging: FHfeatcatior nd iapgjorizatiph @s oealldasnwitidwiding, fand heforming the card
ing i,nsfitution self-processing node is
hdg%{%nflghgngﬁ ss Ais perfornmed; if the card hol der
|t ontrol unit authentication node is adopted,
[Oﬁggggrssgsé%’l S perfor med; if the card issuing

S R T
auti¥nfic/Rh rﬁ‘ede[lg Qéc%@.:ld aebordmg%‘tﬁe cai‘@mgl?&e? El{f}ﬁgﬁﬁﬂ@%a{d%lden If yes,

routing unit with the card nunber that
thetrotingduformationofithe domespaodjug card doldes dctititlyicoftrol unit is transmitted to
sel f - proceSS|ng node, the routing unit notifies the
the§@’(‘:‘UFYR9g BIWBE in unit; [00121] A2: The security

qu #g hg}_unlt tr nsmts the card nunber and the order
012 B BemTlicaheurty PR Wt UaRemis e Gord WEpet i Pmpw 1o e card holder

ing subsystem perforns the subsequent
Secwcggtg(ﬂ%ﬁgﬁksg’el f, i.e., performng authentication

oo 8896 00, U5 LA P g o

(Pf’d 6100340SG

 holl¥¢rasfeasatidn to the card holder security control unit; the card holder security control unit

transmits the card number to a card holder security interaction unit, the card holder security
interaction unit returns a User Interface Requirement to the card holder security control unit; the
card holder security interaction unit sends authentication information to the card holder via a
channel that is agreed on in advance; the card holder security control unit receives the input
information, and transmits the input information to the card holder security interaction unit; the
card holder security interaction unit performs authentication on the input information, and

transmits the authentication information to the card holder security control unit;
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15 [00124] Bl: The routing unit determ nes whether the
card hol der security control unit authentication node
d9pt ed according to the card nunber input by the
"“folder. 1f yes, the routing information”#fDftH761003405G
correspondi ng card hol der security control unit is
transmtted to the security plug-in unit; [00125] B2:
[0042E] Béd:cthe iseoprip pig-imunihputs theaseemity sforatiomant thewider information
formation to the card, hol de 20 security conty ol L.
CEOFEIAY 20y Tspetaand pends dhe, eTeS? 19 gy SHTFEsBRRIding card issuing
sublsy RS Pk e dr&48 b&fX! tthnIABR Lubs i Qg,mat i on and the card
hol der information to the card hol der security control
[00428] B5L iR eREd hAl dRhsasEGH rshl?sérst@ﬁn Erfrmb Nidntin} @S Michfon and
the card nunber to a card hol der security I ntleraction
autlumizitiont heewelirad theo vithhioldiag fod thy tranBdceio® @dquesd nbdbdge, and returns a
returns a User Interface Requirenment to the card
ProgespiggfesWecurity control unit; the 25 card hol der
0 %Egﬁ’l ty interaction unit sends authentication _
[0g; WEESS6n to the card holder via a channel that is

] i n _advance; .the card hol der security control
-[003%168?@3 dhe, ad isang Histitution cerepspendingnto theprd mumber adepts the card
isshiEinst ks rd. hol der.security. .
s L2010 b 100 Boh S i Wb s o
card Mudb&Cinf@matisi hndo e fiRmbRtiay iieMdieatth At QBubdSwtiiRtdation and

information, and transmts the authentication
authgyizatioraunitoarrespondieg wahacandissieng wetttution; y control unit;

19 PCT_Original Atty. Dkt: OP76100340SG [00127] B4:
[00d g2l S2:CThei sequrity aghénticativhtang autbotiagions euitipérfoyms the authentication on
thei nrf ﬁlr@at'i on and the order information into a

£ MeMEE | on request nessage, and sends the nessage to

rrespondi ng, card. i ssuin subsystem yi a the
1004331, ATRRY P ST b on, Bo e D opiS aputs: stigser performs
witRlidd@fig;pank transaction subsystem perforns identity
aut hentication and 5 authorization as well as the
[ooMB3 08! @iRch@Fing BsI AN ARG HoP Pcki®d g?%&;liﬁ@ﬁ‘zﬁﬁg%on 3081t within
returns a processing result. [0012 rocess C
preddDied P¢riadl of tinfe, ithendsarmhrihastdongrraBhiativitd @Nthe cross-bank switching
corresponding to the card nunber adopts the card
cenfeg.sWherging the eplingt trappactipn essult dntranspiitied di the seenty authentication and

s LB S0 0 SRR S 1

holddt @Ml {0QRe AQuAE sHRGHEMT Y authentication and
aut horization unit corresponding to the card issuing
[00H ag} cs:uww{h'-ecéi@igé%ile]pﬁaseT&%ﬁﬁﬁ&iéhlahyic@ﬁbmﬂé bo8-bAR switching
and aut horization unit perforns the authentication on
cen_tehdhc eard idsuing enhsy§t@0 k&2¢heCe drespohbiag dutibisat Waat itanfound that

I s passed, the card issuing subsystemperforns 15
thevﬁOfTﬁWQPg‘Pg] d\,rlthholdmg is performed, the acceptance information is returned to the

acquiring subsystem, so as to inform the merchant.

Pleé;brr@

intc; A
uf

[00135] Following step may be adopted as a substitute for steps C4-CS: the card issuing
subsystem transmits the withholding result and the authentication result to the acquiring

subsystem via the cross-bank switching center.
[00136] (5) The acquiring subsystem informs the merchant.

[00137] Based on the above online sccurity authentication system, there is provided an

20



10

15

20

25

[00133] 4: If the acquiring subsystem does not
receive the online transaction result within a
c%redeflned period of time, it sends a purchase
HETY mat i on advice to the cross-bank switchi Al
center. Wherein the online transaction result is
transmtted by the security authentication and
authmtih@iqnmhc@mcwding taothe freyetiomdPlaask: defer to Eigurand Iwhichas a flow chart
fInt rnett and t %éansn1tted by he card 20 hol der
0 eRlga l?lbmff'ﬁa %&a ‘iﬁtﬂéhes‘%“é%? %‘@ﬂs&q udes:  \When

S e P g e b 0 e o p G
wh&upﬁmhmsg{eq&%ﬁleg Q?oﬁghgﬁ)grﬂ&m'o@ah %Ifdgfaﬁfe? -and BBivink, by the

-is found that the corresp ng wt

secpeétyfpbugaie dinit tth@caﬁtﬁlﬁﬂlﬁe’ﬂ i ayiff @ tamabton aduhtghpit B thelc@rd holder;
the acquiring subsystem so as to informthe

[00188T ihn¢ard BEd4rO6LEIm] thd-mlelchait R@bsitcafe dElyitehRt BeRkLRs@Bed on the
a substjtute for steps C4-C5: the card issuin

pergQiBk (s Ak (ChegsehR (ComMEECial; nrmh@t cHnd gron@mnsl andagwbmitaethe order; the

me ﬁéﬁg{é‘oaésl%a%ﬁ\? ds tﬁs ul éhﬁ@e g%lct %f%g{ @)@' }Sllt{,'lglrlr‘g \a{nda fransmits
the 324t ihfoRBatidH RS Xﬁet &@hﬁt?f}ﬂﬁglﬁ A€ TR &R aMder EYMRHds an interaction

Based on the above online security authentication
witB ythd earyl hpkler eccosliny wvihd edrdalhold& Ond®CGlage) argli rRadivet thy .card number
Dkt ;. OP76100340SG aut hentication nmethod according to
infqrpationipavithy he card hoddes refer to Figure 5, which |s a
chart of an authentlcatlon met hod accaordi

I
100y ABY S 02 rensatnrhy dhe G Mvin s he [ce@urgg}beg the 2ard holder
mﬁﬁﬁ&ﬁ&{bﬁﬂbﬁqpﬁgr&Q&%ﬁ%§&nﬁﬂnﬁetmeen a card hol der and

a security a merchant website :
[ h ard .hol de .

[OO?IEEEIS@?] aﬁﬂgﬂﬁgﬁ 3} @Egg{?&édl? sg%urllt S%n‘{rl?!] ufut 3 m{erac§8n with the
carhisTB&] rebVin® 8 g otk %ﬁiu't Byt BB MbideR) RitchBYdid 4 the identity

card hol der; [00139] The card hol der Iogs on the
of thepasth heldenyeld siansmitting theseturitp infermaBomtedhe security plugeid uoit;

t he ersonal termnal, chooses a comrercial product,
[003143] SLARF packesieg &y Shbsactisty tiveg-ioruér the tsbraritynimfarvation and the order

; bsite forwards the card hold Qpage to, the

in (ggl&%(m 1ln§p apiir'ﬁléa ign aerﬁu{:st MESSAEE, ragﬁ §§ﬂ?ﬁ{er§ et %@sacrt@@rrequest message to
o TP R S R e
[OOHQQ}:’@BO&%%%IH@ Bg %—E ca‘f@rl %lh‘%ﬁat I %n ! nput 1’61 g{i‘tﬂentication and

recei ves 't he car
autlgaizakidnodroee trabﬁﬁﬂﬂﬂieqﬁis?%esﬂag@%%ll tak g, wﬁbﬁhoﬂd]ﬁg and returning a

securlty plug-in unit, the card nunber and the card
progfssipgtesuli. nf or mat i on to a card hol der security contro

unit: [00141] S130: establishing, by the card hol der

Dkt: OP761003408G

- [003441 it 91306%% A SECUTifY paynagnt |mﬁtlmdam>wé¢ﬂ b e fofyentionsin which the

s TS B R B v o
usef & ©cdiddS the &nd h&iﬁéns%g&ﬁt& 'c&gro'i Bit, SRS Heh ke deBRY TtbinMion and

to the security plug-in unit
the order is transmitted to the card issuing 1nst1tut10n {(generally it is a bank) via the cross bank

transaction subsystem for authentication and authorization as well as withholding, All the card
issuing institutions adopting the online security control subsystem for authentication may

securely obtain the secure information of the card holder with the above method, and no card
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the; WY QREETT g ety

-seottify comieelr ity Tiph pdi gneries whethem

[00142] 5140: packaging, by the security plug-in unit,
the security information and the order information
PH”&PmQ transaction request nessage, and sendin%hthe
rafnsacti on request nessage to the correspond®hgtcig100340s6
I Ssui ng subsystemvia the cross bank transaction
subsystem 20 [00143] 5150: perform ng, by the card
holderssgPwiy guibenyisaiion unileasdy toybeagstahlished dmtheardaingiting subsystem. The
ut hori zati o n the.transactipn request nmessage as )
onfi P FieS By R R PO B o tgresponding
usdr et hoe ﬁ%%é430n§ﬁ}§te@ba9¥(ﬁdihg 18 V\tﬁ@ Qﬁd'uﬁrﬁ%exﬂg%% RO issuing
provi ded by the invention, Tn I ch the securl?y
institufionsyrand the connapoatingigidrinetiordiapmitityth®éard heldeamey holedfmitted to
himsel f, which is input by the 25 user, is received
theyfiprrespanding gerA dssuiwe iswigtiont Jurthermare| theanline seentity hemtrol hebsystem
L information and the.order.is.transmtted t.o
ma R0 bl o DT By PR < SRR o UeRrebhel R s Ry
o043 e 05, BN RS AR ] b otaer sy comrl
unikdpBiaRkdoM@ie cOhdeqlidhBesC gk prb&Suthd thall Ady! HeWrb@P (o the card holder
adopting the online security control subsystem for
secaty vontrélomiiti Therafoye, betmeenr deystepbtSal hanchB1 e dherecexist also following
i nformation of the card holder with the above nethod,
SPHd no card 21 PCT-Original Atty. Dkt: OP76100340SG

ode:@kﬁe{. @Ecur ity authentication unit needs to be )
[ B 1SASEFTY PIME R Mh Irpnsuvis iy erhayrabesignd tseordesinforreation to
the%%ﬁh&ghﬁﬁ’, 20hdrR 1RYBRN B Riofl! € to provide a
custom Zed service, 1.€., a corresponding user
00147 F47: 2¢ - kit opdli 0G4t AN cecuri -
[ r eq]l:ji r errlge nt%gM lgpeuJ? ﬂa gt%félﬁlly ésc g]gﬂ gtﬁl&s gh%i ﬁ%d 1i%rilcg,etri ¥ n%o,n trol unit
authenticdtion nesle e squptedi dagording @ MR LdafMunitRH inply by R G Kbider. If yes,
hol der may be transmitted to 5 the corresponding card
thejrewing wgformpriion wofi theerresponding eard helder seeuritmcomien] Siett i frangmitted to
control subsystem, may al so pr.ovide _a uniform user
rmfggioy o(fdf thie authegficaipnyapodegor other

hehBlkt:; i if E L . .
ey O S L K8 AR, B e

unigni t regardl ess of the consequences, |arge processing
| oad may be brought to the card holder security

[00d4 48] 2% [Thes sdcticity hey-iaf imiteran et svee Bard REmBrepBmRkibA t&ihd c&d holder
120, there exist also follow n 10 steps: [00146] al:
gln'iqasi héldercageds e piticipate in the

imtBfiton Bn fea s foMep i Rbb SPmi el [ 00La7] Can. The

s ' t i ther th d hold
10084 4 o Bl MG S P ot s v o adopt e
[ooflg%’{ésg Wﬁ&% uge% Pe%rlgﬁe”e%b | ng%’%ﬁ%lﬁg-ﬁbgn?{ g DobLder 5120 1

ou [ r
perfo@hégspondi ng card hol der security control unit is
transmtted to the security plug-in unit; otherw se,

[001 54105605 1 30 m&f fulkESinAVaN B! 1€ b ‘?Bld@p%mgtﬁf cBhfAS Cunit transmits the
y

aut henti cati on node not bei ng supported the car

carhorblesr t9 g cardthgtdee eectidtyt ihvierastbaruuiit, yndpthegaidrholder security interaction
unit returns a User Interface Requirement to the card holder security control unit; b2: the card
holder security interaction unit transmits the authentication information to the card holder via a

channel that is agreed on in advance; b3: the card holder security control unit receives the input
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unit; [00148] a3: The security plug-in unit transmts
the card nunber information to the card holder 20
urity control unit first, and queries whether the
Pcig(?”g'%ol der needs to participate in the interOor761003405G
with the card hol der security control unit; [00149]
. 4. The card hol der security control unit returns a
informatign.aad gpasmipssheinpyt infgrmapieario theeawgdwidgr sesutitly tinteraction unit; bd:

r i ] yrity plug-in.unit .is "yes", step .
the GFEEANEH s B0 uhi Bl Sncagordon iy Sy Ffimation. and
transifids WhtCauti¥niicaiBR ifFSn@AubR HRE c£8 GHIALL XoGRPES R0l HE. With the above
transmts the card nunber to a card holder security
stepsa ey Wentity rauthenticatiamds pdrformed dnhhd ded IwRRLLE the online payment in
di nt eli.Ecti og} unit refurns a User Interface Requirenent
advagce. [hereby; thesequgitst ofdheqenling fransaefionanay hsiepbanged. t he card
[de@%ﬂg] secur [ {)ﬁ}/ [ r%er action unit transmts the
a PHETHL i BAANCH HISrSAETTTS Ahe S5CYTHE PRIgHE Ut Mg alsgipgrerm merchant
j [ . b3: the card. .
e RGRRn ftrs phAREREH of fhe e BRERERLY Riin: HERaHGights. with the
mefRbdnt Quiabiss af thatgnirindsubsyeh6100340SG i nf or mati on, and
transmts the input information to the card hol der
[00468]) Finthernteg traCdeb@ity Whighin Wdt guilldyethe 2a RQIGEH establish an SSL

security interaction unit perforns authentication on
secpify ¢hapral Wit hermard belderasedurity reanieli et tpegforms authentication on the

th i cati,on, information tq the card hol der security
valffh R b SR e 2B sebiblS Sharnd pharedys o secire daa

trafeefif}pt i cation is perforned on the card hol der of the
online paynent in 5 advance. Thereby, the security of
001581 OHch i e QB :
TOGHSE1 Mich IR 1109 8¢ fnc Bruiedte R BRIVRRIRE cary RO ectily contro uni
showsi ¢n niwy badvaser perthercrdrbsldéiakiminalltix€nhdé Cakdi Bdlderl nRds to input
. .the authentication on the nerchant identity and the
inforaation, qbtapns gk BN ofjitherpertifisate ind dieaoard mimbebinput nf the bard holder via

L rin bsyst er 0153], Furthernore, the security .
- %ﬁ@ S Hodie g&‘ﬁﬁ oo el thelritifierie P00 iy G PaRosir eHectvely
bouRSHIF tH RE€EMEkiVMy BHANELe ool Snpfuf 59 tﬁéoéaﬂc?ﬁoléeg Gl itted to
control unit, perforns authentication on the vali di Ly
the gécuribeplogrirdurip otherwise ab hithamicaioartila@stadt ik #hesied to the security
channel for providing a secure data transm ssion.
Plugdm¥mi] Waen the validity of the certificate is

0 3ggiﬁ|\éed’ %ﬁge card holder security control unit shows

[09 A6 16IRE d g Ke 2 dagthodch fir rating sequran paymenads progided by the
: r eds to input 15 infornmation, obtains
mv%ﬂ%)gﬁwg}?ﬁtcwg&éer_t ificate and the card nunber input by
00188 200 el e Yo AR S S PR RutEE) e

er the cer icate and

ins@ifi@s buh Wdrictio NithGhe dakd hAI1GY, AH SRRt HR] YnfHAARG indléGting the

_information input by the card holder is transmtted to
identi{s ofthe garid thyldpt, wyichis inputby thetdastiwildee;, an

aut hentication failed result is transmtted to the
[0048¢1,$220y transmitting the security information and transaction information to a card

issuing subsystem;

[00158] S230: implementing, by the card issuing subsystem, authentication on the identity of
the card holder according to the security. information, performing withholding according to the

authentication result, and returning the authentication result and withholding result.
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plug-in unit. 20 [00155] Please refer to Figure 6, a
nmet hod for online secure paynent is provided by the
invention, which includes: [00156] S210: establishin
POSy°"d"%ard hol der security control unit consti t{t B QR/6100340SG
a cooperation institution, an interaction with the
card hol der, and receiving security information
[001581 d¥th thg abéne métieditthe gutignticdien qeoatsshalddibe withholding ipsocess are
inE%L.Q¥ the card hol der: 25 [00157] S220: )
comppifigts FLY tONR P REMSRILSHSF -t hersiPsr thet POReSIAG Prodnadhe payment is
. r‘ . - o .
el gARY BRI 6 i R0 HBE L 00 PBL potar i
coritol AN poaided By ARe thpetadentstidutioh colldde ifan@ifo HeRY different card
_according to the security information, perform ng
issying ingdnEensgand deayrcan algo payiarmauthgutidation orcthe digitalreedidiicate.
and returning the authentication result and
[00A60 Heteinafiey. the saetin whih pottifioatieyi i sadppr (he bBKs of the online payment
761003 59] Wth the above nethod,. the .
syoig BANPRLON 1 N[’%g ERRbe ] to s ra?ﬂﬁcaa%ﬁé%@e QP ghe basis
of 8RR sjsthPpRRPBY TRHNPRY HeqIn 2L RELAHIS $n 81tdgleto illustrate the
processing speed for” the paynent Is |ncreased, and
onlinegayhedt pratdsaccordibgtoahe inhentioesour ces online is
i nproved. The card hol der security control units
[00968) Pidesd rbfpr toH8gwe Gpwhiab isonschamitict didgram skebihgdie architecture of an

information fromdifferent card 5 issuing )
onling pRymeftspien mprgved-kasedemihs psssers onfivg PAYAN I RYAenEaeyided by the

VDA . o SO £, R o Mg . o

cationis
acq@itnk AbHIUAETY, a BHGiLR-RE Y Fegdaysuldes V&ﬁémmﬁw d hold
and theﬁgﬁse in mhiéﬁ nDdiflcatioﬁ f% #H e on the cand hotdet
sechutyicontrad funit Re The mhiidrhgldsyietrainal Bl omertaaht lyebditei30rdegyiriag eubsystem
taken as exanples, in order to illustrate the online

33, perying ﬁ?""ffr%cgaép% issuing RS B adeardpkder pashrity Tontd onig 3¢ may be

B, 51955 S AN o Py SR R o

coritrﬁplﬁrﬁﬁ/}ﬂinﬁba&&iivél%édhﬁ R @3Bt RThd RN AYSBRIVISXSWRIEH is used for
provi ded by the SA Conpany. This systemincludes a

establishingh g disterdacipmiwit 181 card hddes hianbbtuie bsctrity 3iaformation, and for

yiring subsystem 33, a routing server 34, a card
est‘ﬂ}%gigu%gﬁ‘nslms?%‘{% Wés‘tﬁaﬁ’eﬁ%ﬁa&w@bﬂ@ HePr ac@piing pybsystem 33, and

£ 4N . pard hol der termi nal 31, merchant
pﬂﬁgﬁgkgéngggggggﬂF%Qﬁﬁ subsystem 15 33, routing server

_ (oY ' - hol d [
. [00362][ fi?ﬂrt, tﬂe?'éak’dsgglggﬁ;%&%m %i%tlgfgg acﬁﬁeng%cgtg? ] Véﬂestﬁ&)u{hlet therchant

S
con uni t nodes on I'n C

welipite BOITHR 1RAAadt SIORHNLESI £ BaktQOntding il fOdnRiiBR bf thd BEMMBIcH] product that
hol der security control unit 36 nay be devel oped by

is tp fhe pursbpsed and the dorresponding orte suwhll as thelcam holr ¢drmiml information
¢ used for establishing an interaction with the card
““hol der to obtain security information, and for

i shin n interaction with the nerchant bsite
[oo@é&ﬁﬂe& ﬂﬁi ﬁ?rﬁl&ng ngsyg&é aggrrvl\qt%ﬂﬁbrmation, Sll(r.‘}'l as th\eI:VeIP address of the
card holder terminal 31, to the card holder security control unit 36.

[00164] Then, the card holder security control unit 36 establish an interaction with the card

holder, obtains the security information, and performs the certificate authentication.

[00165] Then, the card holder security control unit 36 may return the certificate authentication
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20 performng certificate authentication. [00162]
First, the card holder termnal 31 initiates a
Ptrra\nsaicti on request to the nerchant website 32. The
Y +YA%%cti on request at |east contains infor mat{toRkigPr76100340G
the commercial product that is to be purchased and
the corresponding rate as well as the card hol der
resulé apgl ibg s¢enufitr infaringtion & the @6rch@0 1edFitel e mpayt eeurn the certificate
rchant website 32 transmits information, such as the )
el S0 i oo optremaasy 19 apquinpg pypeystem 33 in

Coﬁﬁggﬁmggﬁgséw_rity control unit 36. [00164] Then,
the card hol der“security control unit 36 establish an

[0018BETRGL itan m‘é@cﬁllﬁht_tvb@)sﬁ@@g tr 9#19@ fhe &Eﬁrﬂg NRforp&tion and transaction
security information, and perforns the Tertificate

infamtalients clat romting [sEQA654, sbhadjo trlagsntiakd tHroldREpohamgdr dakd/ issuing
control unit 36 may return the certificate

subgypiene dbi AHemaivelypan papideratign w4 thexsqoyrityDthe : merchant website 32 may

QP7610034 .result and the.security i rmati.on t
el RO AR T8 fre P b o, P e e @i e 33
traripfild S debidfth RFortRBH hnPRE trhhGcSRCHfokhMion b g{e%ﬁﬂir%ﬂsemr 34, and
the acquiring subsystem 33 in consideration of the
thesatingistryer J40RmEHis thérem the herrapocigrdardisdafigtsebsydem 35.
transmts the security informati on and transaction 5
[0016¥ bFmaliy, the ¢aod tsheng subsystgn 88 pedorn34ntienticatont and withholding, and
ransmt _to the correspondi ngxr card i ssui ng subsystem

t
retugBs tha resptinigr (haf éhs merchark yebitget2atddhe erd helderdeingl3}, may obtain
the?aﬁ@eﬁﬁﬁt?&argé%tvﬁ{fﬁ{etvﬁtﬁgl dﬂ]agﬁesu‘i{ ansmt the transaction

in o the

ormation acquiring subsystem 33, the
WL s e s/ he, security. .
OB AT USKEGE subSILE 8 3F Y g s s
prokided byithe SRiot@hy Rl néWBe illubteatddOBlchRFefe Ll Fefurdd, which is a schematic
transmts themto the correspondi ng card issuing
diagramsshg wisn tBSarchi@cfubndfohi ifprawdd seeurt loalimaragmestsyystag based on the
tication and w thhaol ding,

ubsyst em 35 rforogs.aut hen .
bankpng S5t rodddy e diqnras o hshatemriaciges v holdersPimginal 41, a

| d r 1 N 3 i th
e AL 8 A b TP, IR LR 44, cor
issuif) $63Y st 45nad oy edhd SRLAEF ety BENtRAYIAR 6. T%6 e RA88tecurity
on the existing banking system provided by the

conga] BmP3§ mey|be degoloprd by thasoopergive iMitipdive snaf ar UnionPay, which is
Fi.qure .which is.a schematic 5 di.agram showi_ng t he
el (s E iR Fch FHibh By cardsholds b Qi AU Aspation, and for
N q | .
s BAPHALA 00, UBE B 00 XL 1 Y i bl .

perfolming cefti€icabamthenteltiont € 42, an acquiring subsystem 43,
a cross-bank switching center 44, a card issuing

[0046BFFisdtethedardholder tahthahal dfitia®e GUrddsyctioR NeduRkt tte merchant
46. The card hol der security control unit 36 may be
welilg 42-oke drapsactiorerequssins least optaing informatipw of the cémmercial product that

. .UnionP which is 20 d f tabl i shi . 1 .
o B PR o o R 6 b e e oo

etcl Nformation, and for

[00170] Then, the merchant website 42 transmits information, such as the IP address of the

card holder terminal 41, to the card holder security control unit 46 via the acquiring subsystem

43.
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establishing an interaction with the nmerchant website
42 or acquiring subsystem 43, and performng
ertificate authentication. [00169] First, the card

PHSTEE? terminal 41 initiates a transaction redlyeBt @R361003408G

the nerchant website 42. The transaction request at

| east contains informati on of the commercial product
[0Q174]1 Theerd bolfe sharitsucantrabut 4bredtablishescaprintesptomdivitgthe adrd holder,
oS wel I. as_.the.card holder term nal information  etc.
Obid P TRERMaGMe A0k FLEhhe JeBEt Bforpationjpsthe pequiring subsystem.

| tdl of it . .
T, R e g R e R Rorlind B8 prpBfon information 0
theC orobs-IRink Uswitchih@ oengr.t MRe @EFsHbARKN Gw bRE r4dmidSthe security
. PCT-Original Atty. Dkt: OP761003405G [00171] The card
inferglatien angeib ansacizaminfosmation to thecarsspipdingves iasuing subsystem. The

i,nteraction with the card hol.der,  obtains securit .
car PGP G BRTEPTS (1 HE PR SEEA Y R Ep R ET G hplding, and
rendREB SRR SRR ER Bwin ORiBAUR! I nO Subsyst em

transmts the security informati on and the transaction

' [061'7@]31’{@%1&?8 abBlevel PBetfel ARetRMon e LiC e Q%o&eﬂ}gc‘?&sed ;(/l;h'lgme security

cross-bank switching center transmits the securit

authevioativa tsulspstam anaylte ub¢dato Salestitubnthe B4rd howed REurit® @I unit. All the
corresponding card issuing subsystem The card

card isgying gpstvHeNsTPSIHEE P ARlinerfectsity puthgngeationgubsystamite pbtain the

: icat i. i t hhol di d t t.h )
I OISR —
pro[ét%? Is/@bathyenRided. Ftuﬁhé}ﬁllﬂi'reej ¥E 1 Qfd fsﬁﬁngaﬁ{tstﬂtﬁlgéﬂ &R 1t ¥not required

ect, the above disclosed online securi
to estbhgng icerdthobder sedusiyys siehentipatioh amitsegpettbullsuDadretiy ) {gd tount of
card hol der security control unit. Al the 10 card
repeated frggionent Ay be saye& may utilize this online security

enticati on. subsystemto obtain the securit
Toith]) ¢ : 4

Parsd i8nthe mbore Bipclesed walem fosserawe onling paymenhehere is further
' t | nl i a nt r 0Cess .iS.
o RELE kol SOl URR PR R FRARES g v s o
the infeHold tfettse@ite S1Fhe phymér. THmHRAUAIRRS tHe FolBSHADLESD @
card hol der security authentication unit respectfully.

[00Tin4) &11y: A k&t G6ldanemithal AlbmALREM R ® 4 RYRRIITRRbsifRY be
saved. 15 [00173] Based on the above di scl osed system

[00iB5] SEOUTH: MethaewpeiteRitates I t@ndaction fedlidsh@an aBGANAERBsystem;
a method for secure online paynent. Please refer to

[00R76]US E309Theeiygifing Subystdn®étabilistick af interididn FBthNRGckOholder terminal,
secure online paynent. The nethod includes the

andiobtaing gpydgrugbepisformaigonzinput 8y theigrd haldegr d hol der
termnal submts an order to a nmerchant website,;
[00[18Bh FKH0: She xgquiting swbyyslsentrangetisi the dard mimmbersindormation and the
0.an acquiring subsystem 20

transaction request t
trarﬁf%ﬁ@ffo@aﬁ%&) REEWW: ri ng subsystem est abl i shes an

[ ti.gn with the. card hol der term nal, %3%
1o0g PO TR0 Iraf ikl e I PP SarPortiBhto B b ibprpdopts the cand
issuig) M&tution direct authentication and authorization mode, the routing unit transmits the
card number information and the transaction information to the security authentication and

authorization unit corresponding to the card issuing institution;

[00179] S160: The security authentication and authorization unit performs authentication on

the card holder;
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[00177] S140: The acquiring subsystemtransmts the
card nunber information and the transaction
Pckan;'o'r r’rati on to a routing unit; [00178] S150: If the
ar @1 ssuing institution corresponding to the/®aplg OP761003405G
nunber adopts the card 25 issuing institution direct
aut henti cation and authori zation node, the routing
[001801 St70an¥h¢rt ghet ethergigatibnnisnpassed, rtho reamtt isswingsdbsysiem performs
tg saction information to the security authentication
w M&ut hori zation unit corresponding to the card

o3 T el 3057 S48 S5 it
OGN0 S S 30 T 600

00A8RNSTY0! TRL delitit < '
i A A SRR il

[0 BBEY%_&%H the 8PSR1steps, laBaWhb1E BRIk RA9mER S de ;@RPviliBE Furthermore,
authentication result to the acquifing subsystemvia
fortthe crdodskdbaniot syt clivi agthericttm; iforh38dB2bodt dB@her The identity
in unit of the acquiring subsystem

securjty plug- .
authenfieation 1§ %C%‘%ﬂ_ tRatlso the prsuls of Wirethes htrensactian dy accessful may be
onEhSP R A FE A 9P G RENTS R g Y Y 58k o
in thotdxBihd FRhicR dyRbAl DRE biffie FRPHEn RIS BlovidBE bl ARD bivieMtion also

aut hentication is successful, but also the reSult of
posgisests flerseeiridy endosheriott fiowtiors successful may be

obt ai ned. Most inportant is that in the invention, by
[00484] Plzaspgefehte Bigaurliot whizhds 8 lspecifoufiow ehat stewidthi praches of the

xé)gti nglfi nanci al system, the_ online paynent node .

me%? AEEH P e PIRASH EFSTHNgG Wothe dpicaian gdhigh,wekydes the ffllowing
stegnd shortcut function. [00184] Please refer to Figure

10, which is a specific flow chart showi ng the process
00285} 164 BB : N i
e e A A

hol{ld QH&ds alconAndtainlhrdlet] esnfir@ik Bhd @it ag 6RI8€Ct ed to a
mer chant website via Internet. The card hol der

[00d B&jo% eihe ancecamewebsAd fopwadsitic cardaider HBb ?agé 16 W REButiSy A-in unit,
order L00186_'| 2- The nerchant website forwards the
anddmpemitigheenderigforpaiina and transsetionrinfoymytionge the semuiity, plugaindunit;
transmts the order information and transaction
[0018¢ o} sernritpplugrdn ywit shows yhapage 1 the gaidt holdef, 0l ¢4 helder inputs
security.plug-in.ynit shows the page to the card
the%%ﬁ&‘ér}l,ertaﬂé&écg(isgg??bfn&gﬁe ?aﬁ‘gW%AEeEO the card nunmber and
i to_subnm.t the.card nupmber.. 0188] 4- The
100F 88T Se B e o Pinin G BE SromietoR P et npeper and he
tran@etibil 8 p€ & AroRAPEit B3ferl Rutink §ADFRELHON Type 10 a

routing unit to query routing information,;
[00189] 5- The routing unit determines that the present transaction uses the card issuing

institution direct authentication and authorization mode according to the card number input by
the card holder, generates a unique transaction identifier ID (transaction identification code),
and transmits the information including the card number, transaction type, unique transaction
identifier ID to the corresponding security authentication and authorization unit. The security
authentication and authorization unit queries whether the card holder i.s registered, and returns
the query result;
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[00189] 5- The routing unit determ nes that the
present transaction uses the card issuing institution
di rect authentication and authorizati on node accordi ng
PH¥RE card number input by 25 the card hol défy, Dkt OP76100340SG
generates a uni que transaction identifier 1D
(transaction identification code), and transmts the
[00190D |6frﬁhd ontinggiitichsigits thecardhaderragigration reanis@airiadiby the security

EE%E etransactlon identifier IDtao the

Ao naé‘ﬂ?é‘éﬂ’r"i“t Jmih A¥e Hftq LI rrraalﬁafﬁon identifier ID to the
h tlcat

AL ikt BT S o o

auth@@atibetidiths tianthe C&H WOIAST is hbGegiuered, th@ﬁﬂél:etss erdlé;
PCT Original Atty. Dkt: OP7610034GSG [00190] 6- The

[001@d] 7nPhdatiirity pRBSHUiiStrdnkRits the Gn{BRhAiBH icR@AinEithddakPRumber of the
result returned by the security authentication and
card |Jioklst.i orderi daety merchamidinfonmationi qluequc transeiin lantifier ID etc. to the

secfi antepiaan ab® v forzain HEh OBy e REPSEEOF iRt holdes S0 that the
secﬁfﬁy@%ﬁféhﬁaﬁbrpﬂﬂaﬁgmnﬂﬁbﬂ ik é’%ff b&ﬁoﬂﬁmu{hehﬁ’ca{lms lthg gard holder;

card holder 1s not register rocess

[0d198] 81 helseculie a&ﬁ&lHEdtito)f aRd Mdrﬁaﬁ%&mtﬁé&%ﬁlﬂe ‘T‘el& t information;

i nformati on including the card nunper of
[00719BY O ThedeBi@{ty SitRSHicatlFR268 3thoriZati oy {ﬂﬁ{ PR IisHD h g&ﬁlectlon with the
transaction identifier ID etc. to the securit
card hvdenterntiasli ariengnithelfitg the rchrddolden reduetts mea:atdhealm QNP relevant
of the card _holder, so that the security
informatiem @nd Berfasms abengication on sherqaghhaldes may perform
(@g ﬂ?ntlcatlon on the card holder; [00192] 8- The
(004941, -t Fhey serhsing iauhentisation and auHorizatian 'aht @rﬁmmts the transaction
1nf5r§1%ﬁbl¥ ?ﬁwl‘ﬁﬁ?ﬁ tﬁclf %}@Pé u]aHJagtﬁ qlatlz eRier ]‘I%t) t8n %uid 1ssu1ng subsystem

security au I on an ori za
corfSpetalrigS e thif sécanfye slth@icatioh rhtﬂhﬁlth&éﬁﬁ’onhﬁllng €nd the card issuing
termnal, orients itself to the card hol der, requests
Subsj’ﬁ@%mwﬁnrmsmhholdlog,l nput relevant infor mat i on, and
perfornms aut hentication on the card hol der; [00194]
[00185] Theliweeenrity yutbentibationiapd mirborizaticn avit Idoinmathé card hiokder of the
nsmts fhe transaction i nformation (including the

auﬂﬁﬁ‘l‘%&?ﬂé’“tr‘?sﬁ andtransprtiogsssplt vindtemsly o the card i ssuing
m 15 corresponding toQ t IS security
100 4BE 2 TR eSS o Postis & ifAnacti destitesugh g Whether the
Wltlﬂﬁﬁdih Gs RIBIAIL 68 MET s B Mt@ﬁ’%,g' Wer Q042 5t]orr{} of purchase
he seécurity authentication and authori zatl on uni

conlﬂnﬁﬁi‘dmdt/ha card holder of the authentication result

and transaction result via Internet; [00196] 12- The
[00d TP Thes saardgssmiligs yatiseaterh I Mag Mbltgint BerfibieAN $A6inh®idn from Secure

result, such as whether the 20 withholding is
Au%@?‘tﬁ?éﬁ?@& Autheriggiondpsggrion é‘ﬁ}kAkw qonﬁltmtg theedviee messageh deanwhile,

h f
o e B 500 AR ML o Pl v e
not i rBEcAHBELRN a AR SERBEECT é téafcﬁfsblﬁﬁ]% §hbs¥stent1 ﬁléould resend the

Aut hori zation institution tO constitu
advaddyTieemmesisageder bEdha \M&bﬂt%dvxce and the unique transaction identifier ID are the

same as that in the previous advice, which will be introduced in detail hereinafter.
[00198] 13- The cross-bank switching center gives a response;
[00199] 14- The cross-bank switching-center forwards the advice to the acquiring subsystem;
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a store-forward-and-resend nechanismis adopted for
the advice. If a response to the advice is 25 not
Pc;l:rec_e_i ed within a limted nunber of tines, the card
1sC8g subsystem shoul d resend the advice. #gDkt OP76100340SG
nunmeri cal order of the resent advice and the unique
transaction identifier ID are the sane as that in the
[00208), i HJde aenpiring, subdyistcm miidsia résposes r oduced i n det ai |
herei nafter. [00198] 13- The cross-bank swi tching
[002041 &6~ Hhevroguising subiysiew; nqtifiey 98] mestharT tvéhen rossbvitmte transaction
ress%/i tching center forwards the advice to the acquiring
S bsystem 28 PCT_Oiginal Atty. Dkt: OP76100340SG

15-. The, acquiri subsystem gi ves a response;

Lo0BAE o i P Brdeelon pF Y rEiBSY R bE ot ion Buline

nt en. receiving the transactjon .result..
[o02BRE A8 band R ink G BevELAheh i o PR B n8 ot Fpststisg et o the
crofdiink I WIRBME Qtel:0tel BRlineS trhRAARR] el SRGAs | S transaction

subsystem sends an advi ce of the online transaction

identgfgration ¢odet When the osspodank thewinlind iragaa@ntreslt if e redeived vithin a
preér ansacti on [ﬂ%sw t contains_a uni que transaction

oA RO % tERseldhe o rissuing subsiAS Eesends theadsiitel plthe online
trar%écg{éﬁ%hft o agl%%{éld&m' BNl l.ecei ved within a

eterm ne eriod of t1 e, the card issuing
: S ' the onlin o g
[O?Pgﬁﬁgf f@génlgﬁlg?% o.tnﬁlpeg F%%Xﬁ%rﬁﬁr‘?ség, tﬁ% c O%Sr-bagg .svaxlt%%g. ceﬂs:r returns a
respdn’ Othsalb) edhdr @A HeNBnltndetrfRADE kidNRAGE | QRrc§RAlNE : acquiring
the cross-bank switching center returns a response

- subpystoyngWhemihe sespelse tthethondnline ttansavterc trésoh is emu| teedived  within a

he cor,respondi n cquirin subsystem When the, )
pref LSBT D i 1155t Su R Ceniee easenc dhaivice of the online
' PRy . (A ! ' f. tinme, the
e B R R BB R DA G iebeor 1 he
[oogﬁg]'p&ex&{l@gsacti on result to the acquiring subsystem
for"a limted nunber of times. 15 [00205] For exanpl e:

[00[26@]2@@11 ﬂ’(@%ﬁdti&ﬁ%n‘é%ﬁgsty&t%ﬁ%eﬂ& YRS (Fl{@h? gpﬂfeh&eﬁgaction result to

advi ce of the onli'ne transaction resu

the croes barlyanitcling tanbdrgui@rtt@hsaconidbsifRr 1D giRatdd BNthe routing unit
. identifier ID generated by the routing unit is _
is catsied incthe mgssage Spribwtthe acquirmetingitution enayalgleiming this transaction via the

card b R o i Pl oh et di e pber inform e

mercB8RbF the 8hnshdtiondidif urther informthe 20 nmerchant of
the transaction result. [00207] Wen the response to

[00RDT7] Ralv BR &%ﬁﬁ@%%@%&i& t%%ac"tiSﬁ?A Y8 %GedivelivAafn a predetermined
pr edet er m ne period of tinme, the card 1ssulng

period b \tBhee thereard iissuing atbsystom @ny inigaté tlansdhtit@Rsdceon kdsult advice
advice transaction repeatedly, but the nunerical .
trangpcep reprefediheul Hiequametieal widse ed theiugiane enseetionDdengifigr FD remain

uncHz.[‘]'ngc?. nged.

[00208] When the cross-bank switching center receives the online transaction result advice
transaction, if the transaction is recognized to be a repeated advice transaction, it is indicated in
the response sent to the card issuing institution that the advice is repeated. The switching
system forwards the online transaction result advice transaction to the acquiring institution. If

no response is received, the online transaction result advice transaction is resent repeatedly
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||
The FapiFiRe SYRIYSISR Sads

25 [00208] When the cross-bank sw tching center
receives the online transaction result advice

PC&r ansaction, if the transaction is recognized to be a

P83 ed advice transaction, it is indicated if Dip@P76100340sG

response sent to the card issuing institution that the
‘advice is repeated. The switching systemforwards the

witgiyl 4 pedefingdhsmdter oftimessuitt! ttedespoasctis @pdect i on to the
acquiring institution. If no response is received,

[Oqa‘?g] An$tpugeang-fermank medmnises id adaptbdi e ther mitisiog iparty ifer the online
resent_repeat edl 29 PCT_Original Atty. DKt: . )
B T AR T FRCfOTs SP B g PTIER L 8 G rastion result advice

ir ' 3 0 . e
Bloh e FEFRATEP MLTRERIR M e the fovige ransaction is iiated
viaiardetlicattd Agwprdkrdf yhef @ssibask Siatdhitg ceiitbr@SBeithORarsBieh tesult may be
advice transaction, so as to ensure that the online
receiveth8u g enquirmgunsttetipn ewrectly amd irc timenarslathe btustamedfvsingle side
auPthQFl;?C i%gqﬁifaﬁty correctly. The advice
PP RNEACE BN TSR Y9t ed 5 via a dedicated network of
enter, so that

ossi-bank swit chi .Lhe _
10218 T4 PR Pud¥ion fop 986 Glorbfor  GriBRIEh i e rigrd Tswing
institfiél, bk FeREy &IOSy RE hd hirBRAndtifytioh BowARM sitn?%r &4 éﬁfﬂa&)@transaction,

of single side” account may be reduced effectively.
thefeGG R Qibséhuent amhsangorts sactsactnd@atiod STd infidthCgarty and receiving party
ransaction is initiated by the card issuing

of the, Sybseayent Siansagiiens escby sasee d5jhat irethereditionahigansaction.
oiqiti%ution. However, simlar to a purchase . )
[00242H Lhe-subgrquent frgnsagidens such 2 caneablgiea sbauldimaighs the nbimestransaction

restHEdi@Sf@REE! 1 ation. The initiating party and
recei ving part of the subsequent transactions are

y
' the traditi |t ti .
00219, PRt of M 1, {20 1 enal {1 apsaction
' 3 [ t ti .
00213 b SRR TRLEL BOBSROLLRRAL SR s o o

timg Shtwiedhemé crbBs-b430 2hAthidH Centdr @5FecRailihs Whlk N ehcGEN LIt advices
_performs settlenment within a predefined period of
withintee predefingd peiod o8 time omd-sbiads kheswiotthdhd omgseding mequiring subsystem.
ects all the oal@i ne transaction result advices
00“3‘8? frapsagiongesylt adypgithawesnat Fregived to the

corteSpdnifig FRd i Bdig acquiring subsystem  The
acqui ring subsystem sends the online transaction

[00288PFdr R8h¢biee that was not received to the
correspondl ng nerchant website. 20 [00214] For

[00@1??"5‘139 -ords@82k0 kwiBing r&ﬁtgll‘ ﬂ%ﬁtgron%ws&ﬁg}h{]—ﬂ &ec%md%{g to the online

pe rms settlement acco the onlin
trartsacuios astilt edviceamnkdctiadVvi ce transaction. [00216] If the
cross-bank switching center has received an online

[0024 61K et drass-basts sibitchaghenter, hadd wceived antlorahik @rabRcfict elChdvice, but
. the advice to the acquiring institution, this online )
is unpble, tosforwasd thecadyice toythe jaequinimesingtitativnathis apding Granseetipn result advice

traﬂsgc\ff())h Ysea(iIsol ich}lxl;]e% it ﬁ'ltetsle Q,%Q&t;
[00217] Because the store-and-forward mechanism is adopted, the online transaction result

advice transaction may be initiated repeatedly, but can be involved in the settlement only once.

[00218] If the acquiring institution has not received the online transaction result advice

transaction, when the day is passed, the cross-bank switching center performs settlement
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[00217] Because the store-and-forward nechanismis
adopted, the online transaction result advice
transaction may be initiated repeatedly, but can be
PATs8MVed in the settlement only once. [ 00218]i Pkit PRI6100340SG
acquiring institution has not received the online
transaction result advice transaction, when the day
acdonlingaio shajadvidedrapsagen. Bhn krosswbank Isivitghing odngar spembiressl] the advice
settlempnt . 3Q PCT _Original Atty. Dkt: OP76100340SG o
BRGPP9S0 STRBHRIR ooMe aqeing By utisar ke acquiring
. . . vice. .
ins T el U T S i o M iR aopdin to the il
and dehds dnaudiioe toxhiel thefdhing abgist i t ution. The acquiring
institution searches for the transaction for which no
[00219] tmswaknoéeesriaddiageording to the file, and sends
an advice to the nmerchant again. 5 [00219]
[0022D}i $he ariline randactumrregultudnidt iragactiod LA 1atcd e a@AIdii & ing institution,
transaction result advice transaction is initiated by
andyreggiyed hysan AcAwiring ssHfution ¥ig,a svdisling sxsény.ethetmyocgss of error handling

R N -
restil€8dilide. BRY k€ thelshaIBAGLARe bitink hﬁm&%ﬁ@ém, ?%ri{n%:gl% rQfieddl fequest, the

exi sting purchase résult advice.
note peg bt rconsjgnofent ige ofthe mercharmN@andy ke, rechivingfoté bfthe card holder.
_retrjeval request, the 10 note nmay be a consi gnnment
The,gpquirigg mstigtiop rlscﬁgmn’sm]@rfo%a@@g aelewpbnaterapdriseadiog the notes to
t card holder. The .a iri institution i,s .
ey 30 SR BRRE: £ R vl bt Bmnsigher e
metchht b @Rliv@ed e pedhd, WARHI NBhdrgtStdck Ut lifitated %y\‘jﬁ‘ne t@rd issuing
hel p the card issuing institution to determ ne et her
institheon foe thehmalite aisadiehireseht edvithearpaaidtcthe rédb@nfothe charge-back is

%%grg%%bﬁck is initiated by the card issuing
allowrdtP oGN8 rihs drerahpes T imoh detivered the proghoty buib monallawed to be the
pmg{eﬁr)kﬁagslc {thgﬁ%ﬁgl%tﬁ%iigﬁiofnpr the charge-back is 15

wed to mer chant has not delivered the

- . o be the problem such _.as
(00228 pre@t il FedR o SR e85 5805 o Bt St Fctudes:
perfomig) bONthRT e deiind BRs{iadn,f Qfenﬁtﬁcédftﬁ‘en@l&_{tioﬂ CoPANITRAM: holder;
whi ch includes: performng, by the card issuing
Pef@[lmmgsvt’léhpldﬁm‘blﬂylgamtth?emttlilemtid;aition remlts el wamdng dledesult of the

. W t hhol di

.. performn according to the authentication
ideftiy gihenrigalion o We AT GoldRE Al Pethbldinado She mefeiupi website via the

ac ﬁﬁ%?gl% &ation on the card holder and the w thhol di ng
qto e #’nsr chant website via the acquiring subsystem

e I h S for cure.anline
[00&9@]2@%] exaf le; gsglgp glse ts.)}{%%&ftg AS%C%% tn%m: pggmg'ng d)ﬁ?vgcae%t igr the VISA

payment provi npany e a

~ Comppiny O atdopeé t gerfofth isERrddalife ﬁéyme’hﬂ EheRRAYRBR prdde &G 85follSws: First,

as follows: First, a card holder |ogs on a nerchant
a cgid thelder logg 9o s msrchant ovabsites ichdosgsr o doromerciah gragloctf emdreonfirms and
its an order. Then, the rrer%hant website

ad 25 t
subBR A8 O TPl SR WelSHtadt i ek pldeh infrgmation to a routing
serr® AR that the fou&iﬁggervérl}ﬁldg %téoﬂ?sp?ﬁ«%il}{% Carlt llﬁgl‘?ng itixlri%tution according

corresponding card issuing insti n accor
to the card number, and returns the routing information of the card issuing subsystem to the

merchant website. Then, the merchant website sends the card holder information and the
withholding information to the card issuing subsystem. The card issuing subsystem performs

authentication on the identity of the card holder, performs withholding according to the
' 31
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to the card nunber, and returns the routing

informati on of the card issuing subsystemto the

nmer chant website. Then, the nerchant website sends the
PCle@ Mol der i nformation and the withhol di ng Atty. Dki: OP76100340SG

information to the card issuing subsystem The card

i ssui ng subsystem perforns 30 authentication on the
authehdinaticnyresortt, 4rikdaretomis cheheittdeldingnesdflcandshamutehid a6 om gesult to the card

]ag ordlng to the 31 PCT_Oliginal Atty. DKt:
holdgs7 el eadaners i etrbiteatin datcpues Meanvéile thetcardnissuikg subsystem

0 t he aut catiagn result to
oot Mo R e AR SHEREERY S BRGBFEE i and reums
theWﬁElﬂbl’dﬁig reddEanWikd Rithehti@tibAFult S5 ASuBHRESHBLYE™ M, so as to inform
obtains the routing informati on of the acquiring

theslnmmgm the sactrhiging oultsysigm.s Ar vasactian dode nay 1t configured for each
thholdlng sult and the authentication result to
tragspedion . éﬁﬁB@%s‘*P@Wﬁte’éﬁ‘o agd thep agauirmgraubsysigm and the merchant

e actio
weE@tg ‘}nﬁﬁgfeteégﬁg E)Jrﬂ]l g b egﬁ#\ﬁ@dlﬁgp %X]’?% r%% glg%ﬁngﬁzﬁlgi} r?sng returned for
thstta{ndadtISﬁ i ra@ived RSassdififo tRwhnkifioRestdl i Ng subsyst em
and the nerchant website may determ ne whether the

[00228 Mdefl ian gxiki@faymant Gy dtdie irUidiRY dréattafitswighitgtcenter is adopted,
returned for this transaction is received according
the gy meyd N@%ﬁﬁs’é@ﬁ fdlovigoliest, 4 0o haldenhgnoma mexihett wepsite, chooses a

CO]’FIEXI‘&]&E g’tt ea?%'c{gﬁ #?dfla?%‘a ﬁltlb%él?szgxég)g&]qr S%WI LGl g Snntt Erebsne is
con’ﬁbcrt&f to aaac&@ﬁﬁig Hipbed logtgﬁl B r@utﬂf% dﬁ ottty [th%Pg etirg issuing subsystem

chooses a” comrercl a pro uct
via s riginit endrseiels theldaghol ddn enfomkatiba ahd M’ﬁ@:&iﬁbﬁ’ irlfSmation to the card
connected to a acquiring subsystem obtains the
iSsyipg, fqbﬁgﬁtqufﬁ\ermﬂ IHngfsu YefamdBStabb%heﬁ gn sukyapion avith thft: gard holder,

pr R BB 7 o S PAGATR b o e
BlBeMRh SRult] PGief & u?r%b

au'ltlnteractlc;lntv\/lteh ﬁgéhigggq%% e§%§% p@é@g?%iﬁ@@gﬁ?ﬁwldmnny

autlemtibetiohionahd exnd boldérhad darwitiholdiey resdd thesdgQiiiB subsystem via the
wi t hhol di ng according to the authentication result.

crogihagk syieling qepter. capuinetify thymetbansA emsseivasoddmay be configured

e |de entication on th
for k& s dlioh BF ey tFine oy A PoatghFne sCbowgiom g meoggehant websic
mayP UBEMHSHhE Whiher the SvitthbRRD RaMarRWhE %ﬁﬂ'l@tglcﬁ@d}lt fekult Ee@urﬁ‘éd for this
to notify. the nerchant.” A transaction code nmay be
trancaatibh (rueeddivedfaotordiag to the amsagionesddy the routing unit,
and the acquiring subsystem and the nerchant website
[002@4]8lye presant invationhfattherprotidesvd iethol dongcre sunlihe pi@nent. Please
t he authentjcatjon result returned for this _
refer (o, Highrer again; which may glse beya dawahirg of the pigthod forsecieg ¢rdime payment

. 41.. Th f t d
acofif o WP GREirlOE BERR dalacl%%ﬁihe‘*%ﬂogﬁé%s Seler Lo
[OOEQ?EﬁfZIOQA%%IhOIdeW rn% al%mf%‘s an or?eei" t%g %18%) gﬁrﬁgvae %t ? LI tshe

for-secure ontine paynen

oo B PO LGl U U BT R e

[OOQQ'HF%I SIOPTﬁe B#P;HQ Mbs Jﬂ? Estta%hsl%eg %g %ﬁcl,r (§i]0%QV1th-|; & catrd ?older terminal,

merchant |te I NI ransaC I on reques
andaibﬂalihsrchf@lﬁ‘lb@ﬁiyﬁﬁrﬁﬁﬁon input by the card holder;

[00228] S140: The acquiring subsystem transmits the card number information and the
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[00227] S130: The acquiring subsystem establishes an
interaction wwth the card holder termnal, and
obtai ns card nunber information input by the card
POletd8%; [00228] S140: The acquiring subsyst enfty: Dki: OP76100340SG
transmts the card nunber information and the 32
PCT_Original Atty. Dkt: OP76100340SG transaction
transaftmnsfoinaation ¢o arouting wmig uni t; [00229] S150: If the
card issuing institution corresponding to the card
[00228b &1 Stadlohe sard frsuing ingtituiies porragpandsigito thei card wintbec adopts the card
aut henti.catj on apnd authori,zation node, the routin

issyiRg PSLTAETE ARFERS RN ICRUGP Y IR 4197 Shddge the oA U ransmmits the
car rrtg%@ic it a{i&'f AWd B! QhsdBioh tﬁ?foﬁﬁa‘fﬁé!t& Xhetagécpﬁtgt Au%hﬁ@a?ion and
an 5 authorization unit corresponding to car
auth@®dtiQuriit®iredpohdiognio thOCRS Rhuitd BOGmilde security
aut henti cati on and aut hori zation unit perfornmns
[00230h 8 NG0: dat isedurioNauthdh€icatidh dnl abierizatib® U7 bbrf&rié QuihdiiRiation on
the authentication is passed, the card issuing
theggnddplidesm performs  wi t hhol di ng; 10 [00232] 5180: |f
t he acquiring subsystem does not receive the online
[°q2|3311§b@)¢: i Wherr gy pethegticion isapgssesdedhe waid jseyinggubstystem performs
wﬁhhﬂﬁngit sends a purchase confirmati on advice to the
cross®bank swtching center. Wierein the online
{ esult is transmitted b he .securit i
[ooZs31 S e Bk oS kR Sieeli b e rehsagfog result within
a pRALEIRE pbRsdBfMidle, ¥isdhds BpRICARE codtthalibleivice 3T clds€Bar¥witching
the card holder termnal to the acquiring subsystem
centes. VOO2B3he 5ADE: trankashion egselt Vi tgnstoiveedyr thl agarity authentication and
copfirmation advice fromthe cross-bank sw tching

authorigeiiqn whihio the card; haldar fgrming o Inismete i fhew tepwnitied by the card
Mﬂﬁgﬁ&ﬁﬁaﬁﬂﬂhggma?§%?ﬁ%gmaMW?n it is found that the
g ho

correspondi n I'ng’ i s perforned, the acceptance

'[Odggggg Tt 'Wﬂ?ﬂ Sfecfef\{%% rqugérj %ul*c%?é.eh ?ﬁgﬁ%ﬁﬁ‘gﬂrﬂa&“ﬁg bﬁc" tet%cren cross-bank

s to Inform an rough

switdhgecchief Bfe cald EsS@ihg ZaHl ferd REAEIRs PRYITRREpADIHE dafibase. When it is
provi ded. Furthernore, 20 for the card hol der, not

-foundh thpt thesouesphraing withliodding isfpsrfmmiddo the abaptanwhiafdrmatidrhie returned

jdentjt aut hentication is successful, but also the
to tl"é%‘ﬁ}“lrm FURRKRE PSP 28 Wén&“aﬁgfd@?rf’]&‘i‘ti s successful may be

[003%@@59%%% a%qayrpl isﬁgs’ 3&3 ’ﬁ?l?rlg rgrl]ﬂ%r}ggﬁgrgéq%ingﬁg ?%Ergglé% Furthermore, .
forttﬁg Ry g@ﬁ&, RioP %?155 ﬂ@axutp&ti@&fbﬂnﬁlférﬁﬂﬁﬁn %X?lﬁc&fﬁ&ﬁér NBe identity
t u So that e

e car I SSUl ng bsyst em once,

authntitdtioatd @ocdseile baf alioBe FRE10Uf GB&thdrShd M= is successful may be
Furthernore, in the invention, a 25 purchase
obtainetk ilF At Po seanciiere she idatataxalrogt prasdsst thatt dreingagndonline transaction

i ssuj ng subsystemvia the cross-bank swtching, center
- prog Sﬂh%%@@aﬁﬁl?ﬁ‘)ﬁ‘aﬁéﬁ%’s %Cé?ﬁnpg-%e? ﬁ&@%@ﬁ%ﬂ%@emf {psigpe subsystem

onckN® RANABREIIREQLERSof 1Be rSHRARGE gnproved. Furthermore, in the invention, a

purchase confirmation request is transmitted to the card issuing subsystem via the cross-bank
switching center by the acquiring subsystem, so that the security of the payment process is

enhanced.

[00235] Please refer to Figure 10 again, which may be a specific flow chart showing the

method for secure online payment according to the present embodiment. This method includes
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[00235] Pl ease refer to Figure 10 again, which may be
a specific flow chart showing the nethod for secure
PC%rHr.i.n paynment according to the present enbodi nment.
Hi's dret hod includes 33 PCT_Original Atty. DRy Dkt: OP76100340SG
OP76100340SG the foll ow ng steps: [00236] 1- A card
hol der | ogs on a nerchant website via an Internet
thegolipwgeg stepshooses a  commerci al product, confirns and
submts an order; [00237] 2- The merchant website
[0023B1nér Ascarddoldar dpeh ginde marganipwglsitt ovis as dutemiet prowser, chooses a

| ug-in unit 5 anqg transmts the order information
co'grﬁ%’%tal’%fﬂglﬁ:&tc%wsﬁfi STRERISSR of%r;t he security plug-in
i 00238] . 3-, The secur.it lyg-in unit shows, the . .

10023t >; TR Wenal? a5 e s g PR scunipve-n unit
andCBdnSin HKD BFdePitfbrinbdi Gk dlRn SHRS tdni olug-in unit;

[ 00239] 4- 'ic'he seglﬂri ty plnug-(;;ﬂn1 u%tgtl({;l?g%g%g%ﬁiﬂlgg tn uni
[00238PB-TPHd RBurfiy plugaf uhfl ShARA! He PAITRE thedBfll £, the card holder inputs

transaction type to a routing unit to query routing
thejcarfd ammbes and clidi@ t§ ObRAO0he Bard Ttn@berput i Nng unit det er m nes

that the present transaction uses a security
[0023Phénthesaturionplagdn vuit igrsinita thieonfornmition smrhens aleca@rdinuigpber and the

to the card nunber, i nput by the card holder,
transagiiop fypedo a rqiiing gait o Ry Aettingdniogeaions i er 1D, and

r m.ts the informati on including the card nunber, )
roazafif S e oFP Uiy einit, fietimings AWt atbei Bissqn FIFAGR YIS 1@ scourity

authdMficAh Ad pagﬂlghgﬂito.ﬁ%ﬁrﬁqﬁ&/e adblale NG| g:c].rﬁnnut%}%geh input. by the card

aut hori zati on uni e security -aut I'ca

holdet} fentiarat udiquel Hhisaciofnd@sifieriD, WiekHemits DR ifRFRtAlifRding the
is registered, and returns the query result; [00241]

carg numpher, Franse¢tiog tupd, tunique tendatsont identifies I tto et correspbniding security

h ecurity authenti.cation and _aufhorization unit .
au a"ﬁ‘ﬁ‘”ffws aﬁ‘% ?‘ﬁh@??%}h%&: 3‘ F%WC%‘& Rthenticatiqnrand guthgeization unit queries

h&tBSYhd da¥d R4 5d Rodiel - anlif r I eturned is that
v the card lﬁmo?%éérﬁglgt@%egtm?é%t?lg]gglreé@?&tr%%ﬁbr ocess ends;

96213 AR B B0k S Mo o

authaylzdibon, uror slelr ths eijue tEBacRANtedtFePIIVES RMsecttty GPUR-in unit. If the
transaction identifier IDetc. to the security

- resylfrehnad; ig et thecasd Boldertinootirogsi¢red: thertirecess endtshe br owser

20

25

gf ﬁhe card holder, so that the security
[00242h énthesaurishplagrin wnit tropmissth svormatien wagldpe ftficovard number of the

e 087520, S R, B ARG i e o

seclu@§ehMRAtidati6h Ll SURARMzalidH Q5B RN browkIO0FHML Ja I;Qi‘cﬁr, 50 that the

security authentication and authorization unit orients
seciutity @hitherttivatidveand anttlotivaticetnit Asy peefpun atberitieariGadcth edrd B6lder;
to input relevant information, and perforns
[00248h&ithe seturignauthentitation andhuthotiza e unft 6246 thd G:levEhEinformation;
security authentication and authorization unit
[00244h8nThesseturisy awthergimatidnomd authborzatiah unin ofieme itsedf ©Ghé bed holder,
uni q e tr nﬁact ion identifier |D) to a card issuing
rquvgst E?Tfar%ﬁa! $18 input relevant information, and performs authentication on the card

holder;

[00245] 10- The security authentication and authorization unit transmits the transaction
information (including the unique transaction identifier ID) to a card issuing system, and the
card issuing system performs relevant accounting process; |
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card issuing system perfornms rel evant accounting
process; 34 PCT_Oiginal Atty. Dkt: OP76100340SG
N£Q$24§] 11- The security authentication and
aut MOt i zation unit transmts the information &Rkt @F61003408G6
the authentication result and accounting result to the
securit¥ plug-in unit via the browser of the card
[002461 &1~ Theowourity authentithigonsand wnihprizgtion ginit travsmiits thedirmeson such
hﬁe &elevant H@fornation, and transmts the 5
as [hS AUIRFRHCA SRETRTY agsPupting weat forthe gpowny pligrip ynit i the browser of
theRafitoldepd system [00248] If the time out period is
expi red, but the security plug-in unit has not
[0023721 Y. ¥hd Burity"HIRE ARGR RodeREVHRERAIRNR! RRAGEIL b transmits the
authentication and authorization unit, the relévant
infomfatiommadedetby the a¢quiringtsystas ma tht acuihgtdpgemequi ri ng
system so that the acquiring systemis able to
[00248] ifahe tinfveout gledvdiint expived, i Butriel @ourtty NH&E tundrhas hbEreceived the
. Object of this process is to ensure that the 10
infrpagien getyned  ih b tspawite anthprticaténr iandreasthprizationeunit, the relevant

. i [ t in t that due
ARIBE L 50 e g FASE ST I SR AL e e o

inifidi® (He Q&M dnt CaMHatiOE rhdBARM TEEOLQR s pRREYNHL LY ensure that the
plug-in unit in tinme, although the security

sucgessfubiarisecdion oan baebnfiuhdibvia detchamebofithe Haighingaydtaf irettle case that
reIevant(&rocess. [[00249] 13- The acquiring system
dueyto fpeters sudhins ap nglohlp petprkomvientemt.dhe resgtipanaet be transmitted to the

D | NoP t apsacti.on t and i.nitiates .
seof W B0t e Mot B D B o m g gt hes
per€iRes rdfaaig psddetschi Nng system forwards the transaction

request nmessage to the card issuing systenm [00251]

[00R39] TheTheakguilif® tstieh FARARIIRGRICAHE InfbiMBuids 6PHhired according to
system determ nes whether the relevant accounting

the frapsgetéon thiges atrbisitiapes theaelreuf canfidmatatndranagtien;whet her t o
accept the 20 transaction. The transaction processing

[00250], E)"t' Ths crass-hamlegivitching ypstem dywatianke saisqotion nguesy stessape to the
%00252§ré61 The cross-bank sw tching systemreturns

Carg RaUPE RiSHet i on processing result to the acquiring

1OGRETE Pk ThaR PO PR FHETES RSAAPbRS<aR SREmines whether the
roidy 8 adbulink USRS A 1Ry [RROANSAR M UL My 33 accept the

55] when the acquirl systemtransmt’s

tramsaioh | Thatttaoskctisropreeséih®iesuleig v Ghed fohke croRlaHe switching system;
transaction identifier ID generated by the routing
[00262] 16-SThearrassdenk switdhingrsedgeurnkife GadsdctionSSoteRighe result to the
subsystem nay determne a transaction via the car
acqUERBEYStenlcqui ri ng party code, nerchant code and the
nique transaction identifier ID, so as to find the
[OD&F%%J{“F aeAvG Fystera dnfpinsthe mprshans whien reseiviog the transaction result.

action and confirm whether the rel evant
WO%%@ﬁﬁlﬂftm@n BF e dausaption routing:

[00255] When the acquiring subsystem transmits the confirmation transaction request, the
unique transaction identifier ID generated by the routing unit is carried in the message. The card
issuing subsystem may determine a transaction via the card number, acquiring party code,
merchant code and the unique transaction identifier ID, so as to find the transaction when

receiving the confirmation transaction and confirm whether the relevant accounting process is
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35 PCT_Original Atty. Dkt: OP76100340SG perf orned.
[ 00256] When the acquiring subsystem does not receive
the response to the confirmation transaction request
PAHYE" | inited period of time, the confirmati Oy Dkt OP76100340SG
transaction nmay be initiated repeatedly, but it
shoul d be indicated in the confirmation transaction
perfvaedt he transaction is a 5 repeated one. [00257]
Wien the cross-bank switching center receives the
[0G256] Whentthe acquirires subsystmn decpupstt recdife thet responsed@nthi fdoafirmation
that the transaction is a_repeated confirmation L
traqspliTETIETWITL UMY PR S 8 Fs terfon GgHF Eh ERSREHOn ruRe be initated
rep@a[técﬂf{,%lt itt éh@ﬂﬁ%%tihcﬁ&tgd inSthe c!)lliﬁr}rﬁﬁono{rﬁrgh&%h éh t the transaction is a
transaction 1s accepted, 1t 1I's no require 1o
repbmedvated t he request to the card issuing subsystem a
successful response is sent to 10 the acquiring
[00255} Yo mhedirgse Glhkyswilching kentex re@iives khel doafiGigibh @nsh&@ion request, if
_rejected, it is not required to forward the request
it i ilentifeed thatdhe Gangaciign inEepeateshonfirmatjondtansagtigro tiseswitshing system
sent .to,the. acquiri u stemdirectly.. If. no .
seaf B ghro (BighE0 Hohepl, RSO RhE R nstiion d Bogeptsd. it is nox
reqiiRRER BFvars B3 kTl Ak &a&f‘%%ﬂg;% klﬂﬁyétén,faosru@@eﬁﬁﬁdre%@ngem@ sent to
card issuing subsystem [0025 When r'ecel ving the
thereepicidg dulssgsiém rdirttlyo it the aniphet i@msactidheis Gajedled, 56 W MG required to
subsystem 15 searches for the original transaction
forpardhe rqquest e ther gagd iaying suhsesemy ©Aei¢ct respenst du st to He acquiring
repeated copfirmation transaction is.treated as a _new
subbFREE et ) 4 TREOBR: yrhaet Foin Ui g, Gl tindepeated
corffiBatid tRWaRTioPs FGRARID BSHO 65 iRELE AiREm N0 repeat ed
process is perfornmed, and a response 1s given
[002EBEOtHeN -rede Bk rth@teaaidfitmaibnCankdbRbh, LHE I8 MB)ng subsystem
have perforned deduction before receiving the 20
seapphecoadle awifal (mesacton firstaifsthe biigingl teanehctitveis not found, the repeated
%onflrnation i S onlg performed by the acquiring =
coniFagtian [FangAquon i Wepfed Ala pevadansegioni Hitkeariginal ransactioniinfeund, and
r e.confir ion transaction .
the FIGYEH BicEes bR b ERERR 7 B ok B4 kB0 i REBRRL, 5hd o respomse i
giveDdifdcfiyyat i on transaction is simlar to a purchase
transaction and may have a subsequent transaction
[002881Tias cfid Nl gaink@idtion Ry ShiRE QRbBRbed HRRSRM bQBreSKelving the
as 25 cancell ation should match the purchase
purchasd confamiadon transactinns anadnthe [c00RBdatipn lid buig tpeefoined f the acquiring
. settlenent: 0262] .The, cross-bank sw tchi ng center
instiution, Vigsthe é?-‘[“l BiferAnligpation drHgadtiont Rhergfgree thgspurchase confirmation

_UmgQQthgﬁ%{ﬁﬁmkgggﬁﬁftion. [00263] If the switching

system has received the response to the purchase
1002688 T BlrtiBe catffirmation transaction is similar to a purchase transaction and may

have a subsequent transaction such as cancellation. The subsequent transaction such as

cancellation should match the purchase confirmation transaction.
[00261] Hlustration of settlement:

[00262] The cross-bank switching center performs settlement according to the purchase

confirmation transaction.
[00263] If the switching system has received the response to the purchase confirmation
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PCT_Original Atty. Dkt: OP76100340SG transaction from
the card issuing institution successfully, but is
unable to forward the response to the acquiring
POTHEEMY ut i on, the purchase confirmation transadty B §rRI6100340SG
still involved in the settlenent, and the acquiring
institution handles this case by reversal. [00264] The
tragsactionrirong the eatdi issutrigdnstitetioni snédebshiilly, butpaitirbRse forward the response
confirpation transaction repeatedly. 5 If several .
to Hifr 2994 JBitdta o AUt hagh coptieigN temyasten eedtll tipnglved in the

i ' : . . f . I f
st A e R B BN R s SRy BBk, the
] ' . : i [l th fi ti .
[0 h2 aL‘f"ﬂé Q&uﬁ%ﬁt@sﬁ}lﬁﬁ%%;ﬁﬁ%&e% Bur qaf?eec?ogﬁﬁlae{tg)g itll‘ Opaf;w:g repeatedly.

sactions~o |
If ReGENIRchadEbnBfhdtlod drahiROSRGE rQBRedIhdRlitch dyiem d'ihi‘l)} performs

- accepted transactions, and transmts the file'to the

settherepui for aee fravsadtionit i on and card issuing 10 institution.
The card issuing institution searches the account

[00265] ¥then dbo ddy rig) pegssed,hibe f swithing fsystee swiethrzes @l thesconfirmation
been perfornmed, b it is not accepted, relevant

R e ?ﬁﬁw&!“% 1fs;apeepipdnd spgbd pmgiipna ps well as the
t LERRIICEAnsRBERY Rhd RendFRY & - idid issui

e i ns%iﬁt ut ingn perforns sez;r%ﬁgeﬁ%uﬁalggg?uﬁgﬁt& g%‘?]deg‘?ll ?aéc.l 1SSUIng

instithitian. dhe bard fRbing instifudos sitdhedithe Scaaraptted abtdrdiAg to the file. If the
response is received, the nmerchant wll be inforned

dedyptiqniieas beguparformed. ibirelt isvbetrarkrpted, relqvaitsreatyndnl isnpsdfotied, so that
whet her al.l the online transaction e reported. in

the G0, AL O AT MR T 0 i SR o R SGoGB i performs

seatdifhgl deb&dink fo e FRNSEOL Lo AR Mo sh&fbhqg ﬁgcegﬁdtﬁﬁ? no response is
file, the acquiring institution shou send the

recéimdd, nige treschaaowillobe frifbrencd i the @evalt i, tingd) Métbas, dit i €onfirmed
file to the card issuing institution via the

- whethgrt @lhitheg oslnst Bensaciions 1 repreed ar dhd puighasy donSimation teamsaction

cocfRngP el B GRS 0L B0t m R S5 i Mhttution shoud
senfl UG iti raall| bddGine instituti
[00267] %ﬁ% a@?’?gf?@ﬁ%dﬁ%%’#ﬁ% a@? g@@’é@ et ‘Eﬁ%{% Jsting institution
via dlendwitchimg ispsiert; snaahé odrd iissuinl énssialion agy tpbibrm eflevaieaccounting
purchase process [00268] Due to the specificity of the
progRspiapd the siyptign of gngle gide agequntmay bedinthevreducedhe note may
ag ]Z consi gnment note of the nerchant, or may be a
[00286L Iy trion ot @rashandliggcar d hol der. The acquiring 25

[ tution is responsible for obtaining rel evant
WOR@?L@%W pansling piogess REths prishase sonfhimatiorn rpnpassion fsghe same as that

i j i so as to help the card issuing
qul% r{:kiag‘%#rg%sf'o det erni ne whet her the nerchant has

[OOIQEH. ]}ﬁg{ @gh{,%%fiﬁéﬁg%e olﬂ%%%ﬁiac%{!‘ el r"ilr% Ctg% . gévg?ﬁlge rim%e may be a

Issulng rnstrtu
conBighh&® noleloR ftfeandrERft, bEEHY be 8 A¢kRH MgliofT A dafholld¥eThe acquiring
_ reason for the charge-back is allowed to be that the
InstPAYT raSpongibleafior glitaiping DlevanORIG 00 PAOBIBig the notes to the card issuing
institution, so as to help the card issuing institution to determine whether the merchant has

delivered the product.

[00269] When a charge-back is initiated by the card issuing institution for the online

transaction result advice transaction, the reason for the charge-back is allowed to be that the
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mer chant has not delivered the product, but is not
all owed to be the problem such as card hol der
aut henti cation. [00270] The error handling of the
PCldBg8uent transaction such as cancel | ation i &t R OP76100340SG
same as that of the subsequent transaction of the
purchase. 5 [00271] After research, the applicant
mejohpert beerot dhlevessd the produatriui iseopallpmed to twr the problepr sowh abadrd holder
ﬁ%’.t he VI SA Conpany, and puts forward a new secure
WRAIFH hayment  process. As shown in Figure 11, this

i ncl ud the follow ng steps: [00272] S 1210:
1odZRbT B oy b SR arrcHea slsbfe eefeellation i the same as
haPOHRERBLLAL: Mn OB b R Al dev per For s

Wi t hhol de%ng acco?tll ng t u?ﬂlg@aut hentication result,
00279) LSS e AP|§6vels W blid i
! autLenti c?ati on regsﬁgﬁct an t%eqﬁq%ﬁﬁﬁéfg&}lﬁ%‘e ?agglﬁfﬂiprto o provided
by theeViSar dothprngtedndt it fol@ird an@whReed diline ¥atehi Srovdsd As shown in
_Internet; {300273 S1220: Wien the card hol der identity
Figyyet I etitsiresthodopclpdes jhe folemfing Bepsvi t hhol di ng result are
received within a predefined period of tinme, the

not
10024 2L R EHO: Wesoesrd issuingowbsystepmrerioumcientisy awanticationton g card holder,

t he card issuing.subsystemyia th N
perf ERA PR Bk A BB BEM ISP RGN umi G gond holder icentity
auth&SibdtRg R4S Yl e FRAUANES rdshiR Hahakasendicrt BEniRICSAherchant

subsystem When it is found that the correspondi ng

webgitt hadhdimey has been perforned, acceptance
information is returned to the acquiring subsystem so
[00223} B1226f Bihen theeankhdden identitymitienticatiGpesilf ieithé withidlding result
recei ving a.confirpation transaction, the card jssuing

are QLEGRYSrYILNR A PRSI Petied of G Ao IRRTRE Website submits the purchase
corf b ERRORALNG il hRN QMG D8 REAR: RALTAETREL LN, t e

correspohdi ng §*accoumt yes, anacceptance

i ' st 1.S€ e eGl. I e |

OUFAPAPSE, e S0 BB S S Sl S0P Sy e
Wheh ithie foafdiithat {HAOfREpIMIRE Rithiidihg) thal ShebR! pdMRYM&AE acceptance
_ adopted to establish a connection between the
infermgivr isntgtursedotoy the eavquiriolg susygeamdsd 8s i ijorsu iy sieehgnt website.

_ t urchase confirmati on may be performed by th
ol gre

S PSR PRSI INE8 GogT o JaNsaRi e CRIgEUIE Sybsysiem searches to
q ' rcial C 5 )
der e BREN RS b FemnGRAG FRNBIBATIR! KR peREAM e 16%:ABEonding

acch@R SIftyRs, SeNgtSepibie Gadpdndaal G@ven; bR IBRctt @spdnse is given. The
routing server. After that, the routing server finds

acquiting sehsyserp ardinghemengharit ofthe rguli.nst i t ut i on accordi ng
to the card nunber, and returns the routing

[0024PL Piher h esrvting serker nesarrbe adopdest to egralydish g wetrentierobetieen the acquiring

sub IS 1) AP FOR TS d P EHES PR GG b Boormed by the
rou:ﬁffg Mtﬂ'iﬁp al@rd ﬁkﬁd&‘% dnsdslﬂérgﬂalgi %%@%ﬁ%%%g&%egcial product,

Issuing 38 PCI-Original Atty.

ands virefiysit ed peibfnik nah bellent THey, aiet hefthing atvklsste 0RndN EheCadrd holder

. _hol der, perfornms w thhol di n%h accordi ng
information to a routing server. After that, the routing server finds the corresponding card

issuing institution according to the card number, and returns the routing information of the card

~ issuing subsystem to the merchant website. Then, the merchant website sends the card holder

information and the withholding information to the card issuing subsystem. The card issuing
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to the authentication result, and returns the
Wi t hhol ding result and the authentication result to
Pghe_pard hol der term nal and nerchant website via
Trit@Pfet. If the withholding result and the Aty Dkt OP76100340SG
aut hentication result are not received within a
predefined period of tinme, the nerchant website 5 may
subspyien perderos ydantityreditenticatioen twredrd Isdder, grfemizsyigthelding according
irectly. .In cansideration of the security of the .
to ‘S‘Sfﬂ’i‘ﬁ’i“y“éﬂﬂ‘ TeRt @ae &S, the pithboldipeareppit anditae, puthgntigation result to
i . it . .card
B RERISER AL RO i HERELLE R8I nd
auth@nidation@eqilieiry nstaegeddlt withth 4 PR ISR ipbi o SRS Vel B&thant website

the query request includes at |east the information
may g7 agiepaiegueshig iiretarduinghingrahsyatem direcilyd nednfilémigonoafdies security
he_acqui ri sub tem obtains the routing. 10
of P gf th B B SER QIR HHLE Aol s e D defngen the merchant
webdHd lahd %e%_%f&’ﬁéu&ngas‘ﬁg%@t%hame'n?é}arc'an%eﬁsﬁé ?Sra%?etth%&ld e h{?e request
the card issuing subsystem i.e., sending the purc Ast
to thericquiring bdBystanuls lqué® rtdiestCiaclddes £ JetsNthe ShfdEYA1o8Much as card

and the card_i ssuing subsystemreturning acceptance
n“m?ﬁro?l}ﬁiattfla@ﬁ%tl%meg’mgh éOCéc cihier pesyiringbsybsystam mibjainsl ¢he routing
. est abl | a_dat a. exchange between, the card issyin ; )
intG 0L b S B AT g LE By ot d ot csBRliiERgn interacion
with e PAIGRANE ©PEImTRE] Q&dfngotﬂgﬂlrch%et&ﬁﬁ Rioff Eeflest to the card
I Ssui ng subsystem and the Card’i ssul ng subsyste
issuieg subRystegn, asd thp cand dBuing kubspsdrh @urnitigacécpRn@ihfotmhitin.

cross-bank switching center provided by UnionPay. The
[00276F Thraqhirmpistlsiisterg mayeitoestaplish\al ddedkxbyanpl bawRaythé ard issuing

relative mature technol ogy at present. Therefore, it
subggsienhand fhgceqyiriag sybsysiese 1eneendinedhe pychase senfismation request to the

oYU S 1SR B DL o, i

- theSMHisti6Ri s HEAY SWitdHkyf QIk® REHAdLPEVniAPaQ! MleNGodbah® switching

the confirmati on transaction within a predefined
cenpre pravidedfbyt UmienPay . ig a relbothe matosSedhnnlogs i presehn J hereRind, 8 may be

. S rizes and transnits all the confirmation
J“S?#%a‘@?i@%%ﬂﬁﬁ@t crosdaplp sWiihingn ecaer ip toetfprmy online payment and the
fi ' ti tq the,card . issuin L
o RS ol i SRl S RuiR eur 3RO R appment according
to tAdébnfiRGRRG tBn@cliod WRhif a@fddﬁﬁ&ﬁahlﬁaﬁo& sa0a¢ L] @R SrdsiBink switching
are not accepted. [00277] Only an enbodi nent of the

cenfyr egremeriies wahtransmits gll tiesohfrsmdombmsectionothayee nottaoeepted within a

n%i n, 25 object of the present invention is to provide
predgiingd, nefied 9f i io fheatard dsrping subsystemgiand dhe serdpisskag subsystem

| | ff.ar saction.nmodes nay perform

comtiiRehlPhliey S hrbBR o AR AR PGPl R
' r ' ' Focess and the .

oo PO 0LNS b AE3RShL RIS HhefoEh 0 i, e i

objddper the Heserit idREAGH ik @priVide gn Su15€ pRHRch: 3ROYAN, b ha® Bitirent banks
used as an exanple, and should not be regarded as a

adoptipg diffetentirapbactine modesmat pdrfviaritansctioBInRET p@tfog.riterefore, the

. Att t: OP76100340SG CLAIMS Wiat is clained is;
dlsoraergd o%ne transactl%n process and the technical issue of resource wasting may be

resolved. The three transaction modes disclosed above are only used as an example, and should

not be regarded as a limitation of the present invention.
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1. A systemfor secure online paynent, conprising a

card holder termnal, a nmerchant 5 website, an

acqgui ring subsystem and at | ease one card issuin
chffg'g‘%t em wherein, the system further conprPMe8kigOP76100340SG

routing unit connected with the acquiring subsystem

and the card issuing subsystem wherein: the routing

unit conprises: a storing CddM®E, which is adapted to

store a transaction node adopted by each card 10

I Ssui ng subsystem and routing information and

Lng. procedure corresponding to a Bank

%%i on Number of each card nunber; a

prloc sysiteny forodelre onliviei pdyniest, adaptigtk h eaddtohtchitarmitaher merchant
web 8RR e RGP BB FEIeRY 6 S aSbap aE R Rpar whaeh, the sysem
furtheceinviedes 4 eoutihg) @niacepnictted gvithsthid Saumitrig) subdystepemtl Qhd1tard issuing
Subprsgece_s i ng .accor ding to the correspondi ng processing

BYOCEQUIFE™ 15 2. The system for secure online paynent

aqROhoHiRurfiQoflptée® 1, further conprises a security

plug-in unit, which is connected with the acquiring

s absyritgemodule,i whieh isamtpatdito stdre aateamgdctibm thods glbﬁptﬁd BiMeach card
. the securit | ug-in unj.t is adapted to establish a
sy sUbESI, AL PO ol andiTeFRe mopRdieconesRagding to @ Bank
Idehipficclion NembarndkachrakdtragbeQut i ng unit; card nunber

information of a card 20 holder is obtained via an

i it REPGEeS RO e Whigheis @dandednigl dgtermine th tramkactiam thotihedopted by the

' i nf- ' r : ' i .

core RN oo QLR e e ERE RARD AL R R b the acquiing
subgystam. ayd perform pBoceing asydingitd e coemspordingprocessingayomedtire.

according to claim1 or 2, further conprises a

security authentication and authorization unit, which

[ [ . u ;.S .

R e L
plugrin heihtwWhicht is eanreaidd akithhibe inequirirgnsubsyistemadr ik @arsdged in the acquiring

A . tjicatio uni d otification

sub R el ShBAR MRl RnRH T HsfbPiCa Bafiopiints bebleen he
megeharit grehsiiedend heolgderaertrivgh tind i ironing tinitherdamebeh difgi@fation of a card
vy oL TR BT o e 0 i R e Moo
or dodrespohdiyg pretdysing poaédudis Pbiafred FRadn ytethbtRnSAGURS foyiting unit.

aut henti cati on and authorization unit on the 30 card

hol der and a withholding result fromthe card issuing

suybsyste nd transnit the online transaction result .

Lo THE St R St Ot ayment Aecordifg &¢ Higm 1 pr 27 father comprises a
secarjty t @rthehticatise cand cautiivhiziionp ayiewhicRGE Wobhde@dt Kitk| té Pardh issuing

wherein.the roytjng unit . 40 PCT Original Atty. Dkt
subgystes G d5 GEenecd: Br B¢ 525, dSSHISi HOSIIRRE i 1B sepurith @uthentication and

autlsRizbiidnt yhitattIBRNEdREstOin anderdiehtial ub@lil MY & Rbtfication subunit, the
correspondi ng. t each card issuing subsystem adopti

ng. 1o i SSL bsy n
autipngiEAigh (OB RS OPREL F RN aRHB A haRticahoBRidhe card holder; the

notification subunit is adapted to constitute an online transaction result with a result of the

identity authentication performed by the security authentication and authorization unit on the
card holder and a withholding result from the card issuing subsystem, and transmit the online

transaction result to the card holder terminal via Internet.

4. The system for secure online payment according to claim 3, wherein the routing unit
40
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5. The system for secure online paynent according to
claim1l or 2, further conprises a 5 card hol der
security control unit, which is adapted to establish

P ¥t eraction with the card hol der terninal AtyaRig OP76100340SG
receive security information indicating an identity of

t he card .hol der at is input by the card holder. 6.
stoigiooifk (i b s B sagnand EhF PR gni Gomesponding t
eachlcaddrissing whtey e alidifing @dirkd QutititicatiohQind h@h&$zati tinbdd

i nformati on of the card hol der security control unit

correspondi ng to each card issuing subsystem adopti ng

a d holder security control unjt authenticatiaqgn .

o d e IR B SR A PR BEt Ao SAE 8 B AL, urther comprises o
card dotietl saegrifyocontrall Bif , wHith Ishelapted B e4tSRiSh An GAkActidhOWHR fthe card
hlﬁe%urL%g i nteraction uﬁht, t he card hol der securitél|0 )
OIfFTEIRA {28 ISV E STCUITORHoEBtoR Thcicating ar Kiepfity p5th Garddiplder that is
inpGEBhé tard BAdrr ol unit, so as to send authentication

information to the card holder via a channel that is

agreed on in advance, receive authentication

ig{ﬂénation ingut b%.the card holder, and perform ] .

adt HERSYSER [GR°GHe PN A ReMAcedtng A0 Flamd Prifhsrein, thigrouting unit
storbh @ouEing tiifBAniaBibn SE e RrdRHI SRR BRHiroR 650 ESttd3Forddthe to each card
. claim7, wherein the card holder 20 security contro
issying subsystsint 3daptintern qarhilder ecugia conisel| uit pubentiptiqnymode.

interaction unit are arranged on the sane server. 9.

The system for secure online paynent according to

Cl7aiThe gystewh i Qbdurd BAINS QRahELYaccddiHg td Pab! AfBEohDeises a card

a merchant. authentication unit, which is adapted to

5

holflgsiSPrity intrettion Yni trerfatst halder esriginigracinarwticin eonmpeed to the card
holdéH sebii Sordd] QARG o 1@ BSRCTHAHEBGY Fbrmafbn ke AR AdMhr via a

control unit, which is adapted to control a data
chagyed (b ge agiceh opHe aduaneparseeivaetshintieationainforivaiateinput by the card
holb&! 4 Palfornt RilehBGibR bh the%ﬁfﬁgﬁ cgﬁ)fcgﬁ%otl]rﬁﬁdrf ation and

aut hori zation unit and car ol der security contro

unit; 30 a data storing unit, which is adapted to

store data conprising merchant information; and an
adt Abn eystert fos seqse orling papmenti aseording tto clalm dhwhercindthp tard holder

et B AGI S6El, wE) R G  PAGIA o

the PBSEDER40SG  10. A routing server, conprising: a
storing unit, which is adapted to store a transaction
node adopted by each card issuing subsystem as well

a9, MRLIyAdn 18 QITR! & 0565 HnR % PUQGEI UL Rerei ,
cprresp%nQing fo a Baﬁﬁ%ﬁ?ﬁgﬁfﬁgﬁgggggﬁﬁﬁﬁhgbﬁﬁgFméggﬁﬂmnw
plug-iiyenitpemiptises: 5 a processing unit for direct
h : . hor | . whi ch i
ggé’bﬁ% o f%ltﬂl]e%‘gca%%g U%H} l%u’ %Saétidagtgd E[rCI’:)gf'ﬁ(:)TfOrrn ildgntit)lr g.uthentication on a

merchant who initiates an order transaction request;

an interaction control unit, which is adapted to control a data exchange with the merchant
website, card holder terminal, routing unit, security authentication and authorization unit and

card holder security control unit;
a data storing unit, which is adapted to store data comprising merchant information; and

an authentication and transmission unit, which is adapted to perform security

authentication on data packets received and transmitted.
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return routing information of a security

aut henti cation and authorization unit corresponding to

t he card nunber, when the card issuing subsystem
PCEiipiponding to the card number adopts a di PisgPkt OP761003408G

aut henti cation and authorization node; a processing

u[}p for. card hol dey. security control unit
au e FRUURE SST8H: FABMESINghi ch is 10 adapted to return

r Oaustt(‘)rﬁ% nftf %{Eﬁtlé \ﬁﬁ 1§ B6reCPEhROLA %{odg ggcéﬁqédt% each card issuing

cont r ol Unlt P e Carg I SSUl ng
sub@mtmgpmauaagou_tmgtm@nnam andmgmessmg)pbsedarecmmﬂmmdg to a Bank
IdefiiEAlibi Nu&gé}td'f%?hucg}dtnun%lé; hentication node; and a

processi ng un of acqui ri ng subsystem

sel frofdsSiae sfit ﬂ‘& Mﬁautmitlﬁihohsané%%ﬁgaﬁfoﬁ mddef Rhidh ih&dapted to
supsystem of the processing

correspQ UIrln
retyrn a@ﬂm%%tﬂrr{l lém AFes fuﬁléenhg_@wg@gg ygigtf'l@qﬁatlon unit corresponding to
the GRFd RHSRRAGHHRE thOcdrd RsBAg Q.Ib@%‘f@ﬁ Eoﬁ&?ﬁd’ﬁlgate tﬁ@&iﬂ& Bﬁrﬂger adopts a
ubsyst em sel f - processi ng A net hod f
d“"scé%‘l}gf'élt‘éﬁlmﬁéd ‘&b‘?ﬁ?ﬁﬂon ’@@‘iﬁpr i SI ng: obt a| ni ng, by an

S L SR o St S8 S S, e
adapted do retutni Ilogtmgnnfqmﬁtutrr aih&lacchllddfbld@ @&u&@bo@drﬂdl Oiyit, azvhen the card

cor I e ndi card uin em acgor to th
o R RBE s e SR RE RS AT b R SE PRy Ry 6ol it
autbanticadpomdiengdpr ocessi ng procedure; and performng, by

the acquiring subsystem or the card issuing subsystem

t rAQPFOERSEIN® NIt igr gequitingnabsystean delfetqswsmnggno@s ohich is adapted to

f far, s Wi

O P D seabihy TR A Sl o RARE Bl isuing
subsystrsy serespemslinge Bpthn dimigningber ldorga pul anqmﬂng s:ﬂ:dﬁpdns sdﬁprocessmg
mofi€aui ring subsystem sel f-processing node, the routing

urdit notifies the corresponding acquiring 30

subsystem and the acquiring subsystem perforns the

transaction settlenment and returns the result

i il ok methiod ior S4@r@®1in®pa}gﬁﬂmalcompti§ing Dkt : CP7610034OSG

13, The rget hod f.or secure online _paynent according t

ORI BY R GPIIRRE TUPSYSisan & AFEsar S IOARFSLUISSGHt wimber information
of £@kd RS@eNdi ng to the card nunber adopts a card hol der

security control unit authentication node, the routing

urletermiatngr s a ouing gmitna dramsection nnﬂetddepted: dych hargponding card

iss@l?gﬁ %{{Hgfs\f Féorrc? k\ (iq P%hcélgd %éuﬁneb cal g apg‘{(gt::egﬁrrl%\ﬂlr?%nrgitlglgfi&cordlng 10 a

cori'eslhalhd'mgtpmcmslr@l procedure; and

performing, by the acquiring subsystem or the card issuing subsystem, transaction

settlement, and returning result information.

12. The method for secure online payment according to claim 11, wherein:

if the card issuing subsystem corresponding to the card number adopts an acquiring
subsystem self-processing mode, the routing unit notifies the corresponding acquiring

subsystem; and

the acquiring subsystem performs the transaction settlement and returns the result

information.
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and receives security information indicating a card
hol der identity that is input by the card holder; the
Pq_a(%d_issuing subsystem perforns aut hentication and
G+4R%%ction settlenment, and returns the resufy: Dkt OP76100340SG
information. 10 14. The nethod for secure online
P t cording to.claiml erein.if the card
i??gfﬁﬁn§§%§§§ %hf%%PW%@B@ﬁﬂ%%ﬁ&QE@ﬁ%amgh&qW'ﬂﬁﬁ%r
adpmMicScad %sﬁﬁgtsub@%ﬂeé&%e%ﬂﬁ@ Bfe HNRLIEALIDS a card holder
mpde, the routing unit returns routing informtion of
secyriyerogirpl ynit anfeqaBeatiop Aqgdsnthg mgutingt wnifr ietuasi rontingninformation of the
car@ AHIIESRARM BshiloPudifie card number; 15 the card issuing
subsystem perforns aut hentication and transaction
5 seahd ¢tzpdrizoiticr sandity edntrohenit dsRdlislRs bh intdravtion Withia@8rd hbider fsrminal,

thod for.secure onl.ine paynent, conprising: (1)
n Rt SRS PR s BR b eradehien ey it arpusfy the card
holdersecurity plug-in unit when a 20 nerchant website
recei ves order information fromthe card hol der, and
r dbesard gpingsubsystem pestoums awthgwitiogyionand frinsactimn settlement, and returns
the PR St fofn@iop@Yi N a transaction anount input by the
card holder; (2) forwarding, by the security plug-in
10 unit, the card nunber and order information to a
routing unit; determning, by the routing unit,
- wHét Rrsrmethedsior sesute palinaspay menitagearding totlaioni 1t wherein:
al,ll%:rg entcialr atil%n node %s ado%}ped.accor in o the card )
nd t G pllﬁ B% stu grs - §OT Mr’ng it(f) %sc’ rd, pumber adopts a direct
authdnfits 1o tahd BGhsridtiomode) fRroine Uit dturds FRKAEHRIAELNDOS a security
ard hoIQﬁrtﬁecutit .control unit to the security
aut@‘iﬂ&@é@ﬁ AR RYhorizAen Yl FORFIPPRYiRE toghe eand nwalery j ty
15 PG o ben A O Ry RGBSR fonsdief lfemeptyand retams
the ¢@plt éfomistipahi ng, by the card hol der security contro
unit, an interaction with the card holder, receiving
security information indicating an identity of the

cakda hRllg %rtstbﬂltre bink ?Q}Hﬁen ,yC]pI‘(I)‘kﬁﬁsai{\Qe card hol der, and

transmtting e security in on to the security
pI(Ligestablishiig an {nferacriag be@icfifa chil HolRr SAE b kédudityPhHGid hit when a
a0 qut, h% securltéilnfornaxlon and t he order .
4 mefCH ;‘ﬁ%ﬂ DAEFIED oler ifpematop Jrom dhtisand ldgagnd ragpiing, by the
secG@R @lugdin uhie, al dafifdibel RR pAyBRELEAnsERDA 2BBurlt Sapufby the card holder:
correspondi ng card issuing subsystenvia a cross-bank
- sWik fotwarding.cm the senuritycplog-thi wyt, ttlee ¢aind numdBer RGT ofdet Gifovatation to a

o Yy ST OB T 7 S RS

autlileaﬁcdtiog ngadb Sy sdopted aﬁdﬁdlih'g ty tha whileminib@A tnpenbyahe card holder; if yes,
aut.horization.on .t transactjon r st nessage as .

25 waifRE o o figh e PTARGR Rrigrd Baen PaR g it o the

security plug-in unit; and transmitting, by the security plug-in unit, the card number and card

holder information to the card holder security control unit;

(3) establishing, by the card holder security control unit, an interaction with the card
holder, recetving security information indicating an identity of the card holder that is input by

30 the card holder, and transmitting the security information to the security plug-in unit;

(4) packaging, by the security plug-in unit, the security information and the order
information into a transaction request message, and sending the transaction request message to

a corresponding card issuing subsystem.via a cross-bank swiiching center or according to the
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processing result. 5 16. The nethod for secure online
paynent according to claim15, wherein the interaction
bet ween the card hol der security control unit and the
PCat 8ol der is acconplished through the fol | & Rl OP76100340SG
st eps: bI the card hol der security control unit
the to.a card holder 10

routtm 11‘1% l T % 4& ﬁ)unbet

SEE VTN ??’1?8?’ &t Poe foHtpe upicand o 4 hol der security

& cﬁﬁ%hﬂ

e g R D A s TR hprion on
thenspngaqtion eregieist ynersage rag cvélbras uerforming riberiwiiholding, and retuming a
prodeisAg Mshgation information to the card holder via a

channel that is agreed on in advance; b3: the card

hol der security control unit receives input

information, and transmts the input 15 information

t o6 ihbe mathad fusiserave erlingmiayment aeeording foorkeini% Wheteth thelinteraction
bethB&h GRledNRIAE Eecﬁﬁﬁ/%ohtré{l ﬁnntt &HQ§ L héﬂaér is Bgcr ];n%'ilgﬁed through the

aut hent 1 cation on the I nput or mat hd
ﬁﬂbﬂ@ﬁﬁﬁﬂﬁs authentlcated |nfornat|on to the card hol der

r|t nit. 17, The nethod for, sec
i {d ol seelBPiarrol Gh) G g r o R, e card. older
secﬁﬁ@'piht&ﬁ@ﬁon uf), thei &hird)BoldBy sdcifityS Bifcdctiby uRltUgtuiy &Misky Interface
t he card h%%ﬂer to establish a Security Socket Layer
Reqiran hdder spqueity ¢patre gl hol der security control
Ut ti erfor
L”Eha‘*ﬁt %aé’ﬁttlgéﬁr@gﬁ“ 1 bt i R0 Fifyifgion information (o he
carg bold¢rfvizattaneal thag stagtzked shimglvancehannel  for provi di ng
a secure g a trapsm ssion, and when the validity of
¢ tha* thg e a@s& SECYTEY SeRsrobYRitirecal KRR RmIG infasnation aeétr@flsmrts the input
inféHafl6f toIRELAd ﬁdlder%&:uﬁ%ﬂhfe@ictlbmﬁﬁtt af) @ browser on a
card holder termnal that the card hol der needs to
i rpdutthe icafdo helderi @awntybinmmtmg mlﬂpmtfd)mgumﬁhenlt\iaﬁtﬁmoﬁn the input

er e, c t he
inf{EE ohd LG a8 ER el e daROotct Sern cofffy i
verifying whet her the certifi cat e and the card nunber
is effectively bound; if they are effectively bound,
t rldnBirei methavigfot seeureionfimy pagtrientractargiug tdxlaitohies wasdfutthdraeiprises:
to the Eecurlt y.plug-in unit; otherwise, transmttin

afuideg, By i sherichpiogin b lberiard belfer o gsieblish scerity ;‘iog@t Layer
secﬁlzt’ygc]iaﬂnél nbvith ﬂag cafd 'ARAdR® dsef:lﬁ'fty S&mHbIE uﬁﬁ‘l fgh ﬁel@cﬂ')m%ﬂﬁqentlcatlon

npri si ng submttin % a card holder term na
Per&metgc?@thetﬂéﬁaaow éhfahﬁtmv\se‘%asmr holderseepifipaternyd mauablmhtng a channel
for%ldl@ws@g,ggggt%%sn{@od Qlllctl ating, by the nerchant

websi t e, a transaction request to an aCC]LH ri ng
s ey shemlidiy)ofahé abitifisite ng apgayveld N shoRGlY byl Bhg card holder security

tem .an interactio th th ard hol d
' con?rgf Hf(i?} clmma browser on a card ﬂoﬁ\ér terminal that t‘f'-e card %older needs to input

~ information, obtaining a Distinguish Name of the certificatc and the card number input by the

card holder via a Security Socket Layer server module, and verifying whether the certificate
and the card number is effectively bound; if they are effectively bound, transmitting the
information input by the card holder to the security plug-in unit; otherwise, transmitting an

authentication failed result to the security plug-in unit.

18. A method for secure online payment, comprising;

(1) submitting, by a card holder terminal, an order to a merchant website;
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and obtaining card nunber information input by the
card holder; (4) transmtting, by the acquiring
subsystem the card nunber information and transaction
PCS QgFr mation to a routing unit; (5) if a car &b BUPRIEI00340SG
institution corresponding to the card nunber adopts a

e R R .
t9) csta®lichifl! B @lfe 4cQhiBh M RiHs MR NGl iLlQﬁcﬁJna\Qﬁl?gk'cgﬂ holder terminal,
i nformation to a securfty authentication an

andeghiading gad penbernfprrassion énppbbihagard doldbe card i ssui ng

institution: .10 (6) .perforning,. b he security. .
PR 57 ettt SR she St Pt ormalienprdpnsaction
inf@matibreto acautthghmitder ; (7) when the authentication is
passed, perform ng w thholding by a card issuing
sUbk ot @i isegpg insEmsian cerresponding forthe eard chuibeuiadegts a card issuing
insURSY S &MauBettchidioldi AfofiSaid tm%?ﬁﬁﬁm%ﬁh%%tﬂ'ls %u'uggn unit, the
15 result to the acquiring subsystent an
cardl by Frgomtadionnand Hh trapwactideeindaguiion ng asseoents t asthend@tion and

Tet ' .paynent according to

i R o oA L it LB i St e Ty - the

M6 efofrbing, B the Sudtity SeMentR i Hoin@alihbiiRBion RYit, i@ entication on the

rity authentication and authorization unit,

ca@}ew@%d%r the card holder is registered, and returning

a Heqihst r.at i 10 routing unit:..allocating, . .

g7 E LR (AL i ABHbh b t8 PRt Plpoiafhe' 87 B issuing
subsytent;i fi cati on code to the present paynment, and

alJocatipg the registration result and the o

i é%hﬁ%nﬁm%ft% g-‘ﬁ thesad ipyingrrubsysigm # pithholding aspult ard angmyghentication
res@btoithe dch@irihe itRldt@hipg result is that the card hol der

is registered, sending, by the acquiring subsystem

t 1¢®) infaring thebreerchant by tha héquiringsnblysteinnf or mat i on and a

service identification code to the security

aut henti cation and authorization unit, and requesting

t f i ' . card _.holder. 3 0.

g Fie RSP Nl chhe AP askoyFinR R et repicpeieen sep
andcstepi(6), #@ methvel fortiercompsast i on result information is

transmfted %o t he acgjgi ring subs%/st,em t hrough the

f JFEBHPRg Bt Bp secunyauthsptratianandiythetipaiips vaih wheties thgreard holder
is r@tdr6 afd reBni@B b rdpPstlliGNRAM tb A 1HEHHY Ynitt © @ Cross- bank

swi tching center, wherein the online transaction

r eledating; diyt thie reutinguwiig ueudiquenisasadtion idéhifibEibn Qodgit®ahe present

payémtel’ltY 'ancplﬁlé)ca%zl)g? Qﬁeoge%% at%n Ire%’l?lp ta{u; Itl(l:ea}der?t?ﬁc%ggne ;code to the acquiring
subsystem; and

- if the registration result is that the card holder is registered, sending, by the acquiring
subsystem, the card number information, order information and a service identification code to

the security authentication and authorization unit, and requesting to perform authentication on
the card holder.

20. The method for secure online payment according to claim 19, wherein transaction

result information is transmitted to the acquiring subsystem through the following steps:

the card issuing subsystem sends an advice of an online transaction result to a cross-bank

switching center, wherein the online transaction result contains a unique transaction
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when a response, to the online transaction result is

not received within a predeterm ned period of tine,

the card issuing subsystemresends the advice of the
PCoH"@A® transaction result for a linited nunbéfy Bf OP761003408G

times; 5 when receiving the online transaction result,
.dt. ross- bank switching center returns a response
1de 8% odgnd sends the online transaction result to

t h%eﬁ%f k@ﬁﬂ@@ﬂi e oﬁﬁr%l"trﬁdsﬁtgmn SUDRYS Bgmeré%%ﬂﬁ a predetermined

response to the online transaction resu

rfedéﬁvedthwcmﬂr iypuing pulspvere resemisdhe plyice ofithefontinetensactien result for
ahﬁﬁ@éﬁmﬁﬁﬁ%fﬁ%&éCh'ng center resends the advice of the

onl'ine transaction 10 result to the acquiring

S UtlRy StENiA® thedorlingitiafshciotTReilt, Ghe tiod®RBankZvitcHiE center returns a

nmet hod for secu l'ine paynent according to claim 18
respSOQICStgP+ JET SCORhG SBEC TR eRH (g pgTesponding acquiring
subSys@sE- bank switching center, settlenment within a

predefined period of tine according to a transaction

i déwnithd esponemtocthel enlingtiansicion tesultiso®s rdoaiméd withih ahiradgtermined

I By i ne trans ct| ul t .

prf i e los HE itnhI el el RORRE @ e’ ransection
reswetodbe adghizing sabsyhian Gomartiased mdmber oa”clqws.r [ ng subsyst em

and sending, by the acquiring subsystem the online

transaction result advice that was not received to

t % f@&&ﬁ&@ﬂ?é&%&%ﬂ&e men ggogcthﬁ% t({ ga181|216§ %Bﬁgt%gﬁer comprises:

for secure on acc

Wheffeinting, rbartﬁaabksotrhnk @e&éﬁlﬁg béhftéi‘rsféﬁfehféﬂt Wwithifi @ Hredefindd Seriod of
acqui ring subsystemthrough the foll ow ng steps: the

timg Zcprding ﬁdf%lﬁ?&g%rdéﬁtl ot rodey avhergin the| qrepe-bank switching center
collet2 88 At drfific fr@&Httion sl aHﬂ@es%W{Hé ?@EE% B FlS&H}‘ fim@3fd sends

the withhol ding result, and transm
themriq fs gorrrwandies apining sylsesterarandhol der  terninal via

In net ere transaction result, .

F QPSS Bl e dfe oSS EuRion rroldadgire tat was o
recaodiBtp mmnemoddlhghﬂehaﬁteremlreal transmts the online

transaction result to the acquiring subsystemvia

Internet 23 A net hod for secure online paynent,

c Si ( subm t.tin by a card ho der te

2D HE gl e i BRmetl EB8 o R 14t Fhgemginsaction
resdlhefdmmchal tsent\ﬁhﬁd: squiriag bERNSaA throih tREFOESWine Gtepf

acqui ri ng subsystem (3) establishing, by the

adhuard 19eping Bbxsicansongifuich i palitei ttnsasfiotrese with ti authentication

relePJir@etﬁe LehRdIARL resu %d%ﬁﬁl@ tﬂ% oﬁ% ﬁg%gggﬁesat togtlhﬁ é:fll’d holder

I nformati on |n ut y the card
terrmmlywa DkterneQP¥ @IDSHQB@IHG( #ansagtian sriult funger bymprives a transaction

1de1?tﬁﬂ:9ﬁcfrt D&ed lﬂpes X%& %c}e} rrrﬁl%ﬁ qr smse;}ﬁl nfor nt?ansacﬂon result to the

transacti oh or nma Iout
acquiring subsystem via Internet.

23. A method for secure online payment, comprising:
(1) submitting, by a card holder terminal, an order to a merchant website;
(2) initiating, by the merchant website, a transaction request to an acquiring subsystem;

(3) establishing, by the acquiring subsystem, an interaction with the card holder terminal,

and obtaining card number information input by the card holder;
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(5) if a card issuing institution corresponding to the

card nunber adopts a card issuing institution direct

aut henti cation and authorizati on node, transmtting,
PCRAOiIR routing unit, the 5 card nunber i nfor At PénOP761003408G

and the transaction information to a security

aut henti cation and authqrization unit correspondin )

¢ 8% FEsiiee. PE 4t WHUIFAS PYOEYASTR e qasd nyseher GHoRKEon Brydgtransactwn
inférhRtSLOHW otihgatsithent i cation and aut hori zation unit,

aut hentication on the card holder; (7) when the

aubhdrt ¢aedisswing instijptios eorrespending wi thg cavd trivimbbmdadogtsba caad issuing
. gard Lssui S . d returning a . .
insiffich LS ROk AP P R It R a8 byt gqine wnit, e
card oesbap infomegiby end Hbe dmhsangort irdoe@dbn o ar esutlity avthehtication and

. pr.edef.i ned per.iod of tinme. sendipg, by the

auforgBi it SePBiatle & ot BRund SEHRR: vmd i o acvi ce

t Q6 RSfordimg, HySBdliddGrity WRMYEIRIdNVIR AthbfifRdn BAR Kuthentication on the

Swi tching center or a routing unit; and (9) when
card Beld¢tyi ng t he purchase confirmation advice, searching,

AT GO0 e iR PR R B TR BRRRRG 5ng subsystem,

andnetulrding slirmgadtion rgzaitf or med, returning acceptance

information to the acquiring subsystem 24. The nethod

f &8) dethe pequirng pbsyigmsaes BeicsraYhthetanling drapsagtion result within a

H&H el BEr RS Ehding SHYMB LAY A0 stbh 35 abd Behfirfition advi
P he c?oré_s- bank” svvi_ltng’hi ng ceqﬁtr[_}%sf gﬁ%t theﬁlénén? % r rraltn?otﬁona viee
to thpeard gagag subsrstent viae cepsebanktswiiching tenter wi 2 tiugingunit; and

- predefined perigd of time to the card issuying o
CBETerLireclie BBty S B ety ey gy isuing
sublsstdhh, N c PRI databie; tiRen GORS fol@iHaPa colrtapoadias vathBolding is

hat .are not accepted. 25 30 47 .
performed, returning acceptance information to the acquiring subsystem.

24. The method for secure online payment according to claim 23, further comprises:

summarizing and transmitting, by the cross-bank switching center, all the confirmation
transactions that are not accepted within' a predefined period of time to the card issuing
subsystem, and comparing and inspecting, by the card issuing subsystem, all the confirmation

transactions that are not accepted.
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