24 August 2006 NETWORK | NTERFACE MANAGEMENT SYSTEM AND NETH%;
BACKGROUND OF THE INVENTION 1. Field of the Invention [1] Th 4;1& Hgust 2006
invention relates to a network interface managenent system and nethod
thereof, for granting a unique code corresponding to a target, for exanple
an internet site, interfaced with each piece of network equi pnent within
each network equipnent systemto interface informati on and for changing
interface status information of each piece of network equiprent

aut omat i cal | yETBORD INEERFLCL cMAROCRNENT $VeFEM %@WT&% opt erf ace
information of a predeterm ned piece of network equi pnent Eackground of
~the Related Art [2] Conventional pieces of conputer network equi pnent are
interfaced and fixed in hardware so that any one of them cannot be taken
out or noved. [3] Sinple Nelvidbk ! ENHEPINVENTI@GNVP) is for managi ng
network equi pnment renotely and nanages desired ports using object indexes
grant ed t d. eacFigdnof thyInveheniel ves in order to distinguish each port of
the network equipnent renmotely. [4] Network management is based on giving

and taking preggt ermhNssed: QLB kAR LS X\Iﬁgtwo?k %Qr?z(%g rnllaglggeg%l%é gS%EFﬁn axbrjl ect

Predeterm ned information or a resource to nmanage

and a coll the.objects is called a nagenent I nformation
Base(M B) ﬂg&&&gﬁ ugUs% %B%ng L unique co‘fe corresponding tcg)J a target, for example an

internet site, interfaced with each piece of netwotk equipment within each network
equipment system to interface information and for changing interface status information of
cach piece of network equipment automatically using the granted code, if there are changes

of interface information of a predetermined picce of network equipraent.

2. Background of the Related Art

[2]  Conventional pieces of computer network equipment are intetfaced and fixed
in hardware so that any one of them cannot be taken out or moved.

(3]  Simple Network Management ProtocolSNMP) is for managing network
equipment remotely and manages desired ports using object indexes granted to each port by
themselves in order to distinguish each port of the network equipment remotely.

[4]  Network management is based on giving and taking predetermined
information between a manager and an agent. Predetermined information or a resource to be

managed is called an object and 2 collected body of the objects is called a Management

Information Base(MIB).



[ 5] A Network Managenent Systen(NVS) grasps a configuration of_pieces %f
net wor k equi pnment and their statuses using the SNMP. [6] Each August 2006
net wor k equi pnent supporting the SNVP has the M B, a kind of database that
exhibits the status of each piece of network equi pnment, so that the network
managenent system may read the status information, supervise the status of
each piece of network equi pnent and change settings of them [7]

Therefore, the network nmanagement neans that the network managenent system

obt ai ns predeterm ned. val ues from M Bs provj ded by each piece of network
equi pment, narely %\aﬂ%@@?ﬂ%n&@%‘:’rﬂﬂ‘é{l& Y%%Pﬁ‘&%‘igbgéﬁsmwmégmﬁ?n afpi¢ns of, a
file server, a hub, a router or a switching neans. Then, the network
managemerteteydesingrons pad theiststitusss viing the SNYPr espondi ng networ k equi pment
or changes the obtained values. [8] Fig. 1 illustrates a configuration of a

conventional @t wolkch picee bAsawornapgaent suppsiiamhd SknRehey ticnars o Fhg. 1,
t he conventional network interface nmanagenent system conprises a network

equi pmrentofsMehesd thdOexhbitd kRS ds BRAAY LofSesb &G eé%ﬁn-feﬁﬁ 55 gﬁ‘ﬂ[af%'biq Sﬁ)tél?t us

of the network equi pnment system 110 arid a user | nt ace

net wor k | em.1 rpses. pieces of network equipnent 111,

105" and TTEEEEO U oGy SRRl SR RRFOGE sPheht St o ahch Biest dbes
of resources.to be man%eﬁd bet ween g manager and an agent. [11] The

net wor k MEREGEFERPISHE1RHPE98F B8 PEE%Mhol | i ng agents 121, 122 and 123

that polls the MBs 112, 114 and 116 to read status information of each
piece of 2 [7]  Therefore, the netwotk management means that the network management

system obtains predeterim'ned values from MIBs provided by each piece of network

equipment, namely management targets including a workstation, a printer, a file server, a hub,

- a router or a switching means. Then, the network managemént system grasps a status of the
corresponding network equipment or changes the obtained values.

8]  Fig. 1 illustrates a configuration of a conventional network interface
management system.

]  Refetring to Fig. 1, the conventional network interface management system
comprises a netwotk equipment system 110, a network management system 120 for
managing status of the network equipment system 110 and a user interface 130.

[10]  ‘The network equipment system 110 comprises pieces of network equipment
111, 113 and 115 and MIBs 112, 114 and 116 that store information and statuses of
resources to be managed between a manager and an agent.

[11]  The network management system 120 comptises polling agents 121, 122 and

123 that polls the MIBs 112, 114 and 116 to read status information of each piece of



24 August 2006 network equi prent 111, 113 and 115 and a dat a:)ﬁ server
125 that updates status information into the one read from t ‘gHQP?EgODG
agents 121, 122 and 123 and stores the sane. [12] The user interface 130
requests a status of each piece of the network equipnent 111, 113 and 115
to the database server 125 and provides the result to a user. [13] The
conventional network interface nmanagenent systemw || be described below
with reference to Fig. 1. [14] The network managenent systen(NVS) 120
grasps a configuration and status of the network equi pnent system 110

usi ng t hePesRps. cquppens débs1ht apdel enndrk dé@hilsﬁn‘éﬂmerlg 5 that 3ufadatts 1t5tus
supporting the SNMP, conprise each MB 112, 114 and 116, a ki nd of

dat abase iffrmiaric gao ithgoree retchfrom thé pollieg e@nm‘ 121t T2 nelt 10 rakd e@uéspiesimd 11,
113 and 115. They read information fromthe MBs 112, 114 and 116 to

supervi se t he [sfjat usesugpt m&eﬂa&elmesreqhést@ae%ﬁs obf & mg&ké’\q{#ﬂ{%qﬂw’o‘?@t
111, 113 and 115 support SNWP, MBI, , the network nmanagenent

system 120, 6301024983 . §¢6 t 3 and 115.
[16] Eac hQﬁLonl(i)ecé1 of Pthe a][r?let V\o&k&e&%@ga@g%g%ﬁﬁzfﬁ%ﬁ %‘ng 1‘% rt{sﬁljf%%%uﬁé‘t wor k
equi pment sys 1 exhi bits grant ort nanmes of itself or granted names
of sites. conigﬂ} eg{%‘[: oY ?&%%QT@P%&L‘E ripcsr mgnygeRent gyieene otileke gescribed
information internally by using object indexes of pieces of the network
equi prentPePM with refergige 115 117] More specifically, each piece of the
networ k equi prent 111, 113 and 115 conprises a plurality of nodules M
t hrough Md whé¢t4 edbh ek enahggentehe sypreadPIVS)Ni20g6aspi W kbRfig R4t ROsrdSstARe
each port is connected to a predeterm ned site.

of the network equipment system 110 using the SNMP.

[15]  Pieces of the network equipment 111, 113 and 115, supporting the SNMP,
comprise each MIB 112, 114 and 116, a kind of database for indicating a status of pieces of
the network equipment 111, 113 and 115. They read information from the MIBs 112, 114
and 116 to supervise the statuses of themselves. If pieces of the network equipment 111, 113
and 115 support SNMP, MIB I, MIB II, the network management system 120 can manage
pieces of the networtk equipment 111, 113 and 115.

[16] Fach piece of the network equipment 111, 113 and 115 in the network
equipment system 110 exhibits granted port names of itself or granted names of sites
connected to itself externally for a user, and collects information internally by using object
indexes of pieces of the network equipment 111, 113 and 115.

[17}  Mote specifically, each piece of the network equipment 111, 113 and 115
comprises a plurality of modules M1 through M9 where each module has the predetermined

number of ports and each port is connected to a predetermined site.



3 24 August 2006 [18] Each M B 112, 114 and 116 is registered st na
for identifying each piece of the network equi prent 111, 113 éﬁEXygy§t5886
nodul e/ port nunbers, indexes and a plurality of |line speed, etc., and
stores the registered interface information for itself. [19] Hereinafter,
the network equi pnent is abbreviated to equipnment. [20] The interface
information is also registered to the database server 125 of the network
managenent system 120 for one-to-one nanagenment. [21] After registration,
each piece Ofoﬁgf u%g&ﬁgt 111, 113 and 115 stores interface information
on itself acc n S@F {13 13 endb bt oif aegisteradh fospames Faridettibting eash piece
predeterm ned targets connected to the interfaces of the MBs 112, 114 and
116. [ 22]ofTthe qeovorkrguipgent 411,213 ab22 1an0od@8/pat hutibers NhBsxed 424 a bldkakind
116 to collect the interface information and store the collected interface

i nf or mat i eflideaptdd; etdqtab aoecsyE welsterdBBterf223h fdhe ddatabase, server 125
stores the collected interface informati on separately for each piece of

t he equi prent /gach gL C r.k. nagenent such as fault
managemnent or[pgrfg%%%ﬁ%%g#%ﬁgggﬁgﬁ%aﬁéggggghﬁ%%Ppggyj63%%3?th t he
regi stered iqﬁ rf eii formation with the collicted ne for each piece of
the equi prent . T124] PPHBCHATWSF R HERRA e tlih feaed i Faersserrrs 12Amf thadex
anong the collected information with a uni que one that each port of the
equi prent"9iEek maRpeepeRt EYenHe0 fprner s thafgementi on registered in the
dat abase server 125 with the collected one of the found index.

[21]  After registration, each piece of the equipment 111, 113 and 115 stores

interface information on itself according to a utlization status and operation status of
predetermined targets connected to the interfaces of the MIBs 112, 114 and 116.

(22]  The polling agents 121, 122 and 123 poll the MIBs 112, 114 and 116 to collect
the interface information and store the collected intetface information to the database server
125.

[23] The database server 125 stotes the collected interface information separately
for each piece of the equipment/each interface and petforms network management such as
fault management or performance management for each port by comparing the registered
interface information with the collected one for each piece of the equipment.

[24] The network management system 120 finds the same index among the
collected information with a unique one that each port of the equipment has, and updates the
interface information registered in the database server 125 with the collected one of the

found index.



-4 24 August 2006 [25] If a piece of equi pnent needi ng nmanagenent is newly
registered, site names, namely, port names and object indexes 4ft BUgHSEREPO
one-to-one to be registered. [26] Wen a user queries a predetermnm ned key
val ue, the user interface 130 gets corresponding interface information
fromthe database server 125 and displays the same on a graphic user
interface screen. [27] Each piece of the equipnent 111, 113 and 115 all ows
nodul e or port changes. Accordingly, the indexes are reallocated orderly
when a nodul e Ig% aq?ead.or re | aced with the other one, or_ in case of

add/ change of &”port 2 H'§° M, BeqAREBERAGTHITAG B STy &pistesed, BU0 np@ag s
the interface information for . each piece of the equipnent 111, 113 and 115
fromthe v, PPYL naqres apd gbiptgnders eisepatchadomegotdne te Ameegistiieh, an i ndex

val ue connected to a predeterm ned target can be changed mnanually through
the user interlfdce B a[u88] qReieenrpradetémifddkeyyalie, phe dedrahdMEd 150 bas T or
exanpl e ABC conpany New Jersey branch office, is connected to a

pr edet er nicegepqlity inwIdSEInFRSXoh Frobn tRfdatasQLWRT K5 arﬁﬂ&ﬁ%pﬁ%&ﬂ% @lﬂei%ba Now

t he network managenent system 160 queries current |ine utl

conpany Ng Hetsenbirangh.of fice to the network equi pment A 150. Then the
net wor k eérfji pnent A 150 gives the utility corresponding to the index 6 and

stored in the B k..[30] /As the forgoing, the interface information was
nmanaged by usi[ir\?é ag%él? B’ﬁg‘:t %‘?’WFI‘?B‘GP’IP@S}E {ﬂailr&gyughlﬁ Higax Masfulerripst ghanges.
managemne in the conventional art. If nodules and ports are

nt
added/ chdHgetlieas phetmdesres arqpicallecartl osdarlyprhemts mphek isvdided borepbaedwith the

other one, or in case of add/change of a port.

(28]  Then, the network management system 120 reads the interface information for
each piece of the equipment 111, 113 and 115 from the MIBS 112, 114 and 116 and then
stotes the same. Then, an index value connected to a predetermined target can be changed
manually through the user interface 130.

[29]  Referring to Fig. 2, a predetermined site, for example ABC company New
Jersey branch office, is connected to 2 predetermined port, whose index is 6, of the network
equipment A 150. Now the network management system 160 queties current line utility of
ABC company New Jersey branch office to the network equipment A 150. Then the network
equipment A 150 gives the utility corresponding to the index 6 and stored in the MIB back.

[30] As the forgoing, the interface information was managed by using a
predetermined key, namely an index for network management in the conventional art. If

modules and ports are added/changed/dropped in a piece of equipment, the index for each




-5 24 August 2006 port is reallocated. Consequently, there i
that the indexes should be changed again according to a prede@”gﬁﬁﬂ 53006
target. [31] Figs. 3 and 4 illustrate i ndexes before and after the nodul es
and ports of the equipnment A are changed. [32] Wen 4 nodul es are nounted
on the equipnment A and 8 ports are existed on each nodule, the indexes are
all ocated sequentially froma port of a first nodule in use. No index is
allocated to a port of no use. [33] Before the equi pnent change, ABC

conpany New Jers h office | connected to an index 10 of nodule B
and EFG CB%éM?e”ﬁ%\C%‘?‘gRﬁ%SBTFP%é ‘:hgfe tlont the indegescsipult bersbetgsdA.
The equi prent change is acconplished as descrl bed below. The nodule Ais
removed. A sselding B 3 predaspinieetiagget h one as shown. | ndex positions are

changed in the nodule C and D according to port adds/drops. Each |ine speed
of the interf[atles HgnAeetediltarihndend Inidesabisfel 82 obanaeshd p34 oBefor e
the equi pment change, information of ABC conpany New Jersey branch office
is regist qunérﬁﬂngcﬁg{g\é@rk managenent systemto be read at index 10 of

t-he equipnent A. Thus I'itne status of ABC conpany New Jersey branch office

i's read with fe e, 10 elndexl of . t he .equi 35] After the
equi pnent chan[g% 2@2%4%11618% PREUK g%‘ﬁ%‘%@% af“gglﬂ?ﬂ‘%)@m existed on
real | ocati o16 ABC co any New Jerse branch office is connected to

an i ndex %€ eﬂ}?o‘&fi?"ésef S euApERlY Tom Bmaseef ofitst swduk igonnede ed

to an index 10 of the
index is allocated to a pott of no use.

[33] Before the equipment change, ABC company New Jersey branch office is
conqected to an index 10 of module B and EFG company LA branch office is connected to
an index 3 of module A. The equipment change is accomplished as described below. The
module A is removed. The module B is replaced with one as shown. Index positions ate
changed in the module C and 1D according to port adds/drops. Each line speed of the
interfaces connected to the two sites is also changed.

[34] Before the equipment change, information of ABC company New Jetsey
branch office is registeted to the network management system to be read at index 10 of the
equipment A. Thus line status of ABC company New Jersey branch office is read with
reference to the index 10 of the equipment A.

[35] After the equipment change, each allocated index is changed due to index
reallocation. That is, ABC company New Jersey branch office is connected to an index 3 of
the module C and EFG company LA branch office is connected to an index 10 of the

module D.



nodule D. -6 24 August 2006 [36] If the changed information is, not

updat ed, the network managenent systemreads the index 10 of t #fb A9t 2006
in order to read a network status of the registered ABC conpany New Jersey
branch office. Consequently, the result is about the network status of EFG
conpany LA branch office, which is very different fromthe desired one.

[37[ To solve this problem the conventional network nmanagenent system
probes the changed i ndexes and updates them one by one manual ly. That is,

in order to re t net wor kst atus of ABC conpany New Jersey branch
office, the us'gg] sﬁgﬁhedcela’i‘ﬁfﬂfgélf?ﬁ’éaqoﬁdé%Ot de%tg the neeplo minagensint @ystem
regi stered to the network managenent systeminto 3 fromthe index 10. [38]
Fig. 5 showds s edexnid) of he mertdebyo usidngndriverkkeytus Bf teeregiomraniBgnal
net wor k managenent system [39] If nodul es and ports of each piece of

equi pnent caneang ¥evg getseyt iended e KCod¥BnAgRAL (SR IEMARIhSn @b BLAL fgce

i nformati on of each piece of the equipnment as predeterm ned key values and

recei ves Ehe @iaaf LN Y[ M=ToyiT o Féll(}% n nodul es/ ports, etc.,
cor r espondi ng t he ey val ue(g@agr’om eagﬁgi}l%fer | &Pﬁltl? fetred 8pe- ¢ equest s
pr edet er m ned at this tine, the network

y lues via t user interface,
managenent sygtem \g?)os\ﬂve%“stﬂfgggg’e%‘q TROSFF NFPSFRERP ST MESE Bt soREbeY t o
t he key Vtﬁl u sgtgrat. (gqr;fti rely different one. [41] The user, receiving the
i nt er f ace™f APHIETRLTYFEs HBgates e el ogampesallyf Thhtis, in order to read the

network status of ABC company New Jersey branch office, the user should change the index
of the corresponding site registered to the network management system into 3 from the
index 10.

(38 Fig. 5 shows an example of management by using the key in the conventional
network management system.

[39] If modules and ports of each piece of equipment are changed, the network
management system calls for interface informaton of each piece of the equipment as
predetermined key values and receives the one of seial modules/ports or Ethernet
modules/ports, etc., cottresponding the key values from each MIB,

[40]  If the user requests predetermined key values via the user interface, at this time,
the network management system provides the user interface information cotresponding to
the key values but entirely different one.

[41]  The user, teceiving the interface information, corrects the index values of the

interface information connected to a predetermined site manually through the user interface.



interface information connected to a predetermned site nanuaﬂié throg%
the user interface. -7 24 August 2006 [42] Wen nodul e adds/ AlgskeR0g
or port adds/changes are occurred in a piece of equipnment, heavy operation
isloaded in a process of investigating and correcting indexes. Al so,
accuracy of the collected data becones |lowered until the correction is
conpleted. [43] In an aspect of the SNMP limt and in the conventi onal
net wor k nanagenent system when entire or a part of pieces of equipnent
are troubled t replaced or netmork | i nes connected to a portion of
ports of the & |pN@ﬁP-§F’uWDWBH teplageraenss warpastiaildefshanges steabtsticdsin 2
collected by the network nanagenent systemor every document on a line
status tiese dfsequirpeagahervy opepdbi Gy loadedabl i phent of ARedBatiSind correcting
Addi tionally, document continuity before and after the I'ine noves can al so
be di scorinéededAlshbAatcuNet ol Kise %ﬂéc@écgeaﬁceéc%des?ﬁew@fedCQﬁ@a&' L 6 HREST § {;‘ke
various changes such as change, new establishnment, cance 5o that
there areg &eds of port index changes. [45] Therefore, the netmork
managemnent cones a |large problem after devel opnent of a piece of
fl exi bl e equi nt because acy becones | owered and the index
changes shgul E&Ee UoT 80P rfhﬁ §§%&jji‘ﬂﬁt i T cquyentiopabpetyosk management
adds/drops/chang SUVWWARY OF THE | NVENTI ON [ 46] An object of the
i nventi of7i'€™t ¥ @b@veeafapéﬁ§tIWﬁéS@%@H@ﬁp&ﬁbﬁe@eméﬂﬂknben@k@ﬁﬂwﬁmﬁ@gﬂﬁ and
to provide at |east the advantages described hereinafter.

lines connected to a portion of ports of the equipment are moved to the other equipment,

statistics collected by the network management system or every document on a line status
that is necessary for policy establishment can be lost. Additionally, document continuity
before and after the line moves can also be disconnected.

[44]  Networks of large scale ISPs or companies undertake various changes such as
change, new establishment, cancel, etc., so that there are hundreds of pott index changes.

[45]  Therefore, the network management becomes a large problem after
development of a piece of flexible equipment because data accuracy becomes lowered and
the index changes should be corrected manually in time of the interface

adds/ diops /changes.

SUMMARY OF THE INVENTION

[46] An object of the invention is to solve at least the above problems and/or

disadvantages and to provide at least the advantages described hereinafter.



-8 24 August 2006 [47] Accordingly, one object of the present_jnventiogn is
to solve the foregoing probl ems by providing a network interf#AHIHSHEPPE
managenent system for granting one or nore unique codes to a predeterm ned
site interfaced with each piece of network equipnent to collect and nanage
the interface information of each piece of the equi pnent based on the
granted codes. [48] Another object of the present invention to provide a
network interface automatic managenent system for distinguishing interface
information of each piece of equi pnent based on the granted codes, which
s a combinati B of EBRIREY. 2 g‘aﬁﬁl oft thsnPigRenh invegfien Js te solyathe ddegoing
order to distingquish predeterm ned sites by use of the codes. [49] Another
obj ect  of ProREMsIyeprorskng © npmovk deedameatumwondtici mirepimaee Sbonik igganting one
managenment systemfor reading all of the interface information of pieces of
t'arget ecei preatunique estirptiong peda@elenifid BiE thitFadd PHRE eL.eh ;gi&%doﬁ ht&dE 2
primary key. [50] The foregoi ng and ot her objects and advantages are
real i zed QyiHhaNidi - i twor k. int er,f ace.
i nf or mat i é(gan qul: o\rfrgg icgiger(lz g?n%%%g%\%{rhﬁs%%g?%gn@%g{ag g% '?’ g r%maélleﬁegol N oT BT Ch
that can I iLte gonnected to one or nore interfaces of each piece
of netmor%gﬁgéégﬁﬁ%?ﬁg%gx%ﬁcluding one or nore managenent information bases
that store thﬁﬁﬁntg%% ce information;, and a network managenment system for
pol ling the ag et i Rt neft ithn PERiSRs InyEntEHC o fitevide of netveoth einvunfake
equi pnent within the network equipment systemto collect the interface
i nf or mat i@LMEKopenaggmicnt oyskat ifon disvaguicking iitterfadefl inforemeibn Séft @achSpipdd BRI Y
information to conmpare the primary information with already registered
equipment based on the granted codes, which is a combination of formalized regulation with

multi-step sub-codes in order to distinguish predetermined sites by use of the codes.

[49]  Another object of the invention to provide 2 network interface automatic
management system for reading all of the interface information of pieces of target equipment
by adopting a code granted to a predetermined site as a primary key.

[50]  ‘The foregoing and other objects and advantages are realized by providing an
apparatus for managing network interface information, comprising: a network equipment
system having information that can identify a site connected to one or more interfaces of
each piece of network equipment and including one or more management information bases
that store the interface information; and a network management system for polling the
management information bases of each piece of the netwotk equipment within the network
equipment system to collect the interface information, adopting information that can identify

each site as primary information to compare the primary information with already registered



9 24 August 2006 information and correcting the interface information for
each piece of the network equipnent [51] According to anot her2hApgust gpo6
the invention, an apparatus for nanaging network interface information
automatically, conprises: polling agents for polling interface information
of each piece of network equi pnent from managenent information bases of
each piece of the network equi pnent at every predetermined tinme or in

real -tinme; an automatic managenent nodul e for confirm ng changes or adds
of the interface information read fromthe polling agents, correcting or
managi ng FHEMPRPRr #5C SOTTRTtEEnEG dxerfansd infommapsionb fase cardr pisce fafr tist meivgk
regi stration information for each piece of the network equi pnent or each

i nterfaceqguimaged by the automati c managenent nodul e and provi di ng user
interface with the stored information [52] According to anot her aspect of
the inventiOn{5ﬂh6ﬁ@U&QMQﬁhﬁaﬂ@ﬂé@@ﬁﬁ@iofqgg%h%nﬁ&ﬂp&i%ﬁ&ﬁmﬁsqﬁp%%ﬁﬁgﬂé
target equipnent |ist portion for managing interface changes; a sit ode
managene t] ] i r At | mat ched with each .code 0 be
Bt o I A e LR LR BOE: M PO P Brsne
infornatggﬁngé.oeagh i ece oﬁ t he Eetmork equi pnent at every predeterm ned
time or inrears? PrEAUsPNY Phac™nih AgWREsRt {1opy Banrgesient sfopspinm bises phe
collected information with the registration information to nmanage network
i nt er f ac&2FthiPdicheth 81 AFORREAERIeRt 4 ricampiedetermhiace timmmagemenktidi;spl ay
portion for displaying a log of corrected information and intervention by
an adm niastonaatigrmanafemetessdily forasnfirmiah chages or adds of the interface information

read from the polling agents, correcting or managing the interface information; and a
database server for storing registration information for each piece of the network equipment
or each interface managed by the automatic management module and providing user
interface with the stored information

[>2]  According to another aspect of the invention, the automatic management
module comprises: a management target equipment list pottion for managing intetface
changes; 2 site code management portion for enabling information matched with each code
to be inputted and displayed; an automatic management engine for collecting information of
each pi'ece of the network equipmént at every predetermined time or in real-time using the
management target list and comparing the collected information with the registration
information to manage network interface information automatically; and an interface
management display portion for displaying a log of corrected information and intervention

by an administrator, if necessary, as a web page.

-10-




-10 i 24 August 2006 [53] According to another aspect of the jhyention
met hod for managi ng network interface information, conprises é%@%§99§t29%§
granting codes, indicating sites connected to each interface of each piece
of network equi pnent and generating a nmanagenent target equipnent |ist;

(b) collecting interface information for each piece of the network

equi pnent through Sinple Network Managenent Protocol to generate a table
at every predetermined tinme or in real-time; (c) checking

non-defectivegg s of the codes for the collected interface information of
the table; an ?H)fﬁﬁﬂﬁ%ﬁi%@mpﬂﬁéﬁﬁﬁﬁﬁ@Hhﬁég@@ﬂ@%édn@b0®ﬁnenmughgnmnayknent
- systemwith the collected table using the granted codes and correcting
changes oftatfaee inrfeghatioa; edmprifes rstat i adin (a) [ghdltinAcodesinticatiag afed bameagpast Of
the invention, the automati c managenent for the network equi pnment

conpr i seseachéngtfaces beRacOpiccd OF ln@eld R Gquifn i BhH ARl LA GAGEREREE: r2fe:t he
aut omati ¢ nanagenent targgt equi pnent selected b%ggnaaﬂ%inistﬁgtor F&gt

t m ' .'.'e at] t C(:[:h lel rd'
o or mat | Shbmit B bl B AR Rl 08 3 AR Bl R e Psihensns
es of an interface of each giece

coIIectecl%l a%& - ki n eration _statu
ot he. nePha unHERER SRRt o Pre Gouderdi s bl Besiary pidesermine
notifying, the checked results to the adm nistrator; conparing the collected
tabl e wi t'HR¢ RE IR Fayfidteichahqckipg meatdesertaenest of theceddag farhtbe roliécstdeineatface
information; and deciding if aline is canceled or used and del eting
unr egi st endmeneest thesrbla asd (& coogherihg Bifornhidh rdgaaeding ntt®oRl efaRgfent@pect
of the invention, a method for managi ng network
system with the collected table using the granted codes and correcting changes of the
registered mnformation,
[54]  According to another aspect of the invention, the automatic management for
the netwotk equipment comptises the sub-steps of: collecting information from each piece
of the automatic management target equipment selected by an administrator to generate the
table; notifying abnormal codes among the collected information to the administratot,
-deleting the abnormal codes from the collected table, checking operation statuses of an
interface of each piece of the network equipment to decide if the codes are necessary and
notifying the checked results to the administrator; comparting the collected table with the
registered information and cortecting the registered information; and deciding if a line is
canceled or used and deleting unregistered codes from a site code list.
[3>5]  According to another aspect of the invention, a method for managing network

interface information, comprises the steps of: (a) inputting interface information connected

or to be connected to an interface of each piece of network equipment; (b) matching the
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interface information, conprises the steps of: (a) inputting interface
i nformation connected or to be connected to an interface of é&i ugust 2006
net wor k equi pnent; (b) matching the -11 24 August 2006 interface
information with interface description; (c) registering the inputted
information to a network managenent system and (d) changing the interface
informati on using codes of the inputted or registered information. [56]
Accordi ng to anot her aspect of the invention, a nethod for managi ng network
interface information, conprises the steps of: (a) inputting a hostnanme to
each pi ec@teface irdpiprtionewith prvenface detsyiptinmuict fepigtering ehrd mpettéchindsmmiivn o 2

i ncluding a code of corresponding site to one or nore interfaces of each

pi ece of tHiworemapiderrequiprentand (&) chgrging did NgrAbe inAbn BN | GinFRDASEEME
list to register the list to a network managenent system (d) ‘receivVing

current niabuiéKoe@bisRpRINLfJrRhRsat i on at a predeternined period or in
real -time, conparing the received information with the one registered to

t he network ge e sin 0 or _nore hosthapng and code
i nf ormati on, HZ[%Z peq?t;e %?c?ﬁygz%} agq!?%eé% egtn%eﬂ&? THQYSh B TEhOL I ARARagng fRgvork
interfacqn%ngorn%tion, addition of a new interface and deletion; and (e)
di spl ayi n§ A Hew PHIEH T ac8MWEREg $PSpPlc t@irigpuiing)a hesserek by each pleee of
present invention, by granting a unique code for identifying a
pr edet er MENERsIQUEPBEHN Y tiepitting inerfare enfoavetiof inehiclingpi ecd: of chedsponding
equi pnent to an interface description and perform ng network nanagenent on
t he basi siteftotdre gr motethtatdes of dahapaaCof &kyndtvoad g@ﬂ@&ﬁ@(@%ﬁ@gﬁa{éwout

t s

correction of registration information of the networK managé tem
automatic management list to register the list to a network management system; (d) receiving
current network equipment information at a predetermined petiod or in real-time, compating
the teceived information with the one registered to the network management system using
one or more hostname and code information, and performing at lest one of a group of
change of the interface information, addition of a new interface and deletion; and (e)
displaying a néw interface management picture.

(57 According to the present invention, by granting a unique code for identifying a
predetermined site connected to an interface of each piece of netwotk equipment to an
interface description and performing network management on the basis of the granted code,
data accuracy is always guaranteed without correction of registration information of the
network management system.

(8]  Additionally, registration procedure of the network management system for

interface adds, drops ot changes of each piece of network equipment become simple.
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[58] Additionally, registration procedure of the network mana S
for interface adds, drops or changes of each piece of networ @Hgﬂﬁéié&
beconme sinple. -12 24 August 2006 [59] Wen noving a line to the other
net wor k equi pnent, the existed data is not |ost Therefore, data continuity
can be maintai ned and operational manpower for high quality nmanagenent

al so can be reduced. [60] Additional advantages, objects, and features of

the invention will be set forth in part in the description which follows
and in part will %&Erre appar ent to those having ordinary skill in the art
upon exani nat itSh of VRHemPBINg swWigodhe PERET BTy @kreqaipoiensibpesietedl cleta igfot he

i nvention. The objects and advantages of the invention may be realized and
at t ai ned logisThesefore hiardoptipaiyie beowintrined hed appetictetimahpiwe:. foBRkERuality
DESCRI PTI ON OF THE DRAW NGS [ 61] The invention will be described in det ail
Wi t h ref enemgemt ddoecahbklredicaqg drawi ngs in which |ike reference nuneral s
refer to like elenents wherein: [62] Fig. 1 illustrates a configuration for
a conventional network interface nanagenent system [63] Fig. 2
illustrates an exanple of the conventional network interface managenent;
[64] Fig. 3 il6Qst Astlsmnalndexangdscolftctsrand gedigres B eid Acendonl WillMRt de Rorth
before/after a network equi pnment change; [65] Fig. 4 illustrates changed
net wor K iiftpaffiaGBe idefc@ipaBh WcOfollbld andiin part will become apparent to those having

ordinary skill in the art upon examination of the following or may be learned from practice
of the invention. The objects and advantages of the invention may be realized and attained

as particulatly pointed out in the appended claims.

BRIEF DESCRIPTION QF THE DRAWINGS

[61] The invention will be described in detail with reference to the following

drawings in which like reference numerals refer to like elements wherein:

[62] TFig. 1 illustrates a configuration for a conventional metwork interface

management system;

[63] Fig. 2 illustrates an example of the conventional network mnterface

management;

[64]  Fig. 3 illustrates an example of managing interface information before/after a

network equipment change;

{65]  Fig. 4 illustrates changeci network interface information of Fig. 3;
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-13 24 August 2006 [66] Fig. 5 illustrates a conceptual diagramfor the
conventional network nmanagenent; [67] Fig. 6 illustrates an #ék Agust 2006
interface automati ¢ nanagenent system according to an enbodi nent of the

present invention; [68] Fig.7 illustrates a conceptual diagram of the

network interface automatic managenent according to an enbodi nent of the
present invention; [69] Fig. 8 illustrates a status that a code is granted
to each piece of the network equipment; [70] Fig.9 illustrates a table of

interface information for each piece of network equipnent; [71] Fig. 10
illustrates a [8%lat &idg of dbgeatgpnoreraiceptyalc disgianactor dtmgonoembaalpmemk
invention; [72] Fig. 11 illustrates autonmatically changed network interface

infornatimmndgymtrhre net wor k managenent system according to the present
invention; [73] Fig. 12 illustrates a diagramfor automatic nmanagenent

before/after thE el ealkstant ahhaefk n&e&&@%@hﬁ@%ﬁ% &Rrgs'té}ﬂa %n%ﬂ% q

enbodi ment of the present invention; [7 Fig. 13 st T at a

st at us Oftotag%rx}b%hﬁﬁérﬁ%@ {Be 1,1|v(gntlée},‘lccord| ng to Fig. 12; [75] Fig. 14

illustrates a |ist Tomatic managenent target network

equi pnent ; .
qui p [68] Fig.7 illustrates a conceptual diagram of the netwotk interface automatic

management according to an embodiment of the present invention;

[69]  Fig. 8 illustrates a status that a code is granted to each piece of the network
equipment;

[70]  Fig.9 illustrates a table of interface information fdr each piece of network
equipment;

[71]  Fig. 10 illustrates a status of code abnormality check according to the present
invention;

[72] Fig 11 illustrates automatically changed netwotk interface information by the
netwotk management system according to the present invention;

[73] Fig. 12 illustrates a diagram for automatic management before/after the
network interface information change according to an embodiment of the present invention;

[74]  Fig. 13 illustrates a changed status of the interface information according to
Fig. 12;

[75]  Fig. 14 illustrates a list of pieces of automatic management target netwotk

equipment;
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-14 24 August 2006 [76] Fig. 15 illustrates a status of site cod

managenment according to the present invention; [77] Fig. 16 |346§QH§§3§0@1
managenent status of an automatic managenent engine; [78] Fig. 17
illustrates an automatic interface managenent display; [79] Fig. 18
illustrates a status for notifying a | og generation to the adm nistrator;
[[(80] Fig. 19 is a flow chart for network interface automatic managenent
method according to an enbodi ment of the present invention; [81] Fig. 20
is a flow chart of an automatic managenent engine according to the present
i nvention. DEFANLEBisDESEHeRieoN trupREFERRED BMBERIMVENTSOfEE] tTHe fosdnowi ng

detail ed description will present a network interface nanagenent system
and net hodavengeneof according to a preferred enbodi nent of the invention in
reference to the acconpanying drawings. [83] Fig. 6 illustrates a

confi guration argut e MbirfcPAALSIRRht SYSE 6MPiubBBLMO
according to éﬁﬂenbgglnent of the present |nventﬁgn ﬁﬁnae?%ﬁﬁ%%ﬁEFlg 6,

the automat i ¢ Rnagemel,SYSLEM AlodStIRLe] n;ngaajﬁ%g,gﬁt GQURLi ses a network

equi pment syste a network managenent s % user interface

2 -15 24 A .
30. 5 l[l'gj]ISt Flgp?E? lustrates a status for notifying a log generation to the administrator;

[80] Fig. 19 is a flow chart for network interface automatic management method
according to an embodiment of the present invention;
[81]  Fig. 20 is a flow chart of an automatic management engine according to the

present invention.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[82] 'The following detailed description will present a network interface
management system and method thereof according to a preferred embodiment of the
invention in reference to the accompanying drawings.

[83]  Fig. 6 illustrates a configuration of a automatic management system of network
interface according to an embodiment of the present invention.

[84]  Referring Fig. 6, the automatic management system of network interface
comprises a network equipment system 210, a network management system 220 and a user

intetface 230.
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[ 85] The network equi pnent system 210 includes MBs 212, 214 and 216 to
which a code is granted for identifying each site uniquely. ExhAugyst 2006
corresponds to each description of interface information of each piece of
networ k equi prent 211, 213 and 215. [86] The network nanagenent system 220
polls the MBs periodically to collect the interface information for each
pi ece of the equi pnent, conpares the collected information with the

regi stered one on the basis of code information, then corrects and nanages
the registered interface information automatically. [87] The user interface
230 queries t Reli ntlderspetk sePrent watear 2 SriadudesiyiBredl 25 214 and 216 tohehich

net wor kK managenent system 220 and di spl ays the queries and answers. [88]
Here, the wetwnds lgramunhdemedintdyist emi? 20c aaiprelys BachotddengoRepphss 22 leacte22
and 223 that polls each MB periodically or at atine to get the interface

i nf or mat i debcripfrion @ MhtePi@ GRfoBhatdtEo RAHE BIBOLS ndd) ﬁéﬁq"aﬂﬁﬁé G 2iRna modul e
224 that makes the information coll ec?ed bynt hg pol I'i ngn agéent g?‘gg?;w‘zzz

and 223 into ab i h ab Wit ht al ready..reqgi st ered
i.nformation t ig(ﬂor Irrg%?l @%o&i?%%%é%ﬂg%e@lst% eir@a%oeﬂsi%F gﬁ% PO Hdto F?ﬁf&f ly,
and a da%gbas gerveg 225 t hat in#erfaceg &gth the user interface 230 and
stores edch RiNg“of ™Yol ngT r €gi sPreR i¥nthen EEvpmEnb ncgraparesache piolewedf

the equi pnent and each interface. [89] The operation of the network
i nt er f ac A PERAGENEHD &y segirtridcoredphdghe batishef cpde sdntmatione thénorpmvicts adike
described below in detail. [90] As shown in Fig. 6, the network equi pment
syst em 2 1taniages| thalegisterq inteafact infafmatgphacesnataliyhe net wor k equi pnent 211,
213 and 215. Each piece of the equipnment 211, 213 and 215 conprises a
plurality of farflul ese dbd idvlisBace W86 qlillles ATind i ce MESoEn VP retermdd sites

to the network management system 220 and displays the queries and answers.

(88]  Here, the network management system 220 comprises polling agents 221, 222
and 223 that polls each MIB petiodically or at a time to get the interface information of each
piece of the equiprent, an automatic management module 224 that makes the information
collected by the polling agents 221, 222 and 223 into a table and comparing the table with the
already registered information to cotrect and manage the interface information automau'c'aliy,
and a database server 225 that interfaces with the user interface 230 and stores each kind of
list and tegistration information for each piece of the equipment and each interface.

[89] The operation of the network interface management system according to the
present invention will be described below in detail.

[90]  As shown in Fig. 6, the network equipment system 210 includes a plurality of
pieces of the network equipment 211, 213 and 215. Each piece of the equipment 211, 213

and 215 comprises a plurality of modules M11~M13, M14~M16 and M17~M19 and one or
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24 August 2006 nore of MBs 212, 214 and 216. The plurality of nndulea
ML1-- ML9 conprise the predeterm ned nunber of ports 1-8 connetd AHgHst 2006
predeterm ned sites. [91] The MBs 212, 214 and 216 contain the interface
information for each piece of the equipnent. The interface information

i ncl udes equi pnrent nanmes (or host nanes), indexes of each nodul e and
interface according to connected sites. Additionally, as showmn in Fig. 8,
bandw dt hs for line speed, |IP addresses and codes for identifying
predeterm ned sites connected to each interface are also included in the

i nt er f ace™PHT S ffiPoR12] 3%} amdchl (i Bee pbiralithefneioviolek Myl it® ntongeivprihses a
description itemfor each interface. A user can input descriptions to the
descri pt i prdéttenmedConnbepdipding ~devanéqud @prédetertrigidsiies. ed to a standard

M B or an individual MB for each conpany, so that corresponding value may

be queried to pte quﬂﬂﬂﬂﬂﬂﬁiQ94BBEQ?GQBQQHH&P@EﬁHmQKBEﬁHQE&¥ﬂ&ﬂ&@ggﬁcthe

SNVP. [93] Each piece of the network equi pnent also grants a uni que Code to

a predet ] . S s - ort. to.input the sane ,to the
interfacéﬂgg%ggﬂﬁﬁé%ﬁ'??gﬁﬁgﬁgg]%gFﬁﬁg?%én%%%%,%Fﬁ@“§fﬁﬁﬁﬁéﬁ°%goﬁdﬁﬁ¥?kied.
In orderj; ingrt%%he(ﬁﬁde, coréfspondlng interface .of each piece of the
equi prent™F €S 8 SR AP WG ddgHFRC Arerding [ einrectehacach ddigorllysasrshows in f or
irdentifying a site is input to the interface description item [94] In

addi t i on,M'& Hhsadwidtts feokrepsehdPragdtasses hed icnderfbatieniifingl reddtarplited sws t hat
managenent can be perforned automatically when the |ine speed changes [95]
The code dognedtab®i datle thtafude greaiidoaidclfided i@abhingafpaifornaii@a. or busi ness
departnent according to regulated rules and system zed as a tree structure.

Accordingly, ¢umh Feadgiebasf thd A&HOA! cihANE MilldrsesS] %Qsc?iﬂgér(f & for each
combi nati on
interface. A user can input descriptions to the description item. Corresponding description is
tegistered to a standard MIB or an individual MIB for each company, so that corresponding
value may be queried to the corresponding piece of equipment externally through the SNMP.
[93] Each piece of the network equipment also grants a unique code to a
predetermined site connected to a port to input the same to the interface description item. By
using the code, the site can be identified. In order to input the code, corresponding interface
of each piece of the equipment is selected and then a code including characters or symbols
for identifying a site is input to the interface desctiption item.
[P4]  In addition, a bandwidth cottesponding to the interface is also input, so that
management can be performed automatically when the line speed changes
[95] The code is classified and granted for each company, area or business

department according to regulated rules and systemnized as a tree structure. Accordingly, each

code has a form of unique multi-step sub-code combination.
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-17 24 August 2006 [96] Each code is managed by using a DB table, DNS
X. 500, or Lightw eght Directory Access Protocol (LDAP), etc. ré¥%§UQUFE?2Rﬁ
connected to the interface may be a site nanme. Nanely, each code is
classified by using a classifier, LDAP, or X 500 etc. [97] If, for exanple,
a target connected to the corresponding interface is "New Jersey branch

of fice anong foreign branch offices of ABC conpany", a code can be

i npl enented as follows using a 4 step tree system[98] Conpany code:
ABC | NTN [99] Business code #1:. EXPORT [1%%% Busi ness code #2: BRANCH
[101] Site FullPoINakech Nede Jemeegeas bnaning s e bloIPNBhe.alhve Lighevieght
structure, the sub-codes and classifiers are nmade into a single |ine code
as fol | ovgiredterye) caekrePoitasdiLDAS), ts. Hete, 2 tageacomibedisehd intér@dce AR £, @
code for New Jersey branch office anong foreign branch offices of ABC

conpany isite inafdle ENBIAER Ceadl codABEabNN: bﬁ@élﬁs@ﬁ@ﬂﬁ%ﬁﬂ%\ygg gie&y. Branch
€,

Ofice'. [103] According to the above nethod, a unique cod mat ching with
one-torone, 14 npet T AP gb Eep R P Blerf oL SRRl O PR BT e e
cbadi morlt-o0% 1D P Wy FEte TS b A oADasCrBPY e sLapie e an
address s shgﬂgggﬂB%H?ing f.'uigglhpiter or a DN value in order to be

queri ed p e ollows using a p tree system

98]  Company code: ABC_INTN

[99] Business code #1: EXPORT

[100] Business code #2: BRANCH

{101] Site Full Name: New Jersey Branch Office

[102] 'The above tree structure, the sub-codes and classifiers ére made into a single
line code as follows. Here, the classifier is 2, as an embodiment. Fof example, a code for
New Jersey branch office among foreign branch offices of ABC company is implemented as
‘ABC_INTN:EXPORT:BRANCH::New Jersey Branch Office’.

[103] According to the above method, a unique code, matching with each site
connected to the interface of each piece of equipment as one-to-one, is input to the
description item to be registered. Here, the code includes at least 2-step sub-code
combination.

[104] As an embodiment, the corresponding code may be granted as follows by
using an address system comptising ’, delimiter or 2 DN value in order to be queried by

using X.500, LDAP or a Domain Name Server(DNS).
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usi ng X. 500, LDAP or a Domain Nanme Server (DNS). -18 24 August 2006 [105]
For gxarrpl e, the code may be inplenmented as Newj erseyBr anch(Of24 August 2006
export.branch. abc_intn. [106] The interface code granting nethod for the
network equi prent managenent is now described. The code is input in order
of conpany, area and business, etc., in order to identify a predeterm ned
site using two colons "::' as a classifier and conpri sed of at |east
2-step sub-code conbination. [107] For tgg cogvenlence or_descrlfalon, t he
code may be caonprised of 3 sub-codes conbined into one line as the
follomj%g. or d&¥3] Fess; QWWQE»théhéonpaﬁ@icod@@Yforb9xanphpkn¢n@ﬁNS,awses
a pre-defined code for each conpany and the business classifying code, for
exanpl e, NQrjeusdranchipiicdefionelskaoddebe_fnor. busi ness property of sales, or a
sal esroom etc. Here, the conpany code and business classifying code are

i nput wi thout [0y bhankeTRico@RB pehANaGhahsd f&é&&%lneévérﬂlebg@?dazﬁt %ﬂgr%?ne%itt e

is input within 50 characters in a free style:&Here, f ° ol beccbg;s,

f i apub | O r ' can e u .

they oan maks e AT BRI B AL T aOP P B et B B Rtge o

[ tted.ex | ar as .foll.ows: LGCNS:: HQ . Twin 10F Ofjce. [110] Every

Ipin gge gf lg‘aﬂ?}{}gﬁﬁ{gd%%@%%ﬂted?%ge%fdﬁﬁ%t“ 4Ma, giceahpraptisedoi aismsC
and the code should be always inputted uniquely within a singl e piece of
equi prents St H#Bvesde copbingsind codes are al | owed between each different piece

of equi pnent. o .
[107] For the convenience of description, the code may be comprised of 3

sub-codes combined into one line as the following order.

[108] First, the company code, for example., LGCNS, uses a pre-defined code for
each company and the business classifying code, for example, HQ, uses a pre-defined code
for business .property of sales, or a salesroom, etc. Here, the company code- and business
classifying code ate input without any blank between characters.

[109] A fall name of the site is input within 50 characters in a free style. Here,
special characters, for example, single/double quotation mark or ‘&’ cannot be used because
they can make a problem in generating a SQL sentence. The code can be inputted exemplary
as follows: LGCNS:HQ:Twin 10F Office.

[110] Every piece of equipment has each different hostname, for example.,
DNIC7513C and the code should be always inputted uniquely within a single piece of
equipment. However, the same codes are allowed between each different piece of equipment.

[111] If each different piece of equipment has the same hostname, each code should

be input uniquely. Namely, when each piece of equipment has different hostname each other,
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[111] If each different piece of equi pnent has the sanme hostname, each code
shoul d be input uniquely. Nanely, when each piece of equi prerd4 August 2006
di fferent hostnane each other, -19 k 24 August 2006 the granted codes may
be the sane. Wien any two or note pieces of equi pnent have the sane
host nanme, however, the granted codes should be different each other. [112]
Since a primary key value for being conpared with the information
registered to the network managenent systemincludes at | east one host nane
and codes do not satisfy a condition

and code, . s0 t he sane . host napes
for the p?’f%r%%@gié‘ffﬁ]“[fﬁ%ﬁ’e He 2 i %@Heﬂé&’ RPIHBOaPIptes A cduipinent ies theg as

foll ows, when dual |ljnes are connected to a single piece of equipnment and
a si ngl e ¥fegosprpme howgns thegantpdicadesghodifbectiffétent dagh 5ihet GONS: : HQ @ Twi n
10F O fice #2 [116] Alternatively, the codes may be granted each
differently. Thid iSscewhmmay Gey vitos 6orl Beh%&o&ﬁ@r@ﬁﬂﬂ%@ﬁhf&&a@oﬁirggét«@reHi ece
of equi pnent and a single site, the codes may be granted each diftferently

or sone itnfhekti6aft LathebReAdds@nt RRACN .CRIG orl[e]ﬂt]s%na;qﬁeaﬁd‘ L&If 36859 gée ‘

whi ch does not need autonatic managenent or cannot be a conpafison t

i t i i I d fromthe conparison targets in
ot B Bl L3t e B o hua i

automati ¢ managenent . “and busi ness
For " oxcept Lon ! ko TRBVBNHEI-S FBLBF VSRR Y dugRgrs sokgmedhen duskieped
and writ ta?g] ccEn?le?te Ct)gg ?'i?lgle%?e%ee off Léu?ﬁmix%rmﬁl);asglpgllees,ite.
[114] LGCNS:HQ:Twin 10F Office #1
[115] LGCNS:HQ:Twin 10F Office #2
[116] Alternatively, the codes may be granted each differently. That is, when 2 or
more lines are connected to a single piece of equipment and a single site, the codes may be
granted each differently or some information can be added to each code.
[117]  The interface code, which does not need automatic management or cannot be
a comparison target, is stored to an exception list and excluded from the comparison targets
in automatic management. Namely, when fields of company code and business calssifying
code are any one among BAD for bad port, Test for test, Excp for exception, and RSVD for
teserved, they are not compated, are skipped and written to 2 company code file, for example,
except_cu.txt, and a business classifying code file, for example, except_site.txt in the
exception list. Additional exception lists are added to each cotresponding file.

[118] If a portion of interface names among information of pieces of the equipment

collected through the SNMP have no need automatic management ot should not be
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except _cu.txt, and a business classifying code file, for exanple,
exceBt_site.txt in the exception list. Additional exception I#gfgmﬁF%ZOOG
added to each corresponding file. [118] If a portion of interface nanes
anong information of pieces of the equipnent collected through the SNW
have no need automati c managenent or should not be 20 24 August 2006
managed automatically, they are excluded fromthe conparison targets. For
exanpl e, the shoul d-be excluded interface nane includes Null, |oopback,

ATM subi f 0. 0- 5. layer - ATM | ayer, 0-AAL5 |ayer, EOBCQO O,

unr out ed @ﬁ%ﬁéglnaggﬁlﬁﬁﬁléﬁ’ rﬂ}eye%&éx?ﬁgé%%\‘?é&eeﬁ%ﬁfi%ﬂ tpiggEslar example,tda in
t he exceg&%p list fjle. Additional interfaces to be excluded may be added
to the co 8&;5]6‘?18’fcrllijlefiil1“§§f?ce[ napag inchudgs dydleloppbask, §iTdhsedlf, \LAN, 0.0-AALS
predeterm ned target for identification has sufficient readability,

nanel y, ilAreds4Tdhyes Rel el lagrik EQBGYOnentued STIeANi sdhsiRpesatin Rt the
conpany's own, the code may be used as a site nane [120] Since neani ngs of

each sub-«odgicaflises LOdRitRA N Fhe @@_@b’ﬁdﬂﬁﬂ@gﬁdA@i&t@n’éﬁH&?&ﬁs N8 belQLREL Buia)(r) n of
a conpany or a departnent, etc., i's inputted automatically. Tf neani ng of a

code val %édﬂeég&kgbﬁ@%%d&gdﬁ{étOOd, a NVs for the conpany's own _
operation does not match a fu name of the conpany or the departnent with

the code valu dycan_adopt the full name as a site name. [121] The
net wor k manag rr@ﬂt Ifgﬁsfoeérj% Jge cg?iarﬁﬁ?‘h%sa Bordeisaginggetreact o1 idapiicatinn h293,
an aut omat j.C. mana nt nodul e 224 and a dat abase server 225. The polling
agent s fﬁ%ccm’é‘? ?agﬁgﬁ%ﬁﬂa@w fas¢ Sratrthe netvpdrhodioatdtyyoem isfor epdratibaref f rom
the MBs 212, 214 and

¢ company’s own, the code may be used as 2 site name

[120} Since meanings of each sub-code of a code are already managed as a table, the
information of a company or a department, etc., is inputted automatically. If meaning of a
code value is sufficiently understood, a NMS for the company’s own operation does not
match a full name of the company or the department with the code value and can adopt the
full name as a site name.,

[121} The network management system 220 comptises polling agents 221, 222 and
223, an automatic management module 224 and a database server 225. The polling agents
221, 222 and 223 read information petiodically or in real time from the MIBs 212, 214 and
216. The automatic management module 224 reads the interface information for each piece
of equipment periodically or in real time, depending on whether the equipment is an
automatic management target. Then the automatic management module 224 manages the

registered interface information automatically on the basis of the codes. The database server
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216. The automati c nmanagenent nodul e 224 reads the interface i 4] rmat'tggoa
for each piece of equipnent periodically or in real tineg, depg b's

whet her the equipnent is an autonmatic nmanagenent target. Then the

aut omati ¢ managenent nodul e 224 nanages the registered interface
information automatically on the basis of the codes. The dat abase server
-21 24 August 2006 225 is a database for storing the registration
information and the collected table for each piece of equipnent. [122] The

net wor k enment, system 220 registers the interfaces and codes for each
pi ece of %ﬁgﬁg&ﬂ?baﬁgsﬂ%geﬂ% daggisgatininformtps atdothe dolleded) table For rider

to manage . each piece of the interface information registered to the MBs

212, 214 Rifrs drquippEr8] More specifically, the interface information for
each piece of the equipnent in the network managenent system 220 i ncl udes

equi prent nang22]i Miexesvodamaiioeinbss sysiett 270 ?é:g?stérglftﬁ)g THRELERP Qxﬂg BadnLgue

code for a connection target. Here, the unique code is 1nputte

i dent i caldayh i 0RLnT BOiLS LAELET L d Ll therMBs 211, 213 and
S80St o] bl GObELALRL 8APRITE o el B0y s SRS,

215. [124] Arter re ng all of the interface info
t he equi . fl: net wor k nagenent system 228 selects targets to be
nmanaged %@pélee&? (I% %F’ én%%rvf\%eé’f‘%ag?m (??ereglPtﬁf%letPéhfi WiPndlagtapedelGerver 225.
[ 125] That is, t re et wor k managenent system 220 reads the codes inputted
to the descr i[lp?@ oNat¢ apsiticalimtisaaterisreindowatph dorepgh pirsa bf tHerc@uipmdnén SNVP
and registers them Here, NVS for custonmers is also applied to a
Mai nt enarfee neeyerkcmamgsriede s{ER) 220 irbided reqOipgient trani¥eNadexdsh SanelMeik
automatically, the autonmatic managenent
interface information and a unique code for a connection target. Here, the unique code is
inputted identically with the one registered to any one of the MIBs 211, 213 and 215.
[124]  After reading all of the interface information for each piece of the equipment,
the network management system 220 selects targets to be managed and registers a list of the
targets to the database server 225.
(125] ‘That is, the network management system 220 reads the codes inputted to the
description items from each piece of the equipment through the SNMP and registers them.
Here, NMS for customerts is also applied to a Maintenance Service Provider(MSP).
[126] In order to manage the network automatically, the automatic management
module 224 of the netwotk management system 220 accesses the MIBs 212, 214 and 216 to
request the interface information of each piece of the equipment, which are indicated in the

list of management target equipment registered pteviously to the database server 225,

periodically, at a time or in real-time using the polling agents 221, 222 and 223, and reads the
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nodul e 224 of the network managenent system 220 accesses the 212 4
and 216 to request the interface information of each piece o?§{$¥QQUSt25&B
equi pnent, which are indicated in the 1list of nmanagenent target equi pnent
regi stered previously to the database server 225, periodically, at a tine
or inreal-tinme using the polling agents 221, 222 and 223, and reads the
-22 24 August 2006 interface information for each piece of the equi pnent
with the codes of the connection targets. [127] The autonmati c nanagenent

modul e 224 qgkes A tabl e .as sgown in Fig. 9 wusing the interface _

i nf or mat i SFTEST MECIBHGY K PR Ntesobths equipanegs gvith ghaygodenof bt Iconeectiagent s
221, 222 and 223. Nanely, the autonmatic nanagenent nodul e 224 makes the
tabl e foR&&ch piece of the equiprment/interface after collecting all of
the informati on of each piece of the equipnent including host nanes,

i'nterface nand$37]of@eatitanattt atfRMent otRtle 824 makedWitghle a5 shEGhShLEKEgt O
the autonmati c nmanagenent equi pnment |ist through the SNWP. [128] At this

time, theudil oRuhicetat@naaeimioh WREULE 228 dEhRAlKS 24902 4 £DEDIL 10 theopoling ent

non-def ectiveness, etc., of the collected interface 1nforna

o val LB BeConet RR Y M g SOahE s icri e ol # ekdrderlaot

he Checkor EETIFEE 4F 85 TG 5™ BHus 8 AP HedeE Bl Of i 200t Sherthpicce

non- def ect i veness check, as shown in Fig. 11, the aﬁtonatic managenent

nodul e 224 %rﬁﬁ&?@%&ﬂalmd‘éfﬁﬂgd@ﬁbmﬁ netrEsceantmesp dpsratiog | sudeds,i todef)eetc.,
which js registered to the automatic management equipment list through the SNMP.

[128] At this time, the automatic management module 224 checks code repetition or
non-defectiveness, etc., of the collected interface information to prevent unnecessaty
management.

[129]  As shown in Fig. 10, the uniquely granted code value becomes the primary
key. Therefore, the code value should not be tepeated and be checked if it is necessary and
written exactly. Then, the check results are informed to the administrator.

[130] After the non-defectiveness check, as shown in Fig. 11, the automatic
managément module 22{ compares all of equipment names and codes included in the
interface information collected from each piece of the automatic management target
equipment with the ones previously registered to the database server 225 to find the same
equipment names and codes. Then, the automatic management module 224 checks if there is

any change in the interface information and corrects the interface information on the basis of

the changed codes automatically.
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interface information collected fromeach piece of the automatic managenent
target equipnent with the ones previously registered to the d¢f Aygyst2006
server 225 to find the sane equi pnent nanes and codes. Then, the automatic
managenment nodul e 224 checks if there is any change in the interface
information and corrects the interface information on the basis of the
changed codes automatically. -23 | 24 August 2006 [131] More specifically,
when there are nodul e adds/ repl acenent s/ drops or port adds/changes in a

pr edet er mi ned pjigece of equi nt, the equi pnent nane and uni que code of
the corres ponoiirf?]]g Z\ﬁ x ﬁfig&?’ewgﬁ‘bﬁ'ﬁféﬁ ages madaleprddyhreplarayertte’ doepscomnpart ed
with the inpformation registered to the database server 225. Then, the sane
codes ar eA9(fEnEes it & predstermitted piegiategnipchehniar epfipaentwiabtt dodeunique code
corresponding one in the collected table. [132] As an enbodi nent, a single

code can dfethadoptgondipt dugipdidotREy ad@ted Bs ﬂfed[ﬁﬁmar%q(e?%%”&aﬁﬂemtﬁ doe

interface information of the collected table.” Then, the net managenent

syst em CaRfRAhAEGCegRicrdPGAhE dhfiBase @Et%%}f %%g T:rjxgr;_' g&g@sﬁﬁeogo%? £ %%%%{e{daf shen

the lines are changed to connect wt piece 933]
Accor di ngl,y i status of a pr.edeterm ned piece of equipnent can
be queri edr%g%&éédg%gcgfgggrs%“ﬁ%&g IERe Og‘ﬁmg An¢ ethp cellestd tablee ¢ hrough t he
user interfac%}%fo and t’hg answers can _al so be confirmed exactly. [134]
Referring Fig' -7 £h&0 58y Trethsigeleade sysbemarel atdptsinde kepdeods: t he

primary ke;gto change the indexes of the registered interface information
aut omat i daiReycasppaged with the interface information of the collected table. ‘Then, the network

management system can correct or update the interface information automatically, when the
lines are changed to connect with the other piece of equipment.

[133] Accordingly, an interface status of a predetermined piece of equipment can be
quetied in a predetermined period or in the present time through the user interface 230 and

»

the answers can also be confitmed exactly.

[134] Referring Fig. 7, the network management system 220 adopts the code as the
primary key to change the indexes of the registered interface information automatically on a
basis of the code read form the network equipment system 210,

{135] The nétwor_k management method performed in the network management
system will be described below in detail,

[136] Referring to Fig. 12, when a piece of equipment A was registered to the
network management system and then modules in the equipment are changed, there are
many differences between a table collected from the MIBs of the equipment A by the

automatic management module and the information registered to the database server.
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i f the code read formthe network equi pment system 210. 5 T?
ggfkérﬁ management nethod perforned in the network management é% . %ﬁfﬁ
be described belowin detail. [136] Referring to Fig. 12, when g Pkeﬁe

equi prent A was registered to the network managenment system an betWeen R
nodul es in the equi pnent are changed, there are many differences be

table collected fromthe MBs of the equipment A by the automatic o
managenent nodul e and the information registered to the database server.

ABC

- i 0 137 n exa , Jbefor he nodul e change,
cgfrp;nidié\l/ng\Lll Z? %—/iy 9‘%#‘3&%‘%“‘13#?%@’:%&‘5 rg%‘ﬁ%é@%%fﬂeﬁé ’CO?meeS r{gts;ﬁ;ﬁaggh .

i i tion including a port of 6, speed of 1

'Agtce|r r\ﬁ&?"- %Lgfr%?ﬂa“ | NéEi:lpi\%\ﬁ“?ﬂéﬁk‘s ey Corshioterare infermatiaint ieclutiing atpatulog 6,
change the jndex becomes 3, the nodul e becones D and the interface 1

i nf or mat isBeehelcidand handedt A8 Ca 1IN FHPAR TSPRAN H::NEP Pe g} B 2n aPO8: Q! g
ABC | NTN: : EXPORT: : BRANCH: : NewJer sey Branch O fice. [138] If ‘data is read on

i i I enent
basi s\fefr thbenqlubytlomge, i e xRS RSomeIBS IR RIINO Helsin DEHWOIK 1, TBRAYE
gggte§1mjthout change ofgthe information after ﬁﬂe ngﬁﬁgk gﬁﬁnge, ?%@ % ead

115 sy ol gt ondd o, 1 ST AL
?zggi %Qgéo_gghgﬁﬁgﬁggoﬁ;%ﬁ?bﬁﬂgﬂggwaﬁgéﬁéﬁﬂgﬁﬂi ntrﬁndule cgnpares-the
[138] 1If data is read on the basis of the previous indexes as registered to the network
management system without change of the information after the module change, the read
results become wrong, If, for example, an index 10 of the equipment A is read in order to get
utilities of ABC company New Jersey branch office after the module change, the one of
EFG company LA branch is queried.
[139] To solve this problem, the automatic management module compares the
collected table and the previously registered information, finds the same equipment and code
and then replaces the interface information before the module change with the one after the
module change on the basis of the same equipment and code.
[140] Then, the index is changed from 10 to 3, the interface is changed from a
module C/6 to D/1 and the speed is also changed from 1544 to 45000 automatically.
[141] As an embodiment, the automatic management module comprises a change
management sjstem separately from the network management system. Whenever a

configuration of the equipment is changed, the change management system informs the

change to the network inanagement system periodically ot in real-time. Alternatively, the
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coll ected table and the previously registered information, fin t he
equi pnent and code and then replaces the interface informati oﬂiwg&siﬁﬁﬁg
nodul e change with the one after the nodule change on the basis of the
sanme equi pnent and code. [140] Then, the index is changed from 10 to 3, the
interface is changed froma nodule C/6 to D)1 and the speed is al so
changed from 1544 to 45000 automatically. [141] As an enbodi nent, the

aut omati ¢ managenent nodul e conpri ses a change rmanagenent system

separatel y fromthe network mna nt system Whenever a configuration of
the equi pérfFé‘H%e f“%“%gﬁ%iﬁﬁte%’?te%a@%%ﬁg@%é@&rﬁeWBSsg?%thérﬁpmmgtdqeipnmange
to the network mana?ement system periodically or in real-tine.

Al t er nat iy STHHB logpmnamey Sxdlgas ttrapgoBtedc rany ehraapianernt S Yk e mieads
all of values in the MBs of the correspondi ng equi pnent using system | og,

namel y Systragementaysimint fegiddicallynodt ih ereat ginhdd BB tnetwibrk RSN KystERALE TR
systemperiodically or in real-tinme. The network nanagénent System reads

the |t esdedue: innfiontak b0 heoforkdiforts €3AARIA SR TERN: 200 3RRLT &) cod

as the primary key to correct the chan aut omat

i nterface,i-pfofBet L9 ggaaylt&gau% Ynged automatically with restriction to the
i .

predet er m ned changed®pi eces of ‘équi pnent, not including all of the pieces

of the -equip .1 143] . The operation of the automatic nmanagenent nodul e
will be descr @'2@1 iﬂ%“: H’é‘%f%cf Infgmaiongpa i theszeskaummatgalingitrirg triction trh lough

g 18. predetermined changed pieces of equipment, not including all of the pieces of the
equipment.

[143] The operation of the automatic management module will be described in detail
with references of Fig.6 and Fig. 14 through Fig. 18. |

[144] The automatic management module 224 comprises a management target
equipment list portion 234, a site code management portion 244, an automatic management
engine 254, an interface management display 264.

[145] As shown in Fig. 14, the management target equipment list portion 234
manages 2 list of pieces of equipment whose interface changes are to be managed. While the
equiptnent list is tegisteted already to the network management system, host names
becoming a portion of the key values for compating the cutrently collected interface
information with the registered one, IP addresses, communication strings for quetying to the
corresponding equipment through the SNMP, and other necessaty information ate inputted

together to the equipment list and managed.
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144] The automati c managenent nodul e 224 conprises a nanagene tar
anui ]prrent list portion 2%4, a site code managenent portion 2442‘1&5'9“%?5006
aut omati ¢ managenent engi ne 254, an interface nanagenent display 264.

[ 145] As shown in Fig. 14, the managenent target equipnent |ist portion 234
manages a |list of pieces of equi pnent whose interface changes are to be
managed. While the equipnment list is registered already to the network

managenent system host nanmes becom ng a portion of the key val ues for
collected interface, information with the

conparing the rent | th t _
regi st er ed one[‘,f Hé] P%d%@%@@@?ﬂtct&%ﬁ‘ﬂ‘&%‘fl%tﬂl% PPitags2Horsagdrsides fyeach pidre
correspondi ng.equi pnent through the SNVP, and ot her necessary information
are i nput VetVRIBEEL SRS peortEc arurgamemt akiadingrid ivemhagedrist26 dr 24erlogust
2006 [146] The nmanagenent target equipnent |ist portion 234 al so decides
if each pimseasionfsyequi, prrenbd negaas aoirespahiiog PHRGRIERN haGe0t ik, The,
characteristics or a version of operation system etc., and regi sters

cor r espontle mghn@erH i if ks Y .t he,,managenent
p MehnQERth TR et QuipiSert h%poﬂugn?ﬁg??a?? e mﬂﬁ%ﬁ’uo? 02|afl Of 4 t88? tion

target equipnment |ist portion 234 reads ormati on o or a
of pi eces,pof;-&QUIPLRS; ri odi ly_or at .any time using the |ist and makes
a table foE?[g lecorrpa‘?qiﬁ[sgm?rﬁeﬂ) e(r%%g%%l:lyn E:)ra%’:rréifl 7 o%m\)//\nuflﬁg tth"eifteg‘fcéfl?"gﬁ riablgefor n

t he networ ment, .system [147] The site code nmanagenent system 244,

coﬁpg?mng read, 26 with re e 1 j
as shown THTRIGE 15, 1% "HREHT®) W40 SHHaNe pae ranthernatwerke spoagtimgt t 0

each code ftor user's conveni ence to enable themto be
: system.

[147] The site code management system 244, as shown in Fig. 15, is inputted a name
and line number corresponding to each code for user’s convenience to enable them to be
displayed within the netwotk management system.

[148] The automatic management engine 254, an application for petforming general
automatic management as shown in Fig. 16, is operated 1nside th¢ automatic management
module. It collects current equipment information pesiodically or in real-time using the
automatic management target list and compares the collected information with the one
registered to the network management system. If the collected information is changed ot of 2
new interface, the changed or new intetface information is added to the automatic
management target list. The information of the dropped interfaces is deleted from the
automatic management target list.

[149] The automatic management engine 254 collects information all/a part of

pieces of equipment petiodically/ at any time to table it, checks uniqueness and
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di spl ayed within the network managenent system [148] The autq
nanggeﬁent engi ne 254, an application for perform ng general gﬁ%ﬁﬂﬁ?t3°06
managenent as shown in Fig. 16, is operated inside the autonmatic managenent
nmodul e. It collects current equipnent information periodically or in

real -time using the automatic nmanagenent target |ist and conpares the
collected information with the one registered to the network managenent
system |f the collected information is changed or of a new interface, the
changed or interfa |nfo mation i.s added to the autonmatic nanagenent
target |i'§t% gfvﬁé“fﬁ%fi’ﬁg}e 16‘}‘?f afe IPF%HHF%BE&S itiltle prcheeletes & cottel fsomdhs tadin t he
automati ¢_nanagenent target list. [149] The automati ¢ managenent engi ne 254
col I ect s if these @n&ﬁuanpﬁaréd%@n@f pi eces of equi pnent periodically/ at
any time to table it, checks uniqueness and -27 24 August 2006

non- def ect i velits% bfalid@nbﬂate@ﬁﬂ@éc@f 4 efderdiatid At vald tRed baklded and dil%'t&ttﬁ a
code fromthe table, if the code is not unique or ‘def ecti ve. [150] It also

gener at esofredR@dRf Ade I %H&ac&blle St Ofer¥®! hthihdS8 g na&g?pq:lon “&')dg%'me;tjﬁs the

correspondlng code fromthe table. "It generates

excepti o tin et er,m.ned,. ex tlon Ilst and. del etes
the int ep[?jl e&%?ﬁ Illneu?t | 8‘%)11011%5'2%%%%%?% thegniegface ’é'g BarePoaeing te e he
table. It also g 3@ t her de i s necessary by checking the

oper ati ofi* %‘?BP SPoeFOm gleeféléle oft asRehedsiphashar Jinde genencesary by dweckias plandi ng

log. [151] It also conpares the current collected table information wth
the one oPe@iien sptecpiteach Piecadefithb egdpmentaad goficrthive defevmindingaaagenent
system If an interface is newy

: [151] It also compares the cutrent collected table information with the one

registered to the database servet of the network management system. If an intetface is newly
added, the corresponding information is added to the information registered to the database
server automatically. If an interface is deleted, it is deleted from the information registered to
the database server automatically

[152] When an interface is added or deleted, the automatic correction log and a list
of functions in need of the administrator’s intervention are generated. The unnecessary site
names and line information are cleared off. Here, the log is gencrated after executing the
automatic management engine. As shown in Fig. 18, the log is notified to the administrator
for exact automatic management by checking abnormality or rule violation for the
equipment.

[153] The log is generated when rules for code grant ate violated, the same codes are
existed in a piece of equipment, a code exists but an unused interface or opetation state is

down/down, a code is not granted but a used interface or opetation state is up/up, a new
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added, the corresponding information is added to the information.registered
to the database server automatically. If an interface is del e4%8ug ﬁt?Q
deleted fromthe information registered to the database server
automatically [152] Wien an interface is added or deleted, the automatic
correction log and a list of functions in need of the admnistrator's
intervention are generated. The unnecessary site nanes and |line
irnformation are cleared off. Here, the log is generated after executing the
automatic nt en ine. As shown in Fig. 18, the log is notified to
the adm i ga ? afguatic %PWPEE?%%ﬁléﬁ%rﬂtewd%@ kel thebersiepmrd t y
or rule violation for the equi pnent. [153] The log is generated when rules
for code e igraelisios| the deleterredearat ersdes linges usek i tredndtwork phsgemeht

equi pnent, a code exists but an unused interface or operation state is
down/ dowsystem cBuegensranaitlogisanti€ek filthe admsegdrdidt er f ace or operation state is
up/up, a new -28 24 August 2006 code is added, the automatic management

engi ne cl ear s[13iyf eACR@egedids, irRREH Fxhﬁncl@lgeﬁltéfa%e 1hf}[hlnla{g§rg il Mo Jah& t ?(ie the

del eted codes that are no linger used in the network nmanagenent

The gene i fied to the adm |strator dentes

i nvalid \%\ﬂ}e ﬁgoé]g}%#ﬁt%}éérq %%eechgi oY e |ac§)ﬁece§ AOVPERSE dln["f:c(?ﬁg@” E tet5e8f Sahen
t he sane 'codea él st in a %&%e of equi rrent unnecessary vvhen the code is
not used”Sh¥FAARE SEessPoIB thednrriecers sgdedi s added. [155] Fig. 19

illustrates a flow chart of a nethod for managi ng network interface
i nformati on alleéndfigch psugeor dlowgchayt phe mpetbsdrior mwegitg antwork interface

information automatica.lly according to the present invention.

[t56] Referring Fig. 19, the network management systern grants a definitive code to
each description of the interface information of each piece of the equipment and generates
an equipment list(step S211). |

[157] The network management system collects MIB values from all of the
information for each piece of equipment through the SNMP periodically or in real-time and
makes a table(step 5212). Then, it checks non-defectiveness such as code repetition and rule
observance, etc., of the collected information(step S213).

[158] The network management system compares codes of the information
registered to itself with the ones of the collected information(step 5214) and finds any
change(step S215).

[159] If thete is any change, the cottesponding change is corrected
automatically(step S216). The automatically corrected intetface information is displayed as

Fig. 17.
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156] Referring Fig. 19, the network management system grants efinitive
Lode]to each gesc?iption of the interface infornmation of eacﬁgb gush2£006,c
equi prent and generates an equi pnent |ist(step S211). [157] The network
managenment system collects MB values fromall of the information for each
pi ece of equi pment through the SNWP periodically or in real-time and nekes
a table(step S212). Then, it checks non-defectiveness such as code
repetition and rule observance, etc., of the collected information(step

S213). [158 wor k nagenment system conpares .cod of th
info%na%ion] Eggls g%gaﬂ?dxfpgﬁﬁ}mﬁf¥%ﬂqﬁ@ﬂgﬁg%nbpmgﬂgvggbﬁé%$@§aibdow _
information(s qf S214) and finds any change(step S215). [159] If there is
any chan&@&“F &066 £ B¥pdhdi ng change is corrected automatically(step

S216) . The automatically corrected interface information is displayed as
Fig. 17. -29 [1624 Fugusitor2086 mainigdient hegoperalidcen idbrhhwnaticanygtié®s of
managenent engine wll be described below with reference to Fig. 20. [161]

The aut omebiratiTanAgeHmeht eRgHNeuethd®RClefcicdl Y MR 18R fiHPRPLEE 88nQltes a
automati c nanagengﬁg targetgtgﬁ%pnent selectg% by the adnlnlst%gtor and

gener at eg, (st ngystep S221). [162] Wien a code of the collected
i nformation iéﬁnot uni que or a predefined

[162] When a code of the collected information is not unique or a predefined
exceptional one that does not obsetve rules in generation of the table, the code is deleted
from the table and the cdrresponding log is_genefated in order not to be compared with the
one in the information registered to the network management systeﬁl.

[163] These exceptional codes are caused by tentad{re test or drop of a meaningless
virtual interface. A part of the interfaces do not need the automatic management ot should
not be managed automatically.

[164] The automatic management engine checks an operation status of an interface
for each piece of equipment(step S222) to leave a log in order for the administrator to delete
codes if the interfaces are not in use. When the operation statuses ate normal, namely, up/up
but the codes are not written, the corresponding interfaces should be managed. Therefore,
the automatic management engine leaves a log in order for the administrator to input the
codes to each piece of the equipment.

[165] Then, the automatic management engine compares the collected current
information table(information of current equipment) with the one registered already to the

network management system (original table) and corrects the registered one(step 5223).
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exceptional one that does not observe rules in generation of t tabl e hhe
code is deleted fromthe table and the corresponding log is Bugust 2006
order not to be conpared with the one in the information registered to the
net wor k managenent system [163] These exceptional codes are caused by
tentative test or drop of a neaningless virtual interface. A part of the
interfaces do not need the automati c nmanagenent or should not be managed
automatically. [164] The automati c managenent engi ne checks an operation

status of an r . h.piece. of ui pnent (step S222) tgQ_ | eave a
log in order PgﬁFt e%g ﬁ%%?gﬁﬁa 3§%F3mﬁﬁﬂ%$§eng5ﬁ§%%ﬂwp Ech¥@}§§@e§“hre
not in use. \Wen the ogeration statuses are normal, namely, up/up but the
codes ar 8THEPHrPARBHPCRHOSEr (EMRIGHdTARY CPAT dorf eashpietsordl the bsuipmreag edth
Therefore, the automatic managenent engine |eaves a log in order for the
adni ni st eighortheraridystectsiadexsndesdvuteanime ackliref ninhisere @, edthatichilo 9
Then, the autonatic nanagenent engi ne conpares the collected current

i nf or mat itene isaby elfdngt.or mati on of current equi pnment) with the one registered
already to the network nmanagenent systen(original table) and corrects the

| nformat i on o Therneract EoGanl anter P ravef &l Yoo 5EBR, KR CR R R lthacr

information of the network equip ﬁt;ln step the  autol enent
and cor r BRTC RN ARk R RS nRrBE SR ptls A Tbered oo ap pddiscan e,
automatically, if. there is_any change. [167] If a code, not having been
exi st ed ?ﬂn?l% A usgd ¥i aglgpg F]églfaée,dpdélsﬁgélﬁég ép afidiggnal target list with a host name.

[168] If a code, having been existed in the original table of a predetermined piece of
equipment, does not exist in a cutrent information table, it is for 2 canceled line, namely
disused or deleted interface, or it is for a line moved to the other equipment. Then it is first
retrieved from the additional target list. If it is not on the additional tatget list, the automatic
management engine notifies the absence to a cancellation target line in order for the
administrator to delete it(step $224).

[169] If there is a single code is in the additional target list, the corresponding line is
considered as moved. Therefore, the automatic management engine 254 moves all of the
information of the corresponding line temained in the netwotk management system to a
piece of equipment to which the interface is added and leaves a log.

[170] If there are two or more codes in the additional target list, the automatic

management engine notifies all of the information to the administrator so that the

administrator can decide to move, add or delete the codes.
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i ece of equipnment, exists in a current information table, it s, considered
gs an addi '?i olr[:al line, nanely a used or added interface, and 3$&PSHS&§09%
an additional target list with a host nane. [168] If a code, having been
existed in the original table of a predeterm ned piece of equipnent, does
not exist in a current information table, it is for a canceled |ine, nanely
di sused or deleted interface, or it is for a line noved to the other

equi pnent. Then it is first retrieved fromthe additional target list. If

it is not on Ltipnal .target lis the automati c manage t engi ne
notifies the E@e?lggertl% CATRENEE r%‘itio’oln&{ea?’rué%rpmﬁ Wgn?gqn@pagyglg%gﬁp fpeats
admi ni stt(rﬁlat%rO to delete it(step S224). [169] If there is a single code is
in the d88i3C8hAICPE AFHefesPrto ¢asles Edrmos isbigdeyed ihahq ectwoskh shaegaetnas
‘moved. Therefore, the automatic nanagenent engi ne 254 noves all of the

i nf or matdysmeinamsly cules of ponctladglitds e dierad nedrfadest be tiebuty kf regagedent
systemto a piece of equipnent to which the interface is added and | eaves
a | og. [Lk#®fplSb2ihere are two or nore codes in the additional target I|ist,
the automatic nmanagenent engine notifies all of the information to the
adm ni strator g9 Wat hbe,,adatdi gl a@%ﬁ%rg?él{%‘?ee%geistgxec g ac-,?g%t%{l}a gl ete

the codes. -31 24 August 2006 171 ormat1on correc

aut omat i, nagenent engin repeats the above steps with_respect to
.codes ofjﬁ%g?a Cebg[}aﬁl@geé%ﬁn%t Sgﬁiy%h@sﬁﬁsm%wgr@ﬁﬁg’éﬁéﬁfm @yé{lgeilr? fan pabing odes
.of cancel ed Eines,or di sused interfaces, on the basis of a site code

| i st (st eprsposperationsdy ansipgle cligfeon thoweh Pezenifralparmdithe ewgmgcalgaoirected

executed, the automatic
information and intervention of the administrator are needed.

[173] If necessary, the administrator may add/move/delete corresponding lines,
namely interfaces, directly.

[174] While the invention has been shown and described with reference to certain
preferted embodiments thereof, it will be understood by those skilled in the art that vatious
changes in form and details may be made therein without depatting from the spitit and scope
of the invention as defined by the appended claims. The foregoing embodiments and
advantages are merely exemplaty and are not to be construed as limiting the present
invention. The present teaching can be readily applied to other types of appatatuses. The
description of the present invention is intended to be llustrative, and not to limit the scope
of the claims. Many alternatives, modifications, and vatiations will be apparent to those
skilled in the art. In the claims, means-plus-function clauses are intended to cover the
structures described herein as performing the recited function and not only structural

equivalents but also equivalent structures.
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i nterface managenent displ ay 264 di spl ays a web page as shown gﬁ ég
for enabling nanual operations by a single click on the web p%% t ?%g
of the automatically corrected information and intervention of t he

adm ni strator are needed. [173] If necessary, the adm nistrator may

add/ nove/ del ete corresponding lines, nanely interfaces, directly. [174]
Wil e the invention has been shown and described with reference to certain
preferred enbodi nents thereof, it will be understood by those skilled in
the art that various changes in formand details may be nade therein

wi t hout departing fromthe spirit and scope of the invention as defined by
t he appended cl ains. The foregoi ng enbodi nents and advantages are nerely
exenpl § G ‘ii'esbe construed as limting the present invention.
The preser g caint pbe readily applied to other types of apparatuses.
The descrlptlon of the present invention is intended to be illustrative,

and not to Himt the scope of the clainms. Many alternatives,
nodi fications, and variations will be apparent to those skilled in the

art. | n theAu gipastustieangopging néuweek imerfadeanfoesmanoe chateaded ih chataver t he
structures described herein as performng the recited function and not only

structural ;egtiorkle8liptndt bysdng RaBAM infhRMonShis dto?aael%fr /:M&yéénZO%
WHAT IS CLAIMED IS: 17 An “apparatus for nanagi ng net |nte face

| o a0 G BAL BERSIY ALl Bty iELIRL SOV ARRL BP0

|nfor Ion I'S arrange

ore management information bases that store a interface information setted by a predetermin
ed method , wherein said information is setted in eééh site unit forming the network equip
ment and is identification that can identify a predetermined site, which is connected to the 1
nterface of one or more pieces of the equipment and a code or identification characters, and
each code is granted according to pre-defined rules in order to identify a predetermined site
and comprised of multi-step sub-codes.; and

a network management system for polling the management information bases of each
piece of the network equipment within the network equipment system to collect the interfac
e information, adopting information that can identify each site as primary information to co
mpare the primary information with already registered information and correcting the interfa
ce information for each piece of the network equipment.

2.

The apparatus according to claim 1, wherein the information is identification informat
ion that can identify a predetermined site, which is connected to the interface of one or more

pieces of the equipment.
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nected to one or nore interfaces of each piece of network equi nt ans '
including one or m ore managenent informati on bases that store* AUINSLAPIB
information setted by a predetermn- ed nmethod, wherein said information
is setted in each site unit formng the network equip nent and is
identification that can identify a predeterm ned site, which is connected
to the i- nterface of one or nore pieces of the equipnent and a code or
identification characters, and each code is granted according to
pre-defined rules in order to identify a predeterm ned site and conprised
of multi-step sub-codes.; and a network managenent systemfor polling the
managenent i nformation bases of each piece of the network equipnment within
t he net'work equi pnent systemto collect the interfac e infornmation,
adopting information that can identify each site as primary information to
co npare tHdepppaany acerfrdingae chim @) ¢huraterzadyn thegithe eeedfi¢atiborntmringto and
correcting the interfa cc information for each piece of the network

equi pmang a cdde of Rpnefigaiatohararen bid eich @deliaghnikd JabsrRishotdre defihdt ARt i on
is identification informat- ion that can identify a predetéerm ned site,

whi ch i.s;:£ £ ., L | ] I ' S gé 1

equi prcpit OREE Beglis . e b BheRaR 6 g R BncolpERed B BOERUE 1P odes.
characterized in that the identification informatio n is a code or
identification characters, and each code is granted according to

pre-defined rul- es in order to identify a predetermned site by steps and
conmpri sed oft- mul ti-step sub-codes.

The apparatus according to claim 3, characterized in that the multi-step sub-codes co

mprise classifiers in order to classify each code.

5.
The apparatus according to claim 4, characterized in that each code is classified by usi

ng at least one of a group of classifiers, a Lightwieght Directory Access Protocol and X.500.

6.
'The apparatus according to claim 3, characterized in that each code corresponds to e

ach interface description of each piece of the network equipment.

7.
The apparatus according to claim 6, characterized in that each code is inputted to an 1

nterface description of each piece of the network equipment.
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4. *The apparatus according to claim3, characterized in that the

mul ti-step sub-codes co nprise classifiers in order to classi?@ﬁﬁﬁﬁﬁtggﬁﬁ.
5. The apparatus according to claim4, characterized in that each code is
classified by usi ng at |east one of a group of classifiers, a Lightw eght
Directory Access Protocol and X.500. 6. The apparatus according to claim
3, characterized in that each code corresponds to e ach interface
description of each piece of the network equi pnment. 7. The apparatus
according to claim®6, characterized in that each code is inputted to an
nterface description of each piece of the network equi pnent. -34- o 24
August 2006 , 8. The apparatus according to claim1l, characterized in that

t he netmorkSnanagenent sy stemreads a code inputted to an interface
description of each piece of the network equipnen t through Sinple Network
Managenent Phstappahtiandcardigigso shentihcharesaizeddetitad the hestorbinamagdmemisgce of
automati ¢ nmanagenent target equi pnent, when registering the interface of
the corstegn readon dbdinpetvdickariittrfade Hescririon dheachRiiaeds Wise AGGOHEEqApen Cl ai m

1, characterized in that the network nmanagenent sy
t through Simple Network Management Protocol and registers the read code to a list of each
piece of automatic management target equipment, when registering the interface of the corre

sponding network equipment.

9.

The apparatus according to claim 1, characterized in that the network management sy
stem reads interface information of each piece of automatic management target equipment, a
dopts at least one of the codes and host names as primary information, compares the primary
information with the already registered information and corrects any change if there is, at ev

ery predetermined time or in real-time.

10.
An apparatus for managing network interface information automatically, comprising;

polling agents for polling interface information of each piece of network equipment fr
om management information bases of each piece of the network equipment at every predeter

mined time or in real-time;
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stemreads interface informati on of each piece of automatic nmapagenent ‘
target equipnent, a dopts at |east one of the codes and host ggggguﬁgzooe
primary information, conpares the primary information with the already
regi stered information and corrects any change if there is, at ev ery
predetermned tine or in real-tine. 10. An apparatus for managi ng network
interface information automatically, conprising: polling agents for polling
interface informati on of each piece of network equi prment fr om nanagenent

| nf or Mt i on JasEsmAlc SAGRCRLACHBNC SHECARINBIKIRAULPIEAN, B iVt rREeAR! ef
mned time or I1nreal-time; -35- 0 %ugust an automati c nmanagenent
nodul e for .confirm ng,chapges or adds of the interface inf ormation read
from ¢ HEMBHPR T getthe POE ABEH G TBF e R A e D Ao SO TPSP b on,
wh erein the automati c managenment nodul e conprises a nmanagenent target

equi preRenReIUTRBRKE Magagennt Rkl GRINPIES A 1RACAZAIRCIN drget equipimeat Herdworti
managenent portion for enabling information natched with each code to be

i nput t exh fomdnatiagink ayedacndhanges aaionaide anapgag et Ririen i wabligf infsrtagichi Ng
informati on of each piece of the network equi pnent at every predeterm ned

U1 T Siauched hadl eakh UBALR) Peinblifed RPGRPRA 4 Shnbindlc AALLAIRALAAG t he

collected information wth the registration information to nage wor k

.interf i nf: ion. automatical |l y:, and a .dat abase server for st.orjng
+eqi ot 0t Sl BRMBRiCR SRR e of hERSpB R B RERES A et e iR Bach
i nterface managed by the automatic rranaﬂserrerat nodul e and providing use r
i nt er f FBROHN 163k tyae Upigg ghe maragergat wiget fist and comparing the collected information

with the registration information to manage network interface information automatically; and
a database server for storing registration information for each piece of the network eq
uipment or each interface managed by the automatic management module and providing use

r interface with the stored information.

11.

The apparatus according to claim 10, characterized in that the automatic management
module comprises:

a management target equipment list portion for managing interface changes;

a site code management portion for enabling information matched with each code to
be inputted and displayed;

an automatic management engine for collecting information of each piece of the netw

ork equipment at every predetermined time or in real-time using the management target list a
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it.” The apparatus according to claimto, characterized in thaj,the
automati c nmanagenent nodul e conprises: a management target e M{Stﬁpgﬁ
portion for managi ng interface changes; a site code managenent portion for
enabling information matched with each code to be inputted and di spl ayed,;
an automati c managenent engine for collecting information of each piece of
the netw ork equi pnent at every predetermined tinme or in real-tine using
the managenent target list a -36- o 24 August 2006 nd conparing the

g e e e R e L o

portion. fo laying a lo rrected information and intervention by
an adni WF@'E%CQ PIMOTU A ‘é?a@ a web page . 12. A nethod for managing
network interface information characterized in that ; (a) granting codes,
i ndi cati ng shtetsrieanmenagethenodisplanpomicarfbadieplfingadte pf emeccadd infirmmtion k
equi pnent , storing the codes to a M B and NVS and generati ng a nanagenent

target gqlinterpdRivh By & adnihisfralon iLACRssaBes A webipafd £d according to
pre-defined rules in order to |cfent|fy a predeterm ned site by steps and

conprised of nmulti-step sub-codes; (b) collecting interface information for
each piece of the network equi pnent through Sinple Network Managenent
Pr ot ocol tolgenerate a table at every predetermned tinme or in

A method for managing network interface information characterized in that ;

(a) granting codes, iﬁdicating sites connected to each interface of each piece of networ
k equipment , storing the codes to a MIB and NMS and generating a management target equi
pment list, wherein each code is granted according to pre-defined rules in order to identify a
predetermined site by steps and comprised of multi-step sub-codes;

(b} collecting interface information for each piece of the network equipment through

 Simple Network Management Protocol to generate a table at every predetermined time or in

real-time;

{c) checking non-defectiveness of the codes for the collected interface information of
the table;

(d) comparing information registered to a network management system with the colle
cted table using the granted codes and correcting changes of the registered information; and

(¢) operating a network management system with a changed interface information,
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real -time; (c) checking non- defectiveness of the codes for trr:f Ilegﬁﬁgﬁ
interface information of the table; (d) conparing informatio 4@@'

to a network managenent systemw th the coRe cted table using the granted
codes and correcting changes of the registered information; and (e)
operating a network managenent systemw th a changed interface information.
-37- 0 24 August 2006 13. The nmethod according to claim 12, characterized
in that the automatic nmanagenent for the n etwork equi pnent conprises the
sub-steps ofjz collecting information fromeach piece of the automatic
managenent target equi pren t selected by an adm ni strator to generate the

tabl e; .notifyi rmal S .anpng. t ol lLected i nformati on othe
admi ni deapehod gtﬁ&ﬁftﬂﬁ%@ﬁ&@%@ at the AR B IAgEERE

checking o ratlon statuses of an int erface o f each piece of the netvvork
equi prEfvotseqiipoha comprites dwdub-stape ofiecessary and notifying the checked
results to the adm nistrator, conparing the collected table with the

regi stered icolletinginfornaith feoiveach | piege bhéheragBdric rRfRdembhORRRE bQilpmand
deciding if aline is canceled or used and del eting unregi stered codes from

a siteGa8&ed byhs hdmidlsirator to generate the table;

notifying abnormal codes among the collected information to the administrator, deleti
ng the abnormal codes from the collected table, checking operation statuses of an interface o
f each piece of the network equipment to decide if the codes are necessary and notifying the
checked results to the administrator;

comparing the collected table with the registered information and correcting the regist
ered information; and

deciding if a line is canceled or used and deleting unregistered codes from a site code |

1st,

14,
A method for managing network interface information characterized in that

(a) inputting the interface information as setting a interface information according to
pre-defined rules connected or to be connected to an interface of each piece of network equi
pment:

(b) matching the interface information with interface description;

(c) registering the inputted information to a network management system;
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A net hod for managi ng network interface information charactergﬁfgﬁgn ths@
(a) inputting the interface information as setting a interfac #Pu8
according to pre-defined rules connected or to be connected to an
interface of each piece of network equi pnent: (b) matching the interface
information with interface description; (c) registering the inputted
information to a network nmanagenent system -38- 0 24 August 2006 (d)
when the interface information is corrected, changing the interface

1 or MRt on (S hARE SRl ol Il APU ISR B B O LA LALORIRL g and

(e) operati a ne managemnent sys _ hahge

i nformation. . .The t hod according to .clai m14, characterized in that
interfé’(gecoaf:ﬁ?)étg‘ﬁt“? egeeeay%rregwmim&m%ewﬁck, of no meaning in
automatic managenent, is not used as information for change. 16. The

met hod accor{d) eperating4 adtwotkimagigemeot sysierewithn dhhngeddnterfapt mfenoitionhe
network eq uipnent has a different hostnane than the other. 17. The

met hod according to claim 16, characterized in that granted codes naybe the

sa nme if each piece of the network equi pment has a different hostname than
the other. 18.

The method according to claim 14, characterized in that interface information such a
s Null or loop-back, of no meaning in automatic management, is not used as information for
change.

16.

The method according to claim 14, characterized in that each piece of the network eq
uipment hlas a different hostname than the other.

17.

The method according to claim 16, characterized in that granted codes may be the sa

me if each piece of the network equipment has a different hostname than the other.

18.
The method according to claim 14, characterized in that granted codes are different t

o each other if there are any two or more pieces of the network equipment having the same

hostname.
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The  net hod according to claim 14, characterized in that granteﬂ+S€Fes 3r8
different t o each other if there are any two or nore pieces gust 2006
net wor k equi pnent having the sane hostname. -39- o 24 August 2006 19. The
met hod according to claim 14, characterized in that code information is
granted differently to each other or predetermned information is added to
a code, which is grantedt o a site, if there are 2 or nore lines at a
site of the sane interface or the sane piece of the net work equi pnent.

20. A nethod for managi ng network interface information, conprising the
steps of. (a) inputting a hostnanme to each piece of network equipnent; (b)
i nputting igberface information including a code of a corresponding site to
one or nore’interfaces of each piece of the network equi pnent;
characterized in that the method fur ther conprises the steps of (c)
generating aheanetbadacerding s clani4) charactasized i thee codd infpirganongs gramesdaor k
managem ent system : (d) receiving current network equi pnment information
at a prdidetalyionedhpetidred ppedetdiminedahfdriraton @oailed ikn g cole wideleiswashted t
information with the one registered to the network nanage nent system

Usi Ng Qe ifTRER aROS bPANRS il d: ﬁeﬁgof He QAR i@ ac ARG LR §LhO pREOSE e degst on
e of a group of change of the interface information, addition of a new

i nt erfacekand- del gti on;
WOTKk équipment.

20.

A method for managing network interface information, comprising the steps of:

(2) inputting a hostname to each piece of network equipment;

(b) mputting interface information including a code of a corresponding site to one or
more interfaces of each piece of the network equipment; characterized in that the method fur
ther comprises the steps of

(c} generating an automatic management list to register the list to a nerwork managem
eIt systeny; :

(d) receiving current network equipment information at a predetermined period or in
real-time, comparing the received information with the one registered to the network manage
ment system using one or more hostnames and code information, and performing at lest on
e of a group of change of the interface information, addition of a new interface and deletion;

and

(¢) displaying a new interface management picture.
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and' (e) displaying a new i nterface managenment picture. -40- o Augu
2006 21.. The nmethod according to claim 20, characterized in ? ugyst 2006
further conprises readi ng nmanagenent information base val ues of a
correspondi ng piece of network equi pnent using S YSlog transmtted from
each piece of the network equipment at a predetermined time or inr
eal-tinme, if interface information is changed. -41- 0

21.,

The method according to claim 20, characterized in that it further comprises reading
management information base values of a corresponding piece of network equipment using S
YSlog transmitted from each piece of the network equipment at a predetermined time or in r

eal-time, if interface information is changed.
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