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present invention relates to a broadcast Jartd reception system in
particular to a \

system and tERQAdMN
particul ar, but not excl usi veI y, 2E  AARILIBET kg
br oadcast system havr ng sonme or al I of the foI | ow ng pref erred
feat ures- err

a radi o and/ g‘bem Jg,ve;ﬁmn !relates o ;ogéqr%%{d; bré’;adcas; S%st &tf{}ec E,f‘%ferabl y
S a satel 1 ERSURAREP difidl Mtlbayd sa@agrteqerhesﬁ.?@isteﬁbm fo% GoMaltfonal access

terrestrial nSm ssi on Is a digital
system gr ef gystdth ¥heieforg the MPEG, nore preferably the IVPEG

2, conpression system for data/signal transm' ssion [err] I t

affords the possibility of interactivity More particularly the

present invent | @Na LRk ‘ﬁ&?ia)b deast
where a user?‘tnpg\?\n?r sma&%‘?@?@gﬂp ?1 Iit%g?’g%}r?teéto be v?e fcf?a whi ch
paynent systém tHaving ssaeor dlhofthecbligwingfprefendd featwes:a pay- per - vi ew (PPV)
or in the case of data to be downl oaded a _so- caII%gPpay er-fjile

i

( PPF) . o W {hissae Hinfersakiorrbrpageaspsysteds Peferablyst § I iSlBIR of
time is required pent by the user/viewer in order to carry out
the actions necesi’g%?g?&gﬁﬂ?%al | y access t he product being sel ected.
For exgrmlte o n ome;MMh]gyﬁswm (d1thongly iteconéd bé applﬂrla?levilim a_?ﬁleimvterrbsmide
carried ou are_as follows: - e user

t el ephones a so- c &tapmissigRkcr i ber Managenment System (SM5) 25 which in
this known system I t WabeGhe
subscri ber' s)‘call I{ﬂ%#@?ﬁﬁiﬁ%@g r%ﬁ%nggam?g%mrﬁh%g? stt 13 %cessary

i nformation 2, Q&pﬁsﬁbﬂgyﬂhﬁ foe datafsiphabtrandmissiand concer ni ng t he

financi al status of t he subscribe
° It affords the possﬂnhty of interactivity.

15  More particularly the present invention relates to so—called pay television (or radio)
where a userfviewer selects a programme/fitm/game to be viewed for which payment
is to be made, this being referred to as a pay—per—view (PPV) or in the case of data

to be downloaded a so-called pay—per~file (PPF).

With such known PPV or PPF systems a significant amount of time is required to be
20  spent by the userfviewer in order to carry out the actions necessary to actually access

the product being selected.

For example, in one known system the sequence of steps which have to be carried out

are as follows:~

I The user telephones a so—called Subscriber Management System (SMS)
25  which in this known system includes a number of human operators which answer the
subscriber's call and to whom the subscriber communicates the necessary information

concerning the selected product and concerning the financial status of the subscriber
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to a so-called Subscriber Authorization System (SAS) which has included in
it or associated wwth it a plurality of conmunications servers. '
i) The operator at the SMS then , has2t-e check the financial status of

t he user before authorising the connection fromthe comruni cati ons
servers to tther ssealled Sgbscribet dwthorizatione Systemt(SAS) twikichy thasl imdludediinkie or

delivered and vi.ewed,by. the user. . .. ln another known systemthe
human operatﬁ?oq]%tﬁg'ﬁﬁ?‘aﬂ&@cP?‘ﬁ‘?'ﬁﬁ'nOfam’%m%iS%“sserver so that when
the user tel ephones the SM5 he/ she hears a voice activated recording to
whi ch the user conveys the sanme information as |) above. Thi s

second arrangenert) r edliwesparater dietha\SNS Hheichas torchietie the fisdncitd statisbafdhe

arrangenment 10 , which can be nore easi.l ver| oaded when |arge nunbers of
users are wi%Hf hgforssuthorising @F&@F"?ﬁmﬁ? S"H’é‘: S AOmpIcations ts;ryg_sqo the user's

However , g ev | ' : v SY 1 I in
pat 1y PleMlod cebld uBE HGhoBLcrAAERERM ko] oY et YR IRED (01
nunbers whi ch operation provides pl enty of scope for error as well

as being tine consum ng. 15 The third known arrangenent |nvolves the
user maki ng 1B<@0 rg‘;‘?‘g’i Py theduimagpperptor is replaced by 3R aytpapaticvolgeNFIMEL | n
France and R (Ehhd €er Y0l ﬁ%@ | : : t he
voi ce acti vaétaggJ S el?é\#;tp k ?e?refgff E@altcglta ove }?e\#ﬁ(% %Ezrl\rg(?t‘foé%égm&%ﬁgtﬁﬁé&%lﬁg o
second ar r angkick tite ustheohtdyt Thd saamndinfh2EETiBh as § blsove. t hensel ves i ncorporate
a nodem at the consumer end. 20 In all these known arrangenents the
user is involved in the expenditure of significant time and effort in
i nputting aldy; La R i00 grﬁ;pﬁ '

ef fect aut ho’ir-lln‘;itga&to e tra sm’sgaggﬁggél?%? émﬁgg%gingt?%?g%tt ot éﬂﬁh rmeélt

t el evi sldbn sebich can be modenedsily ovadeadodl vehemalaedel itrabdre lof wisads cave syisiiggntd her e

is a further (el ag idnvol ved in the user actually receiving the
product sel ¢l product at the same time.

However, even with this second arrangement the user is involved in inputting
significant information in the form of lengthy serial numbers which operation provides

plenty of scope for error as well as being time consuming.

15  The third known arrangement involves the user making use of existing screen based
systems such as MINITEL in France and PRESTEL in the United Kingdom, which
systems replace the voice activated server referred to above in connection with the
second arrangement. The MINITEL and PRESTEL systems themselves incorporate

a modem at the consumer end.

20  In all these known arrangements the user is involved in the expenditure of significant
time and effort in inputting all the information necessary to enable the system to in

effect authorize the transmission of the chosen product to the user's television set.

In the case of a satellite television system there is a further delay involved in the user

actually receiving the product selected.
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PPV and PPE systens the key elenent in controlling the user's access to
products are so-called Entitl enent_lga_nagerrent Messages (EMM) which
have to be injected into the system™ n order to give the user product

oA i Y, BLEE s i seprei ISR Uyl ks

encrypted data represen Ive o uct 1s

‘particul ar i ruge yo-ebatled Eatitlement Managehenk Mussages(BMIM) whichl lewe 30 ®8 igjesteéns

‘the EMVs are transmtted to the user's t el evmons via,the satellite
{link at reguliBto thé,systerm inorder fo,givethasissr pradyciaceess

. HCIACFR orp particularly the, EMMS case
of a particulgg dg% echakMy 2%ﬁicﬁa&eb%(}f(%§a@ﬁgém?«?géseﬂﬁki%’ .&fapﬁ&lilt?cﬁz?

several m nutes ore the user™s next on arrives ‘at
user's 1¢ tdebsyptedi fon agatticular individubhusert r ansm ssion delay is in addition

ito the delay referred to earlier which is inherent I n the user having
.to manually input certain data into the system The cunul ative ef f ect

of these two ei @x; i t, -H&%/ p hﬁﬂﬁi YRLC ool L nut for
a user Iso e abs?teeh? g tgcgélvﬁ a csggrggisoﬁ{che se%e%?e%s)rﬁggh%ﬁf)n}hclg&%sThe
present i nventleeigions vixahe eatokite WAk &t reyelas ditérugs ihthe MPBON2 @ata stream. Thuf a
first aspect, the present invention Erow des a conditional access system

conprising: in the case of a pagtigylarfuser'sy atherecan by 4 signifiqanb felapofipsehaps y
RIS, i _ ‘ e ‘ Vi
Che - mesaages LT RS WAG s werSiitat BN sipoppiss PR R Ta RSP, |

sai d gengy at itglgvig®anst.vi a a comruni cati ons server connected directly
to said generating neans. Preferably, the nessage is an entitl enent
message for transm ssion (for exanple by broadcast) to the receiving

means, said n ' : el t . IR n
nessages in ?@g%%%g@%éﬁd@%y geﬁc]glg 9@%&% ggnj% %cg?)gl%?e chi t\gicﬁélcﬁe@ﬁ@ i nﬁ:@cnrt
g_he_ gelner ati i theass HiRlhgb® Man@MyeihphOcdriah dafatinfd MRST8@H. aThe chmalative Of
Igita
J effect of these two delays is that it may take perhaps typically five minutes for a user

to be able to gain access to the selected product.
15 The present invention is concerned with overcoming this problem.

In a first aspect, the present invention provides a conditional access system
comprising:
means for generating a plurality of (preferably conditional access) messages;
and
20 means for receiving the messages, said receiving means being adapted to
communicate with said generating means via a communications server connected

directly to said generating means.

Preferably, the message is an entitlement message for transmission (for example by
broadcast) to the receiving means, said generating means being adapted to generate

25  entitlement messages in response to data received from said rectiving means.

The generating means may be arranged to transmit a message as a packet of digital
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data to said receiving neans either via said conmunications server or via a
satellite t ransponder. The receiving means nmay be connectabl e
to said conmuni cati ons server via a nodem - and tel ephone Iink. 5

In a related aspect, the present invention provides a conditional access
system for data to sdifl geetiving oweans tithematia said commumicatibss sérber o, via ansatelléte ng:

a subscri ber nanag ment system a subscriber authorization
systen1coup|€@”?8‘§ﬁe subscri ber managenent system and 10

a communi cati ons server; said server being connected directly to the
subscri ber aut hori zati on system The system may further

conpri se a rEheteceivimaments mdydre donpectatiis to said commipications server eiawambdeas oder
bei ng connect aﬁﬁqp;g}eqs i.d conmuni cations server, and hence to said

subscri ber a## 'system via a nodem and tel ephone |ink. 15 I n
a second aspect, the present invention provides a broadcast and reception
system i ncluding a conditional access system as described above.

In a thisd abpeatiatedhaspeot ethenpresent émviention pravidedes cenditiomd aasdss apstemefoept i on
system onpri si ng. Jreans for generating a plurality of
entitl enent ﬁé@f@%&na&oaﬁ egesdo BPI&SHgE%@t COIBPIISING ogr ans;

means for recei viggulﬁgﬁgcr?g %&tf%%ai d generating neans; and

means for connecting t cerving and to the generating nmeans to receive
sai d nessages, saa dubsumiber tauthgrinations systém gecaupfrebice the sebdeeibes mganagsedit cat ed
connection between the receiving nmeans and t he generati ng neans. 25 The
dedi cat ed coffEEH woul d typically be a hard-wired connection and/or a

modemedgconnect | PBomiuhiial iR sBAES skid'sbivér Biin BonrtORAARL LA REE LIRSS, Vi 2 2

cel | ul ar

authorization system.

The system may further comprise a receiver/decoder for the subscriber, the
receiver/decoder being connectable to said communications server, and hence to said

subscriber authorization system, via a modem and telephone link.

15  In a second aspect, the present invention provides a broadcast and reception system

including a conditional access system as described above.

In a third aspect, the present invention provides a broadcast and reception system
comprising:
means for generating a plurality of entitlement messages relating to broadcast
20  programs;
means for receiving said messages from said generating means; and
means for connecting the receiving means to the generating means to receive
said messages, said connecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

25  The dedicated conmection would typically be a hard-wired connection and/or a

modemmed connection, with the possibility of the connection been made via a cellular
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PCT/ EP97/ 09’&)%3143426 t el ephone system |In other words, t CTgp 7/?:25 %d
connection is capable of formng a channel of comunication (from
point.to point). This is in contrast to .bgaadcasting of information

t hrough the air or anbient medium The connecting neans woul d

typical ly betdephpesystm! e stheewuidsgtherRdRkated cobnectiofris @apdble 8f formedd ¥

rel ated aspect, the present invention provides a broadcast and

reception syshamcbcfrpmmmung:anon (from pomt to poiths 'Ihxsnsgréﬁ@ntaas; t@y bepageasting i t y

of entltlerren es I ng,.t Q br ast 0
means for g gf guﬁ’é@s & OF A% cfna%rélr‘ aﬂ’g e ne%ﬁzxg\ﬁxcang Vit iy
10 and tapicaﬂ y be a BB 5:&;13@@&{1@@ m@gn§a| d m)dem to said generating

means and said receiving means. The above features can afford
t he advantage of providing the user the necessary Vi ewi ng

authorizatio via the E tha has _hithert OSSIbe
T pardly Hisokde, 2 oY IReEaBeey i areieh SEE bR hBaics

conput er COd?eécg system cbﬁx?nsgﬁ{g the SAS can operate nore effici ently (and
in real time), artly beca SAS can itself, directly, generate

the requi site EMvVimeans forogenksating aguemlityhef dittlemant messagestrelatiag se tirdadcdshe
user or subscriber via a dedicated (typically nodenmmred) |ink.

Preferably, PREPBFerating means is connected to said nodemvia a
communi cati ons 20 meshe kS ciiinghaicmpis8L &l 6 aidEdndslfifls leals vASS BBk e
with said generating neans. he“recei vi ng  neans may be further
adapt ed 1o r eodi ve said entitlement rressages Vi a a satellite

t ransponder . e receivin recelver/d

conpri si ng means fUEM E‘H gheriing id mogcé‘b%%éggg’d’r%@?%@ ﬂé?cclvﬁ’é%ns
for decodi ngpuidags.recei ved signal to provide a 25 tel evi sion signal and
means for supplying the television signal to a television.

Preferably, the receiving neans is adapted to conmunicate with said

generating ManS,ove features can afford the advantage of providing the user the necessary

viewing authorization (via the EMM) more quickly than has hitherto been possible,

15  partly because, since the SAS typically uses a smaller amount of computer code than
the SMS, the SAS can operate more efficiently (and in real time), partly because the
SAS can itself, directly, generate the requisite EMM, and partly because the EMM can
be passed to the user or subscriber via a dedicated (typically modemmed) link.

Preferably, the generating means is connected to said modem via a communications

20  server which is preferably included in or associated with said generating means.

The receiving means may be further adapted to receive said entitlement messages via

a satellite transponder.
The receiving means may be a receiver/decoder comprising means for receiving a
compressed MPEG-type signal, means for decoding the received signal to provide a

25  television signal and means for supplying the television signal to a television.

Preferably, the receiving means is adapted to communicate with said generating means
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PCT/ EP97/ OWO(8/43426 via said nodem and connecting nmeansPCTERSTIOBWE| vi ng
' mMeans may conprise means for reading a smartcard insertable thereinto
by an end user, the smartcard having stored therein data to initiate
automatical ly the transm ssion of a rres’ségé fromsaid recei vi ng means
to said generati dg maans Hpon I nsertion the.smartcard by the,end

user il bR ol CORBCAP FRAPivy e P CHBRE B 1) SPUBHECBFRK ¢ o
enabl e the ehf Wagihe o smartcard iiErIaHGRR 0 B9kl SRERELO TS URMAEA havin
comuni cate Wt % genera |ng nmeans be understood Trom
the above t hgiorddntheneiredatato nmuaataummapcaiw ﬂEstramszsmn of amessage feom saidy

which the time jt takes for, .an end user to access ire 1
reduced. Pr ef@P’é{H}%/mBWH"é?lIdﬁQ%ﬁ%‘E% @ca?%uwné%{san g%%f aéffg“fﬁ%&}?a%

tinme deNg but either arrangenent can be used individually.
According to a Tt urt her aspect of the present invention, there is provided a
br oadcast and reception system conprising, at the broadcast end:

a broadcast systemincluding nmeans for br Qadcastlrz a cal | back request,; 15
-and at the r&tapdition thpgystem may further corgppsec voice WII‘FCIPLFGI‘PWQ the spd useg of

oquest. - the VioB L ARG EecpHSh SRR b SpRRRHets wity BE el IRARY |\

receiver to call it back, the possibility is afforded of the

. broadcast system obtaining informtion from t he receiver 20 about the
state of thelt &dBi bpepndcrstood from, theepbayey that Hhe RIessat iByentign | pRYIdes W0t he
br oadcast sy NG I tem
By using a n%%{g‘%"é% L&gfkf‘ g@%ﬁme it takcs ?&“5&?8&@9&‘? tB %F&sg 9 &Qﬂ&?ﬁmﬁﬁ&

i nventigp i nlig);eeﬁdeaglpr&famblya;m}ﬂ a\m@eﬂmnts are cmplo?eéfﬂcmirlvy tiad maxmithﬁ timeans
for calling back the broadcast sgstemls arran ﬁ to transfer 25 to the
broadcast syS¥Eng b eithen areRgcasA EEFh‘P‘hBS had ’t"' Yer. This information
m ght i ncl ude the nunber of remaining tokens, the number of
pre- booked sessions, and so

According to a further aspect of the present invention, there is provided a broadcast

and reception system, comprising, at the broadcast end:
a broadcast system including means for broadcasting a callback request;
15  and at the reception end:
a receiver including means for calling back the broadcast system in response

to the callback request.

By providing that the broadcast system can request the receiver to call it back, the
possibility is afforded of the broadcast system obtaining information from the receiver

20  about the state of the receiver.

Preferably, the means for calling back the broadcast system includes a modem
connectable to a telephone system. By using a modemmed back channel, a simple

way of putting the invention into effect can be provided.

Preferably also, the means for calling back the broadcast system is arranged to transfer
25  to the broadcast system information concerning the receiver. This information might

include the number of remaining tokens, the number of pre-booked sessions, and so
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on. Preferably, the broadcast systemincludes neans for storing the
i nformation, so that it can be procegsed at a later tine, as desired.
Preferably, the broadcast neans is arranged to broadcast a call back request
which 5 | nghudes a command that the call back be made at a given tine,
and the neans for cal ling back the broadcast systemis arranged to
respond to said conmand. By arranging for the callback to be later

Y

syorem - ProtgBly; s ok B SyslenCic Rl WeaRE R opine s FBEANGR, ST
cal | back requftsdan ¥a6prédessed at Bl tid, iak Idesisd Messages for broadcast.
Preferably, the broadcast systemincludes neans for generating a check

message (such as a random nunber) and passing this to the receiver,
the receiver ngludes ns.fQ . encrypti t he che ssage, and
passing this ?ﬁ?‘ﬁ@%%&’é@@é%ﬁ%ﬁﬁs gﬁﬂxéﬁéorﬁmc{}aﬁ%gg)&g fswgfﬁ%mh“’h
further igcl ugRsdeeaneoniRindd@at il aNBadkBe Ghtiekat TEEHEH Firk GRHMEE nidans £dr OM

the receiver and conparing this with the original check nessage. In this
way it calling dagh sk brpadiast Isgstemhis amangedde tespandntel sadd command., Byy of

They ey al o Bu Y dRccaiick fe i Bialtt luB K aRRE R ISR LA o

Preferred feajjmaedab thd\gskmesent invention will now be described, purely

by way of 20 exanple, wth reference to the acconpanying drawi ngs, in
., Whi ch: - Figure 1 shows the overall architecture of a digital

v e e

tel evisi ding to th d di f th
present | nventhoRosdcasits Bt s 5o armpged I uSa@h £ GGk Soveshone wona
access syt enpfdte ERGIGG: MessARE QY BiddBcast. ~ System

Preferably, the broadcast system includes means for generating a check message (such
as a random number) and passing this to the receiver, the receiver includes means for
encrypting the check message and passing this to the broadcast system, and the
broadcast system further includes means for decrypting the check message received
15  from the receiver and comparing this with the original check message. In this way

it can be checked whether the receiver is genuine.

Any of the above features may be combined together in any appropriate combination.

They may also be provided, as appropriate, in method aspects.

Preferred features of the present invention will now be described, purely by way of

20  example, with reference to the accompanying drawings, in which:—

Figure 1 shows the overall architecture of a digital television system according to the

preferred embodiment of the present invention;

Figure 2 shows the architecture of a conditional access system of the digital television

¥
system;
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Figure 3 shows the structure of an Entitl enent Managenent Message used in
t he condi tional access system Figure 4 is a schematic diagram

of the hardware of a Subscriber Authori5afion System (SAS) according
to a preferred emhodi nent of the esent . i nventi.on; -l gur 1S a
schematic di %@ﬁ“é‘?ﬂ ogmt e&ﬁr%ﬁ‘ff{:‘&%taﬂefgtfmleﬁbmgk@nagcmma Mep "gﬁ r“getg 7 zhea
schemati c di & aBeest'Baghper Techni cal Managenent server form ng
part of the gg%aﬁfb 2 wgur’e 7 is a flow diagram of the procedure for
automatic renewal of subscriptions as I npl enment ed by the SAS; 10

Figure 8 is a_schemati¢ di agr.am of roup subscgipti.on bitmap . us in the
automatic  Figure 4280 °B¥388M9é? of the ha“PwaE? Bg? §“&°§ﬁﬁ/§“‘§‘ﬁ8§z§#’f§3’fgﬁfne of
an EMM used i 9FR0 b GréEREYBhbBAIRRBAYE Bie present inveliigh’ € 10 shows in
detail the st@‘ﬁ% g?%%&ggt%é(béﬁw béd Fi gurgplrl eins a schematic di agram
'of an order centralized server when used to receive 15 commands directly

t hrough communi catjons servers; Fiqure 12 il rates

di agr ammet i cigure S i§ drfchematig é@ar@nwfs‘i#&mﬂgt%‘é" oh s t of t he
present invention; Figure 13 is a schematic diagram of the order
centralized server when used to receive comands fromthe subscri ber

aut hori zat i orFigust @iy taoschematis tdiagraml bbac&ubscribér Teclingeal Madagemeat setveat i ¢

di agram of the conmmuni cafi Qns servers;
J forming part of the gAS'

Figure 7 is a flow diagram of the procedure for automatic renewal of subscriptions as

implemented by the SAS;

10 Figure 8 is a schematic diagram of a group subscription bitmap used in the automatic

renewal procedure;
Figure 9 shows the structure of an EMM used in the automatic renewal procedure;
Figure 10 shows in detail the structure of the EMM;

Figure 11 is a schematic diagram of an order centralized server when used to receive

15  commands directly through communications servers;

Figure 12 illustrates diagrammatically a part of Figure 2 showing one embodiment of

the present invention;

Figure 13 is a schematic diagram of the order centralized server when used to receive

commands from the subscriber authorization system to request a callback;

20  Figure 14 is a schematic diagram of the communications servers;
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Figure 15 shows the manner in which EMM em ssion cycle rate is varied
accordi ng to the timng of a PPV ewvént; Figure 16 is a
schematic diagram of a Message Emtter used to emt EMVE; Figure 17

i s a schenmat i Eigutealfi shoveshtheimapnthin whithéZMM csm&smwcln‘ra&l\%vamﬁhcmrﬁhfg 5
Message Emitter re 18 is a schematic diagram of a smartcard;
Figure 19 is té?‘?&ﬁ’é‘ﬁﬁ%l"éacﬁl%gr"%"rﬂ’of an arrangenent of zones in the menory
of the smartcard; and Figure 20 is a schematic diagram of a
PPV event descri ption. 10 An overview of a digital television broadcast
and recept i onFigust BirislO&dhematio ditignan tof a Message Emipreressedtto iemieBEMMs; i s shown
in Figure 1. The invention includes a nostly conventional digital

tel evi sion system 2000 whi ch uses the known MPEG 2 conpressi on system

Lo transmt CRERiCPPRG dhahidk aifbabSwid il Sirde bAlibragh BEEMMS within the

conpressor 20 a broa centre recelves digitaF signha T eAm
(typically a lﬂcﬁssa stﬁnﬁaeﬁ;of VI deo signals). The conpressor 2002 | S
‘connected to a rruFti pl exer and scranbl er 2004 by |inkage 2006. The
“mul ti pl exer 2004 receives a plurality of further | nput signals,
assenbl es one [ nsmts conpressed

idigital si gna [’fegP%%tJr g%??nﬁﬁ{: %ﬁﬁgﬁfﬁg%‘é{)ﬂ?oadcast centre via |inkage
12010, which can of course take a wide variety of fornms including
telecomlinks. The transmitter 20 2008 transmts el ectromagnetlc ma}nals

tvia uplink 20&%“%%#%%5@°§’éﬂéldﬂ4&f@ntqféﬂsméwem of zongg juy the yemery Ak{bear e
{el ectronicall d and broadcast via notional downlink 2016 to
earth receiver , conventionally in the formof a dish owned or rented
by the end user. The signals recei ved by receiver 2018 are
transmtted to an jntegrated recelver/decoder 2020 owned or rented by
the end user Eigwrechisetscematic dingram @f asRRY $ve deseriptiop; si on set 2022. The
recei ver/ decoder 2020 decodes the conpressed MPEG 2 signal into a

tel evision signal for the television set 2022.
10 An overview of a digital television broadcast and reception system 1000 according to

the present invention is shown in Figure 1. The invention includes a mostly
conventional digital television system 2000 which uses the known MPEG-2
compression system to transmit compressed digital signals. In more detail, MPEG-2
compressor 2002 in a broadcast centre receives a digital signal stream (typically a
15  stream of video signals). The compressor 2002 is connected to a multiplexer and
scrambler 2004 by linkage 2006, The multiplexer 2004 receives a plurality of further
input signals, assembles one or more transport streams and transmits compressed
digital signals to a transmitter 2008 of the broadcast centre via linkage 2010, which
can of course take a wide variety of forms including telecom links. The transmitter
20 2008 trapsmits electromagnetic signals via uplink 2012 towards a satellite transponder
2014, where they are electronically processed and broadcast via notional downlink
2014 to carth receiver 2018, conventionally in the form of a dish owned or rented by
the end user. The signals received by receiver 2018 are transmitted to an integrated
receiver/decoder 2020 owned or rented by the end user and connected to the end user's
25  television set 2022. The receiver/decoder 2020 decodes the compressed MPEG-~2

signal into a television signal for the television set 2022.




WD 98/ 43426
PCT/ EP97/ (0%Q 8%43426 PCT/EP§7/02108 A

condi tional access system 3000 is connected to the nmultiplexer 2004 and the
recei ver/ decoder 2020, and is |ocated pai ly in the broadcast centre and
partly in the decoder. It enabl es thé end user to access digital

tel evi si on broadcasts,from aone or . _hore RQroadcast,.s | i .

s toard. cAnBEIGREL AR SURRD 1000 s, ed et d Balpe B ety ORRE and e

of fers (that rdegiveiiolér 2020k isti6tRd SArAP iR HRIFBAIRS &Abd AW Jahfy B @edcast
supplier), can be inserted Iinto the receiver/decoder 2020. Usingthe

decoder 2020denoder. It enalbipmithecenddyser teaceass digifal teioyisponr bivadeastsvizorn ooneror
either a subscriptiagn de,.or a,pay- r-yvi,ew node. An
interactive S8t ﬁ?ﬁaﬁ%g?“?ﬂ%; c‘é%ﬂé@%‘g’ F@?@ﬁeeo_ ?Wgﬁ’&(’é‘f’“ﬁé‘fﬁr"%’&gﬁﬂe 10
recei ver sdecggigmerd @ tROR, Bnd HCRVEH] RENVISidn proptdifindy RRIGRRI rSdHch® and

partly in the decoder, enables the end user to interact wth various

appl i cat i onssupipties}, can be insertdd mte thetracdivarfirnodar 2020 2Using the decodérc2020 and

condi tional access stem 3000 is now described in nore detail..

Wth ref er entBafd e il SSeT may QHEchasc. (YR O & FORSTPARR Bod 9 8(R8NT 3000

i ncl udes 15 peravieWogedd ber Aut horization System (SAS) 3002. The SAS 3002 is
perdv . !

connected to one or nore Subscriber Managenent Systens (SMS) 3004,

one SMS for each broadcast supplier, by a respective TCP-1P |linkage

3006 lth h other.t f Link I | t ti b d).
Al ter hat | vel 35 Giigagive’ SEUD. #450; Arke FoBurclish 101 e Briiigiss 2004 aa ‘B¢
suppl i eng, OfecoiEr/ddéBalr @20%3}4@&8@&&@@%% HOSrSRACHR centrfg P{grtugg{ra"

encrypting units 1n the formof “ci phering units 3008 utilising
smartcards the de®ddr) emablesothnectdedstro ta Hate8AE With | varicag eapgplit@ionSegiand

encrypting units again.n th formof ciphering units 3014 utilising
not her smrt?&pﬁgmggf@%\%@gnwgt ed to the nul ti pl exer 2004 by

| i nkage 3018. The receiver/decoder 2020 receives a "daughter”

smartcard 3020. It is connected directly to the SAS 3002 by Conmuni cati ons
Servers 25 TBeeonditicnal heceapsisteme 00 hisknovh deseaibedi D mord HetallAS sends anpngst

ot her things subscription rights to the daughter smartcard on
request. The smartcards contain the secrets of one or nore

comer ci al  opARPfeRirénce ¥ Figure 2, in overview the conditional access system 3000 includes
15  a Subscriber Authorization System (SAS) 3002. The SAS 3002 is connected to one

or more Subscriber Management Systems (SMS) 3004, one SMS for each broadcast

supplier, by a respective TCP-IP linkage 3006 (although other types of linkage could

alternatively be used). Alternatively, one SMS could be shared between two broadcast

suppliers, or one supplier could use two SMSs, and so on.

20  First encrypting units in the form of ciphering units 3008 utilising "mother" smartcards
3010 are connected to the SAS by linkage 3012. Second encrypting units again in the
form of ciphering units 3014 utilising mother smartcards 3016 are comnected to the
multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a "daughter”
smartcard 3026. It is connected directly to the SAS 3002 by Communications Servers

25 3022 via the modemmed back channel 4002. The SAS sends amongst other things

subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of one or more commercial operators. The
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"not her" smartcard encrypts different kinds of nessages and the "daughter™
smart-car ds decrypt the nessages, {f _they have the rights to do so.

The first and second ciphering units 300 and 3014 conprise a rack, an

el ectroni ¢ myother MYEHLGAd &na‘?? ?
el ectronic cglrodscrand one &thdngfre%écn\g?gﬁggg é ghresp@"%f &%a??a‘%gr
each el ect r aletxypt thedmessages( ifathely BéMeGthe frights to do so.encrypting the ECVs and

one (card 3010) for encrypting the EMM. The operation of the
condi ti onal access syst em 3000 of the digital television system w | |

the ool Pnd Bl Tidynh oy PR b sk B 2" of BBRPS 00

10 Ml ti plEMEEr cand avithcsofitwire stored on aHVEEPROIM uproe2(t elettt @i e&d@ aB@@ne, N
t he broadcast centre, tagg q%)égl t al VI deo signal 1s first conpressed
(or bit ¥atSmaged trRRperibraty ofog sagh élgg%@mes@@, o (eard 3016) for

d s t t d bl 2004
via the %ﬁ%ﬁ%&‘é%‘%@‘é*ﬁ'ﬁao@ﬂ%&l@&% kol BMRG fer it . such

as other conpressed 15 dat a. The scranbl er generates a control

word used in_the scranmbling process and included in the MPEG 2 stream
in the nul tikheespsration®f thergenditional apcesp syptem 3000 &f shedigital televisioesystdnty and

bl h d 202 d
tho. pr ogr amial bWt aSebe B bR i S SRR RE e ot o e
commer ci al i eldvisian aysttm@0d0ded the conditiondl RecdkfEténB00eam The progranme

may be commercialised in either one of a nunber of "subscription”
nodes and/or one of a number of "Pay Per View' (PPV) nodes or events.
In the f R l&}rrﬁﬂ Qerh lﬁ‘ﬂ&nd user subscribes to one or nore
com‘rermal potquets', thus getting the rights to watch every
channel i nsiWith weranQSHgbﬁquﬁidﬁ ibrthé beoagest eedtay] ¢ hIMBAko sigRalti® 960
commercial offers may b sel ected from a bouquet channels. In the

Pay Per Vi edirffoepspressed é‘PdeEs}'éﬁe Teduced), usipg Hiei NEFEQW2 homh@SSﬁip%lﬁﬂl iThis t o
pur chase ev%ﬁﬁrﬁcdhﬁgﬂﬂl 0880 iRt oRRe %?&1%:81%&9: and scrambler 2004 via the

linkage 2006 in order to be multiplexed with other data, such as other compressed
15  data.

The scrambler generates a control word used in the scrambling process and included
in the MPEG~2 stream in the multiplexer 2004. The control word is generated
internally and enables the end user's integrated receiver/decoder 2020 to descramble
the programme.

20 Access criteria, indicating how the programme is commercialised, are also added to
the MPEG~2 stream. The programme may be commercialised in either one of a
number of “subscription” modes and/or one of a number of "Pay Per View” (PPV)
modes or events. In the subscription mode, the end user subscribes to one or more
commercial offers, or "bouquets”, thus getting the rights to watch every channel inside

25  those bouquets. In the preferred embodiment, up to 960 commercial offers may be
selected from a bouquet of channels. In the Pay Per View mode, the end user is

provided with the capability to purchase events as he wishes. This can be achieved
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by either pre-booking the event in advance ("pre-book node"), or by

pur chasi ng t he event as soon as it is broadcast ("inpulse node"). In
the preferred enbodi nrent, all user¥ are subscribers, whether or not

they watch in subscri_gtion or PPV node, but rse PPV viewers

of cou
need not nedwkseither pie-beoking thergvsat ia advanas ("psgrboakraodehierdly misrkpsingdhe he
access criter] r i ) i en a
(ECM; this ?V§Ia‘ta%n€°§§}§gt jssgbn@élclic%% a‘ﬁ o nﬁl\b\n&{rﬁ’ tgﬁg% gér%gkk%eflecén %’rd Efg?lg’mﬁf}t he
message conteRSare sei0iibat, wisther (0thof thed|vraus inf ibsdripriot @ APaANBlodadbuwbf t he
pr ogram and the access criteria _of the broadcast program The access
criteria andcoyenetBRY vigoress need not peeessarilyi P subscaibess- t he second encrypting
unit 3014 via the |linkage 3018. In this unit, 10 an ECMis generated,
encrypted and transmtted on to the nultiplexer and scranbl er 2004.
Each seryi cephhqrdi€stiiol Mordakt S8 deass chtépR!dkStisel o duild b Entitl&aent ol ses a
number of distinct conponents; for exanple a television progranmme
i ncl udes a vMdssege (ECM)ic dhip dhe messagn sentdh gelgtiompwithrone serambled progransdhponent

e anbl od ardeAgs SRR f Spateq) SR (oAb s TP B Geippling Rt e PR ih e
2014. I n 1 espRGthe Mdce@Périteis bAMHR bashdeANPrIRRAth, The béiRss criteria 88 w”%ﬁ’é wadrd

separate ECM i s required. Programe Transmn ssion
mul ti pl exer @00rnsmitted ve thesdecond ¢ncayptioggmit 3014 yipthedinkgge 3018, pinatliistmifs fr om

compr osdBd = BOMCRREtRs rrgned i Baieprined 68 6 s heXet b b 2G04

scranbl es t hgpo4. programmes and transmts the scranbl ed programres, the
encrypted EMMs and t he encrypted ECMs as electric signals to a
transmtter 2008 of the broadcast centre via | i nkage 2010. The

ool 1ot rERapSE o9pigetPES oA Shdict i 2%t S ndels Shumper
The satel | itgf idishiRet eb@ponehll 4ok eo@imphs aAlislewsios emdgaminie iatladés anvideet i C

signal s transmtted by the transmtter 2008 and transmts the signals
on to the eatampouesteiandgudio compongms, gagyubstitie component and so on. Each of these

PCT/ Epgiéozwo%ponents of a service is individually scrambled and encrypted for subsequent

broadcast to the transponder 2014. In respect of each scrambled component of the

service, a separate ECM is required.

Programme Transmission

The multiplexer 2004 receives electrical signals comprising encrypted EMMs from the
20  SAS 3002, encrypted ECMs from the second encrypting unit 3014 and compressed

programmes from the compressor 2002. The multiplexer 2004 scrambles the

programmes and transmits the scrambled programmes, the encrypted EMMs and the

encrypted ECMs as electric signals to a transmitter 2008 of the broadcast centre via

linkage 2010. The transmitter 2008 transmits electromagnetic signals towards the
25  satellite transponder 2014 via uplink 2012.

Programme Reception

The satellite transponder 2014 receives and processes the electromagnetic signals
transmitted by the transmitter 2008 and transmits the signals on to the earth receiver
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the end user, via downl i nk 2016. The signals received ver
2018 are transmtted to the i ntegrated receiver/decoder 2020 owned or
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Cser oS SRTenanth DB Hstrlkd Frog R St SRRRCEM Sberrmmiet BN or

smartcard 3020 controls whether the end user has the right to decrypt the

ECM and to access the programme. If not, a negative status is passed
to the recei VEbthedprogtasme is not eagbled, thatliss apcECMabast besnprangmitieewithrthot be

docryptod andPRE 2 RErmIBE e e eehtorcd 0 ek hakadante odd Endisdhstdims ten

descranbl e t kBl s émobh‘i%dw firdnsBRRidlo RN ionTie BBPEG 2 stream
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to tel evision set 2022. Subscri ber Managenment System (SMS) 20
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regardi ng end user consunption aut hori zati on.
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the SAS 3002 vig.r tive |linkage 3006, 25 whi ch jmply nodifi ons to
or creations sﬂ‘f‘gﬁf?is%%l%ér?@ﬂ?dﬁ/éﬂ? ﬁ R U8 Js the ngf‘t"g()’léilﬁ%pqtﬂbe gg“u and
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PCT/ EP97/ 021@820 to indicate that the programme cannot be descrambled. If the ¢ud user does
15  have the rights, the ECM is decrypted and the control word extracted. The decoder

2020 can then descramble the programme using this control word. The MPEG-2
stream is decompressed and translated into a video signal for onward transmission to
television set 2022,

Subscriber Management System (SMS)
20 A Subscriber Management System (SMS) 3004 includes a database 3024 which

manages, amongst others, all of the end user files, commercial offers (such as tariffs

and promotions), subscriptions, PPV details, and data regarding end user consumption

and authorization. The SMS may be physically remote from the SAS.

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006
25  which imply modifications to or creations of Entitlement Management Messages
(EMMs) to be transmitted to end users.

The SMS 3004 also transmits messages to the SAS 3002 which imply no
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(dedi cat ed Entﬁhmnbbfmxaﬁmnﬁ&{eswmual users, and are typically
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uni que iogfen: i Back Srenp mAE conin & given num%sr 0 ?’Pfis“%‘?? udbisr Eeisationyasi cal
EMMis now de MW
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header 3060, lr&mhﬁyl‘df[argpsrnu&ﬂﬁ?pfaﬁﬂiustrsl gnat ure 3064. The header 3060 in
turn conprises a type identifier 3066 to identify whether the type is
i ndi vi dual , group, WD 98/ 43426
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| engt h of15t he Individual EMMs are dedicated to individual subscribers, and are typically used in the

provision of Pay Per View services; these contain the group identifier and the position
of the subscriber in that group. So-called “Group” subscription EMMs are dedicated
to groups of, say, 256 individual users, and are typically used in the administration of

some subscription services. This EMM has a group identifier and a subscribers’

20  group bitmap. Audience EMMs are dedicated to entire audiences, and might for
cxémplc be used by a particular operator to provide certain free services. An
“andience” is the totality of subscribers having smartcards which bear the same
Operator Identifier (OPI). Finally, a “unique” EMM is addressed to the unique
identifier of the smartcard.

25  The structure of a typical EMM is now described with reference to Figure 3.
Basically, the EMM, which is implemented as a series of digital data bits, comprises
a header 3060, the EMM proper 3062, and a signature 3064. The header 3060 in tum
comprises a type identifier 3066 to identify whether the type is individual, group,



EMM an opw'oo% ddress 3070 for the EMM an operator idengjif) and
a key | g‘%ﬁ%fier 3074. The EMM proper 3062 of course bgﬂ%?@%%tly

according to its type. Finally, the signature 3064, which is
typically of 8 bytes long, provides a nyg?/ﬁzr of 5 checks agai nst
corruption of the remaining data in the Subscri ber
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sof tware I_evgbbgéil.q)e%&twﬁﬁ ﬁ&p Jl S@‘ rred embodi ment on a standard open
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created by the Subscription and PPV chain areas to the multipl exer and
scranbl er 2004, and hence to feed the MPEG streamwith EMVs. |f other
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case of down Sasglaﬁgqgo é%?gf%mé%p%@%%éag)sgsuéﬁggég{ sona fééglr?%&ter,
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At the software level the SAS runs, in the preferred embodiment on a standard open
VMS operating system, a suite of software whose architecture is now described in
overview with reference. to Figure 5; it will be understood that the software could

alteratively be implemented in hardware.

20 In overview the SAS comprises a Subscription Chain area 3100 to give rights for
subscription mode and to renew the rights automatically each month, a Pay Per View
Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for passing
EMMs created by the Subscription and PPV chain areas to the multiplexer and
scrambler 2004, and hence to feed the MPEG stream with EMMSs. If other rights are
25  to be granted, such as Pay Per File (PPF) rights in the case of downloading computer

software to a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 3002 is to manage the access rights to television



pode). The SAS 3002, according to those rights and to information received
fromthe  WOBUR63004, generates EMMs for the subscriber. PCT/BPY7/0THS
Bubscription Chain area 3100 conmprises a Command Interface (C) 3102, a
subscri ber Techni cal Managenment (STM server 3104, a Message Generator (MY
$106, and the G phering Unit 3008. ~ 16Fhe PPV Chain area 3200

gonpri ses an Aut hori sahi or:i Server (AS), 3202, a rel ati onal dat abase
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Central i zed Server erver for amre Broadcast er

§ SPB) 3208, a ndk3.afhe SASS082,accqriing to those righth Qniwindorimatioh ireoeived fhas tteal | y
the sane as that f t he Subscription Chain_area and i s hence not
flescri bed furm:‘ﬁh“’a&w(’@@?% Ms faf thersabestibser i ng Unit 3008. The
MM | njector 3300 conprises a plurality of Message Emtters (Mes) 3302,
$304, 15 3306 and 3308 and Software Multiplexers (SMJXs) 3310 and 3312.

n the preferr@g SubscriptiorbQHainedita 3106 comptisest WCoinBand Ik2rfacyl gegozumpra t he
Vessage Cenerator 3106, with the other two MeEs 3306 and 3308 for the
essage Gener awbscrbet dechpizal Mupgement (STM) ssorss 304, a dMessageeHeneraton EMEHUX

310 whil st M:ﬁ{)g?’&ﬁ.tﬂg%l(ﬁ%glﬁgﬁgngt %qﬁgnect ed to t he. SMUX 3312. 20

Fach of the three main c the SAS (the Subscription Chain area,
he PPV Chain area and the EM I njector) are now considered in nore

Het ai | . Subscri ption Chain Area Considering first the
Subscri pti on GhgiBPVa Chainarenn3200rompsiserariApthossativacSezuay {AS3 3202, a refationalr i | y

ot 1 “as"r ot neRaRERS SR ToL AL Me b s’ of fe i B STUERIACHI Bate .
L akes as 10put3205 oDutabsse Bdbvess BDES futi the clatabaseranddrder Geatralizedi Serer (OCS)

cont ai ni ng conmmands. It perforns syntactic analysis on _the nessages
Coni ng from t FR0%TaServer for Rypgrammesirpgdcaster (SPB) 3208, a’Message Generator (M

fpcT/ EP9T/ 02 1.0%21% whoFc functi?n is basical{y the same as tha\t,\;]or the Subscrigti()riL Chain area and
server, and i s abl o emn err

e aCccur atre nessages en an r occurs 1n a

hessage i§ hercarmt descpibied Airthefieny 86t5iiang thaCipheting Uind0e on) . |t
t races i ncom ng comrands in textual formin a trace file 3110 and
glso in binary formin a replay file 3112 in order to be able to

replay a seri e QiMRPITENYI 3300 EafifiTses 3 Briditd 'of MR &Fe 3R MES 3302, 3304,

15 3306 and 3308 and Software Multiplexers (SMUXSs) 3310 and 3312. In the preferred
embodiment, there are two MEs, 3302 and 3304 for the Message Generator 3106, with
the other two MEs 3306 and 3308 for the Message Generator 3210. MEs 3302 and
3306 are connected to the SMUX 3310 whilst MEs 3304 and 3308 are connected to
the SMUX 3312.

20 Each of the three main compoﬁcnts of the SAS (the Subscription Chain area, the PPV

,‘ Chain area and the EMM Injector) are now considered in more detail.

Subscription Chain Area _
Considering first the Subscription Chain area 3100, the Command Interface 3102 is

primarily for despatching messages from the SMS 3004 to the STM server 3104, as
25  well as to the OCS 3206, and from the OCS to the SMS. The Command Interface
takes as input from the SMS either direct commands or batch files containing

commands. It performs syntactic analysis on the messages coming from the STM
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rights for the first tine, although it will be understood that the
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EMVS. Having the STM separate fromthe SAS, and the automatic
renewal skY veparemetgrs of the subscribers are stored (smartcard number, commercial offers, state,

group and position in the group, and so on). The database performs semantic checks
of the commands sent by the CI 3102 against the content of the database, and updates

the database when the commands are valid.

The STM server further manages a First In First Out (FIFO) buffer 3122 between the
20 STM server and the MG, as well as a backup disk FIFO 3124. The purpose of the
FIFOs is to average the flow of commands from the CI if the MG is not able to
respond for a while for any reason. They can also ensure that in the case of a crash
of the STM server or MG no command will be lost, since the STM server is arranged
to empty (that is, send to the MG) its FIFOs when restarted. The FIFOs are

25  implemented as files.

The STM server includes at its core an automatic renewal server 3126 which
automatically generates renewals, and, if required by the operators, free rights. In this

context, the generation of renewals may be thought of as including the generation of
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5 In st 3142 the appropriate . ] ' iption
b tap, b Auton g SRR B FITRAR, MG 505 Sagu SRRG T
Message Gener 3 Qkdes @5 SeddBe bandwidth, and given that a very high percentage of all renewals

are standard, renewal proceeds in groups of subscribers; in the preferred embodiments

there are 256 individual subscribers per group. The flow diagram begins with the start
step 3130, and proceetls to step 3132 where a monthly activation of the renewal
20  function is made (although of course it will be appreciated that other frequencies are
also possible). With a monthly frequency, rights are given to the end user for the
current month and all of the following month, at which point they expire if not

renewed.

In step 3134 the subscriber database 3120 is accessed in respect of each group and
25  each individual within that group to determine whether rights for the particular

individual are to be renewed.

In step 3136, a group subscription bitmap is set up aécording to the contents of the

subscriber database, as shown in Figure 8. The bitmap comprises a group identifier
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15  The flow diagram described above with reference to Figure 7 relates in fact
specifically to the renewal of subscriptions. The STM also manages in a similar way

free audience rights and new subscribers.

In the case of free audience rights, available for specific television programmes or
groups of such programmes, these are made available by the STM issuing a command
20  to the Message Generator to generate appropriate audience EMMs (for a whole
audience) with an obsolescence date a given number of days (or weeks) hence. The

MG computes the precise obsolescence date based on the STM command.

In the case of new subscribers, these are dealt with in two stages. Firstly, on purchase
the smartcard in the receiver/decoder 2020 (if desired by the operator) affords the
25  subscriber free rights for a given period (typically a few days). This is achieved by

generating a bitmap for the subscriber which includes the relevant obsolescence date.
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passes t hem t1§ uBsbioritppryyal 9gd Sispension purpestss for ci phering with respect to
t he managenent and exploitation keys. The CU 5 conpl etes the signature
3064 on the EMM (see Figure' 3) and passes the EMM back to the MG
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Message 1 tter areths e eNEs age Gengerator. .al so ]
det ergi ngin headerapd sjgng : {egi%ﬁab%vlcd:ﬁoqc o é?lg’vﬂ’f‘g B si on

of the EMM, t th
R Vb Eyn?lﬁ“eyi*‘”@bﬁ‘m%m (oF PbSCHbE erBl) THIRRB IS0

once; it is t128 B ofmetngemefioecipberingskeyy 3154 for the cipherng of i EMM 64 bits
of each exploitation ciphering key 3156 to enable the smartcard 3020 to decipher a

control word to provide access to broadcast programmes, and 16 bits of obsolescence
20  date 3158 to indicate the date beyond which the smartcard will ignore the EMM. In
fact in the preferred embodiment three exploitation keys are provided, one set for the
present month, one set for the next month, and one for resume purposes in the event

of system failure.

In more detail, the group subscription EMM proper has all of the above components,
25  except the management ciphering keys 3154. The commercial offer subscription
EMM proper (which is for an individual subscriber) includes instead of the full
subscribers’ group bitmap 3152 the group ID followed by the position in the group,
and then management ciphering keys 3154 and three exploitation keys 3156, followed

by the relevant obsolescence date 3158.
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and sends them to the ME.

On generation of an EMM, the MG assigns a unique identifier to the EMM. When
the MG passes the EMM to the ME, it also passes the EMM ID. This enables
20  identification of a particular EMM at both the MG and the ME.

Also concerning the Subscription Chain area, the Message Generator includes two
FIFOs 3162 and 3164, one for each of the relevant Message Emitters 3302 and 3304
in the EMM Injector 3300, for storing the ciphered EMMs. Since the Subscription
Chain area and EMM Injector may be a significant distance apart, the use of FIFOs
25  can allow full continuity in EMM transmission even if the links 3166 and 3168
between the two fail. Similar FIFQ’s are provided in the Pay Per View Chain area.

One particular feature of the Message Generator in particular and the conditional

access system in general concemns the way that it reduces the length of the EMM
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It will be seen that the length parameter is not directly proportional to the actual
length of the packet; the relationship is in part more quadratic rather than linear. This

30  allows for a greater range of packet length.
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accessed through DBAS processes. In one embodiment, the database is the same as

the database accessed by the STM.

15  Depending on consumer profile, the authorization may be denied
(PPV_Forbidden,Casino_Forbidden ...). These kind of criteria are updated by STM
3104, on behalf of the SMS 3004.

Other parameters are checked, such as [imits allowed for purchase (either by credit

card, automatic payment, or number of authorized token purchases per day).

20  In case of payment with a credit card, the number of the card is checked against a
local blacklist stored in the local blacklist database 3205.

When all the verifications are successful, the AS:-

1. Generates a bill and sends it to the OCS, which completes this bill and stores

it in a file, this file being later sent to the SMS for processing (customer actual
25  billing); and
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det ermi nes how many DBASes shoul d connect. A given DBAS may be
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The main purpose of the DBASs 3206 is to increase database performance seen from

the AS, by paralleling the accesses (so actually it does not make much sense to define
15  a configuration with only one DBAS). An AS parameter determines how many

DBASes should connect. A given DBAS may be connected to only one AS.

The OCS 2307 mainly deals with PPV commands. It operates in several modes.

Firstly, it operates to process commands issued by the SMS, such as product
refreshment (for instance, if the bill is already stored by the SMS, no bill is generated

20 by the OCS), update of the wallet in the smartcard 3020, and session
cancellation/update.

The various steps in the procedure are:-
1. Idéntifying the relevant subscriber (using the AS 3202);
2. If valid, generate adequate commands to the Message Generator, in order to
25  send an appropriate EMM. Commands may be:
Product commands,
Update of the wallet,



PPV event), a subscription nodification requested by the subscri e and a
reset of V@884346rental code (a parental code being a codﬁ’%@%‘»ﬂ%ﬁ?*

parents may restrict the right of access to certain programmes or
cl asses of programes). The way ig whi ch these commands are dealt
with is now described in nore detail WTK ~ reference to Figure 11.

Product orders by a sulsctiber involve the follow ng steps: 20 1.
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3022 orderingg BAf iHesdbgérafibRt ot | \Il%crcat-ion of GiNegkinfemialion Csthdeshiliig
request validity, agaln using the AS (p ere the order is

pl aced usi ngistdirade kaowe frote tedRMS2 M2ese ophrations aze bisemidated o \eee grodusts”t he

smartcard 3020 details); 25 3. Ascertain the price of the purchase;
4. Check PW&hasthe price does not exceed the caller's credit |imt etc;
5. Receiving a partial bill fromthe AS; WD 98/ 43426

PCT/ EP97/ 02108 -26 - 6.
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i f the consua®ivapionotda MENITEL, PRESGHLicor bkalsystans whgret diailalleci ver / decoder
2020 (nore details of this are described | ater), or else it is
broadcast. The one exception to this is where there is sone failure

of the node | ' C c er
si ng.t he. 10 THERs e, SRS S Wia @libadl Rficde obAnBy R, M TR
the air.10  modes Af Spération ptei wow disdudsed at more detgilest ed by a subscri ber

I nvol ves: 1. | dentifying the caller (using the AS); 2.
Sending information to the Conmand Interface; the CI in turn forwards this
i nformation : ibed WbBvd RGwid stalelaniGRe (EY deQ§ HitheS an
answer from éﬁ%%égyﬁsﬁyﬂgfm%gf dt%%célbc Y sgost of tche nodi fication,
i f the nodificombiands i seqeivedi lireptly from the end user (subscriber) through the

Communications Servers 3022. These include product orders (such as for a particular
PPV event), a subscription modification requested by the subscriber, and a reset of a
15  parental code (a parental code being a code by which parents may restrict the right of

access to certain programmes or classes of programmes).

The way in which these commands are dealt with is now described in more detail with

reference to Figure 11.

Product orders by a subscriber involve the following steps:

20 1. Identifying through the AS the caller who is making a call through the CS
3022 ordering a particular product;

2. Checking the caller's request validity, again using the AS (where the order is
placed using the receiver/decoder 2020, this is achieved by verifying the
smartcard 3020 details);

25 3. Ascertain the price of the purchase;
Check that the price does not exceed the caller's credit limit etc;

5. Receiving a partial bill from the AS;
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particul gr case tggnclgmﬁ%r%\i%flpggagﬁzst only on air, never on the

1 tel ephone |ine. erstood fromthe above exanpl es of
‘different nodes of operation of the OCS that the user can have direct
jaccess to the SAS, and in particular the OCS and | AS, in that the
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ican be seén that the end user's Set-Top-Box, and in particular its

{ recei ver/ decofiée 80d8y chamection (in thécaseaphene thetropnammerleRsh theaidagusing et | v
#wth the Communi cations . .Seryers 3022 . ' 1t h.the SAS 3002.
11 nstead 105 tﬁ@%’&%ﬁ FOn mﬁcﬂga@r%&%ésﬁt?’gg%&gr%c B&om*runi cations
:Servers 3022 of the SAS 3002 being through the SM5 3004 the

hconnection is directly to the SAS 3002. .In fact, as directly
i mentioned twa stibsedptiapomadificatiensreguestest by p gubscriber involvesthe first direct

connection i i by ild%?iifﬁzezgltf)eméaﬁgr%us%}gt Fhleelgé}?ne 4001 and appropriate

' 2. Sending information to the Command Interface; the CI in tum forwards this
information to the SMS; and

. s 3 Via the CI, the OCS then receives an answer from the SMS (in terms of the

cost of the modification, if the modification is possible).

I modification was requested using the receiver/decoder, the OCS generates a

confirmation to the SMS. Otherwise, for example in the case of phone or Minitel, the

subscriber is prompted for confirmation and this answer sent to the SMS via the OCS
20 and the CL

Reset of a parental code involves:
1. Identifying the caller (using AS); and
2. Sending a command to the MG to generate an appropriate EMM bearing an

approptiate reset password.

25  In the case of reset of parental code, the command to reset the code is for security

reasons pot permitted to originate from the receiver/decoder. Ounly the SMS,

telephone and MINITEL or like can originate such a command. Hence in this
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15  telephone line (and/or by MINITEL or like connection where available) where the end
users still have to input a series of voice commands or code numbers but time is saved

compared with the communication being via the SMS 3004.

The second direct connection is from the receiver/decoder 2020 and the input of data
is achieved automatically by the end user inserting his own daughter smartcard 3020
20  thus relieving the end user of the job of having to input the relevant data which in

turn reduces the time taken and the likelibood of errors in making that input.
A further important feature which arises out of the above discussion is concerned with
reducing the time taken for the resulting EMM to be transmitted to the end user in

order to initiate viewing by the end user of the selected product.

25  In broad terms, and with reference to Figure 12, the feature is again achieved by
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Such a check dsalixdkr 2015 towhable the end user to view the event/product. This can save

considerably on time and bandwidth. Virtual certainty is provided that as soon as the
subscriber has paid for his purchase the EMM will arrive at the recejver/decoder 2020.

20 In the third type of mode of operation of the OCS 3207 described above, the OCS
deals with callback requests issued by the SAS. This is illustrated with reference to
Figure 13. Typical callback requests have the purpose of ensuring that the
receiver/decoder 2020 calls back the SAS via the modemmed back channel 4002 with

the information that the SAS requires of the receiver /decoder.

25  As instructed by the Command Interface 3102, the subscription chain Message
Generator 3106 generates and sends to the receiver/decoder 202 a callback EMM.
This EMM is ciphered by the Ciphering Unit 3008 for security reasons. The EMM

may contain the time/date at which the receiver/decoder should wake up and perform
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15  nothing more to be read from the smartcard.

One particular preferred feature of the callback. facility is that before reading the
smartcard (so just after the identification of the caller using the AS 3202 as described
above) a check is made by the SAS 3002 that the receiver/decoder is indeed a genuine
one rather than a pirated version or computer simulation. Such a check is carried out
20  in the following manner. The SAS generates a random number, which is received by
the receiver/decoder, ciphered, and then returned to the SAS. The SAS deciphers this
number. If the deciphering is successful and the original random number is retrieved,
it is concluded that the receiver/decoder is genuine, and the procedure continues,

Otherwise, the procedure is discontinued.
25  Other functions which may occur during the callback are erasure of obsolete sessions
on the smartcard, or filling of the wallet (this latter also being described later under

the section entitled "Smartcard").

Also as regards the Pay Per View Chain area 3200, description is now made of the
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t hr oughout t2Zjehavenbacni showing ranyhasmber could be Bsadal |Sonas redpdanty ishesudly Per
Vi ew Chain agea b3200, and with reference again to Figure 5, the
Server for P{SH#Aafme Broadcast (SPB) 3208 is coupled to one or nore
Programme Broadcasters 3250 (which would typically be | ocated renotely from
t he SAS) to receive programme information. The SPB filters out for

{ furtherlfise O81 and (S0 aet ¢avpledotor OESANatidnGCSE FR\highy dested TGRS links 3230,

whilst CS1 and CS2 are coupled to Frontal 1 and Frontal 2 via further TCP/IP links
3232.

As illustrated, CS1 and CS2 comprise servers for “SENDR?” (transmission), “RECVR”
(reception), “VIX” (MINITEL, PRESTEL or the like), “VOX” (voice
20  communication), and “TRM” (communication with the receiver/decoder). These are

coupled to the “BUS” for communication of signals to the Frontal servers.

CS1 and CS2 communicate directly with the receiver/decoders 2020 via their
modemmed back channels 4002 using the X235 public network common protocol. The
relatively low~level protocol between the Communications Servers 3022 and the
25  receiver/decoders 3020 is in one preferred embodiment based upon the V42 standard
international CCITT protocol, which provides reliability by having error detection and

data re—transmission facilities, and uses a checksum routine to check the integrity of
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fashion. The Mt
Figure 5, the Server for Programme Broadcast (SPB) 3208 is coupled to one or more

Programme Broadcasters 3250 (which would typically be located remotely from the
SAS) to receive programme information. The SPB filters out for further use

20  information corresponding to PPV events (sessions).

A particularly important feature is that the filtered programme event information is
passed by the SPB to the MG which in turn sends a directive (control command) to
the ME to change the rate of cyclic emission of the EMMs in given circumstances;
this is done by the ME finding all EMMs with the relevant session identifier and
25  changing the cycle rate allocated to such EMMs. This feature might be thought of as
a dynamic allocation of bandwidth for specific EMMs. Cyclic EMM emission is

discussed in more detail in the section below concerned with the EMM Injector.
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dat abases 33ZipprupdattIiftatedifebivdyessage Enmitter neans that the two can
operate in 20 st andal one node if the link 3166 between themis
tenporarily broken; the ME can still broadcast EMVs. The

Sof t ware Ml tﬁ@ég)ﬁg{eﬁt&SW) 3310 and 3312 provide an interface between the
MEs and the tiplexers 2004. In the preferred enbodi nent, they

each I eConicomirgVile BVdItjectonB300) eletdils of ah¢ Mrussipei Empere 8202 toh3308, i s
SNUX.The. SwRgBersh oF b MU Ijector mRxacihe a8 HeRbYeg8an 6 WECMPERED o
the type;of EdMelfor Nffe AOR REARESvillfIMBA& to Figure 16. Their function is take the
EMMs and to pass them cyclically (in the manner of a carousel) via respective links
3314 and 3316 to.the Software Multiplexers 3310 and 3312 and thence to the
hardware multiplexers and scramblers 2004. In return the software multiplexers and
scramblers 2004 generate a global bitrate directive to control the overall cycling rate
20  of the EMMs; to do so, the MEs take into account various parameters such as the
cycle time, the size of EMM, and so on. In the figure, EMM_X and EMM _Y are
group EMMs for operators X and Y, whilst EMM_Z are other EMMs for either

operator X or operator Y.

Further description proceeds for an exemplary one of the Message Emitters; it will be
25  appreciated that the remaining MEs operate in similar fashion. The ME operates
under control of directives from the MG, most notably transmission start and stop time
and emission rate, as well as session number if the EMM is a PPV EMM. In relation
to the emission rate, in the preferred embodiment the relevant directive may take one

of five values from Very fast to Very slow. The numeric values are not specified in
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it takes the ‘st nunmber 3332 in the rank 3330.

A combination of the FIFOs 3162 and 3164 in the Message Generator and the
databases 3320 and 3322 in the Message Emitter means that the two can operate in

20 standalone mode if the link 3166 between them is temporarily broken; the ME can
still broadcast EMMs.

The Software Multiplexers (SMUX) 3310 and 3312 provide an interface between the
MEs and the hardware multiplexers 2004. In the preferred embodiment, they each
receive EMMs from two of the MEs, although in general there is no restriction on the
25  number of MEs that can be connected with one SMUX. The SMUXSs concentrate the
EMMs and then pass them according to the type of EMM to the appropriate hardware
multiplexer. This is necessary because the hardware multiplexers take the different

types of EMMSs and place them at different places in the MPEG-2 stream. The
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is conpl etely enpty, it is replaced by the second storage area before
a new r #lind 9P spivfithis Prdﬁ?’ﬁadcast, and vi ce ver sa. In the above
fashion, after two or three cycles of the EMVs, statistically the chances
of any two EMVs destined for the sane end user being transmtted back to
back is Thenaghrieyiii éiich randomizaibn ieachievediin nowvddseritwidi with refhrenEdis ar e

bei ng stored_the conputer 3050 conputes 25 the nynber of, bytes in storage
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in fact is the correct storage of the EMMSs in the databases 3320 and 3322 (which are used

-

15  for backup purposes) and in the RAM 3324. For a particular cycle rate and operator,
the EMMs are stored in a two—dimensional array, by rank 3330 (going say from A to
Z) and pumber in the rank 3332 (going from 0 to N). A third dimension is added by
cycle rate 3334, so that there are as many two—dimensional arrays as there are cycle
rates. In the preferred embodiment there are 256 ranks and typically 200 or 300
20  EMMs in each rank; there are 5 cycle rates. A final dimension to the array is added
by the presence of different operators; there are as many three~dimensional arrays as
there are operators. Storage of the data in this fashion can permit rapid retrieval in

the event that the MG wants to delete a particular EMM.

Storage of the EMMs takes place according to the “hash” algorithm (otherwise known
25  as the “one-way hash function”. This operates on a modulo approach, so that
successive ranks are filled before a higher number in the rank is used, and the number

of EMMs in each rank remains roughly constant. The example is considered of there
being 256 ranks. When the MG sends the ME an EMM with identifer (ID) 1, the
rank “1" is assigned to this EMM, and it takes the first number 3332 in the rank 3330.
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- PCT/ EP975 02188k, Once a given EMM has been selected and broadcast, it is moved to a second
identical storage area in the RAM 3324, again using the hash function. Hence the

first area diminishes in size as the EMMSs are broadcast, to the extent that, once a
complete rank has been used, this is deleted. Once the first storage area is completely
empty, it is replaced by the second storage area before a new round of EMM

20  broadcast, and vice versa.

In the above fashion, after two or three cycles of the EMMs, statistically the chances
of any two EMMs destined for the same end user being transmitted back to back is
negligible.

At regular intervals whilst the EMMs are being stored the computer 3050 computes
25  the number of bytes in storage and from this computes the bitrate of emission given

the global bitrate directive from the multiplexer and software multiplexer,

Reference was made above to the backup databases 3320 and 3322. These are in fact
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PCT/ EP97/ 021@Fge connected to a corresponding amray of contacts in the card_gcgglcr of the

s 15  receiver/decoder 2020, the card reader being of conventional design. The
microprocessor 110 is also provided with bus connections to preferably masked ROM
130, RAM 140 and EEPROM 150. The smartcard complies with the ISO 7816-1,
78162 and 7816-3 standard protocols which determine certain physical parameters
of the smartcard, the positions of the contacts on the chip and certain communications
20  between the external system (and particularly the receiver/decoder 2020) and the
smartcard respectively and which will therefore not be further described here. One
function of the microprocessor 110 is to manage the memory in the smartcard, as now

described.

The EEPROM 150 contains certain dynamically-created operator zones 154, 155, 156
25  and dynamically—created data zones which will now be described with reference to

Figure 19.

Referring to Figure 19, EEPROM 150 comprises a permanent “card ID" (or

manufacturer) zone 151 of 8 bytes which contains a permanent subscriber smartcard
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i PCT/ EP97/ 02108:¢ utilised b o%’am in the ROM 130 in the dynamic creation (and 3&moval) of
[types of data |°r¥t1ﬁ% )étagr cts %f oper at or 1y|ns al so appﬁlcabl e t)o t he
! dat a objl&ct szawes 154, 155,a156. tlas: desdrived dysbovat Ghe. pestngnent tmagagempet zp3edd3t hat

rthe data objects are I

EEPRQ\A and t fontaips, da gﬁggg gq buc rights of £ Cosrﬁtzargzarcfl b &€ Xt@'o‘i‘%mwgké’ﬂli of the

The program for dynamically creating and removing zones is responsive to specific
zone creation (or removal) EMMs which are transmitted by the SAS 3002 and
received by the receiver/decoder 2020 and passed to the subscriber smartcard 3020.

B e

20 In order to create the EMMs the operator requires specific keys dedicated to the

1 management zone. This prevents one operator from deleting zones relating to another

operator.

L Below the management zone 153 is a series of "operator ID" zones 154, 155, 156 for
) operators 1, 2 ..... N respectively. Normally at least one operator ID zone will be
;{ 25  preloaded into the EEPROM of the subscriber smartcard 3020 so that the end user can
I decrypt programmes broadcast by that operator. However further operator ID zones

can subsequently be dynamically created using the management zone 153 in response
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Deletion of a data object creates a "hole" 166 in the smartcard, that is,
it he nunber W9 98/43426 byt es that the del eted objects had previ REVEPIFEHIDi ed

.are not i nmediately occupi ed. The thus "freed" nunber of bytes, or
1 hol e" are |l abelled wth: a) an "identifier" 0; and b) an
"I D' indicating that the bytes are freet3 receive an obj ect. The

t data object ted fills.the hol dent i f dentifier 0.
ext dars o0l ’ﬁéméﬁ%%nﬁn|qu#aﬁmirsaﬁsﬁ@gﬁéelm§”' RO BLEY B PcieEPROM

150 is effimqg-&gsl:b #t duk tlv be descrbedl NiNg now to the set of data
obj ects assoc W %‘gac% é@n %rc t(zasxcé?rrp es of the data objects
are now descri bed. _ Data obj ect 157 contai ns an EMM key used for

decrypting encrypted EMM s received 15 y the receiver/decoder 2020. This
EMM key is peﬁWérﬂﬂ?ﬁ“}F zansr & ilAs Wb amtan%f}}ee@tentlf' ier of the gyouprt whighthe

obj ect 157 Qﬁa@r Ik a S Egﬁ{d

‘and/ or may Bgs’f‘%:a rea @93’%{5’9‘ %F&R?/\ﬁdesﬁgdgr@g{]é 0 ncaﬁ%w 03=rg or pzc}ﬁlgg z%
describeds  enablesiv@dartcard (along wﬁhtlﬁ: @thbmﬁarﬂdéﬂls(mﬁtségr )EWcKesp@nyi’ﬁié ch
:are sent by the associated operator (in this 20 case operator

enabl e the ertg & bmadgast d&T@PQ ﬁnhsmpthWH&ngo@ahwpwddmssgmrm e

gégfo\rllmgl °h e %ﬁ%% up SUBS ﬁ%@ﬁ%%&%ﬁ“{gmﬁ%&re_%y & end

juser's over algubsdriphion) EMM dddregsedvoriiy éo tlraoaﬁanedrd fvixﬂﬁm (tiengrotip STeas ean be
jJoperator 1. The use of separate EMM and CM keys enabl es_vi ewi ng

‘rights to be % Bwmber smarigards cpfe sachnayah growm FW% this fca'éﬁ%dhﬁﬁ@ﬁf 1pguces

Isubscri pga on aTa [RYE P o %ﬂ I ncr eases

Isecuri tym Theﬁgﬂﬁ&a&g&\[tw %B&%ﬁﬁongd qu%\% gCI‘I ed subsequently.
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iSi nce new E l@@‘}%t%@“g"ewhﬁéﬁhFéﬂlF%mWW‘Nﬁdi for oadessting "greupsubssriptian user
4fromusin fQr | fnt :
recei ver/ decoder C)r gxl"é%%l nlél %c%%%rem% 1§W iﬁé\}gﬂt&gx“%} Jr}&ﬂa FEAS T d
ECM key so t tat¢ BERROM of smhneard 3020 \and/ tHie cothker dadgRier smartcard@lié dodtinually

overridden. Accordingly operator, zone 154 conprises an, area (typicall
having a si z&'R9 g yiaRly achaTHeHIAn HRATERAT b Bhage dis ROSHigpdn sach rs@mcsmﬂ{lbys

4 The 15  any holes created by e.g. deletion of a member of the group. The holes are filled by
j the SAS 3002 as in the STM server 3104 there is a list of such holes.

Dl

In this manner fragmentation is reduced and each group's membership is maintained

at or near the maximum of 256 members.

Each operator zone 154, 155, 156 is associated with one or more "operator data
20 objects” stored in the EEPROM 150. As shown in Figure 19, a series of dynamically
created "operator data" objects 157-165 are located below the operator ID zones.

Bach of these objects is labelled with:

C e e -

a) an "identifier” 1, 2, 3 .... N corresponding to its associated operator 1, 2, 3 ...

e e e

N as shown in its left hand section in Figure 19;

25 b an "ID" indicating the type of object; and
c) a "data” zone reserved for data, as shown in the right hand section of each

PR g

SR

relevant operator object in Figure 19. It should be understood that each operator is

| associated with a similar set of data objects so that the following description of the



Isubscri bed toaUaFR? othyer pperators.s Adge it will be not

ibuy i ewi ng CyREROPHYRCr Vet SF 8 Blipkche 680 WiTRbotk Braer to cplglbrf 02 | 5

.' mart card %9@9 4§ grranged to conpare this date with the curg /Fﬁ’ﬂh?os"m”:h
bi s con

ai ne in received ECMs and to prevent decryptlon [

current date is later than t he obsol escence date. The obsol escence
date iss transmtted via EMVs, as describedg -~ above. 10 Dat a obj ect
161 contains a 64 bit subscription bitmap which is an exact representation
of the broadagpés efixtataimthe laty stgéasrsf bpcmbr ¢ Hs alse appiicablel toathe data objects of
subscri bed. Every bit represents a proféam and is set to "1" if it is

that 3hs data abyects @re decatedain

previ ew or other advertisenment. Data object 163 also contains a limt

fval ue, which may be set to e.g. a negative value to allow credit to

t he consuner .Daletiemef & éﬁtab@JCCf createp @r"bhles d§64n ghe Wrtﬂaéiﬂ ithat 4% the; marmbereof

i th o croa oV B b ested et 1 ik Gty gooupbd eFEa Tmilonaly "L ' o

one token or PhduhiBefreed" hRRof bytedDor "HAéBareNitsled Wth:contai ns a
description of a PPV event, as shown with reference to tabl e 167 of

Figure 20. a) anrﬁécxmfmr Orand description 167 contains a "session | D'

168 identifyi,ng the si.on Of.1,es onding to the program and
the time and 1{}ate %’f dﬁg@ﬁ%‘iﬂ W@fa‘& ytes are.[reedQ TEEEIYH, Df’f%t@ i ndi cati ng
how the view ng right is bei ng purchased (e.g. in pre- 25 book node), a
"session index" 170 and a "session view' 171. In respect of

T e

recei vi ng a pFlegnewhidsts objest\crpateid fills tbe hebewedtnﬂéeé&erthemufxer 0. In this

ggég;;ﬂ r n \ghe%er ﬂ%/%euggfci ! am*{? c'af:sacl yef4 ic(ﬁogyteé} oFf)Ft)}Yc E%?’f{o 153 1§ e%égzxcntly
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checks, using the itens stored in the PPV event description 167 whether the
sessi on IDfor t he program*re is stored therein. If the session IDis

-

stored thereip, S _ex c romthe ECM
If the sessi ohiFf %O%ﬁgq trhg 8% m%%&%ﬁ aswla#@a‘ﬁéﬁﬁc%o%%ﬁgﬁ’ f’f‘%malﬁf) PF %t i on
the 5 recei g4 bBjRE9 AL ndWsétiterd! ays a nessage to the end user indicating
't hat he has the

Data object 157 contains an EMM key used for decrypting encrypted EMM's received

15 by the receiver/decoder 2020. This EMM key is permanently stored in the data object
157. This data object 157 may be created prior to distribution of the smartcard 3020,
and/or may be created dynamically when creating a new operator zone (as described

above).

Data object 159 contains ECM keys which are sent by the associated operator (in this

20  case operator 1) to enable the end user to decrypt the particular "bouquet” of programs
to which he has subscribed. New ECM keys are sent typically every month, along
with a group subscription (renewal) EMM which renews the end user's overall right
to view the broadcast from (in this case) operator 1. The use of separate EMM and
ECM keys enables viewing rights to be purchased in different ways (in this

25  embodiment by subscription and individually (Pay Per View)) and also increases
security. The Pay Per View (PPV) mode will be described subsequently.



right to view the session at a cost of, say, 25 tokens, as read fromthe
ECM or to woO98/M43d2nnect to the conmunications servers 3022 POTHERITOAERE t he
event. Using the tokens, if the end user answers "yes" (by neans of
renmote controller 2026 (see Figure 2)) the decoder 2020 sends the ECM
to the smartcard, the smartcard decreasesd4ihe wallet of 10 the smartcard
3020 by 25 tokens, wites the session ID 168, the session node 169, the
sessi on i ndexSingOnemECM keyscasisent periedically] it in cssentisbpy peavent a uses dronpusion 167

Phe o1 o- bon ol EeH RESs, 6 S ebs iR Bl it 0eSy et iERden Se e shsting a clorlg
the S Maypt et Wichicy WF iahSld EOM OGS thhPa 68er fhBie SE&T R icbRie 2086
4 {

the session index 170 and the sesSion view 171 in the PPV even
descri pti on I®ildibe myetriddeMAccordingly opttatotszimei 14 comiprises 20 arem (typicslly to

di ff t]at b d t he, ot her,. Thi . t '
e ok ot Rl R SRR bR S B bosol st of HRLHERY REFTS e
tines out of ‘quhamdensd s aﬁang%gog,egéml%cﬁw Wit Rwith 366 oot Bﬂtéxwﬂbﬁfi?r ent

from the current session in stored in the PPV even
descri ption IfftainediageceivedECMe agd to peventtdearygtion ifethe gndrent dafe is hatesthesi on

view 171 is decreased b e...Wen the sessjaqn R I e ches, zero, the
erartcard wi IS PEYOISEeRG dati; Theuobsaleseeate drters tansmrited i BMMs, as descaibpt
i ndex to the ééid(z&.e”t sessi on i ndex. The initial value of the

e

session view depends only on the way in which the broadcast supplier
wi shes to define the event to which it relates; the session view for a 25

respecti event ke any val ue. . .. .. The mcrooprocessor 110.in the
snart car x‘?l np‘sgﬁé’%ét %ﬁc"iﬂﬁfﬁ‘%@ g%HH s‘_ébSGBHB%‘ bitypp W_lir’}"% Is gb%"@ﬁ‘ IFRTESSREPR ot
\AV\gegS} 224'2 |6 m df th@bx‘oﬁ&cd&%ﬁh%topé progfasite Wiiéh BheREBICHBEY 1Bl sHb&gibedEvery bit
PCT/ EP97/ 021(8presents a program and is set to "1" if it is subscribed to and "0" if it-id dot.
has been reached. Al'l of the session ID 168, the session node 169,
the session index 170 and the session view 171 in the PPV event
.description 1§ Pe6F LS 3 Hi BESuRd b i

ke S R i Y the condelferin

"cal | - back” procedure as usly.
PPV mode to buy viewing rights to an imminent broadcast e.g. in response to a free

15  preview or other advertisement. Data object 163 also contains a limit value, which
may be set to ¢.g. a negative value to allow credit to the consumer. Tokens can be
purchased e.g. by credit and via the modemmed back channel 4002, or by using a
voice server in combination with a credit card, for example. A particular event can

be charged as one token or a number of tokens.

20  Data object 165 contains a description of a PPV event, as shown v_vith reference to
table 167 of Figure 20. '

The PPV event description 167 contains a "session ID" 168 identifying the viewing
session (corresponding to the program and the time and date of broadcasting) a
"session mode” 169 indicating how the viewing right is being purchased (e.g. in pre~

25  book mode), a "session index” 170 and a "session view" 171.

In respect of receiving a programme in PPV mode, the receiver decoder 2020

determines whether the programme is one sold in PPV mode. If so, the decoder 2020



5 Each receiver/decoder 2020 contains an identifier whi Chpé’@hr,r@%]uz{bg;turer

identify L}N?aﬁ{é?4§6 that receiver/decoder or identify i
or may classify it in some other way in order to enable it to work

only with a particular individual smartcggd, a particul ar cl ass of
smartcards nmade by the sane or a correspondi ng manufacturer or any other
class of smm q,%Bi@ My | ! brigti 7 whéher @ sessio
recei ver/ dec%ﬁ(f%?{‘ gEtg lf?é/%??p%%ﬁv evh@tﬁéé%r?}}%hsdn%ner t he .

r ecei ver / decIpl¢srsthe paskrahinelis staxed therein. Ji til seesiom ID dhssotsddhercins the control
supplier to the consuner, ar eé&r}g&ﬁt ed agai nst the use of non-authorised
daught er word isrextragied from b ECM. Additionally or alternatively to
this first "handshake" between the smartcard and the 15 recei ver, the
EEPROM of the smartcard 3020 could contain-a field or bitmp

descri bi ng t ffeypatasion B3 iof ndtegeded ethérbix oble mmeaR® 26 wi specifici agplicatianathe
function. These could be specified either during fhe manufacture of

t he smar Scar tecgiverdenodps, 2020 displays;paegssage toNke end user mdrmt%maﬁﬂs%@s eed in

the smartcard 3020 fypjcC c rL.se [ 0 ¢

recei ver/ dec‘d‘&étr ,wgé'gﬁcia%%%% 8?2&5% ?%hgaa?, ’c%r trogé%%%éﬁ%dgrﬂg%etlh\?e??ge%roé)er | D
with which connect fdethé eBmintaicdtionyschers 3622 toAnsdrsatietvent HUsing the tokens,
recei ver/decoder is a | evel '

"1" or "0" indica ng %’lft h%r th
smartcard naif the o usrransWes xes” dbymeany obreapts coptrollst 2026 (see F%‘ﬁ)g)étﬂi‘?/el y.
A in,h ce| /
SaonCfrer et AL Yrls fik BOM IR SHRLERN RAMGRERENES SR wlRbot |

If the 2%  gembdricarT 3020 ByoRS ke thritdsethy séssipndDs1GS, ticasdssidr imotit 269, the
identifier is "1", then the smartcard | s

§ A "enabl ed"; .if not, en, t he
smart card wi isessiont inflem d79 snd\ihe sessionr view 171 inothe; REY et ifsrription 1‘%'}]%

gg{rf?éggs / 021 §¥tracts and deciphers the control word from the ECM. 43
In addition, if, typically because of an agreenent between operators, it is

desired to authorize the use of other smartcards in & mticul(aig
recei ver / decduldhe "prpelook’ nwiaen EMM will be passeddprthe smaneard 3029 5p thatdke ¢ o

change their bitnmg vha. t r . 70
suppl i er may SH’PFF%‘B&%‘%‘%‘P%Q‘H% g@s@%@?@rl Sé%ge]s;&gsélgrrl 3}038 19?@%??%?%9&%& 1

predet erg§ nednd thd Sdskion view 19X amiheePPV evemthdascriftiaubécusime tle BMM.be cl assed
as "VI Ps". Accordingly, each broadcast supplier may divide his

subscribers into a plurality of subsets, each subset conprising any
number of  SUBSErI 0605 index 170 can be set to differentiate one broadcast from the other. This

feature permits authorization to be given for a subset of broadcasts, for example, 3

times out of 5 broadcasts. As soon as an ECM with a session index different from
the current session index 170 stored in the PPV event description 167 is passed to the
20  smartcard, the number of the session view 171 is decreased by one. When the session
view reaches zero, the smartcard will refuse to decipher an ECM with a different

session index to the current session index.

The initial value of the session view depends only on the way in which the broadcast
éupplicr wishes to define the event to which it relates; the session view for a

25  respective event may take any value,

The microprocessor 110 in the smartcard implements a counting and a comparison

program to detect when the limit to the number of viewings of a particular program



The subset bo )Q@i gh a particul ar subscriber belongs is set in the SVS 3004.
In turn, “WOMAERe SAS 3002 transmits an EM to the subscrlGREPYHARIER
wites information (typically 10 of length 1 byte) concerning the subset
to which the subscriber belongs into thg, _ rel evant operator data zone,
say 154, of the EEPROM of the smartcard.”In turn, as events are
broadcast byasthenReRaegast supplier, an ECM typically of 256 bits, is
transmtted with the event and indicating which of the subsets of

subscri bers may view the event. If, according to the information

stored int erat qr he subscrjber 15 does not_have the right to
vi ew t he evgﬁ@?%é"ss%?‘éwﬁ%&h%?sﬂﬁ@ nEé?Imﬁf@@lsﬁﬁﬁP@ index 17,304 fhe sespion

deni ed.  yiew 1711t S BV bl ~ ol LL6h el all
of a given oger ator's édér?ag%gtaargﬁg&?g’az b%g@%ﬁ?%ﬁmg%ggﬁ%%@g lfngegi on
during the thedialirbmek'bprooéduse padescebedipreviously. program in particular a
programrelating to a sports fixture taking place in that 20 geogr aphi cal
region. In this manner football clubs and other sport bodies can sell

br oadcasgt i i . ' L[ L it Ve reventi.ng,local

suppor t gr sn%%r# &ﬁcr%ﬁdee\?\n%%@? #gm#:?%ﬁ &#cgﬁgﬁr Wéiscé\fﬁ@f T I’#%f‘ﬁ’f wighel¥er t he
| ocal suppothatreseiverfdeeoden or fdpatify its mandfocthiey of ek etasitnd iR kéME dtHeP Fra
fixture. Each, of, the features associated with zones 151 to 172 is

consi der ed WPTAEF 19 ctablg it to-work only ithhs pawicnlan Esviduslismartcamde a partiondas

creation of WL | t.00d. resent i,nvention
has been de(g?;érgirtg(?g1 agﬁ?)r\(/ig nbalﬁl FL: eqyyhgfaﬂg o?'ldc\%g%b% Gg%:%?%&g R folﬁl%t I ons
of detail celasshef smteandstvohioh taheimanied fof uid@ith that claOREREEecoders
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i nvent £8n. exclusively. pach feature disclosed in the description, and (where
appropriate) the clainms and drawi ngs may be provi ded i ndependently
or in any appropriate comnbi nation. In the af orenmenti oned preferred
embodi ment sin thismuauner the atasives/dedodetse20R0estel hiveeeh s@pplicl by dnsbeoddean

I mpl enent ed usﬁngtﬁctgrrputer software. However, it w |l of course be clear

to the skil BT PRIOOSHRFTHTE PRSEed @gipstethe Hsy afenanmprthnsisndedaughterg
hardwar e. gmartcafddrdphgrnore, it will be readily understood that the
functions perfornmed by the har dwar e, the conputer software, and such
| i ke are perfornmed on or using electrical :

Additionally or alternatively to this first "handshake” between the smartcard and the

15 receiver, the EEPROM of the smartcard 3020 could contain a field or bitmap
describing the categories of receiver/decoders 2020 with which it can function. These
could be specified either during the manufacture of the smartcard 3020 or by a
specific EMM.

The bitmap stored in the smartcard 3020 typically comprises a list of up to 80
20 receiver/decoders, each identified with a corresponding receiver/decoder ID with which
the smartcard may be used. Associated with each receiver/decoder is a level "1 or
“0" indicating whether the smartcard may be used with the receiver/decoder or not,
respectively. A program in the memory 2024 of the receiver/decoder searches for the
identifier of the receiver/decoder in the bitmap stored in the smartcard. If the
25  identifier is found, and the value associated with the identifier is "1", then the
smartcard is "enabled"; if not, then the smartcard will not function with that

receiver/decoder.



and like siwpagass26 10 Cross reference is made to our co- ppafiEB&r02108

applications, all bearing the sane filing date, and entitled Signal
Generation and Broadcasting (Attorney Reference no. PC/ ASB/ 19707) ,
Smartcard for use with a Receiver of Encrgspted Broadcast Signals, and

Recei ver (Attorney Reference No. PC/ ASB/19708), Broadcast and Reception
System and Cpndaditionai, Heicalp bevaise of ki efiepient Vétvem OperRRirs i€ RCEsiied tol S
PC/ ASB/ 19710) , Downl oadihg a Conputer Fil'e from a Transmtter via a
Recei ver / Decoutbprizeths use 9p othsr sparteasdsin/a paticulanteseiver/drodesBpaciiic EMMs
Transm ssi on Recepnt.ion of Television Progr S,..a her t

(Att orney W?ﬁ %ﬁéf’%ﬁ' tgnt 8851\%’.1%‘§§g/ %9&"2@,‘" 9[96%%0‘% Rﬁ% gﬂgpgn?%t @&?h ey
Ref er ence No. PC/ ASB/ 19713), Conputer Menory Organi sation (Attorney
Ref erence No. 20 PC/ ASB/ 19714), Tel evision or Radio Control System
Devel opment Each dirnadeast supplie fsey rdifferqotiateChissgibsoritay | acerrding ttb nepridin a
Sections froma Transnitted a Stream (Attqrney Reference No

P/ ASH! 18716 PrEORERBLR GiEih | 1 SPamploact BIBG of Subscalars Tuny, be pssed as

PC/ ASB/ 19717 ) ta ; o
Vii& A%E&Gﬁ\?j, %c@&bméﬂdﬁg%&ﬁeaggﬁﬂ%gc%%ﬁ into a

PC/ ASB/ 19718), and Broadcast and Receptio coder and
25 Renot e @Ghmslityldf subsetss eadhosubsett comprisingRefyenenbe dicubfTbess/ 19720). The
di scl osures of these docunents are incorporated herein by reference.
The |ist of applications i ncl udes the present application.

CLAIMS The sullset to whichOHrkibQBALRERRS Defohgt BNt o 1R $XIsS003! 9B teySt em
said conditional access system conpri sing: neans’ f or

gener ati ng athel SASBOOZ trasodtstant EMVEt thessbsarjber Wikl wiritep inforsmtidn (typically

tel evisign system . ans, for recej vjng the, nessages,to

pr ovi do 10ccobE 688t e bHiE) AaPeeTRipE Tbe Sty e Which the SHesFrbe: PASR e o f

sai d tel evi siQayasy %Eé‘rﬁlor%& zone, say 154, of th& EEPROM dtdhé SRareaHY ‘1{; tranaect ed
directly to sald genherating neans,” said generating nmeans bel ng

adapt ed to coventsiarabmadiash byathd breadsiasti supplicrp ansEGM; typically b 256 bits, is

conmmuni cations _server .to, provide,said.receiyi nmeans W.th a.sai d nessage;
Wherei n' oai dbgeErE Pty hEarrot ade Hacnng TRich et PRt Al tbs bEn Eal iRt cage
in response g &RAUCE! addiding TR BhfoahSSbd Qofell 8n URNGIRdtb Sor¥e BaSsubé@tbes ai d
recel ving nmeans via salid conmuni cati ons server.

15  does not have the right to view the event, as determined by the ECM, programme

viewing is denied,

This facility may be used, for example, to switch off all of a given operator's
smartcards in a particular geographical region during the transmission of a particular
program, in particular a program relating to a sports fixture taking place in that
20  geographical region. In this manner football clubs and other sport bodies can sell
broadcasting rights outside their locality whilst preventing local supporters from
viewing the fixture on television. In this manner the local supporters are encouraged

to buy tickets and attend the fixture.

Bach of the features associated with zones 151 to 172 is considered to be a separate

25  invention independent of the dynamic creation of zones.

It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the



2. A conq,'wzi 9/%%6 access systemaccording to Caim1, further conprising
a satellite g ransponder, said generating neans being af < 1188
transmt an entitlenent nessage as a packet of digital data to said
receiving neans either via said connunicahions server or via said
satellite transponder. 3. A~ 46nditional access system

according to g"%gﬂad} or 2, wherein said receiving neans i s
connectabl e t8 'sai d communi cati ons server via a nodem and tel ephone i nk.

20 4, A conditional access systemaccording to any preceding claim
wherein the entit] enent nessages are generated by the generating
nmeans i n respBade faaburg ditslgsedirin the descriptiom amd (whereiapprpristedrthe claims and 5.

A broadcast a .ecept | . ncl ydi a. condi tional access,system
according to Q%)Jxﬁg%exgggﬁﬁ5?@%@%&‘@5@@:{}%@ 10 anX 4RPHRYE L tOm at?‘g?clept i on
system according to Claim 5, wherein said conmmuni cations server is
capabl e of effecting a dedicated connection between the recei vi ng
reans and t helnphnefaemenfioned pesferred embodiments, certain features of the present invention
+46- 7. A broadcagst. and receptjon system according to Caimb5,
urther c npr *‘%‘fcrpgf“é zmlﬁfcmenteg HEGE FPmpYfer g@#@v{gpatyfqur&v% éﬁ‘é’ﬂg%ﬁ gfﬁ“ galed
0 sai d modeno edskfRACman that any of th&RMEHEshhPBE | nted usi
broadcast and reception .systg%’n according to ayﬁy o@%gﬁgn%dg&?% h?fdwvﬁice’rei n
sai d receFuithegmarant willnpe irsadilynundystood thatathen funationsperfarmed hyetheabl e

.§hereinto by n end user_ the spartcard bhavipg stored therein data

o initiate altoRET %W%"ﬁ% Software, W@HM‘%"S AP 'P%eﬁar@s%fd&“ﬁ elastggaly
ecei vi ng neaggd like sighdls.gener ati ng neans upon i nsertion of the
martcard by the end user. 9. A broadcast and reception system

ccording to any of Clains 5 to 8, further 10 conprising a voice link to
bl . £ 45 0B St BonBA S b B S5BAMon 8 Bk e s g
date, and entitled Signal Generation and Broadcasting (Attorney Reference no.
PC/ASB/19707), Smartcard for use with a Receiver of Encrypted Broadcast Signals,
and Receiver (Aftorney Reference No. PC/ASB/19708), Broadcast and Reception
System and Conditional Access System therefor (Attormey Reference No.
15  PC/ASB/19710), Downloading a Computer File from a Transmitter via a
Receiver/Decoder to a Computer (Attorney Reference No. PC/ASB/19711),
Transmission and Reception of Television Programmes and Other Data (Attomey
Reference No. PC/ASB/19712), Downloading Data (Attorney Reference No.
PC/ASB/19713), Computer Memory Organisation (Attorney Reference No.
20  PC/ASB/19714), Television or Radio Control System Development (Attorney
Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data
Stream (Attomey Reference No. PC/ASB/19716), Access Control System (Attorney
Reference No. PC/ASB/19717), Data Processing System (Attorney Reference No.
PC/ASB/19718), and Broadcast and Reception System, and Receiver/Decoder and
25  Remote Controller therefor (Attorey Reference No. PC/ASB/19720). The disclosures

of these documents are incorporated herein by reference. The list of applications

includes the present application.
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10. A br oghlraisdag ﬁnd reception systemaccording to any of Chgihg 750516& 9.
wher ei n sai d receving nmeans conprises a receiver/decoder conpr|5|ng

means for receiving a conpressed MPEG type signal, Tmeans—for
decodi ng the received signal to provide .a4515 tel evi si on pnal and means
for supplying the television signal to a television. ,mﬁ ﬂ !mmmmm
condi tional aCiadMSystem for affording conditional access

for a television system conprising; asubscrl bet
nmanagenment systemfor storing data relating to a subsciption to t he

tel evision system 2 .aut hori zati on system coupl ed
to the subscr?‘ber na‘goélgletﬁ)e ccestﬁrst%ﬂpé&ﬁfaﬁﬁﬁg.uti lising data received from

sai d subscri ber mﬁﬁgﬁmtgeﬁmﬁmtpmmf%&sﬁgts, and entitlenent nessage
relating to said tel evision system and a conmuni cati ons

server, said servePepes foy wemving the UW%S?S,W%I%@I%W theing adapted to

cLhor 2! A Ryet b, 4l vl w B ST OB ERORRGE tR 2

entitlement npfsaleol sAid SaRAINE ,ﬁ&ngequest data received via said

communi cati ons server. 12. A condi tional access
system according to CI ai m 11, further corrpri sing a recei ver/ decoder
for the subsc |ber rec |ver/d§cod ? r@(ﬁonn tﬁbl e to,said .
ccommuni cat i on§" ser cl;on GHEREE ST A r 1 21 FGe8% iR am
via a %ﬁ%@ﬂ%&a@@'f@pﬁmﬁdx&kto the refeiving kdeans, ﬁud geR@REtd e
jaccess system according to Caim12, further corrprl Si ng satellite
it ranponder, sheitg adapies forgsneratst ensitlemant wessegestin Avsporserta datarraeajeed from said
qgtransm t entltlerrent nmessage as a packet of digital data to said
recei ver/18ecoﬁ'=é:Fl g}gh’élf said commi cati ons server or via said
satellite transponder. 14. A conditional access system according

fto Aaim12 or 13, wherein said 10 receiver/decoder is connectable to
sai d comuni c3t i oné epadifionalacgess systernarenrding to Claimileored; Rdweein saif generating

115. A condi ti.onal, A6GESPSYRIEM ASRALIENS o ScRlor iRl HaProid Rcdfbing

wherein the
means cither via said communications server or via a satellite transponder.

4, A conditional access system according to any preceding claim, wherein said
15  receiving means is comnectable to said communications server via a modem and
telephone link.

5. A conditional access system for affording conditional access to subscribers,
comprising:

a subscriber management system;

20 a subscriber authorization system coupled to the subscriber management
system; and

a communications server; said server being connected directly to the subscriber

authorization system.

6. A conditional access system according to Claim 5, further comprising a
25  receiver/decoder for the subscriber, the receiver/decoder being connectable to said

communications server, and hence to said subscriber authorization system, via a
RN i
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entitl enment WoRadss are generated by the subscriber authori zatlon Z)xste

in response to a coomand fromthe receiver/decoder. 108 A
condi ti onal access system conpri sing: ni cat i ons server
connectable to a subscriber's receiver/decoder: a subscrlber
managemnent system for stori ng subscri pti on*8 nf or mat i gm mu.'l Mum
subscri ber auth for generating entitl

response to c ?433@% a the comuni cations server, and
conprising: 20 an order centralized server connect ed to the
communi cati ons server for recei ving conmands fromthe

recei ver/ decodbr anrd bmaadnastaand nedeption tsystesu tiniudibgra conditions nagessesgtstem
system an aut hortzatlon server connected to the order
centralized sdC6RFAITESP 4ng AreFing Jaim and val idating a subscriber in
response to an authorization request fromthe order 25 centralized
server; and a nessage generator connected to the order
centralized sever A broagexstand revgption syste;m'rcbmlpﬁsiﬁgt nessages in response to
a conmand §6CEI ved from.t he order @éﬁntral | zed
- 48 - meang forEerting HIY oleeptillempat msﬁaa@s Tslatipg del bragdeas ue
said conmand t nessage generator in response to data received
fromat | east one of sai d aut hori ation server and said subscription
nagement system meais for tecanmglmdsmesbagmfrbinesaﬁlgencratmg medi@sames to the

cei ver/decoder via the comunjcations, server. - 17. A broadcast
and reception systéﬂ?mﬁg FODDETIRE the Teqsiing gtga%g)tthgrg@ncratmg means to receivey
br oadcat syst i g r
dnd at the o, AsMERa0sE ABhnt fing ntAG MWEA" oBENIE C7lchRAE o BeiEhed
dal 1i ng bHEk tcesndstiomdetretn slyes trecaiving mesyno ané theogenerating mbamscal | back
equest; 10 wherei n the broadcast systemis arranged to validate
aid receiver via said cal | back request. 18. A br oadcast
nd reception gsyst XThRHESISH bAY rdcR tg@*)m&% I@Bﬁglﬁ n the broadcast
ystem conpri ses nmeans for genera Ing-a C mesSage and passing this to
he r ecei vermean$ é)rrmelatdag ai pharalityest amﬁnmcﬁmcsageswptannﬁ td bmadhsek
ressage and passi this, to the broadcast system and the broadcast
ystemfurtherpr?qlﬁ tdes rreans for decrypting t he check nessage
F»ﬁg glk vg st ‘ 3 mt he mReak Y6t rediving QHRAANERSeds T Whid behbRtiAf ntHal@Via a modem;

15 and

-
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means for connecting said modem to said generating means and said receiving

meaps.

10. A broadcast and reception system according to Claim 9, wherein said

% generating means is connected to said modem via a communications server.

20 11. A broadcast and reception system according to Claim 9 or 10, wherein said
receiving means is adapted to communicate with said generating means via said

modem and connecting means.

12. A broadcast and reception system according to Claim 11, wherein said
receiving means comprises means for reading a smartcard insertable thereinto by an

25  end user, the smartcard having stored therein data to initiate automatically the

transmission of a message from said receiving means to said generating means upon
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19. A sy%ggglagggrdi ng to Aaim17 or 18, wherein the bro%g%@gzmgrs]di S

arranged broadcast a call back request which inclu
that the call back be nade 20 at a given time, and the neans for—eal--ng

back the broadcast systemis arranged tQ 47 . respojﬂmwm , ﬁ
20. A broadcast and reception system conpri sing, 1 mm nd;
a broadcast syshesn b idiangaiER thel @l fRELQadcasting a cal’l back® r equest ;
and at the reception end: 25 a receiver includig nmeans for

cal ling back the broadcast systemin response to t he cal | back reqest;

wherein the cgll ba reguest ncludes a command that thge.call] ba e mde
at a gi*en tﬁgﬁéﬁoa AR TESRhony SFS%%I JGCPRS N ¢R bﬁ'iﬂ’dgg’s?" tem

i's arranged tc%gafrising Ai GABONAK tPemB!the UFARIEr of t%xc aroadcast ax71d tr%ce%ion system

-49 - system according to any o ainms 1 erein

t he means f ortocatimungeate with the gedersting ineamsdcast system i ncl udes a nodem
connectable to a tel ephone system 22. A system according to any
of Claim1l1l7 to 21, wherein the means for calling back the broadcast

system i sgar rﬁ(‘9edA?bfbah&&i‘ﬁ@fea&ﬁi@@s&ﬁﬁ@%@tﬁéﬂ&g@? dci:lﬁféx?ét %r?&c?.? ”whegiin

concerni ng the receiver. aim
wher ei n t he lsaibecasingaysne comprikescerecaivaridecoder comgrisings teansnfpr trxeiving a

b o e somasset s Sl e s e R b SR b o
cal | back req s : |t ; s AnSySt em
according t oqglg{);lsg% %f%@%aﬁ%ﬂgfg ﬁ %g@eﬂlﬁﬁﬁgﬁgﬁggls%%é &o %2%‘8%‘2@”‘

i ncludes a conmand that the call back be attenpted a given nunber of tines

and spec) fyi the ti bet ween cal | back, attenpts. 26. A
syst em accor c3i5lng t/g%é‘?i‘ﬁ &FqrEtary SYSCIDSCOMPIENRg, ﬁ%b@éﬁqaﬁ%@@‘r equest
10 a broadcast system including means for broadcasting a callback request;

and at the reception end:
a receiver including means for calling back the broadcast system in response

to the callback request.

16. A system according to Claim 15, wherein the means for calling back the

15  broadcast system includes a modem connectable to a telephone system.

17. A system according to Claim 15 or 16, wherein the means for calling back the
broadcast system is arranged to transfer to the broadcast system information

concerning the receiver.

18. A system according to Claim 17, wherein the broadcast system includes means

20  for storing the information.

19. A system according to any of Claims 15 to 18, wherein the broadcast means
is arranged to broadcast a callback request which includes a command that the
callback be made at a given time, and the means for calling back the broadcast system

is arranged to respond to said command.
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I ncl udes a command ?s;pe TN m“lﬂjj“Lone t el ephone nunber to be dialled
by the 15  r@&¥##hg m m“mm ding to the cal |l back PEJEPSF/02108
27. A conditional access s§stlem"r *a broadcast and reception system
substantially as herein described with reference to and as
illustrated in the acconpanyi ng draw ngs,- é8e especially Figures 12,

13 or 14 thereof. .
20.  Asystem according to any of Claims 15 to 19, wherein the broadcasting means

is arranged to broadeast as the callback request one or more entitlement messages for
broadcast.

21. A system according to any of Claims 15 to 20, wherein the broadcast system
5  includes means for generating a check message and passing this to the receiver, the
receiver includes means for encrypting the check message and passing this to the
broadcast system, and the broadcast system further includes means for decrypting the
check message received from the receiver and comparing this with the original check

message.

10 22. A conditional access system or a broadcast and reception system substantially as
herein described with reference to and as illustrated in the accompanying drawings,

and especially Figures 12, 13 or 14 thereof.
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