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4 October 2006 "System and Method for Authenticating

the ldentity of a User" Field of the Invention The 4 October 2006

present invention relates to a system and nethod for
authenticating the identity of a user. The Invention
is particularly useful for, buty not linmted to, 5
authenticating the identity of a pre-paid nobile phone
custoner when said user has requested the transfer of

their preysentakdMetned Wﬂﬁihénﬁbhﬂai\_q L0 ldéﬁ%i%bf a User”
damage of thelir nobile phone or card. US€sS

relate to other services whereby the pre-paid nobile
phEiBRl oflumedavestiolped as a quasi - account nunber for

various financial and currency accounts, whereby a

bal ance is kept, and funds 10 may be sent out and

r e pesbenBagkation neiatdd to Bheydiah! A nestehs ‘T&Sﬁhtﬁ@nfﬂfatmg the

t he background to the invention is intended t
f Jepntity & & uger: uﬁrd'@r Evanieré Qﬂrfflcﬁlér%rl@@&htfﬁ-rh)émqfdrmlted to,

"'Cé‘éﬁt’{e@{ucafﬂ . Oweﬁt Jgeofaé’BFeeﬁél tn?&‘mfegﬂ{otnﬁactlﬁto%ér \Pﬁ%f},]ggld user.

is not an ment "or’ adm ssl any o
mitaérleaue&’tsd ribeefrarsfiert of thedr pl@lextald lbaﬂancbrmmumirfobcawmg loss or

oS TRR HR0R Bhorior Sl 18n' gihef BTG, B bther Services

ofwﬁéﬁeb}am p@ma[@mobiléhmdmrdmbeﬁ umyemgstaow@ééﬂ&c@ount number

true mco rce a rrent where the a credited

1 GOV NESRghAY HEFARSY PEROUTE atadzby  DaENee epy. 2 funds
u&e@y@@s@urdueaﬁfy;ecgmedt he sane tine, nore and nore

peopl e are driven towards being a pre-paid 20 nobile

phone custoner due to the conveni ence of acquiring

s BekyymecbArtaccount and for sone, as this

arrangement provides anonymty. The problemwth this
arrangenent and a problemw th pre-paid nobil e phone

udae followgrmdisaligsiorsofthe batkarasndivethe inviehtimt isdaithded tol facilitate

c Ab SRR RLS TR plnd R BV Riort " Foler i S AP ppted that
2hecdisdugsien tsheotcars eckrywlbdgriiet drosdmiEShh ninditi 4rey phthleematerial
SYISEOELs bl BT e b SER g S5 e of e

npaien skm_atﬂ irt the: 0t iR-298 jarigtiiddioh &5 A ﬂf@@gﬁﬁé o@h@oapphcatton
| oses their accrued load. In the case 4 t ober 2006

The world is moving towards a frue m-commerce arrangement where the amount
credited to a mobile phone (hereafter referred to as “load”) is used as currency.
At the same time, more and more peaple are driven towards being a pre-paid
mabile phone customer due to the convenience of acquiring such type of account
and for some, as this arrangement provides anonymity.

The problem with this arrangement and a problem with pre-paid mobile phone use
in general, is one of customer authentication. In current arrangements, wheh a
pre-paid mobile phone customer loses or damages their. mobile phone or SIM
card (as the case may be for most GSM mobile phone systems), -the customer
also loses their identity in the eyes of their mobile phone carrier. This also means
that the pre-paid mobile phone carrier also loses their accrued load. In the case
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-2 of a pre-paid nobile phone carrier who is a

nmer chant . engagi ng In mconmerce transactions, t hi S4 October 2006

can anount to a loss of several thousands of dollars:

One neans of overcoming this arrangenent is to require
the pre-paid nobile phone cusjoner to conplete forns
whi ch provi de the informati on“necessary to 5 link the

cust oners tity to thejr nobile phone. ,
Re-pai i"%o %m‘i‘@ﬂ%ﬁaﬂ'ﬁﬁé‘\’}@ Ie aichang-engaging in m-commerce

aligh %&éﬂo\‘c@r‘tﬁ farfiQiHt 881 GRS o 3B ranﬂemﬁd& @HB@%I T

r~avC ~cey actors in the growt pre-paid no
phone custoners. For those not concerned with

. . | _ '
) Hickls or el ! R, afaritmdrd 38 to ABaiif e, pre-poid mobil
t pbobé rwstomardnp:tommetedohns ovhich progidet thesnnhnna@moeceﬁsary to
t h d [ifi

i S RS Sl Bk el ol phBis. o fbB. Wis Soluton

wineh&teer the natpattivenssyref @fsrm@..h@r@m am.m@t themedve been key
above. D scI oS ‘Mﬁ' £ t he ventl on Throu%gout t he
sﬁ%“é‘?ﬁsl Bathito growt @ sor?ﬁ’é" @Fﬂbéﬁtpﬁ“%!@uiclf‘ Mtther Giprs dhose not

L RENMQRED wiftD anSI‘N?ﬁiw Sifiis SBIUNGH 'l@tr]bp""é’ea?%é“s@ﬁe customers are
‘conprises" or npri si_n be understood to

i Apyaystasveisedp Wraﬂ rpt %ﬂa@ ﬁr@ tum tgeampletegiush forote.
i ntegers but not the exclusion of any other integer

or group of |nte8‘@n In accordance with a first
a¥pictanopPbiast qfn Present Havantipa for GUQURRI e shyBlifiesh msans of

t éﬁﬂ‘%hﬁ&dtinpga ek !dﬁ%@ﬁa@%ﬂ&u%& hinawARB! drein AN &chf: of the

a’ new nobi hone, sard 20 systemincluding ‘an
aﬂfm$milﬁfgecbébq\§¢ havi ng access to user data
including a first conmunication identifier associated
with said nobile phone, and arranged to authenticate
tﬁésqlﬂ%'i‘ﬂei?fythSﬂ“‘éF'l}%‘r of said nobile phone; where the
aut henticating party identifies the user through

t Th&udBinnihe SERtGRtphoHRRH 41 SonkR Fedhes ihadiss the wore
”ﬁ:bint(;ﬂISQP @mmdné&@ﬁﬁr&m?@é‘l @r Scﬁ:lmb‘rt ls‘mgu nJvm e understood to
0, a se communi.cation identi
ak%%lé '@Si“ﬁjﬂl’rﬁ’%@h‘éatﬁg dPtegenRY QiR Og'ﬁtﬁfg@&f ?@W%&%@‘C’“Slon of
PERYBEhe ey dRdrdup Foi¥BYAsCat i ons nmessage including a
passkey to a predefined destination and

[n accordance with a first aspect of the invention there is provided a system for
transferring credit associated with a maobile phone fo a new mobile phone, said
system including an authenticating party having dccess to user data including a
first communication identifier associated with said mobile phone, and arranged to
authenticate the identity of a user of said mobile phone; where the authenticating
party identifies the user thraugh information included in said user data including
said first communication identifier sent from said new mobile phone and
generates and sends a unique passkey to a second communication identiﬁer
associated with the user, the user thereafter being prompted to send a
communications message including-a passkey to a predefined destination and
where upon receipt of the communications message; the authenticating party

compares the gener’ated unique passkey with the passkey included in the
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wher e upon recei pt of the comuni cati ons nessage, the

authenticating party conpares the generated uni que 4 October 2006

passkey with the passkey included in the 4 Cctober

2006 -3 communi cations nmessage and aut henticates the
identity of the user in accordance wth the result of

t he conparison, and on successPul aut hentication the

aut henticating party authorises transfer of the

cr eahmunitatorsomeasageaanidomdherdicstegdheridentity cdmee'umiiri acardance

SMB., megsa a ket. 5 ingluding data inputted,.

oy ithetodreul &yl "BRlEiseR eb8nsy gSRely pBbbRRIn te
pagithaticaEing phAy BMotiS&y frandHe tied creliitppi ng addr ess.

In a situation where the authentication is required in

the context of operation of a nobile phone, the

auTe BeinARinicadioRfiagsamymag ba e =il a SMS mishade, sedata packet
agent .of the carrier or a facilitator. In this

co'ﬁF'é'Si’tng dafa npvtrchby dhe iushT Bt Gowahrka%Sa er Rvena whusgioal postal
ase&ka?@eén% tﬁé*hm}ﬁ&ﬁé bPéhi oggéﬂre%,.' dentity for

th poses O transferring froma | ost or
darraged pre-pai d nobile phone or SiIMcard to a new

prig- :paupbueﬁ we%e @ﬁ@a@thehﬁt%ﬁbﬁ Yo réqlaﬁe§ﬁzr@rwﬁéax o %Eei%tton of a

mechani sm y he user can record secon
connbile phgneihe @@lﬂﬁnﬂp@mg partyomay @%b@aﬁ@r maaﬁornm agent of

QUhBSASA @ acilBidl” 9 SN ikl BB ARERICAM I Blocedure can be

conprise t er sen i ons
t hesedueheat rr@ans ngf pathenticatingaianiveg'a identdy fpasthéeyurposes of

Th[?ﬁﬂé‘-ﬁéf’hl?é dcf%ﬁrlrg Q?&Ié’ rﬁ%ﬂ%e'a #r%ﬂ:i %E"C{tbng ﬁ%ﬁép? SIM card to a

TR N i
pamkgrye}hmcﬂmcﬂmlemua&tl ng the user to provide details
of the second comrunication identifier. The
authenticating party then sends a nessage 20 to the
sddeaity, doensyalepatprovidesdenmiethanism T whinbstheguserosamirerd the

s%%&%‘ dco&ﬁr?ﬁﬁ%égﬁ?m%ﬂ fi EP ?‘ b 'n‘?‘al&@q l{]sreeg tRe Sglﬂﬂe ntication

oca |s secon pass i S
almocam;@c|Tdnﬁsememhammneamsempsse:mer esqromhdmg au@emmumcanons

e T e R A A
veﬂtl‘ﬁérﬁ;aatur@ patthetheseupdateo the spandi u:rgrespend:ag cudent agcdunt to
s B, bR BB el e RN BTHL R b o e
second communication identifier. The authenticating party then sends a message
to the second communication identifier. This message contains a second
passkey which the user is required to send to a pre-deﬁned location. This second
passkey is also associated With the user's corresponding user acc&unt to allow
the second passkey sent‘by the user to the pre-defined location to be verified.
Upon veriﬁcation, the user's corresponding user account is again updated to
include the second communication identifier.  Alternative mechanisms that

ihcorporate all or part of the features of the mechanism described previouély in

this paragraph may also be implemented.

The passkeys may be alphabetic, alphanumeric or numeric in format The
passkeys may also be modified for security purposes, for example, by being
encrypted or slightly distorted.
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incorporate all or part of the features of the

mechani sm descri bed previously in this paragraph MBY ot ober 2006

al so be inplenmented. The passkeys may be al phabeti c,

al phanuneric or nuneric in format. The passkeys ny

al so be nodified for security purposes, for exanple,

by being 30 encrypted or slightly distorted. 4

Cct ober 2006 -4 The predefined | ocation and

prEuepiatednetd kidatian iand predefined d@stmatian Im#dle @fse-mail address, a

lication short-cod postal address. It is
pr'@f’{%’fea%[? icafian shqrcqde ¥inos F‘E%ttl on identifier be

a nobile phone nunber and the second connunication
ress because of their

[ tif
DI EDBr 3l T ARk fort Ao RN AP GUIAT (6% &M Ay1pi RN umber
hagnPihel SH0Rd PMRRHuniERMAVIBEntifiet bbsam@a?ﬁéqudrbes GEERISE of their

alternative arrangements where t conmuni cat | on
i denguemiess sandthe faet dhati ﬁsclanden’tﬁesdr@eallyadias esssingla owner.

al, Y e | P addr ess

oré%gé\t%‘gl g cﬁ[reé(g£thq% or D%?{ P’g %il[gnggg\en anfigre  the

be)oauhd:mn&hcrmiﬁedtifﬁm eouldxrine an mﬁtaln_e n%k@rﬁgﬁr%ddrés@ bhQiternative
ticati par ty e action revent

jt?lgﬁﬁ?neaf"t"@ 5@"5‘? lﬁé‘f{éf‘%ﬁﬁ’tqr@ﬁsﬁkw "e8he user

cont acts the authenticating party and satisfies them

th d it
o s wholE Thé bifef PP e 2R Bl R B ot attempts,
|mh@namth9nmdmhg partpr oMy degkea aaﬁ@t toamﬁé\rmt fugthef Oﬁtleﬁnpts at
one u u3|n one an seekKl.n
T anep R et e L3tt Sarfed the Bathar idRtnR Gony FocsatsHs them
pkene thdr HbAttpewoiehhh ad@hense seéd?%ﬂl%%éd@@lo' i cation

accessing an authenticating party having access to
user data including a first communication identifier

agmmcarﬂedcwwuim aaae@tm:masb@ctmﬁahe ,intdition Ukére I%epﬂa:glded a user
en e u enti catl part

¢ PPBICaB AN PcaEPIsn POttt TSRS AP TnslariTipe and seeking t
r geAster e amo@mecpma Ky rﬁiﬂﬂl@rpﬂ‘to%é toYtheNeawl Brobile phone, the
authentlca I Ng par f a second conmuni cati on
"t PepEalibd opating, AY AU erdcatbis arat Raviod Gidgses to user data
t R arﬂrﬁtewwﬁqmmmumnf@atdsmata@w@%[a 'Pﬁéﬂﬂ@'ﬂ?ﬂme the

pass redefi ned destination and

auﬁtﬁei?ﬁlpge: g{qn,tfge%gy the awibeelipatiag party through satd f‘ rst communication

identifier and thereafter receiving a unique passkey generated by the
authenticating party by way of a second communication identifier recorded with
the user data, the user thereafter sending a communications message including a
passkey to a predefined destination and the authenticating party thereafter
comparing the generated unique passkey with the passkey included in the user's
communications message and authenticating the identity of the user in
accordance with the result of the comparison, and authorising transfer of the

credit on successful authentication.

[n accordance with a third aspect -of the invention there is provided an
authenticating party for use in a system for transferring credit associated with a
mobile phone to a new mobile phone, the authenticating party being capable of
authenticating the identity of a user, the authenticating party having access to



10

15

20

25

conparing the generated uni que passkey with the

passkey included in the user's conmunications MeSSAaPE | ober 2006

and authenticating the identity of the user in 25
accordance with the result of the conparison, and
authorising transfer of the credit on successful
aut hentication. In accordance with a third aspect of
the i nventl on there is rgr ovi ded an _authentjcating

p&ISe) dpty Ingliding,a firsk soraimunisation Mt@arrrmgcembmth said mobile
t ﬁ)‘?ﬁﬁb‘ﬂf% WedrNs&d o mnln@%tﬁﬁﬁﬂﬁ%'[l@éfﬂ,fﬂﬁ@’%ﬂ%@éérqhﬁngﬁ Said user

aut henticating part
autaltee indluding sgidt first chmmlumgatloﬁ ldenidier setthfrom said moblle phone;

a nticating havi.ng access to 4 Cctob

iEfiing Sehd sl A Udl 2RSSR IR, e et Brodgh & second
i @emlﬁm@tmssmmeneokewmedswitﬂ MI htﬁhetﬂl&ﬂﬁ%oﬁarhheas being
user Sal d aut henti cati ng arty i entl yi ng t he user

t [APBligabIa dp dhak diser; JFRCENTIGCR RATUBGRUPTS Mgssage from the user
ofetes AN (#o] pl ent i S

gener aﬁ; %gﬂ é'ﬁ 3'sen%l Ipfrécﬁfrmuﬁ ?Es#ﬁa‘ﬂg}sl ﬁlddamtllcgt"@ﬁ%qdem'w of
t e ugér n sevdrhce wzﬁmhmm r&;safhafra cdmpamfonebetweeortﬂe@enerated

Wi t he th j.catin ar,t s .bei n applicable to

t hbRub R0 0l bR SRR R RS HE% s Bl PR Ressege.
usad trarsfdreiog sgicacrealitsire puedssefup aathehticidndsfsihe Nashiy of said
and authenticating the identity of the user in

allt®rdance with the result of a conparison between the
generated uni que passkey and the passkey included in

S SRRl Y 2 A SR PR IRt e PRIGEA ™ Mo or

| den$fetr1ngoéredmladsocﬂsted withna aeshiledstitee t0f 4 e mobile Phone, said
ct,of the invention there is provided a nethod for

GRS Q.Q‘edlt associated with a nobile phone to
a new nobi | e phone said nethod conprising: 15

i dentifyi ser t user, data, inhclu a N
ot Eolintbi Erhed dbRESR JiRP Safs b ATt hefpmunication
nmobi | e phim&fier s@aﬂﬂ’bmtsattgnmdﬁmﬁﬁdhﬁ@e,a uni que passkey

to a second communication identifier associated with

the user; receiving a communi cations nessage at a

pr edefd ngenetating aat isendihg aunique passkey to a second communication

identifier associated with the user;

* receiving @ communications message at a predefined destination from
the user including a passkey; and

« authenticating the identity of the user in accordance with the results of a
comparison between the passkey in the communications message and

the generated unique passkey; and

» authorising transfer of the credit on successful authentication of the
identity of said user.

In accardance ‘with a fifth aspect of the invention there is provided a system for

transferring credit associated with a mobile phone of a user, when the user is
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20 the user including a passkey; and authenticating

the identity of the user in accordance with the 4 October 2006

results of a conparison between the passkey in the
communi cations nmessage and the generated uni que
passkey; and authorising tran er of the credit on
successful authentication of 25 identity of said
user. In accogﬁgnce MAth a flfth aspect of the

i HPEI% 2 BRW: REPES PRONS: Sdidawistes dypluding pe uthengstingr partyghaving
CrRdbés &5 3R6H ﬂh%dm‘&'lddh'lfaa r@b@hrhﬁnn@é}%eld%tlf?eguﬁ?sgﬁc%meﬂrﬂh said

the user is Cct ober 2006 using a new no
sanebileyiroani wheteuieripenentens ldenﬁfymgtmfng'nm lylclhdad irgsaid user.

"B ot Bl B ER BN 8 B ERIRG Py Aoty ctats of a

t mewus ebmelirtdagion didehiiffey | M@obiafear withi 941d| ﬁekuﬁsslné rﬂ)hone the
sal user, data to a web page associated with t

ipatingi P apRSrates o gmwerpa;ékeu pad gends 3 mmumcatlons
ceﬁgaéagsamcm ﬁ%eﬂe' fi @Sﬁa%ek% e%a%h w8t 9 h, the new

nobi | e” phone, aut henti'catl genera
uﬁpmm@é@n dderdifier, M@@r&mﬁam apasshay to timsel:gpage and the

[ ser_ through t e
SR Yt RS R 5, 8 el B U it e
pmﬂewfta)cmmpal‘;mh haﬂgeemmé passkepghtered ia¢ #id m@bnﬁigeyand the
t L t
SBPREB TR S e St 5 s e ot v
passiitan wirtessiul Aathdniicativplof gadidenitd of B8d ugener at ed
uni que passkey, and the authenticating party

aut hori ses transfer of the <credit on successful
alrt amdamelmﬂn Sixthhaspiedisoftthd invelticrathdreLis providet! a user seeklng

PGB REath Se B Wl 5P Pl o B P B, e
aeserdw@tgediemmdd b)hmer atlitbémtioetmﬁ{jl Y tmo@gmm%rmaﬂbh entered ata

th dentified by th
P RRRS hede sandoinaEater PLRPGNE Poféolans: PORSREH, GeBaralad by the

V\@lhfthemnﬁ%@aﬁz efyeahy oF af §Eehy lcﬁgm%rh'éﬁtl‘éHQd&ﬂﬁ'@k ?é/corded with
aut hent i catl ng party

ner
BB hhEainating dartyart (hedia PP lspBlen e ciaet s The o thereafter
artBamy 1 phsdi@yPal the aRbpbPBANY aﬁHpﬂhbcﬁw%Snﬁd%uﬁgaﬁarﬁsﬁ{ereaﬂer '

the user thereafter entering a pass
ﬁ%@oa&ﬁ'@ IR OGS HEH UKL W@Sg@)( withtthe masskesr entgred at the web

%agéaémdﬂgumﬁu&mng "t Reritly Gr4Re RRBP P ¥crddhckith the resutt of
passkey entered
the compatison, the authent{catlng party authorising transfer of the credit on

successful authentication of the identity of said user,

In accordance with a seventh aspect of the invention there is provided an
authenticating party for use in a system for transferring credit associated with a
“mobile phone to a new mobile phone, and capable of authenticating the identity of
a user, the authenticating party identifying the user through information entered at
a web page; generating and sending a unique passkey to the user through a
second communication identifier recorded with the authenticating party as being
applicable to that user; receiving a passkey from the user entered af the web page
and authenticating the identity of the user in accordance with the result of a
comparison between the generated unique passkey and the passkey entered at
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page and aut henticating the identity of the user in
accordance with the result of the conparison, the 4 October 2006
aut henticating party authorising transfer of the

credit on successful authentication of the identity

of said user. In accordance with a seventh aspect of

the invention there is provi ded -an 25 aut henti cat i ng

party for use in a systemfor transferring credit

as $ucweb ¢agei and authoobing drapisten of the erediéwnnssickesfyl reutieentication
an I thenticating the identity of a user,
hgfﬁgﬁﬁgﬂﬁ%’{‘?%aﬁany i dentifying the user through

infor mation entered at a web page; generati ng and

ol R I aR G s B ol G W AEPE iproV383 ¥ methos

autdnetratnsmtimgﬁ grepiétrdggoiatdaenioa ?rﬁomléﬁbhdhé%f&a USert 8@ new mobile
user recei ving a passkey fromthe user entered at the

weBh ?ﬁﬁg&omﬁﬁamﬂut henticating the identity of the user
in accordance with the result of a conparison between
the generated uni que passkey and the passkey entered
at 4 Oct olsleptifymgghe L fiougsrnfpEpetiongiergdtdt 81vwebi page;
transfer of the credit on successful authentication

of the identity of the user. In accordance with an

ei ght h -asg@waémg £Rd SeAYBEE Wiiaue pReskey tposeasad cammunication
method | penfifichasbatibleAtuiffdlberssoci ated with a

nmobi | e phone of a user to a new mobile 5 phone,
conprising: identifying the user through information
ent er ed, afecdiviRPa Paskkey ARG Althe WebMthgeendi ng a

uni que passkey to a setond conmmunication identifier
associated with the user; receiving a passkey entered

at the om&tﬁ@%atlﬂ@th@fdbhﬁgbf ﬁ@tus@gmt mord%%& iwith t94 results of a

the user i n accordance the results of

conpar i sotPBRANRSENPeIWESP A8 IRagskay epterchat tﬂl*ﬁe wRBbpseyend the
and the gopesdlemidiRl fHekdagsiey. and authorising

transfer of the credit on successful authentication of
the identity of said user. 15 In accordance with a

ni nth aspagko@ing MankRY GAttherédIEbR ducBEAYl Adfefication of the

system for
identity of said user.

In accordance with a ninth aspect of the invention there is provided a system for
transferring the credit of a mobile phone or SIM card to a new mobile phone on

authentication of the identity of a user comprising:
« auser
e an authenticating party; and

s a mobile phone carrier who operates the telecommunications network

used by the mobile phone and new mobile phone.

where the authenticating party identifies the user through information provided in
a communication message sent from the new mabile phone and generates and
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transferring the credit of a nobile phone or SIMcard

to a new nobile phone on authentication of the 4 October 2006

identity of a user conprising: a user; an

aut henticating party; and 20 a nobile phone carrier

who operates the tel ecommuni cati ons network used by

t he nobi | e phone and new rmbi1%'phone. where the

aut henticating party identifies the user through

i riesdew injauep passker do arsecendteommphicatioroientifes agsociatat! with the

fr t. ' e and perates and 4 Oct.ober

B B DS R AR BABE RSB S, B OR Tessage
cdndiuding af passkeyetot & prevefinss desiriation ndhwh&re uptsitFaceipt of the
the user. thereafter being ronzpt ed to send a

c SRR S MAssaeRyethe; alieg iGaing. RRIYs lceypeesa the generated

Prffild peskiee With Rk ;S%fssf?é}ﬂin%ﬁéﬁ i ffe tﬁ&%f&aﬁ{?ﬁs H&€sage and
communi cations message, the authenticating party
c Avdendisater ethge idanditye of Bheinisgu dnpasskdanoa witht the result of the

p | led . in.th i cations, nessage,.and N
DI bR Bl Wbt rtedind o s e R i enticating
wiptanty tehgharses the OLoUilla @hone g@@b?&pﬁd@hﬂm IMBURL of WrEdit b ciated
use as en aut hepti cat.ed, the authenticatin party
ad‘('{MF'? g UoRS i the P Fessealeind Wittohadie mebimelinme.
of credit associated wth the nobile phone to the
credi ssociated w.th th w.nobi.l e _phone. 10 In
B ot Stehll Fypetadbe igfening i anpras et pistem for
| $rapsfeviirietheacrayis bf B mebile pHOABSIreSIM firdith @ GEW HhdbilfpHine on
mobi,l e .g{}one % SIM.card to a new nobile phone on
aﬁ‘f‘hlﬁ’i‘f' N Ao Ieptils of g&ses SMRIISING: user conpri si ng:
a user; an authenticating party; and 15 . a nobile
phone carrier. who operates the tel ecommuni cations
net wor k AUEEG by the nobile phone and new nobile
phone. where the authenticating party identifies the
user thraough.informtion entered at a web page,

Wit 44 85

i ncl udf n§ IR % the tel ephone nunber of
t he new nobile phone, and generates and sends a

uni que, pPasskEYe b%é“@a%@%ﬂ? kc)aiple?atgg neetek?é/communications network

used by the mobile phone and new mabile phone.

where the authentibating party identifies the user through infermation entered at a
web page, including information as fo the telephone number of the new mobile
phohe, and generates and sends a unique passkey to the new mobile phone by
an appropriate communications message, the user thereafter being prompted to
enter a passkey at the weh page and where upon entering the passkey at the web
page, the authenticating party compares the generated unique passkey with the
passkey entered at the web page and authenticates the identity of the user in
accordance with the result of the combafison and where, once the user has heen
authenticated, the authenticating party authorises the mobile phone carier to add
the amount of the credit associated with the mobile phone fo the credit associated
with the new mobile phone. |

Further embodiments of the invention include:
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20 an appropriate conmmuni cati ons nessage, the user
thereafter being pronpted to enter a passkey at th
web page and where upon entering the passkey at the
web page, the authenticating party conpares the
generated uni que passkey with the passkey entered at

the web page and aut henti cat es9the identity of the

user in accordance with the result of the conparison

and wher e, @maethenticalivg manydobesmin2s sesiemednt irassfening the credit

the authentj.cati «par aut hqQrj,ses e nobil e ne

carder to a d% {rﬂcgjllgnghﬁ[ae of 8?'@:1?‘? %.sg%vgi E{E’Ege phone on
with the nodithentidhtiore of thetibentity 66k lusassQord@h@ e thel fikth or tenth
t he new nobil e phone. Further enbodi nents of the

i nvention i #BPRA@ENY ct ober 2006 -9 an

authenticating party for use in a systemfor

transferring the credit_ of a nobile phone or SIMcard

to a new ndbethedsfrstensfermng threneditefid mabis phaone or SIM card to a
identity of . ; I DGkiL O 1E ' ; .
embodi mont ;"8 Sl AL CH Bk et B M luHinh 8 Dagrs g
nobi | e phone or SIMcard to a new nobile phone on

aut hent,i Catéog-;bbl.?éer-% Fl%l%?ﬂhﬁﬁl}ﬁsgﬁ%\g?qj§8ﬁ\}val%n%cogi§g thereon for

comput er read avin ware recor
t her eon f oreffeefiigat inathod fvetiaosfefring theacredlié of iangoblte phone or

credit of DR . card to a new pphi.le..
phone on a%iﬁig%r{jg%?im%ﬂﬁggg'ﬁ@'%eﬁ ??@78 tfcaggn ﬁ?gR\?g%?f?“tY ofa
Brief Descrigpt.ion of the Drawi ngs The invention wl|

now be described with reference to the foll ow ng

drawi ngs, of which: Figure 1 is a schematic of a

f iBriaf Redswipiticenef the Rrawggem f or aut henticating the

15 identity of a user. Figure 2 is a schematic of a

second enbodi nent of a systemfor authenticating the

i ddaet invgntisn will sy be Rleserihasdwith Yefemncede the figjloding dissvings, of

IW:ion

Figure 1 is a schematic of a first embodiment of a system for authenticating the
identity of a user.

Figure 2 Is a schematic of a second embodiment of a system for authenticating
the identity of a user,

Best Mode(s) for Carrying Out the Invention

[n accordance with a first embodiment of the present invention there is provided a
system 10 for authenticating the identity of a user 12 in order to facilitate the
transfer of load from a lost or damaged prep-paid mobile phone ot SIM card 14 to
a new mobile phone 32 comprising:

= user12;

+ a pre-paid mobile phone 14;

€4 October 2006
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In accordance with a first enbodi nent of the present

invention there is provided a 20 system 10 for 4 October 2006

authenticating the identity of a user 12 in order to
facilitate the transfer of load froma |ost or
damaged prep-paid nobile phone or SiIMcard 14 to a
new nobil e phone 32 conprisin 0- user 12; a pre-paid
nobi | e phone 14; 4 Cctober 2006 -10 a carrier 16; a
carri e axedmati%at abase 20: a new nobi |l e phone 32;
User 12 is the owner and/or possessor of pre-paid
nmobi | e phone 14 and new 5 nobile phone 32. Pre-paid
mobi | e *phocatridgdacmodnidatalraseid0e phone 32 are adapt ed
to operate using the tel ecormunicati ons network owned
and/ or operated by carrier 16. Carrier 16 operates
carri es sooumniobilaphbasd220. Carrier account database
20 is a database of user records 18. Carrier 16 also
operates, as part of their conmunication network,
pr'.ésed eiZeisntheegivnet Qarvdbd *p(ESaepsﬂj. | afapreqais hmobile gendOiaadd new

TR 0L Tt i holbl e 52 e
n @Wab@dd@ dpeide dsmg tﬁé"t%iéh@ﬁinﬁ)ﬁc&iﬁné hEMRR bwhkk %hé(lcr operated

E Waen a user actlvat es, a pre-pai-d nobile phone
1Y caperct: r Carrier 46 qrerptan catier apeoust dajiinge @8biGastier account

PRaRPadd 203 é%%%b@é%ﬂué&r‘%ééo‘?%?suser record 18 in a

carrier 15 account database . The user record 18
contai ns the tel ephone nunber assigned to the pre-paid

ITQj@Irﬂle? whalse obéra@élﬂ aE; hﬁrlcdfrtﬁ@ﬂborhﬁﬁﬂlc@ﬂb@ﬂéﬁvdﬂ@ ForéRi@termined

user record
G PPN ShPRge 54 2nd mPlPatey ShRECHS gnerrier 16, or an

tghgmr&gfr@m‘ge@pé‘m@gqvefﬁde% ng creation of the user
record 18, the user 12 is pronpted by the carrier 16

20 to enter a Personal Identification Nunber ("PIN")

t Thalidvewtiawiviatovsios testribbd #efel@ntdxt afsd @bst REly!@ad.
In the preferred arrangenent, this pronpting takes t he

f or m of
When a user 12 activates a pre-paid mobile phone 14, the carrier 16 with which

the pre-paid mobile phone 14 is assaciated creates a user record 18 in a carrier
account database 20. The user record 18 contains the telephone number
assigned to the pre-paid mobile phone 14 and the current load balance for the
pre-paid mobile phone 14. The.user record 18 is thereafter primarily referenced
by the assigned telephone number field.

Following creation of the user record 18, the user 12 is prompted by the carrier 16
to enter a Personal Identification Number ("PIN”) to allow adthorisation of secure
transfers of load. In the preferred arrangement, this prompting takes the form of
an SMS message 22 sent to the pre-paid mobile phone 14 to which the user 12
replies with the PIN number.

U.pon receipt of the SMS message 22 containing the PIN number and the
communication identifier, the carrier 16 operates to update the user record 18 to
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an SM5 nmessage 22 sent to the pre-paid nobile phone. 14
to which the user 12 replies with the PIN nunber. olober 2006
Upon recei pt of the SM5 nessage 22 containing the Pldl\p

nunber and the 25 conmunication identifier, the

carrier 16 operates to update e user record 18 to 4

Cct ober 2006 -11 include the PIN as an additi onal

field. Determning the a fpropri ate user record 18 to
uptrsiudeitie E%ﬁé@@@dﬁiﬁtmﬁ‘o eld.; Pelerpinictbe apprapsiate wsermecord 18
th Y B -pai d nobil e phone 14

byl% dﬁgﬁégggéﬁggﬁ@??t@gfgﬁtpﬁoggﬁ on; 5 e Conparing the

t el ephone nunber of each user record 18 in the

carrier, ac . ] ' tifd :

t el ephone ﬁlgé e iﬂ&&ﬁ%’?ﬁﬁ@p&%ﬁg}ﬂgﬁeﬁéﬁf EHS%E“d&dc}g]%PH%PWW 14 by
has been addeans of ddtler iderlificaiarord 18, the carrier 16
pronpts the wuser 12 to respond by SMS nmessage 24 with

an additional conmunication 10 identifier. The

communiscat i @umpakant itd eslepioncdeabibyr ah sachbider ades@s$8 in ihe

because of its uni quene and t he fact that e-pmail

addr ess t ypiaaF §99 da?%r’*ﬁ@ Wﬁhéﬁedﬂ%ﬂtﬁlﬁdit@'epm"e number
t hi s cont exjntit Hatatdthr fb@d.owm ng exanples will be

descri bed. However, in alternative arrangenents, the

conmmuni cation identifier can be an instant 15

NESAeNER! PROAAES B8en alHEd R tHevigsek SEARA ABE tHUSRAET 96 prompts the
post al _address. Upon_recei pt of the SM5 nessage 24 o
Wi 170 (2 daPRINShEY YRS o WilBran fadgionak gemmunication
Cafidhifier 16 operates to send an e-mmil nessage 26 to

the e-mail address entered as the additiona

conmuni cation identifier. The e-mail nessage 26

COMelicofmnaunitatipe idtifdeys aocaliy BROUaRAl faudréde beellise of its
to send fromthe p{ﬁ-{)al d .20 nobi | eﬁgrone 14 an SNS .
né%@e%%%ﬁ}%f@ﬁ_ gt i3l addeesgivRierllvifipveiceingle oyner and it is
prie-tHRt esmt=Re thaiOipk! RIIBRRG Edrh®Bs SARTBE RBM2d. Theowever, in
p%?ske may be in nuneric, alphabetic or al phanuneric

f GHREE 'V% @'ES%@Q%'F‘?Qtﬁe ”ﬂﬁ"]! gRmmyBsakary Ifentiiesocan be an instant
t YRRAEAGEN MIREROGtEhaHvaNeldbhbEe nUHBEr 6850t adfreler

verification purposes.

Upon receipt of the SMS message 24 with the additional communication identifier,
the carrier 16 operates to send an e-mail message 26 to the e-mail address
entered as the additional communication identifier. The e-mail message 26
contains & unique passkey and a request,fbr the user to send from the pre-paid
mobile phone 14 an SMS message 28 containing only the unique passkey fo a
pre-determined mobile application shortcode 30. The passkey may be in numeric,
alphabetic or alphanumeric format. A copy of the unique -passkey is also
temporarily associated with the user record 18 for verification purposes.

The user 12 then follows the instructions contained in the e-mail message 26,
upon receipt of the e-mail or when they next check for e-mail sent to their e-mail

address.



10

15

20

25

The user 12 then follows the instructions contained in

the e-mai| nessage 26, 25 upon recei pt of the e- ”a'AOctober2006

or when they next check for e-mail sent to their

e-mai |l address. 4 Cctober 2006 -12 The SMS nessage

28 is received by the carrie_r1 6 via the predeterm ned

nmobi l e application shortcode30. The carrier 16
record 18 according

i tifi th t
| SRBISI Tragshge Tans PETBA ot B ot 16, vid dhe Oregatartaed mobile
a@BbﬁH&"tnbﬁ%ﬁoHé&fs 3d, emé earﬂﬁér TR AN fhégbghﬁsdom auéé(]erecord 18

cafrier conpares the uni'que passkey
vvﬁt:ttprdimé tustbe firgfcprodeskspiviokisly MSQMI(ethIethslﬂnpemnate user

t wo s_are jdent.ca
t eég%prop t?eerhicgep 'f] ﬁ& W'gla ﬁgg%’rﬂpﬂﬁaatbgdumqlﬂ%|Fj§SSkey
t assodiated mmuﬁe ubhﬁreuerelr‘l Switi tHeopasskee thiel suibject of SMS message
Sgntlfl er, e-mai| address, as an additional
freid. The user 12 can then be identified through both
their mobile 10 nunmber and their commruni cation

i tifier. Wiere the.t asskeys differ he uni que
365 byP BSSKEYS PRGN hE BpTPtE BT (Foael 18 1 2ga tpdated,

dtrﬁ@%@&@ indiige WiLlisekd 18cdalneatidrodbr@lchYiel 8MACAGHess, as
to repeat the foregoing procedure until such tinme as

t B8 agidénonal fighd . i lhﬁéiﬂ%ﬁ ioag there e ddaniifiad tigougiadot their mobile
LhfitBor ARFREH AR RGN MeRteen |dentifier. 15

ubsequent to this recording procedure, the user 12
can then seek to recover a l|load froma | ost or

dmdh@r@op@a@kgwwf@r pth@n@m@ue %b%lé‘e@r Sssbtiey HitheWe user

nobi | e g one 32 in _one of . In"the first way,

t fReotrs &8 o disganded. o *&me@ﬁ@r:s ﬂ@wp@@dlqaﬂb requestas o repeat the
CRY Rcudirddnt AR e RBQR

carn% %6 Ct hen |n 'Eegr}?l f I esﬁl:t’ We%mcggr?? espoﬁggﬁ%ndzﬁuseré%mrd 18
r e aelﬂsef:milngmecm@ummtson ilemtifiexanpl e by requesting

the user to enter in their previous nobile phone

nunber and thereafter checking the entered. nunber
a%'éli’sr%*&‘eﬁh@ W@orqcer%ﬂ@cﬁwewewsgr dzd%a“efﬁéﬂ sgglto recover a

Nese b & 168t bl darreaa&@ hré-Baidl QUM phIHee c‘:rd§ﬂ“ lchic€dda t&A new

e-mai|l nmessage 34 is sent to the e-nmai|l address
r @ebiigiriapnes3 Heongseftwa WEYS communi cati on i dentifier,
E-mai | nmessage 34 incl udes

In the first way, the user 12 calls a customer service line of the carrier 16 using
their new maobile phone 32. The carrier 16 then identifies the corresponding user
record 18-for the user 12 — for example by requesting the user to enter in their
previous mobile phone number and thereafter checking the enfered. number
against the mobile phone number field of each user record 18 until a match is
found. Once identified, an e-mail message 34 is sent fo the e-mail address
recorded as the user's 12 communication idenfifier. E-mail message 34 includes
a newly generated unique passkey which may also be in numeric, alphabetic or
alphanumeric format. E-mail message 34 may also include a prompt for user 12
to send by SMS message 36 the newly generated unique passkey to an
application shortcode 38 using the new mobile phohe 32,
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25 a newy generated uni que passkey which may al so be

in nuneric, alphabetic or al phanuneric format. E- rmA bctober2006

nessage 34 nmay al so include a pronpt for user 12 to
send by SM5 nessage 36 the newl y generated uni que
passkey to an application shqr { code 38 using the new
nobi | e phone 32. 4 Cct ober 200@ -13 Again, for
verification pyrposes, a co of the newly generated

urheRiR. TR YRIMEEID PUBOSED e ¥ Fithe Newy ganerated Upiaue passkey is
c RO RYtHES R 12 has
sgéh‘{S%?%e Sl\/@gﬁessaeggqu%ﬁe% ““@;g‘? | c%#%ngshort code
38, the carrier 16 identifies the appropriate user

r 9@9&@% 8usae9 qqrr@sr&rﬁ the 89l hbsda e%%gﬁgﬁgp%ﬁﬁﬁ QHSdbde 38,

descri When t he appropriate user r
betba ¢amm 16 Iéelntlﬂehetheaapprepnatﬁ usenpeacard thecoading fo the first

g ted e y ciated wi,th the us

7 GRS el R o ABE R B Bboethes beahes g oo boen
36Gdedtfiictineh émm&sswy@-ﬁpﬁms dhat l‘i@ﬁ\hy deierdigd r ugitue passkey
operates to update the Clllser record 10 to change
t IRSSAgBIadaviBhBRdsenfraord {15 ¢y the pa@weaébe sHeestef, SMS message
mafy | e phone nunber and thereby effect a transfer of
| oad. The user 12 is then sent a SMS nessage 40 to
t he new nobil e phone nunber informng themthat the

t netheftet paaskeyd aes sishtbal, thblearfer bBEratetoNPUBIENS user record 18
differ, the uni & sskey associated with the user
r de Ghanasthesnghi %I?Cﬁ"@ figlio refleqt dhg Ay mabie PRogR/guUMber

NRFYA8Ereh) bRl Qam ey of i6adTORd &a?ﬁ@r@t Qfsmmessage 40

then1that the request was unsuccessf ul t@% Le second
wd§ they mew crmle phone gumbar ivfasmingdhpridaatdhe trAﬂSfﬁh%’ﬁ'&é@CGeSSfUI
page 42, the wuser 12 is asked to enter in the

t hei r conmuni cation

fo oW n | nf ornati on;
ar&%-ﬁrﬁfi two papiieys plifigr, Ay UpsiuehRISekaL wsaRtited WHbMe user

nu&i&a 18TL-1 QiseAddderTHBudIen & 68 ¥aR 4 BRIY r‘ﬂEQidﬁ%tct(Pi& the new
the user 12 has entered into the web page 42

c &itiile phege SRdMorHEe e thay ih%r@qtiﬁfptymwsug@esswl 12
corresponding wuser record 18 according to this second

0CEessS:
pfn tchesssécond way, the user 12 logs onto a web page 42. At the web page 42, the
user 12 is asked to enter in the following information:

. their communication identifier;
. their PIN; and
. their new mobile phone number.

The carrier 16 then receives the information the user 12 has enfered into the web
page 42. The carrier 16 then operates to identify the user's 12 corresponding
user record 18 according to this second process:

. Comparing the entered communication identifier with the
sommunication identifier recorded for each user record 18:



10

15

20

25

Conparing the entered communication identifier with

the 25 communication identifier recorded for each 4 October 2006

user record 18; 4 Cctober 2006 -14 If the

conmuni cation identifiers match, adding the user

record 18 to a further search list; Conparing the
entered PINwith the PIN recedded for each user

record 18 in the further search list until such tine

as a ngtchy4 ﬁﬂw%g-ﬁmﬁﬁ- ' j ‘

found, an gl\%er?grsnsagé RZ 'S g?g?ﬁ?éé%%%d@gﬁ%gsé@'ﬁ%rg f8toa
32. SMB nedwthge sdarchihish udes a newl y generated uni que
passkey which may be in nuneric, alphabetic or

al phanuneric format. SMS nessage 44 may al so include

a pronpt f &ompsaing 1tbet entermduPiN mathwible BEYecdtided femeeach user

t he uni que sskgy. ain, for.yeri.ficati.on ‘ .
pur poses, 5&03:08%9%0151 W‘Fef”ﬁgﬂ ﬁé@rgﬁelfsglt"@&r E‘iH"iﬁh faicnag & gypteh is
is associfged. With the user's 12 correspondi ng user
record 18. Once the user 12 has entered the unique

passkey via web page 42, the carrier 16 identifies

t iincapp megtehing eetteeris feoar, nl SVEC resshdro 44 Js tskat &2 A@RUNobile
prgces§ %%wgreV|ousl desgrlbed. When the appropriate .
uLEPNE géortMPdNeRIaaB ENINPIHERR A Meudy gemrraiedrynigie pesskey which
C AERAHE T hnmeﬂs,%wnaﬁiier@téf&éaﬁuhwﬁ fﬁﬁﬁéﬂf CYMBSHREEYeCMY may
with the th the p ey

] user record 18 w ass entered Via
wélsopiaglade 2 prompt far US@s 1atoskedyrs taveeh gage dedp enterdhe unique
c?ggggﬁ;operates to update the user record 18 to
change 't he nobil e phone nunber field to reflect the
new nobi | e phone nunber 20 and thereby effect a

t paamf e vefifidARe pulfissed S8 CofPof ety n%&mra@d%ue passkey is
message 40 to the new nobile phone nunber inform ng

t REsAGHEE Withdhe weaisr & caRiespapdiagyssrupcordifer e the two
passkeys differ, the uni que passkey associated with

tge user record 1§ ig di scarded. The_ user 12 is then .
s&nes hasprer r}‘és"éaégeé‘ 5 9tae HREUR BRSSkey i Welp RBae 43othe carrier 16
| )feafifidsnéhd pprdgiite tder reasiast g Wascoddify Cloe §8d Wecordp process

It should be appreciated by the person skilled in the .
abPievioysly qeser vg‘%ﬁﬁ\/ grarprPRate user record 18 has been identified,

the carrier 16 compares the newly generated unique passkey associated with the
user record 18 with the passkey entered via web page 42

If the two passkeys are identical, the carrier operates to update the user record 18
to change the mobile phone number field to reflect the new mobile phone number
and thereby effect a transfer of load. The user 12 is then sent a SMS miaésag'e 40
to the new mobile phone number informing them that the transfer was successful.

Where the two passkeys differ, the unique passkey associated with the user
record 18 is discarded. The user 12 is then sent a SMS message 40 to the new
mohile phone 32 informing them that the request was unsuccessful,

It shouid be appreciated by the person skilled in the art that the above invention is
not limited to the embodiments desctibed. In particular,
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not limted to the enbodi nents described. In

particular, 4 Cctober 2006 -15 The invention is nof.. . one

limted to situations involving pre-paid nobile
phones. For exanpl e, even post-paid nobile phones may
be used. Electronic wallets are created wth the
post - pai d nobi | e phone as the-1&entral identifying
medi um such electronic wallets do not necessarily 5

cont ai ne | hdsinvetionels aotillichited toe situstidhs SRCAIVIAG pre-paid mobile
bank account or even | oads that

contained jn one
are only Ph?"é??de&sof Srample, even Rpshpaid ff@Pb'Jﬁ/vﬁhOQﬁS may be used.
per sonal E%%tromeewaré@svsre%féa?eﬂswﬁwﬁ@ Psaﬁad.a nifbile phone as the

adapted for use in her situations
aut hent i ca¢l‘lttﬂh ldﬁnttf)h@g inekshigrig sahf elaciusmc wall@isedmee’d nécessaniy

transfer arjse i tuat,i ons ot her than |

or 10 daﬁ%@gmq?g% %PT élﬂ%ﬁgeﬂrcugﬁw%ﬁ gonigpied in one’s bank
exanpl e, her@nfayews lobdg sk ard esly Aitbied Rr téwé@#u hét for own
phone with new SIM card being given as t or |loan

t o anot he?" PRIFPYR! Usgy Th%laHBYféPrOPﬁis Aeldd eﬁé‘%’t henpdapied for use In
|l oad mayqier §tda$’§H$ Fecf&frﬂg%?%é?’ftlcgttﬁﬁgﬂ‘%é’fdehgt? oPaMser.

card of the nobile phonhe, ™ rather 0SS danage
of the nobile phone itself. As another 15 exanple, the

user may ﬁhé’ﬂ?{'e)éd%sllﬁaﬁs@err l%aé‘siﬁéygﬁ dgé’ﬁli)%ﬁﬁat%ngcétﬁ&n%h%n loss or

wal | ets associated with a pre-p e account
post - pai ddareege ef aa!@@bbmphor@fs Ob&M gratl.d Feor omantpde, doad may be

much nor g aﬁﬁfﬁ ?;gk‘rijr th 1 BB }Sﬁoné &p%b@tﬁhlp?%g "nefhg given as

heavy user can easi restoreé an
account a gtﬁbmaloae\m Sinbtheamparty. qutthetmqual theurssadsto transfer load

renderin o) [ id,S

usel ess. )qnglﬁ'ﬁe ac%%%'ﬁot ﬂﬁg%ﬁgg"‘ﬁ%e Ppgéa%&ﬁcw tOfEM‘frfnog lle phone,
agent . orraftecithat doss orld?anmgehoalthe arﬁdtﬂ@g[ﬂimt itsélihers another
agent or faci I|t oper at e ified carr

account JGRPARK ﬁfo usrfr HeSHH '%Hn?%af?rqséigna‘&‘t‘fb‘{%ele"tmmc
dat abase vliets asachteds@ith basepdidiBiobid 4&odet @id g ofdpaid mobile

the current ad bal,ance for the 25 pre-paid no
Dhane " Aol PO GRER bl e Tull Goft senaed fagpensive

aut henti Q@hgdntam\dfoaa heaweBterECigriém dahaasherestpadn fPARcount
one pre-
P Fl)m’co a new SIM card for post-paid users, rendering the lost or damaged

post-paid SIM card useless.)

 The carrier 16 may be replaced with an agent or facilitator. In such an
arrangement, the agent or facllitator may operate a modified carrier
account database 20. In the modified carrier account database 20,
each user record 18 omits details of the current load balance for the
pre-paid mobile phone. As a result, when a user's 12 identity has been
authenticated and a request made to transfer load from one pre-paid
mobiie phone to another, the agent or facilitator operates to transfer the
load by making a series of mobile terminating calls or varying
denominations against the first pre-paid maobile phone, crediting the
account of the second pre-paid mobile phone with the denomination

(minus commission).
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nobi | e phone to another, the agent or facilitator
operates to transfer the [|oad by maeking a series of40ct0ber2006
nobile termnating calls or varying denom nations

agai nst the first pre-paid nobile phone, crediting the

30 account of the second pre-pagd nobile phone with

the denom nation (mnus conmm ssion). 4 Cctober 2006

10 TR iR 12 ok S i 0 8 reon s

form of poomet imied Horargx panicalartfbem ofnpronadting: ofpt iexample, the
of the user 12 may, be b%ﬁgay of a notice in t@e Erﬁ- ,

pai d nobinitialpprempting efateagrerabkimay PaLYLWaY AR Sefige & the pre-
message Q.. I ] ;

S m 1 ar 1 Jeic ugfie ol P2 PLELIE SRR 30 sond a message or
pronpt nmegil agkedetmmminddoshast eadtke.t he i nventi on shoul d

not be limted to any formof response. For exanpl e,

response may be by e-mail, or by returning a sinple

form dO\MSiMﬂﬁl%h'mef FRPonsd movided byt @ tdwr tarteoizprdfipt may take
by post. 10 -mai | nmessages 28, 34 nay be in p

Fh
text or MY fameend thedmyentionshetld depika ﬂimealft%t Ray form of
" O aphTEHBS e SlipR, Fapbbssindl Pet Einal B Pfetuming o

e-nmai | mRApladosm Wwrkzadatye fbsovbe sitaciRyipttee chaterylé by post.
addi tional security. If the user 12 fails in their
attenpt to transfer | oad, the user 12 nay be al so be

15 send E-ARINHEESRIHsES, 33 mbgibe ia@rRHnedadr WTML format. In HTML
identifier informing themthat a request to trans
n

f )
| oad fai f@matugehichan afphe ynigyeiPassksty B1RVaPe dinst Sightly distorted
transfer fo#rr?%‘?ﬁnﬁ@r%@h%rfo]rﬁ ERYadcﬁf&?na?cééc‘&ﬁB} gugio%ég.”t The e-mail
S e nd the

further [0ad Teq s from being processe

cor r espomskssagrs @8pa# dnanphisb dhepdrmmepted dar Yedi adyliticredi security.
until such tinme as the user 12 contacts the carrier

16 and satisfies themas to their 20 identity through

am tRel diski anafiails @6 tiéit yttampt ¢l uramsfet 16ad other uRA0E2 mdy’be also be
sent a communication to their communication identifier informing them that a
request to transfer load failed. Upon multiple failures of an attempt to transfer
load, carrier 16 may take action fo prevent further load requests from being
processed and the corresponding pre-paid mobile phone from being used until
such time as the user 12 contacts the carrier 16 and satisfies them as to their

identity through an additional security procedure.
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W Caim 1. A systemfor transferring credit

associated with a nobile phone to a new nobile phon

said systemincluding an authenticating party havi ngé?ocwberz()%
access to wuser data including a communi cation

identifier associated with sajgypobile 5 phone, and

arranged to authenticate the identity of a user of

said nobile phone; where the user enters identifying
IWeat Lt on included in said user data to a web page
associated with the authenticating party along wth

details of a new communication identifier associated

with §gét€n{‘?cw E@Hgﬁeﬁi%%’@dit H880diStcqUWRANS | BabildBhone to a new

party generates a uni que passkey and sends a _
commuotilegthiones saitesysign inoloding &y authentieating ppay d1wing access to

to the u b f th , ' ion. . . .
| deherr 0af imgludiBd ¥ communGelion (EHisy ysBliated wifh, said mobile
at bRBne WaRd PASenGE tyRAhéMRats! tthe THe ey cfdapasdryof said mobile
authenticates the identity of the wuser In accordance

wi t Bhone result of a conparison between the passkey 15
entered via the web page and the generated uni que

passkey, the authenticating party authorises transfer

of wihere tleeliuser 2ntoxs dgentifingdntaraiaten ingludediimsaidweeedata to a

after  aut henti cat.i the id ik f it @lafl

o A A ol S0 e B it B of 2 rew
t he cHMMuEATEM iBahiiit iadedtibfdderwitt?Os@id Avewy sineiiilé ophone, the
transferring credit associated with a nobile phone to .

a nevthengpating pady eenamtes 3uaiqua Pagskeyiang sands a communications
aut Lcati ta. havi S a

o PHASRESLPRAR e OHE0S PAGSER, P pscBiertBitumy of the new
Wi t Bosanshicathin &lentifionevheredftar it gsdr tthermertienst & qesskey at the

e Tl 6 e Sh o R A o
i nf QEORE ARchbRidrddedith| tReSAlstitUsen Bghpatison Wtithesahe passkey

first communication identifier sent fromsaid new
nobehteretiona aiie geeler page and dbameenerated ynigwequrasskey, the

passk .0 _a second. comuni [ | d Lfier, the

s eRUTRatiga e PR AL O B eaarer o tlsnereq

comuni cations message including a passkey to a

pﬁ.e%egylfs?g% gse %}alinqgalig "Claim 1 where after authenticating the identity of the
user, said authenticating party updates said user data to include the new

communication identifier.

3. A system for transferring credit associated with a mobile phone to a new
mobile phone, said system including an authenticating party having access to
user data including a first communication identifier associated with said mobile

phone, and arranged to authenticate the identity of a user of said mobile

phone;

where the authenticating party identifies the user through information included
in said user data including said first communication identifier sent from said
new mobile phone and generates and corhmunicates a unique passkey to a
second communication identifier, the user thereafter being prompted to send a

communications message including a passkey to a predefined destination
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4 October 2006 -18 address associated with the

aut henticating party and where, upon receipt of the
comuni cation nessage at the predefined destination 4 October 2006
address, the authenticating party conpares the

gener ated uni que passkey w th.48e passkey included in

t he comuni cati ons nessage and aut henticates the

i dentyi 0 ' . ' ;

of HePes pabiga i oS RALCAREE oAty i bRz idon receipt of
crethd coymsuweasiohumesshbenti dbei predefined edestinationy adtiress, the
said user. 4. A systemaccording to

. claim 3, W?ere,tihe
us e AUBIRAICANAY RRE CPENgret Hie gemereted it Pageywith the passkey
| degyd LE(%% intthe ddMEmBRRaNgnS HEQ%QP& %tddg:iﬁhthgﬁﬁﬁdtéé fe Fc%;ntity of the

t he f!\ nticating party as an fniti step. 10
sysueer acaccatdaged withl themesulbof thevcemgianisaii,t and authorises transfer

t hent i t the i ti f. ' , id.
ut AEH G0l suibcesSahéubiation yds Wfeny 6 Said vetic
a new conmunication identifier associated with said
new nobi | e em acc?rdi ng to a

M.e&ayﬁgnbggggﬁ%mgg#%éﬁsﬁ %ew@%&; Re, S p(;gwgés details of the first
aut hepth GAESshrfidShtifRRCad B SeddiEMRIntmuhit@tion identifier to the

aut henticating party prevents 15 further attenpts at

aut aetitentiasiimgparty Bk anhisitiabsgtepcont act s t he

aut henticating party and satisfies the authenticating

party as to their identity through an additional .
SBC W sysfenpramedding to Zlaim 3 ws Mewhaminatenguthentiogting the identity of
precedi ng cl aj er.e the user data canprises.at .

P eastick ueeromacheudBrlICnioPaay HPHRIE SAOHISSh HrLA o iaplude a new
| NSLARImIRERRIMIBENtFS RILERER] with sBid MW ndskslieastioned

fi xed phone nunber; a facsimle nunber; a domain
nanme; a static |IP address; a postal address. 8. A

Sy She RV SR HBRING BMANP HEEHIRG GhiRd %h%\’léfrfethbh@ser cannot be

comuni cat1 ons  nessages are one  of the f oW ng: an
e- mauthenticsied aftars age, oramohe attesdagthe audhenticating earty prevents

o0 Bt cath s F Slrabeial Gt He Hsef Bffaédfie Qithenticating
shi paHDamd dafistes e %mu@ﬁtwaitiﬁgcqu} ”G oo tieely identity through an

precedi ng claim where the passkey is al phabetic,
al phdditienal seaprithpiaserere.n f or mat .

7. A system according to any preceding claim, where the user data comprises at
least two of the following: a mobile phone number; an instant messenger
address; an e-mail address; a fixed phone number; a facsimile number; a

domain name; a static [P address; a postal address.

8. A system according to any preceding claim, where the communications
messages are one of the following: an e-mail, a SMS message, a MMS
message, a data packet including data inputted by the user at a web page, a
physical postal package sent to the user's home or shipping address.

9. A system according to any preceding claim, where the passkey is alphabetic,

alphanumeric or numeric in format.
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4 October 2006 -19 10. A system according to any

preceding claim where the passkey is nodified for 40 ber 2006
security purposes. 11. A system according to claim 10 ctober
where the passkey is encrypted. 12. A system accordi ng
to claim10 , where the passkeygis distorted while
still 5 being recognisable. 13. A user appl ication for

3 B AP S FRRS 5 80y s ot o

cre@ebu;ffy@nrp@ggg nobi | e phone to said new nobile
phone, said user application accessing an

aut henticating party having access to user data

| PEIAUslishemancearaibg ke alkiran O demdrefthe padSkesis sricaipted.
wi th said nobile phone, the user entering identifying
information included in said user data to a web page

aﬁzﬁ%@ s?étsﬁw Webdhdidet eldh@ni o Cavhee trréabhys@yorsgdmdrtbd while still

det'aiI's of a new comunication identifier associated
vmtb_emr@cogl&mahlebl | e phone, the user thereafter
recei ving a communi cations nessage fromthe
aut henticating party via the new conmuni cation
i tR At Usereapplidation Foc anuseri afad |mislmpbera@elsmgcaumw]gn@blle phone,

gﬂ'd 53 pas%%ggﬁﬁgbgbﬁgprggldgﬂetgrt?%{ %gérlﬁéﬁ gﬁﬁgﬂ{ &%blle phone

apptPRhihEWTREPRNbRBHE! Saitdedr fapplisatidrhactedsimpan, authenticating
the authenticating party thereafter conparing the

gﬁneﬁdgebawnt;q@écwsmwswrtdﬁtah@c;i@!me@ SArInWRjcatien, identifier
t
usgp\é\g%mgt%ggw@ﬁ%@z&fﬁf@ ﬁﬁl{nﬁ]@égtrhtgguﬁr Fh{‘u% el&énﬁfplﬂg information

conpludernin 8aid @ddrhdutasbrg webapaferassbcibterl withdht authenticating
successful aut hentication of the identit f said . . .
useparty £longwith defajls ofA PBY qasMYNiTEHPT ﬁ%ﬁl@ﬁéaﬁ%%atse with said
cl ahgﬁ:dm'oﬂ 1& ﬁoﬁblﬁ'\é"’ﬂgér‘eﬂ%ﬁ r REERFY bC@nhMPnicBBions message
identity user, sal aut ent| cat| ng party

updéoes thel dutheswicatitg sparty iviec| thee newi ¢onmenunication identifier, the

conmmuni cat,i on i dentifier. 15. A user [i,cati
a uSBMMYNICAYRRS; MESSRGRe! rl?i‘fdﬁ@ga nWHﬁbg oﬁ%ne'fa%d by the
sai dy#epticany b‘éﬁS/' Qﬁd hﬁ'r@gp@rﬁe@/ bgehtle td feﬁ*mérf 8rpasskey using an
credit fromsaid phone to said new nobile
phoapprapsiate Umhaam pmdedwfoacaéé%%we@ page, the authentlcatlng party

aut ee%é grt (':cpr%panng the generated unique passkey with the passkey entered

via the web page and authenticating the identity of the user in accordance with
the results of the comparison, and authorising transfer of the credit on

successful authentication of the identity of said user.

14.A user application for a mobile phone user as claimed in claim 13 where after
authenticating the identity of said user, said authenticating party updates said

user data to include said new communication identifier.

15.A user application for a user of a mobile phone using a new mabile phone,
said user application being provided to transfer credit from said mobile phone
to said new mobile phone, said user application accessing an authenticating
party having access to user data including a first communication identifier

associated with said mobile phone the user being identified by the
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party having access to user data including a first
communi cation identifier associated wth said nobi
phone the user being identified by the 4 Cctober 200
-20 authenticating party through said first

communi cation identifier and thgreafter receiving a
uni que passkey generated by the authenticating party

and oONUNI: L a N i

e ALTRTEREE bty dHidBh Saig TriCEoRALRERA BEHRR and thereatter
t hereafiving acndique Ppasekapnjamrateds byedisegauthenticatingg party and
a 5 passkey to a predefined destinatjon a

na tnhe .

aut KERTERIERteY avey of MW&OWH%&PPH&?@W@W recorded with the
geneal g M USePHRT e'r"ge'hﬁirfg"& cBﬁﬁﬁﬁr‘ﬁE%ﬂi&@ Heeaddlincluding a
the ““user™s ‘comuni cat1on nessage and aut henti cati ng

t he pagdekdy ty soprddufined edestimatiaw candt éves @uthiartiicatimg party thereafter
result of, the conparispon, . and authori%' Hﬂ transfer, o]fd d in th
t he COBY&EING 66 9% Hhichit RESRAEYAMTTD | sfpﬁiﬁ’v included in the
| denkiiy cBan%é‘ﬁieaﬁ’tﬁ’?'ines%_Q%%Garﬂ H5®PenBeRIACHd RNt ofthe user in
mobil'e phone user as claifed in claim15 where after

aut eocotidaate vttt the resett oft reatforsparisans @nd autharising transfer of the

o P 6 Rt AL SEE wHERY S18hR dbry w1

said new nobile phone. 17. An authenticating party for

P8 e S & TR T 3 PR Y 15 atr
aut 'aiﬁgieérﬁi_%éiiﬁ@ %F@fde\ﬁtiﬂﬁbﬂ@id GRRAM A GlutHiRanhd partynpdates said

t he ntity of a user, the authenticating party ) )
haviusgr datectesinicludeus epwdearamunpigatian identifies mssaciatad wih said new
i denti f.li er, if??OCi ated with said nobile phone of the
usemob:{gi‘%!"o henticating party receiving identifying
information fromsaid user data and details of a new

C nication .identifier 20.o0f ' ' .

bl -\ authen |9\%t519p%%y ggrsg%ﬁz n gds%%lt%ﬂnf?ﬁ’é%gférﬁnﬁ IE?&ﬂt associated
aut DRt 4 GAGHIRIpRENE Yo 20BERTMbDIN phode CoaidLMithattioxting party being
uni que passkey via the new communication identifie

h .
and capalipf egiterpiesting he isteatiboty Upeke tha apth%néipﬁ@éaﬁarty having
appt gg%élsgggflu%%rc@%g' 'ﬁ‘gﬂéﬁ{”. V‘Jil/ @gﬁ]r{nﬁﬁicé‘ﬁor{ ReniBer ReqRiABE with said

October 2006

aut fi e user 1 n accordance =
Wi t mdbile pesnét obfthe Réercmeamhratbentitinge pattiereceiving identifying

gen(ier{fg}n?gtiounni’rg%esgigSuss%?%a?an gng hcﬁat&ﬁssg#( S %e%vngzgr%%dunication identifier
of said new mobile phone by way of a web page associated with the
authenticating party, generating and communicating a unique passkey via the
new communication identifier and receiving a passkey entered by the user
using an appropriate mechanism provided for at the web page and
authenticating the identity of the user in accordance with the result of a
comparison between the generated unique passkey and the passkey entered
by the user via the web page, and transferring said credit on successful

authentication of the identity of said user.

18.An authenticating party as claimed in claim 17 where after authenticating the
identity of said user, said authenticating party updates said user data to

include said new communication identifier.
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by the user via the web page, and transferring said

credit on successful authentication of the identi ty‘4 October2006
of said user. 18. An authenticating party as clai ned

claim 17 where after authenticating the identity of

said user, said authenticatingzparty updates said user

data to 30 include said new communi cation identifier.

41@%1098{%% ?ﬁln é&rtyf ?%n 2 Jra h%’y(t:re I'rt‘l%n@fﬁrﬁb! g:?édﬁ associated

use'in“a sys t ‘associ a
Wit Ryitéy mmm phome to @ aewemohﬂﬂophen@,hsmd authéenficating party being

£ he SABME: i Sricatian T4 Rienift gk st i gUFBnSAtRd Sarty having
haviRges AL BSSr é’taurf’l?[udﬁ‘@f 8 fir&cédfﬁhﬁlﬁlc%ﬁ)hrlééntlﬂer associated with

comuni cation identifier associated wth said nobil e
phosaldofnabﬂe prewe, ok thiedusen, Isaitt authenﬂga’mg party |dent1fy|ng the user

Isg,e &éts%g%ﬂgr%ru @tgﬂpglﬂd r@gﬁlﬁf ng.t §§ﬂp9@%§g§ﬁ‘%éﬁ fi@9sent from

neWsHRPhé\@ rﬁBQFIL-Eph@ﬁ@egéﬁér@ﬂngmdcéﬁmﬁmnﬁﬁtmg% anique passkey to
uni que passkey to the user through a second

conttheni usari dwrougenai Seeend e@wmmﬂpﬁ idpntifier recorded with the

SRR O BRI JROCSRE B, el oo o

I ncleyfini@nigatitissmeysade fropT atlefuseedncludingianphssiey at a predeﬂned
address and aut henticating the identity of the us

accéegimation agdngss nd agthiPpticating 1bengariyRf tg@t‘\‘/ﬁ%ri” accordance
t he \ GRneealad Yt é“é%n‘gﬁa?ﬁbﬁybéﬂfgenttﬁé %1%?5@9 hmgLedRidskey and

in the usSer s conmuni t1on nmessage, ransferri ng
sai the padskeyoimchdedensthal umn’shmnnnuatcabnn ohesdage, and transfemng

identjt fsadus An a n

s Bpid et on Suesp Tyt e At Alpp 3 S Rl o B R

identity of said user, said aut hentl cating party

updates said user data t ncl u .

Bon FWBPNHEG BEBY R AR B e AGHTE BHgreneRtiating the

21. ‘ﬁé?ﬁ*gﬂ%‘i’ $418 LN Sl rdl.ﬁlgerﬁfc@ﬂh% @érﬁpfijp@taﬁéﬂls \sxatch uBer data to
one to a new one ‘conpri si ng:

i dem‘cahﬂdﬂ ray rielve amnunl@abu@hdaebfrerdas%omaiﬁdrwﬁhu gaid new mobile

| ncl Edl ng a comunication identifier associated with
mbBP'8 phone entered at a web

21.A method for transferring credit associated with a mobile phone to a new

mobile phone comprising:

identifying the user through user data information including a
communication identifier associated with a mobile phone entered at a web
page, said user data being recorded in a database connected with said

web page;

generating and sending a unique passkey to a new communication

identifier associated with a new mobile phone of the user,;

receiving a passkey entered at the web page;
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page, said user data being recorded in a database
connected with said web page; 25 generating and
sendi ng a uni que passkey to a new communi cati on 4 October 2006
identifier associated with a new nobile phone of the

user; receiving a passkey enteped at the web page; 4

Cct ober 2006 -22 authenticating the identity of a

user in C ' . [e i

oe e A BRERHRRERY RPUBLEY B, BhodagBOIRAH J resuts of -
gener aigfipatisctl DRSS ethe padsiayt katéredngt tthanakbr page and the
the credit on successful authentication of the

i dent i ggnergtegrunjaue pasekey; 8pdA net hod for transferring

credit as clainmed in claim?21 conprising, after
authenticating the identity of said user, the step of ) .
updat i afhersing deesfaraf she erediten gdecessful aytgntication of the identity
com’runifc%igg)gg I%dent ifier. 23. A nethod for transferring
credit™a Bred with a nobile phone of a user to a

10 new nobil e phone, when the user is using a new

ile one, sai d_ et hod onpr i;si.ng: .l it ful .
2o R or Bt Fradfiame A & "I Srirsfing, after
i depiiddrticat®ithd idemtispoHs#eWsspbinkestep @ eipdatingsald nger data to
and sending a uni que passkey to _a second conmuni cation
15 infdude saidmexssopnmuinieptigntiaentiieruser; receiving a
comuni cati ons nmessage at a predefined destination
fromthe user including a passkey; authenticating

h
i Ab Meghast for Heanséeiting gredit aseniated \)Wiﬂhatfﬂ‘ébileeﬁrﬁﬂ’ri%gﬁg user to a
cortll BiobiE o8  BHn e (RBR I E¥ipb k. hER mobie phone, said method

passgkaiprise authorising transfer of the credit on
successful authentication of the identity of said
user.

identifying the user through user data including a first communication

identifier sent from said new mobile phone;

generating and sending a unique passkey to a second communication

identifier associated with the user;

receiving a communications message at a predefined destination from the

user including a passkey;

authenticating the identity of the user in accordance with the results of a
comparison between the passkey in the communications message and the

generated unique passkey; and

authorising transfer of the credit on successful authentication of the identity

of said user.

24.A method for transferring credit as claimed in claim 23 comprising, after
authenticating the identity of said user, the step of updating said user data to

include a new communication identifier associated with said new mobile

phone.
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24. A method for transferring credit as clainmed in

claim 23 conprising, after authenticating the

identity of said user, the step of updating said useﬁto‘:wberzoo6
data to 25 include a new conmunication identifier
associated with said new nobil g3 ._.phone. 4 Cctober 2006
-23 25. A conput er readabl e nedi um havi ng software

B ST e Bl AT e HtBftec g seid softwre
uselnd@dingi nf or rratl on including a conmunication

identifier associated with a nobile phone 5 entered
at a web page, said user data being recorded on an

accessigBhfr lr@ahﬁié%%eforqaéﬁﬁf?in@aiheoﬁsgﬁﬂﬂ'm@ﬁruser data information
generati ng and sendi ng a unlgu asskey to a
én

ne
comuninckidingn & mmﬂn@atlmsl terd aﬁmmaf@dnmhn@bum@bﬂe phone

P Egn\ieegrﬁtséeég at get t%@%t Isgg{%%nﬂ%tgn@@ﬁ@ Iﬁsgorﬁgﬁeér?gnaéccessable

aut hendatgphédlg the identity of a user in accordance
wth the results of a conparison between the passkey
entered at the web page and the generated uni que

passkeysmaificatibh ah&amd fmmaﬁn%@hdawﬁm ai mrgque passkey to a
transfer of credit associated with said rm ile

to be nRENEOMMBBICAlioN l@t@eh@ﬁﬁwaﬁqdemshcﬁq@ewcwo ile p?wne of the
; ' | f d

noer - Srstand PeiibE BdRlorBnted AP HeREL bk o2

re??\r/\g?d t her eonnas cl ai Im;:]d in claim?25, said

ot a q@g lngﬁggﬁ%ﬁo&aﬂuﬁb&;ﬁggﬁ n ?r}]ééﬂ%%ﬁlsczf?é Eisé‘lsiﬁ accordance

comunjiRihed Red Hgndfi 4 icOmpa?igor beonper eie pagsiay entered at the web
medi um havi ng software recorded thereon, said software

20 i nchags and theigereraiachgninde RISKRY: ?Egntlfyl ng a user
havi ng a mobi | e phone when the user is using a new
nmobi | e phone, through user data |nclud|n% afirs

&

commurauhenigationdeens ifer aytherisingoiiarsewo w%ﬁﬁ%'ated with said
phone; mobile phone to be associated with said new mobile phone, on successful

authentication of the identity of said user.

26.A computer readable medium having software recorded thereon as claimed in
claim 25, said software including updating means to update said user data

recorded on said database to include said hew communication identifier.

27.A computer readable medium having software recorded thereon, said software

including:

identifying means for identifying a user having a mobile phone when the
user is using a new mobile phone, through user data including a first

communication identifier sent from said new mobile phone;

communication means for generating and sending a unique passkey to a

second communication identifier associated with the user; and receiving a
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conmuni cati on nmeans for generating and sending a

uni que passkey to a 25 second conmuni cati on

identifier associated with the user; and receiving d4gmﬁbmim06
Cct ober 2006 -24 communi cations nmessage at a

predefi ned destination sent frog.the new nobile phone

by the user including a passkey; authenticating neans

for au [ ! ident it : '

nccor diTBGRBHOR s IGabPral b PfeBEacle dBSiatdh sent from the new
t he panskity phoné bg théuseminulodiet 4 passkeyssage and t he
gener at ed uni que passkey; and aut horisation neans for

aut horising transfer of credit associated with said _
nobi | exthentcatingbendssndoat gathentitatig dheewdentity | &f the user in
phone, on successful authentication, of Ehe ideptitg .

of saiarogEdancerwithh the meaklts of 8-cRmPISRIPEiWasK hegPasskey in the

soft V\’acfcfrpﬁmﬁﬁ%raHSH? h&%ﬁgﬁ@ 2 the gieﬁsfété@ tugﬂcﬂ‘!g?ae?g%%@cpd

said sortware 1 nc updat1 ng neans sai
user data recorded on said database to i nclude a new

o | S Ael@tioboFRahy 5 A PR bleRRICaTPiated with seid

nobi | enpbinphene % Mecasdciatedwitaveaith belvemobil@phone, on successful
aut hentication of the jdentity of a user conprising:

15 a dhentigatigniafdhe ideatiynef H§el-and a nobil e phone
carrier who operates the tel econmuni cati ons network

used by the nobile phone or SIMcard and the new

naﬂ)A gor.pp@’qqaé reggaiie rmep;gur@dwqygg ﬁ@f&\f]ﬁ@fqggf@%}i. thereon as claimed in
: ﬁegfdilfn' 5% Lh éb?ﬁr&ar%rﬁﬁefﬂ@thsde%@%mhﬁ?rﬁr fbvbﬁg%tlel é&d user data

confuntcation message e new o
phornecarded genesakle slataabec domrindludd es ewnicqoenpricatiasy identifier

to a second conmmuni cation.identifier associated with
t he a§8@fiatediyath saifl NSNLMObYIe ONOP8i ng prompted to send a

comuni cati ons nmessage i ncluding a passkey to a
predefi ned destination and _where upon receint of . the .
c%‘?n%wsé%mifah&a%f@w@eweﬂrt@f arRBl: PRshe H@gyﬁﬁa\yd 4e;a hew mobile
co ' ; | .passk
i ngpﬁég% oﬁﬁtﬁ%ﬁlﬂaﬁbﬁ%% RIeRLIRATHEYer ompridhey: P ey

a user,;

an authenticating party; and

a mobile phone carrier who operates the telecommunications network used

by the mobile phone or SIM card and the new mobile phone,

where the authenticating party identifies the user through information provided
in a communication message sent from the new mobile phone and generates
and communicates a unique passkey to a second communication identifier
associated with the user, the user thereafter being prompted to send a
communications rhessage including a passkey to a predefined dest_ination and
where upon receipt of the communications message, the authenticating party
compares the generated unique passkey with the passkey included in the

communications messag'e and authenticates the identity of the user in
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conmuni cati ons nessage and authenticates the identity

of the user in 4 Cctober 2006 -25 accordance with tt{180t0ber2006
result of the conparison and where, once the user has

been aut henticated, the authenticating party

aut hori ses the nobile phone cagrier to add the anount

of credit associated with the nobile phone or SIM

car adi j d~ ; [

hodgbtgeie i e, RBCOTHE chbatiodt? 2R g, bfice the user has
nmobibken phAgthentitatst Mticaralithenticating parby | authqdisese thien mobile phone

authentication of the identity of a user,c risi.ng:, a
usefarmgs g AdkiRe amoURY oggrch asRRPaICAINIT e, mshile Phohe or SIM
car ., : : i [ net wor k

ec et ig e FRE LA il e HER RIS phRRe

nobi | e phone, where the authenticating party

[ tifies . [ i i
SE L5180, SRl Sy RSEABPhON, 87 U & ahow mabie
t he pheme oRlaUteentidation of dnelidgatigrafteessemubroprisingti cat es

a uni que passkey to the new nobile phone by an

appropriate conmuni cati ons nessage, the user

t her ead Lger;bei ng 15 pronpted to enter a passkey at the

web page and where upon entering the passkey at the

web page, the authenticating party conpares the

gener a4reduthentiSithgesadendw th the passkey entered at
the web page and authenticates the identity of the

user in accordance with the result of the conparison

and v {dbile PHeRel d2frieSwho Bﬁérehé@ thetdidmincaicadons hetwork used
aut henti cat i ng_l party 20 authorises the npbile phone
i

carri €y the mabile peorgreuBIMerrd padinevwswobie Rheae: wit h
t he nobil e phone or SiIMcard to the credit associ ated

with the new nobile phone. 31.A Sést em f or . )
t r ambiese the guthenticeting partydeentfiesribadiser tyoyoh dnferngtign entered

new_pobi | n . aut. ' i.an i.dent.d bi
g P, pRREC IR BERAT i ind Bk b Sw mobie
t he phbh@, &nd E@ﬁel’@YeS/\Bh@ Bomimeurdecditee izt itiqtie passieayt to the new mobile
identifies the user. includes the nunber of the n?]_kl)i | e .
phoRbBoBe by an @gpeppriate communications message, the user thereafter being
prompted to enter a passkey at the web page and where upon entering the
passkey at the web page, the authenticating party compares the generated
unique passkey with the passkey entered at the web page and authenticates
the identity of the user in accordance with the result of the comparison and
where, once the user has been authenticated, the authenticating party
authorises the mobile phone carrier to add the amount of credit associated
with the mobile phone or SIM card to the credit associated with the new mobile

phone.

31.A system for transferring credit of a mobile phone or SIM card to a new mobile
phone on authentication of the identity of a user according fo claim 28 or claim
30 , where the information by which the authenticating party identifies the user

includes the number of the mobile phone or SIM card.
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4 October 2006 -26 32. A systemfor transferring
credit of a nobile phone or SIMcard to a new nobil €4 Ootober 2006
phone on aut hentication of the identity of a user

according to claim29 or claim 31 , as dependent on

claim?29 , where the predefineggdestination is an

e-mai| address and the communi cati ons nessage is an
P Dol e an o YR 3 8 A B Sy 85w mobe

on phbhe ohiaahéntivatdbn i éhe identifytof eofiser acserding tockdim@? or claim
to any on t he

f clainms '29 to .32 . wh ile . ,
phodd i FeRANGRIG ST GRITA 8.V ISRe 1o dpdernsddRitiopion fs an e-mail
W EdHFé%sgﬁ?% e o%mﬂﬁni%éti&%l‘éggp d & dhe-rRafAidssage.

assocl ate th the new nobi one by changing a

user's account with the nobile phone carrier 10

Ci i : i . t r i
CHACHR 0 i RO PR L x5 movis
us e phena@oaauthentication lof thesidentityi dfe péerascording o angang of claims

S VeBar b5 1 o Wasiandh 1P dNen CatIRePITE AP opgHTt Of credit
the Sg@d?éﬂehxmiﬂf 1 1 H2Blle PREAE G TIM Qarany 1198 erediit sdsdiciied with the
15 3 to 32 , ere the authenticating part

aut hewi reebile pbone bylchappingea gaers eccaunt avtn %wnahuﬁ; ghone carrier

o1 ShEShpRSFT L S blob B R BB RGBS e prone

| SSHURDEeR an@l thefelyf asRIBTBNRS UsePs esealiat witle tiké nelvemobile phone
user having nade a nunber of nobile termnating calls

usi AYMOIYE mobi | e phone or SI M card and issuing a
series of 20 commands representative of the user

havi ng made a credit paynent on a user's accouné .
3k Acsysterd fon ransfagingsiedt I5f Banpbilshehong, PRI card to a new mobile
cor [ f i
oo RS A A e 119t s BRIAR Sy of clams
cr edpt 1023 windre!lthe phutinenticatisy Padsralthorisesnbe mobid phone carrier

hone on authentication of the identity of,.
hccts affl ghe et TRt ssprated 8t dq giohfe Piighs er SIM card to
UpOfhd rbﬁe(?"irgea{ssf;)%*atéld;gvifrp tRAT RSP hEBIE JrtRie bydRBLINGY adseries of

preset nunber o s, the authenticating party _
pr ecemisarfds rémnesertatiest of the tusanshaving cmadet aofumber of mobile

gﬁgltérﬁ]i Pr%gcﬁfs L%h"\\/lg the dm(tatgllleapﬁc?l% PR CABOL %%Hg a series of
commands representative of the user having made a credit payment on a
user's account associated with the new mobile phone having a corresponding

value to the value of the number of mobile terminating calls.

35.A system for transferring credit of a mobile phone or SIM card to a new mobile
phone on authentication of the identity of a user according to any one of claims
29 to 34 , where upon the user failing to authenticate their identity a preset
number of times, the authenticating party prevents further requests to transfer
credit of a mobile phone or SIM card to a new mobile phonhe until such time as
the user satisfies the authenticating party as to their identity through an

additional security procedure.
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the user satisfies the authenticating party as to
their identity through an additional security
procedure. 4 QOctober 2006 -27 36.An authenticating
party for use in a systemfor transferring credit of a
nmobil e phone or SIMcard to agpew nobil e phone on
authentication of the identity of a user, the

nt i g r e ; : ;
oo BERURRICABTAY RS LGR s iheDffrghtHeait of & mobile
car phene seSiMf capdhta anesw madbileephpinersn agibeatieatorbofahd identity of a

" denber. ioe aufhertientie Bany cRerate fo HEniRtEC LR B apah INformation
Conﬁtﬂ(}li&@& 'irpgscdﬁ‘?rﬁ?ﬁﬁtgﬁoﬁhaﬁ"er@eﬁg%w%%é’b@?ﬁdtﬂ@t pi8he, generate

i nc I'ng a passkey, e authenticating party _ B
t heaadf t@ammunidahe rd iuniquen gassieyutera second dssmmsinisatian identifier
conpari son bet n the generated wunigque passkey and
UheopsadRiey MBI ik ciSen RL 'E5RMYGn Fo SEMEMLTRALER, dassage. at
and nrddefiBA désBhalich, aM¢I08IRY £ BhsitkeyatH Qlithe AticatiMphdrs) thereafter
phone carrier who operateS a tel eComunications

net wothentisatindther heemobithe basisnel acomparisandetweanithe generated

new nobi |l e phone_t o,.add t he ampoun £ ' s

s HBRLEC R e oD epep R P est InsThF demygiopfions message
credhl, as398 | @e@diswWalithdriieatzew amhotise Ehanebile3phdme carrier who
aut henticating party for use in a systemfor

t r anpeEStes Adeleceamunigationsoiptverk Yseg,ay e Bobie pheae @r SIM card

to A 0 ' ' f : :
o Rnf clfegpell rioller Biphd 1 A R AT of crogF assodipied with the
t o hesvileiphonehr SiMecardho dog braditf assoeistehwithribe ned mpbiée phone.
web page, including information as to the nunber of

the new nobile phone, generate and conmmunicate a

BV Aveayrthefticatingopdrtieforayseninba Isgstephtﬁu(sjretmysfaning credit of a mobile
appropri ate comuni cati ons nessage and receive a . .
pas 8Rege 90 SiMiGard do gnew akils r%p%@ qrhavtégﬁﬁ?@m@‘ the ddentity of a

COMUG AL | i Itipy ¢ rthibugh informati
oL 86 SR FEAORPor OBt KPR RS ko iomation
conpatdrecrat e twate pagbe inpluting tiefo rmoatiou aspits e puaher of the new

t he Ssk entered, at the web page and, |if r .
o g oos: bENSHi by coE i eRRRLuBRR Fesakdifia 8 now mobile
WhonaBRE e anladRbBRARTEOMARINIQIDNBEhHeBsAgeised Mcehieea passkey
nobi | e phone 25 or SIMcard and the new nobil e phone

to autéredeatdheuweb giager bdrespesse dpathegcommunications message, the
authenticating party thereafter authenticating the user on the basis of a

4 October 20006

comparison between the generated unique passkey and the passkey entered
at the web page and, if the user is authenticated, authorise a mobile phone
carrier who operates a telecommunications network used by the mobile phone
or SIM card and the new mobile phone to add the amount of credit associated
with the mobile phone or SIM card to the credit associated with the new mobile

phone.

38.A method for transferring credit of a mobile phone or SIM card to a new mobile

phone on authentication of the identity of a user comprising:

identifying the user through information provided in a communication

message sent from the new mobile phone;
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with the nobile phone or SiIMcard to the credit

associated with the new nobile phone. 38. A nethod ffbctober2006
transferring credit of a nobile phone or SIMcard to

new nobil e phone on authentication of the identity of

a user conprising: 30 identifypgg the user through

informati on provided in a conmmunication message sent

fromt e t ober,

gener aﬁ%ﬁighnﬁogﬁdmmﬁ&@a |r|1(fgbtl§6ug%)qd"e g ssEey tea/ to a second
secondcompumicatioatidentified ansodiated vetisithei wgeed Wi th t he

user; receiving a comunications nessage including a

passkey at a predefined destination; 5 conparing the

gener afeediviny gunmasrkeasions hiesshge rdading a passkiydati an predefined
t he cormunl cations nessage; authenticating the

i dent | ¥§5tHALPAe user in accordance with the result of

the conparison; and if authenticated, authorising the

nmobi | e phone carrier who operates the 10

t el ecoPAIPARA thengenereifst Knigye Passkey withdhe  rasskey inddyded in the

SIMc ile phone to add the anount
géaﬁpmﬂlcattl%ﬁ EEE

of cr assocl a the nobile phone or SIM
card to the credit associated with the new nobile

phone. %&R%ﬁ{ﬁbggﬂ{ega énﬁtga(ﬂ‘stﬁ% rt{s'ep Ul %rcSﬁl‘o‘;an% AHBR bésult of the

phone one on

aut henggrapadistn; @hdt he identity of a user conprising:
identifying the user through information entered at a

web page, including information as to the nunber of

the new JipMéntRaRin NEuthersIAg athenmoan@i pmmuaamﬂm ®perates the
uni que passkey to the new nobile

appr opt€ W@@bﬁﬁﬁmf&ﬁaf‘ﬁmk#@@ga@é th?G“‘P*é‘éePbPﬂ% o4 SIM card and
paSSkﬁﬁ%geﬂé\ﬁrrﬁgbﬂ‘é sﬁr@g\ev‘%baﬂé‘%e' AmbERP B8P LFediP abBciated with the

comu ations nes
mobile phone or SIM card to the credit associated with the new mobile

phone.

39.A method for transferring credit of a mobile phone or SIM card to a new mobile

phone on authentication of the identity of a user comprising:

identifying the user through information entered at a web page, including

information as to the number of the new mobile phone;

generating and communicating a unique passkey to the new mobile phone

by an appropriate communications message;

receiving a passkey entered at the web page in response to the

communications message;

comparing the generated unique passkey with the passkey entered at the

web page;

authenticating the identity of the user in accordance with the resuit of the

comparison; and
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conparing the generated uni que passkey with the
passkey entered at the web page; authenticating the
identity of the user in accordance with the result o
the 25 conparison; and 4 Cctober 2006 -29 if

aut henti cated, authorising thezgobile phone carrier
\M;]o operates the telecommunications network used by
t he [ r e '

to add A EAR o RS e ook LORS FRRRL Wik Rrates the
mra]bl | etefronenonic&Bliovisc aetivdrk usee by diok tmakikophanedrvilivh card and
the new nobile . 5 phone., 40.A conputer, readabl e nediu .
navi ngheoReemabie BRRE o Al d68 opint PEALTH Aeermted with the
credi tyahild JFBRE! & BN oY Skl 4$50Ridled WIBPIHE new mobile
phone on authentication of the i1dentity of a user,

the sqthme conprising: identification neans for

identifying the user through information provided in

10 a conmuni cati on nmessage sent fromthe new nobile

ptlAe; computennireadabde s mestus fravingensofwaneg reedrded thereon  for
communi cating a,unji que , passkey t second .

ComfranF AT Aretiont fmehie BB o &:iMPeH {4, naygmobile phone on
and a[ifHefHiktish & PRI of bQRer, THE Saaward ebmBistga

passkey at a predefined destination; 1.5 conparison

means for conparing the generated unique passkey with

the H?éﬁﬂffﬁ)étibﬂ%é‘é’r@fdr%éﬁﬁﬁﬁ@%Gbélaﬁir@u% [FRSPREARN provided in
aut hentrcatron nmeans for authenticating the identity

of t hea asmmunicatmocuessagsesantfion e newuhebilss phone;

conparison; and transfer nmeans for authorising the

nobi | e phone carrier who operates the 20

t el eccsommiucizaiions meansr forugedetafingh@napisiohunphicalingra unique
SIMcard and, the new nobile phone .to add th nt.

of créEﬁStSﬁ%chﬁ‘ 51958”% QOﬁnWHB,%aﬁBrBi'fi%mg}?gn%ssg’lc%g%w'th the user,
card tghd heceivkg ta aopfALALEEoNY theétRyenanclodibyl @ passkey at a
phone, 1t the uSer's identity is appropriately

aut hempredefiret] destination;

October 2006

comparison means for comparing the generated unique passkey with the

passkey included in the communications message;

authentication means for authenticating the identity of the user in

accordance with the result of the comparison; and

transfer means for authorising the mobile phone carrier who operates the
telecommunications network used by the mobile phone or SIM card and
the new mobile phone to add the amount of credit associated with the
mobile phone or SIM card to the credit associated with the new mobile

phone, if the user's identity is appropriately authenticated.

41.A computer readable medium having software recorded thereon for
transferring credit of a mobile phone or SIM card to a new mobile phone on

authentication of the identity of a user, the software comprising:
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41. A conmput er readabl e nmedi um having software recorded
thereon for 25 transferring credit of a nobile phonz?october2006
or SiIMcard to a new nobil e phone on authentication

of the identity of a user, the software conprising: 4

Oct ober 2006 -30 identificatigm-nmeans for identifying

the user through information entered at a web page,

| ncl uqﬂgﬁﬁijﬂcréftiﬁﬁ rméél%‘fcﬁﬁdé&ifgihﬁéﬁé% tﬁ’rfough%fdﬁr‘ﬂation entered at
nobi | e phone; conmuni cat1 on ans for generating and
comura eadh pgge, indludieg iBfopmstéees o the masberodl the new mobile
phone %ar_] appropriate communi cati ons nessage and

recei passkey entered at the web page in

response to the comunicati ons nessage; conpari son

?ﬁ:nsmf orw@ﬁﬂ;’éﬁ{)ég g@pteggstg ﬁge\rggtsg%%%}g! %lf]g %%?nsrhSXicmirt]gh a unique

aut NCTYALREY OB HRAMRW HhoBild BABHECEY |4l diifobMAB! bémunications

of theg user’in accordance with the res _
conparmessggenand receidhgra passkeyfentersdt didhe svetypage in response to

nobi | e, phone car réer who operates the
tel ec&ﬁ%?ﬂmfﬁ\:”i“ﬁﬂ OTHe%Sr%9%sed by the nobil e phone or

SIMcard and the new nobile phone to add the anobunt

of credit associated with the 1? mohi | e Ealone or S

I .
ar d (PG NEENS {06 EPRPAHNGItoR GERETHEY, JHIBHT asskey with the

phone o joky LPRnteten a ticiRBb ipkljel S appropriately

aut hent1 cate

authentication means for authenticating the identity of the user in

accordance with the result of the comparison; and

transfer means for authorising the mobile phone carrier who operates the
telecommunications network used by the mobile phone or SIM card and
the new mobile phone to add the amount of credit associated with the
mobile phone or SIM card to the credit associated with the new mobile

phone, if the user’s identity is appropriately authenticated.



