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recorded on conpact disks, digital video disks or other simlar supports.
The introduction of digital technology in the audiovisual field has brought
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sound and i mage and the durability of the support nedium The conpact disk
has all but replaced traditional vinyl records and a simlar trend is
expected with the introduction of new digital products ained at the

. mul ti neTheqrevtdt invamtioe relatestial MEMBE aftbdpseiafusge PRtettidnyof ratoidedbiyitdl ffa dbgi t al

video disk. A particular problemassociated with digitally recorded data

| i ess i rexatnpleguatection of aygiomd/on visva! datedastraeordesi qpaswpdst disksi digitaf daeopiskaoy t hat
arise therefrom A single digital recording may be used to make any numnber
- of per fthar sl ¥PARS hout any degradation in the quality of the sound or

i mage. This problemis serious, particularly wth the advent of recordable
digital products such as the mnidisk or DAT, and the reluctance of
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agai nst unaut hori zed reproducti on of copyright works has been a | egal one,
andoa rfisdyed aof incagerand thestuiahilitEaf the suppnd medsewiTee eoniravtaisk s aichuteglaced
anti-piracy |legislation to conbat the increasing nunber of pirate filns,
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sol ution i ess than optinmal fromthe point of view reyentagive

acti on.a'"ﬁgsafr cehrﬁl(’)'ﬁrg%l’ac%ﬂ% NOME POEHYTHY "Ea@ﬁekftq%ﬂ@""p’?%??&?&%g'?%y‘ﬂ%ﬁo 'Hor
audi ovi sual works have been extrenely basic, relying for exanple on the

i dea of using sone formof digital handshake between the reader and
suppor A pariduldnprobiedastaziated with Yigitdl@ reebidgd Batdfied il Rs dd3€ of reprodudticiOand T h
protection is, however, only effective against only the nost |ow | evel of
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i nto aRUBPRSSF BTEC]SaRIes WERqUERY dgpradation ifthe gualiy g the sound primage. This problem

is serious, particularly with the advent of recordable digital products such as the minidisk or DAT, and
the refuctance of entertainment companies to license copyright works whilst this problem remains has

acted as a break on the introduction into the market of new media products.

20
At present, the only practically available solution against unauthorized reproduction of copyright works
has been a iegal one, and a number of countries in Europe and elsewhere have introduced anti-piracy
legislation to combat the increasing number of pirate films, CDs etc being brought onto the market.
For obvious reasons, a legal solution is less than optimal from the point of view of preventative action.
25

Technological anti-copying solutions proposed to date for audiovisual works have been extremely

-

basic, relying for example on the idea of using some form of digital « handshake » between the reader
and support medium so as to verify the origin of the the recording. Such protection is, however, only
effective against only the most low level of copying activity, since the handshake signal is not

30 protected in any way and may be easily read and reproduced so as to convert an unauthorised copy

T
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into an apparently authorised and readable copy.
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WO 99/ 15970 PCT/1B98/ 01510 Conputer systens using secret keys stored in a
.smart card to control access to encrypted computer disk dat a areMkROF)l7 for
exanple, fromUS 5 191 611. Such systens possess the disadvantage that "the .,
reader needlo 9pmsdre provi ded with consi derabl e processi ng andaTemBos/g1510
capabilities in order to decrypt and store the recorded encrypted bl ocks of
data. As will be understood, such systens are generally inconvenient when
used to protect conputer data and are even nore unsuitable for application
"in the audiovisual domain, where a reader device typically has a nuch
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and, when accessing the support nedium using the 20 integrated circuit

decr yptnewithelegs todedeaimtginad. t he encrypted el enents of the vol une descripter
and to supply a reader with these elenents so as to permt the reading
andfor writi ng of non-encrypted data on the support nedium For digital

suppor ' , , Bg%\jlﬁ i [ . oci at ed
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access of 8| gital information in the nedium the anount of data stored in
t he nedigily rédosded abryrighit works atartizniay in rdlatios toqudiovisuetdodksa et c. Thi s

i nformati on, which occupies only a small anmount of nenory, is neverthel ess
essential to the reading of the recording and, without this infornmation,

t he regder .cannot accg.ss tlphe recorded dat ~~~2

00T boAerant Pt Bt B Bl P s ST ac e BHEBaRon i BraPeITehe
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t he presen ention protects agalhst unau rised copyi t he

r ecor dei¥gactsiiz8€R ehbigpting dlieh citdshoridiy ehetyibh Reyl shedf ArRfsSeldidhtSéfaieddbluril a
wi t hout the decrypted el enments of the volune descripter and since the key
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course resistant to copying. Even if the stored non-encrypted data is
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on the support medium.

For digital support mediums, such as CDs, CD ROMs etc, each recording has associated therewith an

25 introduction or header in the form of a volume descripter which sets out basic information regarding
the storage layout and points of access of digital information in the medium, the amount of data stored
in the medium, the date of creation of the support medium etc. This information, which occupies only
a small amount of memory, is nevertheless essential to the reading of the recording and, without this
information, the reader cannot access the recorded data.
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10 Unlike the prior art technique used for protecting conputer gﬁggp,ngy
the volune descripter or header data is encrypted/ decrypted, 12\/ ildnmgithe

. heed to caryr cryptographi ¢ operations on the entire volune of stored
data. As \%'Ply”ﬁg&ﬂnder stood, this is particularly advant agedtS/&PBIP he
invention is to be applied to the field of audiovisual devices) where the
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such a e - i ften used in TV decoder systens. 21
Nf ~I R iai&%&g%ﬁ@%%ﬁ%v%@ 701510 ' Whilst providing a particul arly
conveni ent way of housing the integrated circuit or a chip b used in the
invention, a smart card is not the only solution available. For exanple, in
onago r eaniikkathé privr aft teehridiy used B Wotecting Bormputeta&Q by BE veiume deicripteie Regddri n t he
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met al | VelUBSAEsiedd y“%’é"B‘?Wﬁﬁ@&d'dws isrpagicylatly yivanipger s where thereptippdet t e
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20  Inthis context, a smart card provides a secure and durable means for stocking the key necessary for

decryption of the volume descripter elements. Equally, the cost of production of such a card is

relatively small in comparison with, for example, the price of the recording itself.

In this application the term « smart card » is used to mean any conventional chip-based card device
25 possessing, for example, microprocessor or EEPROM memory for stacking the key. Also included in
this term are PCMCIA cards and other portable chip carrying cards or devices having alternative

physical forms, such as the key-shaped devices often used in TV decoder systems.



I n one enbodi nent the key for encrypting and/or decrypting tée'r Iur;r_en,)
descriptor elenents conprises a key diversified by a manufacfu m goist ant

representi na a val ue associated with the 20 identity of the support medium
or the rec¥Pd¥®?%ta, for exanple a serial or batch nunber. RGIABAS/RISHYY a
sinpl e encryption algorithmcan be used, diversified by the manufacturing
constant, to provide a cc unique key and a unique encrypted vol une

.descr i pWbilst pravidingat parfiayfarlyreenvenierd vay obltoupng thedmiegrated eirauh pe« hiny» need i the
generated for a given batch of recording supports or for one particul ar
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such as®PRS"H" 'ﬁ&%ragetdccfrc‘%{tr?msbﬁ?:%dé"atggg%lfsmﬁgzhgﬁ'@ﬁ%wp(?ﬁr"gg%?’ypti on keys can
be thought of as identical. O her enbodi ments are possible, using .
publiclprivate key pairs, for exanmple. 30 4 2 1 ~~~~~ ~~~ 2 WO 99/15970
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vol ume el enents are re-encrypted by the integrated circuit according to a
new keyhagesar siggested) dorskampe] in the tdse of DVEE cadsettbsovheca et of hetallicntacty piagd

vol une el enents being thereafter recorded on the medi um by the reader,

r epl acibegprevinedonaniexiggensudarercl the cassetd hrusing, |the eontasts\geging tran integrated cifcudf t he
systemis | ncreas entification 5 of the integrated circuit with

d the id :
e et eIl et ok Ping, clece Reftacima Be shasach By Soiortesroning, Sth

i nt egr L I j -1 ; ol OF
exarn] SRARE ! (liceHBkES B FABHA, Qhals BRIARNIIY nEGRRL B lan 0
Wi tjh t Rge iddoeddrder. t he encrypted vol ume descripter will quickly nutate with
each playing of the recording, such 10 that no two recordings will open
with the sane key. In one enbodi nent, the new key generated by the
integrated circuit is diversified by a value associated with the identity
of t he Suethaeplutigroavoidethg need; forsthe gravigion 9f atseneart caeiaat thy likerie conjtinetipn avitathe
circuit fromthe reader. This rmts the recording only to be read by that
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reject the value read fromthe reader if this does not match that stored in
t he methelnousi®f) as may the costs of the elements of the reader used to read the support.

In one embodiment the key for encrypting and/or decrypting the volume descripter elements
comprises a key diversified by a manufacturing constant representing a value associated with the
20  identity of the support medium or the recorded data, for example a serial or batch number. In this way
a simple encryption algorithm can be used, diversified by the manufacturing constant, to provide a
« unique » key and a unique encrypted volume descripter. In fact, for most practical purposes, the

same key may be generated for a given batch of recording supports or for one particular recorded

performance.

25
In its simplest form t{lle key algorithm used in this invention can be any one of a number of known
symmetric algorithms, such as DES or RC2 etc. In such a case, the encryptionldecry-r.a;ion keys can
be thought of as identical. Other embodiments are possible, using public/private key pairs, for
example.
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However, in an alternative realisation, the systemmy be programed to

all ow an update of this value to allow, for exanple, for the pZ)S‘lsf‘MRI Fig

. that the reader has been replaced or broken down. In such an enbodi nent,

t he integr HEY/5PTCuit conpares the identity val ue read fronPCREBISNPHOr t
mediumwi th that read fromthe reader and, in the event of a m smatch or

di fference between the two, acts to decrypt 25 the volune el enents using
the prev abs restiastion bfcteatmethodvarl the ifvesting the vormny iemgnteael ranamsted hgrgaf t er
to re-encrypt the volune el enents using the new reader identity value from
t he readudegrat®t eireuit\accoringr toj loawikey geasrated tandrstareplirathe integrbted straite the re-
together with the previous reader identity. In the former case, in order to
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. predeterm ned “nunber of authorise entities_ to be stored, so as
to allow the recording to be played on a nunber of readers belonging to the

user, for exanple. Wth a limted nunber of reader identities, the

i nt egr aFheinew keyuimay dbagessadted Yy therintegratadh cimuitiusing edamonberpsafdocdrdompammbet ween

the authorised readers. 5 The present invention has been described above

| ar gel yoenerates] for iesAmele (TRes: sivest iBcthe eapedil apbatch efcreputdinos initialy @herged wiudhe as

pre-recorded . CD etc. weyer, as w.ll be reci ated, the sane

t echni qfﬁé“%'éﬁ)f%gé eaim‘?%%?i‘{”be ‘%ﬁ(ﬁ%r Wl yicy mviate with %acgﬁgy'f’ﬁdé'ﬁé eeaEdng. S4ghi on

t he,sup i o Qr. ifts first insertion in the reader) the

pr eéinc@gt(r)#tgﬁgéég?sldog%i@{d’eﬁgkrﬁ{ggrsg%gééygi rcuit being 10 necessary in order

to decrypt the volune elenments before the reader is allowed to wite any

data onto the blank nedium Such blank units al so possess a set of volune

descr i pinesneckmbadiment, $enmeevo ke lgenasdtedvibly cthe drtegrbied eaircuity jst divkrsified dsys e rvahed

above to ensure that the units can only be read/recorded on in the presence

of 15 t3fecdiated wih theyjdentiy of the repder, fos gxample ineerigh numbes readiby dhe ntagrated gircuit

d o hi i.on. ff [ hori sed
copi os o1 Deckile | RnePR X solins G e PR BB o on. encr ypted form

on {she recording nmedium Accordingly, whilst the term reader x is used in
the text to generally refer to devices capable of 20 readi ng pre-recorded

di gi t alin Ak ambotiment, @he Galiied akxcititad Gfith [tHO Ghchtty | S ahe) tadEtay isrsi iR AR RUgpoRT
writing or recording digital data onto the support nediumin those

enbodi mesdiun whe compared roslthe drftegrate cidat awithsthe avalieetdad directly fromntbe eedsiedionent
the present invention extends to a nethod of restricti n,gFtaccess to recorded

di gi t alSuBIsaueRt 22adingswil 5 EHis2tPa the indegzated ErcHih @12y SMPYSEES theatalie B BB | as
will b qhearggéegﬁitﬂg 8&5 nrobrﬁat.l:mﬁgtrgtérgg'inrﬁ?eymedium.
20
However, in an alternative realisation, the system may be programmed to allow an update of this value
to aliow, for exampie, for the possibility that the reader has been replaced or broken down. In such an
embodiment, the integrated circuit compares the identity value read from the support medium with that
read from the reader and, in the event of a mismatch or difference between the two, acts to decrypt
25 the volume elements using the previous reader identity value from the recording medium and
thereafter to re-encrypt the volume elements using the new reader identity value from the reader.
The new reader identity can either replace or be stored together with the previous reader identity. In
the former case, in order to prevent an uniimited number of readers from accessing the disk, the

30 integrated circuit can be programmed to carry out this operation only a predetermined number of



equal ly be applied to the protection of computer processed data. <.. The
present invention equally extends to a nethod of nanufacturing hM{iRi.(8
support ne iuiyland integrated circuit, for exanple as incorporated in a

smart cardV40MUe in the nethod of the present 30 inventi ofCT/E398/03519
f~~~~ ~~ 2 WD 99/ 15970 PCT/1B98/ 01510 A preferred enbodi nent of the
I nvention will now be described by way of exanple only and in relation to

_the at tiR#fedn thedrliensase; e {ffRaraiedriyibtan &e Proomsireaddn pemitaeradelgsmines numper
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read, ngeafert Bongtle RGeS of ol AL 21k REERZ AL Gl plldfied
Ref er r idiguit @anfa@y'perrit anlUd@miBddaiimblibf th g SPsuslantng Ritdfised rdiddrd @l recording -
I ncludi ng an encrypted vol une descripter are shown. A first encryption key
Kf i5s obtained and diversified at step 1 by a manufacturing constant Cf to
derive a a unique ~ key associated with the recording in question. The i5
encr yptlihgrprésept iRfentieihascoegn descrikad ghowsriataelyrin saition taathe arotectigmmfenreresorded
encryption al gorithmkno one skilled in the art such as DES, for

exanpl é?cqﬂ%gsné‘fﬁﬂfaécp{?ﬁc%e‘i gR@t (S\‘?ltR%fs gicn Howeyen ASaHll Pe GRRreciatgmithe same

val ues ' ' i NG L QR gl ing the serja
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etc recorded on the CD-ROM In the latter case, the same digital key wll
be genthelankniegiumi| | recor ded versions of the sane

Such blank units also possess a set of volume descripter elements, some or all of which can be
encrypted as described above to ensure that the units can only be read/recorded on in the presence of
15 the stored key and, if desired, in one or a selected number of readers. In this way, protection can be
afforded against unauthorised copies of the ultimately recorded work that is stored in non-encrypted

form on the recording medium.

Accordingly, whilst the term « reader » is used in the text to generally refer to devices capable of
20 reading pre-recorded digital data, it is also to be understood to include devices capable of writing or

recording digital data onto the support medium in those embodiments where recordal of such data is

carried out.

In one embodiment the present invention extends to a method of restricting access to recorded digital
25  data, in which the data is audio and/or visual data. However, as will be appreciated, the invention may

equally be appiied to the protection of computer processed data.

The present invention equally extends to a method of manufacturing a digital support medium and
integrated circuit, for exampie as incorporated in a smart card, for use in the method of the present

30 invention.



25 performance or of the sane film for exanple. Although |ess secure than
the realizations in which a manufacturing constant based onZﬂeMA%cZﬂﬂQi ng
o mediumitself is used (eg the CD ROM serial or batch nunber) the |evel of
security pVeWPAEH%by t his enbodi ment may neverthel ess be sufBGTABEHEIS Gy
commer ci al purposes. 7 WD 99/15970 2 1 MAR 2GG?. PCT/1B98/ 01510 The

uni que encryption key obtained fromthe diversification of the first key
Kf is then used at step 3 to encrypt one or nore elenents of the vol une
descripter |V associated with the recording nmediumin question. As nmentioned
in the 'i\ﬁfetf%ff@ambaﬂ'wewé thdavegiongvik, pav PRedereder iop ey Ofi 1ampi@ ofly andin selatigngi t al
Tecordin | | -known in the art. Such a descripter contains a
. nunber t8 eﬁtﬁaﬁ@e@ﬂ%@,ﬂég}é\ﬁ:bi ng characteristics of the recording (anount of
- data stored, |ayout of digital blocks of information in the recording etc)
that have to be read and assim |l ated by the reader before the recording can
be pl aymglre ThepfesériBthedtefishia ti® kiea®nds iiditaPéupporf MediBmJinviRiB cdéda tGD ROM,
_recording nmedium (CD) CD ROM DVD etc) is 10 usually governed by an

i nt er ndndiuding arsatdgrsbpattially enaypied volupredtescripter end a smart oarp atnitdining thy dearyptioen
different readers. In the case of CD ROV, for exanple, the format of the
vol une K8¥s®¥¥i pter is governed by the international standard | SO 9660, to
whi ch the reader of the present application is referred. 15 If desired, all
of this information can be encrypted in one enbodi nent of the present
i nventi i i ; ] 4 i
descri gﬁge%rrewl %Eatsg}%fsg%tg icgrg%l&i}thn\c}é? Fegﬁltn b? {)ﬁr?é g@?'%ﬁ%@?&%lﬁgé% ecor. |eﬁgs a
mone efFigued €nt sol ution may be based on the encryption of only certain
el ements of the overall volunme descripter. 20 For exanple, in the case of a
CD ROM the data found at the octet positions 129 to 190 of the vol une
descripter as defined in table 4 of the standard |1 SO 9660 may be encrypted.
At t heREfeFNg 1o Gawe & e $18PF BwhR gnapufestures off  dighel zesoating) inguding am eagryRtedy
| ogi ¢ bl.ockl 1408 o h tableldl to, 144Positi on. occurrence of
pat h té’t%'f’%eo"%:é?ni‘/)%é i §l5?%"?‘11(!{3 ﬂ%gg'lc lﬁﬁs??yl Iéfn'so°1b 5’69 iagﬁgwgﬁ'géc)%?tr% cé b@ffa pat h
tabl e @fanltREridglébAstait k32 Bk bl OMiRE »Xef dEdoRRRE m}f trfé%&r&ir?d)ihﬁ[liégﬁoﬁ.yfﬁe ML53
to 156Position of optional occurrence of path table of type 57 to
19QRec endtyptign Gby Knetebel abtaindderofDiont any $takdardBsymmitric encriiption agodthM@nB®n ib970
PCT/1B98/ A 510 As will be appreciated, whilst the descriptor is here
descr i besiskiled én the p puch@s HESDIcRENMMlesk, t he

The manufacturing constant Cf can be chosen from a number of values associated with the recording
in question, including the serial number of the recording medium, for example. However, in a
20 simplified embodiment, the manufacturing constant Cf can represent a batch number associated with
the production of a batch of CD-ROMs, or even a serial number corresponding to the catalogue

number of a film, musical performance etc recorded on the CD-ROM.

In the latter case, the same digital key will be generated for all recorded versions of the same
25 performance or of the same film, for example. Although less secure than the realizations in which a

manufacturing constant based on the recording medium itself is used (eg the CD ROM serial or batch

number) the level of security provided by this embodiment may nevertheless be sufficient for

commercial purposes.



present invention is equally applicable to other formats of digital

recordi ngs of audiovisual or multinmedia type data including iu_ﬂ}&\
descriptors, such as digital video disks or the like. 5 Retukn Rq’fﬂﬁﬂ'gure
1, the sel W&¥@5&0%enents of the vol ume descriptor V are:readPET/BBasi1610
support nmedium 2 and encrypted at step 3 by the diversified key Kf. The
resulting encrypted el enents of the volunme descriptor, designated here by
EL(V), Hee« yirskeAnerptiqpdeyoigngddipmubediveraflicstionsst i fire keyhis thenused at piep 3
support, 2. The support nedium.thus forned ipcludes un rypted digital data
repr eséﬁﬂ"?‘i‘é"qpﬁ% °E%°E?u?l?{"e6’fs %rpr‘f? %DE' r F?{ﬁtefglﬁiff?fg‘?do‘?ﬁ'&tqgﬁ\éf:ﬂgﬁng\m fyrmyin
parti al e LBk ] i . s e (M 8 g [}
recordi uéSt@é'nn/ggt h{ggdxérﬁgggp \E/rvtl\é 'Itq tﬁo‘ég é{g}r‘fu@guulgggf%n‘{ah eec?éégrt'é{%r{h Iéﬁe%yﬁéﬁj %ﬁg%@r to
perm t raddraigshio’d StdeptS@l-khewrdBORS art! NicH 3t dbstiptdrBnBiAB ROKUmbet bf b@ments
necessary to supply the user with the key Kf and diversifier Cf. In the
pr esentdesdibingi ¢hardcieristios ofathel ascdding GEmathe of tdatae stofed, tdyeutl & HHRIRASRE @in )
integrated circuit nounted on a snmart card. The smart card is sold with the
r ecor diinfgmatiercin theaecargieg etehithet hevectouksereadeand | dssimélpted by dhe weadembefore the .
recording in question. The process of decryption is described in greater
det ai | "#5a14RE c2\PE REYET-t he decryption key, any copies made of the recording
are unreadable. As will be understood, the information stored in the smart
card cannot be easily copied and any of a number of techni ques known from
other fri&lfifat d? tehidiiineSBREdptes #r dgiveh Qigh) retRfng Radilich 16D, &5 RORNBVD &grisis
etc) can be used to prohibit unauthori'sed access to the decryption data. In
an 1@l t esuaiy igueensstbby anemématiohs dtandadeer fdem Sh @Fded to lRnéule icBinpgabaite Betietg Ui t
enbedded in the body or housing of the digital recording nmedi um

| ncor pdifferentorgaddrs.a Imithe egse of €DsBPMa fohiexaritia the fermatofothe yolBie rdeseriptir rig)
mediumis a known techni que and has been suggested for exanple in the case
of DVHEPVEHEE dytthe INfgiRstiana stanfard, 1SQEFG. (te whiel Hieatepder i JhepRressinb aRRIERHIOB S an
ext eripererl%grface of the cassette housing, the contacts |eading to an
electrontc circuit, such as an integrated circuit or chip in the interior
of the housing. These contacts nay be engaged by a correspondi ng set of
contacts in the receptacle of the recorder to enable comuni cati on between
t hes i nif egsiededll of itidsiirtforaatibnt dae hei eleoyptediCiaraher emtddingent of thik present- invention\\D

99/ 15970 PCT/ 1B98/ 01510
However, since a part of the information in the volume descripter will be effectively invariant for all

standardised recordings a more efficient solution may be based on the encryption of only certain

elements of the overall volume descripter.

20  For example, in the case of a CD ROM, the data found at the octet positions 129 to 190 of the volume
descripter as defined in table 4 of the standard ISO 9660 may be encrypted. At these positions, the

following data is found :

129 to 132 Size of logic block
25 133 to 140 Size of path table
141 to 144 Position of occurrence of path table of type L
145 to 148 - Position of optional occurrence of path table of type L N
149 to 152 Position of occurrence of path table of type M
153 to 156 Position of optional occurrence of path table of type M
30 157 to 190 Recording of index for the source index



Such .an enbodi nent is as equally resistant to unauthorised copying since
possession of the physical recording in the formin which it vwag MaRd?302
_theruser is a necessary condition for playing of the recorded data. 5

Ref erri ng WOWAYW¥i gure 2, the steps involved in the decrypPCBABLERUSIO
subsequent re-encryption of the volune elements V will now be described. As
ment i oned above, the values of the encryption key Kf ' and diversifies Cf
.are stored in an integrated circuit nounted on a snmart card 4 associ ated
with the support nedium 2. To read the recording, the smart card 4 and
suppor t‘\szm%ubé %pﬁgeeﬁteédWh Ist_the tesgripten fsr hate &egqrigeds in; flaony 041 6P BOMgHisl: tthear d
readers_ar nd the d|f|c L reader, for
exanpl &7°° ?’ﬁ 'inﬁecﬁt'ude V"Qué?] PPIERG %I%’feraf rlrﬂaas BI d'%J F%ﬁr%?ﬂ?l of ay %I'séa'sf’ép in
terns [ [ t thod of Figure
1, theﬂ&g@@%%ﬁ%@%ﬁi Qu%fdggé}?ﬁﬂs érrt;cr?u ac Pﬁr\@gga%‘%ndsr?%r'\'ggﬁ stored in the
smagt card 4 at step 6 and the resulting diversfied key used at step 7 to
decrypt the IS encrypted elenents E1(V) read fromthe support el enent 2.
The deBelypiingoto Miguwe dstheissledet eleraehtoat thaivbloma destipenirare esad droanitie tshpport

decrypted volune elenments V are thereafter sugéol led at step 8 to the reader
5 so a@eﬂlsmﬁeanﬁqncwet&alahﬁepcﬁ byt ‘Héd&"@!é@?djk%&f The resulting enstveted elsmengiafthe | t he
encr ypt elenen

dv eta ned ppor t and 20 t he
samda_ KRG 92T ‘E’oﬁ%sfgé.’ﬁ E’fre %@ ab“ﬂt PRE ‘iféff‘ tﬂ’ gﬁ B’@ %iging & feﬁ‘eatﬁ Puture
read n@g égéfol ?ﬁ{&fﬁgbﬁﬂedlm %rme#i TheftiaBS EIEG%E gtgd % %ngrgé{e?tnpﬁg the

decrypte nts are thereafter re encrypte

neyy ensuiR/eriRsl re¢alding .rEa&evaon%getﬁeﬁwltroatpgmalryebr SHIAIP ehoryptdd VoRime de8cripidrt 43l
value E1(V). 25 The volune elenents V are re-encrypted using a key based on

a r andwittbe terethe Rageadirgratmetbdrgadwitt@ntonequivalpsteactgptioakelom nunber gener at or

10 within the integrated circuit of the smart card itself. ' The random

nunber Ris stored in the smart card to permt subsequent decryption of the
of the recordin

| di | hi . h
o orln St Bt en BFaEd bk MR 4 1R G b bea s neeesarto SShky he®
recor qjse.gwmﬁﬁs Qe)lKif?f égtagweéﬁ& &f rHﬂé 5%?84} f@%@&%nﬂémw&m %ilate SHEGIEH YS! NY

30 the sane dlver5| | es
15 EEPROM of an integrated circuit mounted on a smart card. The smart card is sofd with the recording,

such that the legitimate user may listen to or watch the recording in question. The process of
decryption is described in greater detail below. Without the decryption key, any copies made of the
recording are unreadable. As will be understood, the information stored in the smart card cannot be
easily copied and any of a number of techniques known from other fields in which smart cards are
20 used (banking, telephone cards etc) can be used to prohibit unauthorised access to the decryption

data.

In an alternative embodiment, the key may be stored in an integrated circuit embedded in the body or
housing of the digital recording medium. Incorporation of a micropracessor within the housing of a
25 recording medium is a known technique and has been suggested for example in the case of DVHS

cassettes where a set of metallic contacts may be provided on an exterior surface of the cassette
.

housing, the contacts leading to an electronic circuit, such as an integrated circuit or chip in the interior
of the housing. These contacts may be engaged by a corresponding set of contacts in the receptacle
of the recorder to enable communication between the integrated circuit and the video recorder.

30



2 ~ h~~5; ~~~2 WD 99/15970 PCT/ 1B98/ 01510 In a preferred variation, the
random nunber key is itself diversified at step 11 using a anu]em\Qagsg‘Zom
the reader 5, for exanple its serial nunber Ns. The diversifier value Ns is,
stored t od¥PHR#MSMWPth the re encrypted vol ume el ements E2(V) RETABSOLUPpOr t
2. In this enbodinment) the value Ns is stored in the 5 smart card 4
together with the random nunber R At the next reading of the recording,

.t he sniuch earmbodimertdsas ¢nvalyenesistentriol nipaithoNsedfaopying diree Ipessesiorboft thg pitylsiesl Wi t h
t he val ues F2( and Ns stored on the support 2. Assuming the sane val ues
of t he raeFqing innfiRIM RWhighelt Mmea Foldrte e urer i a deressary wanditioppior plaging phibesnar t
‘card then ge ates the 10 decryption key fromthe stored random nunber

val ue If?‘:(?ﬁ%d §Persifier Ns to decrypt the volune elenments V so as to permt
readi ng of the recording. As before, a new random nunber is then generated
and a new encrypted val ue of the volune el enents generated and witten in

t he s SURRRIingZow fo Fidife 31AE btepioved iR B AtypliciPshdt fUBscRBEM ri@hdiitioR br thée
serial numbér Ns fromthe support 2 and 15 reader 5, thls indicates a

di f f er esiuime e@eentsi \Swill dowbeidegeribed: dAS Mentned biwe tAE Gdlgisng thelerichptig kel IKFs may-
be indicative of an unauthorised or fraudul ent use of the recording, it may
al so sienpHiyersifieli €fzare stored iy S8 rintegiated ciriulf crainied ©nracsioksl cant 4 lraspciateduwithahe of
readers. Thus, whilst the smart card nmay be sinply programed to reject the

val ue REPPPEAPEIYD A t FR 53918 reansdings dhe émP’éfca?e“ {399 FHRRYE? afeh insertadyindhe

| t | t f di nb
of U 1 ety b lend s o TR SR ealists BRI aRin 2t A€ Iidndhen A EORAL T o
i'S1Pr Ogf ARG e & ekdhitie, to Mellifiea emsr%arefsnoaweméﬂ@a ?éﬂat.bay reétgﬁn\féhy ? Of

the serial nunber Ns) the serial nunber read fromthe support 1s use

di ver sthkyndnbactuaiydoooekey so as to correctly decrypt the voI unme el errents. 25
Thereafter, the new serial nunber Ns read fromthe reader is used to
re-encrypt the elenents and this new serial nunber stored together with the
re- encr [’)}t ed vol une el emsgt,__s on the sg’%port In this enbodi nent, the_new
ser i al Ah{niBe PNTERSPR Bledof 88 Flghesy 1. JiRs keyeifi in divergifed by therRanuictyng gonstant Cf
progragm&lr{? e ThzR%a fbf %t %t%y?g a%d tﬁéq%slﬂ{l%ﬁdlversﬁeldl l?eW\x%QA ¥t s"%e:l '7% dggy&lt't{goer of

exchanges exanp
IS  encrypted elements E1(V) read from the support element 2. The decryption process is carried out

within the smart card and the decrypted volume elements V are thereafter supplied at step 8 to the

reader 5 so as to permit reading of the recording.

In its simplest embodiment, the encrypted volume elements E1(V) are retained in the support 2 and
20 the same key Kf and constant Cf stored on the card 4 can be used in all future readings of the
recording. However, in a preferred embodiment, the decrypted volume elements are thereafter re-
encrypted at step 9 to form a new encrypted value E2(V) written onto the support 2 over the initial

value E1(V).

25  The volume elements V are re-encrypted using a key based on a random number R generated by a
random or pseudo_—ranggm number generator 10 within the integrated circuit of the snEEt gard itself.

' The random number R is stored in the smart card to permit subsequent decryption of the volume
elements at the next reading of the recording. In this way, the present embodiment permits the rapid

individualisation of card and recording, even in the case of batch of recordings initially encoded using

30 the same key Kf and diversifier Cf.

10



WO 99/ 15970 PCT/1B98/ 01510 or 2) of the serial nunber on the support. After
thi s nunber has been passed the card will refuse ail subsequer% {eMeRamges,
havi ng judged that fraudul ent use of the recording is taking place. In an
al t ernat i WO 9@ nent) the card nay be programmed to stor e RUTABS&0I5H0
nunbers of any new 5 readers in a list in the support. At each reading, the
card checks to see if the serial nunber of the reader corresponds to that
.of the reader | ast used, that is, to the reader serial nunber used to

encrypt the volunme descriptor at the |ast recordi n%;. | f not) the serial
nunber N3 egfeTgd ¥31iafion the rRedagbITReT keyaiRisrildivarsifieg at stepstt ysing valyeirepdifomd f r om
the support for. use in.decrypting,the volung elengnts. 10 T C al so
checks B%oreidéég‘i fpr %xﬁ@p'gét? F?ﬂayﬁ‘l'm%g rNs'os he ﬁ'éefgﬁeééf @'H%rﬁf ésa%%Fg@Saﬁféa‘% %10 a
nunber i | f t : { i al
number AR e Gk EADForiiiP it 2. in e BuREN, 1BVRION: Ry e
di ver sidnyrt tdre 4 toyathemnviluidehdsh himgertle re-encryption of the vol une el enents
for the next reading. 15 Once the list reaches a certain threshold, for

exanple 2 or 3 authorised readers) the card may then refuse to add any

further serial nunbers to the list and, at the sane tine, refuse to pass
t he deétPphed reasingrat thel reprsding theosmarbeate @gerds thereirigl nusbsa NG fom theaseadeydn t ake

pl ace before . decr j.on e such that the card wi |l refuse to decrypt
t he vol°§faee 'é%ﬁfé”?%g(kéa@éﬁg%ﬁqa‘i“ e supReg rA%HWB'Er“!“? gangoYalyes gheon t he
conpl e L t i . C (] j i ment
i C pirier Ne G rbl o3 nd CHEY 5 antf b G TRE SRR b ol bR fRR R T
enpdi RRJptiRORSEFHE thel i6red (¥RBMAGIMBEN FhIuE RISRS dil@YiidIassS th@dchBehe ABKmRl t he
readers in the fist an unlimted nunber of times, as may be reasonably
demandegeménts ¥ sosas tovwerinid uéadingyofftha nebotdigt Asibefote] enew @bdofdanuaberdnthean t he
above described realisations will be apparent to one skilled in the art.
For exganprated apf B new eRYRted \alie o Feryakimg eflis gengratediandwisten i theisupport 31 at i on
to a pre-recorded disk or device, it will be clear that the sane principles
may be applied to blank supports such as bl ank digital disks or cassettes,
si nce I r rOV | A I ri.pter
i o heS e el e A i Pl A ekl 1@ P HEFur S T
degcr i rogdbr 3AN ehdicdids a dRfefenbreaderddVBaty beiVyua td R3d theReddrdifs) BARI RGNS mal he
first insertion of the mediumin the disk, the presence of the assocl ated
i nt egrbetindicativeraf @n tnanitorisageor freeddsnbivse of thegreheding, & mag @lsp simpiylHiedicatd theraser

el enents before the reader is allowed to record or wite any data onto the
bl ank 178 MPiAeed his eeadsr @6 Bacnumber pldeqd@iegrated circuit will al so be
obligatory at all future 5 readings of the nediumso as to prevent the
unlimted copying of any information eventually recorded ' on the nmedi um

As befm@,whﬁmnéiﬁﬁérmr@qaay% WikbIE86hmRleato RiRIMPRLAILETS B8 fréin BRCGENRFed and
re-recorded on the support, for exanple, using a randomy generated key,
ared t akid ng rdfiseClo alecrpptinthe aolyme RdungEnss, o ditb@atv@ dnitiodineat isopefesdt @iwhigh an t he
vol ume descripter elenents related to the change in conposition of the

suppotimited gymiet Hisiflerent readers Mavaakcesnhithe daa.a In @80 see emhediment thee3@dn t wo
consecutive recordings, made on_the support 1 2 1 c~a~; 2aa Al 5 1.
2 ot ROErRSmcUEh ik T dee 20 b Patuten g vedss b assl ARG Nehe
suppor.t. . i i L r i i AT Iefe §ion
oy, e ega 0, A |cRLE R BEE Glerit e SRRIA o Lorehly CERRURE

corr egpandeegesscrypti on key one or nore elenents of a volunme descripter
for providing points of access of non-encrypted data on the digital support
mesli um recording the encrypted el enents of the vol une descripter together
with the non-encrypted data on the 10 digital support nmedi um and, when

accesJIhergafien dneieyi sepa! nympgidYs reabiom e readenly ustrblorfreagYRi theplaments nd this

d ti Kk t.the t ed t f th | une .d .| pt
and 1+ B G b sl HRbon PHCBE ¥ ReFuRIEL TR eferp R Y SRt T Mg o
non- eppbydih& fatRwolerdd) fumbel eplacSd RROLleviBEI s number. The card may be

programmed by means of a flag or the like to allow only a limited number of exchanges (for exampie 1

11



15 2., A method of restricting access to recorded digital data as claipned in
claim1 in which the integrated circuit is enbedded in a sma@tl d¥d 203
associated with the digital support nedium the smart card acting to
decrypt t hWO9d6F978t ed el enents and to pass these to the readaIT/mBY8/AES5100
permt accessing of the recorded data. 20 3. A nethod of restricting access
to recorded digital data as clained in claim1 in which the first key is
st ored ¢rp)ahthersedg mameer ani the stigpore e dednintbet hes teen Pastgd Be dahBwillvddiideddil
support nmedium 4. A nethod of restricting access to recorded digital data
as cl ai subdequantaxghanges lhavinggudget thaBfraudulenmtiuséofttheeretordisg iskakingporr i ses a key
diversified by a manufacturing constant representing a value 25 associ ated
with the identity of the digital support nediumor the recorded data. 5. A

T ST o S R S R o o0

2 9% jeRersh Pustfn fﬁgtsh%nofmrega% e e ESERRL 8 LEGAF oty 812 05

claimed 1n any of clainsg 1 to enents are re- encryp

the i nt;gsdert@Fbspbridsd thabEr e dided Iabtusad, wsk@xng.@a@éraéﬁdn@mr ﬁééartﬁénérgott he
integrated circuit, the re-encrypted el ement s bei ng thereafter recorded on
t he di ghd abluse pﬂpscrlptqmad therfadb yedohdingr el detr thersepalaintbgr tded tpreastypiLise yolume
encrypted values. 35 7. A nethod of restricting access to recorded digital
dat a aglementsasdhedpdireadiba isTeathirarmthe seppae for kes/inidscrypting thetvelump gleanentandom or
pseudo-random nunber generator in the integrated circuit. 14 2 1 M~ 02
8. A rrethod of restricting access to recorded digital data as clained in

clgpm 3 aﬁqbg@o \ém byl be pew {eﬁé BRREr g% eﬁthr%aagp {Eﬁgan%g t§' o Gifthder! S

dlverS| y a va ue assocl a ntlty 0 rea read by
the i n%ﬁéﬁcﬁtsﬁﬂed:lhrﬂ?é%ubpcfrf Qf Mok, e lfHorised »%enﬁ niRb&Eladaka R84 rgtci-;l,,glge,,access
to recorded digital data as claimed in claim8 in which the i ntegrated

Ci I cui sertzd mpabersis ahanaemsdé ito didersityl thy rardbmenusiber edingnhd feeendiyptioh adf tise pglamé
mediumwi th that read fromthe reader and, in the event of a difference

bet weefrlemsatstigidhe pREPHNS t he el enents using the previous reader identity
value fromthe digital support nediumand thereafter re 10 encrypts the

el enents using the new reader identity value taken fromthe reader. 10. A

”ﬁﬁ%dcﬁﬁ? L%ﬁ*s{ lefililed %ecr%ﬁgrg%%eéh‘&dr £F BkAGTL f’ O ta@th?r%@& fealders Cthé"cé?éqndég\hgﬂu aim3

€ new rea entit ue'rep aces revi'ous rea
I dent i fefugéad Had SiyGleér sahatmbdisgb tnalnst%ua m@fnte sERditikhe) reﬂaé th pAsdthe de@ymedn ned
nunber of replacenments of the identity val ue bei ng permtted. 15 11. A
met hodvaiime eletnentstto thg dacaies sTrhmcmmausmleda)de\@nttaﬂe ke befare thé dearpmption stepl ai m 9
in which the new reader identity value is stored in a list of authorised
r eader 84chihat e %ﬂ"é W"a(Pm%ﬁpﬁ?F'D’PtrfﬁﬁjV‘ﬂ‘Fﬁ'e gaments inythe eyent hahiha sepdgl Rwaker dy
reader s_bei I 12. A method of restricting access to
recor d'éc&ft? ”§%F§|e °851p§tegr}5t 3"'4‘%"58‘? 'ﬁageﬁfl preceding claimin which the
digy tal support nmediumis pre-recorded with non-encrypted digital data. 13.
A nethod of restricting access to recorded digital data as clainmed in any
of cl alnrsmbatison hdthi the \eimbedimérian drhigh tral sefisipanibersnard iseqUentialip wittdh Pver @aci 0 i ts
first insertion in the reader, the presence 25 of the associated integrated
ci rcui ch@eihisgfmb@éie@gbpoysasnesdhd egvantggelithet 3/yrer miag pedschetween apedidhereadiers freader
IS aIIovved to wite any data onto the blank medium 14. A net hod of
r est r i e lislyah uplited; pmbet 8 dBEs: AsgneaPe deasanarly dempnded) bY (@ 4387 WieERAMhg
cl ai mtl udVY”ht%}erli ﬁs data conprises audi ovi sual data. 30 15. A method of
manuf acturing a digital support mediumand integrated circuit for use in
thg method of any of clainms 1 to 14 conprising encrypting one or nore
el enents of the volume descripter associated with the digital support
medi unvaigtions ansheodboge Hescdltedkeylisatiods will beiapgprent teons skilbeinttheodrt. t Far ekample, key
necessary to decrypt the volunme descripter on an integrated Circuit 35
associviile @'\q,quﬁhqmgas(ﬂegn g%cntggqm)mcuhag tHlatign tq & pre-recorded disk or device, it will be

clear that the same principles may be applied to blank supports such as blank digital disks or
cassettes, since such devices are nevertheless be provided with a volume descripter which may be

30 encrypted in assoclation with a smart card or the like as described above.

12



21 ~,~h~, ~~02 16. A nethod of manufacturing a digital suppor%wgelkumggnd
integrated circuit as claimed in claim15 in which the integréat'ed cifcuit

. 1S 'enbeddeg, ' a mart card associated with the digital support medium 5
17. A neth é}%’ ?rzﬂnuf acturing a digital support medi um and | REEEFE0AH0
circuit as clainmed in claim15 in which the integrated circuit is enbedded
in the housing of the digital support nedium 16

- AnY. A9. Al . AL. Al _. A AQU. A. Al _. AyL. A5, L. A AFr. AY. A Al nbNwv4 7

d) TZ"kw & EA : l&alk ] ca]
ca] ca] céta]lt?:t1\aéiqj(§?T"céi’ﬂ1 i(E:’g]l’ca] Cgﬂgﬁ%%?%‘i@éa ca ng<a nggls? %ﬁ%‘s‘%%&\aﬂc&: 'tv\cb/?} %11%%] X] c
1 ¢ aU] c natesedry &l Grabicid Heapt eleCaluf] detlend] e b ¢atlieal BIRWERICREFRbOWRE any

aJ cal] ca] ca] ca]ca]ca] ca]ca]ca]cal]cal F@W ! #""" ME#Sr 30N EEE&EE' ((3))) 4** zup
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10: ! 94 Oie &n¢rypiesl edements pf @m)um& descripter dogether Wity the moa-enrryipgetiodaton thavt 555
66§6dE d{@tﬂl@ﬂp@ﬂ: medium and, when accessing the digital support medium, using the integrated
circuit decryption key to decrypt the encrypted elements of the volume descripter and to supply
a reader with these elements so as to permit the accessing of non-encrypted data on the digital

support medium.

15 2. A method of restricting access to recorded digital data as claimed in claim 1 in which the
integrated circuit is embedded in a smart card associated with the digital support medium, the
smart card acting to decrypt the encrypted elements and to pass these to the reader so as to permit
accessing of the recorded data.

20 3. A method of restricting access to recorded digital data as claimed in claim 1 in which the first
key is stored in an integrated circuit embedded in the housing of the digital support medium.

4. A method of restricting access to recorded digital data as claimed in any of claims 1 to 3 in
which the first key comprises a key diversified by a manufacturing constant representing a value
25 associated with the identity of the digital support medium or the recorded data.

5. A method of restricting access to recorded digital data as claimed in any of claims 1 to 4 in
which the first key is usable with a symmetric encryption algorithm.

30 6. A method of restricting access to recorded digital data as claimed in any of claims 1 to 5 in
which the elements are re-encrypted by the integrated circuit according to a new key generated
and stored in the integrated circuit, the re-encrypted elements being thereafter recorded on the
digital support medium by the reader, replacing the previously encrypted values.

35 7. A method of restricting access to recorded digital data as claimed claim 5 in which the new
key is generated by a random or pseudo-random number generator in the integrated circuit.
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11. A method of restricting access to recorded digital data as claimed in claim 9 in which the
new reader identity value is stored in a list of authorised readers on the digital support medium,
only a pre-determined number of readers being allowed in the list.

20 12. A method of restricting access to recorded digital data as claimed in any preceding claim in
which the digital support medium is pre-recorded with non-encrypted digital data.

13. A method of restricting access to recorded digital data as claimed in any of claims 1 to 12
in which the digital support medium is blank prior to its first insertion in the reader, the presence

25 of the associated integrated circuit being necessary in order to decrypt the elements before the
reader is allowed to write any data onto the blank medium.

14. A method of restricting access to recorded digital data as claimed in any preceding claim in
which the data comprises audiovisual data.

30
15. A method of manufacturing a digital support medium and integrated circuit for use in the
method of any of claims [ to 14 comprising encrypting one or more elements of the volume
descripter associated with the digital support medium by means of a first key and storing an
equivalent of the first key necessary to decrypt the volume descripter on an integrated circuit

35 associated with the digital support medium.
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