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| DENTI FYI NG AND LI NKI NG USERS HAVI NG MATCHI NG CONFI DENTI AL | NFORIVAT]

ON
FIELD OF I NVENTION The present inventijon relates to a systw&lmwﬂmﬂmmmd f or
i dentifying and |inking users having matching confidenti al .

BACKGROUND In the Internet, there are many websites for-linkingisedi vi dua
to individual, 15 individual to services, individual to products and to

provi de i nf or NAt$YSTENMIARDAVEHGID FOR IDERTIFYING AND DINKING USERS

i ndi vi dual , servi cesHAMINGMMATCHINGVBONFIDENTRAE INEFIORMATION not have
protection for their subscribers fromfake identities, cheats and
swindlers. This affects true identities, genuine services and products, as
t hey ma)ﬁ al so be deenmed as untrustworthy. 20 As such, people are afraid to
reveal confFrEtmD OF INVENTION i on and withhold information to protect their
own interests. Wth limted or wong information, it is inherently.
difficult to find a good match to what an individual is |ooking for, and

sinilarly iThé prédentimlichfion rlatesith anoystémpaismetitod for lidamnifyiRg dnbdipfinghoi ces
and 25 advertlsglgtp t he bﬂdl wﬂ al V}/ﬂ t is,.needed at the right tine.
| ndeed, manYS8" HB¥INgdBRcRing fen ge'h‘&ﬁ "88?’9? ‘what they truly require from
such wellgsites. Wiile there are al so many trusted websites around,..t hese
trusted websites are dedicated to provide to a niche market only and do not
have the capability to 30provide services, products and to |link individuals
at a gl obal BAOGKGROUNDO tap i nto other genui ne resources. Furt her nor e,
t hough many websites are available to link individuals, there appears to be
few or no websites with conprehensive facilities catering to or 35linking
cor por at i onint thec ditpaed! tiere a@rer pranyt websites Jor Vinkiag, individual atbi individual,
111111]1%113i9|éividual to services, individual to products and to provide information and
search capabilities for information on the individual, services and products. Many
of these websites do not have protection for their subscribers from fake identities,
cheats and swindlers. This affects true identities, genuine services and products, as
they may also be deemed as untrustworthy.
20
As such, people are afraid to reveal confidential information and withhold
information to protect their own interests. With limited or wrong information, it is
inherently difficult to find a good match to what an individual is looking for, and
similarly it is thus difficult, if not impossible to recommend good choices and
25 advertise to the individual what is needed at the right time. Indeed, many times

people end up not getting what they truly require from such websites.

While there are also many trusted websites around, these trusted websites are
dedicated to provide to a niche market only and do not have the capability to

30 | provide services, products and to link individuals at a global level and to tap into
other genuine resources.

Furthermore, though many websites are available to link individuals, there
appears to be few or no websites with comprehensive facilities catering to or

35 linking corporation to corporation, corporation to services, corporation to
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*S100002'2_ 2 products and to provide information and search capabilities
for information on the corporation, services and products. Furthernore,
existing website fail to capture the Jnatural” flow of transactions 5

bet ween persons, either as individual§ or as representatives of conpani es,
organi sations etc., in particular when those transactions relate to

confidenti | r ' , I ' e NIy
BbroblERr ARE td’gaovﬁfe thebinvation aride) gﬁgﬁi(i:‘%cﬁéédhﬂfeb%r iffétmatid on

websites have not managed to replace or conventiona

per son- t 0- pEESOPArAteR Servieessanthprasight i ati ons. 10 A need therefore exists
to provide a systemand nethod for identifying and |inking users having

mat chi ng confidential information that addresses at |east one of the

above- nent i IofiEherpmoss| existingl websikaviadyta gapkise thenpatufgli Mownef apsactions t he
present g NVsSiveRR ' r Qvi:ded: Y ' hdaV i L nki ng
users haslvi ng m?@h?%\rgsﬁﬁn%?hdée}n%a{ﬁ&?ﬁ? 8%%% %gnPé@Sé%ﬁgﬁ%%%P g%oc rrprlr'%%]l ng: a
dat abase f opragnisations etrer in pAdicHiar iwWhen thasentiangactiops Helate to meafidentialr e

data fields; nti a td t Ny i re
Sinf 86/ N AR altediaShr %Qﬂf _écgﬂfﬁcf)s, Qﬁsﬁa"{’% i85 "RAVE hét

associated W th respective confidentiality [evels; I ng engi ne for

i denti f yi ngnaaeged tyrepiacsr arenhance ihe isenventional peeon-tarmersen 3¢\R$a1§ionm t for
l'i nking twogff ndBYtRtEREr S associ ated with matching information identified
by the 25 matchi'nhg engine. The linking unit nmay alert the users associ ated
with tH® matching informati on by sending el ectronic nessages to the users.

30 The syst @G tHEiohe lexfims irﬁsﬁae%yy@hff%homemﬂ fq ﬁbﬁﬁgn nd
facilitating negotiation between the usefs. The comuni cati on & FOF m may
conpri se orlthking weers baving grajohing sesfidentia) information thal addresees agdeast

messagi ng g LRk gPBve-mentioned problems.

16
SUMMARY

In accordance with one aspect of the present invention, there is provided a

system for identifying and linking users having matching confidential information,
20 the system comprising: a database for storing user information in a manner such

that one or more data fields representing at least a portion of the user

‘information are associated with respective confidentiality levels; a matching

engine for identifying matching information in the data fields; and a linking unit for

linking two or more users associated with matching information identified by the
25  matching engine.

The linking unit may alert the users associated with the matching information by
sending electronic messages to the users.

30 The system may further comprise a communication platform for facilitating
negotiation between the users.

The communication platform may comprise one or more of a group consisting of:
an email server;

35 a messaging application;



* 3 an Internet tel ephony application; and a video conferencing application.
The database may further store data representing reference information for
5 users. The system may further conprise a referencing platformfor

di spl aying reference informati on of one user associated with the matching
information to another user associated with the matching information. 10

The reference pl flﬂfeﬁ?éﬁéieﬂi& i#’gliéd.ti%sar{oo ot her reference information
'n [ i

associated with the reference rmation di spl ayed for establishing a

chai n of ref er erfc\dded eanfergnpiparpplicationy t r ust wor t hi ness of the respective
users. 15 The other reference informati on may conprise reference

I nformation stored in the database of the system reference information
stored at arfhexdatabase gpay durther stasehdata represenfingerafenepce unfaneationnfori se a
search pkatfpem for user input of search 20 criteria, and the search
platform’is coupled to the matching engine for identifying information in
the data fields matching the search criteria. |In accordance w th another

aspect of t | ' : ' - OV | f

ot 1 i ng eIt mey YAREL implil bitetefotifl pitond for BRPRGIG Rlerence
t he net hod dafepnatiomef ona usenagsasiated with theamiainhing infornationde @nother usenner
such that 0%‘%s@éia@arvﬁtl’ijﬁfegn\%}c?lk]r%sinfcﬁmaﬁéﬁ.nti ng at | east a portion of user

i nformati on are assocl ate respective confidentiality |evels;
identify¥0Ong matching information in the data fields utilising a matching

engi ne; and qjnki € S@aj.at ' ' ' oAt i on
Cant i1 oq. ot elerict ARl indp Chroys Hhke X dthar RGN dntdinlich,
al erting t h@sgedatedawitlhy dheyrefgrenaeninformatian isplgyed for astablishing auehain ©if ng

the |inking rdpidndes féueé\ﬂhﬁhﬁt?étihﬁ%&mﬁﬁ%of@gtrQEpé@ﬁ/E%sersA' The met hod

may further conprise facilitating negotiation tween the users utilising a
communi cation platform

16 The other reference information may comprise reference information stored in
the database of the system, reference information stored at an external source,
or both.

The system may further comprise a search platform for user input of search
20 criteria, and the search platform is coupled to the matching engine for identifying
information in the data fields matching the search criteria.

In accordance with another aspect of the present invention, there is provided a
. method for identifying and linking users having matching confidential information,
25 . the method comprising: storing user information in a database in a manner such
that one or more data fields representing at least a portion of user information
- are associated with respective confidentiality levels; identifying matching
informatioﬁ in the data fields utilising a matching engine; and linking two or more
users associated with matching information identified utilising a linking unit.
30
The method may further comprise alerting the users associated with the
matching information by utilising the linking unit to send electronic messages to the
users.



The conmuni cation platformmay conprise one or nore of a group consisting
of : 5an email server; a nessaging application; an Internet telephony
application; and a video conferencing ,application. 10 The nethod nay
further conprise storing data representing reference information for users
I n the database. The nethod may further conprise displaying reference

| nf or mat i onTRE (ABoSay FREF Rofibrite! AclfiRingPhedutRlioh bAERh! B8 igerdnot her

user associated wth the 15matching information utilising a reference

pl at f orm TH@'W%GG"W'Q%W%@ Bhpri se establishing a chain of
references linking toy other reference information associated with the
reference information djsplaye . for authenticating trustworthiness
of the respébe memuwaéwatnla%@nh@awmmmser%@ mere,PHR PR consistingrefi
referenagg infornghlepmilngyve&onpri se reference information stored in the

dat abase of the system, reference information stored at external sources,
or both. 25 The AHRPRSAIIMEARPlIERERAY. conprise inputting search criteria; and

i denti fying i nfoppitbmet telphbRy %@Sli@aﬁdne%ﬁa mat chi ng the search criteria
utilising the matchi ng engi ne. I'n a¢cordance with yet another aspect of

the present inveatidsa wﬂﬂ@éﬁf@'ﬂgsaﬂﬂ"@ﬁloﬂed a data storage device containing
conput er readabl e code neans for instructing a conputer systemto execute a
met hod for identifying and |inking users having matching confidential

i nf or mekd onT ?he\a%%%o@a&omh%r femeriser istefingsedata representing reference

information for users in the database.

The method may further comprise displaying reference information of one user
associated with the matching information to another user associated with the
15 matching information utilising a reference platform.

The method may further comprise establishing a chain of references linking to
v other reference information associated with the reference information displayed
. for authenticating trustworthiness of the respective users utilising the reference
20 platform.

The other reference information may comprise reference information stored in
the database of the system, reference information stored at external sources, or
both.

25
The method may further comprise inputting search criteria; and identifying
information in the data fields matching the search criteria utilising the matching
engine.

30 In accordance with yet another aspect of the present invention, there is provided
a data storage device containing computer readable code means for instructing
a computer system to execute a method for identifying and linking users having
matching confidential information, the method comprising: storing user
information in a database in a manner such that one or more data fields
35 representing at least a portion of user information are associated with respective



information in a database in a manner such that one or nore data fields 35
representing at |least a portion of user information are associated with
respective 5 confidentiality |evels; édentifying mat ching information in
the data fields utilising a matching engine; and linking two or nore users
associated with matching information identified utilising a linking unit. 5

BRI EF DESCR'cBﬁh@htGﬁgTHEelmmg makeRrY infGiHaBoR fin tHECdAtARIYS Mlisigl 4 Pe

better understood and readi |y apparent to one of ordinary skill i1n the art
from the folMIGHIAY IRGIRG:eANd litidngyitven or PRoRaylssrs Egsesialed| ¥dthomajchingl i n
conj unct i on jfbifationgdéhtifvd Dfilsing DlitdgCdnit. Fi gure 1 shows the system
architecture of an exanpl e enbodi nent of the present invention. 15 Figure 2
is a flowmhart of the nethod according to an exanpl e enbodi nent of the

present snvention. Figure 3 illustrates two end users conmuni cating
according t ex I nbodi nent. of .the present invention. 20 Figure 4 is
a web user %@Ef%%%ﬁ%ﬁ@ﬁ@?ﬂgﬁwﬁﬁ% enbodi nent of the present

i nventi on. Figure 5 illustrates a web user interface havi ng cascadi ng

referenci ng wi hdows 25 according to_an exanpl e enbodi mrent of the present
I

i nvention. EgeRdiments of e igyentiog willhe betier yndamptagd andJeadiy, apearen ée em

for i npl emeghiensf dramanpeRilllih q&@tanm.e\hﬂhegroﬁaﬁhgrwa&émaégwtm, bavsy ¥l e
enmbodi nent . :%OﬂgﬁTAILI D DESCRI PTI ON The descri bed enbodi nents provide an
intel i §&nt eX@ ¥ 26d iy Fopiunstionwith the drawings, in which:

Figure 1 shows the system architecture of an example embodiment of the present
invention.

16  Figure ZJ:S a flowchart of the method according to an example embodiment of the"

present invention.

Figure 3 illustrates two end users communicating according to an example
embodiment of the present invention.

20 | |
.Figure 4 is a web user interface according to an example embodiment of the present

invention.

Figure 5 illustrates a Web user interface having cascading referencing windows
25 according to an example embodiment of the present invention.

Figure 6 illustrates a schematic drawing of a computer system for implementing the
Intelligent Matching System according to the example embodiment.

30
DETAILED DESCRIPTION

The described embodiments provide an intelligent matching system and method
which replicate or enhance the real life process of persons wanting to transact with
35 each other, in particular wanting to transact with each other for exchange of

products, services, or information.



whi ch replicate or enhance the real life process of persons wanting to
transact with 35 each other, in particular wanting to transact with each

ot her for exchange of products, serV|c§s or information. 6 Sone portions
of the description which follows are explicitly or inplicitly presented in
terms of algorithns and functional or synmbolic representations of
operations on data Wi thin a conputer nenory. These al gorithm c descriptions
and functional or synbolic representations are the neans used by those

skilled in ﬁ?@%&?@omﬁ o/dbe seaesindipn which fellwecgrerrxplicitst erdotplicitly preskited in
subst ance Oftgrf¥edfraig¥piims Qn@hﬂﬁﬁéna‘l |6'r k{RBolicTebfReRtationd Br @de?&fok’é iy 4a?a here,

and generally, conceived to be a self-consistent sequence eps 1 eadi ng
to a desiredihis@ compyiersmenorsr dhese slagritbmicr idescritioas cand fendtipnalanr ons

of physigal sgmBoAd fepRsenBiBhs & #b ?ﬁéarnb%led bg‘g%%tékﬁleaﬁn m%tdag@é roRkS ﬁis 10

capabl e of being stored, transferred
mani pul at ed 3MEHP eanveypeest effeetively the éﬂbﬁamqﬁrtmlsworlatodath slsited mrthe fartom t he

foll owi ng, ign a‘%éljithIIQIQS Heps e&ida?&%rélf}aboﬁ&&\féUQB% %tsgﬁ cBﬁ§§t‘3H sequence of

SpECI ficati on, | SCUSSI OI’IS ut I SIn terns searcC
"mat chi ng”, SIAPSkiGR§Ng dp andesireck, reﬁujt efhe osteps awst ithesearr@quiring ephysicabf a -

conput er sy ghsHBuldtfons 'dinp|h9élc§| &%hﬁ@s‘ Sublp ¥k Ce‘fectﬁcté‘?t tﬂlﬂraégﬁéal%als

transforps data represented as physi cal quantities | nth

syst em 18t o CBP3RI® Bkt ReiRg nptoEad, y“ﬁ@ﬁﬁ@%nt@&%%h?@hb&ﬂedqm |chewse thin
t he conput emgnislifteyor . other information storage, transm ssion or display
devi ces. 20 The present specification also discloses apparatuses for
perform ng the operations of the Methods. Such apparatus may be speci ally

constructed t | ose
comut or - or Unftss SaGTBAN $182d RHERRSS and s SiercRtTir MR BARE ¥ wll 4503
conput er pr dgPegiatadothal thrl@ugh@lltcﬁbﬁpﬂ’ﬁéﬁmt spesifigaticrn, ghis¢ushions aribisiog stgtnws

present g8 hgué rasafs%amng'nh%@nmgy ﬂﬁklﬁ{qedort theRie p?éf%ﬂ %"tﬁé adti ﬁpéﬁoer or

ot her apparatus. Various -general purpose fachines nm prograns
i n accor dan@ESRFEAS QftfeCRrBRYET AYRieMepesimilanplecironic devspg th@h@aOIOh@teStmd on of

nore speci ah’aﬁﬁ‘@nﬁ@@%%Hr%sEﬁteHerf&f thtgu rfﬁﬂé’é quﬁé Q:Bﬂ) e‘?%gstgﬁmymﬁae
appropriate. The structure of a con ti eneral purpose nput e
appear other data similarly represented as physucal quantltles within the computer system or
.other information storage, transmission or display devices.
20
The present specification also discloses apparatuses for performing the operations
of the methods. Such apparatus may be specially constructed for the requiréd
. purposes, or may comprise a general purpose computer or other device selectively
. activated or reconfigured by -a computer program stored in the computer. The
25 algorithms and displays presented herein are not inherently related to any particular
- computer or other apparatus. Various general purpose machines may be used with
programs in accordance with the teachings herein. Alternatively, the construction of
more specialized apparatus to perform the required method steps may be
appropriate. The structure of a conventional general purpose computer will appear
30 from the description below.

In addition, the present specification also implicitly discloses a computer program, in
that it would be apparent to the person skilled in the art that the individual steps of
the method described herein may be put into effect by computer code. The
35 computer program is not intended to be limited to any particular programming



' 30 fromthe description below In addition, the present specification also
inmplicitly discloses a conputer program in that it would be apparent to
the person skilled in the art that the.,individual steps of the nethod
descri bed herein may be put into effec( by conputer code. The 35 conputer
programis not intended to be limted to any particular programm ng

| anguage andahéﬂ&g%mﬁﬁd afnbRdntfionOtherdds. W Wil 2R éﬁﬁrre%%'te%t @Rhtt Qa\t/ar%tg’ ! et y

of programm n uages and coding thereof may be used to inplenen
- teachi ngs ofPrPgk EQI'@@QH@eéoﬁ'P%l ‘P%’dﬂﬁhéh%fﬁﬁf Wé@vé&sedtl@e'mdﬁmbrthe

programis rt@échrﬁﬁs%?dl@é’d:%@lo&ﬁe'cbﬁiaﬁrﬁ;‘é HePeift Moraléd, e é’cfmﬁt.‘ﬁ@lt probram & "Y*otTher e
are many other variants of wuter program which can u8e dif
control fl ovigteRfedta e Waited tf’ﬁﬁ’g Partiswlar gantsgfifiow; Ther eﬁ@ﬂéarwrothwe/anﬁo@mf i on.

Furtherngre, th@%@n?ﬁteﬁ%fd@r@"f\ WhRh TafRBseiffdrBft @dpmuﬂ&&s RAtAS gmh
perforned i allel rath t han sequentially. Such a conput |gogram may

n
be stored orh gﬁ9‘"ﬁ?f§98ﬁ?)8f e inveRtia® e nedi um  The conput er readabl e medi um

may include storage devices such as magnetic or optical disks, nmenory
chi ps, or other storage devices suitable for interfacing with a general
pur pose conpirEPMankeoRs, ALMOE? of b RipRLOMBRICOMPHER; PIPEM Mey bgepesformed

har d-wi red ni@araneisatier mneéequehﬁé‘nyeguéma thRplter ﬁfdéﬁém%{? B&stdpéd %%ﬁ&ess
medi um buch as ex%‘r;r}éllfledlnthe mobi | e tel ephone 15 system

conput e Adable, medivimg Ths 8@'@96@' seadablenmediyam say mﬁl&ﬂdp@@fage

conput er ef fowcey%bm aemaghém Br aﬁuoapa@k@wémbh@émerediﬁ‘éﬁéo ?E%"%ﬁ g]f

the preferred, gﬁ Rgd @8ure s ows the 'system architec
an exanpl e SHiRRIE fenintesfacing.witly & genaral pypesa PB'HPL'% The compytaitreggdatiei ng
System (| NS)méd?@nlrﬁa)CﬂlﬁdSlﬂdeﬂjé & PatdiRirbd LRI s&&‘f’ras-@i@nﬂphﬁédlﬂ&hmﬁkﬁe?

website which renote er conputers 102 can access via the Internet. S

appr eci at ed SYBEM: QWi ?ﬁﬁjf’@d'%?“ﬁayasoéx%mﬂ'g@ﬁt'ﬂpﬂ@om dnobilg @@Ph@ﬂe or a

25 nobi kg deystem. %hc&ﬁptﬁepW&gQ&ﬂ' wﬂéﬁ'léa’ﬂed%ﬁd eh8Blted B kuci ol §ERGAI-
conmputer, a nobile phone or the like. The I M5 108 provides intellIgent

mat chi ng sePYRISE GOFRUES gllestively, fesulfsiin apARMIFaIVS tﬁ%zmphﬁaeﬂtwel@@%t%r es

al | data remiepemrnddmetheducts, services, or information posted or entered
by end users on the website as data fi el ds in a database 110. References in
the present patent specification to saving or 30 storing information in or

at the | M5 FHgurendersko @tk sostbm brthRedlid 900 Sﬂ"é?ﬂe%mﬁfeoéﬁnﬁoé«hén'f'%ﬂ{ﬁé abase

110. Further, references in the present patent specification to clic
| i nks, %leePF‘?sﬁﬁg'"M‘?nt'Pﬁe i ke are understood to be clickable through the
use of an el ectronic nouse poi nter on a conputer display.

An Intelligent Matching System (IMS) 108 is connected to the Internet 104. The IMS
108 hosts a website which remote user computers 102 can access via the Internet.
It is appreciated that the computer 102 may be a desktop computer, a server or a
25 mobile device such as a personal digital assistant (PDA), a laptop computer, a
mobile phone or the like. The IMS 108 provides intelligent matching services to end
users on their computers 102. The IMS 108 stores all data representing products,
services, or information posted or entered by end users on the website as data fields
.in a database 110. References in the present patent specification to saving or
30 storing information in or at the IMS are understood to be information saved or stored
at the database 110. Further, references in the present patent specification to
clickable links, hyperlinks or the like are understood to be clickable through the use

of an electronic mouse pointer on a computer display.



8 In the exanpl e enbodi ment, users wanting to use the intelligent matching
services provided by the IM5 108 open an online account through the
website. Subsequently, users login toghe IM5 108 by entering the right
username and password to gain access to their user account with the I M
108. 5 After opening an account with the I M5 108, users are able to post

| nI or ][rat | on{rp%meté)@nvwéo&?ibed‘m@m L%Sbak waning ?rusbotﬁﬁ\lihtélhg&ﬁ m&t]:bﬁhgesté#ﬁ@és
interface nf o post e S sen or storage in
e dat abasBroviea brHBe 1N 198 ¢BR5 o orlife Aschupl fhigueiihg WePRlE- seBsPagert
according t osérbaogiﬁetb tReiMBNYI8 byventring lthe Wight userhamélaridpassdlord he ?ﬁﬁbSl te,
user interface. h_!%rser settl{l‘ﬁ@]&‘%%&% mati on posted or entere re
stored at tRECEFALRHRIrdISer acqayn In the exanpl e embodi nent, users
may refeg to States and all types of government or private corporate

organi zations and not just restrjct 0 i ndividu ch_account entitles
ha o t oABer R e AeRoNDE Bt Iy KIS 1 G redass Bleh poRGtepg e Gn F 15
stori Ing Infwtéaatet fomppRt &?mh}(eﬂh\@zbﬁéethe Yv@%élteeuﬁéf&ﬁtﬁr@ceﬂmhﬁﬁﬁh toddd er a
user logs intg its accoun ser. is le 0 a, na

cli cki ng onP@StRY FesentiR th%'M%B%ﬁ& StREAE 'ﬂéﬁ%&@?baﬁﬁg {)IE@? ﬁ\@%@gcﬁﬁﬁ% user
setti ?gs Wem@amﬁt;rm’aa?h@%I BH rt!(ﬂ?%b@’te tabaaruiﬁ§ Ito :lﬁé hsag%ﬁw%pmn ﬁle&ﬁbé‘r%ﬁté h?
user to rred. settin eat ur an es avai eto
be acctlint b, e b SR inteiracee, il Geeroseilindi &nd OHHRGTS POSIERLPE 5
particul ar é@t@tw Qre’ stV laf &ha V@athbddes 130 bWEth&OEMSt Ih@8.ugerthe he%mw
unchecks a CU‘S’ bbox in the user sg)r% q gg’ é} t he exarrﬁ

enbodi ment , SE0LAINARRY LaRISJPRY EFer 3159 PSS9V SaMERH OF PEVaIR used
fortcl asgl) fmmrataf @Tgﬁhtz'a.ﬂﬂns %%ndl : &tﬂ@@@g&&hd%@!@s&aéﬁ Ca’ﬁob/ ?ﬁth
system puarcasllcalon e e 0 serc macmg
ohgi ne 117 SRReSLS, i 168 INesk AT SE LR PlosPdR SERTn 1 18, OFaBagS fah

i nf or ne4§ onsm'hghmfagnaﬁdrcmté@by(tmuaeﬂ S prow ded below) and 6) use of IM
automatic matching function (details provided below). An exanple of an

I nformati on search/ matching engine 112 used by the M5 108 is the IBC
Engi ne by Imh@e@rﬁlbler&nbdmn@haraﬁbeaqfsemgsnﬁtarﬂgeédcamtctr@aﬁef TRt

DSt oo Bl At Btk oIt BT el rbeRde, 8
ysium € o
classified U§HrQ:ad$ biied assr s@ﬁh@QWebﬁég@ﬂ%eﬁi!ﬁp‘@eﬁﬁQﬁé @Ser sbamls wabeaﬁéis and

sub- cat qu ¥ I nformati on has 35nmany associated at{ri butes an
qré %

i nf or ned H%%[rﬁ?d@%’&u%’lefﬁ"@lda%e&!ﬂgﬁéﬂ‘ thetfgatyres and sgryiegs gyailable to its

confidenti abd:édim{ %Meﬂhé rMs abat eoPinstdttk! @6 ReRct, fdiodnié e eMble GOpdrtic@at i al
information e.qg. |eve the | east confidential information ekgo)flevel

0. Level o fegt ?r?aﬁﬁwel@/ailaﬁ'%PMMSoW%E@r%S%CBﬁd@cPrmBeWQ@m 8t he
world at | aggayser @Bﬁihggweegagﬁie 119 tHeEExdAnTE lebodiniétt, bser BBty Tptiessdrd 9) any

one unl ess the user nakes setting to allow the information under
speci fic cabgorl elassification qeysiena Hegd | foy cFlasifying dnfepnaliony. 2) IMS 108

25 - recommended classification system, 3) most popular classification system, 4) type
of search/matching engine 112 used by IMS 108 to perform searching/matching, 5)
use of an information matching percentage (details provided below) and 6) use of IMS
automatic matching function (details provided below). An example of an information
search/matching engine 112 used by the IMS 108 is the IBC Engine by IBC

30 Systems. An example of an information classification system used by the IMS 108 is
the Acyclic Graph Classification System by Elysium.

In the example embodiment, information is categorized or classified into different
categories and subcategories. Each category and sub-category of information has
35 many associated attributes and the information is advantageously classified into a



Advant ageously, users have full control over the categorization and
confidentiality setting of the information they post. For the conveni ence
of users, the IM5 108 10 contains a |ligt of predefined categories,
sub-categories, attributes of the categories/sub-categories and
confidentiality settings where users can choose to use and apply.

Exanpl es of ﬁMrSthfo'd&ﬁﬂdé?ﬂlbﬁlQQEi/@§ 1or%¥gie ‘@tcﬁﬂﬁa iR, #3fh thb@f{’&ﬁ‘ﬁ' d%htlall VS

information 15 and the acconpan g conf |dent|a Ity level's se
108 are as fRUPIRRHONERGnfve! & to Asl seidential inforpatian ed. Hgveh G dlevsb@ker

+ Category: uﬁ@ﬁﬁétlbnzf%ﬂn‘ﬁb%aqnéhe@é&é’ wngl“FQle?‘ithrbv*élléiHQ t‘éafh%gg%ﬁd t R

Sub- cat egory:_ Information Techno Sub- cat egory enl gs-

Sub- cat egor yNGFMaYaN #Atherevels is Q%irgt@ bEr@Wl@'iﬁd tsanyene umjm%ﬁ]ed:sesmakmr e
Engi neerg LQN@ kefling V8 EowaKE! mf%rmﬂﬁb’ﬁ Uhderathk YpRcifi é‘@fééz?r}%ﬁl ldei'ﬁ‘lﬁﬁty

wor ki ng exp fnce character Level 3: values, inter
friends, reI tnke digglaseds: \edi cal Hi story, |deal wor ki ng requi renents,
i deal pay

Advantageously, users have full control over the categorization and confidentiality
setting of the .information they post. For the convenience of users, the IMS 108
10 . contains a list of predefined categories, sub-categories, attributes of the

-categories/sub-categories and confidentiality settings where users can choose to
use and apply.

‘Examples of pre-defined categories, sub-categories and attributes of information
15  and the accompanying confidentiality levels set by the IMS 108 are as follow.

.Example of information that is entered by a job seeker:

+ Category: People
20 + Sub-category: Occupation
+ Sub-category: Field
+ Sub-category: Information Technology
+ Sub-category: Job Openings- Sub-category of Occupation:
Software Engineer
25 . . - Attributes of Software Engineer:
Level 0: Name
Level 1: qualifications, awards
Level 2: past working experience, character
Level 3: values, interests.
30 Level 4: friends, relatives
Level 5: Medical History, ideal working requirements,
ideal pay

Example of information that is entered by a corporation wanting to employ a
35 software engineer:



10 Category: Corporation + Sub-category: Type of business + Sub-category:
I nformati on Technol ogy 5+ Sub-category: Job Openings - Sub-category of Job
openi ngs: Software Engineer - Attributg@s of Software Engineer: Level O:
qgqual i fications, awards, character, job scope Level 1: values, interests
10Level 2: preferred conpany previously worked for Level 3: I|deal pay
Exanple of information that is entered by a person wanting to buy a
particul ar type of handbag: 15 Category: Product +Sub-category: Buying
products + SftRtegasderrporaigfidbag - Attri butes of Handbag: 20Level O:

di mensi ons, strap $udéatedtRyi BipelobkBbindss qual ity assurance, col our, brand,
revi ews + Sub-category: Information Technology
5 + Sub-category: Job Openings _
- Sub-category of Job openings: Software Engineer
- Attributes of Software Engineer:
Level 0: qualifications, awards, character, job scope
Level 1: values, interests
10 Level 2: preferred company previously worked for

Level 3: Ideal pay

Example of information that is entered by a person wanting to buy a particular type
of handbag:
15
+ Category: Product
+Sub-category: Buying products
+ Sub-category: Handbag
-Attributes of Handbag:
20 Level 0: dimensions, strap type, design
Level 1: quality assurance, colour, brand, reviews
Level 2: who owns one, who reviewed
Level 4: price

25 Example of information that is entered by a person wanting to sell a particular type
of handbag:

+ Category: Product
+Sub-category: Selling products
30 + Sub-category: Handbag
-Attributes of Handbag:

Level 0: dimensions, strap type, design, user reviews
Level 1: quality assurance, colour, brand
Level 2: who owns one

35 Level 4: price



Level 2: who owns one, who reviewed Level 4: price 25Exanple of information
that is entered by a person wanting to sell a particular type of handbag:
Cat egory: Product +Sub-category: Sellinpg products 30+ Sub-category: Handbag
-Attributes of Handbag: Level O0: dinensions, strap type, design, user
reviews Level 1: quality assurance, colour, brand Level 2: who owns one
35Level 4: price 11 Exanple of information that is entered by a

e of Laundry Service: 5 + Category:

ti f rin lar t
EEWPEZ‘ Log 8‘3’!%8@\"3’ H@é '@?‘éf%bwaﬁm% Qyeifsring 3 padicylas bipgiofe -
Attri butes dfauhdtyr8bryiceer vi ce

5 + Category: Service
+ Sub-category: Service Offered
+ Sub-category: Laundry service
- Attributes of Laundry service:
_ Level 0: time to deliver, benefits of service, company name
10 _ Level 1: methodology, costs, depth of service

Level 2: quality, past customers
Level 4: reviews
Level 5: company financials

15 Example of information that is entered by a person seeking a particular type of
Laundry Service:

+ Category: Service
+Sub-category: Service Sought
20 + Sub-category: Laundry service
- Attributes of Laundry service:

Level 0: time to deliver, benefits of service, company name
Level 1: methodology, costs, depth of service
Level 2: quality, past customers

25 Level 4: reviews
Level 5: company financials

Information posted by users in all confidentiality levels is accessible by the IMS 108.

- In the example embodiment, if a user checks the checkbox for enabling the IMS

30 -automatic matching function, the IMS 108 is set to automatically search and match
information of all user posted information in all confidentiality levels stored in the
database 110 including information available in external Internet sources. For
instance, if a first user posts a piece of information in its account and a second user

have already. posted or at a later stage posts a piece of information in its account



Level 0: tinme to deliver, benefits of service, conpany name 10Level 1:

nmet hodol ogy, costs, depth of service Level 2: quality, past custoners Level
4: reviews Level 5: conpany financial 415 Exanple of information that is
entered by a person seeking a particular type of Laundry Service: +
Category: Service +Sub-category: Service Sought 20+ Sub-category: Laundry
service - Attiatirmatches Ghe Lpiecsioy inforvialict postedl bP:thei firet teedethbvas fegefits

PRl T e R I P UL B
financials Information posted by users inall confidentiality levels is
e Y U B Ko o b R, SRR Sh Fefbiond 9 44 FsC TGS 160°
is set t® abhssbén thel dafegireysub-catshompaad attl‘lf)lﬁégfﬂ:tdr%téﬁceaid a fststapO Heed
| nformati Onll\'/l§ 1%%|pr88engdls gnr%ét% tltné/ cgt%\glggilgs gltagerP ed l)y the ?rst user and second
user. Once a match in words, text or numbers is found in the categories, the IMS
108 proceeds to match the words, text or numbers in the sub-categories classified
by the first user and second user in a second step. Once a match in words is found
10 in the sub-categories, the IMS 108 proceeds to match: the words used to describe
the attributes entered by the first user and second user in a third step. It is
appreciated that the matching of words is not restricted to matching word for word
e.g. a category named ‘People’ in the first user account is matched to the same
category named ‘People’ in the second user account. Matching of words also
16 involves fnatching related words.and phrases and considers the language used by
the users and their motives e.g. the sub-category of a corporation employing ‘Type
of business’ is matched with the sub-category of a job seeker ‘Field’. It is also
appreciated that besides text, the category, sub-categories and information in the
attributes may be extended to include pictures, videos and sound clips where the
20 IMS 108 uses the appropriate matching technologies for matching the pictures,
videos and/or sound clips.

Besides the automatic matching function, the IMS 108 comprises a search platform
.where users can choose to use a manual search function by requesting via the
25  website for the IMS 108 to search on any user provided keywords and phrases, i.e.
search parameters, that matches the information accessible to the IMS 108. Users
of the manual search function may be non-account holders, or existing account
holders of the IMS 108 that need to conduct a search on certain information not
already posted in their account. The search results returned may be immediate or
30 delayed depending on the availability of the information required, the extent of the
search involved and depending on the time frame for conducting the search so set
by the user to capture the latest information being released, i.e. being released from
confidentiality or being published in external Internet sources. The search
parameters used by the user may be saved by the IMS 108, be given or be set with
35 a confidentiality level, and made searchable by the IMS 108. It is appreciated that



dat abase 110 including information available in external |Internet sources.
For instance, if a first user posts a piece of information in its account
and a second user have already posted qg at a later stage posts a piece of
information in its account 12 that matches the piece of information posted
by the first user, the M5 108 automatically infornms the user of a match.
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first user gpictusescviddosiamd/or faund clipstat ch in words, text or nunbers is found
in the categories, the | M5 108 proceeds to nmatch the words, text or nunbers

in the sub-categories classified by the first user and second user in a
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by the f?rst°°§§'§r aﬁﬁgjﬁgé'%hggﬁgﬁﬁqﬁ’? ﬁ‘ﬁ'i'?@f&‘@b{sefﬂ‘r?@ha?m'f'@@%éa'"ghat
thte mat chi nga;xgiicattmnp dgeigsarehat mgtarnia)tpbepl upcm@@agbé/a@vemdnérﬂ% G}E’Pﬁéitﬁh%hgrt a
category na ' People' . i rst pyser account is ed to the same
cat egory naﬁ%ssap@gé%mcpﬁs%, &l&'&‘%‘?}‘}"ﬁé)«iﬁssﬁ%@g ™ nY B {k6r dsisal so
15 invol ves apptexdated thatl art echailsetigerds cophected go ahsl IMSN$08] forSciri@iiingnBigage

used by ,the Iy d_ their tives e.g. the sub-category of a corporation
enpl oyi ﬂg .f%églngfa%gdg%\gg%o@ AlFat ched with the sub-cat egory of a job
seeker "Field . It is also appreciated that besides text, the category,

sub- cat egories and,i.nformation in e attributes be extended to include
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Besi des the. tigc tching fungtion, .the,l 1 conpri ses,a searc

pl atform mér?fé}rﬁé@ stoctgﬁ “8?.’0'8@8{"?%&1?3%3%%%39 usseégg\gl.pq%ppﬂsﬁgi [pfeRnation
request 18ig \n thet dese2 autehsitit endtching RnctiddSinldibratipnsear ch on any user

provi ded keywords and phrases, i.e. search paraneters, that nmatches the

informati on accessible to the | M5 108. Users of the manual search function
may be non- 4 theuinfornedtidaris , natravaitalsie i togthacpublict déraaidesrs retfuireb arebivbafl@l t hat

need to conduc earch on certaipn ipformati gon read osted in their
account . Th%""é{'&‘&ﬁ% PEEER o5 31 %?ﬂ@?i‘ R’a?c%ési ﬁ'ﬁé&%ﬂgg CW"?%UEEP age
dependi ng oflinké: tavahé adtbinal taistédelnterhet’ BURN foie tegikRatior!, N papibtn torof

the seargch inyolve ng, dependi ng on the tinme frame for conducting the
search é@ S }f}wz?l?f)@agggj%?u Y- capture the | atest information being rel eased,

i.e. being released fromconfidentiality or being published in external
| nt er net SOWrces arch net ers. us he user may be saved by

the | M5 108, %@a&t\ﬁgﬁhéﬁew@gﬁ "BRe fguegfﬁ g@ﬁ?ﬁ %%'@MLE%@F? PRisulRsde
sear chabl e -bgtegbsy andScdriflientidlity feval the ebaficRatialiatormBesH FRStirgEl! the SRR
Darareter S, TR pReUBIC R P e S e Sl o B bl
pi cture2§ virdemsationdlfcthe sotherdusdridisallows access to the confidential information, the
IMS 108 will return a webpage at least showing information relating to the credibility
of the other user (as much as the other user aliowed revealing), brief description of
the confidential information containing the matched information that is yet to be
revealed and its level of confidentiality, and having at least the options for further
30 negotiation to reveal confidential information, payment sought for accessing
information (if so required), registration for accessing information (if so require), or
authorization means to gain access to the confidential information (if so require) to
the user seeking the information. An example of authorization means would be

. entering the authorized username and password to gain access.
35



5In both the automatic matching function and the manual search function, if
a match occurs, a linking unit 114 of the IM5 108 will alert the user

t hrough online nessagi ng applications .g. a chat progran), pop up
nessages/ adverti senents, enmils, Short ssaging Service (SM5), Miltinedia
Messaging Service (MVB) or the like. It is appreciated that an email server
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can categorize the contents of the messages and emails and set the confidentiality
25 level of the contents of the messages and emails. If a match is found in the contents

of the messages and emails of the negotiation, the parties involved in the

negotiation will show up as matching candidates. It is appreciated that the built-in

messaging application enabling online chat may incorporate SMS and/or MMS

messaging. features to communicate with the parties involved via a mobile
30 telecommunication network.

It is appreciated that the exchanges in the emails and messaging interfaces in a

negotiation can be offline where each party checks each other’'s emails or messages

at their own convenience, or in real time if both parties are logged in to the IMS 108
35 atthe same time. |



10 I n case the user does not get any search/matching results for a search
or automatic matching by IM5 108 due to over demanding criteria or search
parameters, nmechanisns are provided by, the M5 108 for the user to | ower
the information matching percentage so that |ess rel evant search/ matching
results fulfilling sone but 15not all the criteria will appear. Negotiation
to reveal confidential information nay be carried out through the web
platformof the IM5 108. In the exanple enbodinent, this can be achieved

t hrough comituniepprecitechihah besidesh emsil andunessapes.nibs JMS 1P eanipeviderather

appl i cation gor tﬁ:gﬁ@n Wedari! ﬁirfgﬂ.%%eéh@ b@@é&ﬁm&%@ﬂfésnﬁaﬁ@aem&ﬂg{or

emails only attention the ot her user can be sent he history of
t he nessageéelephenyeavidso sagferncingdh amegpliatioe. | M5 108 into the database 110
and be ngde searchable. Simlar to confidential information posted by any
user, the parties involved in the negotiation can categorize the contents
of the ness&yek neaetiations|te raMenlsiaformation: sayi lead toa i trapsadiionegre interaction:

contents of gw@ dﬂséésg%gﬁ’iﬁl%g%bé SExdniplés aﬁﬁ%abﬁoﬁ&é&Wmt&a?tms%?@w;t s of

the nessages negot | at I on parties 1nvo
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and/ or MVB nessaging features to conmmunicate wt parties involved via
> a nobi | 0 30andintereatansicaatalasmmaan fiesting artonl@emyat@cat@tle@wthéﬁlepm Usethanges

in the emai Lgoglf @ESAP! Rorhidih’ #886nd ntoa tRE 9 BLbadH, oaust t%eaﬁf bhiime

where each party checks each other's emails or nessages a eir . own
conveni encese@inar/meeting/lectuse arithgdikg. Jhet IMS 198eprovidige the ARPEORME |USBF 108

35 at the. Syigfdde™® aidlthd tcar@mapauteef aben tFéh%hc{chﬁﬁ' G5t SxaEMhple,2 pEOViTS ages,

the M5 108 can provide ot her conmmuni cation means for online nmeetin
bet ween t heeleghrenie paymentigeans farrpisehase) ahsale of itepsd providing e!eehemﬁ%b n a

negot i ajg Ontraﬁsféu%d?ﬁ? Yrordd qaéaﬁspfdreg@ah o @) Iomnmah&a%écms@re
transaction or interaction taking place between. t parties. Exanpl es of

transact i onpladfaens. @nd rP&@\f'q"Baé!'d&Pé;Of‘f?éeﬂﬁ!ﬂgz ﬁ@%owdng%ﬁaemfamdt%' means
enpl oyment — gfy e%i?éh&hm%%?éﬂn%gré?&fdn@hlﬁ S 16r CBIMmEIChRA e tHOrdhR/ahPnal

rel ati onshi ps I Nnvol'vi ng nore than one party, transactions
parties. It is apprec:ated that each piece of lnformahon disclosed can be set by the
user to be accessible only to selected users and the extent of information revealed

20 can vary for each selected user.

The IMS 108 determines whether negotiation is successful based on whether the

- users reveal their confidential information in higher confidentiality levels and whether

the users have initiated for a transaction or interaction to take place. Successes can

25 be logged and success rates of users in negotiation can be calculated for use in, for
example, assigning a trustworthiness rating, indicate ease of doing business -etc.

Besides posting information about one’s desires and preferences, users can post
information such as accolades, accreditations, credentials and referrals to establish
30 their credibility to other users. Based on the posting of such informatioh and the user
setting on how much to reveal, the IMS 108 reveals information relating to the user’s
credibility to other users accordingly. This advantageously establishes trust between

users.



10 and interactions can al so nmean hosting an online private auction with
sel ected users allowed to view information relating to the auction,
attending an online sem nar/neeting/lggture or the Iike. The I M5 108

provi des the appropriate user interface to aid the carrying out of such
transactions. For exanple, providing el ectronic paynent neans for purchase

and sal e oftd hftRer d%tébwsrdltﬁﬁt o Q,‘ébé QRé CaécbiaaeQSaédredt@tueﬁs na@a@maly @ﬁude
means for setting up s or information disclosure pl at f or ng,
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establish trust in case the accol ades, accreditations, credentials and
referrals MerulordReNYSErs-t o t he user seeki ng i nformati on on anot her user,

in the qgM5 108, clickable references or links to the accol ades,
accreditations, credentials and referrals of users are {)prow ded (sub&ect to
the users pEQ enswedhesgarch esplfs relumed are ganyinee the, IMSe I8 BdvANGRESRYSY! web

pages rel atpggidb® dptl&maf&qtsw@% st Atoligh ited webSité 46 tbiush BnfNehatdhledr r al s.
The |links of the accol ades, accreditations, credent|a s and referrals may

be web pagd8fagmation dhat Bas bsep AKihentisatage BY Jegesnizad apdcrapytable,exiarral
sources, WhhLhed br rte%ghufé?ﬁénﬁ l‘é'iutBBféauéérQ hgv.he aRGeeb@HSHith the wsdwaaéucﬁns

credentlals and referrals. This _chain of referenci nghand openi n
i

cascadidfy 185 ReBisiagesbapks) UEB{?W'G@ nengk institptiopss ptes & Eivip e9af F’oﬂﬁa&% 08

continues tQsORRIIdER dPHbARs kdriserd/f hlthbhtats e thitidF die (ReFS ifé@sation
accreditations, credentials and referrals that it is famliar wth and

conf ort abl eaﬂdﬁtat‘-ﬁésuser to trust the unknown user and unknown user's
reveal ed information. This process effectively accredits unknown users to
ot her users. 15 To ensure the search results returned areH\?enw ne, the I M5

108" advant abeeteyide fyrter nieef forusesintegrily apd aser informatien dhe IS 168 indudefebsi t e
to retuyg Oaﬁltﬁe”ﬁbﬁtt?ﬁ«% ferhLUrEas 'é?(@c&t@a&nlﬁ‘@sorbﬁﬁ Rectiésh o}t bxetufish Rnd the

recogni zed and rep | e external parties or recognized and reputabl e users
havi ng an apwédigation\pt Rcanmed | avigined gopigs rof atitory sleclarationy affi d@&lﬁﬁ( ertified

uni ver si ti egq &Iﬁ%r#t@sﬂdtér%hl YRukilehts, IdydiRed d6 rQS Jrhﬁhér'\@% A108oi8! @ich

provides options for users to aut entl cate t er user's
i nf or mat i onamgnduthenticatadsby authorized and trustworthy personnel or organizations. This

can be done at the time the user opens an account with IMS 108.
30
The IMS 108 can advantageously make use of the number of successful
transactions, the number of authentications by reputed parties or users of the IMS
108 to genuine information posted by a user and the user’s integrity, the search
parameters used by users, the information posted by users and stored by the IMS
35 108 in the database 110, and the negotiation contents, to determine what exactly a



To provide further proof for user integrity and user information, the IM
108 includes 25 online features for users to execute online or to request
for execution and the publication of scanned original copies of statutory
decl aration, affidavits, certified docunents, notarized docunents,

| egal i zed docunents or other |egal tools, which are authenticated by

authori zed @ggr tqufréyVand EMtoﬁ%&néé]l”y%borﬁﬁ'neﬂEl%lﬂ'lkzt% I @rlFtheTéll@m‘a‘ﬁ@ nﬁ?cl"ﬁ'ﬁﬁ’e at
the tine the user opens an account can

advant ageoudyReting isefabledio W?ée%eﬂ'ﬁ@rreé?urﬁ%g@ﬁﬁ r e@@ﬁ'ﬁ%@é‘ﬁ?@nédvqrh%e
nunber of aigREIRE ipfIUCRENdREICRIBREIRA the B8 pokted mfdtnatiBs ohME dkdfed ©

genui ne i nformation posted by a user and the user's integrity, the search
par anet er s dﬁ@&sﬁya%éﬁ'@emﬂﬁ%ﬁ i Hio Fetuin Bustyeehy gepich(faale narfﬁsﬁlfsoﬁfééheby t he

I VB 35108 i pisbhgccdpdiAdipBasbdbn HBhLNE iHTSEAtioA! tHRNMEDOS BAS terhfinal8 P Ne

what exactly a 11 user requires and automatlcally recommend a link up i.e.
i f the autoREEQUtSAL uRrysivertiycyseshand Pegyids adrushvarihingss daling f%@aPBsP@GF ces

or other reae&sUnzaﬁdmﬁteﬁﬁmhn&ebﬁm@umw&&%.ﬁ? @nd services based on
the user's posted information on its desires, interests and preferences,

and return trustworthy search/matching results to the 5 user accordingly.

Based on t hqhahmee1081émpps approphate rdrorkdcaaAt) teSHBloYRsS sHEIe s FipspaiRt s Of
untrustvvorthy users and provide a trustvvorthl ness rating for each user

account %nd”?Wea%%@@t'?'hﬁWén gla encsyntion. apti-spywaedsofyrare. aRl-virws 108

enpl oys appsemiarelst tﬁ@‘llk@fd‘pl@%ﬂbh the ESHTRABALA IHBEMatRTorA belrg 18¥Red fto 10
.user authentication techni cwes dat a encrypt | on anti - spywar e softwar e,

anti-virus ripigsnet osretigyed winautnasized eersopnel; he confidential information
frombeing | eaked into the Internet or retrieved by unauthorized personnel .

Figure 2 is_a flowhart of the nethod enpl oyed by the IM5 (108 in Figure
1). 15 At sﬁ%‘@@@?aﬁmﬁg&r‘?@'ﬂ?@eﬂ?@%ﬁ’m RyethedMS (R84 Bigurevblit s search

parametgs to Iook for information in the I M5 108 that matches the search
par amet er s. 216 is another scenario that may cause the use O the

met hod. In 6h FEeP a yses yisingche HaRnud) Searca deedlien inpyls, seareh pasametsss to,

Figure 1) e%k'f&ﬁnfohﬂaﬁﬁﬁlﬁ'méll\ﬂs HB8 it AthtéNE3ahé 8Barch pafimstbRP 202, the IMS
(108 in Figure 1) perfornms the search and natches the search paraneters or

i nformati on posted on the user's desires, interests and preferences 25w th

the stored nggozﬁislamma skéaridathabmag céaé&tnéhda &Uthé‘ methodNn ithid €asE 2

mat ch, the | (108 in Figure 1) autgmatically alerts the user at step 204.

As ment3nedsesr E@/‘f"@ﬂuénya"%@? withgthen VS, dp8 dHnF igwre; i} snables the r@t?mg%%lg| ng

matching function.

At step 202, the IMS (108 in Figure 1) performs the search and matches the search
parameters or information posted on the user’s desires, interests and preferences
25  with the stored information in the database (110 in Figure 1).

On finding a match, the IMS (108 in Figure 1) automatically alerts the user at step

204. As mentioned previously, alerting the user can be through online messaging

applications, pop up messages/advertisements, emails, Short Messaging Service
30 (SMS), Multimedia Messaging Service (MMS) or the like.

At step 206, the user filters through the search/matching results received through
the alerting means in step 204 and sorted in order of most trustworthy rating and
most relevant based on the information matching percentage to least trustworthy
35 rating and least relevant. Each search result is a link to either the matched



applications, pop up nessages/advertisenents, emails, Short Messagi ng
Service 30 (SM5), Miltinedia Messaging Service (MVWS) or the Iike. At step
206, the user-filters through the seaj ‘?h/ mat ching results received through
the alerting neans in step 204 and sorted in order of nbst trustworthy
rating and nost rel evant based on the information matching percentage to

| east trusty@ihdionIi st élmeamy bﬁeﬁasérek@ﬁamewe@c&témar FierhéSdbéurcgs a | i nk
to either the matched Ilo infornation (if so all owed ot her users to be

vi ened), e@reethal Ushf caqseuntscsenipibing e é@ﬁ@be%g%fpﬂ%twu it $he Gittamatieg t he
mat ched in n%t&ﬁﬁ%ﬂﬂ\ctlbﬁ ist b, BRIk Qo R MbicREd fridtaidten wilbingieatk!veisht i he

link to the nmatc information will indicate what in the user's posted

i nf or mat i othe egyFepesied information drigaereshilte; IMy toautpmaticallydind i meighy, Eagh
sear ch/ gat %@hﬂﬂ/rﬁ@t%Huhb résmf éérﬂém@ d listlof abcaladed] adaRditaons e&eaaiﬁa@ﬂénd

“credentials and refertrals as nmuch as is discl osed by the user and

t r ust wor t hireegalsrag Myeh 8% istdigclosed Rythe user @%F\éﬁtwqth'nﬁﬁeraﬂﬁ% py Hl?eﬁ“%ot
trust the t(*iewci]w eg}:k’é)nﬁsme itk BBes MEt iruﬁtdtﬁetm%m@rﬁm%s%c&aﬁng apgmREsttAs | ons,

credential s errals unfam |1 ar user may go_ through the chain of

r ef er enci n@cpgladpn rronsediabiensi ﬁgd%@@baaéé 'Ffﬁ"@l?gH"@m"@h e 1%y &Y 99ks
~until the ‘{ﬁr%ﬁgh he @F\élﬁfdfqgfetré]ﬂﬁngt B}eobélﬂhg icBsddditif webpdbes thidtgh dlibieing M5

(108 in Flgwp &cecs whet her the user can access the information in the
sear ch/1fat diypadinkeuifil the ygerds @qﬂsﬁq@thaweﬂmkﬂ%@waﬁ%/ matching results are

not confidential and acce55|ble to the user, disclosure of information
takes place at step 208. t he search/natchlng result leads to undi scl osed

i nf or mat i orNaxt. the Ws (GQ%F’EHQHWI Brehegks whethestheriser can aeeesgdieg infos@@dPn at i on

bet ween thQnMGi&gHﬁﬁhi ebQls dthgep?Prconfidential infor mation and the
user who posted the undisclosed information will take place. The I M5 system

t hen det erm nes whet her negotlatlon I s successful at step 214 based on

whet hery thq YRe's2af 5%5&1&%?& Irfé@raohﬁ&edt.af @hBBhdcRBsibR o Beeuser,

confldentla ity levels an her the users have initiated for a

transact i orﬂl%ﬂloﬁufﬂ efinformation @kﬁﬁk@% phstep 208

if the search/matching result leads to undisclosed information of other users, which
is inaccessible to the user, negotiation between the user requesting for the
20 confidential information and the user who posted the undisclosed information will
take place. The IMS system then determines whether negotiation is successful at
step 214 based on whether the users reveals their confidential information in higher
confidentiality levels and -whether:the users have initiated for a transaction or

interaction to take place.

25
If negotiation is successful, disclosure of information takes place at step 208.
. If negotiation is unsuccessful, further negotiation can be initiated. The success of the
negotiation is tested again at step 214.
30

After disclosure of information, a transaction or interaction may occur between both
parties at step 210. A transaction or interaction may include, as mentioned
previously, for instance, the purchase and sale of items, employment of staff,
engaging certain services, and establishing personal relationships.

35



I f negotiation is successful, disclosure of information takes place at step
208. If negotiation is unsuccessful, further negotiation can be initiated.
The success of the negotiation is testﬁg again at step 214. 30 After

di scl osure of information, a transaction or interaction nmay occur between
both parties at step 210. A transaction or interaction may include, as

mentioned PIEYLIOUS| ilustials ithEt BAE Cuserdl ScdPhthGmasthg? dcedlng ® 4 SfBmple

enpl oynent of staff, ngagl n(\?.1 certain services, and establishing personal
rel ationshi ﬁ§?b°dT§?'¢P€§9 Presentjnysptioftes two end users communi cati ng
according to an exanpl e enbodi nent of the present invention. Figure 3 shows
a system ar iteét re 300 that is simlar to the systemarchitecture 5 (100
in Figure 1?'11"153 iqPe 2qSysiem Architggture BRO Al de pimilek f9 thecsystem aoditeplvre t wo
users 308, 8D inoFigarh1pimoFigare ¢ WREEpt Bt tHsystém! Afehildduraf 300 shd fvd ©
their respective_user accounts with I M5 108.. er 302 previously entered
confi dent | aMSeTf SHEed0ole £ashH anether communicating syéa/élusm&i RERT 1ogid dgyiheine | VS

web i nterf agsspebfive tak adcrmtsiiidh IS ApBarl y, User 304 previously entered
confidential information into its account and saved them through the i VB

web interface i nto database 110. _User 302 has enabl ed t he agtomatic
mat chi ng f utiser G02 Prelibigsly Mhtek8§ - cohfiddritiab INESmMMARAPIG its RcbiMtOaiRsh@sy | N

t he accpunt of er 304 c ains natched information corresponding to the
conf i de?O#i afheln?#gﬁoHﬁgi he ﬁﬂ%v\”@ﬁsﬂ&e"éﬁ?eﬁ“gh dsyahaser 14@2Similary; ddges 304hows
an ex?rml 3_ ﬁfelvibu‘é@]lcbnltﬁ'@d cgggdﬁrﬁitépi_ﬁfd?ﬁéii@did%’%té geﬁ]&?ah@%a@éd megmﬁ#oz the
conmput er di of use : i S reci ate at correspondi ng

wi ndows Wi | ﬁpeo@édwglbl d’f‘ut°t4?é3q,at§ﬁ338er di spl ay of User 304. In the
exanpl e enbodi nent, there is a conmputer display 400 having three w ndows, a

negoti ati on, Wi n 402, a User 304 infornmatjon_ disclosure w ndow 404 for
di spl ayi ng- M¢& Sﬁﬁlt'\aéne'@l?ﬂe& the gytomalic matehinggfunction of be IMSr §08mln this

(6]

di scl os1g e grarplogine iddfmatdn M Bl Atcbingt df st BRI QMRS RiatchddYintdrRktioP2-
The negotiation w ndo¥v 4’15.02 | ? gar‘_ f a, conmuni cation platformof the I M
t hat corresponding to the confidential information previously entered by User 302.

Figure 4 shows an example of a web user interface hosted by the IMS 108 as
viewed on the computer display of user 302. It is appreciated that corresponding
20 windows will be displayed on the computer display of User 304.

- In the example embodiment, there is a computer display 400 having three windows,
a negotiation window 402, a User 304 information disclosure window 404 for
displaying information entered by User 304 and a User 302 information disclosure

25 - window 406 for displaying information entered by User 302.

The negotiation window 402 is part of a communication platform of the IMS that
displays emails and messages revealed to users selected by User 302. In this
example, User 302 selects only User 304 to see its emails and messages. It is

30 appreciated that the negotiation window 402 may contain a list of unexpanded
emails and messages, which are expandable to reveal details of the emails and
messages upon clicking a corresponding hyperlink or icon (Not shown in Figure
4). '



di spl ays emails and nessages revealed to users selected by User 302. In
this exanple, User 302 selects only User 304 to see its emails and
nessages. It is 30 appreciated that t negoti ati on wi ndow 402 rmay contain
a list of unexpanded emails and ness s, which are expandable to reveal
details of the emnils and nessages upon clicking a correspondi ng hyperlink

or icon ( Q i ' : s | ol re.w ndow
304 di spi ay e ARl InohAich el iE Wi 04 Pl Rlol Mgl AR e |
sel ect ed cdistloderet bylUsey 304y bagead) on /gitcted sanfidentiality, fvel(sk idditiopally, a

i nfornmati og . . . o] ;

i spl ayed DEEEREan o b EHGERGye: Bty HoRoeBa iiistiondr by Tty 54, ey

i nf or mat i obedigplayedoaghin Liaged oinf sederted confislentigityrieyeli®). Maighegyiatormation

di fferent . n t P ' ot her
hi ghl i ght | ﬁ’g‘;‘@[&% f“%ﬂlﬁ%gb’(;g@%wg ﬁ‘@s%ft“fgﬁé‘yﬁé.’ in & gﬁ?%ﬁ%ﬁ’&’?gﬁgﬁ%und,
di ff er ent forrhal textacolonindt issappratiated thatotharihighlighting msansmay hedisedos.g-

‘provi des an_i ] nage display of its

i nf or rratio%etl@bgiffee?&g(?&fagéége%g%dhéﬁgge%F&c?gsnt&fa'élity levels. It will be
appreciated that the information rel eased by User 302 for display to User
304 is dis W t. i WAt sTeta]r Y ' '

di scl osur eﬁl\ﬂ%n&d%vrv%})s% '@@%&ﬂ Sé(g%éioﬂn%ut er %%@P?U%%aaﬁgﬁgg@%ﬁﬁh%ﬂé Srrl can
agai n e di3opltaymeandge display oéite rinforoatom tof Yeen Q&ebaﬂﬂdnm theagenfidentiality 1t is
appreci ate 2 .qt | ' ' 209 : itHg

di fferent g%\feh(}aultr" ‘%'gggg#gherﬁtg&(;ﬁ#ﬁéeﬁtﬂ) 0?1}?'2 r%i?%seh_%r%@%e%@gg?lmigﬁ‘frag} (ﬁat i on
di scl osur e Usend3d 494lispiayedi byl thg IS cineacearresppading dUsgr 892 infagmatien User

302. This | in t | A | O |

cot erence (ol P ioBi Y USen TP € SEpACL Aol MefchBg WiBihach il s, |
sati sfy thdesdisplayedin a tiffetant colnor framnibe nosmat text ealewr Itgaeppreciged that
parti cykar, .l e cli pekLdsi ; ' veal ed
ot er ote. joer oG miseringd e Q8ed: QU SEAhBLIAGRRERAN PacgRurid:

cr oss-r ef erdiffarerst fomistebe reveal ed reference such as accol ades,
accreditations, credentials and referrals existing in the IMS will show up

25 to further authenticate trustworthiness, as shown in Figure 5. The
cascadi ng Wheddser 3@Uiaformatidn disglosanepwindew\iOddoay dispjayl refesengasorevealed in

o oo Pef iy AR A I Bl Blrh VBEmolfon 3vdBy uapen oo
ref eremoe asith & wéfbrenice platiormstitrotheUshility 30 4eview @schalin pEteferenees, to satisfy
oo ot hfnabilad Bng VaACRRRel'o R ndf ot R AP fetide ang (e
negot i at i orclickd lonUs enyp@fink repreSenfinge tiee séneatedaraference darmbsee 39, duias user
0o | 2 s Rk ek o S8 08 b AP ol e 50
t he conput edccoiagps, accaddithtionrs, 8@dentials and referrals existing in the IMS will show up
25 to further authenticate trustworthiness, as shown in Figure 5. The cascading
windows 404a, 404b may comprise windows populated from data in the IMS or web
pages from external Internet sources. User 302 may open as many windows relating
to cross-references until User 302 sees a familiar reference and sufficient trust on
‘User 304 is established, or alternatively, if the chain ends without User 302 having
30 confirmed the trustworthiness of User 302, this may lead to User 302 terminating the
negotiation with User 304.

Figure 6 shows another example of a web user interface hosted by the IMS 108 as
viewed on the computer display of User 302. It is appreciated that corresponding
35 windows will be displayed on the computer display of User 304.



" 21 In the exanple enbodi nent, there is a conputer display 600 conprising
ten w ndows, two negotiation wi ndows 602 and 606, a personnel selection

w ndow 604, a User 302 data edit w ndegwy 608, a User 302 information

di scl osure wi ndow 610, a 5 User 304 information disclosure w ndow 616, a
User 302 reference w ndow 622, a User 302 product/service reference w ndow
624, a User 304 reference wi ndow 626 and a User 304 product/service
reference w ngow 628. Negot j,ati an w ndo 6Q2,, 60 re part of the
conmuni cat :A%hq'bef SPBPI quﬂgnqqﬁlshﬁet'ﬁa? ‘Eﬂ"ﬁﬁ%{y Isplay 8%(2&’ RISIG: hai | s
and/ or nessegribwef twdsregaliaforawindbive 16023Md 605 pgrisontklselddtionvdgeéw Boi4ON -
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emai | s or nessages of past and present emmils and/or messages of User 302,

whi ch User 302 has all owed User 304 to view. The negotiati on wi ndow 606
cont ai ns pablegeatiatiqnr wiheotvs @02 686 aralpart ofrtres egramudicatioh ghatform oftheldMS 304,

whi ch 04 [k | | d 3 ' . Each '
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email or message, or block of emails or messages is given a confidentiality level.

User 302 reveals the email or message, or block of emails or messages to User
304 based on the selected confidentiality level(s).

- 25 - The personnel selection window 604 contains a list of personnel and authorities,
which User 302 previously entered into the IMS, whom User 302 wants to be
linked up with. For example, the User 302 may enter or select from the interface

-"in the personnel selection window 604 all personnel having a specific person or

authority as referral, belonging to or come from a particular institution, having a

30 particular skill/loccupation/hobby/interest, living in a particular area, visited a

particular website, ... , etc. This narrows the scope of search for matching
information by the IMS when the automatic matching function is enabled.

.The User 302 data edit window 608 is for User 302 to add or edit information
35 already entered and saved in the IMS. Information entered by User 302 is not



5 etc. In the exanpl e enbodi nent, each word, phrase or statenent, each

pi cture, each video recording or each voice recording of the information
entered into the M5 are given a confidentiality level and this facilitates
the revealing of information in a structured manner. 10 User 302 can add,
swap, :append or edit categories, sub-categories and attributes to define
a struct ur eesifictedohenyotopith &FowilikisBatidropypeses) tinfoanatiornentefear bipUsen 302t i s

appreci ated that uncl gssified info tion can, al be entered intp w ndow
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oveal s usdmomnatanodl Bhe 0 indifid B Seds; RSk Qe et or i ngs.
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L he w ndow Sshan RGO ofeeeh SiiER remiting of (b BloRRetat ste ot BuEy o
wi ndow. Forarg @ivenna eoafidentility ie3@Pandhhis fazilitates died psvealive oPBformitiaoin/ a
sub- cat egor% apd (?ttri butes provided by the IM5. Matched information is
di spl ayed iHUSU¢Y F@PBA col our fromthe normal text colour. It is
appreci ated that other highlighting neans may be used, e.g. setting
di fferent | oyr background, different. fonts.etc. |f the matc
Mt or el orget Y06 e B, <Peetif b Al AR isB S petebie Al Rytes da
at g ri bute, -hdéﬁaegatsegetwe of ]tcubmaé egshe wisgtedlitd rprosént derairb férivitibhglttied to
I ndi cate that t ch infor Lon is. classified under it, ln fhe anpl e
enbod ment | SRAFRFRER dneh upolstegh irPraiate 2R BlEP B HFLsigg chiawidows 508
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ich are pre-s e n.the, | or _conveni ent use by ers.or created by
Ueer 302 eeroads Shibieoln Me.comig mteiigt sach siibuls i glekani
pr ea[1 r 59 e chypgriihke whith lcwnedliuegw@u nbﬂ dymolse Pointe3G30 Whvealst bserfenteredi nks
to the categories are, cli .qQn, the categgry expands to reyveal, nore
attri but es IPOMIARIML UG 75X Rickissy voics Brearaings. wisgeserings BYREKS 0P cs
rel ating tdnfoRfatich egany suildbie Heaxpdordedresehting information. Such user-entered
information may be displayed in the window containing the attribute that is clicked
. on or in.a separate window. For convenience, User 302 may use pre-determined

20 category, sub-category and attributes provided by the IMS.

Matched information is displayed in a different colour from the normal text colour. It
is appreciated that other highlighting means may be used, e.g. setting different
colour background, different fonts etc. If the matched information is located in an

25 unexpanded category, sub-category and attribute, the category, sub-category and
attribute may be highlighted to indicate that the match information is classified under
it.

In the example embodiment, when the User 302 data edit window 608 is opened, it

30 displays selectable hyperlinks of unexpanded categories and/or attributes, which are
pre-stored in the IMS for convenient use by users or created by User 302. The
arrangement of the categories and attributes may be prearranged by the IMS or
determined by the User 302. When the hyperlinks to the categories are clicked on,

~ the category expands to reveal more aftributes relating to the category, and/or

35 unexpanded sub-categories relating to the category. The unexpanded sub-



23 categories can be further expanded to display nore unexpanded
sub-categories relating to the unexpanded sub-categories, or nore
attributes relating to the expanded sug-cat egory. It is appreciated that
expandi ng a category or sub-category nmay nean revealing further
sub-categories or attributes in the sane wi ndow 608 or 5 open up nore

W ndows CongadeRbrits éé’rpbéafhﬂgél* eﬁp%rﬂbdalbtdlbﬂw @ﬁoré%r%xbﬁﬂdéoosﬁﬁl%aﬁébﬁ&ory or
sub-categories, It |s furth Fprem ated that a sub-cat egor

be
previ ously Eﬁ%tﬁlga%d %dmee(a@ puprcategeriesf gf rfﬁ?’ieoﬁﬁﬁtel{tﬁ%e'ﬁ};{t'ﬂ@ to the.
sub- cat egor gRsanded saeclate@tsﬁpl it |§%Eréé?bft&ﬂmbyex®%6rd$aé e&egaryaﬂ@ueictaféglaw e may

be given a confidentiality |evel he User I nformati on

di scl osure maﬂdﬂ%%@(ﬁeﬂ!’@\fpﬂ@%r W?qu!e&(% attgbutes dn WW%W%P%M ay
of i nforgmt been W HhoRe @ﬂdo\bewtaﬁngomu-@megdrebl b dtAbEles - reldtingN® @l e

enbodi nent, the User 302 information disclosure window 610 is split into
two parts.- Q@PQ?@torpﬁéﬁtha@Pr'&FsBI'%Wheﬁﬁ@qu shthad jeesi-gategonydBay BeA f or

display to pRvides féé?%d??iftth@}ﬁorﬁia‘ﬁeh %ﬁwéé?\ftﬁér&inldaga gotBé R User

302 has not revea ed to User nformation in the first second parts
612; 614 ar@o e!ﬂ"'f‘eé’mgéﬂh icatagRy. SuhToaiagoRn AN Attdhute may ke givep 2 %‘tﬁée%ﬁ'@y

W ndow 608, |dverby Usetladesi fied i nformation and unexpanded categories are
first d'splayed and the unexpanded categories can be expanded to di splay
sub-cat&gories and attributes. 20 If the first part 612 is enpty, which
neans no i nfrps Wkt 802 immewsﬁhedoeuretmaoﬁ%aotﬁo\méé aﬁﬂﬂerféééeroﬁe@@rnﬁbzﬂart

614 wi || cont ain exact| i nf or mati on data edit

o dow 606 Ermanags Aseirk el Bomiqtopda Ussn 304 Dhssd on AnBIaRtEIy fevels- dn the

particul ar eﬁérﬁmeramwatd?emptﬁeouaersedzemt&daﬁdmHlsdeauteaMngwl ENels Sphit ko
reveal ed to User 25 304, the information in the particul ar category

wi th confi di¥e Pants. t%/f'rSévé'rl ﬁ%@?piwﬁimfﬂ@ﬂ% released %Hﬁpdé‘ﬂ? ey ¢'§rgla¥ tﬁ/el
wi Il besli spsayseh. iAsdddRd fphﬁmmﬂéflaﬁshafonﬁa@od WHicH ey&aé@hamarravédw will

di sappear fromthe second . ‘Matched information in both parts 612,
614 det er mi IeHSeRSU . énf ?Wt&ﬂl'f‘ the figst apf Speendtpants, 632,614 %’teeﬁ‘ffarlgGF’d’ﬂnthq rom

the normal &igflar ﬁdnﬂekras He USeroB0% a5taddditwingal 6Ushee. OhaaddifitdtinfemEBans nay
be used, setting different col our bagﬂground different fonts etc. |If

the mat chedgi“?\PB?’FHi‘f‘ 8th categpres arefirsh digplayed 2pd e Hnexpasged yategemmory
and at tri bupg expdiRie8dd QBPlY subltatéHhies ahy akAbutas.t ri bute may be hi ghli ght ed
to indicate that the match information is classified under it. 24 In the
exanpl 2®nbodi nent, both User 302 and User 304 have full control over the

i nf or mat i onyfiyge M|t bﬁ‘t’é@i I%derﬁﬁgr Whﬁ:ﬁ'rﬁéfé?é ﬁdhnﬁd?ﬁaﬁ&ﬂsh@%ealb@‘b?‘(%r 3bP e nane
or alias of User 302 and User 304 is the on information that is

uncont r ol | ablser 334, thecsagend Pagt i 4uill coptajirexastiy Hiecspme ﬁnfﬂmﬂi@ﬁﬁ the User

i dentificatggp daiﬁ"édli W}WG@B pDQthj%pE@hoﬁ hig LRl 392t S1ddts fﬁ’ﬁéﬁl%ﬁsh' iR 0
that a user may ke his or her i entltdé/1 anonynmous. The User

i nf or mat i on%ﬂ'%%%?@%“ﬂ@b‘w tn 8 sglests %‘fﬂﬂ'ﬁt@’%lef’%'riort@ '&X%’Gd e Useer 304
by Use r253023@435ﬂ(ih@ ihférﬂ%&i@hw tHeOpartie@ar (!:aﬁé?éry Wltﬁ\éﬁnﬁééntlaﬁ@%@él Qﬂﬂér'tb{an a

brief 10 summary information not yet |y rel eased di scl osure b

 User 304 rrawebé‘e'@ﬁ’t%lc&?@@ﬁm@b%{l 'ﬁvﬂa!’é'db%rﬂ'%ﬂ)’@ét '@d“\?oﬁﬂst d’éﬁtﬁbﬁ i the just
| evel (5). | fovbliRa o on o eiapBein i e bnd drtinior et on di st osur e

w ndow 616 is split into two pa A first part 618 displays information
rel eased by User 304 for display to User 302. A second part 620 displays a

bri ef SummNMtdhtedhﬁfBﬁ’ﬁéf%' uﬁ%oﬂ%aﬂ(§61é ld1'4ydefté&rﬁﬁe°c?9y iri%! IMS whll ﬁéihi@a'dyé‘d by

User 304. The brief sunmary nmay conprise cate su -cateage
attri bi3® hiadedifferanhfeploust from the neemal fext o fsé‘c%é‘lPBEﬁC ctsieat ether ar e

arranged i naﬂ'g ﬁ%rﬁihg'anlm@énsrmﬁﬁ'% dsedl Qg;egéﬁfn Hiferdat EolSaH backgRAAYW &if8rent - ©-

uncl assifie t1on and unexp e ories are first displayed and

t he unexpantpats etex dolbei eatchad "Bfé""éﬁ%h&e’@%@ dn AR Hpexpapded catpgionk Sulind
attributes. category and attribute, the category, sub-category and attribute may be highlighted

to indicate that the match information is classified under it.
35



20 Matched information in both parts 618, 620 determ ned by the IMS will be
displayed in a different colour fromthe normal text colour. It is

appreci ated that other 'highlighting.prans nay be used, e.g. setting

di fferent col our background, differeni fonts etc. Simlarly, if the matched
information is |ocated in an unexpanded category, 25 sub-category and

attribute, |t ke %ﬁérﬁgﬁ b&iil'?leﬁﬁttftﬂﬁr%e@'ﬁézaéﬁd USEY 04BNV eulhédHitdl @heed to

i ndi cat e that t information is classified uFder it. The User 302

ref erence Hetndemsion to e rexealed and slispiarad toang another awever, the KBME 624,
the User 3Qg 4 O,Qé ®f Y 3ob %ﬁﬂmééﬁao@@tﬁehsm%%naﬁﬂorpmm@ waemmuaeléo

reference wn , are parts of the reference Iat{ % Wﬁg%hﬁ The
User 302 rbvéheru:seravane@aséqbecrswalpﬁéoeewapﬁes gF ldgniificatiopr The|
referenges ;o \Aﬁ th¥ alifSto E@Bhéﬁgea% 56 M4t GldetInBYkESIS R or e lidetiy has
control over er to reveal one or nore of the references in the list to
User 304 b@@@dW@ﬁU85conf|dent|al|ty | evel (s). In the exanpl e enbodi nent,
each reference or a block of 25 references are given a confidentiality

| evel and User 302 can select the revealing of all references corr gondlng

to a comoiheddserdidd infarmatjon giselosure ‘M&‘QPW\S@& digplays inferanation Jeleqsed t
hyper i nks, s 84 %g%s%ﬁﬁof Bééeo%ﬁ sé\eetealcanﬁﬁermamy asliens). Widamionallys arsrii ni ng

cross-references r atin C 5

i cki ngI on the hgrp g{{)l nks
starti hQ frsummafvaf@ﬂfe@nailoﬁdmmwllm%aﬁﬂﬁl domdisclostre by Haerc34t mavnbe
W ndows ”%élﬁx‘i‘a Sep%g%ﬁ#%ésbeﬁbﬁa%eeb@dt leentidéntiaiity Welelng ok iﬂ@@)@m;ﬂé nal

| nt ernet sou assocl at ed h the references entere pgb@pe User 302

ref er ence imhesinentotherUsen 88 dnforatigaddiscigspire windewb16es two parts.
pr oduct / sera Vfu%g ér‘f’%% @%E%yﬂdﬂﬂ'}(éti@ﬁ‘}elﬁ%&ﬁbﬁgs&%@ foP dizplad tb 'Uisbr gb2.aA! the

ref erences ent roving_ the authenticCi t?/ t he gﬁoducts
and/ or senﬁﬁ@@ndﬁéﬁt 6@@2«“%@@9&@' Wmmé"YpP%'&‘fQWﬁﬂm gehyetiufly, rel 2 has

controlgov v &t CEUb-¢d orist to
User 332 bgﬁscggﬁﬁg%n ierdéedr?t ?g% |b? )@/ﬁg&éi\i/gﬂ?&ﬁa?&e%bﬁsai tggt e Usere%cg%

ref erence \atiibiuie Feaderse lnformedion & thedijreteanst sepopd pafts 618, G2 RRIEANISAdN gi ven
a confi dentyal {if¥ad ¥ da‘ﬂnela'?a‘él, WREUsEP 2322 Hakt | Rt wirldew’ Gﬁgah eNdinefasaifibd

ref erences correspon common confidentiality level to User 304

Wher e t he nefbeﬂ@tmegn@m@ekﬂﬁj@ﬁdl¢ﬁ@9°f@§eﬁr93@§t disrlayad | ansl the;upexpanded
cascadi ng V&af%gwgs gg%%d?ﬂieﬁrt@%%pfa?fs%b%fe%%néﬂaﬁé bftgbutes.t he products

and/ or servic possesses or is providing by clicking on the
hyper| 28ks starting 20 fromreference wi ndow 622. The information in the

cascadi ng WyRUE nfiaicn AR Y 616082 adiEmied BY VIS Wil drpased! r om

ext er nal ernet sources asso |ate references entered in the
User 302 rdhea ediiereni ediowr Gom dhe diormek dextycalayy 5@ appreciated (ihat oter

o gl heERl iy o IESdd 5. QuiEHoPdirreht SbloG batkarduMe, BRIGREANCES

proving the authenticCit of User 304.
Were the rfeflbreém Similariye if tyepmeatched sﬂfompnfﬁ)bcé@ﬁ Ran |unsmarﬁ)é€ [atagopy.
cascadi,ag d r t 4 or
previo rgdegr%n(%)%néﬂ %Ittﬂlg%% 3ﬁét%a%§6'g ?ls-r?égégléw é'}gi‘é’hg?ﬁ'?‘g?gﬁ%g \?\ngndow
starting f rmgml@bteddbmthm tt@amatsn@forrmtlonm glapgifiebwndei it he cascadi ng

wi ndows nmay be entered by User 304 or populated fromdata in the I M5 or web
pages fromexternal Internet sources associated with the references entered
in a corresPendiseg 302f eafeneoee wiindow 622t thesUsemB03rproductisenigse refgrence

reference Wndo 6342in3RReP 504 FefBorcB Wik BEE, arf thB IS 804 PrduciSérice

30 reference window 628, are parts of the reference platform of the IMS.

The User 302 reference window 622 contains details or a list of all the references
entered by User 302 for authenticating purposes. User 302 has control over whether
to reveal one or more of the references in the list to User 304 based on
35 confidentiality level(s). In the example embodiment, each reference or a block of



26 The User 304 product/service reference wi ndow 628 contains details
and/or a list of all the references reveal ed by User 304 to User 302 for
proving the authenticity of the producjzgs and/or service User 304 is

provi ding. User 302 can call out a chain of cascading wi ndows by clicking
on the hyperlinks in each reference wi ndow 5 containing cross-references

rel ating tordrl@nBe<Lae diverPd %ﬁrrdeﬁﬁérw fevel SRy U§Qr43(§20§aﬁ'?§€§€§ tﬁé révealii@sf di ng.
The information 1 n the cascad mg?vvr ndows may _be ente Yoﬁsﬁf ér 304 or

popul at ed fabreferenges rorrerponiing Wpagégnﬁqiwwxﬂ%\ﬁm PhefVhetsur ces

associ at ed tr«retﬂaféra@cerseérerr@pémﬁk@rus%r @02 ican &afl Gut amwbr@sw&ﬁg Wikgowd ndow
that is simlar to the Usér 302 reference w ndow 6 appearing on 10 the

conput er di SYMtapings crgsarefgmncesHelafing to1dsen S0Z; 'errcé!c“_{')g ARy thse hyRerliBksd i n

the fol lpw g@rtRigaroth eforepiod Wikfow §22”ﬁfe' rﬁfohnéﬁorﬁrﬁtﬂékﬁécédrﬂg WRRod8haypf
handbag has_ i nformation consistjn ures and description of a handbag

product, whbepopuiated fremsdatajig the 3%&98 eb pagesftor exderpalalotesnelk SHrees  he

| VB One . T Rt ithahe raffericat %rntateu%tm UsBe 3021efpéhdenwinBewpsi bf 1S
that she is afraid that others will start copying the design, which she has

not 20 acqufMeerd bt ¥sercidal property protection for. She also only wants
soneone who has the specific needs for the special feature of her handbag
to purchase_jt Henc she enters and saves  the_informtion, of tne handbag

in | M5 1fhdefhe Usgr ?’Q%IP@%HWM'@W’? grence windew 624, contains B@tar'fepr gdigt ehalh| es
the aut omat fife tdférénsds bARTeH ByQI'lsérhSDZ ?65 praﬁnﬁﬁﬂebéb(ﬁénti@fty lon@hé Prethads ON

t he ot her hand does not have tine to k fo nl aygévm the g(gwcr al
features, WANYRAr seRvicedysesS0¢ NOSRRRSRS qra& prayjping.SIEIRRY. 44585302 s CaD! i ght
buy a countwérwemm@heskatrone%rsrr@@rmh@rreferér@bg\r@me rrselté e)sér 804 dased
broadcasting her intention tQq %&% a andbag?wrth syuch feature Hence, the

buyer, 30 whd confiderfiality leyelts)- Winke et Hsen 802 vt ef@fﬂ&eewg' H’z 622, g&Cher

i ntentify Ofeférektd Br 8 bRRRUP Acfeitintds areegnsétea 'céhfdé?ﬁihktg%\lenaﬂtd\@séﬂgw cén
suitable confidentiality | evel selected parties, u

ensure the g@gptdpe F%Veﬁb'tg of diyefarengegcop 6?%‘?"4"&4%@@“‘8“ ganfiqgntial 'Wé?/‘@&l ed

credent i al s{fprQs&est4. FUheB thé rdferentds am rlinks FUS& Z§023&ariiﬂéh éutea chain of
trustwort hi ness ratr r:%@of the seller an

the seller's ste orrraron
that is app@Rading, WIiews\epnteiAgs SloseTe ﬂ%%rﬁlﬁleantocﬁ@c radygtsnapaior

trustwort hi §a%Red Uder 308pdsbessea B iSHréVidin ficRin| Qﬂ\ PR Rypermib etating he
product I s through enmail and nessag mfgqgnnter aces . W ndows 304, 310 in

Fi gure 28, TrAmcreterenge windaw 62¢. (THE infognation fin ke é d&?ﬂj“ﬂ?ﬁ%‘fs By be

Scenario 2 pébulated from data in the IMS or web pages from external Internet sources
associated with the references entered in the User 302 reference window 622 or
entered by User 302.

25 The User 304 reference window 626 contains details and/or a list of all the
references revealed by User 304 to User 302 for proving the authenticity of User
.304. Where the references are hyperlinks, User 302 can call out a chain of
cascading windows containing cross-references relating to the User 304 or previous
reference by clicking on the hyperlinks in each reference window starting from

30 reference window 626. The information in the cascading windows may be entered
by User 304 or populated from datat in the IMS or web pages from external Internet
sources associated with the references entered in a corresponding reference
window that is similar to the User 302 reference window 622 appearing on the
computer display of User 304.

35



An individual is looking for an ideal job. She is very senior in her
current job and does not want many people to know that she is | ooking
around. She al so does not . want to up having a job not fulfilling her
requi renents. Hence, the individual having a user account with the I M
enters and saves her job criteria in I M5 under a 15 suitable

confidenti ghl (Rj)ée# SyF hro%% §ér@i€e bifeRfibe WiKdoWI628! BEIRtBRE Aaekls tdhdlor Aeiist 6f i ter i a
00

may be a t emandi | so sets the information_matchi nl)%ar@erce t age

for her jobllthe t@fﬁacQsol’%%ﬁdWeU$r&(@ todUss P2 ik PERVING the AUNeTIGHY 8F  er
80% of whay, ;F\‘%dﬁ& It/ Rerittd Usérests &-q»mag desertdt2 @il qa ohain of f er .

She then ena eautomatlcl nk . feature of the IMS, 20 A coppany is
| ooki ng f ocascadingnmindaue iby; @hpkmguqar tl?er"yeﬁ”'ﬁh%l iRnBaAEh (rRiSreNRe unters
tend togonkynah Q:Hs%eret) Je@s! PIRIREE QhE - prodliéts NEndrBr ayévme; isRRresd4 i N t he
papers at arge has not been effective and Is costly. Al's as the

cor por at i opo$sesges lad lﬁew@mdmgea'ﬂ'l‘# indereratien dfethe ﬁﬁ‘?ﬂ@ﬂsw&qe\”ﬁo’@@ya%unt s
of candi dagge gy Usels 46r ES;SMat%@?Follﬁ’ dat8 |ﬁ(t‘ﬁc-,eﬂ0i8 bPWeﬁ e AbAPeRBMaPY One.

Hence, the "corporation user account wth uses the search

function ofintemet |svBrees %mwed owith Hibe; ﬁﬁTenéﬁﬁoﬁ”Hﬁﬁeé Eﬂ/ % rfogesPNding
- descripti ?&eféfnc% %dd@@ﬁﬂbt Fsaé?rﬂlléi% %@gsmfd@érﬁ@mhaéw 62Nappeaion esul t s

turned up inrtrally unt nont h | ater when the above-nentioned i ndi vi dual
| ogi ns100 Qnﬂmmmerqllawatﬁf’d@f:i% 30 Wien the match in job criteria has
occurred, the IMS alerts both parties. The nane of both parties need not be
revealed if they have decided to keep that confidential. The on]

i ndi cati on The lMﬁeﬂﬂﬁ imFiogre 1)maybe ?W@'%@ imtbe ellavdngraxarapie SEEANOR: part i es'
end and a hyperlink for the parties to link to each other. 28 After

l'i nking up, both the individual and the corporation verifies and assesses

t he aut hentScehanjo df each other's identities through the reference reveal ed
by botq parties. Once the basic trust is established, confident i al

i nformati on can be reveal ed | evel by |evel by hot Qﬁoﬁartles Iﬁ esgi ng
each ot her'As seliefuesm designgshof hangdkag fiastinformgtion Lonsisting 1of (Meiuf

Negot i at i ony E&&qﬁﬂlo%éﬁﬁéﬁdgggrbrg&&l%cﬁ %9&9{% §d&%la‘?f@ture§n9hérﬁ§§ aghstw

i nterfaces in Flgure whi.c rovcit? H&F‘
| VS at t he acaountivdtrathealivs. &n%@%&onmtéwlaoph@f%weﬁ%gwq handbagdndhe s and

_ public is that she is afraid that others will start copying the design, which she has not
20 acquired intellectual property protection for. She also only wants someone who has
 the specific needs for the special feature of her handbag to purchase it. Hence, she
enters and saves the information of the handbag in IMS under a suitable
confidentiality level selected by her and enables the automatic link-up feature of the

IMS.

25
The buyer of the handbag on the other hand does not have time to look for a

handbag with the special features, which the seller’s handbag has. She is also afraid
that she might buy a counterfeit handbag or be swarmed by irrelevant sellers after
broadcasting her intention to buy a handbag with such features. Hence, the buyer,
30 who also has a user account with the IMS, enters and saves her intention of buying
a handbag with the special feature in IMS under a suitable confidentiality level

selected by her.

The IMS automatically notices a match in the information and alerts the seller to the
35 buyer and vice versa on the next instance the seller or buyer logins to the IMS to link



nmessagi ng interfaces can be offline where each party checks each other's
emails or _ - nessages at their own leisure time, or inreal tinme if both
parties are login to the IM5S_ 10 at thg,sane tinme. It is appreciated that
besi des enmmi| and nessages, the I M5 can provide nmeans for an online neeting
bet ween the corporation/seller and the individual/buyer in the above

scenarios t fﬁoﬁugﬁmbﬁhﬁrm@tenéﬁlleeﬁn@%&iepfs thdaeehéé‘?ntfh%rtﬁ%l” P%/é%v;éghglgell'e cally

described in the[\ exa nbodi nent 1s conput er _system

shown in Fi §ayedled off %?mt'@ke(ﬁﬂ edVingow h 306 Vs nlEigutse 3)rrrﬂrt§lrrdheed as
software, suyfRwsthAesa r@\ﬂﬁ@%fefhep gewraahmhélgseﬁéﬁé? %ﬂad“’i&f&lnﬁhtfoheth%?'}?“t er

system (which can be a pal mﬁ_g nmobi | e phone, deskt'op conputer,

the like) 7GOPERGRY Phé'%q S etaeé!ebélﬁﬂ@flbrcagy@mhmthe)cbwefmrthtmes
met hod ob t hroByR iR SarREHREHHEE Negofiationén WQ&EE‘Jf tﬁay&gf?%ﬂgﬁ% gﬁgg 5 and

conput er nmodul.e 702, in ut nodul es such as boar

a pl ural i ty 39f MRRSAGINO Haloiaces (8¢ windows 304 |§|1Qyn Famire gk avhjieh istprevidadby The

conput er noeke MS QR theSseiePasg b@ybriedda conputer network 712 via a 30
suitabl e transceiver device 714, to enable access to e.g. the Internet or

ot her network systens such as Local Area Network (LAN) or Wde Area Network
(WAN) . 29 ceanaier nodule 702 al so includes a nunber of I'nput/Qutput (1/0
interfaces, for exanple I/Ointerface 724 to the display 708 (or where the
di spl ay ?s 1ocated at a renote | ocation), and I/Ointerface 726 to the

keyboard 704An indilidaalCie OEKM tsr &K ldeaﬁjdbo@ﬁ!ét §rveP939é’rlu§r ifOkert &m&ﬁ* t.étyaﬂd

conmuni cate vi a an I nter connect ed bus I N a manner known

person ski | 888 MR WaRt mankpesnle fo f‘"o"m’éateﬁbﬁl i M%ﬂfﬁﬂﬂ@rﬁhﬁ alsotdaeisawt | y
suppl i ed towahe i upf hédg% ggglsu{o@rfulﬁnﬁé %8r HhulfethePS: Q96ibe? e idiidual

: storage ”Edh%vr?ng lajzcuser account with the IMS enters arrr?drrgarv%s her job criteria in IMS under a

16  suitable confidentiality level selected by her. As she understands that her criteria
may be a too demanding, she also sets the information matching percentage for her

- job criteria to 80%. Therefore so long the other party can offer 80% of what she

seeks, she will want to consider the other party’s offer. She then enables the
automatic link up feature of the IMS. '

20 _
A company is looking for a highly qualified senior person and knows that the
headhunters tend to only specialise in certain sectors. Putting an advertisement in
the papers at large has not been effective and is costly. Also, as the corporation is
world renown, each advertisement attracts enormous amounts of candidates and it

25 s very costly to screen the candidates one by one. Hence, the corporation having a
user account with the IMS uses the search function of the IMS to search for the ideal
candidate by entering the description of the ideal candidate as search parameters.
No search results turned up initially until a month later when the above-mentioned
individual logins to enter her job criteria.

30
When the match in job criteria has occurred, the IMS alerts both parties. The name
of both parties need not be revealed if they have decided to keep that confidential.
The only indication is the highlighting of the matched information at both parties’ end
and a hyperlink for the parties to link to each other.
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device and read utilising a correspondi ng data storage nmediumdrive of a
data storage device 730. The application programis read and controlled in
its execution by the processor 718. I%erm&di ate storage of program data
maybe acconpli shed using RAM 720. 15 ny nodi fications and ot her

enbodi nents can be nmade to the systemand its nethods by those skilled in
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?or at aba he t a nman
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ner

mat chi ng engine for Information~ i n the data

a |inki ng unessaging inferfReesgcaniee offlinepvieerg sech pasy chedsanchiotherigearadiisay

| nf or mat | Or}né%fdghf Gt Fidir RWnlIBISUBRIRE) dPdn FEMVERE if BTN parties are ﬁ)gfnetfoﬁﬁé 5ng
platform for displaying reference information of one user associated with

t he matldhi raj thesanedimeon t o anot her user associated with the 15 matching

I nformati on, wherein the reference platformprovides |inks to other
reference informati on associated with the reference information displayed
for establlt Ehappjeciateddhat besidesfemaihand megsages: henlMS sen pepvideuieans fafi ness -

-of the respeehing nbe8hs between the corporation/seller and the individual/buyer in the
above scenarios through Internet telephony or video conferencing.
15 .
The IMS described in the example embodiment is a computer system 600,
schematically shown in Figure 7.

The procedures executed by the IMS may be implemented as software, such as

20 a computer program being executed within the computer system (which can be
a palmtop, mobile phone, desktop computer, laptop or the like) 700, and
instructing the computer system 700 to conduct the method of the example
embodiment. '

25 The computer system 700 comprises a computer module 702, input modules
such as a keyboard 704 and mouse 706 and a plurality of output devices such
as a display 708, and printer 710.

The computer module 702 is connected to a computer network 712 via a
30 suitable transceiver device 714, to enable access to e.g. the Internet or other
network systems such as Local Area Network (LAN) or Wide Area Network

(WAN).

The computer module 702 in the example includes a processor 718, a Random
35 Access Memory (RAM) 720 and a Read Only Memory (ROM) 722. The



20 2. The systemas clained In claim1, wherein the linking unit alerts the
users associated with the matching information by sending el ectronic
nmessages- to the Users. 3. The sysjgmas clained in dains 1 or 2,
wherein the system further. 25 conprises a communication platformfor
facilitating negotiation between the users. 4. The systemas clained in

claim 3, V\hﬁftn%uiert ?ﬁdgrgmmia%lt ineludebad hgﬁmeewwmﬂamutpne(lxw) imesreacet, a
group consisting o emaj | server catian

| nt er net té%ﬁ’ﬁﬁ‘fﬁ?‘edﬁ’)l"lt%ﬁ%eoﬁz“ é?]H"ead'W'&é!%%o({%? W‘%ﬁ%ﬂ%gd'éﬁ{wl'ﬁmag?g 31
5. The syst ga@ntdtéidBaton)) afl AONMerfadeer 28 © thbkegbberd 70#f er ence i nformation
conprises reference information stored in the database of the system

reference infornmation stored at an external source, or both. 5 6. The system

as cl ai ged Tre 3BMponente§ of i RoRPEEErNGoaLR waz tws.eaw l&otrimmrﬁgméemfaﬁt her

conprises a search platformfor user input se r criteri nd .t

search pl atiftereannectestBye d280anthdn FaMatingg ké‘ﬁ@’i"n p?ﬁ’é’ﬂt ?I?akﬁcﬁ thd'®

i nformationejdvahhgrtdata fields matching the search criteria. 10 7. A nethod
for identifying and |inking users having matching confidential information,
t he net hod conpri si ng: storing user information in a database in a

nmanner suchridapplRaGo® profpam i afpiciliyed uppliee s erecudarnyf the cbmutera;yptem i on of
user i nfornatl on are associated with res ective C(&lﬁi %ﬁ@ aﬂ y Ieevel S;
15st or i |Qg dAOy epeqsiassem & ‘5@‘ arsleaoerediun SHARES :R &t's qsh Yy
device and read utilising a corresponding data storage medium drive of a data
storage device 730. The application program is read and controlled in its
execution by the processor 718. Intermediate storage of program data maybe
accomplished using RAM 720.
15
Many modifications and other embodiments can be made to the system and its
methods by those skilled in the art having the understanding of the above described
disclosure together with the drawings. Therefore, it is to be understood that the
system and its utility is not to be limited to the above description contained herein
20 only, and that possible modifications are to be included in the claims of the

disclosure.



dat abase; - I dentifying matching information in the data fields
utilising a matchi ng engi ne; and l i nking two or nor-e users
associated with matching information identified ' 20'. utilising a |inking
unit; displaying in a referencing platformreference informati.on of
one user associated with the matchi ngo nformati on to anot her user
associated with the matching information; and . establishing a
chain of references linking to other reference i nformati on 25 associ at ed
with the re%gggﬂgf- i nformati on di splayed for authenticating
trustwort hi the respective users utilising the reference platform
8: The nethod as clainmed in claim?7, wherein the nethod further
conprises algerti ASSQC] tion by
Gt sing 30t he VRERF O] Helnkily Uebid relfio TAGHL oo™ oy s
9. The rretawodnfagn%tloaitheavstﬁn@pmpmng? or 8, wherein the method further -
conprises facili

mp Ta%a'téiﬁsé‘?&%%dnﬂ%h@é’r iRBIIARA i GathSBhRstithlirSteRificd o wherein:

comuni cati gn F| atform as cla

the comuni dEIBRP) faf 1355 18 H3tabase sies Bie yrsF informalionyimagnaMiesi st i ng of
an enmil| sersveh;that aeseragomglakp itlds sdpresentifnat leaster pation of aRhasey

F o heq | - AnfEREatbn o SRR SR TSR BRI ey f erence
i nf or mat1®n conpmai @%tshln@ewmbeldmﬁfmnmtcbmg gfopmatibniimthe kieta(ﬁak!e;b as e 10 of

the system ref eraenﬁq%gl mi,pfov%k.n@ 9% %%@tuf% %@&Lﬁg%&c both. ~ 12.
The net hod s cl one cl al ns erein rret hod
further conp a, %lgtrlr%ent ied by ¥1e matchmg engine; and '

a referencing platform for displaying reference information of one user
associated with the matching information to another user associated with the
15 . matching information, wherein the referénce platform provides links to other
reference information associaied with the reference information displayed for -
- establishing a chain-of references for authenticating trustworthiness .of the
respective users. - ' .

20 2. - The system as claimed In claim 1, wherein the linking unit alerts the

users assaciated with the matching mfonnation by sending electronic messages to . -
the users.

3. The system as claimed in claims 1 or 2, wherein the system further

25 comprises a communication platform for facllitating negotiation between the
users.

4. = The system as claimed in claim 3, wherein the communication platform
comprises one or more of & group consisting of:
30 an email server;
a messaging application;
an Intemnet telephony application; and
a video conferencing application.
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inputting search criteria; and 15identifying information in the data fields
mat ching the search criteria utilising . thernatching engine. 13. A data
storage device containing conputer readable code neans for ~  instructing
a conputer systemto execute a nmethod for identifying and Iinking 20 users
havi ng matching confidential information, the nmethod conprising: storing
user information in a database in a.manner such that one or nore data _
fields representing at |least a portign of user information are associated
with respective confidentiality levels; storing data

representigg refRr eptemi B odiamRkH OR legﬁn Uﬁe\ﬁlﬁerl?lﬂ fr% ofier dRlA0RES
i denti fyi ng‘fmatchl n&ﬁl nformation in el ds utilising a matching

engi ne; rmation cOmREses fElRsense Wma%eﬂgreés@o@iea@%@%et@f t chi ng

i nf or mat i osystete,ntdefned infériviation Stgred at ankitd@alidutce, sdsbygpl aying in a
referencing platformreference information of one user associated with the
mat ching information to another user associated with the nmatching

i nf or mabi ofi; anthe system as claiptedlih ahomgofthe pedcadind cla&iﬁemﬂnmstﬂel nking to.

ot her referangh fdr@n@PEéFRﬂrls@Qa@%ac'rgﬁ Bl@{f&pn f‘é"r’]ltléér n@ﬁt (%f%f %lrcﬁ ARih (ar mat i on

di spl ayed for authenticating stwor t spec 've users
utilising theseahlatiorn isyposiPled iprthe matching engine for identifying information

in the data fields matching the search criteria.

0 7. A methad for identifying and linking users having matching confidential
information, the method comprising:
storing user information in a database in a manner such that one or
more data fields representing at least a portion of user information are
associated with respective confidentiality levels;

15 storing data representing reference information for users in the
database;

~

identifying matching information in the data fields utlllsmg a matching
engine; and

linking two or more users associated with matchlng information identified °
20°  utilising a linking-unit; .

' displaying in a referencing platform reference information of one user oo
associated with the matching information to another user associated with the ) ]
matching information; and _

establishing a chain of references linking to other reference information
25 associated with the reference  information displayed for authenticating
trustworthiness of the respective users utilising the reference platform.

8. The method as claimed in claim 7, wherein the method further
comprises alerting the users associated with the matching information by utilising
30  the linking unit to send electronic messages fo the users.

9. The method as cldimed in claims 7 or 8, wherein the method further
comprises facilitating negotiation between the users utilising a communication
platform.
35 '
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database;

32

- 10.  The method as claimed in claim 9, wherein the communication platform

comprises one or more of a group consisting of:
an email server;
a messaging application;
an Internet telephony application; and
a video conferencing application.

11.  The method as claimed in any one of claims 7 to 10, wherein the other
referenq_e information comprises reference information stored in the database
of the system, reference information stored at external sources, or both.

12.  The method as claimed in any one of claims 7 to 11, wherein the
method further comprising:

inputting search criteria; and

identifying information in the data fields matching the search criteria utilising

. the.matching engine.

13. A data storage device containing computer readable code means for
instructing a computer system to execute a method for identifying and linking
users having matching confidential information, the method comptising: .

storing user information in a database in a manner such that one or
more data fields representing at least a portion of user information are:
associated with respective confidentiality levels;

storing data representing reference information for users in the

identifying matching information in the data fields utilising a matching
engine; and

linking two or more users associated with matching information identified
utilising a linking unit;

displaying in a referencing platform reference information of one user
associated with the matching information to another user associated with the
matching information; and '

establishing a chain of references linking to other reference information -
associated with the reference information displayed for authenticating
trustworthiness of the respective users utilising the reference platform,



