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【

【【

【DESCRIPTION】
】】

】 

【Invention Title】 

APPARATUS AND METHOD FOR PROCESSING NON-POLYNOMIAL 

OPERATION ON ENCRYPTED MESSAGES 

【Technical Field】 

[0001]  The disclosure relates to an apparatus and a method for performing non-

polynomial computation such as comparison computation on an approximate encrypted 

messages. 

【Background Art】 

[0002]  Along with development of communication technologies and active distribution 

of electronic apparatuses, there are continuous efforts for maintaining communication 

security between electronic apparatuses.  Accordingly, in most communication 

environments, encryption/decryption technologies are used. 

[0003]  When a message encrypted by the encryption technology is delivered to the 

other party, the other party needs to perform the decryption to use the message.  In this 

case, the other party may waste resources and time during a process of decrypting the 

encrypted data.  In addition, when a third party performs hacking in a state where the 

other party has decrypted the message temporarily for computation, the message may 

easily leak to the third party. 

[0004]  In order to solve such problems, researches on a homomorphic encryption 

method are conducted.  According to the homomorphic encryption, although the 

computation is performed on an encrypted message itself without decrypting encrypted 

information, a result that is the same as a value obtained by computing and then 

encrypting a plaintext may be obtained.  Accordingly, various computation may be 

performed in a state where the encrypted message is not decrypted. 
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[0005]  However, the homomorphic ciphertext of the related art supports only some of 

computation such as addition, multiplication, and the like, and accordingly, it is 

required to obtain a method for applying non-polynomial computation such as 

comparison computation on the homomorphic ciphertext. 

【Disclosure】 

【Technical Problem】 

[0006]  The disclosure is made to solve the aforementioned problems, and an object 

thereof is to provide an apparatus and a method for performing non-polynomial 

computation such as comparison computation on an approximate encrypted message. 

【Technical Solution】 

[0007]  The disclosure is to achieve the above object.  According to an aspect of the 

disclosure, there is provided a ciphertext computation method includes receiving an 

input of a comparison computation command for a plurality of homomorphic 

ciphertexts, performing computation by reflecting the plurality of homomorphic 

ciphertexts to a composite function corresponding to the comparison computation 

command, and outputting the computed homomorphic ciphertext. 

[0008]  The composite function may have a complexity θ(α) or θ(αlogα) in response to 

an accuracy 2-α. 

[0009]  The comparison computation may be maximum value calculation or minimum 

value calculation, and the performing the computation may include performing 

computation of the maximum value calculation or the minimum value calculation by 

using a composite function corresponding to square root computation. 

[0010]  The composite function corresponding to the square root computation may be a 

function that repeatedly performs computation of a first function including a first 

variable having an input value as an initial value and a second variable having a value 
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obtained by subtracting 1 from the input value as an initial value, and a second function 

including the second variable predetermined number of times. 

[0011]  The predetermined number of times may be a number of times corresponding to 

an error rate of the square root computation. 

[0012]  The comparison computation may be computation of outputting a 

predetermined value according to size comparison, and the performing the computation 

may include repeatedly performing computation of a composite function including 

function computation corresponding to inverse computation predetermined number of 

times. 

[0013]  The comparison computation may be computation of outputting a 

predetermined value according to size comparison, and the performing the computation 

may include repeatedly performing computation by using a composite function 

corresponding to a sign function predetermined number of times. 

[0014]  The composite function corresponding to the sign function may be a composite 

function that obtains an output value closer to 1 for an input value larger than 0 and 

obtains an output value closer to -1 for an input value smaller than 0. 

[0015]  The performing the computation may include performing the comparison 

computation by using two or more different composite functions which are approximate 

functions corresponding to the sign function. 

[0016]  According to another aspect of the disclosure, there is provided a computation 

apparatus including a memory storing at least one instruction, and a processor 

configured to execute the at least one instruction, in which the processor, by executing 

the at least one instruction, is configured to, based on an input of a comparison 

computation command for a plurality of homomorphic ciphertexts being received, 

perform computation by reflecting the plurality of homomorphic ciphertexts to a 
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composite function corresponding to the comparison computation command, and output 

the computed homomorphic ciphertext. 

[0017]  The comparison computation may be maximum value calculation or minimum 

value calculation, and the processor may be configured to perform computation of the 

maximum value calculation or the minimum value calculation by using a composite 

function corresponding to square root computation. 

[0018]  The comparison computation may be computation of outputting a 

predetermined value according to size comparison, and the processor may be configured 

to repeatedly perform computation of a composite function including function 

computation corresponding to inverse computation predetermined number of times. 

[0019]  The comparison computation may be computation of outputting a 

predetermined value according to size comparison, and the processor may be configured 

to repeatedly perform computation by using a composite function corresponding to a 

sign function predetermined number of times. 

[0020]  The composite function corresponding to the sign function may be a composite 

function that obtains an output value closer to 1 for an input value larger than 0 and 

obtains an output value closer to -1 for an input value smaller than 0. 

[0021]  The processor may be configured to perform the comparison computation by 

using two or more different composite functions which are approximate functions 

corresponding to the sign function. 

【Effect of Invention】 

[0022]  According to various embodiments of the disclosure described above, in the 

homomorphic ciphertext processing method, the comparison computation on the 

approximate encrypted ciphertext may be performed by using the composite function.  

In addition, the composite function suggested in the disclosure has low complexity, and 
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therefore faster computation may be performed, even if accuracy increases. 

【Description of Drawings】 

[0023]  FIG. 1 is a diagram illustrating a structure of a network system according to an 

embodiment; 

[0024]  FIG. 2 is a block diagram illustrating a configuration of a computation 

apparatus according to an embodiment; 

[0025]  FIG. 3 is a diagram illustrating a computation operation of the computation 

apparatus according to an embodiment; 

[0026]  FIG. 4 is a flowchart illustrating a ciphertext computation method according to 

an embodiment; 

[0027]  FIG. 5 is a diagram illustrating a method for calculating inverse computation by 

using a composite function according to an embodiment; 

[0028]  FIG. 6 is a diagram illustrating a method for calculating square root 

computation by using a composite function according to an embodiment; 

[0029]  FIG. 7 is a diagram illustrating a method for calculating a maximum value and 

a minimum value according to an embodiment; 

[0030]  FIG. 8 is a diagram illustrating a size comparison method according to a first 

embodiment; 

[0031]  FIG. 9 is a diagram illustrating a size comparison method according to a second 

embodiment; 

[0032]  FIG. 10 is a diagram illustrating a method for finding a composite function 

corresponding to a slope of a sign function; 

[0033]  FIG. 11 is a diagram illustrating a size comparison method according to a third 

embodiment; 

[0034]  FIG. 12 is a diagram illustrating a shape of a composite function corresponding 
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to a sign function for each repeated number of times; and 

[0035]  FIG. 13 is a diagram illustrating shapes of various composite functions related 

to the sign function for each repeated number of times. 

【

【【

【Best Mode】
】】

】 

[0036]  - 

【Detailed Description of Exemplary Embodiments】 

[0037]  Hereinafter, the disclosure will be described in detail with reference to the 

accompanying drawings.  For an information (data) transmission process performed in 

the disclosure, encryption/decryption may be applied, if necessary.  In the disclosure 

and claims, the expression describing the information (data) transmission process 

should be construed as including both encryption and decryption, although it is not 

specified separately.  In the disclosure, the expression such as “transmit (transfer) from 

A to B” or “receive by A from B” includes the transmission (transfer) or reception with 

another medium interposed therebetween, and does not express only direct transmission 

(transfer) from A to B or direct reception by A from B. 

[0038]  In describing the disclosure, it should be understood that the order of each step 

is not limited, unless the previous step needs to be performed before the following step 

logically and temporally.  In other words, except for the above exceptions, the gist of 

the disclosure is not affected even if the process described as the following step is 

performed before the process described as the previous step, and a scope of a right also 

should be defined regardless of the order of steps.  In the specification, “A or B” does 

not only selectively indicate any one of A and B, but is defined to include both A and B.  

In addition, a term “comprise” in the disclosure encompasses further including other 

elements, in addition to the listed elements. 

[0039]  In the specification, only essential elements necessary for the describing the 
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disclosure are described and elements with no relation to the gist of the disclosure are 

not mentioned.  The disclosure should not be construed in an exclusive sense that 

includes only the recited elements, but should be interpreted in a non-exclusive sense to 

include other elements as well. 

[0040]  A “value” in the disclosure is defined to include not only a scalar value but also 

a vector. 

[0041]  The mathematical operation and calculation of each step of the disclosure 

which will be described below may be implemented as computer computation by a 

coding method well known for the corresponding operation or calculation and/or coding 

designed to be suitable to the disclosure. 

[0042]  The specific formulas described below are exemplary examples among several 

possible alternatives, and it should not be interpreted that the scope of a right of the 

disclosure is limited to the formulas in the disclosure. 

[0043]  For convenience of the description, the following notations will be used in the 

disclosure. 

[0044]  a ← D: an element (a) is selected according to distribution (D) 

[0045]  s1, s2 ∈ R: each of S1 and S2 is an element belonging to a set R. 

[0046]  mod(q): Modular computation is performed with an element q 

[0047]  「-」 : rounding off internal value 

[0048]  Hereinafter, various embodiments of the disclosure will be described in detail 

with reference to the accompanying drawings. 

[0049]  FIG. 1 is a diagram illustrating a configuration of a network system according 

to an embodiment. 

[0050]  Referring to FIG. 1, a network system includes a plurality of electronic 

apparatuses 100-1, …, and 100-n, a first server apparatus 200, and a second server 
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apparatus 300, and the elements may be connected to each other via a network 10. 

[0051]  The network 10 may be implemented as various types of wired and wireless 

communication networks, a broadcasting communication network, an optical 

communication network, a cloud network, and the like and each of the apparatuses may 

be connected by a method such as Wi-Fi, Bluetooth, near field communication (NFC), 

or the like without a separate medium. 

[0052]  Referring to FIG. 1, it is illustrated that the electronic apparatus is provided in 

plurality (100-1, …, and 100-n), but it is not necessary to use the plurality of electronic 

apparatuses and one apparatus may be used.  For example, the electronic apparatuses 

100-1, …, and 100-n may be implemented as various types of apparatuses such as a 

smartphone, a tablet, a game player, a PC, a laptop PC, a home server, a kiosk, and the 

like and may also be implemented in a form of a home appliance applied with an IoT 

function. 

[0053]  A user may input various pieces of information through the electronic 

apparatuses 100-1, …, and 100-n that the user uses.  The input information may be 

stored in the electronic apparatuses 100-1, …, and 100-n themselves and may also be 

transmitted to and stored in an external apparatus due to reasons of a storage capacity, 

security, and the like.  Referring to FIG. 1, the first server apparatus 200 may play a 

role of storing such information and the second server apparatus 300 may play a role of 

using some or all of the information stored in the first server apparatus 200. 

[0054]  Each of the electronic apparatuses 100-1, …, and 100-n may perform 

homomorphic encryption on the input information and transmit a homomorphic 

ciphertext to the first server apparatus 200. 

[0055]  Each of the electronic apparatuses 100-1, …, and 100-n may include an 

encryption noise calculated during the process of performing the homomorphic 
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encryption, that is, an error in the ciphertext.  Specifically, the homomorphic ciphertext 

generated from each of the electronic apparatuses 100-1, …, and 100-n may be 

generated so that a result value including a message and an error value is restored when 

decryption is performed using a secret key later. 

[0056]  For example, the homomorphic ciphertext generated from each of the electronic 

apparatuses 100-1, …, and 100-n may be generated so as to satisfy the following 

property when decryption is performed using a secret key. 

[0057]  [Formula 1] 

[0058]  Dec(ct, sk) = <ct, sk> = M + e(mod q) 

[0059]  Herein, <,> represents a usual inner product, ct represents a ciphertext, sk 

represents a secret key, M represents a plaintext message, e represents an encryption 

error value, and mod q represents a modulus of the ciphertext.  For q, it is necessary to 

select a value that is larger than a result value M obtained by multiplying the message 

by a scaling factor Δ.  If an absolute value of the error value e is sufficiently smaller 

than M, a decryption value M + e of the ciphertext may be a value that may be replaced 

with an original message at the same degree of accuracy in significant figure 

computation.  Among the decrypted data, an error may be disposed on a side of a least 

significant bit (LSB) and M may be disposed on a side of a second least significant bit. 

[0060]  If the size of the message is extremely small or large, the size thereof may be 

adjusted by using a scaling factor.  When the scaling factor is used, not only a message 

in a form of integer, but also a message in a form of real number may be encrypted, and 

accordingly usability may significantly increase.  In addition, by adjusting the size of 

the message using the scaling factor, a domain where messages are present, that is, a 

valid domain of the ciphertext after performing the computation may be adjusted in its 

size. 
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[0061]  According to an embodiment, the ciphertext modulus q may be set and used in 

various forms.  For example, the modulus of the ciphertext may be set in a form of q = 

Δ
L which is exponentiation of the scaling factor Δ.  When Δ is 2, a value such as q = 

210 may be set. 

[0062]  The first server apparatus 200 may store the received homomorphic ciphertext 

in a state of the ciphertext without performing decryption. 

[0063]  The second server apparatus 300 may request the first server apparatus 200 for 

a specific processing result of the homomorphic ciphertext.  The first server apparatus 

200 may perform specific computation according to the request of the second server 

apparatus 300 and transmit the result thereof to the second server apparatus 300. 

[0064]  In an example, when ciphertexts ct1 and ct2 transmitted by the two electronic 

apparatuses 100-1 and 100-2 are stored in the first server apparatus 200, the second 

server apparatus 300 may request the first server apparatus 200 for a value obtained by 

adding the pieces of information provided form the two electronic apparatuses 100-1 

and 100-2.  The first server apparatus 200 may perform the computation of adding the 

two ciphertexts and transmit the result value (ct1 + ct2) to the second server apparatus 

300 according to the request. 

[0065]  From the property of the homomorphic ciphertext, the first server apparatus 200 

may perform the computation in a state where the decryption is not performed, and a 

result value thereof is in a form of the ciphertext.  In the disclosure, the result value 

obtained by the computation may refer to a computation result ciphertext. 

[0066]  The first server apparatus 200 may transmit the computation result ciphertext to 

the second server apparatus 300.  The second server apparatus 300 may decrypt the 

received computation result ciphertext and obtain a computation result value of pieces 

of data included in each of the homomorphic ciphertexts. 
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[0067]  The first server apparatus 200 may perform the computation several times 

according to a user request.  At that time, the first server apparatus 200 may perform 

not only the computation consisting of only addition, subtraction, and multiplication, 

but also the computation including inverse computation and square root computation.  

In addition, the first server apparatus 200 may perform comparison computation such as 

maximum value calculation, minimum value calculation, and size comparison.  As 

described above, the first server apparatus 200 may be referred to as a computation 

apparatus, since it may perform the computation operation. 

[0068]  When performing the comparison computation, the first server apparatus 200 

may perform the computation by using a composite function corresponding to non-

polynomial computation.  The composite function according to the disclosure has 

complexity θ(α) or θ(αlogα) in response to accuracy 2-α, and accordingly, faster 

computation than in the related art may be performed, in a case where the accuracy 

increases. 

[0069]  Meanwhile, referring to FIG. 1, it is illustrated that the first electronic apparatus 

and the second electronic apparatus perform the encryption and the second server 

apparatus performs the decryption, but there is no limitation thereto. 

[0070]   

[0071]  FIG. 2 is a block diagram illustrating a configuration of the computation 

apparatus according to an embodiment. 

[0072]  Specifically, in the system of FIG. 1, an apparatus which performs the 

homomorphic encryption such as the first electronic apparatus and the second electronic 

apparatus, an apparatus which performs the computation on the homomorphic 

ciphertext such as the first server apparatus, and an apparatus which decrypts the 

homomorphic ciphertext such as the second server apparatus may be referred to as 
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computation apparatuses.  Such computation apparatuses may be various apparatuses 

such as a personal computer (PC), a laptop, a smartphone, a tablet, a server, and the like. 

[0073]  Referring to FIG. 2, a computation apparatus 400 may include a communication 

device 410, a memory 420, a display 430, a manipulation input device 440, and a 

processor 450. 

[0074]  The communication device 410 may be formed to connect the computation 

apparatus 400 to an external apparatus (not illustrated), and may access the external 

apparatus through a local area network (LAN) and the Internet and may also access the 

external apparatus through a universal serial bus (USB) port or a wireless 

communication (e.g., Wi-Fi 802.11a/b/g/n, NFC, Bluetooth) port.  The communication 

device 410 may be referred to as a transceiver. 

[0075]  The communication device 410 may receive a public key from the external 

apparatus and transmit a public key autonomously generated by the computation 

apparatus 400 to the external apparatus. 

[0076]  The communication device 410 may receive a message from the external 

apparatus and transmit the generated homomorphic ciphertext to the external apparatus. 

[0077]  In addition, the communication apparatus 410 may receive various parameters 

necessary to generate the ciphertext from the external apparatus.  Meanwhile, in the 

implementation, various parameters may receive directly from the user through the 

manipulation input device 440 which will be described below. 

[0078]  In addition, the communication device 410 may receive a request for the 

computation on the homomorphic ciphertext from the external apparatus and transmit a 

result calculated accordingly to the external apparatus.  The requested computation 

may be computation such as addition, subtraction, or multiplication or may also be a 

comparison computation which is the non-polynomial computation. 
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[0079]  The memory 420 may store at least one instruction related to the computation 

apparatus 400.  Specifically, the memory 420 may store various programs (or 

software) for operating the computation apparatus 400 according to various 

embodiments of the disclosure. 

[0080]  The memory 420 may be implemented as various types such as a RAM, a ROM, 

a flash memory, an HDD, an external memory, and a memory card, and is not limited to 

any one thereof. 

[0081]  The memory 420 may store a message to be encrypted.  Herein, the message 

may be various pieces of credit information, private information, and the like referred 

by the user, and may be information related to usage history or the like such as location 

information, Internet usage time information, and the like used on the computation 

apparatus 400. 

[0082]  The memory 420 may store a private key, and if the computation apparatus 400 

is an apparatus which directly generates a public key, the memory 420 may store not 

only the secret key, but also various parameters necessary to generate a private key and 

a secret key. 

[0083]  The memory 420 may store the homomorphic ciphertext generated in the 

process which will be described below.  The memory 420 may store the homomorphic 

ciphertext transmitted from the external apparatus.  In addition, the memory 420 may 

also store a computation result ciphertext which is a result from the computation process 

which will be described below. 

[0084]  The display 430 may display a user interface window for receiving selection of 

a function supported by the computation apparatus 400.  Specifically, the display 430 

may display a user interface window for receiving selection of various functions 

provided by the computation apparatus 400.  The display 430 may be a monitor such 
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as a liquid crystal display (LCD), an organic light emitting diode (OLED), or the like, 

and may also be implemented as a touch screen capable of simultaneously performing 

the function of the manipulation input device 440 which will be described below. 

[0085]  The display 430 may display a message for requesting an input of a parameter 

necessary to generate a secret key and a public key.  The display 430 may display a 

message for selecting an encryption target.  Meanwhile, in the implementation, the 

encryption target may be directly selected by the user or selected automatically.  In 

other words, the private information and the like necessary to be encrypted may be 

automatically set, although the user does not select the message directly. 

[0086]  The manipulation input device 440 may receive selection of a function of the 

computation apparatus 400 and a control command for the corresponding function from 

the user.  Specifically, the manipulation input device 440 may receive an input of a 

parameter necessary to generate the secret key and the public key from the user.  In 

addition, the manipulation input device 440 may set the message to be encrypted from 

the user. 

[0087]  The processor 450 may control general operations of the computation apparatus 

400.  Specifically, the processor 450 may generally control the operations of the 

computation apparatus 400 by executing at least one instruction stored in the memory 

420.  The processor 450 may be configured with a single device such as a central 

processing unit (CPU) or an application-specific integrated circuit (ASIC), or may also 

be configured with a plurality of devices such as a CPU, a graphics processing unit 

(GPU), and the like. 

[0088]  When a message to be transmitted is input, the processor 450 may store the 

message in the memory 420.  The processor 450 may perform the homomorphic 

encryption on the message by using various setting values and programs stored in the 
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memory 420.  In this case, the public key may be used. 

[0089]  The processor 450 may autonomously generate and use the public key 

necessary to perform the encryption or may receive the public key from the external 

apparatus and use the public key.  In an example, the second server apparatus 300 

which performs the decryption may distribute the public key to other apparatuses. 

[0090]  In a case of generating the key autonomously, the processor 450 may generate 

the public key by using a Ring-LWE technique.  Specifically, first, the processor 450 

may set various parameters and rings and store in the memory 420.  Examples of the 

parameter may include a length of bits of a plaintext message, a size of the public key 

and the secret key, and the like. 

[0091]  The ring may be represented by the formula as below. 

[0092]  [Formula 2] 

[0093]   

[0094]  Herein, R represents a ring, Zq represents a coefficient, and f(x) represents an 

n-th degree polynomial. 

[0095]  The ring is a set of polynomials having a predetermined coefficient and refer to 

a set in which addition and multiplication between elements are defined and the set 

being closed for the addition and multiplication.  Such a ring may be referred to as an 

annulus. 

[0096]  For example, the ring may refer to a set of n-th degree polynomial in which a 

coefficient is Zq.  Specifically, when n is Φ(N), the ring may refer to an n-th 

cyclotomic polynomial.  f(x) represents an ideal of Zq[x] generated as f(x).  An Euler 

totient function Φ(N) refers to the number of natural numbers that are relatively prime 

with N and smaller than N.  When ΦN(x) is defined as the n-th cyclotomic polynomial, 

the ring may be represented by Formula 3 as below. 
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[0097]  [Formula 3] 

[0098]   

[0099]  The secret key (sk) may be represented as below. 

[00100]  Meanwhile, the ring of Formula 3 described above has a complex 

number in a plaintext space.  In order to improve a computation speed for the 

homomorphic ciphertext, only a set with real number in the plaintext space among the 

set of the ring described above may be used. 

[00101]  When such a ring is set, the processor 450 may calculate the secret key 

(sk) from the ring. 

[00102]  [Formula 4] 

[00103]   

[00104]  Herein, s(x) represents a polynomial generated randomly with a small 

coefficient. 

[00105]  The processor 450 may calculate a first random polynomial a(x) from 

the ring.  The first random polynomial may be represented as below. 

[00106]  [Formula 5] 

[00107]   

[00108]  The processor 450 may calculate an error.  Specifically, the processor 

450 may extract an error from a discrete Gaussian distribution or a distribution having a 

statistic distance closer thereto.  Such an error may be represented as below. 

[00109]  [Formula 6] 

[00110]   

[00111]  When the error is calculated, the processor 450 may modulate the error 

into the first random polynomial and the secret key to calculate a second random 

polynomial.  The second random polynomial may be represented as below. 
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[00112]  [Formula 7] 

[00113]   

[00114]  Finally, the public key (pk) may be set as below to include the first 

random polynomial and the second random polynomial. 

[00115]  [Formula 8] 

[00116]   

[00117]  The key generation method described above is merely an example, and 

thus is not limited thereto, and the public key and the secret key may also be generated 

by other methods. 

[00118]  Meanwhile, when the public key is generated, the processor 450 may 

control the communication device 410 to transmit the public key to other apparatuses. 

[00119]  The processor 450 may generate a homomorphic ciphertext for the 

message.  Specifically, the processor 450 may generate a homomorphic ciphertext by 

applying a public key generated previously for the message.  The processor 450 may 

generate the ciphertext so that a length of the ciphertext corresponds to a size of the 

scaling factor. 

[00120]  When the homomorphic ciphertext is generated, the processor 450 may 

store the homomorphic ciphertext in the memory 420 or control the communication 

device 410 to transmit the homomorphic ciphertext to another apparatus according to 

the user request or a predetermined default command. 

[00121]  According to an embodiment of the disclosure, packing may be 

performed.  When the packing is used in the homomorphic encryption, it is possible to 

encrypt a plurality of messages into one ciphertext.  In this case, when the computation 

between the ciphertexts is performed on the computation apparatus 400, the 

computation for the plurality of messages may be processed in parallel, thereby 
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significantly reducing the computation load. 

[00122]  Specifically, when the message is formed of a plurality of message 

vectors, the processor 450 may convert the plurality of message vectors into a 

polynomial so as to be encrypted in parallel, multiply the polynomial by the scaling 

factor, and perform the homomorphic encryption by using the public key.  

Accordingly, the ciphertext with the plurality of packed message vectors may be 

generated. 

[00123]  When it is necessary to decrypt the homomorphic ciphertext, the 

processor 450 may generate a decrypted text in a polynomial form by applying the 

secret key to the homomorphic ciphertext, and decode the decrypted text in a 

polynomial form to generate a message.  The message generated herein may include an 

error, as described with reference to Formula 1 described above. 

[00124]  The processor 450 may perform the computation on the ciphertext.  

Specifically, the processor 450 may perform the computation such as addition, 

subtraction, or multiplication while maintaining the encrypted state of the homomorphic 

ciphertext. 

[00125]  In addition, the processor 450 may perform the computation for the 

polynomial with the computation other than the addition, subtraction, or multiplication 

on the ciphertext.  Specifically, the homomorphic ciphertext is closed for the addition, 

subtraction, or multiplication but is not closed for the other computation. 

[00126]  Accordingly, for the computation other than the addition, subtraction, 

or multiplication, it is necessary to use an approximate computation expression 

represented by the above three computation.  In this regard, for the computation other 

than the addition, subtraction, or multiplication, the processor 450 may perform 

computation by using an approximate function corresponding to the requested 
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computation. 

[00127]  For this, an approximate function (e.g., Taylor, Least square, or 

minimax) well known in the related art may be used, but the approximate function in 

the related art has complexity θ(2α/2) with respect to an accuracy 2-α.  In other words, in 

the method of the related art, the computation becomes complicated exponentially with 

respect to the accuracy, and therefore, as the accuracy increases, longer computation 

time is needed. 

[00128]  In order to solve such a problem, in the disclosure, a composite 

function having complexity θ(α) or θ(αlogα) in response to the accuracy 2-α, that is, the 

approximate function may be used.  Specifically, in the disclosure, rather than the 

general polynomial, well-structured polynomials with more efficient evaluation, that is, 

the composite function may be used. 

[00129]  In the disclosure, the composite function is suggested for each of the 

inverse computation, square root, the maximum value or minimum value, and the size 

comparison, and a method for applying the composite function to each computation will 

be described below with reference to FIGS. 5 to 10. 

[00130]  When the computation is completed, the computation apparatus 400 

may detect data in a valid domain from the computation result data.  Specifically, the 

computation apparatus 400 may detect the data in the valid domain by performing a 

rounding process of the computation result data.  The rounding process may refer to 

rounding-off a message in an encrypted state and may also be referred to as rescaling. 

[00131]  In addition, when a percentage of the approximate message in the 

computation result ciphertext exceeds a threshold value, the computation apparatus 400 

may perform a rebooting operation on the ciphertext. 

[00132]   
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[00133]  FIG. 3 is a diagram illustrating a computation operation of the 

computation apparatus according to an embodiment. 

[00134]  Referring to FIG. 3, homomorphic ciphertexts 10 and 20 include 

approximate message areas 11 and 21, respectively.  The approximate message areas 

11 and 21 have messages and errors m1 + e1 and m2 + e2, respectively. 

[00135]  The computation apparatus 400 may perform specific computation by 

using the two homomorphic ciphertexts 10 and 20 as input values.  The computation 

may be a polynomial computation formed of addition, subtraction, or multiplication and 

may also be polynomial computation or non-polynomial computation in which it is 

necessary to use approximate function. 

[00136]  The most representative computation of the non-polynomial 

computation is the comparison computation and may be maximum value calculation, 

minimum value calculation, or size comparison.  The maximum value calculation may 

be outputting a large value from two values, the minimum value calculation may be 

outputting a minimum value from two values, and the size comparison may be 

outputting 1, if any one value is large, outputting 0, if the other value is large, and 

outputting 1/2, if the two values are the same as each other.  Meanwhile, in the size 

comparison, the output numerical value is merely an example, and in the 

implementation, other values may be output. 

[00137]  The maximum value calculation may be represented by Formula 9 as 

below and the minimum value calculation may be represented by Formula 10 as below. 

[00138]  [Formula 9] 

[00139]   

[00140]  Herein, a represents a first homomorphic ciphertext, b represents a 
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second homomorphic ciphertext, max(a, b) represents a function that outputs a value of 

the homomorphic ciphertext having a larger value among the first homomorphic 

ciphertext and the second homomorphic ciphertext. 

[00141]  [Formula 10] 

[00142]   

[00143]  Herein, a represents a first homomorphic ciphertext, b represents a 

second homomorphic ciphertext, min(a, b) represents a function that outputs a value of 

the homomorphic ciphertext having a smaller value among the first homomorphic 

ciphertext and the second homomorphic ciphertext. 

[00144]  Referring to Formulas 9 and 10 described above, the computation such 

as addition, subtraction, and division by a constant 2 may be performed in the 

homomorphic ciphertext state, but the square root computation may not be performed in 

the homomorphic ciphertext state.  Accordingly, an approximate polynomial is 

necessary for the square root computation, and a composite function that repeatedly 

performs computation of a first function for a first variable having an input value as an 

initial value and a second variable having a value obtained by subtracting 1 from the 

input value as an initial value, and a second function having the second variable 

predetermined number of times may be used.  The specific operation of the square root 

computation will be described below with reference to FIG. 6. 

[00145]  When the composite function corresponding to the square root 

computation is used, the maximum value calculation and the minimum value 

calculation may be represented as below. 

[00146]  [Formula 11] 
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[00147]   

[00148]  [Formula 12] 

[00149]   

[00150]  Herein, a represents a first homomorphic ciphertext, b represents a 

second homomorphic ciphertext, d represents a repeated number of times, and Sqrt((a-

b)2;d) represents a composite function corresponding to the square root computation. 

[00151]  The size comparison may be approximated by repeatedly performing 

the computation of the Formula such as , and the Formula corresponding to the 

above size comparison may include inverse computation on the homomorphic 

ciphertext.  The inverse computation may not be performed directly in the 

homomorphic ciphertext state, and therefore, in the disclosure a composite function 

corresponding to the inverse computation may be used.  A specific operation of the 

inverse computation will be described below with reference to FIG. 5. 

[00152]  Meanwhile, the size comparison may be approximated by using a sign 

function, and such a sign function may be a composite function that obtains output 

values which are parallel to each other for input values other than 0 (e.g., composite 

function that obtains an output value closer to 1 for an input value larger than 0 and 

obtains an output value closer to -1 for an input value smaller than 0) and/or may be 

composite function that obtains output values which are parallel to each other for input 

values other than 0.  The operation of using such a composite function will be 

described below with reference to FIGS. 9 and 10. 

[00153]  Meanwhile, a ciphertext 30 obtained by the computation described 
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above may include an approximate message domain 31 having a computation result 

(m3+e3) between the approximate messages.  If a plaintext space 32 is removed or 

smaller than a limit value, the computation apparatus 400 may perform a rebooting 

operation. 

[00154]   

[00155]  FIG. 4 is a flowchart illustrating a ciphertext computation method 

according to an embodiment. 

[00156]  Referring to FIG. 4, a comparison computation command for a 

plurality of homomorphic ciphertexts may be received (S410).  Such a command may 

be received from an external apparatus or may be input directly from the computation 

apparatus.  The comparison computation may be one of minimum value calculation, 

maximum value calculation, and size comparison. 

[00157]  The computation may be performed by reflecting the plurality of 

homomorphic ciphertexts to the composite function corresponding to the comparison 

computation command (S420).  Specifically, the comparison computation may be 

performed by using the composite function with the complexity θ(α) or θ(αlogα). 

[00158]  The computed homomorphic ciphertext may be output (S430).  

Specifically, the computation result may be output to an apparatus which has requested 

the computation. 

[00159]  In the ciphertext computation method according to the disclosure, the 

computation may be proceeded with the complexity θ(α) or θ(αlogα) in response to the 

accuracy 2-α, and therefore, faster computation may be performed, even if it is necessary 

to obtain high accuracy. 

[00160]   

[00161]  FIG. 5 is a diagram illustrating a method for calculating inverse 
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computation by using a composite function according to an embodiment. 

[00162]  Referring to FIG. 5, an inverse function Inv(x; d) for a variable x and a 

positive value d is a composite function in that a first variable an having a value 

obtained by subtracting an input value x from 2 as an initial value a0, and a second 

variable bn having a value obtained by subtracting the input value x from 1 as an initial 

value b0 are set, and a first function b2
n having the second variable bn and a second 

function an·(1+Bn+1) having the first variable an and the second variable bn are repeated 

predetermined number of times. 

[00163]  The inverse function may be obtained by changing the Goldschmidt's 

division algorithm such as Formula 13 below. 

[00164]  [Formula 13] 

[00165]   

[00166]  The composite function for the inverse function may have complexity 

θ(α). 

[00167]   

[00168]  FIG. 6 is a diagram illustrating a method for calculating square root 

computation by using a composite function according to an embodiment. 

[00169]  Referring to FIG. 6, square root computation Sqrt(x;d) for a variable x 

and a positive number d is a composite function in that a first variable an having an 

input value x at an initial stage as an initial value a0, and a second variable bn having a 

value obtained by subtracting 1 from the input value x as an initial value b0 are set, and 

a first function  having the first variable an and the second variable bn and 
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a second function  having the second variable bn are repeated 

predetermined number of times. 

[00170]  The composite function for the square root may have the complexity 

θ(α) with respect to an error bound 2-α. 

[00171]   

[00172]  FIG. 7 is a diagram illustrating a method for calculating a maximum 

value and a minimum value according to an embodiment. 

[00173]  Referring to FIG. 7, the maximum value calculation and the minimum 

value calculation may be represented by Formulas 9 and 10 described above, and in the 

square root computation in Formulas 9 and 10, the composite function for the square 

root computation as shown in FIG. 6 may be used. 

[00174]  For example, when the maximum value calculation for the 

homomorphic ciphertexts A and B is requested, the computation apparatus 400, 

referring to FIG. 7, may ① calculate a value of (A + B)/2 and a value of (A - B)/2, ② 

calculate the square of (A - B)/2 and repeatedly perform the computation of the squared 

value predetermined number of times d by using a composite function corresponding to 

the square root computation, and ③ add the result of the composite function to the 

value of (A + B)/2 calculated previously, thereby calculating a maximum value. 

[00175]  Meanwhile, when the minimum value calculation for the homomorphic 

ciphertexts A and B is requested, the computation apparatus 400, referring to FIG. 7, 

may ① calculate a value of (A + B)/2 and a value of (A - B)/2, ② calculate a square 

of (A - B)/2 and repeatedly perform the computation of the squared value predetermined 

number of times d by using a composite function corresponding to the square root 

computation, and ③ subtract the result of the composite function from the value of (A 
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+ B)/2 calculated previously, thereby calculating a minimum value. 

[00176]  Meanwhile, hereinabove, it is illustrated and described that the 

maximum value or the minimum value is output by comparing only two values, but in 

the implementation, the maximum value calculation and the minimum value calculation 

may also be performed for three or more homomorphic ciphertexts.  For example, 

when three homomorphic ciphertexts are provided, first and second homomorphic 

ciphertexts may be compared to each other and then the result thereof and the remaining 

homomorphic ciphertext may be compared to each other, to calculate a maximum value 

among the three values or a minimum value among the three values. 

[00177]   

[00178]  FIG. 8 is a diagram illustrating a size comparison method according to 

a first embodiment. 

[00179]  For example, a comparison function that outputs a value of 0 or 1, 

when two values are different from each other, and outputs 0.5, when the two values are 

the same as each other may be approximated as below. 

[00180]  [Formula 14] 

[00181]   

[00182]  Herein, a represents a first homomorphic ciphertext, b represents a 

second homomorphic ciphertext, and comp(a,b) represents a function that compares two 

input homomorphic ciphertexts, and outputs 1, when a is large, outputs 0, when b is 

large, and outputs 0.5, when a is the same as b. 

[00183]  Referring to Formula 14, the approximate function for the comparison 

function may include the inverse computation.  Accordingly, when performing the 

comparison computation for the homomorphic ciphertexts A and B by using the 
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approximate function such as Formula 14, the computation apparatus 400, referring to 

FIG. 8, may calculate initial values a0 and b0, and ① perform Inv(am
n+bm

n;d) 

computation by using a composite function corresponding to the inverse computation as 

described in relation to FIG. 5, after the calculating the initial values.  In addition, a 

comparison computation result value may be calculated by repeating ② computation 

of multiplying the inverse computation value by a value of am
n, and ③ computation of 

subtracting the value an+1 calculated previously from 1 predetermined number of times t. 

[00184]   

[00185]  FIG. 9 is a diagram illustrating a size comparison method according to 

a second embodiment. 

[00186]  Meanwhile, the size comparison function may be represented as a sign 

function as below. 

[00187]  [Formula 15] 

[00188]   

[00189]  Herein, a represents a first homomorphic ciphertext, b represents a 

second homomorphic ciphertext, and comp(a,b) represents a function that compares two 

input homomorphic ciphertexts, and outputs 1, when a is large, outputs 0, when b is 

large, and outputs 0.5, when a is the same as b.  sgn() represents a sign function. 

[00190]  Accordingly, the approximation for the size comparison function may 

be expressed as the approximation for the sign function. 

[00191]  When the sign function satisfies Formula 16 as below, the composite 

function for the sign function calculation may be represented by Formula 17 as below. 

[00192]  [Formula 16] 

[00193]   
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[00194]  f(x) represents a polynomial function. 

[00195]  [Formula 17] 

[00196]   

[00197]  The composite function for the sign function calculation as described 

above may be a composite function that obtains an output value closer to 1 for an input 

value larger than 0 and obtains an output value closer to -1 for an input value smaller 

than 0. 

[00198]  Referring to FIG. 9, when the size comparison computation command 

for the homomorphic ciphertext is requested, the computation apparatus 400 may 

perform the comparison computation by performing ① the computation of calculating 

a difference between two values (a - b), ② repeated computation of the corresponding 

computation value predetermined number of times d by using Formula 17, and ③ 

constant computation on the computation value. 

[00199]  Meanwhile, in the method of FIG. 9, a method of the sign function that 

obtains both ends to be 1 or -1, that is, to be parallel to each other is used.  As another 

characteristic of the ideal sign function, a slop with a value of 0 has an infinity value, in 

other words, a slop at 0 has a vertical shape.  In this regard, hereinafter, the composite 

function considering this point will be described. 

[00200]   

[00201]  FIG. 10 is a diagram illustrating a method for finding a composite 

function corresponding to a slope of a sign function. 

[00202]  The approximation of the size comparison function may be expressed 

as approximation of the sign function as described above. 

[00203]  [Formula 18] 
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[00204]   

[00205]  Herein, g(x) represents another composite function for sign function 

calculation, and c represents a range of convergence of an output value which may be 

defined as a value smaller than 1 such as 1/4, 1/3, or the like. 

[00206]  When the sign function satisfies Formula 18, the computation 

apparatus 400 may calculate a function for g(x) by using the method shown in FIG. 10. 

[00207]  When the composite function is calculated by the method shown in FIG. 

10, the size comparison method may also be performed by using a combination with the 

composite function described with reference to FIG. 9.  This will be described below 

with reference to FIG. 11. 

[00208]   

[00209]  FIG. 11 is a diagram illustrating a size comparison method according to 

a third embodiment. 

[00210]  Referring to FIG. 11, when the size comparison computation command 

for the homomorphic ciphertext is requested, the computation apparatus 400 may 

perform the comparison computation by performing ① computation of calculating a 

difference between two values (a - b), ② repeated computation of the corresponding 

computation value on a composite function gn(x) calculated by the method of FIG. 10 

predetermined number of times dg, ③ repeated computation of the corresponding 

computation value predetermined number of times df by using Formula 17 (fn(x)), and 

④ constant computation on the computation value. 

[00211]   

[00212]  FIG. 12 is a diagram illustrating a shape of a composite function 
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corresponding to a sign function for each repeated number of times, and FIG. 13 is a 

diagram illustrating shapes of various composite functions related to the sign function 

for each repeated number of times. 

[00213]  Referring to FIG. 12, it may be confirmed that the composite function 

fn(x) described with reference to FIG. 9 has a more ideal shape, as the repeated number 

of times increases. 

[00214]  Referring to the left drawing of FIG. 13, it may be confirmed that the 

composite function described with reference to FIG. 10 has a higher slope than that of 

the composite function of FIG. 9 but an error occurs at both ends.  Accordingly, when 

the composite function of FIG. 10 is used at the initial stage and the composite function 

of FIG. 9 is used at the later stage, in other words, when the composite function 

combined by using the method as in FIG. 11 is used, an ideal shape may be obtained 

compared to a case of using only the composite function of FIG. 9 or the comparison 

with the same repeated number of times. 

[00215]  Specifically, referring to the right drawing of FIG. 13, it may be 

confirmed that, when the composite function of FIG. 10 is applied twice and the 

composite function of FIG. 9 is applied three times, the ideal shape is obtained, 

compared to a case where the composite function of FIG. 9 is applied five times. 

[00216]  Meanwhile, the ciphertext processing method according to the various 

embodiments may be implemented in a form of a program code for performing each 

process and may be stored in a recording medium and distributed.  In this case, an 

apparatus mounted with the recording medium may perform operations such as 

encryption or ciphertext processing described above. 

[00217]  The recording medium may be various types of computer-readable 

medium such as a ROM, a RAM, a memory chip, a memory card, an external hard disk, 



31 

 

a hard disk, a CD, a DVD, a magnetic disk, or a magnetic tape. 

[00218]  Although the description of the disclosure is made with reference to the 

accompanying drawings, the scope of the rights is defined by the appended claims and 

is not construed as being limited to the described embodiments and/or the drawings.  

In addition, it should be clearly understood that various improvements, modifications, 

and changes of the embodiments of the claims which are obvious to those skilled in the 

art are included in the scope of rights of the disclosure. 

【Industrial Applicability】 

[00219]  - 

[00220]   
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WHAT IS CLAIMED IS: 

1. A ciphertext computation method comprising: 

receiving an input of a comparison computation command for a plurality of 

homomorphic ciphertexts; 

performing computation by reflecting the plurality of homomorphic ciphertexts 

to a composite function corresponding to the comparison computation command; and 

outputting the computed homomorphic ciphertext, 

wherein the comparison computation is maximum value calculation or 

minimum value calculation, and 

wherein the performing the computation comprises performing computation of 

the maximum value calculation or the minimum value calculation by using a composite 

function corresponding to square root computation. 

 

2. The ciphertext computation method according to claim 1, wherein the 

composite function has a complexity θ(α) or θ(αlogα) in response to an accuracy 2-α. 

 

3. The ciphertext computation method according to claim 1, wherein the 

composite function corresponding to the square root computation is a function that 

repeatedly performs computation of a first function including a first variable having an 

input value as an initial value and a second variable having a value obtained by 

subtracting 1 from the input value as an initial value, and a second function including 

the second variable predetermined number of times. 

 

4. The ciphertext computation method according to claim 3, wherein the 

predetermined number of times is a number of times corresponding to an error rate of 
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the square root computation. 

 

5. A computation apparatus comprising: 

a memory storing at least one instruction; and 

a processor configured to execute the at least one instruction, 

wherein the processor, by executing the at least one instruction, is configured to, 

based on an input of a comparison computation command for a plurality of 

homomorphic ciphertexts being received, perform computation by reflecting the 

plurality of homomorphic ciphertexts to a composite function corresponding to the 

comparison computation command, and output the computed homomorphic ciphertext, 

wherein the comparison computation is maximum value calculation or 

minimum value calculation, and 

wherein the processor is configured to perform computation of the maximum 

value calculation or the minimum value calculation by using a composite function 

corresponding to square root computation. 

 

 

 

 


