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; €3e00~~t dpx6TYi V WO 02/ 49363 PCT/ SG00/ 00205 METHOD AND SYSTEM OF DI G TAL AfD)
WATERVARKI NG FOR COVPRESSED AUDI O TECHNI CAL FIELD 5 The invention relates({ "~

gener al | wot @639 tal water marking fﬂm’m‘}HthﬁlﬂM@mﬁe of copyiir@itioofd04 ecti on

for authorized copies of digital nu ent, including audio, and
the tracing of illegal copies of such dk%$g* y conpressed and unconpressed
content. BACKGROUND OF THE | NVENTION 10 day, the pace of advancing

devel opnent in Internet technol ogy, audio coding, digital signal

processing, and diMETH#HODXWDSYSTEMLOF DIGITAT, WATERMARIGNG FOR net hods

has becone increasingly rapid andcORiPRESSEDAEDIO The application of
conpression algorithns to digital audio content permts preservation of

audio quality, a dramatic reduction in bit rate, 15 an increase in network
bandwi dt h, and the increase an storagendensi F¥EIQH that audi o content. Anpng
. various kinds of conpressed digital audio currently used, MP3 is the nost

opul ar d is becom . . | LCR: i i users,
Suoh a5 distri but or o LNuMEEPEIERe Baefils Bigh Rl Mt fdn T ARE P B
sycho-acoustic del s.of the hyman_. audiiory 2Q. s e "HAS"). It is an
Pdgal donai n foP?IH)‘?@FlrgithﬁOF‘??Bmﬁ P RUoLEs @Pi%@%&lgifaﬁ E‘gﬁtﬁm%ﬁg&ﬁ%’ause it
can of fer near-CD qual ié&g at a conpression ratio of 11 to 1 (128kb/s). The

open ar chi t ect urresleding peshesand thyf tracieg ofillegal eepipy of sugh digitaHi compressed
opportunities for the illegal distribution of privately owned digital audio

25 content and ah#encompresseddomentr oducts. There exists a need it
WO 02/.19313 PCT/ SG00/ 0020s protection and the ability to traMlWﬁ,ﬂWﬂW’M%l
di stribution channel s and sogACESGROUNIZORTHHINVENTION ti media conten
frombeing illegally distributed. Digital waternmarking is one of t'f

ener gi ng,4 echnol ogi e J I t: I i gi tal
wat er mar a('if) ng directl ?Ogg%gg%g%\ég’ﬁ?‘g%fﬁ‘grﬁqﬂé@?‘é%t 1?212%1{1]{6?%%‘%&1% ’
information, and indigjia into original audio, cont.ent and iatains the
information in taﬁéloeﬁ?a}“éi: digifal S1gpaf RIocess g, Rl ‘%5?%08?“??@?14% %tion.
VWatermark detection is used to unanbiguously identify the ownership of

di gital cont ent disigbutian sysisms8d srethads haebacemganeapasyiely rapidhand Mot r i but i on
sources. Cenerally, a watermark |ocated within audio content 10 should be
i naudi bl e and r eshsématt. The dpplicatienof dompressivh algraithme ke digitalrpadiopul at i on.
However, there are very few digital watermarking techniques for conpressed
audi o content. Rogfahbdnhitsiphaeatstolildio quaitg i deirhang: redhetiondn kit rge,net hods
for use with conpressed audi o content. Both of these 15 nmethods result in

watermar g that el PAkMGK bALMaEORShe i fn Suisetndig drelaat | vel y

easy renoval . | 102 by Sandford et al., “entitled

"Conpressi on Enbeddi ng," ayxiliary inf.o i on | . t ermar k
into a host sig loc?og%eﬂléfd g v%g@q{f@cggy eg'ne‘f%i?ﬁ%?dglgleo. ihltg@met hod
has a marginal 20 ability to prevent the watermark from heing renoved

wi t hout si gni i eI NP3 isfhe mmqshpanwar 3nd IS hegomg he dagam %@P’ge KTgnal .

Fabi en Petitcolas from Canbridge University of the United Kingdom proposed
a wat er mar ki ng rmusiotistend?s asi wsgrs), siabrasdixgribytprsand pellerst MES afiges -
information in MP3 files during the conpression process. In MP3 2 WO
0219363 PCT/ SGO0{dpehtessiontie based ohsyidiosacossticanpdetsafitlc hemen yylitedy and t hen
hi dden in the MP3 bit stream Although MP3 Stego was witten with
stenograpfi ¢ applyseat “1112% A N1eTE Bglidehltdowiin RE dieSsutAS RgleqRality shind ek ng
systemf%rh MP3 f%ylses.(T is1)resul ts in digital contgl%t %hgt ﬁ%s only a
mar gi nal robustness. . The hi&i ) tshe Layer
11 encodi ng pr o%lﬁ%,beﬁaélﬁ%ft aﬁgff?%lgé'a.?mﬁuz“ﬁgg%ﬁso@ﬁep r%%ﬁ@%ﬁ%%{)?{qﬁ)alnti zes

t he input data a&%&#ngeases the quantizer step size until the quantized
data can be code WR)-t he avail abl e gquantity of bits. Another |oop ensures

that the distortions introduced by the quantization do not, exceed the
_threshol d defined by Theopmasebiselrsenvionggry of thpkaternet provides numerous

opportunities for the illegal distribution of privately owned digital audio
25 content and other multimedia products. There exists a need for copyright

1



10 part2_3 length variable, which is an MP3 donmain data field, includes the
nunber of main data bits used for scale factors and Huffrman code data in
the MP3 Ridopbsgam The bits are encoded by changi ng the pefigkdop@posondi tion
of the inner loop. Only randomy chosen part2 3 length values are nodified
and the selection is perforned by using a pseudo random bit generator based
on an 15 Extend Secure Hash Algorithm SHA-1. In this technique, the

wat ermark i s nopraj¢atieptand therabiltiyl soitragetthe tlegalcistpbutionethagngls and squgsesent .

Rat her, it is enbedded into pul se code nodul ation (PCM audio prior to

bei ng conpr essetb prehén digiahmudtirrediesartés ffom beingilteghlly distribtuteds Digival t he

. watermark, and allows an attacker to renove the hidden watermark

information by 3Q:4R6AARS gaﬁib@gt@%e&gﬁgtﬁéh@cﬁa'giegbéibgdb&élo@urts_adﬂre&;he prior
art fails to provide a nanner of sinultaneously copyright marking or

. labeling digital, i . i I i i Wi t hout
destroyi ng or n%%‘%s%sg‘%ég?t%&é%ﬁr@g ?ﬁ%cﬂbr%?:gd reﬁ%ﬁp?&%ﬁﬁ %%a‘%g?ti on, the

prior art_fails,{fo .provide.a satisfactory.solut.iaon to prevent. the ill egal

o 02/ 9353 PCT IS IHRS0BRERST BT MSIFIL NN Reengeuf i 88 o cont ont

Accordingly, there is a need for an effective and robust digital audio

wat er mar ki ng t e &mintane thegnformaorindheiaudiol qyer afieramriousi RY OF THE

| NVENTI ON An enbodi nent of the invention provides a nethod of enbedding a

wat er mar k i nt o anaipgilatiinl YWatamoark detsetésh ia usidtosingmhiguoidiy identifjoiici ncl udes

segnenting an original audio signal into a plurality of franmes, extracting

feature paranet @imefshipy RS h] ebntbiteaddhall & dskivt i@fthd Toasisn ofdBsggNi ng an 10
enbeddi ng framework for each of the plurality of frames, based on the

feature paramel i @ifnBerolR Nbdially s §30RMn IBEREF ARG Julf, UK BT K

information into e audi o and conpressi ng e wat ermarked audi o

si gnal . ot her i ment,..of the.inventian provid 3 t.hod of enbeddi ng
a watermark int (§ﬁ‘gﬁgg’ﬁﬁa§g i’?ﬂ%ﬁf’lga%tie[&ﬁ Qrergﬁg%(ﬁsﬁg@uﬁﬁgﬁfges segnent i ng
15 a conpressed audiQ signal into a plurality of frames, extracting the
scal e factors sEna¥RUlEPn nformation (SCFI) .for each of the plurality of.
frames, |l ocating the position of scale factor band (SFB) for each of the
plurality of franes, Heleet,itmge afveresciivedigital tvatemmadeing tasbmidiressfot o

hi gh-frequency sub-bands for each of. the plurality of franmes, and

enbeddi ng the syBapraRdZaidiPcntaf cPREentiydthelttaryohlgtaBIdkistiif or mat i on into
each of the plurality of frames. Another enbodi nent of the invention

provides _a met otk Gin ANRE AN forthal aﬁmeﬁg%%égs@ggﬁg&%éﬂd Bot\GRHREESSed

dormai n. The net ho es segnmenting a c udio signal 1nto a

plurality.of fra decodi ng.all .t frames, extr | t anet er
B om el of ' ERGRasdEul s raers e oG Bl bl i G5B
conmputing a psychoacqustic nodﬁl for each of the decoded frames, selecting
the candi date fr8laB%elEgr4EMavalo enbed the watermark based on the feature
paraneters and the masking threshol d, enbedding the watermark information
into these sel ected fIndhBsPatrNo.entiddlBdytTaadiond elale antitledié onprasspn
reconstructing the enbedded franes and non-enbedded franes to generate the
wat er mar ked conEmsadihgdUstixilianAitdbiestion ihatbedtdad aod wateembrkiata 4 lost pr ovi des
a nethod to extract an enbedded watermark from unconpressed digital audio.

The nethod i ncl usigs| created by a lossy compression technique. This method has a marginal

20 ability to prevent the watermark from being removed without significantly
impacting the quality of the host audio signal.
Fabien Petitcolas from Cambridge University of the United Kingdom
proposed a watermarking method (MP3 Stego) for MP3 files. MP3 Stego

hides information in MP3 files during the compression process. In MP3



di viding the watermarked audio into a plurality of franes, determning a 10
magni t ude of an autocorrel ation of the enbedded watermark's cepastrum at a
| ocat i onyid£Rsey of the plurality of frames, and mappi ng gidtoabiosy of
data bits o? each franme into code that nmay be correlated with an origi nal
wat er mar k. Anot her enbodi nent of the .invention provides a nethod to
extract an. enbedded watermark from conpressed digital audio. The met hod

i ncl udes 15 di viStigagtheidetaia cemnssseddensomiede sadden hiflden imthe MP3biiral ity of
frames, locating the position of scale factor band for each of the
plurality of. fgsaess, AlthoaituPotedoheassyriitdn with stahographiodgplicatichsdst ect i ng

. the watermark sequence to recover the enbedded watermark. Another

enbodi ment of t Rgnd IiHaH bl ABedsAMVdodF gt kg dydiomayt Mestfilad Bis enbedded
watermark froma partially unconpressed domain.. The nethod includes

. dividing the watermarked..co 1.0, i . | t -k pames,
decodi ng all thée#g%égltgx@%ﬁ?ﬁgm%% g!’iﬁj}rng} gg%a?é(r%{é{élr%éif%g%ﬁgggh of . the

decoded franes, conputing a choacgousti c del.. for each of.the. decoded 5

WO 02/ a9313 PCTPERSSHY ARG tﬁ@*@%‘,"?@&t{@éﬁ Hggwm&m%?a%awf%f@ hgased on

the .feature paraneters and the mashing threshold, and extracting.the

wat er mar k. DESCHRaeT lagR. GheTipger hronauaakizes the igppidata md inerepses de quaplizak

di agram of an enbodi nent of the watermark enbeddi ng process of the

i nvention for batdp sidequntih tenpretsd datadn de opdaissith theanailatde qiingity ef 2

illustrates a bl ock diagramof an enbodi nent of the watermark enbeddi ng

process of the iyxseAhbiRr iddp nfi@edMEOMD EREEE6hsdameduted b9 tid @iahtization
illustrates a bl ock diagram of an enbodi nent of the waternmark enbeddi ng

process of the id&vﬁ%ﬁﬁ%@%wﬂ@ﬁ?la@E@ﬁ%ﬁ@ﬁﬁ%@é%@ﬂ%ﬁlihl‘“" ustrates a

bl ock di agram of an € iment o g process of the

i nvention for the ially unconpressed in. 15 F gure 5. il]lustrates a
bl ock di &3ram ofpagﬁimmb?%% Sm@ﬁwmgi‘?@c‘% WIB(}eSé{éess of the
invention. Figure 6 illustrates a bl aock di agram of _an enbodi nent of the
wat er mar k ext r adwimhsr Bf@é@s@t%‘?ltﬂﬁédif%ﬁéﬂﬁfwrﬁéﬁldﬁﬁﬁﬁr{i‘ﬁﬁ%@gé‘é donai n.
Figure 7 illustrates a bl ock diagram of an enbodi ment of the 20 watermark
extracti on proced®3bit stthami The bits ane ehcodet fwy changimgthesdd dopedonditiongfir e 8
illustrates a bl ock diagram of an enbodi nent of the watermark extraction

process of the iy @bt Rpf Onlf Hadedt dhabdnypa2Cd pngh yeldes armnotifiéd andVl ~' O
02L~93G3 PCT/ SG00/ 00205 DETAI'LED DESCRI PTI'ON OF THE | NVENTI ON The i nvent i on

provides an eff qgf Eé{&tﬁ‘ﬁtiﬂgéﬁfcfrﬁggy%gﬁxg‘taﬁﬁemo%ﬁﬁm BRI Beked ofllahal

audi o content and trace t I bution of such digitally

conpressed audi q [ eddi.ng di qi.ra er ks int.o ¢ :
unconpr egg ed, a%%éﬁér%&ﬁdi}a%r@&% ea§§%€ gb%lfhﬁs:t.ec%guer’ g@%ﬁ@%ﬁﬁg\lﬁé%er mar ked
audi o content denonstrates adn excel | ent resids&_an eto .

not directly embedded into the compressed digital content. Rather, it is

Ly

embedded into pulse code modulation (PCM) audio prior to being
compressed. This technique results in marginal robustness for the watermark,
and allows an attacker to remove the hidden watermark information by
20 decompressing and recompressing the bit stream.
The prior art fails to provide a manner of simultaneously copyright
marking or labeling digital information, while preserving its security and
without destroying or modifying the content of the information. In addition,

the prior art fails to provide a satisfactory solution to prevent the illegal



unaut hori zed renoval, i. e., "robustness," including various kinds of
unaut hori zed mani pul ati on. The invention prevents the enbedded i nformation
from adv%r@@j/_b%&f fecting the audio quality, e.g., audibilgdysgoafoiose
digital 10 content. The watermark detection can be done either in a
conpressed, unconpressed, or partially unconpressed domain. A "partially
unconpressed domain" refers to a domain in which only some of the frames in
t he conpressed didstabuticarsourtes ofididital Bndiodentsot. eticenadinglynthirre is p 9perhfor on can
provi de indicia of both copyright marking and the source of distribution.
15 Overal |, t he anreffebfiveosmdachise dizitabaudipivaterharkiaigaacmiduetforemrbssed
~audibility and the robustness of waternmarked audio, so that an enbedded
wat er mar kK cannot, bg @aginty renoved or distorted. For copyright protection,
the owner identification ("ID") information is first enbedded as a
. watermark into the unconpressed plain audio content prior 20 to being
conpressed. Then the waternmarked audio is conpressed to formthe conpressed

audi o content. In this phase, e i nf.o ian, e.g., owner |D,
which is énbedded in the audi M@WJ}E%@%&V: I&gﬁd can be enbedded
prior to distribution. Since the watermark is directly enbedded into the
audi o content, the woheembpdimensef theinvaatien mpeides ¢ metfodipd embsddingdio 7 WO
02/.19363 PCT/ S0/ 00205 signal. Furthernore, the watermark nust al so be
robust in its abihtetoyark intoatdigitaiip dnedrheressed andiosignehtllel methedinciudes

subj ected to processing, especially for

conpr essi on- dec QEphRAM O rRARMTRLERSigA] RiPE FRElRgof frimsd, eetraci@gat tai n this
objective, the invention utilizes a content-adaptive enbeddi ng nmethod 5

based on the h j Y X : j 1%%{ mal bal ance
befween audi bi F%W#@%ﬁ?tﬁé@gg%fk@&gglwﬁfgﬁ%%\éﬁsﬁ%% the wat er mark
i ffectivel lated to th di nd cl I i th ki
thr eshol d00f - { hempeddg Famaaark i 6h PEBPLITARY 3 SABes Ehed Uhpe i,

i ncluding re-encoding the audio content, will |ead to perceptible,

di stortion of 10parameteysiagthg maskingotheesheldembaddingdshe wia kynformatiofst er mar k
detection is perfornmed in the unconpressed donmain and may use the original
content as a refiatetheaudibdrante; and campressargathe diasrmatked iavdiosighalise, t he

wat er mar ked enbeddi ng and detection is performed in the conpressed domain.

In addition to owner ARbthér dnibddiiiBitioPithe ihhentontpesildsia mahoed bRémbaidatzoul d
al so include user IDinformation. This permts the watermark content for

each audio t ransg%{egﬁa}gq”g{eagl ﬁﬁf]%?ﬂ%@lg Eignil.mﬁl@trﬁ HibbhbideSeReRid

stream based wat er nar system The wat er nmark er%)eddi ng

of the inyention results.in.a 20 slightly.increased dat e,..hut does not
cause peg\c‘?epti bl eéccm@rte%stcfiiagﬂoisgngﬁl&#cg? P‘u“f‘&}“y cr{]gg}]?sﬁ: gt?%c?iggﬁﬁcns%lgdi bility is
| ess than 0.5% To inprove the ropustness. of the waterpark when, for

exanpl e, the wat Beteat ﬁlﬁ@-oF-%mloéﬁggfﬁtfﬁ‘i?aé Oi?Fheta%faﬁtﬂy HBROSSd domai n,
the invention permts the conversion of watermark information from a
conpressed domai locatingthpantiiian biscaledactpr and €8FB) for yachfishe plugdégofl

PCT/ S0/ 0020s domai n. By doing so, the invention permts and ensures that
the detection of fiufes, welletingahk séale fab@ridicrepurrianed higrequancpsibdemds ndi ci a
of copyright marking and allows the tracing of illegal content

di stribution, evep chfn bife PREAQRPBY Kahbs, WS cOBERIES BR Ay SiPRGiFhtion cBlit or t ed.
Al so, the invention does

20 and the watermark information into each of the plurality of frames.
Another embodiment of the invention provides a method of embedding
a watermark into a partially uncompressed domain. The method includes
segmenting a compressed audio signal into a plurality of frames, decoding all

the frames, extracting feature parameters from each of the decoded frames,




not adversely affect the enbeddi ng speed when the watermark i s enbedded
on-line. Watermark Enbedding Figure 1 illustrates the conbination of the
prior ar{ysepbasedure of 10 watermark enbedding (the |ef tpchipg@osde) 100 in
unconpressed dormain 102, and the invention's process of enbedding in a
conpressed domain 107 (right hand side). Ordinarily, as in the case of
plain audio (PCM formatted content 101, a watermark is enbedded prior to
conpr essi on. Theonphigtig@psychacetifirddedt] forteactaot tha decyleé finads,dekaimg 102 and
encoded 103 wherein the 15 content of the watermark is in the formof, for

exanpl e, copyri iU canBfliafd PamebNGitKIE &f EBA 160 Mafitfnatid ke Lo thBFeatinel | zed al so
i ncl udes, for exanple, owner identification (">D') information and user )D

i nformation. Inthe .it.rgagé a5k HRUEATUdbelding TRAIASH AL Lffoliiion

conpressed audi 8710 ne o ods 1o produce wat er mar
ermark is directly

conpressed audi 9 107. In the first method, 20 th

enbedded into al%ﬁlﬂ)@éégﬁéﬁe‘ggﬁ@?ﬁri‘@?ﬁo %Wﬁél@&%%% , the waternmark
is enbedded into a partially unconpressed domain 106. The invention is
conmpati bl & for em@amqt@géh@em&qddggﬁiaﬁ@s A eethemRedded frameg fq gangradg the
conpressed domai ns, such as, MP3, AC-3, a high 9 W O 02/ 9363

PCT/ S0/ 00205 qusdriviayked compeesgd gudid.y nul ti - channel audi o coder devel oped
by Dol by Laboratories, MPEG 1, Layer-3 audio, and Advanced Audi o Codi ng

(AAC). In today's narAitdraadodimsmt oPfhelifMnionprovates d nidtibdoeRith@nh housed
Wi thin the nusic distribution industry's on-line nusic servers do not

contain 5 such LNg 1naGl ¢l i 3 . T . :

copyri ghted wor @b&ﬁ@@({xﬁh{éﬁg&g@ﬂo&ﬁeﬁ?&h}#%% &Eg#slt?%d ’bol]t?Ji“I%rﬁ étﬁﬁ Pte:ﬂgtéset he
same time ensuripng.the integri of ..on-line transaction, the.waternark,

i ncl udi ng copyr idsﬁ%thgﬁh‘? Wﬁﬁgaﬁfﬁfg‘a%‘é‘iw e ﬁtpﬁr?]ﬂ:tgto?gﬁfne%t%fﬁrﬁmﬂlég &nbedded
into this digital audio content. The invention includes several enbodinents
of its wafer mar inagriadephen Biterossiationof fhe epheddedwateraak’s qepRsttiEy E2mar k i s
directly enbedded into the conpressed domain 105. In another enbodi nent,

t he wat er mar k i doeatioada eathi oftilee ploealipaof frathésy andwepping 8 pbutalitp wfidata b36. These
enbodi nents provide a nulti |ayered protection schene for conpressed audio

content. The i ngRhéPRame ikt tsdd thet hapbelcsltdlaed Wil aaforightl watesthar k in t he
conpressed domain, while 15 the robustness of the watermark in the

unconpr essed domai n | Rn&ﬁ&‘aeﬁﬂﬁrbdi {t Q¥ ﬂ{iain@eu%ﬁré pEGazaRAGKSd Iovexhctldne

watermark to resist renpoval or alteration. enbedded watermark in either

a conpressed or a [ essed. domai n_is .inaudibl.e, - . €. ] re no
appr eci abl e diff%ﬁﬁﬁﬁaggagﬁmaﬂﬁﬁEﬁ?FW?P%@#ﬁé g?ﬁ%¢8Tgh?§§yK§E@ﬁ§%%ernarked
audi o content. Accordingly, the watermark is, 20 enbe%&gd g_to the nmain data
field of 18he di glividingdhe wetarmarked GompEesisdAYiodaiop RIgrebnol IMeSnnosed to an
auxiliary data field. Enbedding Process in an Unconpressed Domain 10 WO
02/ .193G3 PCT/ SGocatgabs paiidon ofisealeifantorfmndiferseachh of depburalitigf frMES.wat er mar k
into plain audio

finding out the synchronization code, and detecting the watermark sequence to

recover the embedded watermark.
Another embodiment of the invention provides a method to extract an
20 embedded watermark from a partially uncompressed domain. The method
includes dividing the watermarked compressed audio into a plurality of
frames, decoding all the frames, extracting feature parameters from each of the

decoded frames, computing a psychoacoustic model for each of the decoded



content before conpression. Since the watermarked plain audio will be
conpressed, an audi o coding process is used to ensure that the audio
qual ity @rfhrefyst ness of the watermark are achi eved and pggisefoahies. 5
Figure 2 illustrates an enbodi nent of the invention for enbedding a
watermark in an unconpressed digital content. Audio coding is a "l ossy"
process in which the quality of the conpressed audio is |ower than that of
t he origi nal audiamesAletdetngtheaubeddebfiimes hasedon tetyatpreeaemssters hed enbedded
wat er mar k must exist after audi o conpression. Furthernore, the enbedded 10
wat er mar k must pRimadwey Sfdsioldf fiRGkirhfitgnae Gatev@akaudi o quality of the
content. In order to ensure these requirenents, the nmethod of enbeddi ng
according to the present invention fully considers the HAS s psychoacoustic
nodel 204 and the features of the audio content. The features may include
~all tinme-domai n and frequency-domin fe i o signal such as
power, 15 | oudness, bright neé‘?b(' Jié@ #l i —etc. The original
audio signal is first segnented into a plurality of franmes 202. Feature
par anet ers 203 are e¥iguie{ ddnstreisapdlack diagiam of an papedizment of the
characteristics of the audio signal in that franme. Sinultaneously, each
frame passes thmatermask gebaldomgrocsss of the dietentiGut far dothethe oncomepredsed pad | 0 of
the signal energy to the masking threshold 20 205. Based on the feature
paranmeters 203 apghpreasdd ddendiky, eshol d 205, the enbeddi ng framework for each
frame is designed 506. A watermark 209 is enbedded into the audio frame
using multiple bit h i . Lgi d s ting in a
wat er mar ked audi o frg@n@xg%dwﬁgb%gg%k%r %ﬁ%ﬁﬁ%ﬁ%&g{%}xg%é PCT/ SG00/ 0020s

audi o signal is _then ¢co essed to geperate t.he.c ressed audio content,
i.e., audio si gﬁf‘éﬁt‘?m’éﬁ%g‘ﬁé?cﬁb“gﬁrfﬂ%eéggpﬁ‘ﬁ v %Foéglérgéﬂfl%r?ﬁ?sﬁe‘ﬂ%qm%ﬁgi t al
audio signals, it is difficult to enbed the watermark in the conpressed
domai n ngause mi nor Fgae filbeates @ bloskidiagramiof ap ewhadigrent althe orpr essed

audi o may cause distortion of audio quality. To nake the enbedded water mark
i mpercepti bl e, evagermarioembleddirgpraédse of thennvention futiths ¢anuyresseh domainur e and
techni que of the coding process is considered. Figure 3 illustrates an

embodi nent of the pr &gt 4iilivsiates ablsckRagidef ah elbedipegdofde process in a
conpressed domain. First, the franmes of conpressed audi o are segnented 302.

For each frane, a I ki i i
extracted 303 arﬁdJE ?ﬁgﬁgglgﬁtiﬂ?&rﬁc%ggfgkf@&ng?ﬁ g(gﬁgé %%E%lﬁi}sggcﬁh?pgésﬁ%%at ed.
Then the scal e fdaoct gr{s correspondi ng to high frequency sub-bands are

sel ected 305 fortKE" enbeddi ng of the watermark. 1 S The enbeddi ng process
nodi fies_the | owest RQi.t of .the scale factors. To ke. t he wat er mar k

det ecti ohd nore preci ?égura%b%%%mbi%ﬁlﬁ@?gfe@c?éaﬁﬁgl% 1%“%8}1\@%edded 308
into the scale factors resulting in watermarked conpressed audi o content
309. Pref erabl y,watermark gxiractiompiesess of e Ingewon. bit (or bits) of the scale
factors corresponding to high frequency sub-bands, i.e., 20 having a
frequency range > | Okfigurt @ illadtatestaltdockadiagramrd{ an embedimeent dftheef ore, it wil |
not cause a perceptible distortion according to HAS. Since watermarks are

repeat edly enbedgfémidtk extiabe pfocad¥RT tiR EveRnI6Ahe uhedhpressed 866hain0 enbed
are controlled by the synchronization code 306, it is difficult for

unaut hor | zed cont ent wplBul At/ Gah TN SrbBiilibEEgled 12 V-0

20 watermark extraction process of the invention for the compressed domain.

Figure 8 illustrates a block diagram of an embodiment of the
watermark extraction process of the invention for the partially uncompressed

domain.



watermark. If such is attenpted, as in an effort to zero the | owest bits of
the scale factors, an unacceptably high degree of distortion will occur
upon thewfRAEsLr uction of the audio content signal. Enbegdigi@omiasess in a
Partially Unconpressed Domain 5 I n another enbodi nent, which inproves the
robustness of the watermark, the watermark is enbedded in an unconpressed
domain while it is enbedded in a conpressed donain. The principle
di fference between this BEFAILERMESCRIBTHON'OEJIHE INVENTION: | y enbeddi ng a
watermark into an unconpressed domain is that this enbodi nent pernmits the
enbeddi ng of a 10 waiTge ektibibroviiepan bffedtivy melbagidessieth epaedt, | n
addition to the decoding of the conpressed audio. Figure 4 illustrates this
enbodi nent of t 3.‘1‘@5 EHN I HESSRiohdbfaudartial ly
unconpr essed dogg?n. %ﬁéhgﬁg%ﬁ?ﬁgsﬁgﬁ%§§§§§§qgﬁg?%ﬂgo1 isK?F}st segnent ed
~into frames 402 .15 accordi ng to.t i py: . f re
decoded. 403a, ~ 43T SHBElRA alels, SR BT Mool ERERRCALY, o1
is simlar to the unconpressed content 201 %f Figure, 2. Then feature
extracti oh 404 HREPTESSSdsAM PRIy ncompressed somaiise The sesulignt o each decoded
frame 403a, 403b. . .403n to analyze the characteristics of the audio
content and mas kiatggmackedandisrvohignpd@ngnsirates An £xeehtent reggaragitdg to t he
features and masking threshold 205, a filter bank 406 is used to select the
candi dat e framesndtforsaediralbeal} ice. £rbiadtnoss, einchudingddioud kindwef er mark 410 is
enbedded into these selected franes 407 using the sanme enbeddi ng process

208 as in an UnGRARK&EAAGN hifbn, Tﬁfeiﬁi’@ﬁ@ﬁg%vfeﬁﬁﬁﬁéeﬁ%édde@ﬁﬁéﬁl%ﬁpded
411 to formthe coded 13 02/-493G&3 PCT/ S0/ 002US frames 412 using the

sanme coding pro s I ndak: i LN Lt hm such as
MP3 or AAC. Fi ngfeﬁ?d‘teﬁsgdyr aeff%hggg%aam?oa(ﬂ%gl%%%q’fn81%?1 ﬂcg’ cgfcl)[ﬁnlé g%ggldded frames
415 w Il _be reconstructed 413 to %ﬁ%eratebtﬁggemternar ked conpressed audi o

content ¥4, 5 EoRiEEL WM dEREATLEH g gither in a COMRPTESSPfy essed

domai n, this enbodi nent achieves, not only the sane |evel of audibility and
robust ness, but vateropisssedi eraftisdlyamcempeassidriipmain.t ASpoviieBy nagompressed
exanple, if enbedding an 8-bit watermark into a five mnute MP3 audi o

si gnal, the enbelddiaityf referetousdonghin i whichwaht sonre ofshafrpmesintat el y t wenty
seconds, while 10 the enbedding tine using MP3 Stego is approxi mately

thirty mnutes. JRerRE& @mdif 8rel d¥¢6Ad. Ohel detddted M Aterbiit Albenation cahh gi t al
content watermark enbeddi ng and distribution, particularly when invol ving

oot her empoc e e i ELARIK cbhIAL baNBnERRERS S0 O Gomiblion>! T 21 o9

anot her enbodinéh I'nventl nvol v generali1zed process of
wat er mark_extracti o For incom ng water nar conpressed audj o.. cont ent

501 1 heldat er madertl the freeie e Ay Sthrcaptral SalsR s Re g e AR Y T he
wat ermark can be detected successfully, the detection process_ is halted and
the wat er mar k i dhesebugaesef satprmarked gadigy %‘iha'ri’d\ﬁ?qufi“i) WateiaekRar® cannot
be detected in a conpressed donmai n because of 20 mani pul ation, alteration
or unaut hori zed btecpyilynginosed ot fistovtad.er mar k det ection i s perforned,

i ncl udi ng decoding 504 in a partially unconpressed donain 505, and the

wat ermark 506 is therFogxbp grovédbion lthe ow€l 1d2ntAEchiion PTD” Snfdttiafian i
Watermark Extraction in an Unconpressed Domain Usually, the robustness of a

wat er mar k i n 1 heg,cOqRg Q8@ 9€&Hﬁhﬂatjksmtro%@ﬁﬁ66§{p§e§sed‘glaﬂ‘£ﬁﬁf Qnfent bHofOSt
onal

cases, watermark extraction 1n an unconpresse is preferred. The

i nventioR.uses an,extracti on pr.Qce 510 .t he t ein the

wat er nar Egd con%? ggglgd:ogwmsgecgo’lﬂ}egﬁﬁe Wg{egggri%ééﬁdﬁbs %O\ﬁ%rg%‘%r@{é’ ?88[ E%:ﬁ]re[atrnes are
extracted. The wat ernarked _ audi o i i.vi ded Lnto frapes.using the sane
segnent at i on 60 Logpressed audie porien; i@t s phase, the watermark information, e.g.,

owner ID, which is embedded in the audio content is identical and can be

embedded prior to distribution. Since the watermark is directly embedded into

the audio content, the watermark must be inaudible within the host audio

7



process 208. For each incom ng franme, the nmagnitude of the autocorrelation
of the enbedded signal's cepstrumb03 is neasured at relevant |ocations in
10 each @t@b&%{?ﬁm&. From a di agram of the autocorrel ati ogrpégdofag0gepst rum
the data bits of the watermark in each frame can be detected, i.e.,

| ocat ed, according to a "power spike" at each occurrence of a delay in the
enbedded bits. Through the use of nultiple-bit hopping to enbed the bits
into the franes signak Rsthsomens, the vatirmadambstiatsqrie rabyst pissabilitytough a

mat ched filter bank 15 604 that can map the bits into the actual code {1 or
0). Finally, theavidatsmdmtelationbr ietovabwhar ied sibfecled te procedsatg), espetinly det ect ed
~codes with the original waternmarked audio content 601. Watermark Extraction

in a Conpressed gy, efsﬁcﬁﬂ&&oﬁltp}ésEiHﬁ&éc%hﬁﬁes@ﬁn%@&géiﬂﬁ”In Stfiertth itain

invention's watermark 20 extraction in a conpressed domain. The incom ng

wat er mar ked co ssed.. | 0. | e [ B : sition of
SFB of each frg%l ioijﬁgﬁggn%eolgggné%%%%ﬁ %Cotz)l? (ta'ra Hépg“{gicﬁ@é@%lgg g%g{gl:afi c scale
factors that are used o _enbed watermark hits, nchroni zation 704 is
enpl oyed ?o det @ked piutheHp3p gudibory Flﬁsﬁefﬁé?fi‘&gdsfoyﬁg?ga aﬁBB“mf‘ﬂ@Yame
synchroni zati on code 306, the 15 WO 02/-193G3 PCT/ SG00/ 00205 wat er mar k
sequence i s det distweenaandibilify apdrelugmassndtyensewd kerpgentionethe matermarkags
Watermark Extraction in a Partially Unconpressed Domain Figure 8
i | lustrates anotdffectiestpedates td the hudibeonteniemidictoselyanirexs thacnaskipgaudi o fr anes
i ncl udi ng wat ermarks from conpressed audi o content by use of partially

unconpressed dor}dahalBRE HRIBAS! AnkSttSinpi lodsmbee s @stoRtRY Watkmarpeddi ng
process for the partially unconpréssed domain, described above. The

wat er mar ked co L O . ' [ ; : :Jnge0 f rames
according to a”@ggﬁg@%@g@%@@%ﬁ} hgg‘ielog ?‘itﬁ%‘z“@? feeagggﬁg%ﬁ%g%dlgtg&.o{nnwlo and
each decqded fra i.s. anal &ied %)& Geature exiracti (%n 80%1 atnq.the
psychoaceflst i ¢ riBfeFgBakaudie conteHty Goresnopdingly, i Vaterpaple detaeionds r anet er s
203, a filter bark 806 is applied to_select the frames containi ng waternmark
i nformation or iprifosingd imthe upeareprassed dewain and geaydise dee eIl CARSR! 3SrPanes
using the extraction process 808, depicted in Figure 6. 15 Various
preferred enbodiwémmeof the invention now have been described. Wiile these
enbodi mrents have been set forth by way of exanple, various other

enbodi ments and nodi f F&atdcRipsi¥gdl disBtbutibRanreide, the witaseuledd dohtedding t he art.
The invention is |imted only by the appended clains and the full scope of

thei r equi val ent gy dfcioll 21rrh B EnYSHEolcSBlabhYED 1nSaqRER|SERRLABR (15 1.

A nmethod to enbe te inadgitally unconpressed audi o signal,

conprising: segnenting an,original .audio.sign Lnt.o | urahity of frames;
5 ext racagng fealpgqr@aggp&h%yvg%gn?r:l(dﬂfégggtﬁo %oﬁiﬁlealqu ?}F@F?P%ro fr anes;
assi gning, based on the feature paraneters and the masking threshold, an
enbeddi ng f r anewisfmagen.c Akl pgrmits the patgraprk gongent forcachaudio HansactaR Phe
watermark information into a watermarked audio frame; and | O conpressing
t he wat er mar ked beudiforant.gnal . 2. A method to enbed a waternmark in a
conpressed audi o signal, conprising: '

The invention utilizes a bit stream-based watermark embedding

method and system. The watermark embedding of the invention results in a
20 slightly increased data rate, but does not cause perceptible distortion in
audibility. The distortion in audibility is less than 0.5%. To improve the
robustness of the watermark when, for example, the watermark is removed or
distorted in the compressed domain, the invention permits the conversion of

watermark information from a compressed domain to a partially uncompressed



segnenting the conpressed audio signal into a plurality of franmes; IS
extracting scale factor selection information (SCFl) for each of the

plurali t)(\,](pfm{*gdms; | ocating a position of a scale factgscpaiioosesB) for
t

each of e plurality of frames; selecting at least one scale factor
corresponding to at | east one high20 Frequency sub-band for each of the
plurality of franes; and enbeddi ng a synchronization code into the at | east
one scal e fact odonfain. Byrdoingdo,tthe arwbatibnepenmite ambersuies that plerdetestipy of
unconpressed domai n, conprising: segnenting a conpressed audio signal into

a plurality of fih@wWB®imdrk in thmideh dRGH B0 Ie2 fidecDebppggieach of the
plurality of franes; extracting a feature paraneter fromeach of the

- plurality of decoAetlelhalisws ARG ik RPXLAR AR DARLs dor each of

the plurality o 5 franes; ecting franes suitable for enbeddi ng

wat ermar k i nfornmation based on the feature [ ters.an e in
threshol d:  enbeduHeEh e GaeBPRisR R S PERRT A A Bl TR D
creating an enbedded franme; 10 re-encodi ng the epbedded fr.anes;, and
reconstrudting tobadeseluaidect thermmbedding Wd%@dgwaﬁpﬁﬂ%és W}gﬁjé‘ﬁ@r ate a
wat er mar ked conpressed audio signal. 4. A nethod to extract au enbedded
wat er mar k fr om antlenat er mar ked unconpressed di gital audio signal,
conprising: dividing the watermarked digital audio signal. into a plurality
of frames; determ ning a nagnitude of an autocorrelation of the enbedded
watermark' s cepastrumat a location in each of the plurality of franmes; and

20 mappi ng a pl Wﬁiehhirk@m?ﬂtdﬁmgbi ts of each frane into code that nay be
correlated with=an ori g nal watermark. 5. A nmethod to extract an enbedded

ed " A method to ex edded
16 © W0 02/ 936 por SabbrdodierhERAToALs drfts FHbhal bRRene 070, i 1D

audio signal into a plurality of f s;, locating a scale factor nd for
each of tfe pl ur‘?é?tPWﬂéFmL’Péfﬁ%%gh?j@&;Wﬁ}dﬁb?@ g‘?}%ﬂ%’fﬁS%@B}?ﬂngﬁ of the
scal e factor band for each of 5 the plurality of frames; aid detecting a
wat er mar k sequerand thoinvertinnéds propess efrersbietislingiatacomnressedzlomaind OR Géghtt o
extract an enbedded watermark from a partially unconpressed domai n,
conprising: 10 dianddidey @rdledritymiikéd casngfipdsis addia (HCM)Sommied icomtenta
plurality of franes; decoding each of the plurality of frames; extracting

feature parameteff § RRHaANs AbbiedPridl & ddnpridsidie codashithames 15

conputing a psychoacoustic nodel for each of the plurality of decoded

ooy (rr eshol SrBRETREEAS fod MTERARGHaif 105 s bRALH PoPRRARRIGE S and the

maski ng t hreshol ractin

15 content of the watermark is in the form of, for example, copyright indicia. The
watermark content that can be utilized also includes, for example, owner
identification (“ID”) information and user ID information. In the invention,
the watermark is embedded into the compressed audio 104 by one of two
methods to produce watermarked compressed audio 107. In the first method,

20 the watermark is directly embedded into a compressed domain 105. In the
second method, the watermark is embedded into a partially uncompressed
domain 106. The invention is compatible for embedding and extracting

watermarks in a variety of compressed domains, such as, MP3, AC-3, a high-



20 7. A conputer-readabl e nmediumincluding instructions to performa nethod
to enbed a watermark into a digitally unconpressed audi o signal,

conpri si (g 02k3363 VWO 02/ 93(3 PCT/ SGUQI 002Us a first unit tpgesR@iBiHosan
original audio signal into a plurality of frames; a second unit to extract
feature paraneters fromeach of the plurality of - frames; 5 a third unit
to assign, based on the feature paraneters and the masking threshold, an
enbeddi ng f r aneapelityf low esstiexsty mé-gbpuned ppdig coderideseloned By Pelbyt h unit to
enbed the watermark information into the audio frame; and a fourth unit to
conpress the walaboratdses, MBHGOI, Jiagared audif) aid Alvancgdudedie ICodtal{AAGredi um
including instructions to performa nethod to enbed a watermark in a

conpressed audi 0 si g9ngkodayQMRTkShIaBe, ntbst bf e chiblesidd AW Etent House@n
pressed audio signal 1nto"a plurality of frames; 15 a second unit to

. extract scale factor..sel ecth.on.infor ] R .plurality
of frames: a thir “hmetm‘tlsgé élgtgl é’%‘g"%mggés‘#yto?%‘% ﬁogFHél Siscgggpge?s.c(}}‘ba%{tgéﬂ%gnd ( SFB)
for each of the plurality of frames, a fourth unit to select .at. | east one
scal e factor cofPEsPBENHYNEIN Plaloéé%f?n%loi‘}n& OFHIBWQ?@ESCTLFQRWg@%WB id for
each of the plurality of franmes; and a fifth unit to enbed a
synchroni zat i on and¢eirpesttbeir Hiegaldistabuliong while abthe spre tigie ensyying the) 02/ 93G3
PCT/ S&00/ 00205 9. A conputer-readabl e nedi umincluding instructions to
perform a net hodntegritgrdied-lmeumnherction, thé watrmak] inaluding oopyrrpitesdieid addmai n,
conprising: a first unit to segnment a conpressed audio signal into a

plurality of 5 fkanBsntifafi6f R6L1HBE bmbedd8 GReehi8 AGHaPhudib Somtbiil bty of
frames; a third unit to extract a feature paranmeter from each of the

plurality of de k S, LN @&?ﬂﬁ% tic
nodel for each g’?‘gie?'%gﬁi%q%&a?%e?a?$&tgp @1&%('131%0032@%?%% Q%IB?(? t ugél’ét§ "to
select frames syitable toq. e d ternpr k. .i nf.or mat i in,.based on,the
feature b@r anet Qn‘?;\ﬁ’ai‘bf’ﬁ'g‘eggg% ‘&%‘3 %%{egﬁygﬁ%pé{%ﬂ 13{2?' the PRESESEd ¢ he
watermark information into the selected frame, creating an enbedded frane;
15 a sevent h unidomain Q5. chicpaiher erabedimertgthg atermagk isgmbeddedinghths unit to
reconstruct the enbedded franmes and non-enbedded franmes to generate a

wat er mar ked conpaeidlydnaompressiigioalain 106, Thesoepbodimentsgaatiiea madii-um
including instruction to performa 20 nmethod to extract an enbedded

wat er mar k from gayaéepioRdckies sehefR ToFf @n§feksed audio content. The invention

permits the rapid detection of the watermark in the compressed domain, while
15 the robustness of the watermark in the uncompressed domain is greatly
improved, e.g., the capability of the watermark to resist removal or alteration.
The embedded watermark in either a compressed or an uncompressed domain
is inaudible, i.e., there are no appreciable differences in audibility between the
original and watermarked audio content. Accordingly, the watermark is
20 embedded into the main data field of the digital bit stream in the compressed

domain, as opposed to an auxiliary data field.

Embedding Process in an Uncompressed Domain

10



digital audio signal, conprising: a first unit to divide the waternarked
unconpressed digital audio signal into a plurality of frames; 21 WO

02/ . 193G, F¥2/{o5300/ 00205 a second unit to determ ne a magptdsheoefosan
autocorrel ati on of the enbedded watermark's cepastrurn at a location in
each of the plurality of frames; and a third unit to map a plurality of
data bits of each franme into code that 5 may be correlated with an ori gi nal
watermark. 11. A coniednventionpgimitsteei¢robedding ofci wigierrpark infe plavhaudio per f or m
a nethod to extract an enbedded watermark from a wat er mar ked conpressed

di gital audi o sicgiaht bef@BRbiNPreagon.18inae thervedtemmuirked laidi avdddbewillibe wat er mar ked
~conpressed digital. audio signal into a plurality of :franes; a second unit

to locate a scalgmpakidd, aPaitfo boding pfoleflis 141 t8lehiiRé ttay tRfaufiioafieRty a third
unit to determ ne a synchronization code of the scale factor 15 band for

. each of the pluraki f ; g ! fdetect a wat ermark
sequence to r ec3\?}{%?é%ﬁ@eggr%%%gate%g%g%rnén?%é@ég’ﬁa klagrgarlrlgg ‘er - readabl e nedi um
including_instructio to performa 20 nethod.to,.extract an.enphedded
wat er mar K . from a paﬁggﬁﬁyﬁwméﬁeﬁwﬁaﬂ? VSRR Lrrgbedding Ast yni ¢
to divide a waternmarked conpressed audio signal into a plurality of frames:
a second unit tovaleawdeineancuncempreseedligitad cprigntofAydie peding pa “losgy 02193C3
PCT/ S0/ 00205 a fourth unit to extract feature paranmeters from each of.
the plurality ofpresontechith treemality ofitlie dompredsed eudio nplotver thap shat hbtheoust i ¢
nodel for each of the plurality of decoded frames; and a sixth unit to
detect an embeddemtidal afdo L ARBEuM auldtFcodiRils W6ssh prcuEsd, BcSerbrddédre mashi ng
threshol d; and a seventh unit to extract the watermark. 23 .A9!2. AL vy.AL;
L?. As y. AL("?. ALs2 : : :
se. ALl e A& (o, ATRPAURER BES Aer o compyessions Eyhermors, o smbadded .
s.A'\InE 7Z2< ]=~5 . . .
] zupkf a\ W ca] ca]"@iﬁ"?&f‘&%@%‘}%&f@éﬁ%&?@%}tg%ﬁ@éjeé%ﬁdﬁfkoa‘}%m%ﬁth%] ca] ca] cal] ¢
a]J ca] ca] ca] ca] c”a] ca] c”a] ca] ca] cTalc(a'] Yrai xj N5ybn}él* Cl wngb] X]] ca] ca]ca]c
na] ca] ca] ca] ca] capteatl dajasdgrde pel cRpeApad g tieme Pé&fég? a] ca] cal] ca
] ca] ca] ca] ca] ca! *=N $nEc8# i . .
| 1| w mhc”Y] ] ] calacedrdada kleadresehtinly etjonadpiin pomidead thaFEAS s pbydipaaiusiad)] ca] ca] ¢
al ca]ca] ca] ca]ca]calca]calcalca]calcal Il D'"" &#+#THFH##H! S| $$SVO0K
& &&& T ' ' *(2( 7 (vhydH gbd ¥hd thelfsaakead Ll aadioabarht: alpapaaiesalydhaadedl] cal cal ¢

aJ calca]calc”™a]ca]lca]lcalU calcalcalcalcalcalcalcalcal 7(=(U({()U)))*]***I +++,

[n ntioN L. oy /%8%? 8%&11‘%( \(}\] Cegf%né: -cdé)fncaﬁ f(;eaa c%s fca agg Ocsé caé %cglag ]Ovcvgﬁ’ca] cajc
alcal cal ggl cal cal galsehohtaleplarhan] fitl sals ol ARt ERRYERARTE 334455
cal ol ca] ca] ca] HFCPORTERTER R PUTENY Ok fiafpes 202. Featr parametans 303 &) ° °al ¢al

s o <r <<=\ ===E>>>?d???7K@ooo) A} AAAA| val gb\ V\£ca] c”a] ca] ca] ca] caV] ca] ca] ca]

ca] ca] ca] ca] ca] caitrecd Soondach fraaleda rerasen] tha cbarpetatifties jof tecaflioaigna] tia] ca! AA
>BBBCTCCC2 Dz DDEXEEECFFF' Gv GGHTHHHHHI

LEALTT{vakf * [ V] chhtcfidme! a§ieavthoasly] erblinalcmkeative]glah payjdhajooajiica] ca] ca] ca]

ca] cal ca] ca] ca]ca] ca] ca]ca]ca] ca]ca]caUca!l JbJJJI*KQLLL" Ms MMVN2 (08 O=0GOVOOOP

TPPQURDRRRRSATTTZ4pkd|abXtd §abimihs kealead thabizahichbagle Memhakin wakaalcal ca] c
aU] ca] ca] ca] caV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! T&U UUUUUUV! V] VWWW

XXXYTY = \ ' A ahcal ca) cal ca
el ca] 048] cal col Payiaf B Ml e RlAaL 00 L RN RAPREIBEIED) RT3
“h™ """ =a bf bshbbh. . . .

El?ﬁeQeeef 1fff ~y‘?"6}?eé1%[n3]ff%ﬁ%%ﬂ‘é%f]eé‘ﬁl} frame s designgfl 20 Ay WAgTRak 299 2y ca] ca]

" ca)]ca]ca]c”a)calcalca]ca]ca]calcaV]calca]ca]ca]ca]calfCg_gegrgtggggggshh2i =
i kiiiiN Vjjj2kwkembeddedinte theayfie famq eongapkple e%qlé&wg BEPA9EHE] ca] ca] ¢
a)J cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]c”al cal ca]ca]ca]ca!lld4nmmXnn

) steps 208 resulting in a watermarked audio frame 210. The watermarked

11



oop| ppppparrrrrsJsRssss tftittttu]wlgb] X]]]ca]ca]ca]cal ca]ca]ca]ca]ca]cal
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! u! uku
uuu5v8vxw W xxxx&yhytyyyyGWzzz={{{}xsni d_Z] ] ]] calagd&mbeakcal ca] ca
] ca] ca] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca
Jcal {{$|W||}IHk}q}}~" ~~*LI{Ym] wrmhb] X] ] ] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca!j zd o~' ~

~* LI{ Y wr mhb] Xhidic aignalds tledncdhipadssa] to apnabedhe ejmpiessefl aafioaputahic 4¢.c a] ca] ca
] ca] ca] ca] cal] ca] ca] caj ca] ca] cal ca] ca] ca] ca\l ma?! NsS$10%&' () - 9@O%& () -
%& ()- 10%; & (hado! QB () - 3+- 10% " & ()-frEa zX6!A

, & 109 () - '$ &l 109& () l 10%&' ()-I 109G () -! sS$10U8S& ()-!1
sS$10%/&' (0)- 109&: A0%& ()- 10U 10U 10U @

10%J& () - Sl)@ -1 109 () - 10%&'()-I Y

100& ()-Y , @O%& ()-Y. - 00/ @A 09%&: ( 09!
@O%& ()-" Sy10%& 8 | 0& %‘gd 4 sign @lf ?lfﬁ"‘a}‘{o e“b‘iéf)d  thy ﬂaénﬁﬁéﬁé‘)‘ e
+3109%& ()-Y y)10% ()- ' 109%&' ()-s3% 109%& ( #109%&' () -] Y[\]dE;/ 10 10S;
S10%& () -5 8&10%eokpress@ldyRiy pecapscrmmoaod) catzom%shq it stpgam of the
109 ()-]7ixjxY:/ 10s@O0%& ()- 10%&' ()-" 10%&' ()-|I
109&' ()-!L109%&' combeckfdivdjo mapddEdistotien &f BABYRalify.nPo aak&ihe) - " 109 () -
10% ()- 109 ()- Y109& ()-5y  abdYNC
embedded watermark imperceptible, e.g., no adverse affect on the audibility,

the nature and technique of the coding process is considered.
Figure 3 illustrates an embodiment of the present invention’s
10 watermark embedding process in a compressed domain. First, the frames of
compressed audio are segmented 302. For each frame, the scale factors
selection information (SCFSI) is extracted 303 and the position of scale factor
band (SFB) 304 is located. Then the scale factors corresponding to high
frequency sub-bands are selected 305 for the embedding of the watermark.
15 The embedding process modifies the lowest bit of the scale factors.
To make the watermark detection more precise, a synchronization code
306 is also embedded 308 into the scale factors resulting in watermarked
compressed audio content 309. Preferably, the invention uses the lowest bit
(or bits) of the scale factors corresponding to high frequency sub-bands, i.e.,
20 having a frequency range > 10kHz to match the watermark sequence.
Therefore, it will not cause a perceptible distortion according to HAS. Since
watermarks are repeatedly embedded into whole frames and the scale factors
used to embed are controlled by the synchronization code 306, it is difficult

for unauthorized content manipulators/users to remove the embedded

12




10 10 10 10 f8109%& ()- L610% ()-  4s109%& ()- 2 109%& () -
/ 10%& () -bn} (CIEYNC 10 ml0%& ()- @10%& ()- 10%& ()-

1098 () -
&10%&' ()
%1098 () -

9109& () - |

10

15

20

| 10% ()-=NdEYNC 10 -10%&' () -

10%8atérhrarkt. BrQ¥6h {s)attbrhPléd 4s)in an effort to zero the lowest bits of the
scale factors, an unacceptably high degree of distortion will occur upon the
reconstruction of the audio content signal.

Embedding Process in a Partially Uncompressed Domain

In another embodiment, which improves the robustness of the

watermark, the watermark is embedded in an uncompressed domain while it is

embedded in a compressed domain. The principle difference between this
embodiment and the process of directly embedding a watermark into an

uncompressed domain is that this embodiment permits the embedding of a

watermark into a partially uncompressed domain, in addition to the decoding

of the compressed audio. Figure 4 illustrates this embodiment of the
invention’s watermark embedding process in a partially uncompressed

domain.

The incoming compressed audio 401 is first segmented into frames 402

according to the coding process. All the frames are decoded, 403a,
403b...403n, from compressed to uncompressed domain, which is similar to
the uncompressed content 201 of Figure 2. Then feature extraction 404 and
the psychoacoustic model 405 are applied to each decoded frame 403a,

403b...403n to analyze the characteristics of the audio content and masking

threshold 205 in each frame. According to the features and masking threshold

205, a filter bank 406 is used to select the candidate frames 407 suitable to
embed watermark 410. The watermark 410 is embedded into these selected
frames 407 using the same embedding process 208 as in an uncompressed

domain. The embedded frames will be re-encoded 411 to form the coded
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algorithm such as MP3 or AAC. Finally, the re-encoded frames 412 and the
non-embedded frames 415 will be reconstructed 413 to generate the
watermarked compressed audio content 414.

5 Compared with the embedded process in an uncompressed domain,
this embodiment achieves, not only the same level of audibility and
robustness, but also permits faster embedding of the watermark. For example,
if embedding an 8-bit watermark into a five minute MP3 audio signal, the
embedding time using this invention is approximately twenty seconds, while

10 the embedding time using MP3 Stego is approximately thirty minutes.
Therefore, the invention is highly suitable for digital content watermark
embedding and distribution, particularly when involving on-line transactions.
Watermark Extraction Process

Figure 5 illustrates another embodiment of the invention involving a

15 generalized process of watermark extraction. For incoming watermarked
compressed audio content 501, the watermark is first extracted 502 in a
compressed domain. If the watermark can be detected successfully, the
detection process is halted and the watermark is extracted 503. On the other
hand, if the watermark cannot be detected in a compressed domain because of

20 manipulation, alteration or unauthorized copying/use, the watermark detection

is performed, including decoding 504 in a partially uncompressed domain 505,

and the watermark 506 is then extracted 505.
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Usually, the robustness of a watermark in the compressed domain is
relatively low. Therefore, in most cases, watermark extraction in an
uncompressed domain is preferred. The invention uses an extraction process
5 to detect the watermark, wherein the watermarked compressed audio content
is decoded and the embedded frames are extracted. The watermarked audio is
divided into frames using the same segmentation 602 as in the embedding
process 208. For each incoming frame, the magnitude of the autocorreﬂation
of the embedded signal’s cepstrum 603 is measured at relevant locations in
10 each audio frame. From a diagram of the autocorrelation of the cepstrum, the
data bits of the watermark in each frame can be detected, i.e., located,
according to a “power spike” at each occurrence of a delay in the embedded
bits. Through the use of multiple-bit hopping to embed the bits into the
frames, the detected bits in each frame will pass through a matched filter bank
15 604 that can map the bits into the actual code (1 or 0). Finally, the watermark
606 is recovered 605 by correlating the detected codes with the original
watermarked audio content 601.
Watermark Extraction in a Compressed Domain
Figure 7 illustrates an embodiment of the invention’s watermark
20 extraction in a compressed domain. The incoming watermarked compressed
audio is segmented 702 inio frames. The position of SFB of each frame is
then located 703. In order to find the specific scale factors that are used to

embed watermark bits, synchronization 704 is employed to detect the

synchronization code 306. Based upon the synchronization code 306, the
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Watermark Extraction in a Partially Uncompressed Domain
Figure 8 illustrates another embodiment of the invention for extracting
5 andio frames including watermarks from compressed audio content by use of
partially uncompressed domain analysis. It is similar to the watermark
embedding process for the partially uncompressed domain, described above.
The watermarked compressed audio content 801 is first segmented 802 into
frames according to a coding process. These frames are decoded 803 a...n
10 and each decoded frame is analyzed by feature extraction 804 and the
psychoacoustic model 805. According to the calculated feature parameters
203, a filter bank 806 is applied to select the frames containing watermark
information or indicia. The watermark 809 is detected from these frames
using the extraction process 808, depicted in Figure 6.
15 Various preferred embodiments of the invention now have been
described. While these embodiments have been set forth by way of example,
various other embodiments and modifications will be apparent to those skilled

in the art. The invention is limited only by the appended claims and the full

scope of their equivalents.
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1. A method to embed a watermark in a digitally uncompressed
audio signal, comprising:
segmenting an original audio signal into a plurality of frames;
5 extracting feature parameters from each of the plurality of frames;
assigning, based on the feature parameters and the masking threshold,
an embedding framework for each of the plurality of frames,

embedding the watermark information into a watermarked audio

frame; and
10 compressing the watermarked audio signal.
2. A method to embed a watermark in a compressed andio signal,

comprising:
segmenting the compressed audio signal into a plurality of frames;
15 extracting scale factor selection information (SCFI) for each of the plurality of
frames;
locating a position of a scale factor band (SFB) for each of the plurality
of frames;
selecting at least one scale factor corresponding to at least one high-
20 frequency sub-band for each of the plurality of frames; and
embedding a synchronization code into the at least one scale factor.
3. A method to embed a watermark in a partially uncompressed
domain, comprising:

segmenting a compressed audio signal into a plurality of frames;
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extracting a feature parameter from each of the plurality of decoded

computing a psychoacoustic model for each of the plurality of decoded

selecting frames suitable for embedding watermark information based

on the feature parameters and the masking threshold;

embedding the watermark information into the selected frame, creating

an emliedded frame;

generat

waterm

frames;

re-encoding the embedded frames; and
reconstructing the embedded frames and non-embedded frames to

e a watermarked compressed audio signal.

4, A method to extract an embedded watermark from a

arked uncompressed digital audio signal, comprising:

dividing the watermarked digital audio signal into a plurality of

determining a magnitude of an autocorrelation of the embedded

watermark’s cepastrum at a location in each of the plurality of frames; and

mapping a plurality of data bits of each frame into code that may be

correlated with an original watermark.

5. A method to extract an embedded watermark from a

watermarked compressed digital audio signal, comprising:
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locating a scale factor band for each of the plurality of frames;

determining a synchronization code of the scale factor band for each of

5 the plurality of frames; and

detecting a watermark sequence to recover the embedded watermark.

6. A method to extract an embedded watermark from a partially
uncompressed domain, comprising:
10 dividing a watermarked compressed audio signal into a plurality of
frames;
decoding each of the plurality of frames;
extracting feature parameters from each of the plurality of decoded
frames;
15 computing a psychoacoustic model for each of the plurality of decoded
frames;
detecting an embedded frame based on the feature parameters and the
masking threshold; and
extracting the watermark.
20
7. A computer-readable medium including instructions to perform
a method to embed a watermark into a digitally uncompressed audio signal,

comprising:

19



0! 109%& ()- ' gl0%& ()-39%0% ()- | #109%& ()- [[[[[[\J\\bC 10! S10%& ()-

9109& ()- 109& ()- s!109& ()- 10 10 10; 109& ()-\\&] q] ] *O°dEbC 10!

3109 (
S0

()- 10%& ()- f109%& ()- 109%& 10%&
Bt 109! () - (?10%&'()- (12)%&'()_ O3 o % l(éT/sO((%(ooﬁbl

F

“dEbC

=a' bdEbC 10! S2109%& ()-&0! 10%& () - 9100/&' ()- + 10%& () - )100/&' ()-
' 10%&' ()- " bcbdbebf bsbbbbbC 10! L10%& ()-I 109&' ()- ! 109&' ()- 109%& ()-
10 10 10; 10%& ()-b cRditeiQuidBiscEmeait an O%iging) audlcsmgaﬂmtpa plurality of

10

15

20

frames;

a second ‘unit to extract feature parameters from each of the plurality of
frames;

a third unit to assign, based on the feature parameters and the masking
threshold, an embedding framework for each of the plurality of frames;

a fourth unit to embed the watermark information into the audio frame;
and

a fourth unit to compress the watermarked audio signal.

8. A computer-readable medium including instructions to perform
a method to embed a watermark in a compressed audio signal, comprising:

a first unit to segment the compressed audio signal into a plurality of
frames;
a second unit to extract scale factor selection information (SCFI) for each of
the plurality of frames;

a third unit to locate a position of a scale factor band (SFB) for each of
the plurality of frames;

a fourth unit to select at least one scale factor corresponding to at least
one high-frequency sub-band for each of the plurality of frames; and

a fifth unit to embed a synchronization code into the at least one scale factor.
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comprising:
a first unit to segment a compressed audio signal into a plurality of
5 frames;
a second unit to decode each of the plurality of frames;
a third unit to extract a feature parameter from each of the plurality of
decoded frames;
a fourth unit to compute a psychoacoustic model for each of the
10 plurality of decoded frames;
a fifth unit to select frames suitable to embed watermark information
in, based on the feature parameters and the masking threshold;
a sixth unit to embed the watermark information into the selected
frame, creating an embedded frame;
15 a seventh unit to re-encode the embedded frames; and

an eighth unit to reconstruct the embedded frames and non-embedded frames

to generate a watermarked compressed audio signal.

10. A computer-readable medium including instruction to perform a
20 method to extract an embedded watermark from a watermarked uncompressed
digital audio signal, comprising:
a first unit to divide the watermarked uncompressed digital audio

signal into a plurality of frames;
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a third unit to map a plurality of data bits of each frame into code that

5 may be correlated with an original watermark.

11. A computer-readable medium including instructions to perform a
method to extract an embedded watermark from a watermarked compressed
digital audio signal, comprising:
10 a first unit to divide the watermarked compressed digital audio signal
into a plurality of frames;
a second unit to locate a scale factor band for cach of the plurality of
frames;
a third unit to detcnnine a synchronization code of the scale factor
15 band for each of the plurality of frames; and
a fourth unit to detect a watermark sequence to recover the embedded

watermark,

12. A computer-readable medium including instructions to perform a
20 method to extract an embedded watermark from a partially uncompressed
domain, comprising:
a first unit to divide a watermarked compressed audio signal into a
plurality of frames:

a second unit to decode each of the plurality of frames;
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