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(57) Abstract: A computer-implemented method of shuffling an ordered set of data items, comprising: generating an ordered set of
shuffle keys, each shuffle key being an elliptic curve point, and said generating comprising, for each data item: either deriving the
shuffle key based on a respective private key, or generating the shuffle key and deriving the respective private key based on the shuffle
key, deriving, based on the respective private key, a public key, and mapping the public key to the respective data item; encrypting each
shuffle key with a first scalar to obtain a respective first encrypted shuffle key; placing each first encrypted shuffle keys in an ordered
set, wherein the order of the first encrypted shuffle keys is shuffled compared with the order of the shuffle keys in the ordered set of
shuffle keys; and sharing the ordered set of first encrypted shuffle keys with at least a second party.
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