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BACKGROUND REFERENCE TO RELATED APPLI CATI ONS The present specification is
based on wodsob@akss t he benefit of Provisional Applicati ®eTAGITRIB812
filed April 19, 2002, the entire contents of which are herein incorporated
by reference. Field of the D sclosure The present disclosure relates to
data distribution, and nore particularly, to a nethod and systemfor

di stributing data over a conputer network. Rel at ed Art Networks, such as

the internet, wrel eSte RIS §§, S%’P%]I\ﬁ(ﬁﬁ Iﬁi%ﬁ‘ %NF%&J[AM ea networks,

etc. have made it increasi ng pOSSI al's to share
information and corroborate. The corroboration aval | abl e via networks
woul d be even nore useful if software applicatiqgns and tools utilized by
different people at different |ocations could share information easily
over the network. Traditional software applications, however, tend to be
desi gned f BACHeRQUNhs on specific platfornms and tend to have speci fic
requirenents that are not readily interchangeable. A growing trend in the
conput er IB@EMCEE\%BELATE@{AﬁﬁLMEI@HﬁEM of applications which can
interact with other applications, even other applications devel oped by WO
03/ 090125 PCT/ UB@3/rds2@iSxpecification isdfedmraad diin thpbersfibeiProvisinialg on ot her
conputers. Thus, the current trend is to design software applications as
| oosel y couppledtichy e@picsil2l fitecdoapiriidl 9¢ DHTROThe Bhisre whintetts cEwhibleare herel ned
together to formnew solutions. Preferably these new conponents woul d
“l'ive" on mcorporated by reference.

Field of the Disclosure
The present disclosure relates to data distribution, and more particularly, to a method

and system for distributing data over a computer network.

Related Art

Networks, such as the internet, wireless networks, wide area networks, local area
networks, etc. have made it increasingly possible for individuals to share information and
corroborate. The corroboration available via networks would be even more useful if software
applicatigns and tools utilized by different people at different locations could share
information easily over the network. Traditional software applications, however, tend to be
designed for operations on specific platforms and tend to have specific requirements that are
not readily interchangeable.

A growing trend in the computer industry, however, is the development of

applications which can interact with other applications, even other applications developed by



the network, that is, they would be readily accessible to others via the
network. The termthat has devel oped to describe these components is "Web
Servi ces"woOAppbilest i ons may be devel oped as a conpositi orcafusa&inagervi ces
whi ch are di scovered and bound at run tinme. Thus, the network (s) can be
used as a new environnment for the devel opnent of software applications. A
s noted above, networks have made it far easier to share information. In
Ilght ?L dthis],c iplmould bg desirable to provide a data distribution system
and net ho o facilitate i stribution of data usjng,networks., Summar f
the Di scl o2liFfesoR™atr<eRones anair@’tnfl?gb%t‘it AP ih ; iRt e 15'%%1 co)r/rpat er
network includes an update unit adapted to receive data in electronjc
fonnat frofsstm soBwate applicatiensas QR Fawledgdynamicallyhguithsampoast ‘éfglcbfia% hd
selected data fromthe data received by the update unit to a user _in

el ect r oni ccodngvinmt lopaksdd form e eeution. Praforbitheshnaneerznenetinapld{ e i ®n uni t
adapted to control reception of data by the update unit and sendi ng of

sel ect ed déataebyork himt cathey egulde readBps@dssire wdrhers Gt thameoverk. nflwrtemm theh
received froman adm nistrator. A nethod of distributing data in electronic
format  ovehasaievelopudt(e desdboMaede compbneaieds “Wek Servicay. daphcativonmay bd east one
data supplier in electronic format, sending selected data to a wuser in

el ectroni Cd@\%‘f(ﬂﬁ@l aDASRELS0S 6f W8 deBhicds Wi Higdbvere@aR] douR@ adiitifiest rat i on
information froman adm nistrator and controlling the step of receiving

data and t Hﬁuszttlﬁnmgifor??s@g&lﬂ% usSfAseCleferd Bbinaf 6T RUelbPméMer adiiand stration

i nformati on. conputer. system i ncludes a processor and a program storage

devi ce readan e.bx' the 2 WO 03/090125 PCT/US03/ 12284 conputer system

. applications . .
enbodyi ng & ppr ogram of instructions executable by the processor, to
As noted above, networks have made it far easier to share information. In light of

this, it would be desirable to provide a data distribution system and method to facilitate

distribution of data using networks.

Summary of the Disclosure

A system for distributing data electronically via a computer network includes an
update unit adapted to receive data in electronic format from at least one data supplier, a
catalog unit adapted to send selected data from the data received by the update unit to a user
in electronic format based on selection information and an administration unit adapted to
control reception of data by the update unit and sending of selected data by the catalog unit
based on administration information received from an administrator.

A method of distributing data in electronic format over a computer network includes
receiving data from at least one data supplier in electronic format, sending selected data to a
user in electronic format based on selection information, receiving administration information
from an administrator and controlling the step of receiving data and the step of sending
selected data according to the administration information.

A computer system includes a processor and a program storage device readable by the



perform nmet hod steps for distributing data. The nmethod steps include
receiving data froma renote data supplier in electronic format, sending
sel ect ed watm/ob@2$ he user in electronic format, receivingcadrsopizssation
information froma renote adm nistrator and controlling the step of
receiving data and the step of sending selected data according to the

adm nistration information. A program storage nedium readable by a
conmput er system enbodying a programof instructions executable by the
conmput er sy £ rf et hod < r. di stri ihg data 1n a

conput er né%&@?ﬁ‘§§B§¥8@?5@%&afﬁgyﬁégﬁﬁﬁﬁg?Qgié%ﬁg u%gygg grﬁﬁﬂﬁmdata from
a renote datfarms mpfilot eteps for elseibtitirgdata. f e mBdthodsepd inttnds edcevimgdiathafian ho t he
user in electronic formaf, receiving a ninistr$5ion [nformation froma
renot e admi'APSEr AR SPPRINH ESTHPYF [GTREE sHENgelsciet dath ldBe YR FHRMEnd t he
step of senginig, s&@l8sd AhidRtRiAISBAN AR ITIG ALMRN iR A6 nd LosHoNdORe
Brief Description of the Drawings A nore conglete appreci ati on of the
present di stpeduiceivardattenng thsfstapted sendingrrgligeied dael geeat therpslpagistragion|  be
readily obtgkﬂﬁ%k)s t he sane becones better understood by reference to the
fol |l ow ng detar e "description when considered in connection with the
acconpanyi ng dr &w')mgxsn'l sidregeanetiunkirgadable by ia somplakogyktenl, eagba@iyinglalpuegraratof ng a

conput er system.for i ing a nethod and syste ccordi .0 the
rebent d Sui5ele eI Bt ST aoAGT R BRSO SPET i Ut das

di stri buti ngadaihputaCedwslikigpbeided TiRmMakdERpt ifude heeRiRSRA frdhh & edndselr €.
Figure 3 is a block.diagran1of an update unit according to an enbodi nent of
the preserflRiagBRlB SUTeropicdimst 4endingselacise Kaaitage & of clactoatcdPBrftuni t
accor di ng 4. SARAHsHRNn iBforhf#Bn f£Hm a remote administrator and controlling the step of

receiving data and the step of sending selected data based on the administration information.

Brief Description of the Drawings

A more complete appreciation of the present disclosure and many of the attendant
advantages thereof will be readily obtained as the same becomes better understood b'y
reference to the following detailed description when considered in connection with the
accompanying drawings, wherein:

Figure 1 is a block diagram illustrating a computer system for implementing a méthod
and system according to the present disclosure.

Fi ‘IC‘TUTC 2 is a block diagram of a system for distributing data according to an
embodiment of the present disclosure.

Figure 3 is a block diagram of an update unit according to an embodiment of the

present disclosure.

Figure 4 is a block diagram of a catalog unit according to an embodiment of the



WO 03/ 090125 PCT/ US03/ 12284 present disclosure. Figure 5 is a block
di agram of an adm nistration unit according to an enbodi nent of the

present dweaBosuee. Figure 6 is a flow chart illustratingraTnesbsortss or
distributing data according to an enbodiment of the present disclosure.
Figure 7 is a flow chart further illustrating a step of receiving data from

a renote data supplier according to an enbodi nent of the present
di sclosure. Figure 8 is a flow chart further illustrating a step of sending
sel ect ed dgfRer QisBlokfEOt e user according to an embodi ment of the present
di sclosure. Figure 9 is a flow chart further illustrating a step of
recei ving adm-ngs +fro to an
enbodi nent of tFlE%ftggﬁkggﬁgﬁaggﬁ}ggdl tal é§8g£§%§?E?ﬁ§%’| g@%ﬁ? |ng
the preferred enbo ment s of the present disclosure illustrated in the
dLamﬁngs, g“@%&¥“t£%érﬂ$nology is enployed for sake of clarity. However,
the present disclosure nt en 0 t he . specific
t er m nol ogy so bP%él@ﬂf%ﬁH% ﬂh‘ut@gﬁémﬁﬁﬁ@??%?%%ﬁnﬁﬁgfE@&%ﬁngge%1flc
el enment includes all technical equivalents which operate in a simlar
manner . ThEMEYEMER Hiter RETATISIREY ™ be i npl enented in the formof a software
application running on a conputer systemor systens such as a mainfraneg,
personal conput Bizu(ePO 2 flotvaahat &irthecifhgtating a step plreeeiwng daty iemcgivpateatatasy st em
may be linked to a database or another conputer system The link may be,
f or exanpl eypplicaacaodinggc tin ehbotkmsu ofithapreaerdidiselosurhard wire or 4 WO
03/ 090125 PCT/ US03/ 12284

Figure 8 is a flow chart further illustrating a step of sending selected data to a remote

user according to an embodiment of the present disclosure.
Figure 9 is a flow chart further illustrating a step of receiving administration data from

a remote administrator according to an embodiment of the present disclosure.

Detailed Description

In describing the preferred embodiments of the present disclosure illustrated in the
drawings, specific terminology is employed for sake of clarity. However, the present
disclosure is not intended to be limited to the spéciﬁc terminology so selected and it is to be
understood that each specific element includes all technical equivalents which operate in a
similar manner.

Ihe system and method may be implemented in the form ol a soltware application
running on a computer system or systems such as a mainframe, personal computer (PC),
handheld computer, server ele. The computer system may be linked to a database or another

computer system. The link may be, lor example, via a direct link such as a direct hard wire or



wi rel ess connection, via a network connection such as a |ocal area network,
or via the network. Au exanple c)1 a conputer system capabl e of

i mpl enentwogsiobE2pr esent system and nethod is shown in Fipgaresod/1228he
conputer systemreferred to generally as system 100 may include a central
processing unit (CPU) 102, nenory 104, a printer interlace 106, a display
unit 108, a LAN (local area network) data transm ssion' controller 110, a
LAN interlace 112, a network controller 114, all internal bus 116 and one
or nore i npittlcdevingeso 18 asuobrlasnnédabn sexanploeal arda nkiwloey, o an iematisadk. et c.
As shown, the system 100 may be connected to a database 120 via a |ink
122. A system fon cdinglie boubhipgicd ak@nApa506dhpRnicaundnthepleal fRah «ad t he
present disclosure is explained with reference to Figure 2. An update unit

10 is adapheéhdi® 1668HYEBgdal aThE ahputer syRARTEcHAL B g RAY Lefysif 160 &Y T oni C
fonnat. A catal og unit 12 is adapted to send selected data to a renote

user in e'ﬁﬁhﬂ@nk&nmph%ﬂRunAmmﬂdWIWU@Ihﬂ%hQﬁMMﬂhbn&éxh&d@Q@@% edifphycont rol
the reception of data by t%e update unit and fhe sending of selected data

by the cat %}lnP oun 'I W \b %qgu Laqul\aqgl (ﬂ'hslhn?ﬁﬁs@(gh J’(ﬂil@fl({fqtl 0,QN.A¢ gﬁ&lyl@g 1 p)/ al he
adm ni stration unlt 14 froman a nistrator of the system9. A control

unit 16 rramegl l\l'{%ﬁg()lﬁn? lfl ii%'; lluﬂld%uppﬂ{ {nglongt)n Inhﬁ IHBSIQ{L\%(&”HQ sulg ,xéi”(ﬂ the

catal og unit dmnistration unit 14. A systemstorage unit 11 may
be used to §ﬁlﬂﬁk, uﬂ@&ﬁn P{oﬁ ESLAPAYshoblen ?Eﬁ[%@”&)o%{ﬁtb%”ln'ui(UﬂR ?ﬂ,ﬁ,ﬁ}l?ed in
the formof & service, of a group services. In er words, a

dat a dlstrhgptloPHm@p,serV|ce is enbodied as a collection of web services

whi ch operafe“ﬁf each other to receive data fromvarious renote data

suppliers and tQ g és $§§F.ng % 34 un%ng§>m W? ot aﬁﬂepkﬁ% BRSNS

data and the send?hg g con
gg—?—} Blsgé; i‘%s%%ﬁ]agngg c\)xrltrllﬁte%el encep to %Yéuge 9 RM update unit ﬁ) 1S aX\O te(c)i??[c/) (r)egcgi%ez gata from a

remote data supplier in electronic format. A catalog unit 12 is adapted to send selected data
to a remole user in electronic format. An administration unit 14 is adapted to control the
reception of data by the update unit and the sending of selected data by the catalog unit based
on administration information received by the administration unit 14 from an administrator of
the system 9. A control unit 16 may be used to facilitate control of the update unit 10 and the
catalog unit 12 by the administration unit 14. A system storage unit 11 may be used to store
data.

Preferably, the present system is implemented in the fohn of a web service, or a group
of web services. In other words, a data distribution web service is embodied as a collection
of web services which operate with each other to receive data from various remote data
suppliers and to send selected data to a user, wherein the reception of data and the sending of

selected data is controlled based on administration information provided by a remote



adm ni strator via an adm nistration web service. The web services

communi cate using a ubiquitous standard such as Extensible Mark- up
Language wM3p901E m | arly, the renote users, data suppli ePseTarsds3/12284
adm ni strator preferably comunicate within the system 9 utilizing XM
nmessages. These XML nessages may be generated by a client agent at the
user side, supplier side or adm nistrator side and may be provided by a
browser, for exanple. Wiile the XML standard is specifically disclosed, any

ubi qui t ous gt@ndaks Vs AAgindtiakibg &b seFige.updat e unit 10 is adapted to al |l ow
the system9 to receive data fromdata suppliers. or sources

el ectronically, THE @s;feﬁgéjpllcé(s C%M]%{UI'&CQ% Ik WRE 111t3_1t§%ta5{99@t§§chT iEtxte;ll bfe?vlark-

described in further detail th refer nce to Figure e update unit 10

preferably u'pi%nt%c“’ ‘(I@ILEO?H"ﬂarI}? %lie dra{no le utng f:a sug’}gl \gsl‘h Qdm%]dé‘f]tal[orl rﬁe? ra‘t%g

establ i sh a‘connec ween’’a |er an

Connect s, ¢ FECRTEP B B b srrrﬁnﬁ%rlgz"%e%@lﬁ%‘%sgﬂy RiRCICwIS ce,

as nentioned above, mnth a conputer of a data supplier via the network.
The communigEBTRiEHDY f Al r%?ebatéﬂr%elaaldeowpbrréldm rginipiator gige gl may be
comuni cation with the catalog unit 12 and the update unit 14. The update
unit 10 préﬁ@ﬁ@ﬁﬂ&“ﬂh@Wﬁﬁé@fﬁﬁmahtW@HEﬁ@ﬁXWﬁﬁﬁﬂﬁW@18$Wwﬁpéh“h%ﬂ¥ﬁbﬁPYcates
prospective data suppliers. In a preferred enbodi nent, data suppliers wll
pre- regi stubrquithergmidygsnapbehtiifed. system 9 by providing certain supplier
registration information which can be used to authenticate the data

suppl i ers. Thesé&hdapatsupplliiendpadao sidvhihatsystah 8 reddtadsufphideas. The
supplier registration information may be provided by an adm nistrator

utilizing thgpladinbiicaideatic@dnienly, plder@ily B9t thteneBldk eUhé ipdatk wapdate storage
medium 32 in the update unit 10 itself. The supplier registration

i nfor mat i onj.may.@lS@e:the dstalhed 1&1@re§13ﬁ0$@§1@é at enupdRe Q34 Q9 B2Bably includes
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a communication interface 30 which is utilized to establish a connection between a data
supplier and the update unit 10, preferably using the network. More specifically, the update .
unit 10 connects the catalog unit, which is preferably embodied as a web service, as
mentioned above, with a computer of a data supplier via the network. The communication
interface also allows the update unit 10 to connﬁunication with the catalog unit 12 and the
update unit 14. The update unit 10 preferébly iﬁcludes an authentication unit 31 which
authenticates prospective data suppliers. In a preferred embodiment, data suppliers will pre-
register themselves with the system 9 by providing certain supplier registration information
which can be used to authenticate the data suppliers. These data suppliers are authenticated
data suppliers. The supplier registration information may be provided by an administrator

utilizing the administration unit 14 or may be stored in an update storage medium 32 in the

update unit 10 itself. The supplier registration information may also be stored in the separate



system storage nmedium 11. Certain perm ssion informati on may al so be
provided for each authenticated data supplier and maybe included in the
regi st ratworosiosdios mati on. For exanple, a data supplier napcrasgs/ased
perm ssion to designate a destination folder in which the data they
provide will be stored. Wien a data supplier establishes contact with the
system 9, the data supplier nmay be asked to provide supplier
identification information, such as a nane or identification code, for

exanpl e. C%mﬂ 'st% ok HEafty1 PeLal ?H]ﬁ?&gin%rhﬁ{i?ﬂ 1?15')?11 rg‘mié(hﬁ)r daha

supplier of”a nication reques or exanple pplier:

| dentifi Catabﬁl@l]tﬂmlf A Ipprlllem nl?e%l b'e %}Lfl%%d 11%)816tr%ﬁtﬂ?&?n}%‘mm{g{]& 911 the time

of pre-regis plier
registration i formatlon of echathentlcate dat lier ) l'ier
dent 1 {1 catTBRME SPHPER Y 56 PUR o O THA S B TaPoa) f%g fd%?%?fﬁed to
identificatjon. information associated wth each of the authenticated data
suppliers r‘éi)‘i]"éas@ﬁﬁf@ﬁvidﬁ“t‘lﬁ]%e SIIGBpI i er registration information using the
authentication unit 31. If the supplier identification information entered
by the data suppYhesm detesspidier perddishesicertadtovithi the osivar?, dhe dagasuprlicpananibag to
one of the authenticated data suppliers, the data supplier is an

aut hent i cataelkd td atcalcsupmleerdelarfutatmveumqmdam@, suvhtas 4 Gameyr idedidicateondatea for om
the authenticated data supplier. Oherw se, the update unit 10 may not
recei ve dateaamhplemCbhenutlahéorsuippbd etaplighed ARyt receipy fromabedate spphisrtofd dat a,
such as registration information, such that the update unit 10 wll be

aut hori zed domn@eativMErcdRsA frleQithplbe Thdaphhe AddnG ft fidn GhabinHioP pla BE issiedt he
future. The data received fromthe data supplier may be any type of data.

Pref erabl y, i iRQiaBadifplick 8t BRRE bLFker8iflaB6h, TONxEmbRI MHAtmay VRIS 1$REGH fHeCal | Y,
the data |s recel ved via the network using a ubiquitous standard, as

ment i oned g T r | Wo
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identification information provided by the data suppvlier may be compared to identification
information associated with each of the authenticated data suppliers represented in the
supplier registration information using the authentication unit 31. If the supplier
identification information entered by the data supplier matches identification information
corresponding to one of the authenticated data suppliers, the data supplier is an authenticated
data supplier and the update unit 10 may receive data from the authenticated data supplier.
Otherwise, the update unit 10 may not receive data from the data supplier, or may only
receive lillnited data, such as registration information, such that the update unit 10 will be
authorized to receive data from the unauthenticated data supplier in the future.

The data received from the data supplier may be any type of data. Preferably, the data

is supplied in electronic format. More specifically, the data is received via the network using

a ubiquitous standard, as mentioned above. The data received from the data supplier may



i ncl ude software prograns, audio data or visual data, for exanple. The data
received from the data supplier preferably includes information

i denti fyiwg msheoitype of data along with the data supplie®CTiises/iasa
received by the update unit 10 nmay al so i nclude policy objects which
specify certain paraneters under which the data may be distributed. For
exanple, a policy object nmay specify certain countries to which the data
may and may not be distributed. In another exanple. the policy object may

i nclude a prjge s&iﬂv#@pr@)?ﬁﬁ@ %dfocgatatd?%lsqﬁ’lvéﬁ Oﬁﬁi eﬂ?fmﬁl@ et recbiReddRhR 1S

preferably recel ved he update unit 10 I h discrete segrrents In this

manner, the atﬁgil]lﬂ) 1 S ]g]:afegc%?y 1]11(":3‘1t1 snlafﬁ zgt%n 1ckje% ﬁr%g.lt{]g@sggfgre UI \%aﬁ]l hue at

a later tlne erru e use of
a client agent, fcgl ug-in, for exanple, operating on the data supplier's
conput er R FPPEE ks the reception of data by the update unit 10 and

mai ntains a record 'of the |ast segnent received by the update unit 10.
Client agents Bieday geqicsddy t]i‘erflpfiﬁtFt“Hérloé}@b’éisP ingd th‘Ei’e‘?bd)‘Ws drigesnegidei ved
by the update unit 10, the data is preferably stored in a fol der anal ogous
to those usthin prramanTsoes wiivhithetpteamey be\métrlgut?% eF g gramplgydgioliey olied

perm ssion, the data supplier nmay nane the destination folder in which the
data is st mmgaaeci'l’m ctrhirscawamies to, whith the datrmray apd map notéwtdistabputel. daseotharppl i er
to update or to add to the data that they have already provided at a |ater
time. | n osengnhaoek peiny olgéct g iphelsentics wsieaimrgtd for detdawatoad bfitd dbtg. t he
data supplier is software. Software is preferably received in software

packages, obj ectge 4k pEIatRY Recsiobd MRIhe upditOgiErtEn dsaek sahénaria tpackage
may contain several 1Pt war e prograns. Each software program may include

several sofLwad e Técg §)n of‘ﬁle'agfaqgln%‘ﬁiﬂ%d, Ot Pfhyed Bini®Y: NSeStiRE fdnd N a 8
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point of the interruption. This m'ay require the use of a client agent, a plug-in, for example,
operating on the data supplier’s computer which tracks the reception of data by the update
unit 10 and maintains a record of the last segment received by the update unit 10. Client
agents are discussed in further detail herein below.

Once received by the update unit 10, the data is preferably stored in a folder analogous
to those used in a Windows environment. Whére the data supplier has permission, the data
supplier may name the destination folder in which the data is stored. In this manner, it is
more convenient for a data supplier to update or to add to the data that they have already
provided at a later time.

In one embodiment of the present system, the data provided by the data supplier is
software. Software is preferably received in software packages, objects that contain software

programs. Each software package may contain several software programs. Each software

program may include several software files. As noted above, the software may be stored in a



folder, or destination folder. As noted above, perm ssion to designate the
destination folder nmay be provided to individual authenticated data

suppl i er swoSshbmas e may be upl oaded al ong with ot her assoe@caresds/inBor mati on
| i ke the policy objects discussed above. After a software package has been
upl oaded, along with its associated information, the software package' is
seal ed. Once seal ed, the package is available for distribution by the
distribution system9. That is, the software package is avail able for

downl oad t gola& biadeBtinaEBn Soldedf Ak 6redhisdve] Ruhisabn fyRbighatOihe ASstinAiGfoRIRPV E,
data is preferably stored in folders on the system The folders may be

stored in the JRAALR(SS RuRARaTRAAM A< ddh fuPplidipdat e unit 10, or may be
stored in thé separate system storage nmedi um 11. As noted above, the

updat e uni QaleSyRnef vi.ce: - ri ok
suppliers %@ﬁgﬂ%§?§17éﬁggm%¥ﬂ?¥%ﬁ§}§g&ﬁﬁ§§mg %ﬁgﬁ%hgﬁﬁgggﬁﬁgwﬁégﬁﬁﬁy be an
i ndi vi dual ,,.dat a sugpliers may al so be conpani es, such as software

conpani es f%?“%%%aore, that use the distribution system9 as a conveni ent

way to distribute their products, or uggg%gs of tﬁFir roducts. Forh
exanpl e, a sof t RaFE Wﬁg CKaRs hat TSP P ORTRY: AR R RasEecigren g fhe
products to the distribution system9 via the catalog unit 10. The update
i s then accéedypBpeckpye isseapd. diroe sgadedt the Ragloecis avadlaple ifer dstrkption &y the
distribution system9 sinply by accessing the distribution systemvia the
net wor k. THiggbutihe sesieit faFleat eso e ankywira packiage iglbidilably fergloginjasdicagertaingfseist s
custoners to update their product froma comonly avail able source. In
addi ti on, tofiéhe dionipaioy sysg@d9.not consunme their own network resources in
order to make the update available to their users. 9 WO 03/090125
PCT/ US03/ 12284 As noted above, data is preferably stored in folders on the system. The folders may be
stored in the update storage medium 32 in the update unit 10, 6r may be stored in the separate
system storage medium 11.

As noted above, the update unit 10 is preferably a web service that allows various data
suppliers to supply data. It is noted that while a data supplier may be an individual, data
suppliers may also be companies, such as software companies for example, that use the
distribution system 9 as a convenient way to distribute their products, or updates of their
products. For example, a software company can simplylsend an update of one of their
products to the distribution system 9 via the catalog unit 10. The update is then accessible by
many different individuals utilizing the distribution system 9 simply by accessing the
distribution system via the network. Thus, the software company has the ability to allow all
of its customers to update their product from a commonly available source. In addition, the

company need not consume their own network resources in order to make the update

available to their users.



The catalog unit 12 is described further with reference to Figure 4.
Qperation.of the catalog unit 12 varies slightly dependi ng on whether a
user to vwomseedieeted data is sent fromthe catal og unit PC2/se3/ae28mnaged
user or an unmanaged user. Managed users have little or no control over
what data is sent to their conputers. A client agent nmay be provided on a
managed user's conputer to aid in reception of the data that is sent to the
user based on the admnistration information received by the

adm ni strati on Uht tatdldg utinioain alg@dbwsiﬁﬁﬁer vithatfetedce toUS@RIS4 V\Oﬁer@tﬁ(ﬁ‘l dTQke
managed users, nay determne-what data is sent to them or their conputer,

fromthe C&hlﬁio@@mlﬂml tarded. sllgﬂg&ﬁﬁ@ﬂﬂlg@lﬂvﬂ{%ﬂﬁ] IRr 1o \PNRY Sfiectddldalal 1§§en@ client
agent to allow for certain nctions w thout surrendering control of the

data sent teQuf 1'1\@ Bx& Qnmnﬂ? s¥1 m';m?ed BE HGh "('1{11?12119; ed 4 %% Cﬁ%&ﬁ gué'éﬂj ﬁdﬂvé ﬁtt

substantiall'y t e sane serves a

cat al og uni E)P 191 o?«g\eel %Lityda% gself g? O thdr goer?}ﬁltels %}3 a%lf.’ﬁll in(ajlg Eé gﬁqg{df c? glg 8?10

The

which esta connecti on bet wee Ilcat C . &

ref er abl cifica t.he second c ni cation
Pnt erf aceyszfq‘n(:%eﬁ1 n&ct Coflwgéﬁgt%@greifﬁf?n ‘itlztf %l@‘ﬁt 15 St fy tg? 8?%%% 8thSdi ed as
a web service, .as nentloned abaove, with a conputer of the user via the

net wor k. TREMEELGH RHHmRARPLIEET MY qyﬁ]tl%%dlnéﬁlétr@i@né}l% d4.alpoasagehesessathal 59 uni t
12 to conmunication with the update unit 10 and the admi nistration unit

14. The catairdpyhepictoypanngyd psses e defermupoyibat daie fesent to dhenoor theircoupythi,ch i s
substantially simlar to the authentication unit 31 of the update unit 10.
Users may pioasthegiiglbepnibl2. Prioviadédgjicowmiayi nweser utilegiastiemtapon td aifoor fort i on
whi ch can be used to authenticate the user and may be issued

i denti fi catenan funtomeatithont satredierisg eontsbsf thadaea @it PaksvospleldedBe users are
aut henticated users. The identification information for the user may be

i ncl uded i Btriidd@e dSBE cd@lof\EhiD 32 QAABRMtRGT /S WReABY it serves a managed or
unmanaged user.

The catalog unit 12 preferably includes a second communication interface 40 which
establishes a connection between the catalog unit 12 and a user, preferably via the 1ietwork.
More specifically, the second communication interface 40 connects the catalog unit 12, which
1s preferably embodied as a web service, as mentioned above, with a computer of the user via
the network. The second communication i‘nterfa& 40 also allows the catalog unit 12 to
communication with the update unit 10 and the administration unit 14.

The catalog unit 12 may include a second authentication unit 41which is substantially
similar to the authentication unit 31 of the update unit 10. Users nllay pre-register by
providing certain user registration information which can be used to authenticate the user and
may be issued identification information such as a user name or password. These users are

authenticated users. The identification information for the user may be included in the user

10



registration informati on of each authenticated user. The user registration
information related to each authenticated user may be stored in a catal og
storage nwoioanped2sin the catalog unit 12 itself, in the PEINE0B/$1284 age
unit 11, or in the admnistration unit 14, for exanple. Certain user

perm ssions may al so be granted to individual authenticated users as well,
and these perm ssions may be stored with the user registration information
for each authenticated user. For exanple, perm ssions may indicate what
type of dat@ismayobmt@sntiol 6f cclsNRigdnfitAed il BB k& atRadratSeinforMatie reldiql user
establ i shes conmuni cation with the catalog, unit 12, the user may enter

their user ¢ Q@ﬂ%tﬁ]blﬁﬁ:ﬁﬂe@ﬂse‘r Hﬁ?ﬁag%ie@@m abithieg Stbﬁ%@f]]@@]hhl% ih $heC@lRRNRG 120 the
user registration information and nore specifically, to the identification

i nformatio qél? 1@Q lell?’gttog\g@{n!ll | éa?m e gc{ 111g¥atgohl%n§teiﬁoﬂﬂe>?aﬂ hﬁnttégfatlﬂ on

unit 40. Iser nt| |on|n ornmat1on nmatc
aut henti cat ed us ent i ted us

Sent  sel eé‘P%&’e’d‘éf‘%"‘]ﬁy”}yﬁzso belrbg TR TGl B ﬁbael%éeaf Stered
with the system.may n be selﬁ sel ect ed .dat from a % (Elt 12, or
may be al | dREYSTYS &R e\FE’l ey inihf upqr reisbgtior OématF‘B’r ﬁﬂ e“t 4F4 U5 at ed
to registering with the system_|In addition, the unaut hent i cat ed user my
be al | owed X% csupierrsfjnistipnsmayringiagte MhaityRsPLdatempybe seil 19 sreeico can send
selected data to the user at a later tine. Were the authenticated user is
an unmanagedthgeiispted uprs. user has control over what information is sent to
the user fromthe catalog unit 12. Upon authentication, the authenticated
user may be pr ovil@dethe widrhstablishsstcoofmuolathomvdh thalshglopanitd2 sthe ndsumapenten t hat
specific authenticated user. The list includes all data available to the
user from amngee@ikdéntdfcatidohiefoti@itton; tistinfoedatiy it bempupaiad eheuneit redibtratibs not ed
above, sone data may include policy 11 WO 03/090125 PCT/ US03/ 12284

information and more specifically, to the identification information for each authenticated

user, by the second authentication unit 40. Where th‘e user 1dentification information matches

that of an authenticated user, the user is deemed an authenticated user and may be sent

selected data by the catalog unit 12. A user who has not registered with the system ﬁnay not

be sent selected data from the catalog unit 12, or may be allowed to receive certain limited

data, for example, data related to registering with the system. In addition, the unauthenticated

user may be allowed to send registration information so that the system 9 can send selected

data to the user at a later time.

Where the authenticated user is an unmanaged user, the user has control over what
information is sent to the user from the catalog unit 12. Upon authentication, the
authenticated user may be provided with a list of data available for distribution to that

specific authenticated user. The list includes all data available to the user from among all of

the data received by the update unit 10. As noted above, some data may include policy
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objects which may dictate that the data is not available to certain users.
In addition, certain permssion information nmay be associated with each
aut hent i capad/oges i ndicating certain types of data that pCraSoze28€annot
be sent. For exanple, if a policy object indicates that certain data may
not be downl oaded by users in Canada, that data is not included in the |ist
of available data sent to the user if the user is in Canada. Wether the
aut henticated user is in Canada may be determ ned based on the user

regi strati objettsfvdidiBhdyalict@t tHahee ds@lis not Beailabls tio ee‘naalwﬁiaﬂs.abi RlddrkhAcettsin
preferably displayed to the user on a display of the user's conputer (not
shown) . Baggehi@bit iR rhhidn By RURLcARIISiHAL8h alth&tibR&T ussehafhthelRRaifat a t hat
they wsh to receive. The selection is sent to the catalog unit 12 as the

sel ection ipOLMBL] QR thé § F's]@i ERAhbM skbite F&fegﬁxﬁﬁlﬁ{ FFBI‘?C RBjeeEinbiickids tq]gteeuser

via the cat Iog unlt I ent agent nay to provide th

sel ection ICQlftam ae m%l ngﬂg dtow,gl o%(?eq‘l bylfsl 253 da nad%) fqllé.att H%tﬁlsn%tt r‘%PudE:cP n tﬂe lrlst%?t al og

unit 12. The se € 'sef'ectron Thfornation
indicates is % ired the u 2% di screte
segnent 58V HAE P pRee diedar G0 e R oI Motk g ltER e SR Bl ect e
data, is sent to the user, the gperation may be continued at a later tine
from the p&dﬁ%dddw B leteamingg Easeérﬂlil e pigerrepiiafay Ifrgationchtheisise of a client
agent on the wuser's conputer. \Wile nanaged clients generally utilize such
a client agent, 'awbs ohnvailablednadrarieieraplibspiangd inthe psgeorudisplay of thenter sgent
in order to allow for certain functions w thout surrendering control what
data i s senpmpewer (et diown). Hised ¢t the hist cdgenlableriyptakibe pser seledts e datpiiat theegnent s
of data have been sent fromthe catalog unit 12 and received by the user,
and may sevich epeits Thasdkedion tshsentsy dteemaBguing 12 hethe atladtiog infoimtatib? so t hat
an accurate record of the data sent to the user can be kept. The reports
may be st on@fcathg MhetifRriaRn 6 Bgicnt foahd @lr 1id HARaARAAAL A RAITpbiSOy 12284

utilized to provide the selection information and to send the selection information to the

catalog unit 12.

The selected data, that is the data that the selection information indicates is desired by

the user, may be sent to the user in discrete segments so that if the sending operation fails

before all of the selected data-is sent to the user; the operation may be continued at a later

time from the point of the failure. This feature 1ﬁay require the use of a client agent on the

user’s computer. While managed clients generally utilize such a client agent, even an

unmanaged client may utilize such a client agent in order to allow for certain functions

without surrendering control what data is sent to the user. The client agent may keep track of

what segments of data have been sent from the catalog unit 12 and received by the user, and

may send reports back to the system 9 via the catalog unit 12 so that an accurate record of the

data sent to the user can be képt. The reports may be stored with the user registration

12



information of the authenticated user such that the catalog unit 12 can
determ ne the | ast segnent of data sent to the user sinply by accessing

t he user wegsmbriati on i nformati on of the authenticated ueemr/usés/ies4t he
data is sent to the authenticated user, the user nmay choose to install the
data, if the data is a software program for exanple, inmmediately, or may
choose to install the software programi at a later tinme. Alternatively,
the downl oaded software may include information which activates an
automati c i inglr@abiliat dfane dudivaticadd 36r ubRHhEEEE cANBPUHLET2 daf defefint Bfellh@®n W th
the client agent, if any, at the user side. The catalog unit 12:is _
preferably seabtabklr@atasstho ﬁ]@%ger@ﬂ]}ﬁ}%ﬁ&@és‘sﬁigtﬂ%qls&sr@éis%%nlﬂﬁom&rti?f bigd W th
a list of several. folders of available data. The cat SI (ﬁg unit 12 :
ref er abl | ndi ng data even over | ow bandw dth comuni cati on

Fi nes. Inya%@l{é??%ﬁ% Lt%ﬁlé catalog wunit 12 may enabl e sending data even to

| ow power user dgyi ces,. .S eat.ure require use of a.c%'et agent
to ensure effici @x 1 %go% 1(%; g%]it ﬁ)gﬁ]%f' mﬁ%{]t%ggea%%sre ! ’glgfa‘}'?ﬁrl By ‘?’ﬂgseégflﬁ ah)llgiﬂeu‘ilﬁt > ma
comuni cat e w th a PDA device of .the user, rather than a personal conputer.
In such a léﬁn’féjf‘tatlfﬁﬁf’ YRR PTOB A fTEEm %H’&WegPﬁ?yaQWF%ﬂTOQE? Braslehe ransfer .
I n addition, since PDA devices are generally battery powered, the sending
of the dat & HRYHUCHANA &R M AdlsTR{VSly, th oaflgl sofigreemetipflefency and
t hus preserve batt erly power. Managed clients or users have little or no
control oveplorheiaatcl eivatepan ssematicanatalladon faetionoy thaiser dampukaiiaged
clients include a client agent, preferably including one or nore plugins
whi ch ai d ientunelicuyidntae ickend egant.obahyodt tealsectidd data to the managed user's
conputer. Preferably, the adm nistration information provided via the
adm ni stration Ufketatilbg vdetl2ingrafesbissailalda tsacihitlanhetheaivalco aske thay®et he
user. This will be discussed in further detail 13 WO 03/090125
PCT/ US03/ 1228#ded with a list of several folders of available data. The catalog unit 12 preferably

enables sending data even over low bandwidth communication lines. In addition, the catalog

unit 12 may enable sending data even to low power user devices. Such a feature may require

use of a client agent to ensure efficient downloading of data. For example, the catalég unit

may communicate with a PDA device of the user, rather than a personal computer. In such a

case, there may be limited bandwidth available for the transfer. In addition, since PDA

devices are generally battery powered, the sending of the data may be handled differently in

order to ensure efficiency and thus preserve battery power.

Mlanaged clients or users have little or no control over the data sent to them from the
catalog unit 12. Managed clients include a client agent, preferably including one or more
plug-ins which aid in the automatic download of selected data to the managed user’s

computer. Preferably, the administration information provided via the administration unit 14

determines what data will be downloaded to the user. This will be discussed in further detail
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below with reference to the admnistration unit 14. \Were the user is a
managed client, communication is established with the user conputer in a
manner siwploansdies t hat described above. The authenti cati orcafusohie2sser is
also provided in a manner sinmilar to that discussed above with relation to
unmanaged users. However, the client agent may automatically supply the
identification information of the user. |In addition, since the nanaged
user does not control what data is sent fromthe catalog unit, a |I|ist of

avai | abl e dgiew AeBGefBehces 1ReAhidiQratibeutipfs. fromthe catalog unit 12.
Simlarly, the user need not provide selection information indicating the

sel ected data thghethR Hs8E aWaﬁeﬂ;%§ clidht, bRG ncgnon i zn) s th tfhe ?iseqanaged
In t

user, the selection informationis préefera i nc

ni strat fo oVI trat |t 14. The
ggm ni strat (%Ogﬂmw l {iﬁﬁﬁde Fmﬁla’ %’ﬁpagg?ﬁcH?esdtaE dfpe&uga?ﬁcﬁ} %II%H ¥ B em and
is described .w reference to Fi ure The nistration unit 14
preferably }?Iﬂ@fiuld'@sf] ATV Pgard it Fcé‘éscegﬁhh"er’(‘flg’gg?é%“ ?’G“YWP*&%‘* HF?@MI ges Ng
connection between the adm nistrator, and the admnistration uni re
speci fi cal I yOVRe thafliet egrhmayiatomatically surnly the ddegtificagan édfernatipe of the user.
admnistration unit 14, which' is preferably enbodied as a web service, as
ment i oned aBoAAdIlonyfings the Bamged eser 5765 apt cagwdlnihet daia issentifeont the cateloponit.a The
adm nistration unit 14 preferably includes a third authentication unit 51
t 0 aut hent i lsaoevanabddddtmiest mat lprseutfto theesgyismetie sataiol anit 12t Bintilagly, the user
aut hentication unit and second authentication unit 31,41 of the update unit
10 and cat@bdgotwnividel2jecti@sipoinkial iydicdting alit Skoked dath Ehadthe agkTvAsIRE At or  of
the system 9. The third authentication unit 51 operates in substantially

the sane matiener laselche Autit@Aiddcad:] M8 sdlettibn FkornAfieh IshRefR69MEIuded in the
authentication unit 41, however, since there is typically only one

authentic Admifiasbh altemakieh Bm%e§yﬁttwd%11111E%OB hh#§qaut hentication unit 51
may only conpare 14 WO 03/ 090125 PCT/ US03/ 12284

The administration unit 14 allows an administrator to administer the system and is
described with reference to Figure 5. The administration unit 14 preferably includes a third
communication interface 50 which provides a connection between the administrator and the
administration unit 14. More specifically, the third communication interface 50 connects the
administration unit 14, which'is preferably emb'odied as a web service, as mentioned above,
with a computer of an administrator via the netwérk. The administration unit 14 preferably
includes a third authentication unit 51 to authenticate an administrator of the system similar,
to the authentication unit and second authentication unit 31,41 of the update unit 10 and
catalog unit 12, respectively, to authenticate an administrator of the system 9. The third
authentication unit 51 operates in substantially the same manner as the authentication unit 31

and the second authentication unit 41, however, since there is typically only one authentic

administrator for the system 9, the third authentication unit 51 may only compare
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adm nistrator identification information provided by the adm nistrator to
admnistrator registration information of the one authenticated

adm ni st rebeB/osfevert hel ess, it may be possible to have malirtuSps/e2284

adm nistrators, in which case, the third authentication unit operates
substantially the same as the authentication unit 31 and the second

aut hentication unit 41 by conparing adm nistrator identification
information to adm nistrator registration information of several

aut hent i cat@dinétiaionidehti@dacios infdrmati@l @bededsl ®ebdtinivatior toaadalinisthtoragent i s
i ncluded at the admi nistrator side, that is, on the conputer of the

adm ni st r atisiratiéh iﬁ]ﬁﬁhlhhélﬁ@f&héﬂg{@aﬂﬂﬁﬁtio@feﬂ@ﬂh}uﬁ‘-@rafb@t RevepONS, it i@ be
adm ni strator nay add and del ete registered suppliers and/or users fromthe

system vi a{)&ﬁﬁ)le @dlm/@ﬁlﬁftﬁa?ctdd%n%ﬂt&s :M'w‘hlc-lx_Q%eaﬁig‘tlﬂfd%ﬁﬁﬁt@d’aﬂ&?—ﬁﬁn%ﬁsﬁ’ates
determne the permssions of the aut henti cat ed users and data suppliers of

the syste l%QtaAﬁdl Qfaegan?eba%‘{ﬁed&ﬁ'éﬁ &%%%? ﬁlﬂ dthé'!e%ﬂﬁ{u‘tl%gné’aftloﬁﬂﬁ PE{‘B cat ed
users and data su Iers nay oredvvl the ve ration tlon
for each aut hent te respectively. The
Fegi strat | SrrRrsanEeTes rodlieRhy PR E PR S e SERRE M Bl
users, resp ct|v§ y 3/ be stored in adm nistration storage nmedium52 in
the admi ni St FXEROHURERHFAAdadngpIsERioEHe system storage nedium 11, as

menti oned -above. Alternatively, the registration information my be

stored at a stofaydcirEad embehventsheity agébfriﬁ@@%uéeﬁ tdhe Hanipishgeiside, that is,
admnistrator's conputer, as well. The adm nistrator may al so determ ne
what data o8 heemmppigr prﬁhhag@ﬂmwﬁeﬁos to fpRiditat admipiyeationd dismotedrabieyepthe
information may include selection information used to indicate the selected
dat a t o beadwmistthor amagaidgeddemergiseredysenisrsoydiohesecafireh thy sysieh viexhe The

adm ni strator nmay set up user groups and assign perm ssions to the group
of users. Thainagdmiion siif BL OFhemeynidstRad enagrlst deddbhin 32 PekSsiGHSHf W03/ 12284

authenticated users and data suppliers of the system 9. As noted above, the permission
information of authenticated users and data suppliers may be stored with the registration
information for each authenticated user or authenticated supplier, respectively. The '
registration information of authenticated suppliers and authenticated users, respectively, may
be stored in administration storage medium 52 in the administration unit 14, or in the system
storage medium 11, as mentioned above. Alternatively,.the registration information may be
stored at a storage medium (not shown) connected to the remote administrator’s computer, as
well.

The administrator may also determine what data is sent to managed users. That is, the
administration information may include selection information used to indicate the selected
data to be sent to a managed user, or users by the catalog unit 12. The administrator may set

up user groups and assign permissions to the group of users. The administrator may create an
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address book of users including addresses of groups of users. In addition
the admnistrator may indicate periodic distribution of certain data to
groups ofwognsei2for exanple, where a group includes all pagarse3/mire4 have
downl oaded a specific software program the administrator may direct a
peri odi c downl oad of any updates of that programto each user in the group.
The adm nistrator may al so generate reports indicating dowl oads to
specific users or groups of wusers. In general, the adm nistration

i nf or mat i onldesnbedd & ubdreinopdiap @ddredses dfQravps afesersd n sdlition thdladofigisp@omM SSi on
information associated with the data supplier. In addition, the

adm ni st r afnhPihdichfe@enddit OBrBMMYT FlcridiN8ais & BbQE M Dicks. For bfhnﬁﬁé:(mﬂﬁenace wi th
the policy objects associated with certain data to prevent sendlng t he

data to i nﬁjolqgln@‘u@e#ﬁ]etrséls%q nhvk Mag@Q%GCIWCtSSH\;/QQ Ipﬁ)%ﬁl&ém%r JhSssor

information to prevent the catalog unit 12 from send ta to an

| nel i gi bl &y5gte | B 006 STRAGH BAL, Bl sftﬂar@?o%%nw%&l 08K e BofONTRO!

unit 16 may be provi contr coor e recep Ion

via the up d sendin of S users,V|a t

cat aI Og un%@%lﬁ]ﬁyeﬂgl mzé)ga]so ge{lﬁl {é gtﬁ ca1 gonWl?%idg OH%CCI UE)GIIS i%%u(?sp?om t he
admnistration unit 14 ere the su Iler ion. data and the data
provi ded bYEhd? g‘ﬂ’é’t’tﬂi t@?f%%ﬂ“étr‘at’iog “EtP akign popty Oggetﬁ %‘{”Erﬁ“étt]&r“é@@o{ﬂﬁp‘fe 11, the
control unit 16 is preferably used such that only the control unit need be
connect ed Vih ﬂ%é”§?%$@hﬂ§¥@ﬁ persgpsitedangh hip data siptiel In agditiom Gepr ovi des t he
supplier registration informati on and the user registration information to
t he updat eadmipstra@nani@rmdioncantedloge axiplpg 12t 12 sssewrtinge wth thd polienatjestel v,

the adm nistration unit 12 may directly control the update unit 10 and

cat al og unastsocizﬁed Wwith tdriasn davste peeveintndhg e d&3 to melygitie vproaidde dedordahbe
administration unit 16 to control the update unit 10 and the catal og wunit
12 based owith iR welipenhisis@intamatici 10 pieathtaRe @fléOinit 12efr G kdhdg e 0hn

specific users and 16 WD 03/090125 PCT/ US03/ 12284
ineligible user.

In one embodiment of the present disclosure, a control unit 16 may be provided to
control and coordinate the reception of data via the update unit 10 and sending of se!ected
data to users via the catalog unit 12, based on the administration information provided from
the administration unit 14. Where the supplier 1'égistration data and the data provided by the
data supplier is stored in the system storage unit il, the control unit 16 is preferably used
such that only the control unit need be connected to the system storage unit and the control
unit 16 provides the supplier registration information and the user registration information to
the update unit 10 and the catalog unit 12, respectively. Alternatively, the administration unit
12 may directly control the update unit 10 and catalog unit 12. In this case a controller 53

may be provided in the administration unit 16 to control the update unit 10 and the catalog

unit 12 based on the administration information and/or the permission of specific users and
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suppliers. Sonme of the functions provided in the system described herein
are nmade possible by wuse of so called client agents at the data supplier
si de, usewosB@eoies adm ni strator side. Mdre specificallypcrhisesni22agent s
are installed in the conputer of the data supplier, user and adm ni strator,
respectively. The client agents may include a |ightweight client agent
core. The specific function of the client agent depends on the supplier,
user or adm nistrator using the client agent. The client agent core nay

al I ow for %g@th§ plug-ins to be plugged into the client agent core to
achieve the desired functionality. For exanple, a client agent may be

i ncl uded on the.data, | i.er sid 0.support. restarti.ng of the | pad
operation after bgmf” %j ﬁ%rl?l@].clml?sﬂa 1?“?%&18%%5?'&8“]Slesucgrglﬁ?(flhe\}\%?c I]Pr%lﬁipf’ %#Jge &le»

upl oad of data.would be useful. anot her .. exanple, hoth managed and
unmanaged d@%?@mﬁﬁb“' @“%@?ﬂFgﬁbéiﬁ%ﬂﬂmgﬂSgﬁm&ﬁgﬁ%fr ﬁ%?ﬁﬁﬂ“?g*'hﬁ”e
restarting a downl oad after a_ downl opad operation has failed. In this case a
downl oad pISBEERIY\GOGIIREEHS 8 dstalled B the pimimsiteriof the dpia sprplisT. dgfkindad of
segnents of data. The downl oad plug-in may be sensitive to bandw dth
restricti orfdmpustiptasnresneetiveber Thagliem agesipsnanneledegplishiv dightichient agenhpdroad
process. O her exanples of useful plug-ins include a schedul er plug-in

whi ch may The sprcifld ipedionof gelvbdutlagerd dénghdy @ the bupabieronsed ovadnosietra@ersargi on: A
managed client plug-in is wuseful for managed clients. Such a nmanaged
client plughd diemeagehie Ths etertt ogahet@e manellow & verous ghaigainstotiel pthgged mhesnhk oaded
to a client, may provide for installation of downl oaded data, such as a
sof tware proigitammBoi:headhide 1eaiEpitideindidfaliRYFdreRanpls, adiek: dgentthidg beyst em
regarding the successful download of data to the client. The present

di scl osur e jhasded@s hd Aefudpifr Ik € dRb&t Hs@ttinkR¥ i AP103Y SHEMonMRerd BflRAt | ve
enbodi nent, however, provides for cooperation between nultiple software

delivery Syﬁlttﬁig%ase;'gpl\t{@hp@ﬁ@ﬁ990%&01@ @EE’u‘d%Q?r/oiL@a?c%ould be useful. As another

example, both managed and unmanaged users may use a client agent to support a function for
restarting a download after a download operation has failed. In tthis case a download plug-in
would be useful to monitor the discrete download of segments of data. The downloaa plug-in
may be sensitive to bandwidth restrictions between the L;Ser and the system to optimize the
download process. Other examples of useful plug-ins include a scheduler plug-in which may
be utilized to schedule a future upload or download opefation: ‘A managed client plug-in is
useful for managed clients. Such a managed client plug-in may be used to determine whether
data shoul‘d be downloaded to a client, may provide for installation of downloaded data, such
as a software program on the user computer and may reports back to the system regarding the
successful download of data to the client.

The present disclosure has described a single data distribution system. An alternative

embodiment, however, provides for cooperation between multiple software delivery systems
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| i nked together, may be via the network. These nultiple distribution
systens may be linked together via the network such that one distribution
syst em nmewyyoasmiri cate with a nei ghboring system |In suchraTass®i22each
system may i nclude a gl obal address book including groups of users for all
of the systens. This gl obal address book may be synchroni zed between all
systens. A distribution to a group of users at one distribution system may
be distributed to all users of all systens in that group. For exanple,

where a gr gyped t@ﬁétl‘a’e‘ij Gfiay BESEX fhe W oHS eﬂ@seﬁﬂ@ﬁbfe'd?sh%ﬁo%s?en%rrf?gf &mgigﬁ a

distribution is nade to a group at one distribution system the data may

b € di str ' b%&%ﬁlel Ga@elne OQf( §uc%fﬂ(1jatt %ﬁé dl%t? I)Bt%rsﬁﬂgﬂjl ?%%Wg%%%]%'at'e WI{h al he

di stributi systens. users at the

same time our ces

General |y, “algfé?%””m W?E‘P 9’ %‘C% C%SFf MR “&a-‘/d@k“? "‘o%(i?l?agﬂé‘g k’%‘ﬂ% ‘&glué\ﬁﬁch
they are |stered SO .t i st atlo i nformatjon ssomated w th that
user need éiﬂg Bl g A 02 EFSY MHn "%%@Q@ﬁ?d‘?ﬁgdg@éway §@F’§“ﬁﬁ‘%e%e able to
receive data fromany of the distribution_ systens. That is, data nay be
sent from &eipet MhPisiimshé drribyion ta § sroupeT hseisrié onsSligHbipRsYSte mayibeent can
downl oad the software while | ogged into the US system A nethod of

di stri but i digtrdated 1o plh usereoimpluygemnatthv igkovac Eoratamglet whern 2 grdvp diialmies  of
this disclosure is described with reference to Figure 6. The net hod

i ncl udes stepswdd usereexpecitic peftvelad proframmnd adistEbusiog 3l mate to A gelipat sreni C
format, step S60, sending selected data to a renote user based on

sel ecti on idistriumad k@ten, fdi daat hnghet digrisiedden i dsdabBhitGon®as idgrans hefdl 5362,
receiving admnistration information froma renote adm ni strator, step S64,

and cont r okld digribdihen s§taps @nck Barinbuiiéh fa) Be AR 15 Rl ﬂ&r§ﬁ|tlﬁ%ﬂx@ tigat a
based on the adninistration information, S66. 18 WO 03/090125
PCT/ US03/ 13284 taxing the resources of any one distribution system.

Generally, users will log onto the specific distribution system at which they are
registered so that registration information associated with that user need only be maintained
at one system. However, users may be able to réceive data from any of the distributlion
systems. That is, data may be sent from a system in the UK to a system in the US so that the
client can download the software while logged into the US system.

A method of distributing data via a 'compﬁter network according to an embodiment of
this disclosure 1s described with reference to Figure 6. The method includes steps of
receiving data from a data supplier in electronic format, step S60, sending selected data to a
remote user based on selection information indicating the selected data to be sent, step S62,
receiving administration information from a remote administrator, step S64, and controlling

the steps of receiving data and sending selected data based on the administration information,

S66.
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The step of receiving data is further described with reference to Figure 7.
Step S60 may include a step of establishing conmunication with a data

suppl i er W8M)901ZHi s maybe acconplished by establishing @caasogei2son on

t he network between the supplier and an update unit of a data distribution
system At step S72, supplier identification information is received from
the renote data supplier. At step S74, the supplier identification data is
conpared to registration data corresponding to a plurality of authenticated

data suppli ers. The¥orrtRividgRiatal i€ furihdedthdr{ted alithQbfeienécb Fdu:ON SBS SHES

identification information included in regi stratlon |nformat|on of an

aut hent | Caﬁﬁ911§H1995'9§{) of gs@a%h?iﬁng%o%ﬂnﬁz&}lon R 248 2 ‘%u é 7@5 Tlﬁs %17§§)

aut henti cated and data nay be recelved fromthe

Qa he!‘WI S€ m Fxsh%d% st%?@l)un g‘dl g Cﬁoﬁ%%ltﬂhe neltlxg #t R’Jyén &%t ?gph%? gn% ey not be

recei ved. natlv I’ES rc as regdgirs t1on |nformat|on

f th t t d t d . d
rom the did enw'b‘ﬁﬂi d??t% SRS B ;%gpgl,eé@?@ﬁg%éég s auselye

i nformation |nd| cating the type of data and parameters to be nmet regarding
di st ri but i BRe¥§d Fore hegemoteraig Suwél@a Merferot 45 g PeRpliPH dgntificaioifltaiedi um i n a
folder, or destination folder, the nane of which nmay be provided by the
suppl i er. Suppr§p 1%ﬁ*mlg@iiashcquwﬁﬁx@ﬁmplas%@w%wéﬁnwateﬁ datasupnlisei st rati on
information of the authenticated data supplier determ nes whether the

suppl i er Wienpersypgsr olenticatiammidrmetidesttichestidaptifitatiod exfofmmtion reludad & - |
the reception of data is interrupted, the reception process nmay be
restarted sadpistrhiborsiafoempdinndf aabuthedtiadted sippli®. (YPoAtisey S76)jlectat sipyliedisso be
included in the data received fromthe data supplier indicating conditions

under whi chuthdi@icslad @nd datd BayPf: S@Med fRNUHE BSta sdipfieS(SeP). Vih&eSi(NG abséect ed
data to the renpte user, S62, is described further with reference to

Figure S. Ihg sheRoq thesaﬁqﬂlagmaﬁh 8sh Gy A8 1R Qi AlEHREF1 Sk MERYdat C Ude
a 19 WD 03/ 090125 PCT/ US03/

such as registration information of the unauthentic data supplier may be received. Data may
be received from the data supplier in discrete segments and may include type information
indicating the type of data and parameters to be met regarding distribution of the data. The
data may be stored in a storage medium in a folder, or destination folder, the name of which
may be provided by the supplier. Supplier permission information associated with the
registration information. of the authenticated data supplier determines whether the supplier
has permission to name the destination folder for the data. If the reception of data is
interrupted, the reception process may be restarted at the same point at a later timé. Policy
objects may also be included in the data received from the data supplier indicating conditions
under which the data is to be sent to users.

The step of sending selected data to the remote user, S62, is described further with

reference to Figure 8. The step of sending selected data to the remote user may include a
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step of establishing a connection with the renote user, S80, preferable via
the network. Upon establishing the connection, user identification

i nf or mat iwo o3myoibe recei ved (S82). The user identificati ®aTiushsnazedi on may
be conpared to previously received user registration information for each
of a plurality of authenticated users (S84). Wuere the user identification
informati on matches identification information of an authenticated user
which is stored with the user registration information (Yes at step S86),

t he user i ﬁqﬁ&ﬁe‘@ﬁﬂﬁéhﬁ%ta%nne%ﬂ&h@ﬂﬁ ealiRtte ub S8, ﬁ%i’ér%ﬁe 8 Bl rloPe gg%’? ae

via a catal og unit user who i's not authenticated (No at step

be sent cefd.a; ﬁmq(a'{h@ml 1§£t10%xﬁs'gpld§nnﬂcg{18{ gg)‘ﬂngtnontlﬂ J\Jev}laéelved?%ﬁt The § and

beconme an authenticated usér a pre %rred
errbodlrrent, S a totheseC|f|c user is sent
to the use rden fgél%n 111;%18%1%1 nl;nayﬁ%51 COP’ﬁ%rﬁg g e}Plg\élPust]%@celgeéil ug rgastaaéltoa (S88),
fromthe |jst of data |Iabletothe user. The selection is received by
t he catal O’(Bf%jl]fflt]mh ?Q@i‘ PURIBR SHTRsRticgisd v 3¢ nYy hemg dhessprgderidicatian

desired by the user. - Selected data indicated by the selection information
is then se‘ﬁfor’f“é“‘?lh‘éa‘ﬁ]é"éﬁdeFlFlﬁ?ﬁ“Pﬁélf@maaP’é)gf an gyithen{jgagediuger wlehwe steredfwith
exanple (S89). Data may be sent in discrete segnents such that if the
sendi ng opée asdr oreidigtipminérmaiinees stetapi 589). dlic tshieis setheticadd datthentimytele
continued at a later tinme at the sane point at which the failure took

pl ace. | n waersahiydrersadt selectedrodyine ritalop heit usarsed whoais hotragedtidisd(No labstéhi S
case, the user has |little or not control over what data is sent to the

user. |n t$8@ n@ase seiftberaddbd)ifstdahpeinfornh@im@ticnodehiaeihnesohansel ect ed
data which is sent to the user. That is, the selection information is

i ncl uded |ﬂlﬂ§élﬁuﬁ&mb@f SthiAtdoPhe denf £l YA ﬁﬁ@l&nteh%m%%lﬁl%hegIlg%tfaaé%rt to
the user |s determ ned by the registration information. The step of

i Vi d bed
ecel ving RATLRbRLL fAAAlE: i@ SO A BT (BbH! 1AL Qler Gy ifenlsUEL RS describe

selected data, (S88), from the list of data available to the user. The selection is received by
the catalog unit as selection information indicating the selected data desired by the user.
Selected data indicated by the selection information is then sent to the user from the catalog
unit via the network, for example (S89). Data may be sent in discrete segments such that if
the sending operation is interrupted, sending of the selected data may be continued at a later
time at the same point at which the failure took piace. |

In an alternative embodiment, the user is a managed user. In this case, the user has
little or not control over what data is sent to the user. In this case, the administration
information determines the selected data which is sent to the user. That is, the selection
information is included in the administration information and the selected data sent to the

user is determined by the registration information,

The step of receiving administration data from an administrator 64 is further described
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with reference to Figure 9 and may include a step of establishing a
connection with the renote admnistrator (S90). In step S92, adm nistrator
i denti fi capioaIdat a naybe recei ved. Wien the admi ni strat @cTiusesiizByi ng
data is conpared to adm nistrator registration data (S94) and it matches
identification information relating to an authenticated adm ni strator who
has provided admnistrator registration information previously (Yes at
step S96), the administrator is an authenticated adm nistrator and the

adm ni st r atj;@nefRELQ tﬁﬁﬁgﬁ’% Elﬁlﬁ}{ déﬁ@ﬂde é/‘%t!eﬂ oﬁ@taﬁl%ﬁig\é%qmpéétl@l?w?ﬁ 'iﬂe”i stration

unit (S98). Non-authenticated nistrators t step S nay not be

perm tted gé?no% QcYnﬂ%h?II%mS@gﬂIn %{e %B amn(i)ﬁ’lgr{?&or?& iR £at101? 8%' nag%g rec[elvad

adm ni stration nirst ratioon |

|nfornat|o ssi.ans ranted to |nd|V|duaI o)

user s The Yisgd: et at&‘dﬂ%lltﬂlwadgtséo@ﬁﬁﬁ‘ﬁ Rttt esidihgn ofts Do ot e
data to users is control]ed based on the adm nistration_information.

addi tion. AHETAWENAT KERtHicPE MRrar iR BirsRy" pHbsstted adraisiacavhe h?So be
sent to managed clients and whether a managed client may al so be permtted
to sel ect otavidedddmaisigtopecgistiotipn oégaation nrevieushydiYeslatiskee SH6).Wesd descri bed
above is substantially inplenented by the data distribution system
descri bed h$nennmuﬁhempmésemmkﬁmémhmmumemnmyeb@nm@HWEHHQﬁumymnnb@enmmted
usi ng one or nore conventional general purpose digital conputers and/or
servers progn asreedvaceoimtidagnitiention @nit {S98E Nagsuthdntitdied aimasRmitors (No at
specification. Appropriate software coding can readily be prepared based

on the teaghyjRgs) Qly 1d18e P&BHRILo BlovideQaMBstrati e inBITRS S fodk6ihbOSUhe My al so
be inplenented by the preparation of application specific integrated

circuits-onghwi2di0,Q3/ 090125 PCT/ US03/ 12284

The administration information may also include information regarding permissions
granted to individual suppliers or users. The reception of data from data suppliers and
sending ol selected data to users is controlled based oﬁ the admiﬁistration information. In
addition. the administration information may indicate what data is to be sent to mana,‘ged
clients and whether a managed client may also be permitted to select other data to be
downloaded.

It is noted the method described above is substan;[ially implemented by the data
distribution system described herein.

Thle present disclosure may be conveniently implemented using one or more
conventional general purpose digital computers and/or servers programmed according to the
teachings of the present specification. Appropriate software coding can readily be prepared

based on the teachings of the present disclosure. The present disclosure may also be

implemented by the preparation of application specific integrated circuits or by
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i nterconnecting an appropriate network of conventional conponents. Numerous
addi tional nodifications and variations of the present disclosure are

possi bl e wo osioem2df t he above-teachings. It is therefore troThsS0srmies st ood
that within the scope of the appended clains, the present invention may be
practiced other than as specifically described herein. 22 WD 03/090125
PCT/ US03/ 12284 What is clainmed is: 1. A systemfor distributing data

el ectronically via a conputer network conprises: an update unit adapted to

recei ve datiftetconi@dceifd f104ppeopkiate iBEv Ik &MBoatenki6ms to efi@t a supplier; a
catalog unit adapted to send selected data fromthe data received by the

update unit to AunkS&ls auBitihs? Gofi@Rhionk gﬁcfmeﬁiagéﬁqqﬂ%r&%}lﬁ%&i ﬁ'reiaEaf ormati on;
and an administration unit adapted to control reception o ata by the

u pdat e uni tp_o@é?g_e %f{;‘ig\l\/ fof Il%fab&%l-tgﬁhﬁl s.dﬁﬁﬁllggfol‘eng bE %h@ér&gciﬂﬂétt H]%ﬁ_ﬁxg sbe
adni ni stration Information received froman  admnistrator. 2. e sﬁ%tem
of claim1l, .wherein the.update uni.t, catal uni.t an mnistratjon unit
are enbodi 64 ae Mhets's éfr%{}]l]sgglse,])l ersee]{s% poE f]‘il(\)}]el}]?y?&fracfﬁg‘?%@%rﬁ H BEPET fgolah%' 2,

wher ei n th%lqgggﬁg unit further conprises: a conmunication interface
adapt ed to &Y Bfftuni cation with the data supplier, the catalog unit
and the adnministration unit, respectively, via the conputer network; and an
aut hentication unit adapted to authenticate the data supplier by conparing
supplier identification information provided by the data supplier to
stored supplier registration information corresponding to at |east one

aut henti cat ed-data supplier, such that only data froman authenticated
data supplier is received by the update unit.
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4. The systemof claim3, wherein the data received by the update unit is
received in discrete segnents, such that when reception of data fromthe
dat a suppWwoas/op@E?23 nt errupt ed, and reception continues at paTio®i2284 me from
a |last segnent of data received fromthe data supplier. 5. The system of
claim4, wherein the data received fromthe data supplier includes policy
obj ects indicating conditions under which the data is sent to users. 23 WO
03/ 090125 PCT/ US03/ 12284 6. The systemof claimb5, wherein the data
receiveg%ﬁ%fthe,da.a supplier includes storage information indicating a
fol der 5 (aREL Bt he data is stored. 7. The systemof claim2, wherein
the catalog unit further conprises: a second conmunication interface
adapted to all ow comruni cation with the user, the wupdate unit, and the
adm nistration unit, respectively, via the conputer network; and a second

aut hent i cat i on Auglistenadapli febithgalatha@bdtionadally Vitea 8SBHutBYnERBRAIOnBiseSer
identification information provided by the user to stored user registration

i nformati on 2@YpYaEs poikairyed © ragel Yeedait inodectmmhionmpicemdt issstronegiatasuphlier;
the sel ected dat ois.on nt t.o an u nti.cated, user . The system of
cl'ai m 7. whep Snie B CReK B bsndeRPiso RlsIReh R el El puea it €

i ncl udi pgraatRct-Oat foaavadeli dRlseletiford MeorHeEbnaRd sends the |ist of

avail able data to the user via the second communication interface. 9. The

syst em of cl an atignigirsioniumittadepts trogrtrobraseptianenfi date hynthe pdate unig andiagidinl t o
recei ve selectjon informati on .fromthe user indi.cating the .selected data
hat ¢ e ugsed Pl b VLS Bl b3 F R EluavBg iEPpaton BEet b iEyeem o

cl ai m 7gagh86Rkdr t he sel ection information indicating the selected data to
be sent by the catalog unit to the user is included in the admnistration
i nformation.

2. The system of claim 1, wherein the update unit, catalog unit and administration unit

are embodied as web services, respectively.

3. The system of claim 2, wherein the update unit further comprises:

a communication interface adapted to allow communication with the data supplier, the
catalog unit and the administration unit, respectively, via the computer network; and

an authentication unit adapted to authenticate the data supplier by comparing supplier
identification information provided by the data supplier to stored supplier registration
information corresponding to at least one authenticated-data supplier, such that only data from an

authenticated data supplier is received by the update unit.

4. The system of claim 3, wherein the data received by the update unit is received in
discrete segments, such that when reception of data from the data supplier is interrupted, and

reception continues at a later time from a last segment of data received from the data supplier.

5. The system of claim 4, wherein the data received from the data supplier includes

policy objects indicating conditions under which the data is sent to users.
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11. The systemof claim9, wherein the selected data sent by the catal og
unit to the user is sent in discrete segnents such that when the sending
of the seWweaBmgbidata is interrupted, sending of the sel eertedsdainsi s
resuned at a later tinme starting froma |ast segnment of selected data sent
to the user. 24 WD 03/090125 PCT/ US03/12284 12. The systemof claim 2,
wherein the adm nistration unit further conprises: a third comrunication
interface adapted for comunication with the adm nistrator, the update
unit and the catalog unit, respectively, via the conputer network; and a
third authentication unit adapted to authenticate the adm nistrator by
Car 09 BB SRR S LbERbORyeBERH TR 3R RERKDARE RS o
cor r espigishigioh chﬁ&alh@&ﬁfbld@fl gaiasl ihehich R &ﬂa Usedredsuch that t he

adm nistration information is only received froman authenticated

adm ni strator. 13. The systenlof claim 12, wherein the adm nistration

i nformation t senc'nq certain data to

rey,
Lhe uaor | whel 2t Systerh SEafEh 2. Rereliht et e B S S 8 Nt be
sent to the %%%Eeljdjéolnﬂhﬁcﬁb%tlﬁf&ﬁée £d:@ted td AlloWheh@ihisdien et i %Eéraﬂieon
information controls the catalog unit ' to prevent sending certain of her

dﬁt a tﬁu}odaee ltustaranvk/hlmqwnmlsismomnt mésoccrtafcei}orv;artéb aflﬁdumon@tmilg @9%1 i ndi tcat es
that the certain r data is en e e st em
o e i 14 b orpd FenG i niR Shated rRn opth e e BE e i v Y

adm ni Sf(feﬂﬁﬁé)ﬂloﬁtlﬁfo%gﬁtlélpf)ﬁ)vf%]@@%/%% User §>ts%1%d ub& rSHPPA RMinfoR@bEeA at i on

i nformation and he user registration information, respectively. 16. A
met hod odir edapsmdrm@m itrigastl a@atithenticated nearj sich dratdite @b@tedada&@mwmt}e?enh@tamr k
conpri s gl?thenticated. user.

8. The system of claim 7, wherein the catalog unit provides a list of available data
including data that is available to the user and sends the list of available data to the user via the

second communication interface.

9. The system of claim 8, wherein the second communication interface is adapted to
receive selection information from the user indicating the selected data that the user wishes to be

sent by the catalog unit.

10. The system of claim 7, wherein the selection information indicating the selected data

to be sent by the catalog unit to the user is included in the administration information.

11. The system of claim 9, wherein the selected data sent by the catalog unit to the user is
sent in discrete segments such that when the sending of the selected data is interrupted, sending
of the selected data is resumed at a later time starting from a last segment of selected data sent to

the user.
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receiving data fromat |east one data supplier in electronic format;

sendi ng selected data to a user in electronic format based on sel ection

i nf or mat i wn;03/0262500 03/ 090125 PCT/ US03/ 12284 receiving aearnisss/iassd on
information froman adm nistrator; and controlling the step of receiving
data and the step of sending selected data according to the adm nistration
information. 1 7. The nethod of claim 16, wherein the steps of receiving
data, sending selected data, receiving admnistration infornmation and
controlling are performed by a plurality of web services conmunicating via
the network. I S. The nethod of claim 17, wherein the step of receiving

data further  go I’IS st abl i shin onn en the data

suppl i er and gnlﬂjc a}ftem Gﬁelta médan %81“% ca 1883? V&\mpi}i‘@l gﬁl\f{\gerch’dW{lf?‘?e dat a-
supplier; and g &&ﬂﬁmlﬁi%hﬂld]ﬁllﬁé"ﬂicéjaﬁa%t&i%ﬁ?EblﬁfnunY@ﬁél?W’i‘thQHé Yarfidistrafdromean
aut hent i cat ed data supplier is received in the receiving step. 19. The

met hod opdaie @Jinmnl@thewﬁ@icea Wity hespeativhlynviadhe ccprgplsttlemﬁthdm laed conpri ses:
recei vi ng su i ca n forpation ata supplier; and
conpari ng th Ef‘)‘ftl ‘3&]%‘q h'l”?# ?‘%{Q gﬂ apﬂ]?gt}l%?{ ]Flbm§ %Prel@’ Wér
registr é’dlhﬁlﬁ‘stl*a&flQﬂélﬁiﬂcﬁﬂmi:f?ﬂfdh%@x@ﬂ FGdddObyalhe 8RBTt PRG t@%d‘l‘@d’eﬁdlﬁﬁis@ﬂt&iat a
supplier, such that the data supplier is an authenticated data supplier
when t heegm;apbm arfoindeimmi cfoucaiqndmg tn fablepsitone nuthent Glekuseh susiuthpt ther
regi stration infor ﬁtl on | east, one aut henti caat’%ﬂﬁldata supplier. 20.
The met AGEVOTIAEPEM i@aUCWHéPB Y CEMEHEY 2P SEEICHReALS NEa9ht a supplier is
stored in a storage unit. 21. The nmethod of claim 20, wherein the data
received fromthe data supplier is

13. The system of claim 12, wherein the administration information controls the catalog

unit to prevent sending certain data to the user when a policy object mdlcates that the certain da

1s not be sent to the user.

14. The system of claim 13, wherein the administration information controls the catalog
unit to prevent sending certain other data to the user when permission information related to the

user indicates that the certain other data is not to be sent to the user.

15. The system of claim 14, wherein the administration unit further comprises:
an administration storage unit adapted to st01e the suppher registration information and

the user registration information, 1espect1vely

1
16. A method of distributing data in electronic format over a computer network
comprises:
receiving data from at least one data supplier in electronic format;

sending selected data to a user in electronic format based on selection information;
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received in discrete segnents such that when the step of receiving data is
interrupted, the step of receiving data is continued at a future tine at a
poi nt of wotoasaipii on. 22. The net hod of claim 21, wherei rCrhesSosiat2s4
received fromthe data supplier includes storage information indicating a
folder name in which the data is stored in a storage 26 W 03/090125

PCT/ US03/ 12284 unit. 23. The method of claim?22, wherein the data received
fromthe data supplier includes policy objects indicating conditions under

which the data i&esaipladibhifthbon @rmatiéh frdi@n BB ARGaRE; alal m 23, wherein the
step of sending selected data conprises: sending a |list of available data

to the user, whepEioiingfbe gemefiragsiangriataanddhasiareifsprdinmiciected dalp pegording o t he
user fro”‘%ﬁF@Qd&hﬁmﬁﬁ%ﬁhﬁ&ﬁﬁﬁ&@d in the step of receiving data; and

receiving selection information fromthe user indicating the selected data
to be sent to the user in the step of sending selected data. 25. The
nmet hod of clain124 wherein.the sel ecti i.nformation js included in the
admi ni stration ﬂ TgP%ﬁTW8%9fé%?“@hgﬁﬂﬁWﬁﬁﬁﬁ%F‘%Fﬁ?ﬁwﬁg?émﬁ@&8¥ﬁ§Tﬂ§lstep of
receiving adfj Rtatingbiahistafier fihein dh cooNligenPpdriesed BEi AbfalisiMeba
connection between the admnistrator and an admnistration unit; and
aut hent i catSPiiet HRINHHHFRINE VRdboretWker ei n only admini stration infornation
provi ded by an authenticated adm nistrator is received. 27. The nethod of
claim 26, wherein the step of authenticating the admi nistrator further
conprises: receilVi hpe adibhpsdsiat gy whetentthd steraefiregsiviing dntavfurthesomposasded by
the adm nistrat gglé-lb]%nlﬁing a connection between the data supplier and an update unit adapted to
receive the data from the data supplier; and

authenticating the data supplier, wherein only data from an authenticated data supplier

is received in the receiving step.

19. The method of claim 18, wherein the authenticating step further comprises:

receiving supplier iden‘tiﬁcation information from the data supplier; and

comparing the supplier identification information to stored supplier registration
information corresponding to at least one authenticated data supplier, such that the ciata
supplier is an authenticated data supplier when the supplier identification information

matches the supplier registration information of at least one authenticated data supplier.

20. The method of claim 19, wherein the data received from the data supplier is

stored in a storage unit.

21. The method of claim 20, wherein the data received from the data supplier is
received in discrete segments such that when the step of receiving data is interrupted, the step

of receiving data is continued at a future time at a point of interruption.

22. The method of claim 21, wherein the data received from the data supplier

includes storage information indicating a folder name in which the data is stored in a storage
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conparing the admnistrator identification information to adm ni strator
registration information corresponding to at |east one authenticated

adm ni st repas/ogueh that the admi nistrator i s authenticat e®@CeEsas/iize4

adm nistrator identification informati on matches the adm nistrator
registration information of at |east one authenticated adm nistrator. 28.
The nmethod of claim27, wherein the step of controlling further conprises:
storing the supplier registration information, the user registration

i nformati onm&nd the 27 WD 03/090125 PCT/ US03/ 12284 admi ni strator
registration information in the admnistration unit. 29. The nmethod of
claim 28, wherein the step of controlling includes preventing the sending

of certain datajtoThhmethsgbr WRR! 2, ¥nbRld GY dAPILE PSSR edudpilh t he data
restricts sending of the data. 30. The nethod of claim 28, erein the

step of corb¢pdasipabcy dvhdctidedipntiag epnditings uader whishdhedptaofs sedta & isest her dat a
to the user where perm ssion information associated with the user prevents
the user frombeing sent the certain other data. 31. A conputer system
conprising: a prodessethpd ahdaian I8, ede@in the sepgisending sdectedaidalkbmphisest he

conput er syste enbodyi ng a..program of instructions executabl e by the
pr(r)rgessor %/o p(ranrs'?1 “rﬁ%ﬂgﬁ’ag%{)&p‘gﬂ?E?rtg‘a?sﬁ’r"fﬁﬁlﬁq g4 ]tagl,e%?tﬁés PRI B2 st eps
CONPI i Si NG avhiReR 4iNOusdiféh biBAB e ﬂ@cﬂ%c@ivg@_ﬁﬁh§ﬁ9;pbﬂr€éqi\iiﬁ% @hgahaonic
format; sending selected data to the user in electronic format; receiving
adm ni st rati on- i'tEDIHEeleatirfinBRNAiondt e dgivlietipa therselegpdidapiothesprtitag t he
step of reqgRl yieng Hald, dNdndifesehl-RR 42f.. Sendi ng sel ected data according

25. The method of claim 24, wherein the selection information is included in the

admuinistration information.

26. The method of claim 25, wherein the step of receiving administration information
further-comprises:

establishing a connection between the administrator and an administration unit; and

authenticating the administrator, wherein only administration information provided by

an authenticated administrator is received.

27. The method of claim 26, wherein the step of authenticating the administrator
further comprises:

receiving administrator identification information provided by the administrator; and

comparing the administrator identification information to administrator registration
information corresponding to at least one authenticated administrator such that the
administrator is authenticated when the administrator identification information matches the

administrator registration information of at least one authenticated administrator.

28. The method of claim 27, wherein the step of controlling further comprises:

storing the supplier registration information, the user registration information and the
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to the admnistration information. 32. The conputer system of claim 31,
wherein the steps of receiving data, sending selected data, receiving

adm ni st reDiosedief or mati on and controlling are perfornmed WgTaisophazsal ity of
web services communicating via the network. 33. The conputer system of
claim 32, wherein the step of receiving data further includes: _

establ i shing a connection between the data supplier and an update unit
adapted to receive the data fromthe data supplier; and authenticating the

dat a suppl i @minhesekHstiloy iifédAtbh QM1@5'dr§1wsH§ﬂH lﬁl?tt ed data supplier 28 WO
03/ 090125 PCT/ US03/ 12284 is received in the recelvi ng step. 34. The

conputer system of claim 33, wherein the aut hent| catl ng step further

conpri ses: receiwi tific |on| |onfromthe dat a
suggl ier; and (;énpﬁg? ;ﬁ]lr%g]% ﬁg&%lﬁb e ée ftelff’ ng HEBYRRTPER IS te: or ed

suppl i er regndng afdeonin dmaftmtlmtsm@\rhefmar}Bcﬁﬁpomécttragsot:ﬁteakydhaﬁé&dt@%ncts

aut henti cat ed dat‘a1 lier, such that the data supplier is an .

aut henti cat eod dat'd h‘éﬁ%& ier when the supplier identification information
mat ches the supplier registration information of at | east one authenticated
data supplier. 35. The conputer system of claim 34, wherein the data

recei ved from tR& das methed ppelpiar2 §’h§116mtb€istﬁm0’fép0$tr@1ﬂlagmcmda prev@sing Tiee

conputer SystaR QIfceﬁluﬁ'o gigéata whes &‘éei‘w&& QI%BQSF] nte ﬁ%‘ V%on%%%%ﬂg Etvg&a%?

suppl ier is received in discrete segrrent suc (
recei vi ng daereprgentsitiet wer ligh being sdnetlstceprinbtheeded. vi ng data is conti nued at
a future tine at a point of interruption.

31. A computer system comprising:

a'processor; and .

a program storage device readable by the computer system, embodying a program of
instructions executable by the processor to perform method steps for distributing data, the
method steps comprising: -

rceeiving data from a remote data supplier in electronic format;

sending selected data to the user in electronic format;

receiving administration information from a remote administrator; and

controlling the step of receiving data and the step of sending selected data according

to the administration information.

32. The computer system of claim 31, wherein the steps of receiving data, sending
selected data, receiving administration information and controlling are performed by a

plurality of web services communicating via the network.

33. The computer system of claim 32, wherein the step of receiving data further

ncludes:

establishing a connection between the data supplier and an update unit adapted to

receive the data from the data supplier; and

authenticating the data supplier, wherein only data from an authenticated data supplier

28



37. The conputer systemof claim36, wherein the data received fromthe
data supplier includes storage information indicating a folder nanme in

whi ch t hewdaBmoiigsstored in a storage unit. 38. The conpwCarUseysi2em of
claim 37, wherein the data received fromthe data supplier includes policy
obj ects indicating conditions under which the data is sent to the user.

39. The conputer systemof claim38, wherein the step of sending selected
data conprises: sending a |ist of available data to the user, wherein the
avai | abl e dgt@eived spBEIdtiCinddlep. available to the user fromanong the data
received in the step of receiving data; and receiving selection
information fromthe user indicating the selected data to be sent to the

user in the stepgofps @&Qin 8 S?'?t!?lﬁ %g gﬂin\?\%§ Qﬁhe?e%% t}\QQ aQtﬁén%gc %%éﬁStﬁgcrﬁ{%l?%ﬁg?{ éﬁZ?g

40. The conputer system of clfarm €rein e selec

i ncl uded igvntpmecsadmi ni stration information. 41. The conputer system of

cl ai m 40, wherei eivhng¥adniqjstration information further
RN it

n the step of r -
conprises: establT¥ Wh§m§ﬁ8dﬂﬁ3§§ﬂgwlﬁ ‘ﬁ%ﬁﬁdﬁ?ﬁ?@%%é?@? and an
admi ni stration uginipariafhe sapilREAEhERtATintdIRafcH o Rlofdd B Rler rdfht&h N ONlY.
adm nistration information provided by. an authenticated adm nistrator is
recei ved. 42MTRRETORBIR0BINS {5t detsiome @ripnricated dylhaunelier, sush thet 8 defa
aut hent i catdupflidr €un AR R RQupiif WASK th€ WL SBS AR ol Gat
adninistratg?ﬂ;dén?}ficéffon info?%ation ﬁrogﬁuéé %§1¥ﬁé élﬁlpngrator; and
conpari ng theckidmanugelarastipdeminfdrnetadn ot least oneratthapticatal ddnsupplidrr at or
regi stration

35. The computer system of claim 34, wherein the data received from the data

supplier is stored in a storage unit.

36. The computer system of claim 35, wherein the data received from the data
supplier is received in discrete segments such that when the step of receiving data is

interrupted, the step of receiving data is continued at a future time at a point of interruption.

37. The computer system of claim 36, wherein the data received from the data
supplier includes storage information indicating a folder name in which the data is stored in a

storage unit.

38. The computer system of claim 37, wherein the data received from the data

supplier mcludes policy objects indicating conditions under which the data is sent to the user.

39. The computer system of claim 38, wherein the step of sending selected data
comprises:

sending a list of available data to the user, wherein the available data is specific data
available to the user from among the data received in the step of receiving data; and

receiving selection information from the user indicating the selected data to be sent to

the user in the step of sending selected data.
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information corresponding to at |east one authenticated adm ni strator such
that the admnistrator is authenticated when the adm ni strator

i denti fi capiosnoiies or mati on matches the adm ni strator regiPEaEns/orns4
information of at |east one authenticated adm nistrator. 43. The conputer
system of claim42, wherein the step of controlling further conprises:
storing the supplier registration information, the user registration
information and the adm nistrator registration information in the

adm nistration unit. 44. The conputer system of claim43, wherein the step
of controlling includes preventinq,the sending of certain data to the user
where a policy 8bj &8¢ CHBGE SEiwy gt %&aéfhera%attge fedsstion wfarmationss iglusedt ne

data. 45. The.Canpiiekios¥st:amief cl aim 44, wherein the step of controlling
include preventing the sending of certain other data to the user where the

perm ssion information associated with the user prevents the user from

bei ng sent certainy ) 1 . 84. .46, . A DI ogram
st orage nedi um g?'e%ﬁ%%ﬁﬂémgéj S%&%ﬁ{)‘%@g}@ﬁ %ﬁl}%%%%?%éw%{g %irng%]fgga(r%nggf
i nstruct i onsfoexeoutiaidiee chyprisae conputer systemto perform nethod steps for

distributing data in'a conputer network, the nethod steps.conprising;
recei ving data FYRMHSANEAFEISCHRR beuTrp She admipipralpran F’bﬁﬁ?"gmfsgf‘ Ut %‘gdndi ng

sel ected data t uhbBRicHSRS thé AdrBinREAOS Wherel s RA dminRERi ol iRBrALTh PrShdedttyon
information froma renote adm nistrator; and controlling the step of

recei vi ng datgthangachedsiasyator issesriiedg sel ect ed data based on the
admnistration information. 31

42. The computer system of claim 41, wherein the step of authenticating the
administrator further comprises:

recelving administrator identification information provided by the administrator; and

comparing the administrator identification information to administrator registration
information corresponding to at least one authenticated administrator such that the
administrator is authenticated When the administrator identification information matches the

administrator registration information of at least one authenticated administrator.

43. The computer system of claim 42, wherein the step of controlling further
comprises: '
storing the supplier registration information, the user registration information and the

administrator registration information in the administration unit.

44. The computer system of claim 43, wherein the step of controlling includes
preventing the sending of certain data to the user where a policy object associated with the

data restricts sending of the data.

45. The computer system of claim 44, wherein the step of controlling include
preventing the sending of certain other data to the user where the permission information

associated with the user prevents the user from being sent certain data.
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46. A program storage medium, readable by a computer system, embodying a
program ot instructions executable by the computer system to perform method stepé for
distributing data in a computer network, the method steps comprising:

receiving data from a remote data supplier in electronic format;

sending selected data to the user in electronic format;

receving administration information from a remote administrator; and

controlling the step of receiving data and the step of sending selected data based on
1

the administration information.
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