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lxMEb-Based Adm nistration of I P Tunneling On Internet Firewalls qﬁj}cﬁé”ﬂf
Descri pt:i'on Background of the Invention This application is relate g%g%
copendi ng, comonly assigned application entitled "Wb-Based Adm ni tion
of IP Filtering on Internet Firewalls" by T. Shrader, Serial No. 773543 ,
filed 96/12/23 which is hereby incorporated by reference. Thi s application
rel ates generally to security systens inda distributed conput er networ k.
More particularly, it relates to a web-based interface for adm nistering
I P, unneling on a fi . ound bet ween t he
non- secure | nternet ard . geRd on | nt er net
adm ni strators have been raplde:@@Q@gﬂg&xﬂirewawb¢une and I n conplexity.
Chi ef anong themis the need for corporate adn1n|strators to adn1n|ster
Internet firewalls which connect a company's - :
Description

Background qf the Invention

This application is related to copending, commonly
assigned application entitled "Web-Based Administration
of IP Filtering on Internet Firewalls" by T. Shrader, -
Serial No. 773£k3 , filed fﬁ[@ﬁéﬁi which is hereby
incorporated by reference.

This application relates generally to security'
systems in a distributed computer network. More
particularly, it relates to a web-based interface for
administering IP, tunnellng on a firewall computer such as
that would be found between the non-secure Internet and a
secure -company Intranet.

The burdens on Internet administrators have been
rapidly growing both in volume and in complexity. Chief
among them is the need for corporate administrators to
administer Internet firewalls which connect a company’s
or organization’s secure Intranet to the outside unsecure
Internet..'Generally in the prior art, the interface for
firewall is .a eommend line or SMIT interface which allows :
the administrator to manage Internet firewali
characteristics and-operations. These types of
interfaces require a the memorization of many commands.
‘Further, administrators are required to piece together
output from different actions to administrate the tunnel
‘rules which govern the firewall. This is an obvious
inconvenience as administrators must remember or write
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og*organi zation's secure Intranet to the outside unsecure Internet.
Generally in the prior art, 'the interface for firewall is a comuand |ine
or SMT interface which allows the adm nistrator to manage | nternet
firewall characteristics and operations. These types of interfaces require
a the nenorization of many commands. Further, admi nistrators are required
to piece together output fromdifferent agtions to adm nistrate the tunnel
rul es which govern the firewall. This is an obvious inconveni ence as

adm ni strators nust renenber or wite 2 down information froma

plurality ofacui ebfiformhBishOFrom Be pliixRNfiage dfs stVddhdg beh Whrte,

friendly. T resent _.invention scribed bel ow provides a user friendly
interface1iﬁi%nk95%ﬁ#ﬂF§tF§tFBX 1Fp TS G P M- Y nternet firewal

Summary of the | rMiis@tppesent invention.described below provides a
user friendly interface for the administration of IP
tunneling on an Internet firewall. _ .

S ry of the Invention
Therefore, it is an object of the invention to

improve the interface for administering IP tunneling on a
firewall computer. . .
| This and other objects are accomplished by
administering-tunneling_on a firewall computer between a
" secure computer network and a nonsecure computer network.
' In one preferred embodiment. a graphical depiction
of tunnels between addresses in the networks is
presented as lines connecting icons representing nétwork
addresses. Responsive to user selection of a first
line, a selected}tunnel definition represented by the
first line is diéﬁlayed in another pane in the interface.
‘At this point, an action on the selected tunnel
definition may be performed responsive to user input.
The graphical depiction of the tunnels can be selectively
altered to show all the defined tunnels, show the active
tunnels or show the inactive tunnels according to user
inputr |
In another embodiment of the invention, a user
‘interface is presented having a first pane in which a
tunnel definition can be entered. A query is.rhn'on an
entered tunnel definition to determine whether-any
existing tunnel definitions match the entered tunnel
definition. The results of the query are displayed in a
scatter bar in another pane in the user interface,
wherein locations of métching tunnel definitions are.
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Therefore, it is an object of the invention to inprove the interface for
admnistering IP tunneling on a firewall conputer. This and ot her objects
are acconplished by adm nistering tunneling on a firewall eonputer between
a secure conputer network and a nonsecure computer network. In one
preferred enbodi nent, a graphical depiction of tunnels between addresses in’
the networks is presented as |ines conne@ting icons representing network
addr esses. Responsive to user selection of a first line, a selected
tunnel definition represented the first line is displayed in another
pane. i n t heindieptede byatlings %‘amwhahhacsp@rtt@r thaé:seubcsmal&um

def i ni tion ﬂEde.%pB.%JyféH r@fbxﬁﬁ@@@swethe BeQt te WHar Thﬁlgrﬁaa
depi ction of e tynnel.s can bge sel ecti y alt red shom/ the é%flned
t unnel s, 6&&?9@9&9% qtﬁﬂﬁﬁ%&?ﬁ g%o&ﬁ QIF %i;i EEBB#@1ng to
user i nput .defiiaidtions adiatiivattofat bemphetet 1dst a:ﬁJStﬁinn@:Lerface is
.presented h&%kggi%ﬂgﬂgﬂréﬁygﬁéﬂigﬁiBP fhe scatter bar. At this
point, an action may be performed on a selected tunnel
definition.. '
In yet another embodiment of the invention, a
graphical depiction of tunnels between addresses in the
networks is presented as lines connecting icons
representing ngtwork addresses. Responsive to user
selection of a first line, a list of filter rules
épplicable to a selected tunnel represented by the-first
line is displayed. A scatter bar is displayed'in another
pane in the user interface, wherein locations of matching
filter rules, within an overall filter rule list -
represented by.the scatter bar, are indicated by lines
through the scaﬂ@ek bar. At this point, responsive to
user input, an action may be performed on a selected
filter rule.

Brief Description of the Drawings

The invention, features and advantages will be more
readily understood with reference to the attached figures
"and following description.
FIG. 1 depicts a computer system conflgured
according to the teachings of the present invention.
FIG. 2 shows one embodiment of a firewall
environment in which the invention might be used.
FIG. 3 illustrates another firewall environment in
which the invention might be used.
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tgnnel definition can be entered. A query is run on an entered tunnel
definition to determ ne whether any existing tunnel definitions nmatch the
entered tunnel definition. The results of the query are displayed in a
scatter bar in another pane in the user interface, wherein |ocations of

mat ching tunnel definitions are 3 indicated by lines through the scatter
bar. A small bar is displayed proximate to the scatter bar, the small bar

i ndi cating the position of the displayed $ist of tunnel definitions
relative to a conplete list of tunnel definitions represented by the

et i nition. 11 yoPLanoAnaRouibdal, TR TR (v BegPagh dweb

depi cti on ofbasedeliselretintexrfaddr.esses 'in the networks is presented as
lines connecting gganssg depicts the IP Tunnel Graph Page in a web
based user interface. | )

FIG. 6 shows the IP Tunnel Query Page in the user
interface.

FIG._7H§hows the IP Tunnel/Filter Query Page in the
user interface. _ _ T

FIG. 8 is a flow diagram for the actions and display
pane of the IP Tunnel Definition Page.

FIG. 9 is a flow diagram of the actions in the
display action pane of the IP Tunnel Definition Page.

FIG. 10 is a flow diagram of the actions followed
according to user input in the list péne of the IP Tunnel
Definition Page. '

FIGs. 11A and 11B are flow diagrams of the actions
taken accordinquq user input in the list action pane of
the IP Tunnel Defihition Page.

' FIG. 12 depfdté the processes responsive to user
input in the display action pane of the IP Tunnel Graph
Page. _ '

FIGs. 13A and 13B display the system actions f£rom
input in the list action pane in the_iP Tunnel Graph
Page. : ' _

FIG. 14 shows the system processes taken according
to user input in the display action pane of the IP Tunnel
‘Query Page. ' o A S

FIG. 15 shows the actions taken according to input .
in the list pane of the IP Tunnel Query Page.

FIG. 16 is a flow diagram of the actions of the
system in response to user actions in the 1list action
pane in the IP Tunnel Query Page.

L
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representing network. addresses. Responsive to user selection of a first
line, alist of filter rules applicable to a selected tunnel represented by
the first line is displayed. A scatter bar is displayed i m another pane in
the user interface, wherein |locations of matching filter rules, within an
overall filter rule’list represented by the scatter bar, are indicated by

| ines through the scatter bar. At this point, responsive to user input, an
action may be performed on a selected filter rule. Brief Description of the
Drawi ngs The invention, features and advantages will be nore readily
understood with reference to the attached figures and foll ow ng

description. FlG pigdepizchows. YHW!IHFs cont 2L LORET FRERDAGRA W YihBulhe
t eachi ngs of_thehér sent invention. FIG éﬁgmi Oﬁenggggﬂunent of a
firewal I enARolREnBLFR-AHI &F iIRRRAPontRF ghf Dur Figiker Query
il lustrates pagéber firewall environment in which the invention nmght be
used. FIG. 18 shows the actions taken from the list pane

of the IP Tunnel/Filter Query Page.

' FIG. 19 is a flow diagram of the system actions in

response to. user actions in the list action pane in the

IP Tunnel/Filter Query Page.

Detailed Description of the Drawings

The invention may be run on a variety of computers
or collection of computers undér a number of different
operating systems. The computer could bé, for example, a
personal computer, a mini computer, mainframe computer or
a computer running in a distributed network of other
computers. Although the specific choice of computer is
limited only by processor speed and disk storage
requirements, coﬁbuters in the IBM PC series of computers
could be used in the present invention. One aoperating
system which an IBM personal computer may run is IBM’s
0S/2 Warp 4.0. In the alternative, the computer system
might be in the IBM RISC -System/6000 (TM) line of
computers which run on the AIX (TM)} operating éystem.

In FIG. 1, a computer, comprising a system unit 11,
a keyboard 12, a mouse 13 and a display 14 are depicted
in block diagram form. The system unit 11 includes a
system bus or plurality of system buses 21 to which
various components are coupled and by which -communication
between the various components is éccomplished. The
microprocessor 22 is connected to the system bus 21 and
is supported by read only memory (ROM) 23 and randqm
access memory (RAM) 24 also connected to system bus 21.
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“4pFI G 4 shows the IP Tunnel Definition Page in a web based user interface.
FIG 5 depicts the I P Tunnel G aph Page in a web based user interface. FIG
6 shows the | P Tunnel Query Page in the user interface. FI-G 7,shows the IP
Tunnel /Filter Query Page in the user interface. FIG 8 is a flow di agram

- for the actions and display pane of the IP Tunnel Definition Page. FIG 9
is a flow diagramof the actions in the \(,j\;sspl ay action pane of the IP
Tunnel Definition Page. FIG 10 is a flowdiagramof the actions foll owed
according to user input in the list pane of the IP Tunnel Definition Page.

FIGs.. 11A ar}g n@@r@ﬁfo&égyogjﬁgf e gBNE hfc a§é£‘f@§ of computers is one
of the Intel family of microprocessors including the 386,
486 or Pentium microprocessors. However, other -
miéroprocessors including, but not limited to, Motorola’s
family of microprocessors such as the 68000, 68020 or the
68030 microprocessors and various Reduced In_strﬁction Set
Computer (R;_g§C) microprocessors such as the PowerPC chip
manufactured by IBM. Other RISC chips made by Hewlett
Packard, Sun, Motorola and others niay be used in the
specific computer. .

The ROM 23 contains among other code the Basic
Input-Output system (BIOS). which controls basic hardware
operations such as the interaction and the disk drives
and the keyboard. The RAM 24 is the main mémory into
which the operating system and application programs are
loaded. The memory management' chip 25 is connected to
the system bus a‘__z.;.\\\agd controls direct memory access
operations including, passing data between the RAM 24 and
hard disk drive 26 and floppy disk drive 27. The CD ROM
32 also coupled to the system bus 21 is used to store'a
large amount of data, e.g., a multimedia program or
presentation.

Also connected to this system bus 21 are varJ.ous I/O
controllers: The keyboard controller 28, the mouse
controller 29, the video controller 30, and the audio
controller 31. As might be expected, the keyboard
controller 28 provides the hardware interface for the
keyboard 12, the mouse controller 29 provides the.
hardware interface for mouse 13, the video cdntroller 30
is the hardware interface for the. display 14-, and the
audio controller 31 is the hardware interface for the
speakers 15. An I/O controller 40 such as a Token Ring
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taken according to user input in the list action pane of the |IP Tunnel
Definition Page. FIG 12 depicts the processes responsive to user input in
the display action pane of the I P Tunnel G aph Page. FIGs.— 13A and 13B

di splay the systemactions frominput in the list action pane in the IP
Tunnel G aph Page. FIG 14 shows the system processes taken according to
user input in the display action pane of the |IP Tunnel Query Page. FIG 15
shows the actions taken according to input in the list pane of the IP
Tunnel Query Page. FIG 16 is a flow diagramof the actions of the system
in response pdapiwr anidbines icomhenicatient boerpanadvwdrle 46 donoehexuery

Page. 5 similarly configured data processing systems.

One of the preferred impleméntations of the
invention is as sets of instructions 50-58 resident in
the random access memory 24 of one or more computer
systems configured generally as described above. Until
required byﬁkhe computer system, the set of instructions
may be stored in another computer readable memory, for
example, in the hard disk drive 26, or in a removable
memory such as an optical disk for eventual use in the
CD-ROM 32 or in a floppy disk for eventual use in the-
floppy disk drive 27. Fﬁrther, the set of instructions
can be stored in the memory of another computer and
transmitted over a local area network or a wide area
network such as the Internet when desired by the user.
One skilled in the art would appreciate that the phjsical
_storage of the%§g;s of instructions physically changes
the medium upon Which it is stored electrically,
magnetically, orlbhémically so that the medium carries
computer readable info#mation. While it is convenient to
describe the invention in terms of instructions, symbols,
characters, or the like, the' reader should remember that’
all of these and similar terms should be associated with
the appropriate physical elements. ,

' Further, the invention is often described in terms
of comparing or validating, or other terms that could be
associated with a human operator. - No action by.a human
operator is desirable in any of'thé operations described
herein which form part of the present inventibn;i the
operations are machine operations processing electrical
signals to generate other electrical signals.

An Internet firewall product, such as IBM’s Secure
Way Firewall (SWF), allows administrators to create a



"FEG 17 shows the systen1aciioné responsive to input in the display action
pane of the IP Tunnel/Filter Query Page. FIG 18 shows the actions taken
fromthe list pane of the IP Tunnel/Filter Query Page. FIG~ 19 is a flow
di agram of the systemactions in response to user actions in the |ist
action pane in the IP Tunnel/Filter Query Page. Detail ed Description of the
Drawi ngs The invention may be run on a variety of conputers or collection
of conputers under a nunber of differe® operating systenms. The conputer
could be, for exanpl-e, a personal conputer, a mni conputer, mainfrane
conput er conputer running in a distributed network of other conputers.
Al t hough Ph?ﬁﬁﬁﬁ%f %?%Wﬁ}%ébgF WeBhp e Anternal 1 LIS BGEEPERe speed
and di sk ¥her ageemipl J eaRséSureonptwerk iof tiie I:BMéinéerl eBegfigeymput er s
coul d be d_i.n r t st e ich an | BM
per sonal %Z’%pmrstlré@f ‘%%&Féc#b%ﬁg @/ ’Z-h\%%ﬂg%%ﬁﬁ (fs%e"%f t &PRative, the,
conput er $istesrall product provides a number of functlons to help
administrators control the flow of information out of and
into the secure network. These functions include telnet.
and ftp- proxy servers, SOCKS servers, specialized domain

name services, IP tunneling across the internet between

secure networks, and the implementation of filter rules
to decide which IP packets should be permitted or denied:
into or out of the secure network.

One such filter rule could protect against IP
spoofing, Qhére an attacker changes an IP packet to make
it appear that it came from a source IP address that is
not the same as the attacker’s workstation: The
administrator could set up an IP filter rule that réjects.
IP packets that-have a source IP address that is internal
to the secure network but is coming from the unsecure
network. '

FIG. 2 depicts a sample firewall configuration that
utilizes a dual-homed host configuration. Here; only one
machine 100,'the bastion, is involved in the firewall and
all IP packets are sent from the unsecure network 110 to
the secure network 120 or vice versa through this
machine. The firewall machine 100 has a screenlng
filter, or. IP filter, installed as well as firewall
replacements for application gateways that are enabled or
disabled on the firewall,

FIG. 3 depicts an alternate configuration which
‘place the bastion maqhine 130 behind another firewall
machine 140 that contains the screening filter. This
configuration provides more protection to the firewall
since IP packets must first be permitted.through'the
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m ght be in the BM R SC Systenf 6000 (TM |ine of conmputers which run on
-the ALX (TM operating system In FIG 1, a conputer, conprising a system
unit 11, a keyboard-12, a nouse 13 and a display 14 are depicted in bl ock
diagramform The systemunit 11 includes a systembus or plurality of
system buses 21 to.which various conponents are coupled and by which
comuni cation between the various conponents is acconplished. The

m croprocessor 22 is connected to the systembus 21 and is supported by
read only nmenory (ROM 23 and random accéss nenory (RAM 24 al so connect ed
to systembus 21. - 6 A nicroprocessor in the I BM PC series of conputers

et 1o i RS BRHELds St o¥e e CaR B HR O ok b agtiom nor
limted to, gubbwna@isacsnfﬁmllyasi:mhcmaphcmessomestmiseiﬁzﬁeheaﬁ@%@cu&@m
or_the networks are depicted in 150 and 160 respectively.

IP tunneling is the feature provided by internet
firewalls wh;gh is the primary subject of the present
invention. The administrator can define a tunnel between
two internef;firewalls that IP packets should flow
through. The tunnel can impose authentication between
‘the source and destination addresses as well as encrypt
the IP packets flowing across the internet between the
firewalls, depending on how the administrator defines -the
IP tunnel.

A full descrlptlon of IP Tunnels 1s provided by the
Internet Engineer’s Task Force (IETF) spe01f1catlons on
Virtual Private Networks (VEN). _

The processes by which the firewall accomplishés IP
tunneling and filtering are not discussed in any detail
below as they ar@\known to the art. Further, they will
vary accordlng to.a particular firewall technology as
well as hardware dependencies. The web based interface
discussed below will merely call the firewall through
APIs or other software interfaces to perform the required
-functions-in;response to user input. Where this is not
practical, the function of the firewall is repllcated at
the web pages. which comprise the 1nterface.

In contrast to the interfaces 'in the prior art,
which generally must reside at the firewall computer
itself, the web based interface of the present invention
may reside at any computer in the network provided that
proper security can be provided between the _
administrator’s system and the firewall system. While
the interface may be at the firewall or another.system
within the secure network, it is also possible that the



68030 microprocessors and various Reduced Instruction Set Conputer (RTSC)

m cr oprocessors such as the Power PC chip manufactured by IBM Oher RI SC
chi ps made by Hewl ett Packard, Sun, Mdtorola and others may be used in the
speci fic conputer. The ROM 23 contai ns anong ot her code the Basic

| nput - Qut put system (BI O5) which controls basic hardware operations such as
the interaction and the disk drives and the keyboard. The RAM 24 is the
main menory into which the operating systgm and application prograns are

| oaded. The nenory managenent chip 25 is connected to the system bus 21 and
controls direct nemory access operations including, passing data between

t he RAM 24 admimisitratkodr ofethe fndeladipyodilsk atraure Grtsidbe tGia ROM 32
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e.g., a nultl 'a program or Sentation. nnec st em
bus 21 are \/l‘ahi%ulssllﬁﬁ%oﬁ?e5¢¥?€ﬁ§ fore reapoos @fcdaqurrity. 28, the nouse

controller Jbnédtierése? €RA!iALLLEaE i8NPoktabaWidhd allows the
administrator a degree of flexibility not allowed by the
prior art.-'

. As disqussed above, prior art interfaces are
‘typically command line based in which the administrator
is forced to learn a large number of arcane commands.
The present invention uses a web based user interface
framework. The administ:ator tasks for IP tunnels are
divided into the definition of IP tunnels, the graphical
display of IP tunnels, the querying of IP tunnels, and
the querylng of IP filter rules with IP tunnel
definitions. In one preferred embodiment, ‘the user
interface is divided into the following web pages:

* TP Tunnel Defgnltlon Page

* TP Tunnel Graph Page

* TP Tunnel Query Page

* IP Tunnel/Filter Query Page

These pages are described. in greatef_deﬁail below.

The invention is modular in design as the
administrator need not install or use all the feature
sets of the web-based administration browser. If the
admipistrator is only interested in the ﬁanagement of
filter-rules, the paths leading to the other
administration features, such as those for the SOCKS
server and IP tunneling, need not be referenced. The
other featu:és can be plugged in when needed.

The invention adds many features for IP tﬁnneling to
the web-based firewall framework which.are not available
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-controller 31. As mght be expected, the keyboard controller 28 provides
the hardware interface for the keyboard 12, the nouse controller 29

provi des the hardware interface for nouse 13, -the video controller 30 is
the hardware interface for the display 14, and the audio controller 31 is
the hardware interface for the speakers 15 An 1/O controller 40 such as a
Token Ri ng 7 Adapter enabl es comruni cati on over a network 46 to ot her
similarly configured data processing sysfldns. One of the preferred

i npl enentations of the invention is as sets of instructions 50- 58 resi dent

I n the randqom access nenory 24 _of one or, nore conputer stens configured
general |y aém&r@ﬁ%@%bb%erfaeﬁﬁm whid@ kaering Hé % BE ofisddi the

set of inst nRidoMevey égoeeﬂsuetéﬁﬁ.hemmmag@ ure@eB bt Re MR e f OF
exanple, in theelhairsgl cg 1de :Y.rext%GDanes' n(oazlc g rna'i:\l/eas I'e and each pane
will display a particular type of information no matter
the page. Thus, the administrator can predict the
context of the information depending where the
information, is presented on the page.

The layout of a typical page is as follows. Please
refer to FIG. 4 wherein the IP Tunnel Definition Page is
shown. . A navigation pane 200 runs across the top of the
page. From this pane, administrators can select text or
icons to navigate to other parts of the administration
module or other modules in the firewall interface.

Below the navigation'pane 200 lies the display pane
210 and display action pane 220. ' The display pane 210
provides a place for the page to display entry fields 212
or pushbuttons.214 to activate functions. A scroll bar
216 can be proviaea for additional entry fields. In
other panels, a‘éfaphical depiction of the primary
information on the page is displayed in this space. For
the IP tunnel graph page, this pane would shoﬁ
connections between secure networks in pictorial form.

The display action pane 220. presents actions the
administrator can initiate by pushbuttons 222, such as
modifying or saving the definition of an object in the
display pane, or view the results of actions (not shown)
initiated by the administrator. — -

The next level of the pagé is divided into the meter
pane 230, list pane 240, and list action pane 250. The .
main pane in this level is the list pane 240 which allows
the administrator to view all the entries pertaining to
the given pane. For the IP tunnel definition page, the.
list pane will show a list 242 of defined IP tunnels to



_nenory such as an optical disk for eventual use in the COOROM 32 or in a

fl oppy disk for eventual use in the floppy disk drive 27. Further, the set
of instructions can be stored in the nenory of another conputer and
transmtted over a local area network or a wide area network such as the
I nt ernet -when desired by the user. One skilled in the art woul d appreci ate
t hat ‘the physical storage of the sets of instructions physically changes
the medi um upon which it is stored elecykically, magnetically, or
chemically so that the nediumcarries conputer readable information. Wile
it is convenient to describe the invention in terns of instructions,

synbol s, cha{aci@hsni8trhkdd.i kgcddia tradernaoyds rarengstibha al | of
these and sim|ar terns _shoyl d be associated with fhe apﬁéoprlate physi cal
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or validatiewtrbesother ternms that coul d be associated with a human
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v fashion to the display action pane. The administrator
can choose from a list of actions related to entries in
the list pane by activating pushbuttons 252, such as
‘storing a complete list of IP filter rules or exporting
the list of IP tunnel definitions to the target endpoint
firewalls. '

The meter pane 230 graphically or textually displays
information related to statistics initiated by the
display pane or .the aggregate statistics in the 1list
pane. In the Tunnel Definition Page the output of a
traceroute, ping or fingef routine is displayed.

The ticker tape pane 260 rests at the bottom of the
page. - This pane provides the administrator with dynamic,
statistical inféﬁﬁhpion about the entries and objects on
the page. The information scrolls from right to left -
and is updated as the administrator initiates actions on
the page.

In the preferred embodiment, the web-based
administration pages can be used 'in any web browser that
supports html and Java(TM) applets, such as the Netscape
Navigator(TM) browser. As will be seen with reference to
the attached figures, all the web pages present a
consistent, and thus familiar, layout to the . -
administrator. o

The IP Tunnel Definition Page will be described in
greater detail. The IP Tﬁnnél Definition Page provides
the administrator with the ability to perform the
following actions: ' -

* View the stored IP tunnel definitions on a firewall,



operations are machi ne operations processing electrical signals to generate
other electrical signals. An Internet firewall product, such as IBMs
Secure Wy Firewall (SW), allows adm nistrators to create-a 8 physica
firewal | between an internal, secure network and the external,.unsecure
network of the internet. Besides the physical connections on the firewall
machi ne, the firewall product provides a nunber of functions to help
adm nistrators control the flow of information out of and into the secure
- network. These functions include telnelt3and ftp proxy servers, SOCKS
servers, specialized-domain nanme services, |P tunneling across the internet
bet ween secure networks, _and the |nalenentat|on of filter rules to decide
e

which I P pack€F§@9%mBQYtﬁ?[ﬁﬂgﬁ?% efingdkdiod® i nto or out of the secure
network. Ore mu@Afhi |dtiradi| Ep comhledr gb€ihiadanist | P

* Load and save IP tunnel definitions,

Distribute stored IP tunnel definitions,

Distribute stored IP tunnel definitions,

Activate or deactivate stored IP tunnel definitions,
Shutdown, IP tunnel definitions, and .
Validate IP Tunnel definitions between two firewalls.

L I e

The administrator can create or modify an IP tunnel
definition using the entry fields 212 and list boxes 214
in the display pane 210 and the pushbutton 222 actions in
the display action pane 222. The list pane 240 displays
all the IP tunnel definitions defined for the internet
firewall. The administrator can scroll through them,
highlight an IP tunnel definition for modification or
deletion, and select an action by pushbutton 252 on the
list action panéQQSO to perfdrm.an operation on the IP
tunnel definitions, such as exporting them to the
firewall. '

If the administrator can access target IP addresses
on the host from which the web administration browser is
run, the administrator can also ﬁing, traceroute, and
finger target IP addresses by pressing the appropxiate
button next to the entry field. For'example, if the
adnministrator presses the ping button next to the source
address, the interface will execute the ping process in
the source address field. The output for these actions
will appear in the meter pane 230 and ticker tape pane
260 in different manners. This function gives the
administrator a convenient way to determine if IP
addresses are reachable or identifiable without having to
leave the interface. The ticker tape péne will also



. spoof ing, where an attacker changes an | P packet to make it appear that it
cane froma source |P address that is not the sane as the attacker's

wor kst ation. The administrator could set up an IP filter rule that rejects
| P packets that have a source |IP address that is internal to the secure
network but is comng fromthe unsecure network. FIG 2 depicts a sanple
firewall configuration that utilizes a dual-homed host configuration. Here,
only one machi ne 100, the bastion, is indolved in the firewall and all IP
packets are sent fromthe unsecure network 110 to the secure network 120 or
vi ce versa through-this machine. The firewall machine. 100 has a screening
filter, or displayestatnstdicadd iafommadtiamn fabewkl theefPatammetls f or

app'lcatloragﬂﬂexan&ha uRhe 23Nl mvﬂrﬁé#acef‘\gnﬂ 15N 8ckeibag - FG 3

depicts an rnate configuration astlon i ne 130
behi nd anothetweencihel SAREHEANIES amatdeﬁ#ﬁrea%m h@dgé‘?éémsng when er .

This confi %@tiﬁnueéoafbéeal@guayﬁh@t a%id Gutput heefar g8y or f:Lnger
function.

Not .all the system actions which can be initiated
from the interface shown in this figure are described,
but' they are representative of the actions that can be
performed on this web page.

The IP Tunnel Graph Page depicted in FIG. S5 provides
the administrator with the ability to graphically view -
the defined IP tunnels between two internet firewalls.
The web page shows the graph 312 in the display pane 310
with a box 313 representing the source address of the
firewall on the. left side of the pane and boxes 314, 315,
316 representing the destination addresses of the target
firewalls on the rlght side of the pane. Where IP
tunnels are defined between two addresses, the web page
draws a line 317 ‘between the two boxes and labels the
line with a symbol 318 to indicate which address
initiates the tunnel and the ID of the IP tunnel. The
lines are drawn in different shades to indicate a
property sﬁch as a security status, i.e. whether the
tunnel is enabled for encryption or authorization or some
combination thereof, The display action pane 320 ailows
the administrator to see all the defined IP tunnel
definitions, only those that are active on the firewall,
or only those that are inactive on the firewall by

- pressing buttons 322, 324 326.
' The meter pane 330 dlsplays the legend 333 of the IP
tunnel lines in the display pane. In one preferred
embodiment this pane displays other dynamic information
as well.

o ——



. since | P packets nust first be permtted through the 9 firewall before
they can be processed by the application gateways on the bastion nachine.
The unsecure and secure networks are depicted in 150 and 160 respectively.
P tunneling is the feature provided by internet firewalls which is the
primary subject of the present invention. The adm nistrator can define a
tunnel between two internet firewalls that | P packets should flow through.
The tunnel can inpose authentication betbfeen the source and destination
addresses as well, as- encrypt the I P packets flow ng across the internet
between the firewalls, depending _on how the administrator_defines the IP

tunnel . A full dBberkpstorase MRl HIRlax Prcrekiphlet hesknddd et

Engi neer' s Jppkefar ¢@ Cubhl Hestiriwidnone®indd rfonl tivei Farewsimpor ks

(VPN The administrator could select an IP tunnel line in the
display pane 310 to have the web page highlight and show
the full tunnel definition 342 in the list pane 340. The
list action pane 350 through the pushbuttons 352 allows
the administyrator to load or save a list of IP tunnel
definitions on a firewall, as well as activate,
deactivate, edit, or delete a selected IP tunnel
definition.

" Not all the actions shown in this figure are
described, but they are representative of the actions
that can be performed on this web page. | '

The IP Tunnel Query Page is depicted in FIG. 6 and
provides the-administrator with the ability to run -
queries against the set of stored IP tunnel definitions
to see all théydgﬁinitions that match the query. The
queries also subﬁbrt wildcards. -For example, the
administrator codid.specify the destination address with
a wiidcard which would return any IP tunnel definitions
which matched the other criteria specified in the query
for any destination.

The administrator can define the query in the
display p&ﬁe 410 of the query page. Entry fields for
Tunriel ID, Source Address, Destination Address and
Encryption Algorithm and policy are provided. In one
preférred embodiment, the prior qqefies can be saved,
retrieved and displayed as models for new queries or to
be run again unmodified. It is advantageous to save a
query which is expected to be run repeatedly. Selection
list derived from the IP tunnel values in the list
presénts a list of the IP Tunnel IDs or addresses from



The processes by which the firewal ' acconplishes IP tunneling and filtering
are not discussed in any detail below as they are known to the art.

Further, they will vary according to a particular firewall-technol ogy as
wel 1 as hardware dependencies. The web based interface di scussed bel ow wil |
merely call the firewall through APls or other software interfaces to
performthe required functions in response to user input. Were this is

not practical, the function of the firéall is replicated at the web pages
whi ch conprise the interface. In contrast to the interfaces -in the prior
art, which neral ly must re at the firewal] ut er |tself t he web
based |nteFﬁ &5 4%1 ta RREASR M el ?e%*%%ngf ZRyTUBRSdSer in the

net wor k prOV|ged t hat proper security can be provided between the
ST oL SL T R Rl SR okl SWadVG Sl dg Loge Y 0o
possi bl e tagtioms to the'admanlstrator, one pushbutton 422 to clear
the display pane and the other 424 to run the query
defined in the display pane. The display action pane 420
also'displayg a large number 426 indicating the number of
IP tunnel definitions that matched the query test.

The meter pane 430 displays a graphical bar 432
which visually indicates the distribution of the matched
IP tunnel definitions. Those IP tunnel definitions that
matched the query are marked in a different colof than
the rest of the bar. The bar 432 is called a scatter
bar, since it visually and quickly shows the IP tunnel
definitions that matched the query and their distribution
in the IP tunnel definition list. A small bar 434 next
to the scatter=har 432 is used as a positional cue to
show the IP tunnel deflnltlons which are currently
dlsplayed in the 11st pane 440. The small bar 434 or a
second small bar may also be used to indicate an area
within the list where the matching or most of the
matching tunnel definition are found. -

The list pane 440 will display a scrollable list 442
of all the IP tunnel definitions defined for the
firewall. The IP tunnel definitions that matched the
query are displayed in a different color, or otherwise
highlighted. The aaministrator can select (or highlight)
an entry to edit or delete it from the IP tunnel
definition list. For readability, the IP tunnel entries
will be divided into columns, so that all the source’
addresses are lined up horizontally, etc.

The list action pane 450 allows the'administfator to
load a list of IP tunnel definitions on a firewall b&
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10.adm nistration of the firewall could occur outside the secure network at
a particular trusted address. - However, this is |less preferred for reasons
of security. Nonetheless, the interface is portable and all ows the '
adm ni strator a degree of flexibility not allowed by the prior art. As

di scussed above, prior art interfaces are typically command |ine based in
which the administrator is forced to | earn a | arge nunber of arcane
commands. The present invention uses iweb based user interface frameworKk.
The administrator tasks for IP tunnel $'are divided into the definition of

| P tunnel s, the gr.aphical display of IP tunnels, the querying of IP.

ool 5 SEL B M0 e \Reld LidSatbbeLR haane g AL ore, L
‘web pages2liowp thengdmisHishratar myedit m mahertedaph tagael
‘definition by activating the edit entry pushbutton 454.
Pressing the Edit Entfy pushbutton brings the
administrator back to the IP Tunnel Definition Page with
the definition of the selected entry displayed therein.

Referring to FIG. 7, the IP Tunnel/Filter Query Page
is shown. This page brings together the two separate
definition groups on an internet firewall, IP tunnel and '
IP filter definitions. The IP filter groups are
described in the crossreferenced, copending application
incorporated by reference above. It allows the
administrator to execute queries against the list of IP
filter rules based on selections on the same IP tunnel
graph as shown on the IP Tunnel Graph Page. This graph
512 is shown in the display pane 510. Selecting an IP
Tunnel line 514 \in the graph and the run query button 524
in the display aé%ipn pane will generate a query against
the firewall filter rules list. IP filter rules need not
contain IP tunnel information, but an administrator, for
example, can define an acceptance filter rule to route
all IP packets from a specified source address,
destination. address and port number through an IP tunnel
that was defined with encryption. '

The display action pane 520 provides two action
selections to the administrator, one button 522 to clear
the highlighted IP tunnel selection in display pane and
the other button- 524 to run the query defined in the
display pane based on the selected IP tunnel line. The
display aétion pane also displays.the ID 526 of the
selected IP tunnel and a number 528 in a large font _
indicating the number of IP filter rules that matched the

query test.
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*; 'P Tunnel Query Page * |P Tunnel/Filter Query Page These pages are
described, in greater detail below The invention is nodular in design as
the adm nistrator need not install or use all the feature sets of the
web- based adm nistration browser. If the admnistrator is only interested
I n the managenent .of filter rules, the paths |leading to the other-
adm nistration features, such as those for the SOCKS server and IP
tunnel i ng, need not be referenced. The B her features can be plugged in
when needed. The invention adds many features for IP tunneling to the
web- based firewall -framewrk which e not avail abl e 11 in prior art

i nterfaces, whif€ K& & HeF | L3RR L RUPTY FBder thfeleffFedathI0ent .
Each page abgplaybeanpduphicalklbas 532| dbdti Aho thdsesace vilsaEs)y and

each pane ;,3icates the distribution of the matched IP filter

rules. Those IP filter rules that matched the query are
.marked in a different color than the rest of the bar.

The bar 532 is called a scatter bar, since it visually
and quickly shows the IP filter rules that matched the
query and their distribution in the IP filter rules list.

A small bar 534 next to the scatter bar is used as a
positional cue to show the IP filter rules currently
displayed in the list pane 540.

The list pane 540 shows a list 542 of all the IP
filter rules defined on. the firewall. Once the
administrator selects a line 514 in the display pane 510
which represents an IP tunnel definition, the web page
will color all the IP filter rules in the list 542 that
are defined withxghe same IP tunnel ID. The IP filter
rules that matched\the query are preferably displayed in
a different color;ﬁés opposed to highlighting the
entries, since highlighting is reserved for selection.in
the interface. The administrator can select an entry in
the list to edit it from the filter 1list.

The list action pane 550 allows the administrator to
load a list of IP filter rules on a firewall by pressing
the load filter list pushbutton 552. 1In addition, it
allows the administrator to edit a selected IP filter
rule by pressing the edit pushbuttons 554. Editing a
filter rule is described in the cross-referenced
application at a Filter Definition Page.

Data Structures for IP Tunnel Pages

IPTunnelTable Structure



wi |1 display a particular type of information no matter the page. Thus, the
admini strator can predict the context of the i nformation dependi ng mhere
the information is presented on the page. The layout of a typical page is
as follows. Please refer to FIG 4 wherein the |IP Tunnel Definition Page
is shown. A navigation pane 200 runs across the top of the page. From
this pane, administrators can select text or icons to navigate to other
parts of the administration nodule or gtgher nodules in the firewall
interface. Bel ow the havigation pane 200 lies the display pane 210 and

di spl-ay action pane 220. The di splay pane 210 provides a place for the page
to display entNumbleg! &F &ﬁ&uﬁndlng&guégm@egl4 to activate functions. A
scroll bar 216_can, be pro r additional entry fields. In other

panel s, a grapﬁP&EF &é& :ﬂéﬁ%ﬁﬁéi #%E? i nformation on the page is

di splayed in this space For the IP tunnel graph page, this pane woul d.show
connecti ons g@h lﬁﬁgwnrks in pictorial form The display action

pane 220 presen S actlon
Tunnel ID

Target Address
Local Address
Encryption Algorithm
Session Key Lifetime’
Session Key Refresh Time
Initiator
Authentication Policy
Encryption Policy
<...other variables customizable to each
firewall...> ' '
Comment
IP Tunnel Deflnltmon Page Data Structures
ListPane modlfled status bit
ListPane IPTunnelTable structure
DisplayPane modified status bit
. DisplayPane IPTunnel structure

IP Tunnel Graph Page Data Structures
DisplayPane IPTunnelTable structure
ListPane IPTunnelTable structure
Temporary IPTunnel strﬁcture -

IP Tunnel Query Page Data Structures
DisplayPane IPTunnel structure
DisplayActionPane matched tunnel number
MeterPane upper bound
MeterPane matched IPTunnelTable



adm nistrator can initiate by, pushbuttons 222, such as nodifying or saving
the definition of an object in the display pane, or viewthe results of
actions (not shown) initiated by the adm nistrator. The next |evel of the
page is divided into the neter pane 230, list pane 240, and |ist action
pane 250. The main pane in this level is the |list pane 240 which allows the
admnistrator to view all the entries pertaining to the given pane. For the
| P tunnel definition page, the list pane will show a list 242 of defined IP
tunnels to 12 the adnministrator. ScrdPl bars 244, 246 are optional
features to display nore entries or information about the entries. The |ist

acti on pane 250 operates in a sig&é%r fashion to the display action pane.
The adni ni st r at dri25P2RRSEEUPRE tes 5 tF Ut MG€ns related to entries in

Temporary IPTunnel structure .
IP Tunnel/Filter Query Page Daﬁa Structures

DisplayPane IPTunnelTablé structure

DisplayActionPane matched filter number

MeterPane upper bound

MeterPane matched FilterRuleTable structure

ListPane FilterRuleTable structure

Temporary FilterRule structure

The data structures listed above include the
IPTunnelTable structure. This structure holds all the IP
tunnels defined on the firewall. The IPTunnel structure
repreéents all the attributes of a single tunnel _
definition. For. example, the local and target addresses
in a tunnel defipition are used to establish the source
and destination fikgwall machines on the end points of
the TP tunnel. Additional IP tunnel attributes include
the type of encryption algorithm and the authentication
policy established for IP packets passing through the IP
tunnel. )

The IP Tunnel Definition Page data structures
contaiqs the data structures used to display and keep
track o% information on this Page. The ListPane modified
status bit indicates if tunnel definitions have been
added to list of IP tunnels since the tunnel definitions
were last loaded into the interface. The ListPane
IPTunnelTable is the set of tunnel definitioné loaded
from the firewall. The DisplayPane modified status bit
indicates if the administrator has changed any
information on the DisplayPane. The DisplayPane IPTunnel
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the.list pane by activating pushbuttons 252, such as storing a conplete
"Jist of IPfilter rules or exporting the Ilst of IP tunnel definitions to
the target endpoint firewalls. The nmeter pane 230 graphically or textually
di splays information related to statistics initiated by the display pane or
t he aggregate statistics in the list pane. In the Tunnel Definition Page
the output of a traceroute, ping or finger routine is displayed. The ticker
tape pane 260 rests at the bottom of thgipage. This pane provides the

adm nistrator with dynam c, statistical inforntion about the entries and
obj ects on the page. The information scrolls fromright to left and is

updated as %Tgfué@{ﬂr@ ﬁb&afsorammtmeamu@@t idnplayvddeimagee disphey
preferred enbodi nent, the web-based adm ni stration pages can be used in any

web bromserpﬁﬁ8t1§§ﬁg§rts htm and Java(TM applets, such as the Netscape
Navi gat or (TM) br eneerp Aunnidl Graptedags idateefshmummtes téenbaiashed

figures, al LhtehSa\ég. s%x%%%:uoreessﬂeda to display and keep track of
information on this page. DisplayPane IPTunnelTable is
the set of tunnel definitions loaded from the firewall
and this information is used to graph the tunnels in this
pane. The ListPane IPTunnelTable is the set of tunnel
definitions loaded from the firewall. The Temporary
IPTunnel structure is used to hold a selected IP tunnel
definition that is used when transferring information to
the IP Tunnel Definition Page as a result of an
administrator’s action on the page.

The IP Tunnel Query Page data structures contains
the data structures used to display and keep track of
information on this page. The DisplayPane IPTunnel
structure holds ‘all the values displayed in the display
pane itself. Thé\ﬁisplayActionPane matched tunnel number
is the number of tunnel definitions loaded in the
interface that match the query specification of the IP
tunnel in the display pane. The MeterPane upper bound is
the number of tunnel definitions loaded in the interface.
The MeterPane matched IPTunnelTable is a set of those
tunnel definitions loaded in the interface that match the
query specification of the IP tunnel in the display pane.
The ListPane'IPTunnelTable is the set of tunnel
definitions 1oaded fram the firewall. The Temporary
IPTunnel structure is used to hold a selected IP tunnel
definition that is used when transferring information to
the IP Tunnel Definition Page as a result of an
administrator’s action on the page.

The IP Tunnel/Filter Query Page data structures
contains the data structures used to display and keep

apr -



consistent, and thus famliars layout to the adm nistrator. The |IP Tunnel
Definition Page will be described in greater detail. The IP Tunnel
Definition Page provides the adm nistrator with the ability to performthe
followi ng actions: * View the stored IP tunnel definitions on a firewall,
13 * Create new I P tunnel definitions, * Mdify stored |IP tunnel
definitions, * Load and save | P tunnel definitions, * Distribute stored IP
tunnel definitions, * Distribute stored bP tunnel definitions, * Activate
or deactivate stored I P tunnel definitighs, * Shut down | P tunnel
definitions, and * Validate |IP Tunnel definitions between two firewalls.

The admi ni s{fatRr o¢a1 nFoedla® iYn B i fvi fpdde I UDEb1aypane
IPTunnelTable is the set of tunnel definitions loaded
from the firewall and this information is 'used to graph
the tunnels in this pane. The DisplayActionPane matched
filter number is the number of IP filter rules loaded in -
the interface that match the selected IP tunnel ID in the
display pane. The MeterPane upper bound is the number of
filter rules loaded in the interface. The MeterPane
matched FilterRuleTable is a set of those filter rules
loaded in the interface that match the selected IP tunnel
ID in the display pane. The ListPane FilterRuleTable 'is
the set of IP filter rules loaded from the firewall. The
Tempdfary FilterRule structure is used to hold a selected
filter rule that is used when transferring information to
the IP Filter Definition Page as a result of an
administrator’s action on the page.

.Those skilfed in the art would recognize that other
data structures ﬁiph other combinations of data could be
used in alternate embodiments.

The process which the system takes in response to
user input in the display pane of the IP Tunnel
Definition Page is depicted in FIG. 8. ' The process
begins in step 1000 where the system is waiting for the
user input. In step 1005, the system determines whether
the paﬂe button was pressed. If so, in step 1010, the
value from the associated entry field is fetched. The
test in step 1015 determines whether there is a value in
the associated entry field. If not, the system'returns
to step 1000. If there is a value in the entry field,

. the ping program is run on the value in step 1020. The
process proceeds to step 1025 where the output of the
ping program is sent the meter pane for the duration that
.the command is run. The administrator can view the

IFAEE 4 e .
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definition using the entry fields 212 and |ist boxes 214 in the display

" ‘pane 210 and the pushbutton 222 actions in the display- action pane 222. The
| i st pane 240 displays all the IP tunnel definitions defined for the
internet firewall. The adm nistrator can scroll through them highlight an
| P tunnel definition for nodification or deletion, and sel ect an action by
pushbutton 252 on the |ist action pane 250 to perform an operation on the

| P tunnel definitions, such as exportingzthemto the firewall. If the

adm ni strator can access target | P addresses on the host from which the web
admi ni stration browser is run, the adm nistrator can also ping, traceroute,

and fi nger Sdegek 'Braﬁsl&@ﬁ%@sohytaee@ah@gmhetlﬁmwaaf' atThdubrosesext to
the entry %

exanple, if th m_ni s ﬁ' resses t? i ng button
next to thér%BﬁFB§ §8d§§§§ 1999 tﬁtgﬁﬂ c &K P ¢h# h%gprocess in
the source addresgs thel €esthénostept 1005 ubemegaﬁmunu;mhélta@pean in the

et er pane gggpafg3b QKL 3RS PR tREd kR el it ot Yu tB L Son WAS function

gi ves the
pressed. If so, in step 1035, the value from the

associated entry field is fetched. Next, the step in
1040 determines whether there is a value in the entry
field. If not, the process returns to step 1000. If
there is a value in step 1045, the traceroute program is
run on the value. The process proceeds to step 1025
where the output of the traceroute program is sent to-the
meter pane for the duration that the command is run. The
process returns to step 1000.

- If the test in step 1030 is negative, the test in

' step 1055 determines whether the finger button was
pressed. If so, in step 1060, the value from the
associated entry\fleld is fetched. The test in step 1065
determines whethéx\there is a value in the field, if not,
process returns to™ .step 1000. If so, in step 1070 the

~ finger program is run on the value.n The process prgceeds
to step 1025 where the results of the finger program are
sent to the meter pane for the duration that the command
is run. The system returns to step 1000. _

If the finger button was not pressed in step 1075, a
test determines whether an entry in the display pane was
modified. If so; the modified bit is set in step 1080
and the process returns to step 1000. If no entry was
modified in step 1085, it was an unrecognized action and
the system will do nothing. The process returns to step
1000 to wait for user input.
The process taken in response to user input in the

'display action pane of the IP Tunnel Definition Page is
depicted in FIG. 9. The process begins in step 1100

N — e



adm nistrator a convenient way to determne if |IP addresses are reachabl e
or identifiable without having to | eave the interface. The ticker tape pane
will also 14 display statistical information about the 1P tunnel
definitions, such as the nunber of tunnels defined between the sane source
and destination addresses,when not in use for displaying the output of a
piig or finger function. Not all the system actions which can be initiated
fromthe interface shown in this figuregare described, but they are
representative of the actions that can be perforned on this web page. The

| P Tunnel Graph Page depicted in FIG 5 provides the admnistrator wth the

ability towlaepdi enel yystew whetgdefbredskl awviohs batmvested Wios) eanet

fireualls. J0g 6D RS, 30oURtHErIa R 2l kR 20 Wl PRl AN DERS 340
so, in step 1110, the test determines whether the display
pane modified bit is set. If so, in step 1115, the
administrator is queried to determine whether the entry
should be stored. If not, in step 1120, the IP Tunnel
Definition is removed from the display pane and each
field is left blank. Process returns to step 1100 to
wait for further user input. However, if the
administrator indicates entry should be stored, the
process proceeds to step 1177 wherein values are.
validated in the display pane. '

If the clear button was not pressed in step 1125, a
test determines whether the modified selected entry
button was pressed. If so, in step 1130, the values in
the display pane are validated. 1In step 1135, a test is
run to determine\yhether there were errors in the
validation. If é&} in step 1140, the errors are posted
in the meter pane &ﬁd the system returns to 1100 to wait
for further user action. If there are no errors in
validation, in step 1145, the validation success is
displayed in the meter pane. The process proceeds to
step 1150 where a test to determine whether an entry was
selected in the list pane is conducted. If so, the
selected entries replaced in the list pane with the
values from the display pane and the process returns to
step 1100. If no entry was selected in the list pane,
step 1160 determines whether there is a list entry with
the same IP tunnel ID. If there is, in step 1165, the IP
tunnel entry with the same ID is replaced in the list
pane with the display pane value. The process resumes
waiting for user action. If there is no entry with séme
IP tunnel ID, in step 1170 the values in the display pane

O 1s,



with a box 313 representing the source address of the firewall on the. left
" side of the pane and boxes 314, 315, 316 representing the destination
addresses of the target firewalls on the right side of the pane. \Were IP
tunnel s are defined between two addresses, the web page draws a |line 317
bet ween the two boxes and | abels the line with a synbol 318 to indicate

whi ch address initiates the tunnel and the ID of the IP tunnel. The |ines
.are drawn in different shades to indica?g a property such as a security
status, i.e. whether the tunnel is enabF&d for encryption or authorization
or sone conbi natiaon thereof. The display action pane 320 allows the

adm nistrator to.see all _t def] I L Ni tdyQAS Rb¥st hose t hat
are active ao"FFt%%é? r &Rafl ngr %%hqrgg't k%séelitr}hrbg’lf %ﬁ{eé'l na’i‘clftglavle)reon tshe
firewal | byreirumsssngobatepnd1992, 324 326. The neter pane 330 .displays the

| egend 333 of theyl E’tgpnﬂ?bs',i Betdst tihe Wirs R YadedEnin 'whBehpireftald ed

embodi BNt B P SaoBhaky Bt ton Wha rred i T 12585 1§ btep
1177, the values in the display pane are validated. In
step 1180, a test is run to determine whether there are
errors in the validation. The errors, if any, are posted
in the meter pane, step 1185 and the process returns to
1100. If there are no errors in validation, in step '
1190, the success of the validation is displayed in the
meter bane and the process proceeds to step 1160.

Tf rone of the test in steps 1105, 1125 and 1175
were successful, the process assumes that it is an
unrecognized action and in step 1195 it does nothing.

The process returns to step 1100 to wait for user input.
The procéés responsive to user input in the list
pane of the IP qunel Definition Page is depicted in FIG.

10. The process Ségins in step 1200 where the system
waits for user action. In step 1205, a test determines
whether a list pane eﬂtry was selected. If so, in step
1210, a test determines whether the display pane modified
bit was set. If so, in step 1215, the administrator is
queried as to whether the ‘display pane values should be
stored. If not, the contents of the display pane are
replaced with a selected entiy from the list pane in step
1213 and the system returns by 1200. If the
administrator indicates that display pane-valueé‘should
be stored, in step 1220 the values in the display pane
are validated. The test in step 1225 determines whether
there are errors in validation. . If so, in step 1230,
these errors are posted in the meter pane. The process
returns to step 1200. If there are no errors in step
1235, the success of the validation is displayed in the



15 The list pane will display a scrollable list 342 of all the IP tunnel
definitions defined for the firewall. The adm nistrator could select an IP
tunnel line in the display pane 310 to have the web page highlight and show
the full tunnel definition 342 in the |ist pane 340. The list action pane
350 through the pushbuttons 352 allows the adm nistrator to | oad or save a
list.of IP tunnel definitions on a fir 1, as well as activate,
deactivate, edit, or delete a selected tunnel definition. Not all the.
actions shown in this figure are described but they are representative of

Page |5 eRECREdEAG G 1b SEP maflacdt Tral o PeRnipdR L IR b 1y
to run queai é4s&gEntaty tme:lsdxhe)fsma)r@mn@ltlﬂhne$ thaknfrioomshe

display page. If there is, in step 1245, the IP Tunnel

entry. is replaced in a list pane with the same ID with

the display pane values. In this case the administrator

is modifying a Tunnel Definition that already exists. If

the test in 1240 is negative, in step 1250 the values in

the display pane are added as a new row in the list pane.

If step 1205 was negative, the action is
unrecognized at step 1255 apd processing continues to
step 1200. | |

In FIGs. 1llA an&"ilB, the process taken in response
'to user input in List Action pane in the IP Tunnel
Definition Page is shown. In step 1300, the system waits
for user input. In step 1303, a test determines whether
the delete entry.button was pressed. If so, in steﬁ
1305, the system determines whether an entry was selected
in the list pane. \\If not, the system returns to step
1300 to wait for further user input. If an entry was
selected in step 1310, the selected entry is removed from
the list pane. In step 1313, the deletion of the entry
is posted on the meter pane in the IP Tunnel Definition
Page. The process returns to step 1300.

In step 1315, whether the user pressed the actlvate
entry button is determined. If the activate entry button
is pressed, in step 1320, the system determines whether
an entry was selected in the list pane. If not, _the
process returns to step 1300. If there is a selected
entry in step. 1325, the active attribute for the selected
IP tunnel‘entry is set to active. The process returns to
wait for user action. An active tunnel is one that the
firewall can send IP packets through if the filter rules
are defined to route matching packets through that IP
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.lo see all the definitions that match the query. The queries al so support
W | dcards. For exanple, the adm nistrator could specify the destination
address with a wildcard which would return any I P tunnel definitions which
mat ched the other criteria specified in the query for any destination. The
adm ni strator candefine the query in the display pane 410 of the query
page. Entry fields for Tunnel ID, Source Address, Destination Address and
Encryption Al gorithmand policy are provggled. In one preferred enbodi nent,
the prior queries can be saved, retrieved and displayed as nodels for new
qgqueri.es or.-to be run again unnodified. It is advantageous to save a query

which is expeaimsh | 0 ¢ rEnTaRNEdt edhybeSak€ihedn butt nder mele faovivee | P

?EBESI vigu %;'éhééﬁ%'i?tpgéﬁéﬁgﬁs alist of the I P Tunnel |Ds or addresses

In step 1330, the test determines whether the
deactivate entry button was pressed. If so, in step
1333, a test determines whether an entry was selected in
the list pane. If not, the system returns to wait for
user action at step 1300. If an entry was selected in
step 1335, the active attribute for the selected IP
tunnel eﬁtry is set to deactivate and the process returns
to step 1300. :

The test in step 1339 determines whether the load
from the firewall button was pressed. If so, in step
1340, the administrator is queried for which firewall
from which to load the IP Tunnel definitions. In step
1345, the IP tunnel definitions from the specified
firewall are loaded. The test in step 1350 determines
whether there are errors in the loading. If there were,
in step 1355, théQErrors are posted into the meter pane.
If not, in step 156b, the success of the loading is
posted“in the meter pane. In step 1365, the list pane
entries are replaced with the loaded IP tunnel list. 1In
step 1369, the display pane entries are cleared. In step
1370, the display pane modified bit is set off. The
process returns to step 1300 to wait for user input.

In step 1373, the system determines whether the save
to firewall button was pressed. If so, the administrator
is queried as to which firewall the IP tunnel définition
should be saved in step 1375. 1In step 1377, the IP
tunnel definitions are saved to the specified firewall.
The results of saving, step 1379, are posted in the meter
pane. Next, the process reéurns to step 1300. _

Referring now to FIG. 11B, the test in step 1380
determines whether the shut down a firewall button was
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tshe. set of IDs and addresses #n the list of IP Tunnels. As shown, the
di splay action pane 420 provides two actions to the adm nistrator, one

pushbutton 422 to clear the display pane and the other 424 to run the query

defined in the display pane. The display action pane 420 al so displays a

| arge nunber 426 indicating the nunber of IP tunnel definitions that

mat ched the query test. The neter pane 430 di splays a graphical bar 432
whi ch visually indicates the dlstrlbutlgg of the matched | P tunnel
definitions. Those IP tunnel definitions"that matched the query are narked
in adifferent color than the rest of the bar. The bar 432 is called a

scatter Darpralies. | {1yl eHakl uRenTbakiiresie sthaddd el aflef ALt | ons

t hat mat che uer eir distribution in unnel definition

list. A sne¥® ‘b‘h’@nﬂ% gﬁ@?&“?éoﬁﬁeoglc§bﬁe|flﬁ'§wal-§§ @%M%sd%o%?t i onal

cue to showdde d&actipel defhnptepnslehi, chh@r egultendfy themmyed in the
| i st pane 440. The snal second smal | bar al so be used to

434
| ndi ot arionm Ate TRPREeAoLp; EheoeRe ! Bat i bn RO 3R of t he
' In step 1390, the system determines whether the

validate between firewalls button was pressed. If so, in
step 1393, the tunnel definitions between the firewalls,
the source firewall and the target firewall is validated
in the IP tunnel list. The results of that validation is
posted in the meter pane in step 1395. The validation
process is the same as provided by the firewall.' In step
1397, the system determlnes that the action is an
unrecognlzed action and does nothing. At this point, the
process returns to step 1300 to wait for further user
input. | '

The system actions taken response to user input to
the display actipon pane of the IP Tunnel Graph Page are
depicted in FIG.xiE, The process begins in step 1400
wheré the system waits for user action. In step 1405,
the system determines whether the show all button was
pressed. If so, in step 1410, the graph in the display
pane was redrawn showing all the IP tunnels. The process
returns to step 1400. In step 1415, the system
determlnes whether the show actlve button was pressed.

. If so, in step 1420, the graph is redrawn in the display
pane highlighting the active IP tunnel connections. The
process returns to step 1400. 1In step 1425, the system
determines whether the show inactive button was pressed.
If so, in step 1430, the graph is redrawn in the display
pane highlighting the inactive IP tunnel connections. In
step 1435, the system classifies the user input as.an.
unknown action ahd returns to step 1400 to waiﬁ for
further user input. '



mat chi ng tunnel definition are found. The |ist pane 440 will display a
scrollable list 442 of all the IP tunnel definitions defined for the
firewall. The IP tunnel definitions that matched the query are displ ayed
in a different color, or otherwi se highlighted. The adm nistrator can
select (or highlight) an entry to edit or delete it fromthe |IP tunnel
definition list. For readability, the IP tunnel entries will be divided
into colums, so that all the source adggesses are lined up horizontally,
etc. The list action pane 450 allows the adm nistrator to load a list of IP
tunnel definitions-on a firewall by . 17 activating the |oad tunnel [ist

pushbutton 452. gfls3@m idcteddQ¥5ihNeeadBhieS tbatder! ArRit  SEhecigdt! P
tunnel definition by activating the edit entgy pushbutton 454. Pressing the
Edi t Entryaﬁﬁéﬁﬁupﬁ&$tiQréketﬂB Tunnel Graph’ Page are depicted in

FIGs. 132 and 13B. In step 1500, the process begins as a
system waits for user action. In step 1503, the system
determines whether the added entry button was pressed.
If so, in step 1505, a test determines whether an entry
in list pane was selected. If not, the process returns
to step 1500 to wait for user input. If so, in step
1507, the contents of the selected entry are stored in a
temporary IP tunnel definition structure. In step 1509,
the IP Tﬁnnel Définition Page is displayed. The contents
of the temporary IP tunnel definition are displayed in a
display pane step 1510 and the process goes to the IP
Tunnel Definition Page actions depicted in FIGs. 11, 12,
13A and 13B. :

In step 1515, the system determines whether the
delete entry but;qn was pressed. If so, in step 1517
determines whether\an entry in the list pane was
selected. If not,.fhe process returns to step 1500 to
wait for user input. If so, in step 1519, the.selected
entry is removed from the list pane and in step 1520 the
list pane modified bit is set on. In step 1523, the IP
Tunnel Graph is redrawn to reflect the new contents of
the list pane. The process returns to wait fdr'user
input step 1500. . '

In step 1525, the system determines whether the
activate entry buttpn was pressed. If so, in step 1529,
the system.determihes whether an entry in the list pane
was selected. If so, the IP tunnel definition for the
selected entry is activated in step 1530 and the process
returns to step 1520. '

In step 1535, the system determines whether the
deactivate entry button was pressed. If so, in step 1539
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adm nistrator back to the |IP Tunnel Definition Page with the definition of
“the sel ected entry di spl ayed .therein. Referring to FIG 7, the IP

Tunnel /Filter Query Page is shown. This page brings together the two
separate definition groups on an internet firewall, IP tunnel and IP filter
definitions. The IP filter groups are described in the crossreferenced,
copendi ng application incorporated by reference above. It allows the

adm nistrator to execute queries against the list of IP filter rules based
on selections on the sane IP tunnel grap® as shown on the I P Tunnel Graph
Page.. This-graph 512 is shown in the display pane 510. Selecting an IP

Tunnel line 514 in the graph_and th un _quer tton 524 in the display
action pané ﬁﬁ?FmbEﬁﬁrHﬁg% SHudfy §§5W' ;ghég TN YEEr rules list.
P filter rskkschedd naf somt&hmIﬂ?tuunndlidéﬁnnmulmmnfbnttha

adm ni st rat%%le{:gédeéﬁg}g %q:eegld_r £ %erﬁfeﬁl I tﬂeag%r es srout e

all 1P pack rom a a&our e ad I hat i 6n and
port nunberrehumghtanstapt &5RQI tohsetwdhed diisfe Pane medifiedi on.

button, and in step 1523 the IP tunnel graph is redrawn.

In step 1545, the system determines whether the load
from firewall button was pressed. If so, step 1550
determines whether the list pane modified bit was on. If
not, the administrator is asked from which firewall to
load in step 1553. 1In step 1555, the IP tunnel
definition from the specified firewall is loaded. In-
step. 1560, a test determines whether there were any
errors in the loading. If so, the errors were posted in
the ticker tape pane in step 1563 and the process returns
to step 1500. If there are no errors in the loading in
step 1565, the success is posted in the ticker tape'pene.
The IP tunnel list in the list pane is replaced with the
loaded IP tunnel'ilst in step 1570. 1In step 1573, the
list pane modlfled bit is set off. The process returns
to step 1523 where_the IP tunnel graph is redrawn in the
display pane. _

In step 1575, the administrator is asked whether the
current list pane contents should be saved. If the
administrator indicates to save the list pane contents,
in ste§-1580, the contents are saved as an IP tunnel
table on the target firewall. 1In step 1583, the results
are posted in the ticker tape pane. At this point,-the
process returns to step 1553 to query the a&mlnlstrator
as to which firewall to load from.’

Now referring to FIG. 13B, the test in step 1585
determines whether save to firewall button was pressed.
If so, in step 1590, the administrator is asked as to
which firewall to save. In step 1593,'the IP tunnel
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The display action pane 520 provides two action selections to the
radm ni strator, one button 522 to clear the highlighted IP tunnel selection
i n display pane and the other button 524 to run the query defined in the

di spl ay pane based on the selected IP tunnel line. The display action pane
al so displays the ID 526 of the selected IP tunnel and a nunber 528 in a

| arge font indicating the nunber of IP filter rules that matched the query
test. 18 As with the | P Tunnel Query Page, the neter pane 530 displays a
graphical bar 532, but in this case visudlly indicates the distribution of
the matched IP filter rules. Those IP filter rules that matched the query

are narkedir1é;djfferent co#or than the rest of the bar. The bar, 532 is
cal led a sc&inhbions; inethe I1&haPRPCaRTCSRYRAY ton tSReGEE1ed; o
rul es that maixdeailhe The results of the saving are posted in the

Ticker Tape pane, step 1595. The process returns step
1500 to wait for user input. In step 1597, the action is
classified as an unknown action and the process returns
to wait for user input to step 1500.

. FIG. 14 is a flow diagram of system actions in
response to user input in the display action pane of the
IP Tunnel Query Page. The process begins-in step 1600

- where the system waits for user action. In step 1605,
the system determines whether the- clear button was .
pressed. In step 1610, the IP tunnel values are removed
from the display pane, i.e. the entry fields are no
blank. In step 1615, the meter pane’s linked list is o
cleared and the meter pane is displayed. In step 1626,
the ticker tape pane is cleared. In step 1625, zero is
displayed as thé\number matched in the display action
pane. The procegg\returns to step 1600 to wait for user
action. n _ }

In step 1630, the system determines whether the run
query button was pressed. If so, in step 1635, the meter
pane link list is cleared and the variable "i" which is
used to increment the counter through the IP tunnel table
is set to 1. 1In step 1640, process determines if "i" is
greater than the number of IP tunnels in the IP tunnel
table. If not, step 1640 determines whether the IP
tunnel table matches the query specification in‘the IP
tunnel entry. This is done by matching the inputs in the
display pane against the indexed row in the list pane.
Tn step 1650, the IP tunnel. table indexed by "i" is added
to the meter pane link_list. In step 1655, "i" is
incremented by 1 and the process returns to step 1640.
If "i" exceeds the number of IP tunnel in the IP tunnel



query and their distribution in the IP filter rules list. A snmall bar 534
‘next to the scatter bar is used as a positional cue to showthe IP filter
rules currently displayed in the |ist pane 540. The list pane 540 shows a

list 542 of all the IP filter rules defined on the firewall. Once the
adm nistrator selects a line 514 in the display pane 510 which represents
an | P tunnel definition, the web page will color all.the IP filter rules in

the list 542 that are defined with the sane IP tunnel ID. The IP filter
rul es that matched the query are preferab?y displayed in a different col or,
as opposed to highlighting the entries, since highlighting is reserved for

selection in e interfac The: adm ni strator can, sel ect an entry, i.n the
st Lo oai tobla GEamae60 (dst eratnes whePhef inecneEert hagy Binks o
adm ni strat Qistto Hazackersttied. of IfPsdj | the makehing entiriesaldrd\shad@édi ng

dni i ot r at OF he A eE BHET RBE8 16F7E, pureteptoid alibralEa dn

pushbut t ons the4 tiEkeay ippe pane step 1670 and in step 1675 the
number matched is displayed in the display action pane.
The process returns to step 1600 to wait for user action.
In step 1680, the action is unknown and the process
returns to step 1600.

In FIG. 15, the system actions in response to user
input to the list pane in the IP Tunnel Query Page are
illustrated. The system waits for user inpﬁt at step-
1700. In step 1705, system determines whether an entry
was selected. If so, in step 1710, the entry is replaced
in the display pane. The display action matched number
is changed to "zero" in step 1715. Next, in step 1720,
the meter pane linked list is cleared and the shading is
also cleared in*;he meter pane. This returns to step
1700 to wait for;ﬁéer action. _
_ In step 1725,!the.system determines whether the list
'scrolled in the list pane. If so, in step 1730 the
position queue vertical bar in the meter pane is changed
to match what is displayed in the list pane in step 1730.
The process returns to stép'1700; In step 1735, the
system determines that the action is unknown and does
nothindi Thus, returns to step 1700 to wait for user
action.

The system actions in response to user inpﬁt in the
list action pane of the IP Tunnel Query Page are depicted
in FIG. 16. 1In step 1800, the system waits for user
input. In step 1805, the system determines whether the
edit button was pressed. If so, in step 1810, a test
determines whether there was an entry in the list'pane
and whether it was selected. If not, Ehe system returns

e~
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filter rule is described in the cross-referenced application at a Filter
Definition Page. Data Structures for | P Tunnel Pages | PTunnel Tabl e
Structure 19 Nunber of | PTunnel Structures Pointer to |PTunnel
Structures | PTunnel Structure Tunnel 1D Target Address Local Address
Encryption Al gorithm Session Key Lifetinme Session Key Refresh Tine
Initiator Authentication Policy Encryption Policy

33
to step 1800. If so, in step 1815, the contents of the
‘selected entry are stored in a temporary IP tunnel
definition structure. In step 1820, the IP Tunnel
Definition Page is displayed and in step 1825 the
contents of the temporary IP tunnel definition structure
are placed in the display pane. Next, the system goes to
the IP Tunnel Definition Page actions, step 1830, which
were discussed in connection with FIGs. 10, 11, 12, 13Aa
and 13B.

In step 1835, a test determines whether the load IP
tunnel button was preSsed. If so, in step 1840, the load
IP tunnel definitions on the firewall are stored. 1In
step 1845, the new IP. tunnel table is diSplayed in the
List Pane. The process returns to step 1800.

In step 1850, the system determines that the action
is unknown and does nothing. The process returns to step
1800 to wait for\user input.

The system ééﬁions taken in response to user input
to the display action pane in the IP Tunnel/Filter Query
Page are depicted in FIG. 17. The system waits for user
input in step 1900. In step 1905, system test to
determine whether the clear button was pressed. If so,
the highlights are removed from the graph and display
pane, step 1910. In step 1915, the meter pane link list
is cleared and the meter pane is redisplayed. In step
1920, the ticker tape pane is cleared. 1In step 1925,
zero is displayed as the number of filter which,hatched
in the display action pane and the number of selected IP
tunnels are displayed, the process returns to.step 1900.

In stép 1930, the system determines whether to run a
query button was pressed. if so, in step 1935, the meter
pane link list is cleared and variable "i" set to 1. 1In
step 1940, a test determines whether wiv s greater than
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<...other variables custom zable to each firewall...> Coment [P Tunnel
‘Definition Page Data Structures ListPane nodified status bit ListPane

| PTunnel Tabl e structure DisplayPane nodified status bit D spl ayPane

| PTunnel structure IP Tunnel G aph Page Data Structures D spl ayPane

| PTunnel Tabl e structure ListPane | PTunnel Table structure Tenporary | PTunnel
structure | P Tunnel Query Page Data Structures DisplayPane | PTunnel ,
structure DisplayActionPane matched tunnel nunber MeterPane upper bound
Met er Pane mat ched | PTunnel Tabl e 34

the number of IP filter rules in a list pane. If not,
step 1945 is performed which determines whether the IP
filter table has a tunnel ID which matches the selected
ID tunnel in the display pane. If so, in step 1950, the
Tunnel definition indexed by "i" in the IP filter table
is added to the meter pane link list. ©Next, in step
1955, the variable "i" is incremented.

In step 1960, the system tests whether the meter
pane link list has any entries. If so, in step 1965, the
meter list entries matching the query définition are
shaded in the meter pane. Next, in step 1970, the result
is displayed in the ticker tape pane. In step 1975, the
number of matching filters is displayed in the display
action pane. The process returns to step 1900.

In step 1980, the system has encountered an unknown
action. It returns to step 1900 to wait further,usef
action. -

The system a&tions and response to user input to the
list pane and the iP Tunnel/Filter Query'Page are
depicted in FIG. 18. The system waits for useér input in
step 2000. In step 2005, the system determines whether
an entry was selected. If so, in step 2010 the display
action method numbers chaﬁge to I-'zero". The selected IP
tunnel is removed from the display action pane. In step
2015, the meter pane link list is cleared and the meter
pane is redisplayed. In step 2020, the highlig@t 18..
removed from the selected entry in the display,pahé.

The test in step 2025 determines whether the list
was scrolled. If so, in step 2030, the posiéion gueue on
the vertical bar in the meter pane is changed to matched
what is displayed in the list pane. 1In step 2035, the
system has encountered an unknown action. The process
returns to step 2000 to wait for user input.
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20 ListPane. | PTunnel Tabl e structure Tenporary |PTunnel structure IP
Tunnel /Filter Query Page Data Structures D splayPane | PTunnel Tabl e

structure DisplayActi onPane matched filter

Met er Pane matched FilterRul eTabl e structure ListPane FilterRul eTabl e
structure Tenporary FilterRule structure The data structures |isted above
I ncl ude the | PTunnel Tabl e structure. This structure holds all the IP
tunnel s defined on the firewall. The | PTunnel structure represents al
attributes of a single tunnel definitiogs For, exanple, the |ocal and

target addresses in a tunnel

Addi ti ona

the IP

nunber Met er Pane upper bound

t he

definition are used to establish the source
and destination firewall nmachines on the end points of the IP tunnel.

| P t UBne| aationsutekemntiudsathd e td eher kpsEoackiigori t hm
and the auta(lifatiRl PBl rahn8lY#h i bid¥y |Pad@Ches S1 PRaSERE ddy Oough

in FIG. 19. 1In step 2100, the system waits for user
action. In step 2105, the test determines whether the

edit entry button was pressed. If so, in step 2110, the

test determines whéther an entry in the list pane was
selected. If not, the system waits for user action in
step 2100. 1In step 2115, the contents of the selected
entry are stored in a temporary IP filter rule structure.
In step 2120, the IP Filter Definition Page is displayed.
In step 2125, the contents of the temporary IP Filter-
rule structures displayed in the display pane at step
2130 the system goes to the IP Filter Definition Page
actions which are described in the copending,
crossreferenced application incorporated by reference
above. '

The test in step 2135 determines whether the load
filter list button\was pressed. .If so, in step 2140
these IP/Filter Definitions from the firewall are stored.
In step 2145, the new IP filter table is displayed in the
list pane. The process returns to step 2100 to wait for
user input. In step 2150, the system has encountered an
unknown action and takes no action. The process returns
to step 2100.

While the description-above has been related to IP
tunneling and filtering, i.e. the tunnel and filter rules
promulgated by the various Internet bodies, the invention
has application to any set of tunnel and filter rules
which may be imposed between secure and nonsecure
networks. For example, the point to point tunneling

protocol originally proposed by the Microsoft Corporation:

could be administrated by the use of the present
invention with a minimum of adaption. :
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tunnel. The I P Tunnel Definition Page data structures contains the data
structures used to display and keep track of information on this Page. The
Li st Pane nodified status bit indicates if tunnel definitions have been
added to list of IP tunnels since the tunnel definitions were |ast |oaded
into the interface. The ListPane | PTunnel Table is the set of tunnel

definitions loaded fromthe firewall. The Di splayPane nodified status bit
indicates if ‘the admnistrator has changgd any information on the
Di spl ayPane. The Di spl ayPane | PTunnel 21 structure holds all the val ues

di spl-ayed in the display pane itself. The IP Tunnel G aph Page data
structures cont qiRs1&hendat avehtini s Usesh t ShewaPhad asdckadied rack of

i nformation on this page. PLSpLayRane LPTuBNelIable. 8 areos, st will
be understood by those skilled in the art that the
invention can be practiced, with modification, in other
environments. For example, although the invention
described above can be conveniently implemented in a
-general purpose computer selectively reconfigured orxr
activated by software, those skilled in the art would
recognize that the invention could be carried out in
hardware, in firmware or in any combination of software,
firmware or hardware including a special purpose
apparatus specifically designed to perform the described
invention. Therefore, changes in_form and detail may be.
made therein without departing from the spirit and scope
of the invention as set forth in the accompanying claims.

We Claim:

RS e o
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the set of tunnel definitions |oaded fromthe firewall and this information

s usedto-graph the tunnels in this pane. The ListPane | PTunnel Table is

t he se la@j tions | oaded fromthe firewall. The Tenporary
IPTuna}ui uaﬁﬁ j Mﬂ%ed to hold a selected IP tunnel definition that is
used nformation to the IP Tunnel Definition Page as a

result of an adn1n|strator s action on the page. The | P Tunnel CQuery Page
data structures contains the data structures used to display and keep track
of information on this page. The D spl &®Pane | PTunnel structure holds al

t he val ues displayed in the display pane itself. The Di spl ayActi onPane

mat ched tunnel nunber is the nunber of tunnel definitions |oaded in the
interface that match the query specifiQiftiMih of the I P tunnel in the

di spl ay pane. The Met erPane upper bound is the nunber of tunnel definitions

| oaded in the interface. The MeterPane nmatched | PTunnel Table s a set of
t hose tunnel.def Anmethes fosuafmipiskering, tepneliny rat éh Girevwrbly '

speci fication of cbhgutRr Btledn 4 NCeditd! SOMPREEr network and a

nonsecure computer network, comprising the steps of:

presenting a graphical depiction of tunnels
between addresses in the networks as lines
connecting icons representing network addresses:

responsive to user selection of a first line,
displaying a selected tunnel definition represented
by the first line; and

responsive to user input, performing an action
on the selected tunnel definition.

2. The method ab recited in claim 1 wherein the
graphical depiction of the tunnels can be
selectively altered to show all the defined tunnels,
show the active tunnels or show the inactive tunnels-
according to user input.

3. The method as recited in claim 1 wherein the lines
are drawn in different manners each 1nd1cat1ng a
property of the respective tunnel. .

4. The method as recited in claim 3 wherein the
property is a security status enabled for the
tunnel. ' '

REPLACED SHEETS SG
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The ListPane | PTunnel Table is the set of tunnel definitions |oaded fromthe

firewal l—Fhe—TFemporary—+PTunnel structure is used to hold a selected IP
tunnel degia tul am used when transferring information to the IP
Tunnel DEM'“””!E“!F’%H{IH aresult of an administrator's action on the
page. ThelPc n | | =er Query Page data structures contains the data
structures used to display and keep 22 track of information on this
page. DisplayPane | PTunnel Table is the $gt of tunnel definitions |oaded
fromthe firewall and this information Is used to graph the tunnels in this
pane. The Di spl ayActi onPane matched filter nunber is the nunber of IP

filter rulss |OQﬁédnieftHdEd&tﬁéﬂ‘éﬂtmtcmmhlthhei‘éhﬁﬁ&ﬁ|P tunnel 1D
in the display ane Th t er Pane upper bound is he nunber, of. fi]ter
rul es | oaded in Fﬁ?hﬁﬁ?grgggﬁ' Nﬁ? i?g fg an tnaieid'Te indicate

the direction f:om.whlch each tunnel originated.

6. A method for administering tunneling on a firewall
computer between a secure computer network and a
nonsecure computer network, comprising the steps of:

presenting a user interface having a first pane
in which a tunnel definition can be entered;

responsive to user input, running a query on an
entered tunnel definition to determine whether any
existing tunnel definitions match the entered tunnel
definition;

displaying results of the query in a scatter
bar in anotﬂér pane in the user interface, wherein
locations of ﬁatching tunnel definitions are
indicated by lines through the scatter bar; and

responsive to user input, performing an action
on a selected tunnel definition.

7. The method as recited in claim 6 further comprising
the steps of:
displaying a list of tunnel definitions in a
third pane wherein the matching tunnel definitions
are displayed in a different manner than nommatching
tunnel definitions; and

N
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matched FilterRul eTable is a set of those filter rules |oaded in the
I nterfac match the selected IP tunnel IDin‘the display pane. The
Li st Pane [ilterRuIeTabIe |s the set of IP filter rules |oaded fromthe

firewall. m,ﬂvmumu lterRule structure is used to hold a sel ected
filter ru en transferring information to the IP Filter
Definition Page as"a festilt of an administrator's action on the page. Those

skilled in the art would recogni ze that er data structures with other
conbi nati ons of data could be used in alternate enbodi nents. The process
which the systemtakes in response to user input in the display pane of the

| P Tunnel Definition Pageshpa %Caesmam%& roI'iﬁiafHéJQ?éstl@égsaﬁtE@xStep
1000 where the systen1|s maltl .user In I.n step th

ng for
syst em det er ni nes Biet et"ﬂ%ajpgr?%aﬁu{-’? cﬁﬁ%ngr gsgeéltllfo%@ |FP§tH‘355010
the value from t hem¥amel adefiriiyiénsel displapeahed. thee tlghtdipaséep 1015

det er m nes mhether th re is a value h sogi ted nt field. If not,
the systemreturng TR & & A1 8ed P11 88588 ei"'derinfe fons

represented by the scatter bar.

8. The method as recited in claim 6 further comprising
the step of displaying a small bar proximate to the
scatter bar indicating a concentration of matching
tunnel definitions. |

S. A method for admiﬁistering tunneling on a firewall
computer between a secure computer network and a
nonsecure computer network, comprising the steps of:

presenting a graphical depiction of tunnels
between addresses in the networks as lines
connecting 1cons representing network addresses;

responsive to user selection of a first line,
displaying a list of filter rules applicable to a
selected tunnel represented by the first line; and

responsive to user input, performing an action
on a selected filter rule.

10. The meﬁhod as recited in claim 9 further comprising
the steps of: '

responsive to user input, running a query oh
the selected tunnel to determine whether any
existing filter rules are applicable to the selected
tunnel; and

N
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t,o step 1000. If there is a value in the entry field, the ping programis

run on tﬁé‘vafue—rﬁ—s%ep-LOZD The process proceeds to step 1025 where the
“out put of n |s sent the neter pane for the duration that the
command i ﬂ mmm'm”mﬁgﬂ strator can view the 23 success or failure of
the ping ifh thist process returns to step 1000 to wait for further
user action. |If the test in step 1005 is negative, the test in step 1030
determ nes whet her the traceroute button was pressed. If so, in step 1035,
the value fromthe associated entry fielghis fetched. Next, the step in

1040 determ nes whether there is a value in the entry field. If not, the
process returns to step 1000. If there is a value in step 1045, the

traceroute programis qilpldyime vesuwPts TOf ghecgaerpr dpcedsdariséep 1025
mhere t he out put of the trageroute programis sent_to %he .
in another pane i e user interface, wherein
locations of matching filter rules are indicated by

lines through the scatter bar.

11. The method as recited in claim 10 further comprising
the steps of:

displaying the matching filter rules in a
different manner than nommatching filter rules in
the list of filter rules; and

displaying a small bar proximate to the scatter
bar, the small bar indicating a position of the list
of filter rules displayed in the third pane relative
to a complete list of filter rules represented'by
- the scatter bar.
.\}

12. A system inclﬁding processor and memory for
administering tunneling on a firewall coﬁputer
between a secure computer network and a nonsecure
computer network, comprising:

means for presenting a graphical depiction of
tunnels between addresses in the networks as lines
connecting icons representing network addresses;

. means for responsive to user selection of a
first line, displaying a selected tunnel definition
represented by the first line; and

means responsive to user input for performing
an action on the selected tunnel definition.
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met er pane for the duration that the command is run. The process returns to
step 1000. If the test in step 1030 is negative, the test in step 1055
det er m nes whetter—the—fi+nger button was pressed. If so, in step 1060, the
val ue fr entry field is fetched. The test in step 1065
determ nﬂmmmﬂmmmﬁfm. s a value in the field, if not, process returns
to step 1000¢ I¥ @0, sintstep 1070 the finger programis run on the val ue.
The process proceeds to step 1025 where the results’ of the finger program
are sent to the neter pane for the duratgqon that the command is run. The
systemreturns to_step 1000. If the finger button was not pressed in step
1075, a test determ nes whether an entry in the display pane was nodifi ed.
If-so, the nodified bit is set in step 1080 and the process returns to step
1000. If no_entry was nndlfled in SHal unr ni zed action
and the sysidm &Y stEhiafy ?éé é&% }%a WhET, q%ﬁ%o to wait .
for user input. Eh_}apmms&iéml@mom dﬂsuwsmmnensecannm in the
selectively altered to show all the defined tunnels,

show the active tunnels or show the inactive tunnels
according to user input.

14. The system as recited in claim 12 wherein the lines
are drawn in different manners each indicating a
property of the respective tunne;.

15. The system as recited in claim 14 wherein the
property is a security status enabled for the
tunnel.

i16. The system as recited in claim 12 wherein the
graphical depiction includes an indicate to indicte
the direction)from which each.tunnel originated.

17. A system including processor and memory for
administering tunneling on a firewall computer
between a secure computer network and a nonsecure
computer network, comprising:

means for presenting a user interface having a
first pane in which a tunnel definition can be
entered;

means responsive to user input for running a
query on an entered tunnel definition to determine
whether any existing tunnel definitions match the
entered tunnel definition;
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di splay action pane of the IP Tunnel Definition Page is depicted in FIG 9.
. The process begins 1n step 1100 24 where the systemwaits for user

acti nlgunta test determ nes_whether a clear button was pressed.

| f sil““mulﬂmm' he test determ nes whether the display pane nodified
"bit isrsét.t1f*"sc® i*n step 1115, the adnministrator is queried to determ ne
whet her the entry should be stored. If not, in step 1120, the I P Tunnel
:Definition is renoved fromthe display pane and each field is left blank.
Process returns to step 1100 to wait- for, further user input. However, if
the adm ni strator indicates entry shoul #2be stored, the process proceeds to
step 1177 wherein values are validated in the dlsplay pane. If the clear

button was not pressefobfsSEGR 412R1adih8S kedBR TR LHIEHIEEy t Bg IPdi fied

sel ected entry

scatter bar in another pane in the user intefface,
wherein locations of matching tunnel definitions are
indicated by lines through the scatter bar; .and

means responsive to user input for,pefforming
an action on a selected tunnel definition.

18. The system as recited in claim 17 further comprising
the steps of:

means for displaying a list of tunnel
definitions in a third rane wherein the matching
tunnel definitions are displayed in a different
manner than nonmmatching tunnel definitions: and

means \for displaying a small bar proximate to
the scatter‘bar, the small bar indicating a position
~ of the list of tunnel definitions displayed in the
third pane relative to a complete list of tunnel
definitions represented by the scatter bar.

19, The s&stem as recited in claim 17 further comprising
means for displaying a small bar proximate to the
scatter bar indicating a concentration of matching
tunnel definitions. o -

20. A system including processor and memory for
administering tunneling on a firewall computer
betweén'a secure computér network and a nonsecure
computer network, comprising: '

—_—
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button was pressed. If so, in step 1130, the values in the display pane are
Validated. In step 1135, a test is run to determi ne whether there were
errors in the vatidation—t+fso in step 1140, the errors are posted in the-
met er pan eturns to 1100 to wait for further user action.
If there j"ﬂl“H"ﬂIlﬁﬁ'ﬂ(ﬂ:m[’a' idation, in step 1145, the validation success
di spl ayed iI®h thennet er» pane. The process proceeds to step 1150 where a
test to determ ne whether an entry was selected in the |list pane is
conducted. If so, the selected entries replaced in the list pane with the
val ues fromthe di.splay pane and the proﬁgss returns to step 1100. If no
entry was selected in the list pane, step 1160 deternines whet her there is
alist entry with the sane | | f the n e the | P
tunnel entry with thd"S3M2 E%r,grﬁgspgc}gg a‘ngt satll' p%%é '\%:fl'é
di spl ay pane vm|ﬁnnﬂemsnbeteeenreaddeesw@ﬁtmn;ﬁhﬁ nedororks i a8. 1nheﬁhere .
's no entry with SR LEshY"PEbnk CrepRedbait ihl hdtiforid! digrbsstig di spl ay

pane

means responsive to user selection of a first
line for displaying a list of filter rules
applicable to a selected tunnel represented by the
first line; and

means responsive to user input for performing
an action on a selected filter rule.

21. The system as rec1ted in claim 20 further
campr1s1ng-

means responsive to user input for running-a
query on the selected tunnel to determine whether
any existing\ﬁilter rules are applicable to the
selected tunnei; and ‘

means for displaying results of the query in a
scatter bar in another pane in the user interface,
wherein locations of matching filter rules are
indicated by lines throuéh'the scatter bar.

22. The system as recited in claim 21 further -
comprising: '

means for displaying the matching filter rules
in a different manner than nommatching filter rules
in the list of filter rules; and
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25 are_aQQEQ_§§I$SEEQLL221in the list pane. The process returns to step
1100. In step Is run to determ ne whether the add sel ected
entry ssmanw@§gg sed If so, in step 1177, the values in the display

pane are ﬁep 1180, a test is run to determ ne whether there
are erro atlon The errors, if any, are posted in the neter
pane, step process returns to 1100. If there are no errors in

val i dati on, |n step 1190, the success of thé validation is displayed in the
meter pane and the process proceeds to st4dp 1160. I|f none of the test in
steps. 1105, 1125 and 1175 were successful the process assunes that it is

an unrecogni zed action and in ste 95 Jt does n igb g The .process
returns to step 1100 tBeR&S hQﬁ % gL Pre &R0 user
input in the [ist thanecaﬁ:tteheldal%,Twmlsxﬁen rbar ohn®hga tingdepipdsid-ion Fl G

of the list of filter rules displayed in the third
pane relative to a complete list of filter rules
represented by the scatter bar.

23. A computer program product on a computer readable
medium for administering tunneling on a firewall
computer between a secure computer network and a
nonsecure computer network, comprising the steps of:

means for presenting a graphical depiction of
tunnels between addresses in the networks as lines
- connecting icons representing network addresses;

means responsive to user selection of a first
line for displaying a selected tunnel definition
represented by the first line; and

means responsive to user input for performing
an action on the selected tunnel definition.

24. The product as recited in claim 23 wherein the
graphical depiction of the tunnels can be
selectively altered to show all the defined tunnels,
show the active tunnels or show the 1nact1ve tunnels
according to user input.

25. The product as recited in claim 23 wherein the lines
are drawn in different manners each indicating a
property of the tunnel.
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10. The process begins in step 1200 where the systemwaits for user action.

1n sLep_12Q5_4%44§4—€m%ern1nes whet her a |list pane entry was selected. |If
in s t det erm nes whet her the display pane nodified bit

was seﬂ Mﬁ“ﬂi‘@”u 1215, the administrator is queried as to whether

t he di shoul d be stored. If not, the contents of the

di spl ay pane are replaced with a selected entry fromthe list pane in step

1213 and the systemreturns by 1200. If the adm nistrator indicates that

di spl ay pane val ues should be stored, in ep 1220 the values in the

di spl ay pane are validated. The test in step 1225 determ nes whether there
are errors in validation. |If so, in step 1230, these errors are posted in

the neter pa T r t errors in
Step 1235, 't RE"sud D PLHEGE A et Ced! 2R SEdin b5 VAR
property is a securlty status enabled for the v

tunnel.

27. The product as recited'in claim 23 wherein the
graphical depiction includes an indicia to indicte
the direction from which each tunnel originated.

28. A computer program preduct on a eomputer readable
medium for administering tunneling on a firewall
computer between a secure computer network and a-
nonsecure computer network, comprising:

means for presenting a user interface having a
first pane in which a tunnel definition can be .
entered;

\-

means far responsive to user input for running
a gquery on an entered tunnel definition. to determine
whether any existing tunnel definitions match the

. entered tunnel definition;

means for displaying results of the. query in a
scatter bar in another pane in the user interface,
wherein locations of matching tunnel definitions are
indicated by lines through the scatter bar; and

means responsive to user input for performing
an action on a selected tunnel definition.

29. The product as recited in claim 28 further
comprising:

\
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et er pane.

t he same tunnel

pane. If step 1205 was negati ve,

In step 1240, a test determnes if there is alist entry with
ID as that fromthe display page. If there is, in step

is replaced in a list pane with the same IDwth

%ﬁg&;dl sm“l“umzmu‘mm I.n this case the ad.m' ni strat o.r is nmodifying a

Tunnel Defirfititon™ h&t already exists. If the test in 1240 is negative,
step 1250 the values in the display pane are added as a newrow in the |ist

taken in response to user input in List Action pane in the IP Tunnel.

Definition Page is .shown. In step 1300, the systemwaits for user input.

the action is unrecogni zed at step 1255
and processing continues to step 1200. Inggl Gs. 11A and 11B, the process

in

In

step 1303, a test determéen&s fbet desplagidel at &mrttro)etnﬁﬁmwas pressed.

If so, in step 13

the |ist pane.

user input.

renoved from

30.

31.

manner than nonmatching tunnel definitions; and

means for displaying a small bar proximate to

the scatter bar, the small bar indicating a position

of the list of tunnel definitions displayed in the
third pane relative to a complete list of tunnel
definitions represented by the scatter bar.

The product-as recited in claim 28 further .
comprising means for displaying a small bar
proximate to the scatter bar indicating a
concentration of matching tunnel definitions.

A computer program product on a computer readable
medium for aamlnlsterlng tunnellng on a firewall
computer between a secure computer network and a
nonsecure computer network, comprising the steps of:

means for presenting a graphical depiction of
tunnels between addresses in the networks as lines
connecting icons representing network addresses;

means for responsive to user selection of a
first line for displaying a list of filter rules
applicable to a selected tunnel represented by the
first line; and ' '

means responsive to user input for performing
an action on a selected filter rule.

ThIS Sheet Has Been. Reflaced
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the list pane. In step 1313, the deletion of the entry is posted on the
et er pane In the rP—Tunmel Definition Page. The process returns to step
1300. er the user pressed the activate entry button is
det er mi mmﬂ"l imummgte entry button is pressed, in step 1320, the
syst em det effmi hes®"whet lrer an entry was selected in the list pane. If not,
the process returns to step 1300. If there is a selected entry in step
1325, the active attribute for the selected IP tunnel entry is set to
active. The process returns to wait for @er action. An active tunnel is
one that the firewall can send |IP packets through if the filter rules are
defined to r t chi ng packets through th | P nnel. An IP
Tunnel can BﬁfdefT %dprﬁchﬁoFsm£ﬁ9¥£ﬁéaﬂPt 3R epl %Prgﬁéﬁéts. In step
1330, the test detempriieinwghether the

means responsive to user input for running a
query on the selected tunnel to determine whether
any'existing filter rules are applicable to the
selected tunnel; and

means for displaying results of the query in a
scatter bar in another pane in the user interface,
wherein locations of matching filter rules are
indicated by lines through the scatter bar.

33. The product as recited in claim 10 further
comprising:

means for dlsplaylng the matching filter rules
in a dlfferent manner than nonmatching filter rules
in the list of filter rules; and

means for displaying a small bar proximate to
the scatter bar, the small bar indicating a position
of the list of filter rules displayed in the third
pane relative to a complete list of filter rules
represented by the scatter bar.
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deactlvate entry button was pressed. If so, in step 1333, a test determ nes
“Whet her an entry was selected in the list pane. If not, the systemreturns
to wait for user action at step 1300. If an entry was selected in step
1335, the active attribute for the selected IP tunnel entry is set to
deactivate and the process returns to step 1300. The test in step 1339
deternmines whether the load fromthe firdnall button was pressed. If so, in
step 1340, the 1.0] a ' ri r i [ romwhich to

| oad the | P Tunnh€ "@éﬁ:«ﬁ, ‘%ﬁéﬁl@ﬁs?ﬁﬁs’ﬂt@& éﬁ@%ﬁ&l’iﬂlﬁﬁ#@&w& Lt i ons
fromthe specified firewall are Ioagﬁﬁgﬁggﬁ est in step 1350 determ nes
whet her there are errors in the | oadi here were, in step 1355, the

errors ar g nto the neter pane. If not, in step 1360, the success of
the loading is posted in the nmeter pane. In step 1365, the list pane
entries are rem‘ﬁﬁﬁiktéﬁ'ﬂgﬁmnﬂéhdgo(?’;ﬂ%réﬁaliémﬁ@heﬂ 180) betiec} £Bectrd

di spl ay pane entries are cleared In step 1 70<th)e é@sé'f ase pangonrlr%'gﬁi ed

bit is sewmetwdtk (T26) and a nonsecure computer network (110) in a web based interface is
~ disclosed. Tunnels.are displayed as lines connecting icons representing network

addresses. Selection of a line, brings up a selected tunnel definition in another pane or a
list of filter rules applicable to the tunnel. An action on the selected tunnel definition
may be performed. Queries can be run on a tunnel definition to determine whether any
exhﬁnglunmcldeﬁnﬂknm1nmrhtheen&nednmnmﬂdd&dﬁon,orvdmﬂmnthmmzmeany
filter rules in effect for a given tunnel definition. Results of the query are displayed as a
scatter bar (432) in another pane, wherein locations of ma_téhes are indicated by lines
through the scatter bar. A small bar (434)_is displayed proximate to the scatter bar
indicating. the position of "the displayed list relative to a complete list.
Fig. 2
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pgﬁbess returns to step 1300 to wait for user input. In step 1373, the
syst em deter m nes whether the save to firewall button was pressed. |f so,
the adm ni'strator is queried as to which firewall the IP tunnel definition
shoul d be saved in step 1375. In st€p 1377, the IP tunnel definitions are
saved to the specified firewall. The results of saving, step. 1379, are
posted in the neter pane. Next, the process returns to step 1300. Referring
nowto FIG 11B, the test in step 1380 det #28i nes whet her the shut down a
firewall button was 28 pressed. If this button was pressed in step 1385
all the IP tunnel definitions on the firewalls are shut-down ef:nmade

deacti ve. In , ,
meter pane in $tep 1395. In step 1390, the system determ nes whether t
val i date betwe¢n flrewalls button was pressed. If so, in
ADMIN FIREWALL
INTERFACE - -APIS
50 56
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step 1393, the tunnel definitions Between the firewalls, the source
firewal |l and the target firewahl is validated in the I P tunnel list. The
results of that validation i's posted in the neter pane in step 1395. The
val i dation process is the sane as provided by the firewall. In step 1397,
the system determnes that the action is an unrecogni zed acti on and does
nothing. At this point, the process reg??%s to step 1300 to wait for

further user input. The system actions taken response to user input to the
di spl ay action pane of the | R nel Graph Page are depicted in FIG 12.

The process begins in ere the systemwaits for user action. In
step 1405, the system whet her the show all button was pressed.

If so, in step 1410, t ifin_the display pane was redrawn show ng al
the I P tunnels. The pf rns Yo step 1400. In step 1415, the system
det er m nes whet her the-show—acljye butjon mas pressed. If so, in step 1420,
the graph is redrawn in the digplay pan i ng the active I P tunne
connections. The

110
/

/|
é

FIG. 2

100




N _

process returns to step 1400. In step 1425, the system determ nes whet her
tthe show inactive button was pressed. If so, in step 1430, the graph is
redrawn in the display pane highlighting the inactive |IP tunnel
connections. In step 1435, the systemclassifies the user input as an
unknown action and returns to step 1400 to wait for further user input.
29 System actions in response to user i in the list action pane in the
| P Tunnel Graph Page are depicted in FIG. 13A and 13B. 1In step 1500, the
process begins as a syste ts for user action. In step 1503, the system
det ermi nes whet her {ge—=a8 gntry button was pressed. If so, in step 1505,
a test- determ nes w entry in list pane was selected. |f not, the
process returns to § pait for user input. If so, in step 1507,

the contents.of the

a ¥

L1 @D

FIG. 3
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N ,
tenporary | P tunnel definition structure. In step 1509, the |IP Tunnel
definition Page is displayed. The contents of the tenporary |P tunnel
definition are displayed in a display pane step 1510 and the process goes
to the I P Tunnel Definition Page actions depicted in FIGs. 11, 12, 13A and
13B. In step 1515, the system determ nes whether the delete entry button
was pressed. If so, in step 1517--dét er mi nes whet her an entry in the |ist
pane was selected. If not, the process returns to step 1500 to wait for
user input. If so, in step 1519, the selected entry is renoved fromthe
list pane and in step 1520 the |ist pane #2B fied bit is set on. In step
1523, -the I P Tunnel Graph is redrawn to reflect the new contents of the
list pane. The process returns to wait for user input step 1500. In step
1525, the system determnm nes whether the activate entry buttoggwas pregsed.
If so, in step 1529, the system deternines whether an entry i the |i&t
pane was selected. If so, the IP tunnel definition for the
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selected entry is activated in step 1530 and the process returns to step
€520. In step 1535, the system deterni nes whether the deactivate entry
button was pressed. If so, in step 1539 30 determ nes whether an entry
in the list pane was selected. If so, the IP tunnel definition for the
selected entry is deactivated in step 1540. The process returns to step
1520 to set the list pane nodified. pButton, and in step 1523 the I P tunnel
graph is redrawn.- In step 1545, the system determ nes whether the |oad from
firewall button was pressed. If so, step 1550 determ nes whether the |ist
pane nodified bit was on. If not, the adnigﬂﬁiraior I s asked from which
firewdll to load in step 1553. In step 155%&% he |IP tunnel definition from
the specified firewall is |oaded. In step 1560, a test deternhges whet her
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errors in the loading. If so, the errors were posted in the ticker tape
Fane in step 1563 and the process returns to step-1500. If there are no
errors in the loading in step 1565, the success is posted in the ticker
tape pane. The IP tunnel list in the list pane is replaced with the | oaded
P tunnel list in step 1570. 1In step 1573, the |list pane nodified bit is
set off. The process returns to step 1525 where the | P tunnel graph is
redrawn in the display pane. In step 1575, the adninistrator is asked
whet her the current |ist pane contents should be saved. If the
admnistrator indicates to save the |ist pgﬂﬁ contents, in step 1580, the
contents are saved as an | P tunnel table o he target firewall. In step
1583, the results are posted in the ticker tape pane. At this, point, the
process returns to step 1553 to query the admnistrator as to Wwhich

" firewdll to load.from Nowreferring to FIG 13B, the test i 8Btep 1585
det ermi nes whet her save to firewall button was pressed. If solcin stepf
1590, the administrator is asked as to
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which firewall to save. In- step 1593, the |IP tunnel 31 definitions in

fhe list pane are saved to the specified firewall. The results of the
saving are posted in the Ticker Tape pane, step 1595. The process returns
step 1500 to wait for user input. |In step 1597, the action is classified

as an unknown action and the process returns to wait for user input to step
1500. FIG 14 is a flow diagram of _system actions in response to user input
in the display action pane of the I P Tunnel Query Page. The process begins

in step 1600 where the systemwaits for user action. |In step 1605, the
system determ nes whether the clear button was pressed. In step 1610, the
| P tunnel values are renpoved fromthe dispﬂ pane, i.e. the entry fields

are no blank. In step 1615, the neter pane's linked list is cleared and the
neter pane is displayed. In step 1620,
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the ticker tape pane is cleared. In step 1625, zero is displayed as the
funber matched in the display action pane. The process returns to step
1600 to wait for user action. In step 1630, the system determ nes whet her
the run query button was pressed. If so, in step 1635, the neter pane link
list is cleared and the variable "i»' which is used to increnment the counter
through the IP tunnel table is sét to 1. In step 1640, process determ nes
if "i" is greater than the nunber of IP tunnels in the IP tunnel table. If
not, step 1640 determ nes whether the IP tunnel table matches the query
specification in the IP tunnel epigy. This§p$ done by natching the inputs

I n the display pane agai nst the _xed rowin the list pane. In step 1650,
the I P tunnel table indexed by " Is added to the neter pane link list. In

step 1655, "i" is increnented bxil and the process returns to step 1640.
If "i" exceeds the nunber of I|P t uhge in the I P tunnel
owT . i
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32 table, step 1660 determ nes whether the neter pane link |list has
gentries. If so, the matching entries are shaded i'n the neter pane, step
1665. A result is displayed in the ticker tape pane step 1670 and in step
1675 the nunber matched is displayed in the display action pane. The
process returns to step 1600 to wait for, user action. In step 1680, the
action i s unknown and the process returns to step 1600. In FIG 15, the
system actions in response to user Tnput to the |ist pane in the | P Tunnel
Query Page are illustrated. The systemwaits for user input at step 1700.
In step 1705, -system deternines whether an entry was selected. If so, in
step -1710, the entry is replaced |n the dIS g y pane. The display action

mat ched numnber is change - | step Next, in step 1720, the
meter pane linked list iq WAEEPBACHRN r*mrshaﬁrnv g also cleared in the
meter- pane. This returns TO ste to wait for user actlF]G 9
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In step 1725, the system determ nes whether the list scrolled in the |ist
Pane. If so, in step 1730 the position queue vertical bar in the neter pane
is changed to match what is displayed in the list pane in step 1730. The
process returns to step 1700. In step 1735, the systemdeterm nes that the
action is unknown and does nothing. Thus, returns to step 1700 to wait for
user action. The system actions in_r€sponse to user input in the |ist
action pane of the IP Tunnel Query Page are depicted in FIG 16. In step
1800, the systemwaits for user input. In step 1805, the system determ nes

whet her the edit button was pressed. |If so, jgmStep 1810, a test determ nes
whet her there was an entry in the |ist pane whet her it was selected. If
not, the systemreturns 33—t+e—stepy 1800 If so, in step 1815, the
contents of the WAIT FOR ACTION o :
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selected entry are stored in a tenporary |IP tunnel definition structure. In
Sstep 1820, the I P Tunnel Definition Page is displayed and in step 1825 the
contents of the tenporary IP tunnel definition structure are placed in the
di spl ay pane. Next, the systemgoes to the IP Tunnel Definition Page
actions, step 1830, which were discussed in connection with FIGs. 10, 11,
12, 13A and 13B. In step 1835, a test ‘determ nes whether the load IP tunnel’
button was pressed. If so, .in step 1840, the load IP tunnel definitions on
the firewall are stored. In step 1845, the new I P tunnel table is displayed"
in the List Pane. The process returns to step 1800. In stéep 1850, the _
system determ nes that the action is un{ffgn and does not hing. The process
returns to step 1800 to wait for user input. The system actions taken in
response to user input to the display action pane in the| npel fH | ter

Query- Page are deplcted_Ln_ELG_1%7. The systemwaits fg@r t in step
1900. In step 1905, syst@ge-Laat fto _ " |
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determ ne whether the clear button was pressed. If so, the highlights are
senoved fromthe graph and display pane, step 1910. In step 1915, the neter
pane link list is cleared and the neter pane is redisplayed. In step 1920,
the ticker tape pane is cleared. In step 1925, zero is displayed as the
nunber of filter which matched in the display action pane and the nunber of
selected I P tunnels are displayed, the process returns to step 1900. In
step 1930, the system determ nes .whtther to run a query .button was pressed.
If so, in step 1935, the meter pane link list is cleared and variable "i"

set to 1. In step 1940, a test determ nes whether "i" is greater than 34
the nunber of IP filter rules in a list g If not, step 1945 is
performed which determ nes whether the IPTilter table has a tunnel 1D

whi ch mat ches t he s@ﬂected I D tunnel in the display pane. If so, in step
1950, - t he . -
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Tunnel definition indexed by "i" inthe IP filter table is added to the
mmeter pane link list. Next, in step 1955, the varrable "i" is increnented.
In step 1960, the systemtests whether the nmeter pane link |ist has any
entries. If so, in step 1965, the neter list entries matching the query
definition are shaded in the neter pane. Next, in step 1970, the result is
di-spl ayed in the ticker tape pane. J«n step 1975, the nunber of matching
filters is displayed in the display action pane. The process returns to
step 1900. In step 1980, the system has encountered an unknown action. It
returns to step 1900 to wait further user 33?'0n. The system actions and
response to user input to the |ist pane an e | P Tunnel /Filter Query Page
are depicted in FIG 18. The systemwaits for user input in step 2000. In
step 2005, the system determ nes whether an entry was selected. If so, in
step 2010 the display action method nunbers change to "zero". The sel ected
| P tunnel is renoved fromthe display action pane. In step
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2015, the nmeter pane link list is cleared and the neter pane is

tedi splayed. In step 2020,the highlight is renoved fromthe selected entry
in the display pane. The test in step 2025 deternm nes whether the |ist was
scrolled. If so, in step 2030, the position queue on the vertical bar in
the neter pane is changed to matched what is displayed in the list pane. In
step 2035, the system has encountered an’”unknown action. The process
returns to step 2000 to wait for usef input. 35 The actions taken to
user input to the list action pane in the IP Tunnel/Filter Query Page are
~illustrated in FIG 19. In step 2100, the systemwaits for user action. In
step 2105, the test determnmines whether the ##23 entry button was pressed.

If so, in step 2110, the test determ nes whether an entry in the |ist pane
was selected. If not, the systemwaits for user action in
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step 2100. In step 2115, the contents of the selected entry are stored in a
tenporary IP filter rule structure. In step 2120,  the IP Filter Definition
Page is displayed. In step 2125, the contents of the tenporary IP Filter
rule structures displayed in the displtay pane at step 2130 the system goes
tothe IP Filter Definition Page actions which are described in the

copendi ng, crossreferenced application incorporated by reference above. The
test in step 2135 determ nes whethef the load filter list button was
pressed. |If so, in step 2140 these IP/Filter Definitions fromthe firewall
are stored. In step 2145, the new IP filter tabs di splayed in the |ist

pane.- The process returns pq-steg 2100 to viaia3 | user input. In step
2150, the system has fered p® @own‘,,acu o and takes no action. The
process returns to stp@ 2 Qiu_gﬁ € [h& desgr\Spt on above has b rel a{ed
to I P-tunneling and f i %ﬁ p \Jd&|tunnel _ahd filter rul es $¥onmul gated
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has application to any set of tunnel and filter rules which may.be inposed
bet ween secure and nonsecure networks. For exanple, the point to point
tunneling protocol originally proposed by the Mcrosoft Corporation could
be adm nistrated by the use of the present invention with a m ni num of
adapti on. 36 Wiile the invention has been shown and described with
reference to particular enbodi nents thereof, it will be understood by those
skilled in the art that the invention can be practiced, with nodification,
in other environnments. For exanple, although the invention described above
can be conveniently inplenented in a generm1qggpose conput er sel ectively
reconfigured or activated by software, those Iled in the art would
recogni ze that the _jlnvention could be carried out in hgpdware, in firmware
(2]

or in any conbinatiqn.of sof t war e,
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fi.t mnvare or hardware including a special purpose apparatus specifically
designed to performthe described invention. Therefore, changes in form and
detail may be nade therein without departing fromthe spirit and scope of
the invention as set forth in the acconpanying clains. W Cl aim -37- W
claim 1. A nmethod for adm nistering tunneling on a firewall conputer
bet ween a secure conputer network and a ndnsecure conputer network,
conprising the steps of: presenting a-graphical depiction of tunnels

bet ween addresses in the networks as |ines connecting icons representing
net wor k addresses, wherein the graphical depiction of tunnels can be
selectively altered to show all defined tunnglf®3 show only active tunnels
or show only inactive tunnels; responsive to user selection, froma user,

of a first line, displaying a selected tunnel definition represented by the
first -line; and responsive to user input, fromthe user, performng an
action on the selected -
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M

twhnel definition. 2. The nethod as recited in claim 1 wherein the
tines are drawn in different manners each indicating a property of the
respective tunnel. 3. The nethod as recited in claim?2 wherein the
property is a security status enabled for the tunnel. 4. The net hod as
recited in claiml wherein the graphical depiction includes an indicia to

I ndicate the direction fromwhich each tunnel originated. 5. A net hod
for adm nistering tunneling on a firewall conputer between a secure
conputer network and a nonsecure conputer network, conprising the steps of:
-38- presenting a user interface having a fifgg3 pane in which a tunnel
definition can be entered; responsive to user T nput, fromthe user, running
a query on an entered tunnel ion to determ ne wh ny exi sting
tunnel definitions match the { l tunnel def@niti oR; ying results
of the query in a scatter bar bt her pane i#h rface,

¥s
wherein | ocations of matching def itionk\a; i\l by |ines
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N _ .
the scatter bar; and responsive to user input fromthe user, performng an
action on a selected tunnel definition. 6. The nethod as recited in
claim5 further conprising the steps of: displaying-a |ist of tunnel
definitions in a third pane wherein the matching tunnel definitions are
di splayed in a different manner than nonnatching tunnel definitions; and
displaying a small bar proximate to the scatter bar, the small bar
indicating a position of the list of "tunnel definitions displayed in the
third pane relative to a conplete list of tunnel definitions represented by

the scatter bar. 7. - The met hod as recit gﬁ?n claim5 further conprising
the step of: displaying a small bar proxi mat o] the scatter bar indicating
a concentration of matching tunnel TTTrrions. 8. A et hod for
adm ni stering tunneling on a firewa z2onputer betmeen a secure conputer
network ‘and a nonsecure conputer nef ®ew k, | conprising the steps of: - 39-
presenting a graphical depiction of &%me s between addresses in the
networks as |ines connecting icons r%%gsnnt' net wor k addr esses;
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responsive to user selection, froma user, of a first line, displaying a
tist of filter rules applicable to a selected tunnel represented by the
first line; displaying a list of filter rules in a scatter bar, wherein

| ocation of the filter rules applicable to the selected tunnel are

i.ndi cated by lines through the scatter bar,; and responsive to user input,
fromthe user, performng an action on a selected filter rule. 9. The
method as recited in claim8 wherein the display of the scatter bar is
responsive to a query on the selected tunnel to determ ne whether any
existing filter rules are applicable to-the 2ﬁg§cted tunnel . 10. The
nmethod as recited in claim9 further conpris the steps of: djsplaying

matching filter rules in a different manner than nonmatching ffidp rul es
inthe list of filter rules; and displaying@ §TalDb3r proxi_maé o the
scatter bar, the.small bar ir@ifaging a|posi®i poaluwie Iist |[adElilter
rules relative to a conpleteiptwofzfillter N Eégﬁresentedéﬁz t he
scatter bar. 11. A system Il & ggrrocess Difi = fenory fl2e
adm nistering tunneling on a fif %gpcnpufe? I a.seELﬁq; onput er
network and a nonsecure conputef %E‘t rif, compl i GEHE [neans f|@Spresenting
a graphical depiction of tunnelp detwee addres?s 3|t he netﬁE s as lines
connecting icons representing n dressepg, rgin the [grigphi cal
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depiction of the tunnels can be selectively altered to show defined

tunnel s, show only active tunnels or show only inactive tunnels; neans
responsive to user selection, froma user, of a first line, for displaying
a selected tunnel definition represented by the first line; and neans
responsive to user input, fromthe user, for performng an action on the

sel ected tunnel definition. 12. The systemas recited in claim1l
wherein the lines are.drawmn in different manners each indicating a property
of the respective tunnel. 13. The systemas recited in claim 12 wherein
the property is a security status enabled for the-tunnel. 14. The system
as recited in claim 11l wherein the graphical (nt'légl ction includes an indicia
of the direction from which eacl ori gi2 ed. 15. A system
i ncl udi ng processor and nenory fjor gdmini stering tunneling on a firewall
conputer between.a secure conpul §>§Qg rk and a nonsecyr <e_0@g§1uter
net wor k, conprising: neans for )sgﬁrg' ng a user g nterf@c¢uavijng a first
pane in which a tunnel definiti p2L&P be redy \ QWE
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nmeans responsive to user input froma user for running a query on an

entered tunnel definition to determ ne

definitions match the entered tunnel

definition;

whet her any exi sting tunnel
-41 - means for

di splaying results of the query in a scatter bar in another pane in the

user interface, wherein |ocations of matching tunnel

i ndi cated by lines through the scatter,

definitions are

bar; and neans responsive to user

i nput fromthe user for performng an action on a sel ected tunnel

definition. 16.
steps of:
wher ei-n the nmat chi ng tunnel

t han nonmat chi ng tunnel definitions; a

means for displaying a list of tun
definitions are

The systemas recited in claim15 further conprising the

definitions in a third pane
Isplayed in a different manner

nd nmeans for displaying a small bar

proximate to the scatter bar, the s ar indicating a position of the
list of tunnel definitions displayed inufpe third pane relative to a
conplete list of tunnel definitions E@;ented by the scatter bar. 17.
The systemas recited in claim15 fu gf co i Si ng:
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~

ngans for displaying a small bar proximate to the scatter bar indicating a
¢oncentration of matching tunnel definitions. 18.° A system incl udi ng
processor and nenory for administering tunneling on-a firewall conputer

bet ween a secure conputer network and ‘a nonsecure conputer network,
conprising: neans for presenting a graphical depiction of tunnels betmeen
addresses in the networks as |lines connecting icons representing network
-addr esses; nmeans responsive to user-selection, froma user, of a first line
for displaying a list of filter rules applicable to a selected tunnel

represented by the first line; - @@ggor di splaying a list of
filter rules in a scatter bar, mhereln Iocatl of the fil r rul es

applicable to the selected tunnel are |nd|cata?_b¥_L:Fes t epugh t he
scatter bar; and means responsive to user iHput, dfxomth (Bpr, for
perform ng an action on a sel eﬁtednjllter rey e.o@géw T ﬁ.'{s/stem as
recited in claim 18 wherein tHe |duspay pf 2 tler gﬁﬁ $|responsive
to a query on the selected tunné ey m ne r kissting filter
auery S Bge vind BT afd listing
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a.r;e" apﬁl [ ' l@cted tunnel . 20. - Thi
clarm 19 am“neumu IIWME means for displayin
* hag [

a differents manner matchingfilteé rules
rul.es; and neans for displaying a snall b 4 pr ox

the small bar: indicating a position of the |ist

to a conpl etWeltAM:of fi[ter rules represented b ﬂ

conmput er program product in a conputer readable
tunneling on a firewall conputer between a secur

redi um f or
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nonsecure conputer network, conprising: neans fo

“PrEesentl

ng a graphi cal

depi ction ofl.t unneA sndildd\Re RdadEiERARE Surinelihd On REfieWall Toffpubdr MR BwERN 8&dutdJ
i cons representing network addresses, wherein the graphical depiction of

the tunnel’s ceaRuke nefldk bhd & thS%L:ﬁl‘acrc%ﬂxgrrL}%é flgﬁ\y&rﬂ,e{oh@)?ginﬁgeucg

active tunnels or show only Inactive t

Qg’ljeﬁs oEhow only

ns tesponsive to

Lannet def i ni 11 on PRESPUER BrmmBisgl donictiinf Hinaigboriiniadtiessds & e nEfiorks os

lines connecting icons representing network addresses, wherein the graphical depiction of

tunnels can be selectively altered to show all defined tunnels, show only active tunnels or

show only inactive tunnels;

responsive to user selection, from a user, of a first line, displaying a selected

tunnel definition represented by the first line; and

responsive to user input, from the user, performing an action on the selected

tunnel definition.

2. The method as recited in claim 1 wherein the lines are drawn in different

manners each indicating a property of the respective tunnel.

3. The method as recited in claim 2 wherein the property is a éecurity status
enabled for the tunnel.
4. The method as recited in claim 1 wherein the graphical depiction includes an

indicia to indicate the direction from which each tunnel originated.

5. A method for administering tunneling on a firewall computer between a secure

computer network and a nonsecure computer network, comprising the steps of:
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ve to user input, fromthe user, for performng an action on
thewsHlﬁ &Ml finition. 22. The product as recited in claim?21
wher e dravvn in different manners each indicating a property
of the tunnel The product as reci88d in claim22 wherein the
property is a securl ty status enabled for the tunnel. 24. The product as
recited in clai m Ztesshtingamsériftepfaedhdiving a degvipaie rwhiok buakase] definitidh cambé 0
i ndicate the direction fromwhich each tunnel originated. 25. A conput er

program pr oaedred;N @ conputer readabl e -medium for admi nistering tunneling
on a firewal | cormputer between a secure computer network and a nonsecure

conput er_net wor k, (COURELS NG ANS m%{.ﬂéﬁé&ng&n 3 Y6y bR PGS0 IeD

a first pane i n whi unne on carn’ nmeans respon3| ve

to user in froma pser .for nn|n n entere t unnel
definiti onpt‘{?ﬁﬂgloé‘r% WBF ei’f‘%‘% E)‘%P‘grﬁ‘?gfut@é? mrateh Hheseniered fuqnsk
entered tunnel def|n|t|on nmeans for di splaying results of the query in a
scatter bar dgfigitisnn | ocations of matching tunnel definitions are indicated
by lines through the scatter bar; and

displaying results of the query in a scatter bar in another pane in the user

interface, wherein locations of matching tunnel definitions are indicated by lines through
the scatter bar; and
responsive to user input from the user, performing an action on a selected tunnel

definition.

6. The method as recited in claim 5 further comprising the steps of:
displaying a list of tunnel definitions in a third pane wherein the matching tunnel
- definitions are displayed in a different manner than nonmatching tunnel definitions; and
displaying a small bar proximate to the scatter bar, the small bar indicating a
position of the list of tunnel definitions displayed iﬁ the third pane relative to a_cqmplete

list of tunnel definitions represented by the scatter bar. .

7. The method as recited in claim 5 further comprising the step of:

displaying a small bar proximate to the scatter bar indicating a concentration of
matching tunnel definitions.
8. A method for administering tunneling on a firewall computer between a secure

computer network and a nonsecure computer network, comprising the steps of:
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-44- Teans responsive to user input fromthe user for performng an action

Corcnd IR "t 1 05 cpai ng e Pt ot oo e ot i one 2

viher ei rf t fie hat thi ng tunnel definitions at®e displayed in a different nmanner

than nonmatching tunnel definitions; and nmeans for displaying a small bar
proxi mate to the BEEERtEIE hghaphicaldepintion of sunnelsdhetweanrgddresprs<inithe netyforksas

list of tunnel definitions relative to a conplete list of tunnel
def i ni ti onslinegnonnestingdcdns representingmetwdrkaddrésses;  The product as recited
in claim25 further conprising neans for displaying a small bar proximate

to the scatter bafespouibiveafol wier Sel6ctRACHbAL kP, ¢ifa filt e, Wsplayneh list of filter
definitions. 28. A conput er program product in a conputer readable

rodi um for Al fichbait s b1AE) bl RsddNhL SRATRUI of bet veen a secure

conput er networ a nonsecure co conprising: neans for

presenting a graphical. depi.cti of .tunnel s_bet ween addresses J e .
networks as |i nesglégmﬁé Ofgiitﬁrsrql%sp‘?é"s%ﬁ??r ’n‘g}l“?XB‘P 0%?&18%)55‘@%5“%%4@
responsive to user selection, froma user, of a first line for displaying a
list of fil #RRlicabledq thesslectedipenel areindicpted by dines thrrugh the peatterbastians t he

first line;
responsive to user input, from the user, performing an action on a selected filter

9. The method as recited in claim 8 wherein the display of the scatter bar is
responsive to a query on the selected tunnel to determine whether any existing filter rules

are applicable to the selected tunnel.

10. The method as recited in claim 9 further comprising the steps of:

displaying matching filter rules in a different manner than 'nonmatching filter
rules in the list of filter rules; and

displaying a small bar proximate to the scatter bar, the small bar indicating a
position of the list of filter rules relative to a complete list of filter rules represented by the

scatter bar.

11. A system including processor and memory for administering tunneling on a
firewall computer between a secure computer network and a nonsecure computer
network, comprising: |

means for presenting a graphical depiction of tunnels between addresses in the

networks as lines connecting icons representing network addresses, wherein the graphical
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néans f ' ' “‘ist of filter rules in a scatter bar, wherein

| ocat i oiﬂnﬂ‘“mm“mum ul es applicable to the selected tunnel are

i ndi cat y | tnes thrdugh the scatter bar; and -45 - nmeans responsive
t-o .user input, fromthe user, for perfor'rﬁ(hg an action on a selected filter
rule. 29. The product as recited in claim28 wherein the display of the
scatter bar dppictiers pbithe tpanels cancheeselectivelyrdtesas tocshow defined) tunnelsieshomirpnly
whet her any existing filter rules-are applicable to the selected tunnel.

30. The agtivedunielssr shooi érilg indstied tunfiels;d f urther conprising: neans for

di splaying matching filter rules in a different manner than nonmatchi ng

filter rules in thRahd ?és?éﬁsi\;ei {ol er 5elbGion, AOth 4RSS of £ Tirst! 1HR] #4 digphiayinga! |

bar proximate to the scatter bar, the small bar indicating a position of

the list of s{)lﬁ:/ét%cﬁﬁnﬁé‘f _%?ig?t?@%ﬁeﬁ%@en&gdﬁ’yﬁx%%teﬁn%; Mdst of filter rules

represent ed e ScCa

means responsive to user input, from the user, for performing an action on the”

selected tunnel definition.

12. The system as recited in claim 11 wherein the lines are drawn in different

. manners each indicating a property of the respective tunnel.

13. The system as recited in claim 12 wherein the property is a security status
enabled for the tunnel.
14. The system as recited in claim 11 wherein the graphical depiction includes an

indicia of the direction from which each tunnel originated.

15. A system including processor and memory for administering tunneling on a
firewall computer between a secure computer network and a nonsecure computer
network, comprising:

means for presenting a user interface having a first pane in which a tunnel
definition can be entered;

means responsive to user input from a.user for running a query on an entered
tunnel definition to determine whether any existing tunnel definitions ‘match the entered

tunnel definition;
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.46 neans ' ' Ii"st of tunnel definitions in a third pane
wher ei n . m Nﬂ wmmHgl definitions are displayed in a different manner
t han non wnne efinitions; and ans for displaying a small bar

proximate to the scatter bar, the small “Bar i ndicating a position of the
list of tunnel definitions displayed in the third pane relative to a

conpl ete list of meamsefordisplaying results efthe quenyedn ascattercbasdntapatheppane imgthe
The product as recited in claim28 further conprising neans for displaying
a smal | baruger duterfate; witeréinelosstiving &f hatching dinusd idefiniions ree indicdted by dines
mat chi ng tunnel definitions. 31. A conputer program product on a conputer
readabl e me@is\phitAE s@MEt PArShEI 1 Ng tunneling on a firewal | conputer between
a secure computer network and a nonsecure conputer network, conprising the

steps O_f © means oL R FIFOHSI P ulr ARPUCAbmIBR! ekt 9t Plrforming an action on a -

selected tunnel definition.

16. The system as recited in claim 15 further comprising the steps of:

means for displaying a list of tunnel definitions in a third pane wherein the
matching tunnel deﬁnitions. are displayed in a different manner than nonmatching tunnel
definitions; and

means for displaying a small bar proximate to the- scatter bar, the small bar
indicating a position of the list of tunnel deﬁnitions displayed in the third pane relative to

a complete list of tunnel definitions represented by the scatter bar.

17. The system as recited in claim 15 further comprising:
means for displaying a small bar proximate to the scatter bar indicating a

concentration of matching tunnel definitions.

18. A system including processor and memory for administering tunneling on a
firewall computer between a secure computer network and a nonsecure giomputer
network, comprising:

means for presenting a graphical depiction of tunnels between addrfésses in the
networks as lines connecting icons representing network addresses;

means responsive to user selection, from a user, of a first line for &isplaying a list

of filter rules applicable to a selected tunnel represented by the first line;
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trunnelss in the networks as |ines connecting icons
represenrﬂﬂwmmmigﬁmesses; means for responsive to user selection of a
first lineTo alist of filter rules applicable to a sel ected
tunnel represented by the first line; antdheans responsive to user input
for performng an action on a selected filter rule. 47 32. The product
as recited in cl anmsafd fordispi®fing & iy 6£5fileg rule &ns scatispbars wherdim lacation dfifhet
for running a query on the selected tunnel to determ ne whether any

exi sting filgRF nfied ﬁ%li@ﬂﬁe P Ble! CRBleA thihel BR if8icael 89 lined RbugtRihé seBédt baf;0r

di splaying results the query In a scatter bar in another pane in the
user interfgﬁg,

means responsive to user input, from the user, for performing an action on a -

selected filter rule.

19. The system as recited in claim 18 wherein the display of the scatter bar is
responsive to a query on the selected tunnel to determine whether any existing filter rules

are applicable to the selected tunnel.

20. The system as recited in claim 19 further comprising:

means for displaying matching filter rules in a different manner than
nonmatching filter rules in the list of filter rules; and

means for displaying a small bar proximate to the scatter bar, tile small bar
indicating a position of the list of filter rules relative to a complete list of filter rules

represented by the scatter bar.

21. A computer program product in a computer readable medium for adrﬁinistering
tunneling on a firewall computer between a secure computer network and a nonsecure
computer network, comprising: | v

means for presenting a graphical depiction of tunnels between addresses in the
networks as lines connecting icons representing network addresses, wherein t}le graphical
depiction of the tunnels can be selectively altered to show defined tunnels, show only

active tunnels or show only inactive tunnels;
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wherein |l o ' phg filter rules are indicated by |lines through
thegscatteamnﬂlﬁ ,ﬁﬂgi’ duct as recited in claim10 further conprising:
means for displayingn ching filter rules in a different manner than
ronmat ching filter rules in the list of f43ter rules; and neans for
displaying a small bar proximate to the scatter bar, the small bar
i ndi cati ng a posi tmeans odspoisive tcstisepiselectidne fromu b aserd iof pl fageline fort displaying d
pane relative to a conplete list of filter rules represented by the scatter
bar . selected tunnel definition represented by the first line; and

means responsive to user input, from the user, for performing an action on the

_ selected tunnel definition.

22, The product as recited in claim 21 wherein the lines are drawn in different

manners each indicating a property of the tunnel.

23. The product as recited in claim 22 wherein the property is a security status

enabled for the tunnel.

24, The product as recited in claim 21 wherein the graphical depiction includes an

indicia to indicate the direction from which each tunnel originated.

- 25. A computer program product in a computer readable medium for administering_:
tunneling on a firewall computer between a secure computer network and a nonsecure
computer network, comprising:

means for presenting a user interface having a first pane in which a tunnel
definition can be entered;

means responsive to user input from a user for running a query on an entered
tunnel definition to determine whether any existing tunnel definitions match the entered
tunnel definition; |

means for displaying results of the query in a scatter bar wherein locations of

matching tunnel definitions are indicated by lines through the scatter bar; and
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means responsive to user input from the user for performing an action on a

selected tunnel definition.

~ 26. The product as recited in claim 25 further comprising:
means for displaying a list of tunnel definitions wherein the matching tunnel
definitions are displayed in a different manner than nonmatching tunnel definitions; and
means for displaying a small bar proximate to the scatter bar, the small bar
indicating a position of the list of tunnel definitions relative to a complete list of tunnel

definitions represented by the scatter bar.

27. The product as recited in claim 25 further comprising means for displaying a
small bar proximate to the scatter bar indicating a concentration of matching tunnel

definitions.

28. A computer program product in a computer readable medium for administeﬁné
tunneling on a firewall computer between a secure computer network and a nonsecure
computer network, comprising:

means for presenting a graphical depiction of tunnels between addresses in the
networks as lines connecting icons representing network addresses;

meéns responsive to user selection, from a user, of a first line for displa__g}ing a list
of filter rules applicable to a selected tunnel represented by the first line;

means for displaying a list of filter rules in a scatter bar, wherein loc__:ation of the
filter rules applicable to the selected tunnel are indicated by lines through the scatter bar;

and

This is the replacement sheet

20 JuL 200

Date:



vi

* c L M S *

& N 2

-45-
means responsive to user input, from the user, for performing an action on a

selected filter rule.

29. The product as recited in claim 28 wherein the display of the scatter bar is
responsive to a query on the selected tunnel to determine whether any existing filter rules

are applicable to the selected tunnel.

30. The product as recited in claim 29 fufther comprising:

means for displaying matching filter rules in a different manner than
nonmatching filter rules in the list of filter rules; and

means for displaying a small bar proximate to the scatter bar, the small bar
indicating a position of the list of filter rules relative to a complete list of filter rules

" represented by the scatter bar.
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WEB-BASED ADMINISTRATION OF IP TUNNELING ON INTERNET

FIREWALLS

ABSTRACT

Administering tunneling on a firewall computer (100) between a secure computer
network (120) and a nonsecure computer network (110) in a web based interface is
disclosed. Tunnels are displayed as lines éonnecting icons representing network
addresses. Selection of a line, brings up a selected tunnel definition in another pane or a
list of filter rules applicable to the tunnel. An action on the selected tunnel definition
may be performed. Queries can be run on a tunnel definition to determine whether any
existing tuﬁnel definitions match the entered tunnel definition, or whether there afe any
filter rules in effect for a given tunnel definition. Results of the query are displayed as a
scatter bar (432) in another pane, wherein locations of matches are indicated by lines
through the scatter bar. A small bar (434) is displayed proximate to the scatter bar
indicating the position of thé displayed list relative to a complete list.

Fig. 2

This is the replacement sheet

Date: 2 0 JUL 2001



