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I NCREASED SECURI TY FOR ELECTRONI C TRANSACTI ONS The present invention
provi des a process that adds security to the transaction to alleviate sone
of the risks involved. In accordance with the present invention there is
provi ded a nmet hod of conducting an Summary of the Present Invention online
transaction, said method including the steps of providing a transaction
manager; Field of the Invention in shopping online. Consuners are concerned
about security issues when using their «credit cards/debit cards to make
purchases. They ar INGREASEDISECURY Qg Fil ¢ DN TRANSALVINND t cards to
make purchases online, that it wll conprom se the security of their credit
cards/debit cards and they will be vulnerable to fraud. Should credit card
15 information go into the wong hands, credit card owners nmay be |iable for
transactions not 10 The present e-commerce environnent and systens do not
provi de peopl pield éfithé Dienfiemce and apparatus for achieving the method. The
met hod has particular application in The present invention relates tg.a
met hod of & ncTleaesegt iventtanrplates te b arathas AT ANGrEasHEAEEYTEH 4N g@ﬁ‘a%‘i ﬁﬁ‘&"%’m
online electronjc transf.er of nongy. gr j ed
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by them 25 i user to ransaction nmahager by a
| ogi n pl’OCGSSéor{dﬁ&ﬁ{g\QgQﬂﬁﬁeélémmréﬁﬁmt fromthe identified user;
generating a uniqueidentifier and sending the unique identifier to the
identified 30 user; associating the unique identifier with the transaction;

roviding the_unique [dentifier.to the transaction manager;
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10  The present e-commerce environment and systems do not provide people with confidence

in shopping online. Consumers are concerned about security issues when using their
credit cards/debit cards to make purchases. They are worried that by using their credit
cards/debit cards to make purchases online, that it will compromise the security of their
credit cards/debit cards and they will be vulnerable to fraud. Should credit card
15  information ’go into the wrong hands, credit card owners may be liable for transactions not

conducted by them.

The present invention provides a process that adds security to the transaction to alleviate
some of the risks involved.
20

Summary of the Present Invention

In accordance with the present invention there is provided a method of conducting an
online transaction, said method including the steps of: |
providing a transaction manager;
25 identifying a registered user to the transaction manager by a login process;
receiving a transaction request from the identified user;
generating a unique identifier and sending the unique identifier to the identified
user;
associating the unique identifier with the transaction;
30 providing the unique identifier to the transaction manager;

validating the unique idenﬁﬁcr; and
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validating the unique identifier; and performng the transaction in the
event that the unique identifier is valid. Preferably the transaction is the
transfer of noney. More preferably the transaction financial transaction to
pay a nerchant for the purchase of a product or service. 5 Alternatively the
transaction is the transfer of noney to a_third party. In one enbodi nent the
transaction is the transfer of noney from“one bank account to another.
Preferably the product or service is provided externally to the transaction
process. 10 Pref ePaionning therttanbastion i thhevent dhmp thesesquetideraifepisofalifegi st eri ng
the user with the transacti on nmanager. Preferably the nethod further
conprises the step of requesting the unique identifier, which follows

recei vi ng t h@rdfe@p { : in trapsaction

15 Tequest  canar rogan UARAERAHE M bl 6 Abhet. MRS EREN e Fanbfos bie

manager . Pr efigandialyransestion tpay & metcharn faahppireksse ofe psddept & seRB&H st ering t he
merchant with.the . transaction r;ranager. Preferably the nerchant receives the

)
transactidn f fGinatyely qngectiogdithe Arapsipy efumensy to héhird partyadniona enbqdizsdnt t 0
the transact i@ aiRagRls nEYSHAEAN R0 L6 ILRG Ll L angact [ on (el udes

transacti on nmanager causin e payne C Lperformng the
transaction includes the transacti on manager providing the nerchant with a
uni que transaction receipt nunber. Typically the paynment is nade into the
‘merchant' s b&FREeraly shgprodysl oppasvise istprovidedextemilly torthe rassactorpproses. ver i f yi ng
the identify of the user by providing a password to match a user nane,
wherein a confirmation password is stored by the transacti on manager, with

the passwpr dPREQUBISIEE A¥hbA BurtRLER @g&%@%ﬁ?@%&ﬁ% e TRL) o, RSSO d to.

verify the identity of the user. 30 Prefera que | ier is

uni que to thanseetraoanager. Preferably the unique identifier is send to the
user via a different communications neans to the communi cati ons neans over
whi ch the user engages in the | ogin process. Preferably the comrunications

means i ncl udpRfRaBIPMd Rethbl ﬁ[}ﬁ@?@omﬁ'isteg {Héasttépvo?lré’qlfe&?ngutﬂg %Hl%ué 9 e%. 1£ri, er
which follows receiving the transaction request. Preferably a user making a transaction

15 request comprises requesting the unique identifier from transaction manager.

Preferably the method further comprises the step of registering the merchant with the
transaction manager. Preferably the merchant receives the transaction request from the
user and provides the tfansaction request to the transaction manager. Preferably

20 performing the transaction includes transaction manager causing the payment to occur,
Typically performing the transaction includes the transaction manager providing the
merchant with a unique transaction receipt number. Typically the payment is made into

the merchant’s bank account,

25  Preferably the login process comprises verifying the identify of the user by providing a
password to match a user name, wherein a confirmation password is stored by the
transaction manager, with the password provided by the user compared to the

confirmation password to verify the identity of the user.

30  Preferably the unique identifier is unique to the transaction. Preferably the unique

identifier is send to the user via a different communications means to the



Is send to the user in a different session (at a different tine) to the
transaction request. Preferably the step of validation of the unique
identified provides a second | evel of verification of the user's identity,
which is unique to the transaction before the transaction is perfornmed. 10
transacti on manager conprises an on-line l;;anki ng service conputer server.

- Typically Preferably the transaction is conducted via an on-line banking
service, such that the the transaction is provided by the on-Iline banking
‘service. |n csmymikationemeansiyet which dlot iisenengagesia tlsealﬁ)gin%}ows&.hl’&?&aﬁl? thEDr €
sub-transactions  bei.n rovi.ded. by the on-line banking service. Preferably
a fee is pai d:om%@t@ﬁs_ E‘F?@ m‘ﬁﬁ‘?ﬂ?i lertlephonsy \ieanativelythewmiue identifert i on.
Al ternativel | : =l . s ervice pr.ovider for -
each sessi on.XS %HE%? ;lﬁaets%s veln;;l &éﬁ”?xfggﬁslegﬁ%ﬂagaggtd Iofﬁ?‘ﬂié ln%%) ?‘? nﬁ‘&?‘ﬂ%%%"é‘?% ce
provider for the overall provision of the on-1ine banking service.

Preferably the provision of the product or service is triggered by the
transact i %n. Q)Eﬁgrlﬂgb’ftgi” alsp of validatiom akthe unigue identifjed provides a sewnd teves of

i dentificatiQp,. Bbeferabl y. the transaction nager. conpri ses a
transaction ?grrllitqro Hc%g%ouﬁg{lﬁcg%f%Plggllilu’{lﬂ‘ée tf’(rig%gﬁbgg&lﬂ’?g‘?f‘ﬁ‘ﬁﬁé@ conpri ses
a uni que i demtahfaction Beeefoshédn conponent and uni que identifier validation

conmponent. 25 Also in accordance with the present invention there is a
met hod of identifying a user conprising the steps of. providing an

I dentificati , I ding fagi]itation s _for caonducting a
transact i on; DrSepans FRORHIPTR cotfied A an e e nkinessryion swetuihet the

10  transaction manager comprises an on-line banking service computer server. Typically

the transaction is provided by the on-line banking service.

In one embodiment the transaction is one session with one or more sub-transactions

being provided by the on-line banking service. Preferably a fee is paid to the on-line
15  banking service provider for each transaction. Alternatively a fee is paid to the on-line

banking service provider for each session. Alternatively a fee is paid to the on-line

banking service provider for the overall provision of the on-line banking service.

Preferably the provision of the product or service is triggered by the transaction.
20
~ Preferably the transaction manager comprises an user identification component.
Preferably the transaction manager comprises a transaction control component.
Preferably the transaction manager comprises a unique identifier generation component
and unique identifier validation component.
25 |
Also in accordance with the present invention there is a method of identifying a user
comprising the steps of:
providing an identiﬁcation means;
providing facilitation means for conducting a transaction;
30 identifying the user to the identification means;

issuing an identity authenticatéd code to the identified user;



issuing an identity authenticated code to the identified user; receiving a
request fromthe user to access an on-line service or purchase of a
requesting the user supply the identity authenticated code to the
facilitation receiving the identity authenticated code at the facilitation
nmeans; transferring the identity authentigated code fromthe facilitation
neans to the validating the identity authenticated code as being that
provided to the identified identification neans; user by the user
i dentification nmessesivingairequést frami the tser itmaccessenaineline service erpmetase oHm.
roduct by electronic transaction: Preferably sending the identit
guthenticgtear 8@&%%39¥ﬂ?9ﬁgwwa%@hbia a diffe¥ent nndg of connunicgtion; 15

Al so in accor danC?eq\gireét@ ttH@uafcé)E/ the YL ﬁﬂ%énﬁ%ét@d b&deatﬁttﬁ@ﬁéﬁi%tioﬂﬂ manager

conprising: neans f entifying a registered user to the transaction
manager by anieags;n process; neans for generating a unique identifier and

sending the unique identifier to the, identjfied user when a transaction
request i3 nade bWOFW@%‘@SF&‘BW%‘ﬂE%‘EFQW erdgehite faglitatign gieansig an
association of th Hﬂi e il fh.fi j t bans

receiving the uni grue |rgfcla{%tﬂ|5 *Iagxr%ﬁt?P%e%%&#ggggfréﬁggé%gﬁ&gg grr%%ré%eor
facilitatingideafifieativangeenef the transaction in the event that the unique
means for validating the unique identifier; and identifier is valid. time of

the request of th&alidatigedhe identify avthenticated wodg ascheingiheiepravided & theddpatified

é;gziﬁgt 'ngzeg?eg?y\{rttﬁegﬁs%rEd%n%iﬁgati%ﬁrn%g%@ahdpr eferably the transaction manager

10 facilitating the electronic transaction.

Preferably sending the identity authenticated code to the user is via a different mode of

communication;

15  Also in accordance with the present invention there is a transaction manager comprising:
means for identifying a fegistered user to the transaction manager by a login
process; ' |
means for generating a unique identifier and sending the unique identifier to the
identified user when a transaction request is made by the registered user;
20 means for recording an association of the unique identifier with the transaction;
means for receiving the unique identifier from the registered user; |
means for validating the unique identifier; and

means for facilitating performance of the transaction in the event that the unique

identifier is valid.

25
Preferably the transaction manager deducts money from a user’s account to cover the
money paid to the merchant. Preferably the transaction manager deducts money at the
time of the request of the unique transaction identifier. Alternatively the transaction
manager deducts mohey at the tiine of the transfer of money to the merchant,

30

Preferably the user’s account is with a financial institution. Alternatively the user’s



Preferably the transaction manager deducts noney from a user's account to
cover the nmanager deducts noney at the tine of the transfer of noney to the
merchant. Preferably the user's account is with a financial institution.
Alternatively the user's account is with the transacti on manger, the account
may be a credit account or a charge the user and nmerchant in place of the
exi sting account details. Preferably the transaction existing account with a
financial institution, whereby the new account details are used by account.
Pref erably t laccauntisswith theriransastige mangsuts ascovatumay beuntredih atcoantr ores pleingks t o
an existing account_detgllg are used by the transaction nager wth the
financial i n@5gt; %ﬁ‘?&%ﬁij&aﬂ%%ﬂ AGTE WSS AT a‘if@%‘%fir{ﬁ%t OFeSRIBHS oA he
exi sting acc : ' -3 ;5 f-ar.abl I : L que
ransacti on Lasund FeBuyiRng IR LBRNER Whinth HE o B AdHle IR, U

regi stration titedset hisd merhadton etice of thedaistih@aeomit debigls! Paeteablyl the trafksablgrager .
Preferablgl the merchant's registration details are stored in the database

i ncl udi ng®a GHANALRE USRY EiSaRAW RERONRY figtails fooleok mpethe rexisting rapeount details pad)thsst

dotail's st or SAsiE RAGH KPS AR tihe it BlobitRlrRborutl S iPBpfHR e
the 15 nerchant forwards the unique identification nunber to the

transacti on manager, the nerchants identification is checked by the
transaction Heefergbly the tsaraequesiditheguniaee Wansadiiantidentifier; by an detatrief cemettiorsent
to the transactd o nager,, wher eby vyal.j datin he identification nunber.
Preferably t%éefl?rﬁglxgg’&'%(%s rfﬁgfﬁtﬁagﬁpxc#gaé sarFfSt%ﬁ‘% et g’ﬁ{%‘ﬁﬁnﬂéﬂ}% Fansachiqiap)| e
to coverpgr a'ﬁ%ﬁgér?“P?éi&aﬁl?ethérﬁ%ﬁ&{t"so&lgﬂ AR dbRiO MY sRIrQY 'nqetgetq&tébgse
merchant 1f sufficient funds are available. between the user and the
transacti on mmchalpeg g usige: merehant identfitationd t he transaction secure line to

request the transaction nunber and the transfer of funds. Preferably the
link Preferably the nerchant |inks to the transaction manager by the

Internet or #:gedhi53h&bsers request for the unique transaction identifier is validated by checking

the user’s details stored in the database of the transaction manager. Preferably when the

15 merchant forwards the unique identification number to the transaction manager, the
merchants unique identifier is sent to the transaction manager, whereby validating the
merchants identification is checked by the transaction manager before sending the

identification number.

20  Preferably the transaction manager checks if sufficient funds are available to cover the
transaction and the transaction number is only provided to the merchant if sufficient funds

are available.

Preferably the merchant links to the transaction manager by the Internet or a dedicated
25  secure line to request the transaction number and the transfer of funds, Preferably the link
between the user and the transaction manager, and the merchant and the transaction

manager are secured by ‘encryption.

Detailed Description of the,In’ventiog
30  Inorder to provide a better understanding a preferred embodiment of the present invention

will now be described in detail, by way of example only, with reference to the



manager are secured by encryption. will now be described in detail, by way
of exanple only, with reference to the In order to provide a better
understanding a preferred enbodi mrent of the present invention Detail ed
Description of the Invention acconpanying drawi ngs, in which: Figure 1

met hod of the present invention; Figure 4 is a block diagram of a database
structure of the transaction manager; and 15 fund transfer transaction. Each
user nmust have an account with the transaction nmanager to Figure 2 process
ij Figure 3 dceompanymgrdaamings,in whiehx of the rel ati onship between entities
using the isr di grarrmati&i flow chart representing an exanple of a
transaction acedfdance W% MAPRBRIE W qintherrelatianship betavebh nlitic aghgrhef a
system archit saction manager of the present invention;
Figure 5is alﬁ%h%%ﬁftg%g%%;n 0 gﬁldata val i dati on process conducted by the
transaction Figmeder. tis andiaghmoatodReechat kdhr ' t |

manager is referred to as ZIQ%FUND i n Ref 'erri%g&télgmlg?gg%@ee%@?@ggsac{g@ ng
the nethod ofPT45ES iBRgeEdance Witk te meseatiaverttionn. A the drawi ngs. A user 4 uses

t he net hod ofg; pres jnvention to conduct .an elecfronic transaction
manager in raf §8n to%;%gkg‘\é?&gr%otﬁlsx&”ﬁ m?%@ﬁ%éﬁﬁﬁﬁlﬁaﬁl%mmgﬁh@ﬁ
W th use the thiegredent ventiog; account is specific to each registered user.

I nformation held by the nmanager. The transaction rmanager wi |l have the

di scretion t&igwste fi ifanbiogk diagmouot 5 database structure of the transaction manager; and
Figure 5 is a block diagram of a data validation process conducted by the transaction

10 manager.

Referring to Figure 1, entities using the method of the present invention are shown. A
transaction manger 2 is provided. The transaction manager is referred to as ZIPFUND in
the drawings.‘ A user 4 uses the method of the present invention to conduct an electronic
15  fund transfer transaction. Each ziser must have an account with the transaction nianager to
use the facility. The account is specific to each registered user. Information held by the
transaction manage in relation to each user is held in confidence and in compliance with
privacy laws. A user may maintain an Internet financial account with the transaction
manager. The transaction manager will have the discretion to issue financial accounts‘toy

20 approved clients.

An e-commerce merchant 3 is a person or entity that uses an Internet site to do business

with Internet clients. E-commerce merchants may register with the transaction manager 1o

use the facility provided by the present invention. The registration process énsures that the

25  e-commerce merchant site is a secure site and Internet clients are aware of this certification
by the transaction manager. E-commerce merchants are required to obtain the tranSactién
manager transaction identiﬁers from Internet clients prior to confirming payments. The
transaction identifier needs to be confirmed by the transaction manager in order to secure
payment from a financial institution. The transaction manager will maintain a database of

30 registered e-commerce merchants.



privacy laws. A user may maintain an Internet financial account wth the
transaction approved clients. use the facility provided by the present

i nvention. The registration process ensures that the with Internet clients.
E-commerce nerchants may register with the transacti on nanager to An
e-commerce nmerchant 3 is a person or entity that uses an Internet site to do
busi ness 25 e-commerce nerchant site is a secure site and Internet clients
are aware of this certification by the transaction nmanager. E-commerce
nerchants ar & firapgial dubtitusionpsuhrest hbartkr insacideoan appraget ldvelass Agids @mt an
identifiers fromlnternet ¢lients. priof to confirmn aynents. The paynent
froma fi nan}:‘Tt%fPeti b ?Stﬂ‘ﬁagﬂ’.le'T SP‘F‘%E%\JPW @f?ﬂﬂ?ﬁ%d@%g cg,m}g/ﬁ ARIUAL oF C%d%i(

dat abase trapggction identifier needs to be confirmed by the transaction
manager in order to secure registered e-comrerce nerchants. A financi al
institution, such as a bank 1, provides an approved |evel of funds that an
I nternet user has available. This may be, for exanple, via a charge account
or a credit Eedyercommercsdperhant sequiehen agcousk wisth a nancial dnstimiondn arfler toasi s

of an unders ' . nsaction_ man r_and a fjnancial,

Thstitut s on. TR Bl AR, deifecyibl AOBAC SRR BRORE Ry By replsii Hasacgons
| nt er net usefo #ndnhinaee fiddncsl aRAAGR of BE Bic¥ANRAL RSt The transaction
manager is responsible for all paynents of transactions Each e-conmmerce

merchant requires an account with a financial institution in order to to a
nom nated fipancj.al institution of the e-comerce nmerchant. Each fipancial
institution ﬁﬁ@l ﬁyw}agénspw&oﬁemw B’E?é’&@tﬁoo’i?e TEREGEPD ZREBEY 4c6esy to13 elients 10
financi alg | nfigiighl iRBmACKUARARPALAYEE (HavRNRNEAOM Wit HBbS Yiddas
enable a funds Preferably the transaction nanager uses a newy géenerated
account nunbiansfe aspept eftbe trivsactioninginagdr te carirt andntdrmet ndee’s fmaadigrstadhigt car d
nunber account_ for Qccount, fransaction the transaction identifiers sent by

an e- commer c€ HEREALACCONNL 4 1isusd dp pSuRBTRLIK the basiy e an padesandiegberanende i s a
trusted int eﬁﬁ?ﬁ?&tﬁ)ﬁ%ﬁhﬁ@& aﬁflg‘ﬁ'ngx?c?altiﬁ‘ﬁuﬁﬁﬁv' ces bet ween

15  The transaction manager is a trusted intermediary that provides the services between
Internet users, e-commerce merchants and financial institutions. In particular, fihe
transaction manager is an intermediary that a user can trust to interact between the
merchant and an electronic funds transfer system of a financial institution. The transaction
manager provides e-commerce merchants with an approved transaction number in

20 response to a transaction identifier sent to them via a secure network. The transaction
manager provides to the financial institution an approved transaction number for each of
the transaction identifiers sent by an e-commerce merchant via a secure network.
Preferably the transaction manager uses a newly generated account number to replace the
original credit card number and/or debit card number account for account transaction

25  processing. This adds another level of secﬁrity to the process.

The transaction manager is responsible for the security for Internet users carrying out their
business to consumer transaction. This is possible through the use of proprietary software,
accounting systems, design methodology, data definition and control processes.

30
Referring to Figure 2 the processing of a transaction is shown. The process starts at 5. An
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I nternet users, e-comerce nerchants and financial institutions. In
particular, the transaction manager is an internmediary that a user can
trust to interact between the nerchant and an el ectronic funds transfer
systemof a financial institution. The transaction nanager provides
e-comer ce nmerchants with an approved t[agsaction nunber in 20 response to a
transaction identifier sent to themvia a secure network. The transaction
manager provides to the financial institution an approved transactiaqn number
for each of 25ecREORLSS chthect o thedntemenalGidndractesses itheoransection imapage % Yia the
process. The transaction nmanager is._r sponiﬁg

| e for the securi .
| nternet usedstemet: r4 seg peaftle passverdghegk{s san te&é?fﬁﬁ%’?‘gtaf%?ﬁ%g)ct%‘%/g%‘ga%qns is
possi bl e t hrough the.use_of PLL . : 0 e § Y&®heBE., ardesi gn
net hodol ogy, “&ag’ﬁﬁerdef%i?%%&{ggd&%%ﬁ?{ é}sapfr%s\é\gé@ggg%%%ﬁ?r ra:aﬁeé to Figure 2

the processi ngnafunfeatib@RScheivpRd. ITheditemiot usthés rpouindsts registet or knild Bn aggount

I nternet user 4 connects to the Internet at 6 and accesses the transaction
manager 2svi avith thetramsactiomtmanagers encrypted. The Internet user is required to
register or hold an account wth the transaction nanager. manager. The ;
transacti on manager al so has network security access controls and Internet.

A user prof i eRARmePLdy fBeks 1 8 nmadi! iachdiiet fGhaniriRgsinppRametd. (Tat is
transaction e I'nternet user requests 7 a transaction identifier for his or
her shoppi ng theawsma¥ bafuesta transaotionislentifiene proyided that wilk baveacecasd of thedinit i er
be provided that will have a record.of the |lim t he, user al.

aut hori sed. The 8seaaoms tnbrAUtRLISES s;ﬁ‘tq ﬁH}‘i’“’E‘tﬁ’é‘uﬁ{})ﬁilFségi]@ @Fé‘ﬁﬂ@@ﬂ%&’%ﬁgl SO
put an agditi ) T diadd idl\6h thé 829360 dnORat AAbe eaiveRIGRMGULLSR NS NY
transact ggn f@@lﬁth}ér&%sl@cﬂa? e tlr‘anstrggti on&n%na%er cﬁecks 8 thegl nt ernet

user to ensurigedtifief. Tiis givesthe user cnircleover fhie ewaxiriinh valyiewé srandactionstbat way be ol

over the maxi mum val ue of transaction that ﬁ be valid userg}?gge .
transaction renthegised. cHhsftranpastipmeagager %@PM{{‘E e@elusst tognsyrg ePf Pigisa

manager site. L.f, the.dser |s.valj i j ssues at 11 a
If, as a resufdidgper ﬁ?{ggﬁlg@?‘[ﬁnﬁ%&%@&%&ﬁg Ee gg@;&aﬁg ﬁo?&ggﬁ?'d then they are
rejected fromthe transaction identifier. '

15 If, as a result of this decision at 10, the user is not valid then they are rejected from the

transaction manager site. If the user is valid the transaction manager issues at 11 a

transaction identifier.

The Internet user is then able to request a transaction, such as by selecting an item at e-
20 commerce merchant’s site at 12. Upon deciding to purchase the item the user provides the

transaction identifier to the e—connnercé‘merchant at 13.

The e-commerce merchant forwards for validation the transaction identifier to the
transaction manager at 14. The fransaction manager then confirms the validity of the
25  transaction identifier at 15. A security process including a merchant profile password -
checking is conducted by the transaction manager before access is approved. Further
network security access contrbls such as encryption are provided to prevent security

problems.

30  If the transaction identifier is not valid at 16 the transaction rejected. If the identifier is

rejected the e-commerce merchant is advised along with the reason for the rejection. If the



The Internet user is then able to request a transaction, such as by
selecting an itema commerce nmerchant's site at 12. Upon deciding to
purchase the itemthe user provides the transaction identifier to the
e-comer ce nmerchant at 13. transaction manager at 14. The transaction
manager then confirns the validity of the The e-commerce nerchant forwards
for validation the transaction identifier to the transaction identifier at
15. A security process including a nmerchant profile password checking is
conduct ed by trdmsadtioaridentifienis vaiidalyetradsadtionanengesdions R REMMAbn HUHORH.

net wor k securﬂ%/ access controls such as encryption are provi ded to prevent
security 30 |10¢ Bansaciondnanages{ssughft aprevedtengastion aumberaat 1760 theee-tomamemet i on
rejected. If £ ' L fl iﬁ]flgl' ee-co rge rchant i s advi sed
‘along with t h%lgﬁgggg%{df {i)llrsgt{l Ye rel }eg%li; ggﬁ*f%’%@%aﬁ?g@%nﬁ?’d‘@ﬁﬁ $ i"értﬁ?s

val id the  r ammationmumbargahe mefdhu oty BRIAS Bl iREATRE frag BLAled o0

i ncl udi ng _encryption of comuni cation. The process then ends at . )
financi al 5i ns/fqy f&thrs@f@nwgn@zpmam@mssm atcestit tndberocémmerns méryhant’s asuaowith ol s
are al so und r; i.red security check Jjncludjn passwor.d check

bef ore acces ?hggﬁngaltlﬁ%ﬂ?tﬁoﬂfﬁ%qr e it?lzliei \faﬁ{ei %Jﬁﬁ%\E‘&rSi‘@g-ng_hF drapspetigmmaaagst t he
pur chase. Theayddemaea86 trk a0 1 t S A0k r.i.ssues,a
credit to the e-%gmr_cgmﬁeaﬁgﬁgﬁg'c?é%{cglgﬁﬁt&gvé?1 n@%%ggeﬁga%g%gcﬁcggsﬁl gthe
further use dinangiak institwioncisi appraveént Firiter .nefoorkesedinity fkedsheontiols2Reaglkd ON
nunber to the rnar%:f{;%nlﬁx confirms that the transaction identifier was

accept ed. ThePYidskinelndige eperxpting .o cogwaication pHiedyesess thamendstat &% nunber at
17 to thege-commerce In Figure 3, the systemarchitecture of the transaction
manager i s shown, An operating system 20 provides an underlayer of the
transaction rarfigee 35 et systear arthiteetta isRthe Hahdaciich ARANALRP iLfholihe Rﬂ%g}aﬁ@
systemis a rel atignal database nanagenent system 21.” This is the "data
col | ection ceWttFR HrProvige ‘f@ﬁﬁlaYFhéfg the (transaghien maragshsystenachigeeterat Sitlisg em

Chteracts v (B igbbf the BRe@Rfl SR 80 ST inse PrrB RS bemRin ThioH the
manager to t hataoesiRitien verletof Befs9EEiNIThO tréﬁtwﬂéledélaba%e WRa0aRE SSHR € 1S
e 0O a '

shown relating an Internet user's profil
15  interacts with an application system 22. The application system 22 interacts with an

Internet base system 23 that links the transaction manager to the outside world.

- Referring to Figure 4, a database structure is shown relating an Internet user’s profile to a
financial institution and an e-commerce merchant’s profile to a financial institution profile.
20 AnInternet user’s profile 24 is a repository of information concerning a particular Internet
user. This is used for validation with a financial institution profile 25. An e-commerce
merchant profile 26 or a 'repositdry of information concerning particular e—comrrierce
merchant. This is used for validation with financial institution profile 27. Prdﬁles, for
Internet users will be different to those of e-commerce merchant profiles.
25
Referring to Figure 5, data validation structure and processes are shown. In relation to the
Internet user’s profile personal details are checked with the relational database
~management system for accuracy and if accepted account details are then checked with the
relational database management system validity. If accepted, credit details are checked
30  with the relational database management system for validity and if accepted transaction

details are stored. Audit trials of each check are also recorded.



An Internet user's profile 24 is a repository of information concerning a
particular Internet financial institution and an e-comerce nerchant's
profile to a financial institution profile. user. This is used for
validation with a financial institution profile 25. An e-comrerce nerchant
profile 26 or a repository of infornatignlgogcerning particul ar e-commerce
Internet users will be different to those~of e-commerce nerchant profiles.
nmerchant. This is used for validation with financial institution profile 27.
Profiles for Referring to Figure 5, data validation structure and processes
are shown. qu&@jation to the relatignal dat abase managenent system

| f

validity. AL the eammenee; merclant peofte,cormamtionrietpslrant clegkedewith die

accuracy and fhlhti , ' il re then checked with the |nternet
oer oY, o euidHat BRAGR. ARRANCSSaln 1 Alctrby R PIedl Shcpidietals prsibene 30
wi th the rel ahedwdliwithathe relhtomh iagbae Nhafyshed s&ﬁémxﬁ} eliidiy, af‘fjacilcfa%t@& Gt ed
e al's

transaction detai] s .are stored. Audit trials of each check "ar

r ecor ded. > 10 Credlitsletails, agpscheeled Willptag relatianahdatabesomanagetennyyisenofor ivakdity. If

- purchases an [ A hey processed. by.all types of bank accounts
(for exanpl efac% v?ﬁgés&%ﬂ%éa}écﬁ‘gﬁaé% )arélﬁtﬁrf’gr %a"\cﬁiig 1§ $599Tqed dPr each checkyende
pur chases andhgged®iths piofild, provi des support for all financial institution

accounts allowing a transaction to be it provides a true online system that
is a process where all transactions are online; it provides a purchasing

t wh | 4 e able t ke, chases online; it provides a
payment syst aRF PIESE s Howtehe Kilopileshuaciionalty famopererommaneranc al
institutijen) pay ; i ! control tq.
val i date pr ocessrerg %?%%%@ﬁﬂg%%%ﬁﬁ%%% \ﬁﬁg‘%\% ‘5@%‘%%@%‘%’53 tHH’S(?Fee%‘ﬁ’tnexzar d

support enabl e us#geovidesatpueshasingptsteat whérorll afaaire abRAS fiaké hidR&LSbnline:
institution credit card/debit card as well as an alternative credit

card/debit it protiPre¥dss dopayimsnt systesnr thafaseppar® wiher tsuppliegh (msmchentodnd/or
transaction i q

it %idlidSﬁﬁﬁﬁgj{@X}ﬁ%{sg'th%?r s; wWith all users able to control the

anount of funds for eac nsac ,
the system provides password control to validate processes within the system;

15 it provides debit and credit card support enable usage of other suppliers (merchant |
and/or financial institution credit card/debit card as well as an alternative credit card/debit
card facility to make purchases and payments);

it provides support for all financial institution accounts allowing a transaction to be
processed by all types of bank accounts (for example, savings and cheques). Internet users

20  can use all types of bank accounts to niake online purchases and payments provided they
are valid users;

it provides a controlled purchase amount through usage of transaction identifiers
with all users able to control the amount of funds for each transaction;

it provides a user validation system with the system validating the users

25  identification;

it provides a merchant validation system with a system validating the merchants
identification;

it provides protection system through encryption and decryption system and
proprietary system architecture. |

30

Modifications and variations may be made to the present invention without departing from



In relation to the e-comerce nerchant profile, corporation details are
checked with the relational database managenent system for accuracy. If
accepted, account details are then checked with the relational database
managenent systemfor validity. If accepted the <credit details are checked
with the relational database nmanagenent cy}st_em for validity. If accepted
the transaction details are stored. An addit trail is recorded for each
check and changed to the profile. The present invention provides the

fol | owi ng f ufhetbasioddvehtivd corennoThe aatarnwiesuck modiferationst amdr variatierss are e be hant
validation systemwith a systemvalidating the nmerchants identjfication; it
provi des a udsterminad; wathinothes yeope nefnhenPreprat Spvanginn a5 aﬁé'tefin@’ thg foregoing
identification:. i ' Arotecti on systemthrough encryption and
decryption s@??%ogr%%gﬁ%pg%a?%t em architecture. Mdifications and
variations may be nmade to the present invention wthout departing from 11
the basic inventive concepts. The nature of such npodifications and

vari ati orfs alnghe olabes oftbiseappliensian wid i the desstigtierpef tbe inveatipn, e¥eapt whetedhe i on

as defined by the foregojng .descr.iption .and append cl.ai -5 cl ai s
of this appl -%q&?&gugﬁ%m;hﬁgm%a&ég8}%8%% lwgﬁwéeclg%\a}gdﬁpgxﬁ?u%& b%p‘%’g@ﬁer e
the —contextnd GoyiEes vaigsn sieh SR okPriSesP bf SomARALAUR Red MESEHRRIsWe
inplication, t words n “conprises” n conprisen or variations such as or
"conpri si ng"sensgd.ei to specifynbt peiseree o Hestatéd featutes bupedtith prechuleghepresanse of t he
stated features, but not to preclude the esence ar.addition of further
features in 9Addgipn yrrf%ﬁ‘t‘rgs B vVarQues ?’ﬁ{}%ﬁ?‘%tﬁ .09% Invention.

10



- 12 The clains defining the invention are as follows: A nethod of
conducting an online transaction, said nethod including the steps of.
providing a transaction manager; 5 identifying a registered user to the
transaction manager by a login process; receiving a transaction request
fromthe identified user; generating a unlgue identifier and sending the

uni que identifier to the identified user;*“associating the unique identifier
with the transaction; 10 prOV|d|ng the unique identifier to the transaction
manager; val Ini i dndien tairé aefollowgtd performing the transaction
in the event that the unique identifier is valid. A method according to
claim1l1, wherein the transaction is the transfer of noney. 15 A method

according to githe t he transactio a financi al
transaction to payfi&(filﬂ;'ilt nlg Mﬁﬁﬁa‘}%ﬁ‘gwsﬁ*ﬁﬁ Lapsactiogss ‘5‘?@68& Cl‘&in&ﬁle\ﬁtﬁpeof A
met hod accor di ng tmwodtmigr tinsadiien lanagdie product or service is provided 20
external to the ée saction process. 5 A nethod according to either claim
3 or 4, ere| ntH l’zﬂﬂvg&r‘éﬂis@ﬁdﬂmt@t@mﬁachonnmager(b@alls gintgra@gs.ed by the

25 6 di f I 3 5, furth
E:g?rgfﬁglt Ingnt he ste;& g(]ﬁﬁé@ S'qg'f%éé’}%gg‘?s g‘) %‘EH&H&‘ %ﬂ‘gﬂﬁgltgg tr;(rjlsactl lcj):\t °!
manager, wherein tgeferf@ioCh ue iRGBH t 0 uest. from.th
e Fonaaays LRABIHTE WRuhe TERFLLC e TS idhied -

user and provides the transaction request
A met hod accordi ngS¢b any one of claims 3 to 5 further conprising the step

of providing the unllgﬁ dentlfl r to the nerchant, wherein the merchant
provi des the uni qd&°f ﬂgf UBquede qqtl‘@‘?{w&hﬁl&dﬁ%ﬁptmhager

10 providing the unique identifier to the transaction manager;

validating the unique identifier; and

performing the transaction in the event that the unique identifier is valid.

2 A method according to claim 1, wherein the transaction is the transfer of money.
15
3 A method according to either claim 1 or 2, wherein the transaction is a financial
transaction to pay a merchant for the purchase of a product or service.
4 A method according to claim 3, wherein the product or service is provided
20 externally to the transaction process.
5 A method according to either claim 3 or 4, wherein the provision of the product
or service is triggered by the transaction.
25 6 A method according to any one of claims 3 to 5, further comprising the step of

registering the merchant with the transaction manager, wherein the merchant
receives the transaction request from the user and provides the transaction request

to the transaction manager.

30 7 A method according to any one of claims 3 to 5, further comprising the step of

providing the unique identifier to the merchant, wherein the merchant provides



.

A nmethod according to claim1l, wherein the transaction is the transfer of
noney to a third party. 5 A nethod according to any one of clains i to 8,
wherein the transaction is the transfer of noney from one bank account to
anot her. 10 A nethod according to any one of clains 1 to 9, further
conprising the step of 10 registering thesuser with the transaction
manager. 11 A nmethod according to any one of clainms 1 to 10, further
conprising the step of requesting the unique identifier, which follows
recei pting of the thé anigaeidentifierrte thedsansactibn sRnageret hod according to any one
of claims 1 to 11, wherein a user nmaking a transaction request conprises
requesting the unique identifier fromthe transaction nenber. 20 13 A met hod

according t o8 g‘§ é%et?ﬁocf:elc@q%ﬁlgjt %F]%a WHBRIEHE tthAGicloH BUEe fral®firiof infney S

unlquetothetra ion according to, any one of clains | to
13, wherein the | ogiathipd pe&@ss conprises verifying the identity of the user
by providing a password to match a 25 user nanme, wherein a confirmation
password Bei ng stored by the transaction nanager, wherein the password

provi ded by t e ,g%q@?‘ﬁchg it ol Bnd BECIaFRN ('R 8 3MOLcHon fthé

met hod accor per ormng the transaction I ncludes

the 30 transacti Ontr&ﬁ&@%moaepﬁbﬁmﬁbrameammhaanomeﬁh a uni que transaction
recei pt nunber. - 14 16 A nethod according to any one of clainms 1 to 15,

wherein the unique identifier is send to the user via a different

communi cat | "o neaxsmetﬁoJ Qc%orcdo x%rgngl Ihé OFSaims 1 to 9, further comprising the step of

10 registering the user with the transaction manager.

11 A method accerding to any one of claims 1 to 10, further comprising the step of
requesting the unique identifier, which follows receipting of the transaction
request.

15

12 A method according to any one of claims 1 to 11, wherein a user making a

transaction request comprises requesting the unique identifier from the

transaction member.

20 13 A method according to any one of claims 1 to 12, wherein the unique identifier is

unique to the transaction.

14 A method according to any one of claims 1 to 13, wherein the login process
comprises verifying the identity of the user by providing a password to match a
25 user name, wherein a confirmation password being stored by the transaction
manager, wherein the password provided by the user is compared with the

confirmation password.

15 A method according to claim 14, wherein performing the transaction includes the
30 transaction manager providing the merchant with a unique transaction receipt

number.



means over which the user engages in the login process. 5 17 A nethod
according to claim 16, wherein the comruni cati ons neans includes a nobile

t el ephone and ot her tel ephone devices including VOP (Voice Over Internet
Phone) and | andline tel ephone. 10 18 A nethod according to any one of clains
1 to 17, wherein the unique identifier _Sﬁ‘g to the user in a different
session (at a different tine) to the tra ction request. 19 A nethod
according to claim 3, wherein performng the transaction includes 15
transacti on manager causing the paynment to occur. 20 A nethod according to
claim 19, whiéei n,the Bélyrren . 1s made into the nerchant's bank account: 20
21 A nethod &fcor &iHgth a%?{/‘i%&]@%ﬁ’@?é}ifﬁ%lms%@ 1o wherein dierimiqye idendifienist i on
is conducted viag = : i ' . that .t he transaction
nmanager conprise géﬂaar;[ d ('E)i}]é "}S?ﬁ‘gg %@?{A{‘%}g‘&@%‘ﬁ@%‘@@%ﬁ%& L W@Fpmﬁﬁa%wnﬁet hod
accordi ng to cl ai meads owhehihrthé her enigpeaithogibpBeayl ded by the on 25

| i ne banki ng service. 23 A nethod according to claim2l, wherein the
transacti®n is one session with one nore sub-transactions bei ng provided

or
by the on-1li banki vige.. 30 .24, . t hod according to cl ai,m 22,
wherein a feg’}e is %ﬁh%ﬂ?(gg{cﬁgﬁ%tpl C?‘HB’ &)SQH‘%EWQ“ g’géP%"H’éncﬁgBW @E?nsle?l“é“é&w
transaction. 15 gibie Bk ARG 188 [¥9:F ' : [.s paid to
t he on-1ine banking ser\?ihce provi der ?%@eggghﬁsléég?%w@gkﬁﬁ%ﬁgg
accordi ng to cl ai nternet Riose)sind lendlise talephpné.d t o the on-1ine banking service

provider for the overall provision of the on-line banking service. 27 A
met hod according to any one of clainms 1 to 26, wherein the transaction

10 18 A method according to any one of claims 1 to 17, wherein the unique identifier is

send to the user in a different session (at a different time) to the transaction

request.

19 A method according to claim 3, wherein performing the transaction includes

15 transaction manager causing the payment to occur.

20 A method according to claim 19, wherein the payment is made into the

merchant’s bank account.

20 21 A method according to any one of claims 1 to 20, wherein the transaction is
conducted via an on-line banking service, such that the transaction manager

comprises an on-line banking service computer server.

22 A method according to claim 21, wherein the transaction is provided by the on-

25 line banking service.

23 A method according to claim 21, wherein the transaction is one session with one

or more sub-transactions being provided by the on-line banking service. -

30 24 A method according to claim 22, wherein a fee is paid to the on-line banking

service provider for each transaction.



manager conprises an user identification conponent. 10 28 A nethod according
to claiml1, wherein the transaction manager conprises a transaction control
conmponent. 29 A nethod according to any one of clains 1 to 28, wherein the
transaction 15 manager conprises a unique identifier generation conponent
and unique identifier validation conponent. 30 A nethod according to any
one of clains | to 29, wherein the step ofl¥alidation of the uni que
identifiers occurs before the transaction is perforned, whereby a 20 second
| evel of verification of the user's identity, which is unique to the
transaction, bs penf . 31.A nmethod _of identifying a user conprising the
steps of pr o%|§di né Igéltg&gﬁcﬁf’f‘*’?%g’t‘iﬁ%ﬂl e Ahereips fegrippaid ite thefoadlide Baitkingn means
for conducting a.téﬁﬁﬁ@ﬁﬁhﬂﬁ&frkgﬂﬂ&£%gﬁng the user to the identification
means; issuing an identity authenticated code to the identified user;

receiving a request fromthe user to access an on-line service or purchase
of a pro transaction; 30 requesting the user supply the

uct, by electronic s
i dentity %ut ti c‘gﬂ%ﬁ&féﬂd@&tﬁ@@mcﬁll%ﬁimﬁeemto the b8-lie®agkinb N9 the
identity authenticg@ he facilitation means; transferring the
i dentity authenti ca%‘g% @ggeeﬁogﬁhet%gr %?YIFIPEPFBW opelinebankingtservice.
identification nmeans; validating the identity authenticated code as being

t hat provi de%to the identified 5 user by the user identification neans;
and facilitatdng th&rdiadaceeding to aayeacof daims 1 to 26, wherein the transaction

manager comprises an user identification component,
10
28 A method according to claim 1, wherein the transaction manager comprises a

transaction control component.

29 A method according to any one of claims 1 to 28, wherein the transaction
15 manager comprises a unique identifier generation component and unique

identifier validation component.

30 A method according to any one of claims 1 to 29, wherein the step of validation
of the unique identifiers occurs before the transaction is performed, whereby a
20 second level of verification of the user’s identity, which is unique to the

transaction, is performed.

31 A method of identifying a user comprising the steps of:
providing an identification means;
25 providing facilitation means for conducting a transaction;
identifying the user to the identification means;
issuing an identity authenticated code to the identified user;
receiving a request from the user to access an on-line service or purchase of a
product by electronic transaction;

30 requesting the user supply the identity authenticated code to the facilitation
means; '



32 A nmethod according to claim 31, wherein the identity authenticated code
to the wuser is sent via an different node of comrunication; 10 33. A nethod
of conducting an online transaction in accordance with any one of <clains 3
to 7, wherein the transacti on nanager deducts noney froma user's account
to cover the noney paid to the nerchant. 15 34. A nethod of conducting an
online transaction in accordance with cld 33, wherein the transaction
manager deducts noney at the tine of the request of the wunique transaction
i dentifier. 35. Areveivingrtheidentitychutichticatetcoaelat e fidiR@AEaS ek i N accor dance
wth claim33, 20 er.ei r&%t,ge transacti on manager deducts rrt’)ney at the tine
of the transfer ofran%ﬁ‘éﬁ codemiy puthenicated cgds framithe faotlitationcmerhs e theg an

online transactio h X Ex?eﬂH e with claim33, wherein the user's account
is wth a financi ge %@#@gu |0§1. 25 37. A nethod of conducting an online

transaction in aceaidddng thewiléntitghthéhtidded cﬁﬂ'éed’s%ﬂlgttgﬁ ﬂgﬁfi&é@toalﬁg ﬁég@@éf with

the transaction manger. 38. A nmethod of conductin I'ne transaction in
accordance with aWsgr Brighegiser ientificatiomm@anspand wherein the transaction
manager issues a count. that corresponds to an existing account with a
financial insti tufﬁgﬁlﬁjﬁ&\ﬁ&gﬁi Slﬁfltrqrﬁ%&?f@ﬁm&ﬂ account details are used by the
user and nmerchant in place old the existing account details. 39. A nethod
of conducting an online transaction in accordance with claim38, 5 wherein
the tr ansact%JZ)n nmamaghbed aeslingie oem He eherein the tiddntisy suhdndiokied podd¥e tRxi Sti ng
account details and the exi stiéi}i;e?account details are used by the transaction

manager with the WIChEERLYa A ditferent moge of communication;
10

33. A method of conducting an online transaction in accordance with any one of
claims 3 to 7, wherein the transaction manager deducts money from a user’s

account to cover the money paid to the merchant.

15 34. A method of conducting an online transaction in accordance with claim 33,
wherein the transaction manager deducts money at the time of the request of the

unique transaction identifier.

35. A method of conducting an online transaction in accordance with claim 33,
20 wherein the transaction manager deducts money at the time of the transfer of

money to the merchant.

36. A method of conducting an online transaction in accordance with claim 33,

wherein the user’s account is with a financial institution.

25
37. A method of conducting an online transaction in accordance with claim 33,
wherein the user’s account is with the transaction manger.
38. A method of conducting an online transaction in accordance with any one of
30 claims 3 to 7, wherein the transaction manager issues a new account that

corresponds to an existing account with a financial institution, whereby the new



40. A nethod of conducting an online transaction in accordance wth any one
of 10 clains | to 39, Wuerein the user requests the unique transaction
identifier by an |Internet connection. 41. A nethod of conducting an online
transaction in accordance with claim 10, wherein the user's registration
details are stored in a database of the transaction 15 nanager. 42. A

nmet hod of conducting an online transaction 1n accordance with cl aim 41,
wherein the user's request for the unique transaction identifier is

val i dated by checRécoynt detailyserussd Hp timi user sitlonerchannint glscedidd deasiting atddent
transacti on nmanager,. %0 43. A method of conducting an online transaction in
accordance with cIQFWi%S, wherein the nmerchant's registration details are
stored in the database including a unique nerchant identification. 25 44. A
met hod of conducting an online transaction in accordance with claim43,

wherei n when 8he nér afednid 6P culudting be online uRnbadeoi iih | Rodrdaite Wik &laiko 38 1€
transfer nmanager, and the nerchant's unique identifier is sent to the
transacti oh nanag&hereh teetransasiionympedgantises theldwewi adconnti detailsstov kiokdagt € by

the transaction r endi .he transagt.i.on recei.pt, nunber, 30
45. A nethod of conduc aﬁg&g‘?\dgtﬁﬁ s?%hgl tﬁ‘?g}ﬁ%gl&af’%(ﬁm?ﬁe@%c%? RET é{é)( %ﬁ@sﬁﬁipr‘one
of - 18 clains 35 hfangpeer withehefifhntiBinktitafisract i on nmanager checks if

sufficient funds are avail able to cover the transaction and the transaction

nunber is only provided to the nerchant if sufficient funds are available. 5
46. A nmethod @f conducting an qnline transaction. in accordance With any one
of clains 352{)‘0 3% Wﬁh’@ag‘?fﬁ" gctwgr%gﬂtnq frapgectiog l_f‘rf’é’c?rfi%a\.’i’%ql é’ﬁymdger
by the Iqgernet Oglaindledd 8oL GHerSRGHE BscrirBifuekt® R MMEHCrAMGHR! HMGiAd DY ldnl | €7
and receiving the :

Internet connection.

41. A method of conducting an online transaction in accordance with claim 10,
wherein the user’s registration details are stored in a database of the transaction

15 manager.

42. A method of conducting an online transaction in accordance with claim 41,
wherein the user’s request for the unique transaction identifier is validated by
checking the user’s details stored in the database of the transaction manager.

20

43. A method of conducting an online transaction in accordance with claim 15,

wherein the merchant’s registration details are stored in the database including a

unique merchant identification.

25 44. A method of conducting an online transaction in accordance with claim 43,
wherein when the merchant forwards the unique identification number to the
transfer manager, and the merchant’s unique identifier is sent to the transaction
manager, wherein the merchant’s identification is validated by the transaction
manager before sending the transaction receipt number.

30

45. A method of conducting an online transaction in accordance with any one of



transaction recei pt number. 10 47 A transaction manager conprising: neans
for identifying a registered user to the transaction nmanager by a login
process; neans generating a unique identifier and sending the unique
identifier to the identified user when a transaction request if nmade by the
regi stered user; 15 neans for recording a 8association of the unique
identifier wwth the transaction; neans Fo? receiving the unique identifier
fromthe registered user; nmneans for validating the unique identifier; and

means for allow nglfiekfIsrwest eviefeit tie ramatian tmangemchebks i \sofficiant dendstege
unique identifier is valid. 20 L . . , .
available to cover the transaction and the transaction number is only provided to

the merchant if sufficient funds are available.

5 46. A method of conducting an online transaction in accordance with any one of
claims 35 to 37, wherein the merchant links to the transaction manager by the
Internet or a dedicated secure line to provide the unique identifier and receiving the

transaction receipt number.

10 47 A transaction manager comprising:
means for identifying a registered user to the transaction manager by a login
process;
means generating a unique identifier and sending the unique identifier to the
identified user when a transaction request if made by the registered user; |
15 means for recording an association of the unique identifier with the transaction;
means for receiving thekunique identifier from the registered user;
means for validating the unique identifier; and
means for allowing performance of the transaction in the event that the unique
identifier is valid.:

20



