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102 Create a database transaction type for a database D
~
104 Create a table transaction type for each table T
106 Create an entry transaction type for each entry E
108 For each entry E, add one or more data pairs
-
110 For each entry E of a table T, add an entry transaction identifier
h 4
112 For each table T of Database D, add a table transaction identifier
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First Transaction
1. Create database (TxID 1)

TX1D1

Database_name

Second Transaction
2. Create transaction (TxID 2)
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Third Transaction

3. Update database transaction
(TxID1 — TxID3)
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4. Create entry transaction (TxID 4)
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Fifth Transaction

5.Update table transaction (TxID 2 — TxID 5)
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6. Update database transaction (TxID3 — TxID 6)
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Seventh Transaction

7. Update entry transaction (TxID4 — TxID 7)
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Eighth Transaction
8. Update table transaction (TxID 5— TxID 8)
TX1D 6 TX1D 5 TX1D 4
TX1D 8 TX1D 7
Database_name Ta Co
Table_name Cacolumn1 Valued
1 TxID5 (T CocColumn2 Value2
1 TxID7 Column3 Value3
(TTxID)

Ninth Transaction

9. Update database transaction (TxID6 —» TxID 9)
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Tenth Transaction
10. Update entry transaction (TxID 8 — TxID 10)
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Eleventh Transaction
11. Update table transaction (TxID 9 — TxID 11)
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402a Receive a registration request
-
404a Create a user record for a given user
406a Obtain a public key P for the given user
4082 Obtain or assign attributes for the given user
410a Update the user record with the public key P and the attributes
412a Receive a request for an operator for the given user
D &
No
Refuse request M—————— Is user authorised? 414a
Yes
A 4
No
Refuse request ————— Is digital signature valid? 418a
Yes
-
422a Generate a message based on the user record and the request
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Generate a registration request for a DBMS

Provide an attribute for a given user

Generate a private key V

l

Calculate a public key P based on V

|

Send P and the attributers to the DBMS

A 4

Generate a request for a database operation

Generate a digital signature based on V

-

Sign and send the request to the DBMS

Figure 4b
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00 Receive a message associated with a given user’s request for a database
operation
v
504 Retrieving one or mare attributes for the given user
v
No Are permission settings
issi i
508 — X A 506
Refuse request valid for each attribute?
Yes
510 Obtain the TTxIDs or ETxIDs for the operation
v
Yes
Perform Is request a READ
514 operation using g——— operation? 512
TTxIDs/ ETxIDs P :
No
c16 Generate a transaction for spending/ processing the transactions relating
to the obtained TTxID/ ETxID
s1g Update the database with new identifiers relating to the generated
transaction
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Transaction

602

Registration and access management
system

Command interpreter

Transaction Constructor
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Update/ modify delete

implementing system
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