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1 W RELESS COVMUNI CATI ON DEVI CE W TH DURESS PASSWORD
PROTECTI ON AND RELATED METHOD BACKGROUND OF THE
INVENTION 1. Field of the Invention This invention
generally relates to nobile wrel ess conmuni cation
devi ces having password protection for access to
stored data and/ or normal device operation. 2. Related
Art 10 Password protection for access to stored data
and/ or normal device operatiom is well known for

wi rel ess communi cation devices (e.g., cell phones,

and _other el ectronic
deWIREEIERS coMBHNTRATTOR BESIC ey Thaiss PASsworD
SYPROTECTRONARD RELXTHD RESPHDRS. computer progr ars,
etc). Hone alarmsystens are typically also passmord
protected. For exanple, the 15 alarmis often "arned"
ang ,"di . i f a secret password
BRI R e N ANEE ouce “oner and
aut hori zed guests. Mst hone alarnms al so now i nclude a
duress password feature. The duress password is
df&tindﬁﬂéﬂﬁﬂﬁé;ﬁﬁﬂgmne manner from a nornal password
( r {3 chan d suc at .

s e Bl A AL Sirelehs ORRRRE DA i bayine

M plstwiel phoReGorfof hccekd tol shered) 04T ONDIEF ndrfraPdevicbpefation.
duress (e.g. by a burglar breaking into the hone and

t hr eat eni ng bodi | y harmwhil e demanding that the

al ar m sysi di sarmed or turned off), the owner can
ent er t‘h_“t%%r%lgs password i nstead of the nornal

paBssewod prveetion foz aateas 1o ssyrsdl dan aad/oginirzab dAceadictatioafis

t he it auto tlcally sends an

ess ass rd, _ )
enmi&F Eﬂ@g}ng | i Stqqgmg}néqaﬁpn evices (e.g., cell phones, mobile email

devices, etc.) and other electronic devices or systems (e.g., computers, computer

systems, computer service accounts, computer programs, etc).
Home alarm systems are typically also password protected. For example, the
alarm is often “armed” and “disarmed” only with use of a secret password

supposedly known only to the house owner and authorized guests.

Most home alarms also now include a duress password feature. The duress
password is distinguishable in some manner from a normal password (e.g.,
possibly one character is changed such that if a normal passwordis 1234 S, the
duress password might be 1-2-3-4-4). If the homeowner is placed in duress (e.g.,
by a burglar breaking into the home and threatening bodily harm while demanding
that the alarm system be disarmed or turned off), the owner can enter the duress
password instead of the normal password. When the alarm system recognizes
entry of the duress password, it automatically sends an emergency call to the alarm

service (or “9117) signaling that immediate assistance is needed at that particular
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- by this invention. Entry by the user of a

service (or "911 ") signaling that immediate

assi stance is needed at that particular 2 residence.

O course, such duress signaling occurs silently so
that the possibly present and observant attacker
shoul d not know that it has happened. In effect, this
gi ves the honeowner a silent way to call for help. 5
Mobi | e wi rel ess comruni cati on devices (e.g., cel
phones, portable conputers woth wireless interfaces,
wireless email transceivers and the like) are also
soneti mes password protected. That is, access to data
st &¥silenes 5%@%&1 duygse sigaglingomenns silemtlyi sorthatdhe passibly

' f the device. is bl ock
ok B e P I8 A KL 530 BEIE 1 te
entlds gited tedomebynéthadilehhwapasanFoehels) protection

feature has been invoked by the user). However, such
password- protected w rel ess conmuni cati on devi ces

ha Mt - (el : ; d re.

SR B RRY B iR ARk s BT PR e Cofiputers

r ecodrvizelesstiatfaces dwirelss epasimischifeaind fe GRe) e bieo of
value in a nobile wreless comunication device. For

o SOFBP s PSS VRrgierotRetpd. Tldis, gpocss tordoi steredn e gusbile

co . . . it . .

o B R S R B 2 kOl plgcked
entialessthp degitimatd uperbhsedichpasawo@lis enmeret] fassinnarg thatribopassword

ith.access to,stored datg.and/ or nqrnmal operation. |f
¢ hPEoIEE Tk 138 B SatcHog ol M Weplo Htaver Bictcpssord:

Mo pidtectatl WRkRSScoHaTAIfioatdetRes KAY insﬁpﬂeﬁo[i%yafpgés g\i{n‘é&d

paB3wHeE! fegie-d still unlock the nobile wireless
conmmuni cation device - e.g., so that the

BRIEF SUMMARY OF THE INVENTION

We have now recognized that a duress password feature could be of value in a
mobile wireless communication device. For example, the legitimate user of a
mobile wireless communication device with password protection might also be
placed under duress and effectively forced to enter a password providing an
unauthorized person with access to stored data and/or normal operation, If this
happens, a duress password feature for such mobile wireless communication
device is now provided by this invention. Entry by the user of a duress password
would still unlock the mobile wireless communication device —e.g., so that the
attacker is not aware that a duress password has been entered. However,
whenever a duress password is entered, the mobile wireless communication device
would recognize it as such and silently send out a “help” message to an

appropriate person or institution.
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attacker is not aware that a duress password has been
entered. However, 25 whenever a duress password is
entered, the nobile wireless comuni cation device
woul d recogni ze it as such and silently send out a
"hel p" nmessage to an appropriate person or
institution. 3 An exenplary w rel ess conmuni cati on
device (and its related method of operation)
“includes, if invoked, password protected access to
data stored therewithin and further includes password
checking logic which, if invoked, prevents user access
to certain device data and why ch includes duress
‘password checking | ogic that automatically causes a
duress nessage to be sent if a 5 duress password has
been entered prior to permtting access to certain
devi ce data and/or operations. In the exenplary
Wi rel ess comruni cati on devi ce duress password checki ng
| ogi c causes the duress nessage to be sent w thout
medmesmmlay varglessisenmaticassi delviee (andiicatihed methogud leperation)

el Gyt okt o Ok A u R BR Etff fu motuces

passWig SAERirtg0o e whedht ifiihvoked PréRhts RA&SOEsE td @it @V RE data and which
after a duress password has been entered. The

includseesisa Pissipritheding login irtciareisalbesaiess AABITD BeRRage to be sent if a
dUre%gﬁﬁ%gd ARG HP G dlE E?& ato %@ﬁﬁlﬂg%c?égg [Vech@@l e vitB el and/or

user entry t *l east “one duress passwor
operdatiot® a duress 15 password portion of data nmenory in
t he- device. The duress password entry | ogic may al so
permt user entry of a plurality of different duress

P ARINOE@ Enpl Y GvirdleSiiE RS BuRASRWRE ted BiirkisPassHford aie@king logic causes
menory in the device. The exenpl ary duress password

the dpraTRESEAET I9ER coHaithoBpaIREITnE Nt SPeceraibiiprigatian of such sending.

It is A REMERE ;Havth@;?aé%%f@%r%ﬁﬂo R%?iélﬁ%rﬂﬁictaﬂy & 0 #8-dfduress
any one of such plurality Ras been entered. For
messegcalpk eentiit 2 meynatipasew oridneentéred nftamit deresd pprawswbrad been entered.
constitutes a pre-determ ned altered version of a
The exemplary wireless communications device/method may further include duress
password entry logic which permits user entry of at least one duress password into a duress
password portion of data memory in the device. The duress password entry logic may also permit

user entry of a plurality of different duress passwords into a duress password portion of data

memory in the device.

The exemplary duress password checking logic may compare an entered password to a
plurality of pre-stored passwords to determine if any one of such plurality has been entered. For
example, it may determine if an entered password constitutes a pre-determined altered version of a
normal password to determine if a duress password has been entered. Such pre-determined altered

version of a normal password may include a permutation of digits in the normal password. -Or,
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normal password to determne if a duress password has
been entered. Such pre-determ ned altered version of
a normal password nmay include a pernmutation of digits
in the normal password. O, 4 alternatively, the
pre-determ ned altered version of the normal password
may sinply be the normal password with at | east one
extra digit pre-pended and/ or appended thereto. Such
extra digit(s) may be of pre-determ ned value(s). The
pre-determ ned val ue(s) may have been pre-stored by a
user in said duress passmord portlon of data nenory

: nakisraatiysly, léh-;e prolgteEREgp Fﬂéﬁw Yerrie 9 B@s@malcpaémmnr?q

coafpiBY ¢R ndfinfTaE Dl Sl of MAsEe S R0 iR B A ancror

du amdq:rh&lsm o&mhe:xt.re ki gt © dndyybesof mdet&mhﬁ%d Muedm)r a3
1 t

P PR R4 T ATa P B SIS Wb Boch et Agss

bagadwert pdi8onof AR mRASSYRY tHe d&RE, Or ot her prior user
or factory i nputs. Once "again, the predeterm ned

altered version of a pre- entered duress password nay

P B PP e R S i o

| t heasiverd ddistieR agrede®xhingd Mk@bd (&dioRBY a E@reﬁ 5password pre-

pre-determ ned val ue(s). The pre-determ ned

v aFiferes \byrreiipehigiethy é@WS?DP@S‘QP@rI@GUWfaMMemOTY -aas opposed to

bETGm A2 S o] Rl 1 Spe IRk B WIS AGA figrora

u s end!msotgerv;ﬁfor aBer@P Facest ytigputs edn@taghi@amk reftalrRd Sitered
password.. An optiqn is also provided to delete all

d u VERIOnSH a@é%%%?ﬁéé‘ﬂfﬁﬂ%m%w@m&x el h%thwrer@mg@ﬁ digess
h8,445/6F S&ﬁh st @ggt of¥ giuaa&g{ gré {;@8&&@& r@&gdeﬁttﬁ%éa) The

a swor ave been forgo sone e
t hentstedreage digit(syonay Itdm”rpmdeteﬂmnas Salie(S)s WHethré-determined
_ value(s) may have been pre-stored by a user in a duress password portion of data

memory in the device.

In the exemplary embodiment to be described below, the user is given an option to
set at least one duress password. An option is also provided to delete all duress
passwords previously stored so as to permit the user to start over again if some of

the duress passwords have been forgotten.

In some embodiments, the storage of more than one duress password is
advantageously permitted. With multiple duress passwords a user might be able to
keep at least one duress password from even a knowledgeable attacker who might
ask not just for the normal password but also a duress password. Even if the

knowledgeable attacker might guess that there could be more than one user’s
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advant ageously permtted. Wth nultiple duress
passwords a user mght be able to 25 keep at | east one
dur ess "password from even a know edgeabl e attacker who
m ght ask not just for the normal password but also a
duress password. Even if the know edgeabl e attacker
m ght guess that there could be nore than one user's 5
password, he would be unlikely to know how many duress
passwords m ght exist. Accordingly, even when the
user is under duress by an attacker, the attacker
roviding only two or nore

maght b aci fj.ed

d ug%%%‘i?g m@b%ﬁ%ﬁﬁf& koo hopaaady dugesy passperdsraight exist.
at AdedaingtY, RN ' i
Accordi r? gg Inge no h&rrfe(\ifmtg 2%&\?\21?%% g?&?{%{ %@%%rg%e P%ml]f gxélaught
by be herified Bichroviding edig twovorindrebinress gassessds widslswortst freely

t hat d i | ent ."hel p" be .
tr SR B B RARE Sl g Prning e ed ar b pbod gy, 1o
adyantegRSh bP hetpakdwtaddls W b}ldﬁhé QR KRASENR WA be a gﬁﬁéss

al so be preferred to store only one duress passwor
si ReEWPrkthat wenld saussacilentt help? Mnessagh tebe transmsttert if ngeda

greater nunber of duress passwords. The definition of

one or nore duress passwords nmay be acconplished by

e Althbugtethtfear@posaiod idvaflm%@ 18istobingd U dubdss passwords, it may

al glor i}t hm c changes to either the normal password or

on&lsg pe pisterted g kg prly pue duesypassvonddincadhesaimiay be security

en ed. B | S ni cation

de%li%{l:)e ac%g&ﬂ%@ﬁéa%rgﬁﬁqugﬁ;eﬁ"sfeﬁrﬁ%@ a?SS% "Taes password

checki ng I ogic which prevents access to certain device
eration ,and includes duress password

dagﬁ a&%ﬁor ﬁg ! s

che 8k PrEIHERPORe REmOTR ABFeaS PasaY pifs By he gcepmplisheds By manual

e SHAISY 4rBithfy Sight and/or Eﬁ-&ﬁmﬁaﬁﬁ}ﬁ%&

ent gﬁgd I nst eadgof a nc??%‘rﬁ passwor d. 43gﬁ‘i§erlﬁ?eeﬁ]onnal
password or ore or more prototype duress passwords manually entered by the
user. A wireless communication device according to this invention includes
password checking logic which prevents access to certain device data and/or
operation and includes duress password checking logic that automatically causes a

duress message to be sent if a duress password has been entered instead of a

normal password.

The duress password may be defined in perhaps almost unlimited ways so long as
it is essentially just as “strong” as the normal device password. Some examples of
ways to determine an appropriate duress password are summarized below:
. combinations of the normal password with other string(s) of digits
. pre-pended (prefix) '
. appended (suffix)
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25 The duress password may be defined in perhaps

almost unlimted ways so long as it is essentially
just as "strong" as the normal device password. Sone
exanpl es of ways to determ ne an appropriate duress
password are sunmmari zed bel ow. conbinations of the
normal password with other string(s) of digits
pre-pended (prefix) appended_(suffix) 6 nmanually

ent ered duress password and vAriants ther eof

(including its conbination with other string(s) of

di gi ts J seenaROMB) entdied Bt pa@iPor@hnd D& iNEY tBleof (including its
password. 5 Preferably the silent duress nessage will
be sent to gopbingéerewithethgr fiking(s) ofdigity (see abpyeri f i ed)
emai | addressee to alert that. addressee that a

particudl ar PEESURHRD ShMePHEH RS e ynder duress. This
duress email nessage is preferably sent without any
appearance in the normal nessage log to help insure

t hBreferplly the silsak@uressanessageallbenenido o ipradetenmingd (. ecarlier

el BhaSes el Doy PR RIE oSl o35

exanp % sonal

| dectouht/@adardevicd isrundes duresn Ehisi duf@s BRkil alkssud is preferably
identi té’ current tine é_‘l n some predeterm ned or
s p&ROL PLEAUL AT APPERRRICe Al e ARy ThesFagedag fodplp insure that the

| NH@LEEL LR td&%mf[%r t l;
har d- codgg on 1 e et\giﬂct%@%?&%ét e?\?\?nség%gfl}] ne<1‘:h€é;ES mode. The
sufltrasd messagromight, foperagipbaconda 1N (psgondl iquutific{teng.
in_accordance.with the er. organi zation's 15 | T
) i g4
poPP@ef » QUFAEE HUHIGRACE™ 2P e ST BB SO RIpRggrmined or
adgheeFRditife 2UHPRRI MRSIRG @R sirddNHfokRSidd. KBl format of such an
email may be hard-coded on the device or otherwise defined by suitable computer
program code and user inputs (e.g., in accordance with the owner organization’s
IT policy — which would likely also specify the email address for duress messages
and the like).

In the preferred exemplary embodiment, after a duress password has been entered
and a duress message has been sent, the next time a normal password is entered a
suitable end of duress message will also be automatically transmitted to the

addressee to indicate that the duress mode has ended.

This invention may be embodied in hardware, software or a combination of
hardware and software. The invention also provides a method for giving
additional password protection in a wireless communication device including
password protected access to data and/or normal device operations by

._automatically causing a duress message to be sent if a duress password has been
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In the preferred exenplary enbodi nent, after a duress
password has been entered and a duress nessage has
been sent, the next tine a normal password is entered
a 20 suitable end of duress nessage will also be
automatically transmtted to the addressee to
indicate that the duress node has ended. This

i nvention may be enbodied in hardware, software or a
conbi nati on of hardware and Boftware. The invention

al so provides a nethod for giving 25 additiona
password protection,in a wrgless comrunj cation deyic
i RaagaEEname! Brorent oihe SemBlrY snhalipentiarized o
Naedse in SRY b9 exnedbas ddfsutdpro@inQERE Whkth nfayCRUSHIMEA in
duress nessage to be sent if a duress password has
behysizalgmegraanemenyarettiaf a normal password. The

exenpl ary enbodinent is realized at least in part, by
execut abl e conmput er program code which may be enbodi ed
| IBRIBR/BESGRIPTION O THEEDRAWENGS. 5 BRI EF DESCRI PTI ON
OF THE DRAW NGS These and ot her objects and advant ages
of this invention will be better understood and

a . . . o0, ' L1 ow i
Gemieat ik Gl i Ut it Sl i DI hsiE) fldRfoa
wi atd appreciaedampamyncipndrigvihn gellowihg detaiidil dleriftidzofl i s
an_ove al[@ﬁa tem wi.de schematic view of an exenpl ar%/

wi FPERELY megts {akenitesathes vvidy e aseomRaRYIRS AEpvings. 8
Nophikle W rel ess conmuni cati on device wth duress
password protection in accordance with one exenplary
enbodi ment of 15 this invention; FIG 2 is an

a Lated schematic. di agram of. hapdware incl uded
Vﬁ??ﬁ% 132%3 gVer?ﬁPsyg%m chije s%gemzmc view OF an exemplary “lf'lu‘e?ess email
communication system incorporating a mobile wireless communication device

with duress password protection in accordance with one exemplary embodiment of

this invention;

HG. 2 is an abbreviated schematic diagram of hardware included within an

exemplary mobile wireless communication device;

FIG. 3 is an exemplary abbreviated schematic flow diagram of a device control

program that may be utilized with the mobile communication device of FIG. 2:

FIG. 4 is an exemplary abbreviated schematic flow chart of computer software
(i.e., program logic) that may be utilized in the device of FIG. 2 providing an

option to set up to Ny, duress passwords;
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exenpl ary nobile w rel ess communi cati on device; 20
FIG 3 is an.exenplary abbreviated schematic flow

di agram of a device control programthat nay be
utilized with the nobile comuni cation device of FIG
2; FIG 4 is an exenplary abbrevi ated schematic flow
chart of conputer software (i.e., programlogic) that
may be utilized in the device of FIG 2 providing an
25 option to set up to Nm- durkss passwords; 8 FIG 5
is an exenplary abbreviated schematic flowchart of

COIMIGH &fs HOeNlLy abbreated BERSAENIAShED of aﬁpﬂ@éoﬁﬁare
utilized in the device of FIG 2 to provide password

c hdkb&ki Prgeragylogionthat may be mua@ei lalﬁhﬁe@teﬂqﬁwiﬂﬁr Ytcprewide ng
qurbasiyend Eheokia 00 ok Aeb Rl (R Eey B P
(e g., based upon user entered nor mal and/ or duress
o TG Aae ey 2emp At in Ao goe eSS G
ac GREHANGE QEM%%%Q%E%@EHOH%J&&&% mhfdflbrqﬂress

OF EXEMPLARY" EMBODI an overview o

ex éapiveorgs) oo nmmndlgbndn systemin which a wireless 15
communi cation device 100 may be used in accordance
wWth this invention. One skilled in the art w |

apIFIesT abgicts bk ekDIBPIE o B YuRE: B %eei‘gxf‘mé’tf th&lichd eelmed in
system topolﬂb% es. There may a e many sage

serfgeqrdansa Spn@mtlgn The sinple exenplary system
shown in FIG 1 is for illustrative purposes only, and
shows perhaps the currently nost preval ent |nternet

e- BETAREBD DESTRIPTIAN OF EXEMPLARY EMBODIMENTS

FIG. 1 is an overview of an exemplary communication system in which a wireless
communication device 100 may be used in accordance with this invention. One
skilled in the art will appreciate that there may be hundreds of different system
topologies. There may also be many message senders and recipients. The simple
exemplary system shown in FIG. 1 is for illustrative purposes only, and shows

perhaps the currently most prevalent Internet e-mail environment.

FIG. 1 shows an e-mail sender 10, the Internet 12, a message server system 14, a
wireless gateway 16, wireless infrastructure 18, a wireless network 20 and a

mobile communication device 100.

An e-mail sender 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system has an account, located within a company,

possibly connected to a local area netwark (LAN), and connected to the Internet
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FIG 1 shows an'e-mail sender 10, the Internet 12, a
nmessage server system 14, a wreless gateway 16,
wireless infrastructure 18, a wireless network 20 and
a .nobil e communication device 100. 25 An e-nai

sender 10 may, for exanple, be connected to an ISP
(Internet Service Provider) on which a user of the
system has an account, |ocated within a conpany,

possi bly connected to a | ocal 9area network (LAN), and
connected to the Internet 9 12, or connected to the

or 351 A Spye el HeHhgoge B BRECASE ool 28 senice
sk ptdveidr) sich B Addekic¥Online @ORICGIC). At@sd dkdlledtih @heséiﬁvﬁms

shown in FIG 1 may instead be connected to a w de
ar é%Pfﬁfé%tMW ﬂ(WRI)‘v‘H@tSh@Wn 1B} tlHeay mstealdhq onapeted togghwide

| nt er net com t'e ar r an%g% St %@ES I ngﬂ%—sf%\g&%h

Th eomemEgecanpigid ﬁﬂroﬁgylnmnwmh@a"fwatmngéxﬁém@m{mm
network conputer wthin the firewall of a
Fg% t|on a conmputer within an | SP or ASP system or .
10 t he Ilke, and acts as the main interface for e-mail
exchange over the Internet 12. Al though ot her
meé‘ sagiesygs yevenst mayht impementgdi foeexantpks 6agmessork eomputer

le d f d f
- LR B i TR rBpipaten acngrubR i hhan 15 Rrhapptym or

bem&@cmﬁt@@k M thd rAh REFRAHN or @Al SRASALOveLMY Shternet 12.
Per haps the two npst conmon nessage servers are

M édiggesh OIERfcIﬁ%ﬂSQSIﬂg Sysamns might go@gqumTMssage S'Eln%system 14,

pr n_conj unct.i on er net
e AR B0 e 2 AR ol Oy byl §T win

| Nhermmliy elaes RRIRDREN b addln\®f 2 5IRQWSe ééi‘veF' Berhhps &8 two
they do not directly play a role inthe invention

de TOFt (EHNERIEH228AY S aresMicresoft Kighmge™ and Lotus Domino™.,

These products are often used in conjunction with Internet mail routers that route

and deliver mail. These intermediate components are not shown in FIG. 1, as they
do not directly play a role in the invention described below. Message servers such
as server 14 typically extend beyond just e-mail sending and receiving; they also
include dynamic database storage engines that have predefined database formats

tor data like calendars, to-do lists, task lists, e-mail and documentation.

The wireless gateway 16 and infrastructure 18 provide a link between the Internet
12 and wireless network 20. The wireless infrastructure 18 determines the most
likely network for locating a given user and tracks the users as they roam between
countries or networks. A message is then delivered to the mobile device 100 via
wireless transmission, typically at a radio frequency (RE), from a base station in

the wireless network 20 to the mobile device 100. The particular network 20 may
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as server 14 typically extend beyond just e-mai
sending and receiving; they also include dynamc

dat abase storage engi nes that have predefined database
formats 20 for data like calendars, to-do lists, task
lists, e-mail and docunentation. The w rel ess gateway
16 ‘and infrastructure 18 provide a |link between the
Internet 12 and wirel ess network 20. The wirel ess
infrastructure 18 determ nes 1the nost |ikely network
for locating a given user and tracks the users as they

am. en 25.countries or .networks SS
[ BRI GE R SR PR By P B Pt ats syl 5 e aadth &
t rrastsIE ®SinhicdibRidedkty at a radio frequency (RF),
froma base station in the wreless network 20 to the

-nobi |l e device 100. The particular network 20 may 10 be

i.rel twar k wh
AL B el B Pl R o o 0
S hlﬂi)Mbcaﬂed kbfrewhsre ancisThesest 12; Mhid mesgaReaygidalliyussent

y the e-nmil sender 5 10, l|ocated sonewhere on the

| rFf agtinal SinpleriYiadl Transferdiromool (SHIIRY RIC §3& headers and

5790 bR, B flad BitendbA AT BhA) o petlithe cofbietof
( Nhé/Eailomyagea Mhesd wecldidies are diewélbkmin wfthodehRillediid the art.
ST PSP HATiaFs ot iR R SaE 14 Bne s HOPB I ORfidh a
wexﬁ(@s@gg% GV Mos@ﬂn&ﬁgnie%agiri}g @fgétéﬁis ﬁpgaﬁq sbafled ull”

message store. Most known agi ng systens support a
s dn@%ﬁgee&wésp stheme, mhsmtg theanahile siegich &0 mustiTequEshthatstored

| dev h
R e PR b sbtheS Smilp e B drutie 007 SSme
d eykehs %}%hﬁesfwﬁutoﬁiéﬁb \%r& ‘éﬁéﬂﬁnés@ﬁfreﬁ WhHBdrh Gddressed using

routing of such nessages are addressed using a

s petBeFilis ecmpth pdrassdsensintewisle thetraebilsiderice AB0.nkitd prgferred
dehERE O, mbfafesHatfeSEdiS a message server account associated with a

host system such as a home computer or office computer which belongs to the user
of a mobile device 100 are redirected from the message server 14 to the mobile

device 100 as they are received.

Regardless of the specific mechanism controlling forwarding of messages to
mobile device 100, the message 22, or possibly a translated or reformatted version
thereof, is sent to wireless gateway 16. The wireless infrastructure 18 includes a
series of connections to wireless network 20. These connections could be
Integrated Services Digital Network (ISDN), Frame Relay or T1 connections
using the TCP/IP protocol used throughout the Internet. As used herein, the term
"wireless network” is intended to include three different types of networks, those

being (1) data-centric wireless networks, (2) voice-centric wireless networks and
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15 enbodi nent, nessages addressed to a nmessage server
account associated with a host system such as a hone
conputer or office conputer which belongs to the user
of a .nobile device 100 are redirected fromthe nessage
server ‘14 to the nobile device 100 as they are
recei-ved. 20 Regardl ess of the specific nechani sm
controlling forwardi ng of nmessages to nobile device
100, the nessage 22, or possilply a translated or
reformatted version thereof, is sent to wireless

rel ess |nfrastructure 18 includes, a

t 16.. Th
ggﬁﬁve@abmé% H?Fg’é’t" &t cap sYRROEY kodl voies sk dataepmmyigations over
co ‘ﬂ{ées‘éhie Bﬁﬁlﬂage Qﬁlonlﬁn t%ﬂfbﬂ{eﬁ%uﬁeﬁlxaé:ﬁwakg'l cgl.llde but are
Net wor k ('l

el a connect | ons usin
t heotTigRitedtop (1) tCade Divisiod Mﬁinplmgh:wﬂs (m&hmhﬂmﬂ{s (QAﬁm

e R B T b o
b eiahi@ tlfej(}erléﬁﬂ PaORDREHS SMVigd @RIk eréss and &) future third-

voi ce-centric W reless networks and 11 (3) dual - node
netgﬁnﬂrk@nt (360 neverkuipoinhaperdDataiaes fanthlabat Evolution (EDGE)

t sane al t at i
L TR Ty R ek L e
| i ekireples of da(tén-):exfﬁﬁd SetWok mcRide Me MbBitg MREEIDIN oM and the
net wor ks the Goup Special Mbile or the d obal

Sy 3&5’%‘8’?‘( Restio ﬂ‘@t‘w pgalep @ﬁgldelesrige-@ng'mﬂqtmetworks

future t]ﬁégg geneu c?%%n%@% ﬁ@?‘%“ Vﬁdg?é%%ﬁd%réﬁl)m

Datgsterat.es for d obal Evolution (EDGE) and Uni versal

Mobi | e Tel econmruni cati ons Systens (UMIS). Sone ol der

exanpl es of data-centric network include the MbitexTM

Ra@lsQ:lebFJté&h iF1@Ns! théifile LRI &EMA Bedeo 1%%&& suitable RF
Exanpl €s of ol der vol ce-centric data ne b

i néhtgure P& oo madeloSs pommmintizgatiemioSysh eMsle§PEBvorkez®or ks

H lf'.eomczaesnl\({0uglnlg_F,Tc{e:rnodulationhnoclulation and decoding/coding circuits 104 are

provided. As those in the art will appreciate, such circuits can involve possibly
many digital signal processors (DSPs), microprocessors, filters, analog and digital
circuits and the like. However, since such circuitry is well known in the art, it is
not further described.

The mobile communication device 100 will also typically include a main control
CPU 106 which operates under control of a stored program in program memory
108 (and which has access to data memory 110). CPU 106 also communicates
with a conventional keyboard 112, display 114 (e.g., an LCD) and audio
transducer or speaker 116. A portion of data memory 110a is available for storing

one or more duress password (DPW). Suitable computer program executable code
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systenms. As depicted in FIG 2, nobile conmmunication
devi ce 100 includes a suitable RF antenna 102 for

W rel ess communication to/fromwreless network 20. 15
Conventional RF, denodul ati on/ nodul ati on and

decodi ng/coding circuits 104 are provided. As those
inthe art will appreciate, such circuits can involve
possibly many digital signal processors (DSPs),

mi croprocessors, filters, andPog and digital circuits
and the |ike. However, si nce such circuitry is well

' kni@‘éfbrédhntﬂ%@mﬁfstof tdgr édiéw 7R 100 W tﬂﬁé%égﬁgwm%cbhafa@ng

| e comuni catl on so typically
i nbglsrdadalumas passwatd dieckigPlogikobesoibedtbelyyer at es under
control of a stored programin program nenory 108
(and which has access to data nenory 110). CPU 106

al ‘pige mmmmatmﬂwzb BRO{ tbQNAkin k6B 6brddh duch as
d| splay 114 (e.g., an LC% dﬁaudl o 25 transdﬁéger or

ed MFG. A plsre, vpen qualp@r fEroRRt BAQH password protection

D@Wﬁ@@ bR 30K 1 OG- ot G AL IR LABMWOLS dota and

e conmpater program execu e co

st nored] opersdu (and possivlpilegupon dmamﬂmglﬂ&rtc@nmﬁsﬁalt ute
the password_ checking_ | ogic and duress password

c h‘é?ﬂ»?? Pansgaherea)e §emrqs &gl B@%sawa Passwosdehecking dpgic s@sroutine
Wi hdo: teyfd nC %ﬁ%ﬁﬁ%@@a éh&é{?ng;@% 00N §isibt ﬁ%ﬁg‘at 304

suc as epi cte upon power up
t uasxtoorhesh'er 3C@ss Is peasistedir I npt, chemct wain 1dmp§oﬂ;mmmrd\mkymk

acc ss ,fl e 301 t bl ock access to

oL ERaRd o, therofer hﬂ%@#&%ﬂ&ﬁ £ BAGV ﬁqesn ghtgrgd and

UP&IRedQ8 pérat oy tﬁ&l‘?ﬁﬁnﬁiﬂg} ?d%h@ﬁ@lente%‘aé kg ?iﬁblﬂgmc access to

chores), control wl s to a password checking

| ogp@dgig@,) r Amdngether thmgs these normal operations in the exemplary
embodiment will include an option to set up to Ny, duress passwords (and Ny,
~could even be varied from oné device to the next so that an attacker would be less

likely to know how many duress passwords might exist).

In a preferred embodiment, the password(s) is(are) stored in the device 100 only as
a cryptographically hashed version(s) of the actual password(s). When a password
is entered, it is then similarly hashed and compared to the stored hashed password.
In the exeinplary embodiments described below, use is made of flags that can be
“set” and “reset” to denote status information. It will be understood that the
presence or absence of & hashed acceptable password in a predetermined data

memory field can constitute such a set or reset flag value.

The duress password setting option logic is depicted at FIG. 4 using any desired

manually selected menu option procedure. The user is given an option to delete
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302. Upon exit fromthe password checking | ogic 302, a
decision is made at 304 10 as to whether access is
pern1tted If not, then a wait |oop for password entry
is entered via 306. On the other hand, if a suitable
password- has been entered and access is permtted,
then nornmal operations are entered at 308 (i ncluding
access to stored data). Anpbng other things, these
normal operations in the exenpiary enbodinent wll

i nclude an option to set up to N duress passwords
(and No,, 15 coul d ,even be varied fromone device to

t hEXIANE dwepsmasswords al03c Khus\ptipwisisioseashen fhedspyis also

kn {5R0% o

pr g%@?ﬁ% enbg [ n@%@ CIp eﬂ%gg glﬁg}}rl%%lsgl%?ls fi{ali' eSOLésht ‘?S‘F"‘esé

i npadsworts\ai 4@4. 11 Ghie nptyom:s chaseny that alpnrhlekiztihg yulessiesivords

b0t Rl i hpR dor eleine al g esmgsietoms i not chosen a
conparRs theuidies SdrRfied H3sR8G, ﬂ%@ﬁc%?lﬂrdﬁress RskbR for deletlon at

exerrgl ary enbodi nents descri bed bel ow, use I1s nad
f1 48 t paasiverd is thendeleteddt 4 1@ sBicteafter, dhl@cms@mwler

|nf be u der.st ood. t resence

oAk 230 blosi el LSRR P vinud s B e
predetern1ned data nenory field can constitute such a
set or reset flag value. 25 The duress password

f¥ieRgerBpietiomo @y desirest drlgiontrsereas, tirilagic #heaks b4 bhip see if

| s B e OB uR B PR R g Mo

pa$saothes aatitad2user Hisplay Snedgige @priosided A6, andhensdh@utine is
rmtted fo choose_a further option of

32?%{% By HOREYATot 5 STl Epraalesied e dnareaRarR o accept

Ao sl ST o %o

delseseleqpdathen ddesissd rpzwschms gassherdistmannaibeentated (possibly
twice for confirmation) at 422 before control is turned back to the test at 414 for
the possible entry of yet another duress password. In this manner, in this
éxemplary embodiment, the user may manually set up to Ny, duress passwords
(of course N, may be set to one when the mobile communication device 100 is

manufactured and distributed to the user).

In this exemplary embodiment, the user is first presented with an option to delete
éxisting passwords and is then presented with an option to add duress passwords.
Of course each of these optibns can be simultaneously presented to the user in a

single menu from which any desired option may be directly selected (i.., without

going throngh multiple sequential optional selections).
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5 404, then the user is permtted to select a
particul ar duress password for deletion at 408 and
that password is then deleted at 410. Thereafter, the
user is given another option at 412 to possibly

del ete yet another previously stored duress password.
After conpletion of any desired del eti on process, the
| ogi c checks at 414 to see if 10 the nunber of stored
duress passwords al ready equal4 the maxi mum nunber N
If so, then a suitable user display nessage-is

FomsoBFn i ith S, B2 palsbEed HchiPg el it seclff ool 02

e PRt ¥ nisde 86 EQABmindl WhEHEr AAGHNRH HSswbiES 2 hbfndl $8Eswosd
given the option to do so at 420. If that option 1is

se(MRWaglf it awt, shedessiurther tnetvis tadesisS0d4s seeof theiestered

B bl LG f BESOLELt el S, DRG0 A s

41t dtored dhdaend assnd) bperaibisycontimyeio baddred atB068%8 the sub-

‘password. ILn this manner, in this exenplary

enfgREERRIeE A2W8ser may manual |y set up to Nmax

duress passwords (of course Nmax may be set to one
when the nobile comunication device 100 is
maHidnzecteptade durdssdiastwarl it fatind @ bdhygresenent) 50420 e a duhks

exenpl ar# errbogi nt, the user is first presented with
anmggﬁﬂﬂ% -4 litas PREAPSTTNgd ffositiengpesified) emathadressee
pr esasrk et WhdrBssadthaPt hefcligr &G%ﬁ)&&%ﬁd&?&wﬁﬁ@é -dbue&%f. As

course each of these options can be sinultaneousl
pr 8elediedlG. &, thirduesiméssage is prefigghisly serwifionanyiosdalany

desj tion may be directly sel ect i.e., Wthout-
25 il PRl oS o a0 enlreh Rt Tup acbetgpn hat e

S eheedaig@ NAY beed oS TRRGYBedallsd thPattmvoket MEHPBFRWRAEL discover that
checking logic is entered at 500 and at” 502 a test is

e deyicaBpebarn el iniea dusessanodsn tNaverthgless sindheledesnplary
NOLABbiRRRS Whhial permit access flag 1B is set at 512 which can be used

internally (i.e., without any user access) to indicate that the device is in a duress

mode.

Although there may be many internal uses of the duress mode flag 1B, one use in
the exemplary embodiment is depicted in FIG. 5 if the test at 502 determines that a
normal password has been entered. If so, then a test is made at 514 to see if the
duress mode flag 1B has been sef. If so, then an end of duress message is sent at
516. Furthermore, as also depicted in the logic of FIG. 5, when a normal
password has been entered, then whether or not the duress mode flag 1B has been
set, the permit access flag 1A (i.e., the normal access flag) is set at 518. Of

course, the duress flag 1B is re-set when the end of duress message is sent at 516.
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(NPW. If it isnot, then a further test is nade at

504 to see if the entered password equal s any of the
Nmax acceptabl e duress passwords. |f not, then access

to stored data and normal operations conti nue to be

bl ocked at 506 and the sub- routine is exited at 508.

If an acceptabl e duress password is found to be

present at 504, then a dures 5rressage is sent at 510
to a predetermned (i.e., I er specified) email
addressee 10 to alert that addressee that a particular
acThuddreguneds UVIE & 4l used ey althw @sdisalldss acost esldimss

FIG 5, this duress nessage is preferably sent w thout

a nQaSﬁWBPW&‘mﬂﬁ‘é@%fg %PtFQ?égﬁoﬁ gsegende 1‘16131%?&5?)‘?’%’\%1 sgeing ﬁ’?ﬁon
S BTinAGEESThOLIH RAkY, OfbnlddBlss e aﬂ§§§@£ﬁw&ﬂ%09ﬁgﬁauon
sent. s I s because t e attac erw se

di eptums is dialtowetlh & hiteqprecatsihs atim:km fsmm deuarmimmgihﬁ owwber of

node. Nevertheless, in the e l.lary 15 enbod;

o s bagrris 5 op eammde s SR LR et oSy S ey, 1t

be ks dde F1Aa 1 BYnak nofbeen $btl HHeH tacc%@é’to‘%ﬁ@&ur@&‘s%?xﬁor& 0

|nd| cate that the device is in a duress
PM@mﬂon@mOmaB@Wﬁfhny i nternal uses of the dur ess

node flag 1B, one use in 20 the exenplary enbodi nent

is depicted in FIG 5 if the test at 502 determ nes

t had somdigipi@herRREHAOnE diRss ROENTISNI B he not be fiesent.NEna
test is made at 514 to see if the duress node flag 1B

hagcasaiahlegluress passwierd isgaisredatofd, tben ydwesssmensagedssent gt 510
S e%th@ﬁ seénllngﬂkg&ﬁrg GhogY f?a ﬂ? zf% 20 S‘ﬂ?&'t@é ﬁﬂécésr}n%c%eﬂag 1B is

ogic O en & nor passwor
e nheytethg tseénthekat freil4de ncnqkrfbh:eecd aiiethe end dbddressgnésse is
has been 25 set, the permt access flag A (i.e., the

noPHEieNtROd s flag) is set at 518. OF course, the
duress flag IB is re-set when the end of duress
nmessage is sent at 516. 15

One example of a duress message is depicted in FIG. 7. The addressee field 700

could be pre-set by the user or by the user’s organization (e.g., as part of an
ofganization’s defined IT Policy rules downloaded from a server or otherwise
entered in device 100 during the set up and issuance of the mobile communication

~ device 100 by an organization to its employees). The addressee should, of course,

~ be an individual or organization that is intended to monitor incoming email
messages for duress messages — and ready to take appropriate action in the case of
message 1s received. The duress message may also include a PIN 702 (personal

~ identification number), an owner identification 704, the time at which the duress
message was sent 706, the set duress flag 1B (to indicate that this is a duress
message rather than an end of duress message) and any other information that
might be desired by a particular user or user organization. An end of duress

message may have a similar format and content except that it would include the re-
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The duress node flag 1B is also used to allow or

di sal l ow access to duress password configuration

opti-ons, for instance the duress password setting
option. If the duress node flag 1B is set, then
access to the duress password configuration options
is disallowed. This prevents the attacker from
deternmi ning the nunber of 5 duress passwords set or

t he manner in which the dures$6 passwords are defi ned.
If the duress node flag 1B has not been set, then

sk 8L 988 SR L B n o

f | pdot feriwdwf doteshhe present. |If an 10 acceptabl e duress
password is entered at 504, then a duress nessage is
sent at 510 w thout setting the duress node flag 1B

C : . .
LCEER RREE, e AR By gl Bokf e
dusiezdesnEszmple 1i wes acingledi? Wahat5d mamiSly Gnrreidanie asafas

a duress_nessage i.s_depicted in F| G 7. The addressee
i gFSafe ob°or ?@Hﬂ’ge’a’éfhsﬂgf-r@%tpawﬁlé dEks”, 8ie dupess password

"US@buls b bRt ABRL WiRSated sBling o@l%hﬁa&érs ;Q{é%rﬁeg “water”

organi zation's ‘defined I T Policy ru ovvnfoa'ded from
a server or otherwise entered in device 100 during

h d i f th bi | [ [
deonE EepBefint: WM o Sl marafigeopedeuraifior
addiuesses ey whierethe G4 taCentéinlAcdibdl slintyAd osQk duress

“organi zation that is intended to nonitor incom ng

enBRFWOIE 48 §gc ¥ alkE T andliise’s. nessages - and ready to
take appropriate action in the case of nessage is
recei ved. The duress nessage may also include a PIN
707h¢ perdsaample depndd ihiFIG 6 defind AliRTdss p@SwoM WIthe normal
identification 784 the-time at which the duress
reB¥yardith appendedgnd/eniuencadedidigiss sThis definitoy ofa duress

i ngd b S Sai : r ot h
S0 AR b Dl i e RIRA S Rk e or,
t halternatively, could involve manual input by the user of desired particular prefixes

and/or suffixes.

The fourth example in FIG. 6 simply defines a duress password as a normal
password with any additional character (i.e., in effect a “wild card”) as a suffix or

prefix (or both prefix and suffix).

The fifth example in FIG. 6 defines the duress password as a permutation of the
first and last n digits of the normal password. For example, if the normal
password is “password”, and n equals 2 then the duress password could be

“APSSWODR”. Throughout this description, it should be understood that the
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"might be désiréd by a particul ar user or user
- organi zation. An end of duress nessage may have a

simlar format and content except that it would
include the re 16 set value of the duress flag I B
rather than the set value so as to indicate the end of
prior period of duress. FIG 6 provides a few exanpl es
of suitable ways to define duress passwords. The

~sinplest Exanple 1 uses a single DPWthat is manually

entered by the user as desired. For exanple, if the
noragml tpa“ss_vyo,rd is "Mke", the duress password could
bevalROtifo dgit yman hasie 0% gecepigblegisable alphpbaticenumeriss pymlaolic,
" Wt ftfer olakB&afigcond exanple in FIG 6 depicts a sinple
manua ?r)?_aent g‘ﬁlgd plurality of 10 duress passwords

where the user can enter any desired arbitrary strings

as.,dur.ess S s (e, 9., "water" and "fjre"). The

t M%@gﬁﬁﬁzﬂmﬁigt fééefm%s Heduress aeﬁsvvﬁ&as&th%w)@ésg order
Do e ol TRusw TSI AW RRRADY FepRRAA of e
pakasmet prssworddoldefing e dittelsrpasaivbrd isdepicted axBkdmple 7 in FIG. 6
d i,ne itable logic,or, . alternatively, c¢quld
S P or ol pasS et Bl bofh ol gl v 20k e
pre&xfaimpisshodmdh FIGSEN f i xes. The fourth exanple in FIG

6 sinply defines a duress password as a normal 20
password with any additional character (i.e., i

N
ef t "M s a.suffix or. prefix.(qQr bqth
o faishol 8% Byt Lty s bt oo Bk
def00n éerd duarldibe 15 6ptRAINddr dn 3ptidusRefeahl biftdnAppREatibh Sist) to set

first and | ast [}hdi gits of the normal password. For
pPFRaIcosld havesasmmrry dusess passsinsisies NiandTo

N &3l n%uzd&rgﬁrbagé%rg,%g user RERGRY $i&9 i{l(gncpr%en could be asked

to confirm it). There can also be an option to delete ALL duress passwords, This

would allow the user to start fresh if some duress passwords are forgotten.

One reason that a user might want more than one duress password to is to try and
prevent a knowledgeable attacker from, instead of just asking for the normal
password, asking for the nermai password and the duress password. If there is just
one duress password, then the attacker has a 50% chance to guess which is the
normal one. Since there is no theoretical limit on the number of duress passwords
that a user might have, the attacker doesn’t know how many to ask for. If the
attacker asks for the normal password and the duress password, the nser may have

two duress passwords which can be given to the attacker and thus not expose the

real password. .
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" APSSWODR'. Throughout this description, it should be
understood that the 17 value of a "digit' nmay have any
accept abl e usabl e al phabetic, nuneric, synbolic, or
ot her place-value. The sixth exanple in FIG 6 defines
t he duress password as the reverse order 5 pernutation
of the normal password digits. Another exenplary
permut ati on of the normal password to define the
duress password i s depicted d$ Exanple 7 in FIG 6
where the digits of the normal password have been

r‘ - ! ﬁg T

G?H%%g{éllﬂlpgn exg(rcrjgf grn)g/a ylegr%bﬁgglle[ ﬁeagtéaz;@!e g%%! |f§§sytb%}d{% ﬁeﬁm
w with.eNsduressipassveoads inals todsop € knowtledgeableattackepbitdhdre nzay be
optif {n%ungfr an ?ﬁet Lons screen off .an application
Ii]%rf)?{‘13 Vg securely floring IIRRIQER RESSWHES - user coul d have
as many duress passwords as N. To enter a new duress

password, the user manually enters it (and then could
beAnfherdvay t debiae i dHress passTonshie tacjapt agteps combiaatienstaf dre

to rd This 15 .woul d .al |l ow ..

¢ pasHaE Ry bn it i BAESHRE Cror Bt s ABO R g i

f ottt then dGIves pHewoeRls chEl be “dskd” fBllehdd MP@imdEERs. LSRN
s . password to is to try and revent a

one dures SSWO, 0. r
kn‘gws(eljgga’b‘ﬁ‘é atlikeker "D 84 st apud alf be eccgpled g duress

o e T xRS ou@R Mlefio jlfs B MBIy 59

ondlughtation s cped pusobala suffienotaymefit,toabk@yt has a 50%
chance to guess which is the normal one. Since there
is no theoretical |limt on the nunber of duress

PAsSURIES vatilid! a @uﬂ%as@&ﬁ%o?ﬁ%’seﬁtﬁ%ﬁﬁ’ﬁtsﬁﬁg gﬁig and then
doesn't know how many to ask for. If the -attac &r
astiag deiee whaldrageemithap aisiogor sadans ¢fitbatdtringss dusess passorords.

B B R RSt R B00°

password, “neil”, “neill”, “neill23”, ete.

| A permutation of the normal password may also be used as the duress password,

Some examples are:

a. permute the first n characters and/or the last n characters (so password =>
apsswodr if the first and last two characters are permuted). One should watch out

for passwords like “hhelpp”.

b. type the password in backwards (so help => pleh). Here one must watch

out for palindromes.
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25 real passvvord 18 In sone inplenentations it may be
best to all ow one duress password to start with.
N-dur ess passwords help to stop a know edgeabl e
attacker but there may be problens with securely
storing nunerous passwords. 5 Another way to define a
duress password is to just accept conbinations of the
normal password with sonme other string. For exanple,
if a normal password is "mKke" then duress passwords
could be "mke" followed by sone digits. So "m kel",
"m ke2", "m ke32", "m ke47854", etc. would all be
acke pt sefatg dhaychagasters snmasumbs of fimes fodkthey ags rgtagad twice then
(t 0Qt. 4

g i |go n#ﬁs ufg{érg oﬁé g-lutstswgt% Ph'tsfﬁﬁ gAssﬁﬁrdgf Qr}at are all of the
bmajmdégtmim her variant, a duress password coul d be
set to equal sone string and then the device would
accept that string or variants of that string as

dygess azﬁa%ws%?pemﬁaﬁcfn Iﬁaﬁﬂwséa&égémfd is "neil”

the devi ce Woul d”accept, for the duress 15 passvvord
"neil", "neill", "nei1123", etc. A pernutation of the

Lo 368 3 S S e 585 o,
n tﬁﬁk&h@ﬂ&@ﬁﬁpa@%xﬂ'be f]ﬁh@ as &flony” GARE AGHBE Bask WO IHENRi an
sswodr if the first and last two characters are

fé@puid(m% gyers ihadwessasoinrd andhavysacessd iabe dewiee. A

Rty B I P BRR ER E ShBe

1%he information on the device.

Once the duress password has been setup, it may be used. If someone enters one
of the duress passwords into the lock screen, the device will then silently send an
email to a specified email account, alerting whomever monitors that account that
the device is under duress. This email that would be sent would not appear in the

message list (otherwise the attacker may know that the device is in duress mode).

The email would contain identification infermation about the device: the PIN,
owner information if present, current time (whether in local time or converted to
GMT), and any other needed information. The email format would either be hard-
coded on the device or set by IT Policy. The email address for it to be sent to,
could be specified also by IT Policy.

Whenever the duress password is entered into a password entry screen, this email

would be sent. Also, the first time the normal password is entered after the device



c. rotate the characters sone nunber of tinmes (so if
they are rotated twice then password => rdpasswo).
Here one nust watch out for passwords that are all of
the sane digit value. 5 d. OQher types of pernutation
may al so be acceptable. These are just exanpl es that
t hat have been considered. It is inportant, though,
that the duress password be just as "strong" as the
devi ce password. Ot herwi se an attacker could just
guess the duress password and have access to the
device. A 10 duress notification may have been sent
but the attacker would still have access to the
i nformation on the device. @ce the duress password
has been setup, it may be used. |If sonmeone enters one
of the duress passwords into the | ock screen, the
device will then silently send an 15 enmil to a
specified email account, alerting whomever nonitors
that account that the device is under duress. This
CHR lgeeﬁ uré@ 2‘111(9]}% bz?no?ﬁfegtx a‘iji V{l]_iﬁtbe%lrﬁ?ﬁ))rl éhgatg Hﬁress mode is over).
nessage erw se t e attacker now t hat The
devi ce |s |n dur ess node). The emai | mould contain
ication,in ti.on. about t.he - the PIN .
0 Blntas RGP et S Tt e Rpecki pR oot b apidered to
be thel fiodi @Eadlicd] hfibprefere By a6 cinbodivbhts, @nﬂo 88 Yind¥rd16dd that the
needed information. The email format woul d either be

mvenﬁoax} ]ﬁ noE@d’édP“BWdtt‘h gled’lésg}ogfé:l eépbogg*{xe%%, bpt—,l-mp@e ceg;traryﬁé intended to

cover%ﬂﬁrlahatﬁﬁg rlﬁc?cﬁﬁ(faﬁﬁné éndteﬂmbgleﬁtea?fan%\h entscxﬁélbgjedbﬁthm the scope of the
specified also by I T Policy enever e duress

zmpﬂﬁaiﬁwewd is entered into a password entry screen this

email would be sent. Also, the first tinme the nornal
password is entered after the device 20 has been in
duress node, a notification email will be sent (to

i ndi cate duress node is over).




Wil e the invention has been described in connection
Wth what is presently considered to be the nost
practical and preferred exenplary enbodi nents, it is
to be understood that the 5 invention is not to be
limted to the disclosed enbodi ments, but, on the
contrary, is intended to cover all variations,
nodi fi cati ons and equi val ent arrangenents i ncl uded
wi thin the scope of the appended clainms. 21 CLAIMS 1.
A wirel ess conmmunication device (100) including nornmal
and duress password checking logic (502, 504), said
cLAevisce being characterized by: including therew thin
~ password protected stored data and password checki ng
| ogic which prevents user access to at |east sone of
said stored data (512) and automatically causes a

duress TegSaLG cgaﬂm%iéa%gh d%\ﬁétp@loﬂ))fm udihg ﬁ&%a@ﬁ%ﬁ%ﬁ?&s@

has been enter I nst ea a norma passwor d
G a LG wher ei n
passwor clgec‘?qengggny 0% gd gnsaﬂf IC% 6@1?1% cﬂ' Jé%bzgg éy <ai d
. 1 sa out nalnta ni_ng.. o
inefig Heules Efrsawmf%ts??%ﬂ%%fir&gﬁéﬁd Bt g diBies et
Wi rel ess communi cati on deV|ce ai.m
PTEVRREY USFTACSES & A ies s TieP éﬁlé‘émr?fg %@15) W&maﬁaﬂiﬂ qpuses a
causes an end-of -duress nmessage to be sent (516) if a
durefs mreasagp Eskamsn(S1Q) ié md@feéﬁpaé#wfl has begh é%tgfeéa@é% P2 Rgignal
been entered. 4. A wreless comunication device as in
passwyrdof clains 1, 2 or 3 further conprising: duress
password entry logic (400) which permts user entry of
at 2.eastA efrelesiroessunirios Wovice asit olagm dwhessn pad dwessd
store.
password checking logic causes said duress message to be sent without maintaining any

user accessible indication of such sending (510).
3. A wireless communication device as in ¢laim 1 or 2 wherein said

password checking logic automatically causes an end-of-duress message to be sent (516)

" if a normal password is entered after a duress password has been entered.

4, A wireless communication device as in any of claims 1, 2 or 3 further
comprising:

duress password entry logic (400) which permits user entry of at least one duress
password into a duress password store.

5. A wireless communications device as in claim 4, wherein said duress
password entry logic permits user entry of a plurality of different duress passwords into

said duress password store (414-422).




5. A wreless conmunications device as in claimd4,
wherein said duress password entry logic permts user
entry of a plurality of different duress passwords
into said duress password store (414-422). 22 6. A
wi rel ess communi cations device as in any of clains 1
to 5 wherein said duress password checking | ogic
conpares an entered password to a plurality of
pre-stored duress passmor%z to determne if any one
of such plurality has been“éntered (504). 7. A
W rel ess communi cati ons device as in any of clains 1
to wheg ej: j d J: ' e
dot B i rse i REk L AR BARARf o HEEIAP 1 0B WRercin waid
o G UAL S PLE AR LS RS Rl A AP B g
Wi rel ess communi cation device as in claim7 wherei
ot RFSFULRIP S IFRER T GPEB! TSP BRI FasaPhemiGF e
password caonprises a permnutation _of place values in
sai & nor frafIreFas SBRBRICHLOnAdGYIGees &1 a0 Y FHATRF & &1 P yhsrein said
device as in claim?7 wherein said predetern ned
durgps paserprd elreskiog legic dagranipsrihan engaabRpastwioTe 6PRFISR Bed d
normal password wth at | east one extra place-val ue
detprmanpbriged varbrar ghidmoapy gastewrd foaiesrmine 1is dubesaippssiveskhas
conmuni cations device as in claim9 wherein said extra
bequl ceed. val ue(s) is(are) of predeterm ned value(s). 11
A wirel ess conmmunications device as in claim10
whegei n Aaiittlesptafiabmtaionedvidahiia (CimiTavierdgead
pre-stored by a user in said duress password store.

proliderrAin¥d 51%&&9@:&%@?&%%@3%%% Einfed Np&indlalibf of place-
wherei n said duress password checking | ogic determ nes

valbls RR2i8RbERAJaRASRIOr d constitutes a predeterm ned

9. A wireless communications device as in claim 7 wherein said
predetermined altered version of said normal password comprises said normal password
with at least one extra place-value pre-pended and and/or appended thereto.

i0. A wireless communications device as in claim 9 wherein said extra place-
value(s) is(are) of predetermined value(s).

11. A wireless communications device as in claim 10 wherein said
predetermined value(s) have been pre-stored by a user in said duress password store.

12. A wireless communications device as in claim 4 wherein said duress
password checking logic determines if an entered password constitutes a predetermined
altered version of a duress password pre-entered by a user into the duress password store.

13. A wireless communications device as in c]_airg 12 wherein said
predetermined altered version of a pre-entered duress password comprises the pre-entered

duress password with at least one extra place-value pre-pended and/or appended thereto.




altered version of a duress password pre-entered by a
user into the duress password store. 13. A wireless
conmuni cations device as in claim12 wherein said
predeterm ned altered version of a pre-entered duress
password conprises the pre-entered duress password
wth at | east one extra place-val ue pre-pended and/ or
‘appended thereto. 23 14. A wirel ess comuni cation
device as in claim13 wherein said extra pl ace-

val ue(s) is(are) of predet@?n1ned val ue(s). 15. A

wi rel ess communi cation device as in claim14 wherein

sai g, PrRUSKALTLARHNEL IR (Bl DA AN NASRPLE ShATSd..

user asswor

0 addi t al passmord protection in a
VBWWQ $@§§°€%ﬁ%ﬂﬂ?&g?1&ﬂ $3Vi ce i ncl uding nornal and
duress password checki ng i C 504 sa
met fdd b‘gl"‘ﬂ’& ©h ‘é?‘%@?’é‘F?‘%’é‘dﬂeg‘ﬁe asalﬂt"gaﬂﬁtlgégéﬁereﬂzn sat
preventing user access to said stored data (512) and
pPregefeaniagd tﬂg!rq(i) hagiasi) Repnaprerbieeed by Raiserdp aif duises Rgtyyord store.
(510) if a duress password has been entered instead
of &0-nor fratetipsifonpovidinEaddiNond tatst opbprpigciédnain M viigsless
wherei n said duress nessage i s sent w thout
communic atian degicameludsey noanelesdidofess passivad chapkingflogia 6192, 504),
sending. 18. A nethod as in claim16 or 17 wherein an

sai@ n@iol beie eBaacressd®e: i S autonmtically sent if a
normal password is entered after a duress password has

beegutoRRi@IN S frevdRingAseBicBrsl toid storéd @dtis18) ankiaueimaliBally
further conprising: permtting user entry of at | east

c alﬁﬁl% a%?&§ $heRASS WRSechis P0)3f SIS $aRIDRY R bes Hifed indRad
hod as in claim19 wherein said permtting step

of Pﬁ&ﬂ]aﬁ PasMR&g. entry of

7. A method as in claim 16 wherein said duress message is sent without
maintaining any user accessible indication of such sending.

18. A method as in claim 16 or 17 wherein an end-of-duress message is
automatically sent if a normal password is entered after a duress password has been
entered.

19. A method as in claim 16, 17 or 18 further comprising:

permitting user entry of at least one duress password into a duress password store.

20. A method as in claim 19 wherein said permitting step permits user entry of
a plurality of different duress passwords into said duress password store.

21. A method as in any of claims 16 to 20 wherein:

an entered password is compared to a plurality of pre-stored duress passwords to

determine if any one of such plurality has been entered.




a plurality of different duress passwords into said
duress password store. 21. A nethod as in any of
claims 16 to 20 wherein: an entered password is
conpared to a plurality of pre-stored duress passwords
to determne if any one of such plurality has been
entered. 24 22. A nethod as in any of clains 16 to 21
wherein: an entered password that is a predeterm ned
altered version of said nornal password constitutes a
duress password. 23. A netH8d as in claim22 wherein
sai d predetern1ned altered version of said nornal
pas rd cor ses a its. in said
oy 2 pa oA e R S SD W%ef%lrla%ﬁ%edmé%?fﬂ that
sai r edet er m, ned. al d version said norma

s 4lg ?&ﬁﬁﬁﬁfiga@ww S PRI PSR OO At B pagsword
one extra place val ue re- pended and/ or appended
{heFbt 0. AZEhod 41t R AL WheroR idarelstepRiied Aerehy asion of
extra pl ace- value(s) is(are) of predeterm-ned

said g B3sswoRsl comprsestiariastation of] digirh in saidnenntdl passwpig-
predet erm ned val ue(s) has(have) been pre-stored by a
use?4.i n Sanethagias & slajpadd wherdinstorpeede@Tminad pidrixd vkersien ph
claim19 wherein an entered password that constitutes

said noyrab et woni coagpriadstibs samabpsivodrd efithait pras-caseetreplace-value
duress password constitutes a duress password. 28. A

prefhi@rhndsor iappesiied theto. Wher ei n sai d predet erm ned
altered version of a pre-entered duress password

CONps.i Se] rhdiiods e SRS AnLUIMASRI RES 51%95 daliﬁ\é(&)'"ls(ﬁ}e) of
| east one extra place-value pre-pended and

apeshdedyahgpeto. 29. A nmethod as in cIa|n128 wher ei n
Pm ?ﬁﬁext¥a pl'ace-val ue(s) is(are) of

26. A method as in claim 25 wherein said predetermined value(s) has(have)
been pre-stored by a user in said duress password store.

27. A method as in claim 19 wherein an entered passwor(i that constitutes a
predetermined altered version of a pre-entered duress password constitutes a duress
password.

28. A method as in claim 27 wherein said predetermined altered version of a
pre-entered duress password comprises the pre-entered duress password with at least one
extra place-value pre-pended and/or appended thereto.

29. | A method as in claim 28 wherein said extra place-value(s) is(are) of
predetermined value(s).

30. A method as in claim 29 whcréin said predetermined value(s) has(have)
been pre-stored by a user in said duress password store.

31. A computer program storage medium on which executable computer

program instructions are stored which, when executed, provide additional password




predeterm ned value(s). 30. A nethod as in claim?29
wherein said predeterm ned val ue(s) has(have) been
pre-stored by a user in said duress password store.

31. A conputer program storage nedi um on which
execut abl e conmputer programinstructions are stored
whi ch, when executed, provide additional password 25
protection in a wreless comruni cations device

i ncl udi ng normal and duresiﬁpassmord checki ng | ogi c,
execution of said program i“nstructi ons being
characterized by: autonmatically preventing user access

prdi@8Rkda a&%&dcoqeﬁ@éagg%sf&},ggg{cﬁﬁeg PR AUS M res@password

uress nessage to SS passwor S

Ch&ﬁﬁl@ Igé}é%&gcqltlbﬂl ot sea?cpprgéraﬁi iﬂ&fuqﬁ!ms b%%]%scwgrragferized by:

automatically preventing user access to said stored data and automatically causing
a duress message to be sent if a duress password has been entered instead of a normal

password.




