METHODS AND APPARATUSFOR OPTI MAL PARTI Cl PATI ON OF DEVI CES | NAPEER- TO- PEER
OVERLAYNETWORK Claimof Priority under 35 U.S.C. 119 [0001] The present
Appl i cat iwo 2b@visPERent clains priority to Provisional Applriusatooom7e.

61/ 073,284 entitled "Methods and Apparatus for Optinmal Participation of
Devices in an Overlay Network" filed June 17, 2008, and assigned to the
assi gnee hereof and hereby expressly inqorporated by reference herein.
BACKGROUND Fi el d [0002] The present application relates generally to the
operation of overlay networks, and nore particularly, to nethods and

appar at us for MBfli PAND APPARATYS IHOR OPSTIMAL BARTRYOIREEIODver | ay
net wor k. Backgr @RODEVICHS INrePRER-TO-PEER OEERIIAYNETWOIRKN services
in the absence of serverbased infrastructure is referred to herein as a
"peer-to-peer” overlay network. In a peerto- peer overlay, peer nodes
co-operate wth each other both to provide services and to nmaintain the

net wor k. Peertdif-of PRlori®) &fded B85 184,005 can be built on top of an underlying
network, such as a network utilizing the Internet Protocq%@ﬁlP). [ 0004]
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honogeneous devices, a network of heterogeneous devices calls for different
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relatively IR%@%S%p%%ﬂ¥g§¥¥&§§d%ggggﬁﬁngﬁglparticipate on the overlay, but

are unable to p routi mal nt enance services. There are al so
situations in which it may be efficient, cost effective, and/or otherw se
advant ageous for devices with adeqﬁ?kﬁﬂ%ﬁé Fes to operate on t he overl ay
network w thout participating in netwo uting and mai nt enance. [0005]
Therefore, i Fiewbul d be desirable to have an efficient nmechani sm by which

nodes in a p -t o-peer _overlay. network can be dynamcally configured to
par 1 ci pat e MBLH or PREmaRER el Blstrapendtiiofk (SLgRRager o oy
networks, and more particularly, to methods and apparatus for optimal participation of

devices in a peer-to-peer overlay network.

Background

[0003] A network in which member nodes obtain services in the absence of server-
based infrastructure is referred to herein as a “peer-to-peer” overlay network. In a peer-
to-peer overlay, peer nodes co-operate with each other both to provide services and to
maintain the network. Peer-to-peer overlay networks can be built on top of an
underlying network, such as a network utilizing the Internet Protocol (IP).

[0004] Typically, nodes in a peer-to-peer overlay network fully participate in
routing and maintenance. While this is fine in an environment of homogeneous devices,
a network of heterogeneous devices calls for different levels of device participation.
For instance, there may be small and relatively lower power devices that want to
participate on the overlay, but are unable to provide full routing and maintenance
services. There are also situations in which it may be efficient, cost effective, and/or
otherwise advantageous for devices with adequate resources to operate on the overlay
network without participating in network routing and maintenance.

[0005] Therefore, it would be desirable to have an efficient mechanism by which
nodes in a peer-to-peer overlay network can be dynamically configured to participate

most efficiently in an overlay network.



[0006] In one or nore aspects, a node configuration system conprising
nmet hods and apparatus, is provided that operates to dynam cally configure
nodes i n wope@vtssaypeer overlay network to control netwoPKTABREOOUTIAL | ON.
[0007] In an aspect, a nethod is provided that is perfornmed by a node for
dynam ¢ node configuration in a peer-to-peer overlay network. The nethod
conpri ses operating on the overlay netw%rk using a first participation
node, obtaining at |east one configuration paranmeter, selecting a second
partici pation node for operation on the overlay network based on | ocal
policy and the at |east one confi gurd{YdHR¥raneter, and configuring the

node to part@pHat ernPbnd femovekha, FGUO Lk MRAREI htdnl &oRBRARE methods
participation node. [0008] In an aspect, an apparatus |sq\%rsoy| ded for
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conpri ses AR of Sy AREHA bR AN LASHNRIdANoRCt vOr k using a first

partici pati on node,” neans for obtaining at |east one configuration

par amet er, nH@AE f ol medspedt. awgethod squenddgdahatiic pgérinohbyrededd or dpperat i on on
the overlay pe I { t e .
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second participation node for operation on the overlay network
on the overlay network based on local policy and the at least one configuration
parameter, and means for configuring the node to participate on the overlay network
based on the second participation mode.
[0009] In an aspect, an apparatus is provided for dynamic node configuration in a
peer-to-peer overlay network. The apparatus comprises a memory and a processor
coupled to the memory and configured to operate on the overlay network using a first
participation mode, obtain at least one configuration parameter, select a second
participation mode for operation on the overlay network based on local policy and the at
least one configuration parameter, and configure the node to participate on the overlay
network based on the second participation mode.
[0010] In an aspect, a computer program product is provided for dynamic node
configuration in a peer-to-peer overlay network. The computer program product
comprises a computer-readable medium embodying codes executable to operate on the
overlay network using a first participation mode, obtain at least one configuration
parameter, select a second participation mode for operation on the overlay network
based on local policy and the at least one configuration parameter, and configure the

node to participate on the overlay network based on the second participation mode.



based on local policy and the at | east one configuration paranmeter, and
configure the node to participate on the overlay network based on the
second pawoOi2009pEsi7on node. [ 0011] Ot her aspects w || beceooe/usppanerind af t er
review of the hereinafter set forth Brief Description of the Draw ngs,
Description, and the C ainms. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0012] The
foregoi ng aspects described herein will ,becone nore readily apparent by
reference to the follow ng Description when taken in conjunction with the
acconpanyi ng draw ngs wherein: [0013] FIG 1 shows an network that
iIlustrates H9pHct sO8rr aspagis&vilt BeomgLapaa e riitei syis of ftphagingtieset forth

|11 ustrates gREML@TNioRLPHRERh ALADSrbAEn, LAPHETRILLNY the vari ous modes of

network participation in accordance w a node configuration system
[0015] FIG 3 shows exenplary nodul es of an overlay network |ayer for use

in aspects of a node con%kgﬂp@tﬂsf@kﬂ,ﬁ(t)ﬁ@l; [r?ﬂ:lﬁkA Rgé shows an exenpl ary

configuration processor tor use In aspects of a node configuration system
[0017] FI G B0&Hows Thnfeesgomsl apsetsndasérddd fhorciropdl btcomg nepre1ocddily epmpranti de
aspects of ay, n.orgﬁre%?@ fté) 9HE aftollgx{}ingylﬁés%%tio%n%hl:g Otglge]n I1:nI njgnc%%g\’\@iﬂ?‘nthe

exenpl ary cofrfigurati on processor for use in aspects oOr "a node

confi gur at i osccempinyimg dPESQER WikkddN [ 0019] The fol |l ow ng description

descri bes aspects of a node configuration systemthat operates to allow
nodes in an [PP&3] ayFHet Wwohdwvs an betwdikntad dlabtragescappédatgof e doto cadigiraobn net wor k
participation in a E)e%r-'to- peer overlay network. [0020] FIG 1 shows a
network 100 that il PUstrates aspects of a node configuration system The
networ k 100 pOmgr i SEBGA2 fldRtrattOepapiarp penda@y stacdswor knpl@Renting alie wirious zes any

type of underlying networ such as .an Internet Prot.ocol net k, to allow
nohes on-the over L af ol Hobe o B Sl ETTR e aalh Ui e

underlyi ng network gmyentonprise any nunber or types of networks such as
VAN, - LANS, \[%OESG]l ®SRIG. 3 shows exemplary modules of an overlay network layer for use in
aspects of a node configuration system;
[0016] FIG. 4 shows an exemplary configuration processor for use in aspects of a
node configuration system;
[0017] FIG. 5 shows an exemplary method for operating a node to provide aspects
of a node configuration system; and

[0018] FIG. 6 shows an exemplary configuration processor for use in aspects of a

node configuration system.

DESCRIPTION

[0019] The following description describes aspects of a node configuration system
that operates to allow nodes in an overlay network to be dynamically configured to
control network participation in a peer-to-peer overlay network.

[0020] FIG. 1 shows a network 100 that illustrates aspects of a node configuration
system. The network 100 comprises a peer-to-peer overlay network 102 which utilizes
any type of underlying network, such as an Internet Protocol network, to allow nodes on
the overlay network 102 to communication with each other. The underlying network
may comprise any number or types of networks such as WANs, LANs, wireless
networks or any other type of network.

[0021] In various implementations, the node configuration system operates to allow

the nodes of the overlay network 102 to participate on the overlay network according to



networ ks or any other type of network. [0021] In various inplenentations,
the node configuration systemoperates to allow the nodes of the overlay
net wor k W0 20@/138372i ci pate on the overlay network accor @Cmgst@oie7704

mul ti pl e nodes of participation. For the purpose of this description, three
nodes of participation are described bel ow, however, the systemis not
limted to just three nodes and is suitzable for operation with virtually
any nunber of nodes of participation. [0022] In a first node, full
participation as a "Routing Peer" (RP) is defined. Referring to FIG 1,
nodes parti cPisaafitgtitdemenes o Paiticiggticie theb R Prpsee thipdesgriptiophthis mdser al |y

at 104. Nodegs i%fiaﬁi'o{?%}é B cidsed RRR WA B wh ! tfllEls?g%ﬁqls P& irhi&ddPdnts ke t he

overl ay networ and participate in routing d mal nt enancé operations

of the over | Bpdasandusrkitabihiey oprastfos pyiibfvirteally emsnunien obmodsy of paticipaiiont enance,

message rout jgggrandySt 0fA0R Y h”fﬁfl i &Pt?cli]%arti-bl? s V%c t‘I}{'&Rin% W%ePV(gQ'ﬂ) ay. d@ﬁﬁé@{j K.

Some RPs may be superior to others interns of conplting capacity an
message pr ocBsfsirmg tg dedl. nedesenaeticipating da thermtvatldyynea ork RO anREs presponsi bl e

for overlay My} t e ; i . C idered to
be operati ngé%§}a¥lﬁl 1 logar Ol%gsl aéf;i‘]r{? ‘%.“9% E%gg%arnﬁﬂgh%%ggﬁ%lﬁg%és?&g}é? \f%gllf&j

parti ci pati onetasrkal 02Namt patitipatg ipeeunting( MdPhaingnaeti opechtiolReberlrei ongrlby Fl G

1, a node partti al | yﬂpartitcin;l)gtip on .t he ovlerl a tnetwork 102 as a N{QP is
shown at 106" NBdes! Farer T ‘%%Cﬁ%sa%‘c‘l\lﬁogv%ra%\?? RN FECEFYESEF Ul tes

to/ from an osmemapagint@inwlixids withiit the deeriaghetpark | Svinea B mdy Hehapdriputd ¢terand

mai nt enance aspects. of the overl a%/ networ k. These ncpggs | 0Q w’{)adenthcal to
the RPs from"d E8raicoBPYBIEPEHY $T bR 4IPS WELs JORF YLy UpgEntally
identifiers andPake @XPOSHE fb00REIBEFouliogetoralt, biBoyiey hdyntdirhwoind. arlovever ,
NRPs maintain only a single connection to another peer on the overlay
networ k. Al | c@pidgrefiaie Qeriag iyl RETIGBAKS r equest s route t hrough that peer,

which is al spopgyf er ied st@n@ AL, @fﬁﬂl@yﬁcﬁsaﬁa&famnq\;oﬁ%mng(@ef’)(m@@-is NRPs
participate i n the overlay network, but do not actively participate in the

routing or n#iffeénBafeEingftd Fifa- bdiofaparidbirsFticipating an thsoycrdmpyanctwiikil®er ed to

be oper ati ng,asNR@rit sRwiParmob C NGB! Sarticiieite 4O NROL pedvRlcCin@Elchakedaka but
can store and retrieve data in the overlay network through their Overlay

Attachment Pwifiam apoo2ddy NSWORe bt WG RédrEichpT iat hagowme ad trasiytcproaer
benefit fr O”Légsété‘sf ﬁ@'o%ga‘} Vﬁ&ﬁdr ! %&g%&&%&?gbém%l 0 L HoH DodrPUL 1 NG

tabl es or need to respon ata for over
point of view - they possess overlay node identifiers and are exposed to other nodes on

the overlay network. However, NRPs maintain only a single connection to another peer
on the overlay network. All of a NRP’s overlay network requests route through that
peer, which is also referred to as an Overlay Attachment Point (OAP) 108. NRPs
participate in the overlay network, but do not actively participate in the routing or
maintenance of the overlay network, thus they are considered to be operating as partial
participants. They do not store overlay data but can store and retrieve data in the
overlay network through their Overlay Attachment Point.

[0024] Non-Routing Peers operating on battery power benefit from being able to go
idle because they do not maintain routing tables or need to respond with data for overlay
storage requests. However, power consumption is required to maintain the single
connection with the Overlay Attachment Point.

[0025] In a third mode, service participation as a Non-Peers (NP) is defined.
Referring to FIG. 1, nodes participating on the overlay network 102 as NPs are shown
generally at 110. NPs comprise devices or services that cannot or do not want full or

partial participation on the overlay network. For example, constrained devices may



storage requests. However, power consunption is required to maintain the
single connection with the Overlay Attachnent Point. [0025] In a third
node, serwoceoyAEsi7zci pati on as a Non-Peers (NP) is defi mea/usSR@bountnvng to
FIG 1, nodes participating on the overlay network 102 as NPs are shown
generally at 110. NPs conprise devices or services that cannot or do not
want full or partial participation on the overlay network. For exanple,
constrained devices maywant to use overlay network services or in sone
cases may even want to provide services to entities in the overlay network,
but cannot sWRPOPtUSE ey netyprkpwerYipes) orpiar PME] (A BAY FUSTC PPN RIPVide RP or

NRP. These d?ewl%stop&ﬂl\ﬁ'eéi% SR B GRy P! BRt béﬁﬁopﬂlgg&% RY Gl /Y Jaglyor k as
NPs by communicating with an Overlay Proxy Server running on a RP or

NRP. For exapgli@pationdunqrensiof@ Pd’a@ltN pé?h@e|dﬁw@qseorm®rseaycerr@rtwkorw2
t hrough an I t NPs are
g %@ WS%%G%H?SWCM méattm%gﬁgﬁe& 6béﬁhyoﬂf;§&%r (oR5)

not necessa evi ces QeS [ ve substantla
menory and/ orunplmec)egsﬂlhq NRB.oberoeemblgt the NPis [110 parocipga imihe NRglagmetwoek over | ay

networ k.. For y GXARRLE uy LS LA %nIR P ORY k5ol 9L bE GA ol REEAE AR

processi ng resourc are aval e ds services to nodes on the overl ay
net wor k 102. n¢cdB@26l comstramed deviceaspend 5P daewds oy hsuciubstsntpemsmnagl andonput er s,

twor k pho do not
i ani1icant Boret PRI RSl HE AT Rn gt Res g PABES T B R e ces
such as | ow BRd 1y prophie m@mf&md shaddeainy pmwsrse@ redotebedist Senibisle at hat

have significant con G[?ral ts on their sources, are exanples of NRPs.
Devi ces t hat SggeHde " EB‘E) ¥ yd\?’éxfollé;&prot ocol, such as watches or

headset s, ar pog&anplesar@fus I\s\g@&s[ Ql@ast Acmlasqmrsiohad éﬁiﬁputbfrdi Iﬂe&@orlralmycdayans of
connectlng to.its associ ate he RP or Prax a overl ay requests
associ at ed wPIRStH€ Ngh- eﬁﬂm@gbﬂq\p@n% WAy lo o aew %%ﬂfl%@t gorstial Wbdbrk via

a Proxy devi gour®Q0gs cRafijlésCoratsl Mikvatss NRE od Qowiehd hav: 431&1%851 hdd ®seQn t he
overlay and are, by definition, not nembers of the over Any services

provi ded by NPT avinglssre Paoms thab hyye signifeay | copyramys Pﬁeth%lb'rwgﬁséﬁaonr%g pr oxy

on the overl gy pekWpNRPs! 'ibe%fé@éeth%x&ﬁ%%t?ppoﬁ tNPoWS1h P Grodit ol ReReR W dt@fds
comuni cation protocol with a proxy RP or NRP may be used to further reduce

the battery ediadnitiropxandte NPor i nterfacing with the overlay network.
[0027] A NP entity may utilize any means of connecting to its associated OPS. The

RP or NRP proxy all overlay requests associated with the NP. Thus, NPs always attach
to the overlay network via a Proxy device. Nodes participating as NPs do not have
identities on the overlay and are, by definition, not members of the overlay. Any
services provided by NPs are modeled as services provided by the corresponding proxy
on the overlay network. In some examples, a NP using an unspecified communication
protocol with a proxy RP or NRP may be used to further reduce the battery
consumption needed for interfacing with the overlay network.

[0028] The proxy node appears to other nodes on the overlay network as the entity
that generates or satisfies overlay requests to a proxied NP. In some examples, popular
services performed by NPs may have more than one proxy for better availability. Thus,
the proxy node operates as a transit and translator for all traffic between the overlay
network and NP node it proxies.

[0029] In various aspects, the node configuration system operates to allow a node to
be dynamically configured to participate on the overlay network in any of the three
modes of participation described above. For example, the node 106 comprises a

configuration processor (CP) 114 that operates to allow node 106 to be configured and



[ 0028] The proxy node appears to other nodes on the overlay network as the
entity that generates or satisfies overlay requests to a proxied NP. In
sonme exampbesy/psgal ar services perforned by NPs nay haPeTrse@9lEnd one
proxy for better availability. Thus, the proxy node operates as a transit
and translator for all traffic between the overlay network and NP node it
proxies. [0029] In various aspects, the node configuration system operates
to allow a node to be dynam cally configured to participate on the overl ay
network in any of the three nodes of participation described above. For
exanmpl e, t hedyigaicallp gontishist MedsofPagtisiriigiurior einnk. dedss bi4 4llepy thenedg hat

operates to gjd &Mﬁ@ﬁlﬁaﬁ}c@ele& fhﬁn mr&éargaﬁﬁgnqﬂgdkpﬁrpaﬁﬁl bymagmornodlel ts nmode
of participation. 'For exanp 114 all ows the node

dynani cal | y bTBPbcﬂtndeﬁUmefmrthlma@m (ies-pAR ) oaYing b capyilitypartei dynamically
participati O@onggurgd to %ﬂ: @fﬁq‘ln E‘iﬂecﬁ &Bﬁfetrh&depgf a%q%hmﬁ atlow¥d ?od?ﬁcye' ng the

capability to yna yco igured to participate in any o
avai |l abl e no@t@awmomeﬂﬁﬁqlmﬂwaﬂ@@ﬁy ald onseree prodeatdorggrengese nore efficiently,

flexibly and gogserye. QB tgé‘@iigy opaRE! G5 whtO 3£ T15&% b:eiét%{mg%u?ed kpe CP

114 operates to aIIow e no e conrigure
parti ci pati oparad partidiRtianas a)NRéran;imffxypmxey wircies th ONPNRG0. 111®andt1n:r aspcetther

aspect, the npode, 1 may, be co ured. for .service i pat.i

That i s proxedors RRMEL SRt R Ghist Rl RutalE AR FLRENEE "o
configured fo8. flubdill mmt}teir esippat1ihanom%Mywebﬁ@urdm&bmnlpaﬁﬁ@am@tﬁP A
nore detail ed escr of eoera%gl ﬁ t.h f%%4|s ravi d bel ow.
[0031] FrG ovarky derpe BB i & §orsistaes fessied seonestiof st i ng

t he various npdie§roafdemeaswparti ci pation in accordance with a node

configuratio stem The protocol stacks 200 conprise a NRP protocol stack
202, an OAP B’iﬂ%{]ocom%‘t ACKUSEES SERMRIBIY, PEHRFEL St2gsa ¢ f@GlmI&ﬁHenémget%urce

protocol st agdtioddodb0st ®48FRHRipatidtPinNRE RERE GEM a S6RCInABGafich PLRMI ded by
the CP 114. [0032] The NRP Erot ocol stack 202 is functionally simlar to

the QAP pr ot dkoprogcalkitackp 200 somprisst NRPripsptesad itack 28p rap QAP mueiptcdtieeh Layer

(SAL) 210, Oyef lag Yb’%lkstéeﬁmﬁ z(rg\ﬂ—}es&i'rge pdREoICRRRERHE] \'Fotﬂéxeh%ﬂ@rthé CL)
214, | P stack layer 216, Iink layer 218. Wthin the ONL 21

functional i t?IRE@F’(?t@i@ﬂ)@m@ﬁ%lftl@IOWémbm@e é?ﬁdlfor wardi ng is absent within the
NRP pr ot ocol [O%BﬁCk i'ZQgNR}hﬁroMBa Q@él\% 30385 rfﬁh&%n&lgf M?ﬁar to the OAP protocol

stack 204. They both implement a Service Adaptation Layer (SAL) 210, Overlay
Network Layer (ONL) 212, and Connectivity Layer (CL) 214, IP stack layer 216, and
link layer 218. Within the ONL 212, the functionality corresponding to routing and
forwarding is absent within the NRP protocol stack 202. The NRP has one route to the
Overlay Attachment Point (OAP). Within the CL 214 of the NRP protocol stack 202,
the neighbor maintenance overhead is reduced to maintaining connectivity management
with only the OAP. The NRP is also expected to send a ping packet (to keep the
connection alive) to the OAP.

[0033] The CP 114 operates to configure the service adaptation layer 210 for
making a mode determination and indicates the mode of participation of the node in a
call to the overlay network layer 212 to join a specific overlay. The join process of an
NRP is similar to the join process of a RP. The OAP is the admitting peer (the node that
owns the identity of the joining entity at the time of join). In a variation, the OAP be
any one of the RPs in the overlay, not necessarily the admitting peer. In the case where
the OAP is not the admitting peer, forwarding state may be required in the admitting

peer for message routing to the NRP. Alternately, source routing may be used to deliver



Overlay Attachnent Point (QAP). Wthin the CL 214 of the NRP protocol stack
202, the nei ghbor mai ntenance overhead is reduced to maintaining
connect i WoOyomarsaigenent with only the OAP. The NRP is alPso/usz@entsdsto send
a ping packet (to keep the connection alive) to the OAP. [0033] The CP 114
operates to configure the service adaptation |ayer 210 for making a node
determ nation and indicates the node of -participation of the node in a cal
to the overlay network layer 212 to join a specific overlay. The join
process of an NRP is simlar to the join process of a RP. The QAP is the
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NRPs, the Cﬁf
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all messages to the identity Face arrive at the OA npl es, of such
messages i nclnGlyde r@a@ﬁé%tosst?rs detagingangaeday (P W%Wagfqmﬂwo relgestaly

requests to fr@ﬁlrdned’\%rl%a'(@E"f rr&ﬁib@g) MEFh @ ts((SEdst cBRIEHES) witRAholeaUest s to
test connectivity with a node in an overlay (PING requests). The OAP

satisfies al Pveslgh KPRES sedyeds) asEiscPAP edtitfics wlltWéhuneréwgPSt gssadiated vitishgned t o

a NRP. [0035ldelﬁit§55pa%e§§§%ﬂ'§dﬁ>&%@ ary nodul es of an overlay network |ayer
300 for use in aspects of a node configuration system For exanple, the ONL

300 i's suit al03Sk or FIGed shews meenmigry pogulgs of ancoviiRy ogorsfeyer HW forme 204 shown
in FIG 2. T%%e%‘ e configuration system. For example, the ONL 300 is suitable for use as

the ONL 212 of the NRP 202 and the OAP 204 shown in FIG. 2. The OAP 204
maintains an Overlay Client table 302, where it keeps track of all identities for which it
serves as an NRP, which includes overlay client node identifier 346. Corresponding to
an entry in the Overlay Client table 302, the OAP 204 will maintain a connection to that
NRP in its Connection Table 304. The Connection Table 304 comprises overlay
identifier 334, node identifier 336, connection identifier 338, and flow identifier 340.
[0036] The NRP indicates to the OAP that it is joining the overlay as a NRP and at
that time the admitting peer (AP) records the NRP’s node identifier in the Overlay
Client Table 302. When the root of the Non-Routing Peer’s node identifier changes
(due to a new node joining as a successor or predecessor to the AP), the OAP also
changes. To facilitate the transfer of the NRP to OAP association, the current OAP
sends an update message corresponding to each NRP whose OAP changed due to the
new OAP indicating the type of the node.

[0037] In the case where the overlay network layer 300 is part of the NRP 202, the
Overlay Client Table 302 is absent. In this case, the Routing Table 306 will have a
single entry for all routes to be pointing to the OAP as the next hop. For example, the



mai ntains an Overlay Cient table 302, where it keeps track of all
identities for which it serves as an NRP, which includes overlay client
node i derwOf20@r1533¥8. Corresponding to an entry in the OpemTlusgooQiosEns t abl e
302, the OAP 204 will maintain a connection to that NRP in its Connection
Tabl e 304. The Connection Table 304 conprises overlay identifier 334, node
identifier 336, connection identifier 338, and flow identifier 340. [0036]
The NRP indicates to the OAP that it is joining the overlay as a NRP and at
that tinme the admtting peer (AP) records the NRP' s node identifier in the
Overlay O i eReutingyi aéle§8é compiasss ¢ Freoyefoidenificr rasnoRiRth 1dg mPEkloriofdde
identifier clRngRs 3adueht CANLEYH NAFR 021 WHINAdiBR: 3 SHELESS Y theTo b gdecessor
to the AP), the OAP also changes. To facilitate the transfer of the NRP to
OAP associ atWélh the current OAP sends an update nessage corresponding to
each NRP who p t he
node. [0037] @%@heﬁgtgg%ﬁgo %?gsfti g&mﬁﬁ%%ﬁv@?%ﬁ%g& ew{%ﬂi&%@%};ﬁ of the
NRP 202, theModelr|38§ conthiontheTiatsllige®O2cquired be dortn, anidnmaihfeln amagwerlay.héh®Rout i ng
Tabl e 306 w Ll % r . L Out t e t he OAP
as the next 3% §F§?ﬁ§{%§%{1§n %ﬁ% oé]qu; ﬁrghﬂaé%ﬁ %qg%g %S%p?lfgé@ C%m?legsng%r ce
identifier rmqgatspt@ﬁpemf@ﬂvedmﬂ impleexbtatiop. nEd:anpl@enf isﬁdhespeaxﬁa ov‘EHey
Connection Tabl.e te a connect 0038]
FIG S also. CHuRRTTe aritit RsBe FRBr Sk Mg Qplfio il B!y e r o
Modul e 308 cplracteaomaa b&eelay,nhelabplgeﬁmﬁs feqqutsr@d dl@ lia)frmsmmbdrmmtgtaaLmaan

overl ay. The rIa AP| I transl at es reg uests from an
bl i ot i on P attiep 16 i BB slGG oG Mh 60 BN BHES Bkl eo o
such speci fi@ndCt)tEd’ﬂn&ledsﬁ’ﬂhtedr&anaivbﬂi}s HllﬁHIlIyUt(ﬂeSﬂ)e@re-TtaB}eBe@Es MUREMAYSf such as

Gwutella 312 and Chord 314, In place of an overlay, the application's
requests canP@ 442 5 Resigredion ?Vé&%g?% 4n E@Eéfdﬁ? baatoseicd yaty A RESUBE  The

Overlay MetrjgesifitaBbe dld Gofhakde tl{%ed\feﬂﬁﬁﬁﬂﬁﬁmﬁér@gidenﬂ Kifhdegihen2qret ri cs
related to an overlay. Finally, the Stor age Tabl e is an exanpl e of how

data can be %@Uﬁ@aat%th@%ﬁgoaw%&e§ DapgMpotled 2o thaispesifipsthg g of drtadhén t h a

Resour ce i defhi,fiQr 1382 o tMAkindeS330N0S&RtE AW Ha?caf&/%é éera§0d Q?Ehte' ddef space;
a Kind identifier 324 t hat i ndi cates the category of data; a Data Mddel 326

t hat specifi é@ldt%eanﬂW@eSQQOGmldﬂfOE%IOEDé%ﬂ@Q@ﬂlOE% &efmrr@}Sﬂ_WSélﬁt aefes30
parameter t h('fi‘\t}erl'd;| %(ﬁ@%&?‘usteﬂ%agel%%}dep% afEEesE Ql’?d ﬂ@&lﬂf the data.

Transition between Participation Modes

[0039] In various implementations, the CP 114 allows each node to determine for
itself its mode of participation on the overlay network as a RP, NRP or NP. The
determination is based on local policy and one or more configuration parameters that
comprise, but are not limited to, link characteristics, energy budgeting within the node,
the load on the node, expected communication overhead, power, processing, storage
resources, user input, network configuration, and/or other local or network policies.
The mode of participation may also be based on the type of device itself.

[0040] For example, a node operating as a NRP can be dynamically configured as a
RP. For a NRP to achieve full participation as a full RP, the OAP and the NRP continue
the join process. Messages, usually called UPDATEs, are sent to the NRP’s new
neighbors informing them of the NRP’s presence. The NRP also takes ownership of all
the data associated with the identity space it now owns. This is accomplished by
transferring such data from the old owner of the data to the NRP. In another aspect, a

node may dynamically change its participation by leaving the overlay network while in



validity; and Access Control Information 332 that denotes the perm ssions
that different overlay nodes and users have in order to access and nodify
t he dat a.wOnraesissi’on bet ween Partici pati on Modes [ 0039] PCH/US20000WE 04

i npl ementations, the CP 114 allows each node to determne for itself its
node of participation on the overlay network as a RP, NRP or NP. The
determ nation is based on | ocal policy @nd one or nore configuration
paranmeters that conprise, but are not li'mited to, link characteristics,
energy budgeting within the node, the | oad on the node, expected
communi cat i oftS SFERhRAECIPYIGRE0de 3hd EIQUBING dhe FEHMABR—WPESD rie¥P2Itsdstion nput |
net wor k conf j gt @hi ADbec{cRhin@F Bethe (PGTY LA BEHNOSKnRObE L BSnfighRBodrode of
participation nmay al so be based on the type of device itself. [0040] For
exanpl e, a npdengpeideniiiiegd abevea NRP can be dynamically configured as a RP

For a NRP t O[@Qﬂi eVﬁIé.UJ Ahogﬁéﬁ 'e%ngjza{'r& Q&N%I%Ta?}mg g{o:c%sgﬁ% P)E% élg‘g)t a?l%etilbe NRP

continue the jol'n process. ssages, " usu UPD, are sent to
t he NRP' s newspadi ofdomds comifcoratrpmeystehie oo £xantpde, NRRosligrame peeessThIONRP al so

t akes owner shj. f. al i i i-dentd it now
oune. This  SBpS Tl of S A ARERELANGA LA IICERE h YorFRARRGN, o0y
the data to pioecshNRR00 compiiet hexesaspttand menwde4@agouplzd &m dah bys 406ange it s
partici pation by . eavi he overlay network while inits current

bar i of pati oot Tt s I ar g e rEG R DL e tS PR SRR 1% pat i on
node t hat hasthbeaplegieh@tionsnedpdayiblk ethbRhd obpbaskelaspectone or nore of the
configuratio ra ers identjfied. above. .[0041] FIG .4 sho an exenpl ary
cont i gur at | oMOBRoc Lk menst Ak culisd S nitibles radsyuict BROUR BT

confi gur at i ofmf&Eneti@MmssdcdtedexANPheor thire n6@Rfdf gpeattoPaerirveaSsEdwork0 ol S

suitable for use as the configuratjion processor 114 shown in FIG 1. The
confi gur at i of<aFPe edimarn A0 rprirklie & Yiriscdedero!l sk HBasurk abthy PEYAEL oupl ed

to a data bugadOfe2 shdwshoriG] 20ahP eyt Hattis bR osPiMid BUERE i0eR) pRliGcamisor 400
is just one inplenmentation and that other |Qﬁ%enentat|ons are possi bl e
e

within the stBisk Pevidenopgatieg palicies G Al nofg rBepory o4 dp Ay ioBrablary

sui tabl e StOhéQQxﬂﬁ&hQﬁmQB&mﬁ?hﬂ)%&mﬁﬁﬁ&fp&@ﬁﬁﬁﬁﬁﬁﬁ&ﬂoﬁé%Q&%%&&%r%ﬁ}h one
or nore nodes of a peer-to-peer overlay network. For exanple, the nmenory

404 is oper apther typy efteaecitahlegpiorraation that awlexawgblediycthe procaskns 482 st wevle st ack

4212421 shown I npflections of iR dTBIRSYiglQfod §sRMIRPBES ARl tO store local policy

[0043] In one or more aspects, the processor 402 comprises at least one of a CPU,
processor, gate array, hardware logic, ASIC, memory eclements, and/or hardware
executing software. In an aspect, the processor 402 operates to execute the instructions
of the configuration module 410 to obtain configuration parameters 412 and perform
various operations with respect to the local policy 414 and the protocol stack 408 to
allow a node to determine is participation mode in an overlay network. In an aspect, the
configuration parameters are obtained by the processor 402 by evaluating the node’s
current resources/capabilities and by receiving parameters associated with the overlay
network. For example, the following configuration parameters are obtained by the

processor 402.

1. Device power resource parameters

2 Device processing resource parameters
3 Device storage resource parameters

4. Network configuration parameters

5 User input



whi ch provi des operating policies at the node. The nenory 404 is al so
operable to store configuration nodule 410 conprising prograns,

i nstruct iwoKBEF2 and/ or any ot her type of executabl ePCmfuseovaiind t hat
are executable by the processor 402 to provide the functions of the node
configuration system described herein. [0043] In one or nore aspects, the
processor 402 conprises at |east one of CPU, processor, gate array,
hardware | ogic, ASIC, nenory el enents, and/or hardware executing software.
In an aspect, the processor 402 operates to execute the instructions of the

confi gurati ofORHdul & Hwold deobated rihat ofhe i guvatisonis paicaRBeraad 489t SHWT per f or m

various oper giirianaid fhah &SP RAY bk Sbhid bPaRlprRRsbE¥024d AeRAMNE 1@ nBESE OCOl
stack 408 to all'ow a node to determne is participation node in an overl ay

net wor k. | n patigiepestmodened awnt daiuiledtdessnipperr einthe epeatiumeofghe apmiedrabgn t he

processor 40&0&%mﬁ%@bH@%&H&ﬁ%@%wﬂOde'5 current resources/capabilities and
by receiving paraneters associated with the overlay network. For exanple,

the fol | owi nf0d¥Inf i Gusraaspent, thanedretoafiguraticn wbtemi qeewriby a dvenppreooemsor  402.
1. Device po fudt %%%Hé Ghe %?%@é?o%?an@ 'insQ&cV[foﬁf g%s?rﬁgéo%:sé’ggorrsgt%ool‘fr‘%gdes”
g otrrce p rs 4. t'wor

paraneters 3. vice sStorage re ar ame confrguration
par anet er s 5stoldd er eminplittd]ddC4xdgchine-rediobit thedmnm dlvbeh thhatdet e cadnmted blyiast |1 S

exenpl ary and that ot her cqnfi.quration paraneters be_ obt ai ned t he
orocaseor 4053 oo Db s PR 8° B RTF L st FoE oY af oo
descri pti on afighati@ppioadsk@t00fto pheideahd fugttiab iod theprode esiERfuraioh syssenpr ovi ded
bel ow. [0045] Ir as t, the node confi tion system conpris a
comput ef pr o ETGRIE TSI Qe e BB b et FAE R e Moy
("instructi ogpROMm&RES @fd, FCAGES membO @il RANV)ADI opBnyAother type of

machi ne-r eadabl e nedi.um Wen, the codes are executed by at | east aqne
processor, fBFMPHstaHece or trashine deadalle rmoghpm t%lﬁelnﬁergsz@cﬁ% ithsn CUU |HBEOR he

confi gurat i oprobdsQEeRMOT AR th® RpQY fle sbieoff d5a6d hfdPSHeOlow 8P A0 the
configuration systemdescribed herein. For exanple, the machine-readabl e

medi um conpr FEEIBUIALEN GRegssar RO oA cremal yledss @ PMASIIGHED NFYHEYi ce,

RAM  ROM - or ;¥ cPddd&kortd R€th@femory 404. The sets of codes, when executed, operate to
provide aspects of a node configuration system as described herein.
[0046] FIG. 5 shows an exemplary method 500 for operating a node to provide
aspects of a node configuration system. For clarity, the method 500 is described below
with reference to the configuration processor 400 shown in FIG. 4. For example, the
configuration processor 400 may operate at a node in a peer-to-peer overlay network. In
an aspect, the processor 402 executes one or more sets of codes or instructions provided
by the configuration module 410 to control the configuration processor 400 to perform
the functions described below.
[0047] At block 502, a participation mode for a node on an overlay network is set.
In an aspect, the processor 402 operates to control the protocol stack 408 to set the
participation mode. For example, the node may be configured for full participation,
partial participation, or service participation.
[0048] At block 504, configuration parameters are obtained and interpreted in
accordance with local policy. In an aspect, the processor 402 obtains the configuration
parameters from one or more entities operating at the node. The configuration
parameters comprise but are not limited to device power, processing and storage
parameters, network configuration parameters and user input. In an aspect, the

configuration parameters are interpreted by the processor 402 using the local policy 414.



menory devi ce or machi ne-readabl e nediumthat interfaces to the
configuration processor 400. In another aspect, the sets of codes may be
downl oadewiOi2ne9a156371@ confi gurati on processor 400 from anPeXtuseevlo4evi ce or
comuni cati on network resource and stored in the nenory 404. The sets of
codes, when executed, operate to provide aspects of a node configuration
system as descri bed herein. [0046] FIG shows an exenpl ary nethod 500 for
operating a node to provide aspects of a node configuration system For
clarity, the method 500 is described belowwth reference to the

confi gur at i olf0$ocedsblock 586 srisigimingtign s mage axdp wasthsffhe nodengaeisafiyur at i on

processor 40%&1&;){216699&13&1% Qlerldy RO N 1R dRCKPed, %9%6%9&6@4@%&1@ yagk. In
an aspect, rocessor 402 executes one or nore sets of codes or

i nstructions dqjﬁrrwna@é@l fron theeconBavrhtipur pardragictiro digh examplet i tho pentigratipe
configurati Oga ﬁ{@ %ﬁaéaté‘PQwérF’anHerEJo%@ glf%eafvfaﬂ'{b?é k&gﬁu %ﬁﬁ%{?ﬁ@&d 1?; B
C e n a

[0047] At bl , a participation no a no overlay network
is set. | n amcthsperreeds heblprkadds diofull paicippieanat ast nossidorthe wethodpropgeds ocol
stack 408 to, écﬂégg partici pation node. For exanple, the node nay be

confi gured for participation, partial participation, or service
participati or005q!]0048} blatk $080e Het&@ﬂnatmoﬁn‘mgi@raattd whethmﬁlwremeresluiaes@aataﬂ ai ned
and interprete i n. acco hlanc mntp 0C ol |c In an asa&gt lgh?%
processor 402 BBPHIRS T HE RSH JEFatt o h B a&Pr% P8 FYSROHRL ek g
entities opedatriightiah ﬁolﬁﬁtheocﬂﬁﬁgﬁlfhne)ncpmimgm athioprexpaplangtiesy sord@opribse but
are not limted to devi ce %ﬁgmer roceSS|n nd st or%%) ﬁgranet rs,. network

confi gur at i oPP PR e EdR rﬁ%de'ie QWERAETC 4V ilable 108 B af:‘8‘?1ft\(13 P&t on

paramet er s amethbdtpescRE®t©chblbk 5§18 P PAESSIticHIZonS! BG pdisibleparl mpmbdl cy
414.[0049] At bl ock 506, a determination is nmade as to whether the node
requires ful Propss fodiles &18n on the overl ay network. In an aspect, the

processor 40@osRKes At Blosk 960, @rd¥ichaib@ih & het bhe wRMd A Ridk AcoRasaeEt er s.
For exanple, if the configuration parameters indicate power and resources

are avai | abl ®regvice ppicipaiian i thraeycalay neterk- tén awceotic prasessenti2taakst ock

s14. 1f ful | ypafddmidaadd 96!m't1§e Ot RERR ﬂ&!ra@netéri"elf iRt fd 1@1&%&@3&%1%&(3@' ock
508. [0050] At block 508, a determnation is nade as to whet'her The node

requi res par for aervpegr P4F@¢lp%loilo theopmethpe mooasedsalp AEkuOR. Inthamodgpedrot t he
processor 4Ogon[ﬁ%l§1%§ f&r@h%lce participation, the method proceeds to block 512.

[0052] At block 514, a determination is made as to whether the node is already
configured for full participation on the overlay network. In an aspect, the processor 402
makes this determination. If the node is already configured for full participation, the
method proceeds to block 504. If the node is not configured for full participation, the
method proceeds to block 516.

[0053] At block 516, the node is configured for full participation. For example, to
have full participation on the overlay network, the node is configured as a routing peer.
In an aspect, the processor 402 performs this operation. For example, in one
implementation, the node leaves the overlay network in its current participation mode
and rejoins the overlay network in full participation mode as a routing peer. The
method then proceeds to block 504.

[0054] At block 518, a determination is made as to whether the node is already
configured for partial participation on the overlay network. In an aspect, the processor
402 makes this determination. If the node is already configured for partial participation,
the method proceeds to block 504. If the node is not configured for partial participation,
the method proceeds to block 520.



determ nation fromthe configuration paraneters. For exanple, if the
configuration paraneters indicate power and resources are avail able for
partial psotoevipaiszon, then the nethod proceeds to bl ocleChaB2o0fo4pasti al
participation is not possible, the method proceeds to block 510. [0051] At
bl ock 510, a determ nation is nmade as to whether the node is configured for
service participation on the overlay ne rk. In an aspect, the processor
402 makes this determ nation fromthe configuration paranmeters. |If the node
i s already conflgured for service participation, the nethod proceeds to

bl ock 504. |00¥e nAablopk SHbithesde iannbauredfor parig] pastigeation FpResaBIRIe, t he
met hod pr Oceﬁg%oﬂ&s%ﬁﬁéﬁlréﬂ% ﬁcgl%gﬂin%aﬁeepln%g 05élfﬂlly et efrMabi@ Nt s made

as to whether the node is already configured f participation on the
overl ay net m@rpkessqrrﬂOArpeﬁ@rﬁédhls operetigr olbe eaapplaon %k@@lemm@tl@eﬂ@rﬁ‘?ﬂ%at i on.

I'f the node e@ltﬁgggéﬂa % ST Gs cgfrerftgjal'tlc &ﬂ ?ﬂoﬁ@ta*l&) ?ej?th?IlengJeHQ)d

proceeds to e node Is n |gured

partici pati ometWtblﬂien MIMHMMQ@d@dQ 88 bhaeloutdgpee]. 00B3Nethed throplocdds, t he
node is confkgﬂgi Qor full participation. For exanple, to have ful
participation on the overlay network, the node is configured as a routing
peer. In an H®pEct, Ambbcbﬁbbd&smde&Gznﬁgn&bbnmﬂvmépmﬁ@pmﬁmiGnrmﬁnmbexanple,
in one inpleﬁpnt tian de Ieave%>thelove{la% net thp its current
partici pation® Sé%%ﬁgr“re"j an ﬁs“o? RETSVEr PaY et ot |nnanfafﬁe1° parlt Y¢Pat i on
node as a r o462 pgfopeethis o‘Ba&mnEt ﬁ&dexfahl@l‘e mmémﬂ&nte@taﬁxbrome a4 leaf 8OD4] At
bl ock 518, a det ernlnqg i s made .as %@ t he Bode bs alreﬁd%
configured fOYTBRPAEWAF BhF%F%P%%PWBﬁP%HmﬂH% r RS BT REFRY PRV spect,
t hef proc ezsggeﬁwpm@mﬁ Rioge Mlﬁfnrﬁe&atﬂr}]@ lihetHoE tl’(ijelﬂ@rdt@éis td Bloglt %(Fadﬁ 0 f
configured for partial participation, the metho roceeds to bl ock 504. |
the node is W@?ﬂcothﬁ?}g@dW&et@érﬁﬂmOpﬁéﬁb%q aéaﬁa@qt@rpro‘ﬁ%easmsrmrﬁ foceeds

to bl ock SZOCME%ilorngs@hp%shéa@,beh&@d Mad@e hRhe@B806 B4R ehd Hpldddhlatioh

partici pation or exanple, the node is configured as a non-routing peer in

the overlay #kRette Opﬁatawsﬁﬁ%meﬂmé%%&%ﬁrrm@ PE PHheYie tnﬁfhiéed

operation. F&Ethﬁ)ﬂ?é@'olt?e of fle PAOUL BR)ETERhAL bﬁl@p infpfkEndadend FaYESIdRiOvVer | ay
network in its current participation node and rejoins the overlay network

in partial pHes¢aiphthe grriondeweats descrbadheriiti ng peer. The net hod then
proceeds [0058] FIG. 6 shows an exemplary configuration processor 600 for use in aspects of

a node configuration system. For example, the configuration processor 600 is suitable
for use as the configuration processor 400 shown in FIG. 4. In an aspect, the
configuration processor 600 is implemented by at least one integrated circuit comprising
one or more modules configured to provide aspects of a node configuration system as
described herein. For example, in an aspect, each module comprises hardware and/or
hardware executing software.

[0059] The configuration processor 600 comprises a first module comprising means
(602) for operating on an overlay network using a first participation mode, which in an
aspect comprises the processor 402. The configuration processor 600 also comprises a
second module comprising means (604) for obtaining at least one configuration
parameter, which in an aspect comprises the processor 402. The configuration
processor 600 also comprises a third module comprising means (606) for selecting a
second participation mode for operation on the overlay network based on local policy
and the at least one configuration parameter, which in an aspect comprises the processor

402. The configuration processor 600 also comprises a fourth module comprising



to block 504. [0056] At block 512, the node is configured for service
participation. For exanple, the node is configured as a non peer in the
over |l ay r®0wo0Kkiss37a an aspect, the processor 402 perf or RETIUSR@IOPEPAL | ON.
For exanple, in one inplenentation, the node | eaves the overlay network in
its current participation node and rejoins the overlay network in service
participation node as a non peer. The hod then proceeds to bl ock 504.

[ 0057] Therefore, the nethod 500 is operable at a node to provide aspects
of a node configuration system It should be noted that the nethod 500 is

just one i npMeMBAOYY fsonftEing the nofetogpseicartcsthe pvarlne e PRI BM thay be

rearranged 0£ec9ﬁd]%hY@ip%%pHE@hé,iw%¢ch%Eﬁﬁéﬁeétta,@mﬁﬁ&@ﬁle%oc%ﬁ@rMﬁ.ri ous aspects.
Thus, other |nplenentations are possible with the scope of the various

aspects descHi0Bld hé&heivariop0abgiraticGlogsss Hogigal abloghsenpediley. oAt pitauitat i on
processor 6OQGSE edYr goﬂngctﬁﬁ%ﬁlt tRe %b@dirﬂ%ﬁ?digaggeh 9 eﬁltlj%légﬂoesi}{@ie%teﬁ 3
60 l'e r us e

exanpl e, the configuration processor I s sul tabl as t
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node confi guoadthompreyshanbladgibedrice bdstrdie gae or trévisteetegipldescreterhaadwas pect ,

each nodul e conprises hardware and/or rdwar e executjng software 0059]
The cont | gur SCTBREEE cealsar RbBsRaohERr LBL MR f SRR BniGias Fif g noans
(602) for ophkgraini nggaRraPuPUEr pragessoe imaprie adichgraeisor, dlut, P thci alicpativedn node,
which in an aspect conprises the Er.oc ssor 402. The confi gur?ti on processor
600 al so con%?i%%c&ss&r ¢ B SR PEhBPF S g SN PEOA O ot Mt i ng at

| east one combélgw atd procpRbBRY ellso BAiigpPlemBntad a@ P EsHhbitAITAT dfS@snpulifg
processor 402. The configuration processor (?00 al so conprises a . third
modul e conpr {1558 MSand BEBYLPEr Ol &8 3BT a2 SBEBREPCRPY i &i uRl®n °frode for

oper ati on onpidashreeots2¥nd16tt MBekniBRPR™esQYs hiPjuR@bd G¥th @SKH fie, )k ahgast one
configuration parameter, which in an aspect conprises the processor 402.

The confi gur 8hfioHclheBEesaidnn 600 al so conprises a fourth nmodul e

conpri si ngmeppg1|( 608) ofObr GORT EGHIHIRY hBEIRRMS hE RREDACIRRLRIay BE

overlay network based on the second participation node, which in’ an aspect

conpri ses t henpierakinesls oy haphward, o@EORICTHErmperd. odfs any | aegbratipn déhdrensi c df

I ogi cal bl Ochﬁpletﬂgﬁ%l iﬁ%oft\@'ﬂg, ié REidR may be stored on or transmitted over as one or
more instructions or code on a computer-readable medium. Computer-readable media
includes both computer storage media and communication media including any medium
that facilitates transfer of a computer program from one place to another. A storage
media may be any available media that can be accessed by a computer. By way of
example, and not limitation, such computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be used to carry or store desired
program code in the form of instructions or data structures and that can be accessed by a
computer. Also, any connection is properly termed a computer-readable medium. For
example, if the software is transmitted from a website, server, or other remote source
using a coaxial cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or
wireless technologies such as infrared, radio, and microwave, then the coaxial cable,
fiber optic cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and
microwave are included in the definition of medium. Disk and disc, as used herein,
includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy

disk and blu-ray disc where disks usually reproduce data magnetically, while discs



described in connection with the enbodi nents di scl osed herein may be

i npl emented or perfornmed with a general purpose processor, a digital signal
processorwQDRBP) 15582 application specific integrated cir®artuseoSio@)rp4a fiel d
programuabl e gate array (FPGA) or other programmbl e |ogic device, discrete
gate or transistor logic, discrete hardware conponents, or any conbination
t hereof designed to performthe functio descri bed herein. A
general - pur pose processor may be a mcroprocessor, but, in the alternative,
the processor may be any conventional processor, controller,

ni cr ocont r ol Tegrodugsydatg optigallyaritly lawrs. L ominasigasoi! theepoys dguidslspppinshdpd ed as a
conbi nati on RfnaABULING HBYIEECRadaBleTnedi2 COMDI Nation of a DSP and a

m croprocessor, a plurality of mcroprocessors, one or nore mcroprocessors
in conjuncti D963 t hThe DSPs dree meghodapry algpmtam desenbadomf cgueetianowith [tho61] I n
one or nore [Fps=tas tihe i I

i npl ement ed %ﬁwﬁﬁgg@%gf t Wélar g}ayft{éren%rla%? Cgllr%éﬂ nglsg%%%’aﬁa%ﬁ%%? eof . If
i npl enent ed mpdyoftrasated bytehpodessoet drong avmpintors piothe dwon Aosoftwazmmpdule ed over
as one or no [ tid oS d n r-r a d

Comput er - rea@g%lrgﬁ}rire i aﬁ’i&g[c %@gégb%tsﬁ rcl:lgmrr%g'?g%rg @t or %g ’%ﬁ%ﬁaﬁg%ry’

communi cat i oREPRAMamematyudigisgrsa @yhariedisk) m rtinatabfeadisk, iat@-ROM.r @ngy etheof a
comput er program.fromone. place t.o.another. A storage nedia.m any

oo L abi o medrd o nGPE: SRTHE AESRdS uf ™ 5 csplb ol o9 MRy TR BAATE) and
not |imtati e preuschr, sahphdtelic precdabca redinforaatiorchom) insaviRAM forR@Nbn EEPROM
CD- ROM or other, optical disk storage, . magnetic disk stor ge or t her
magneti o st olads TStASBRIUgy IR AP RAT Syt AR R P 8L Bar ry or
st gr ehdesi r egrgpé’sﬁtgl’ m(pﬁfiesd e sbiNarfdnBe fofage af;ldiuﬁsﬁqﬁ}ue&sidemsmp\_sctat FhSABLTL ulr es
and that can be accessed by a computer. Al so, any connection is properly
termed a confgY éqs&dﬁélaaaﬁﬂréerwgafuwhvrﬁlrer%@aﬁﬁiwepro gsqr gad digtapge dngdm

transmtted fhPmsRic WeBiSdré® cofFInéRE in PlisePlcRfihall €ENDt € source using a coaxi al
cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or

wirel ess tecH8}logi dscosdipslyaghilpfasegetsd of Rrabeds, cabiguisiion Sysre, havpadiser he

coaxi al cabl ggfdideid QRickie LRELIR, it $WM B BHreBRlcl thaPPhriou® Ehallets&daf BS made
t echnol ogi es such as infrared, radio, and m crowave are included in the

definition ofo thedipas Wihak depning fsam they spisiéar ereendipkcharagierisiiges Tewspforect di sc
(CD), laser gigGcloQRtd a‘ﬁﬁldes@hﬁﬁons QA intBE&AL bk ﬂlﬂ{rﬁﬁfe,(t;aypét’lingi{iﬁ)é? RY

the scope of the invention, which is set forth in the following claims.



di sk and blu-ray disc where disks usually reproduce data magnetically,

whi | e di scsreproduce data optically with | asers. Conbi nati ons of the above
shoul d alwo 20@/i5s7Ruded Wit hin the scope of conput er-readzhiseonapdizas [ 0062]
The steps of a nethod or algorithmdescribed in connection with the

enbodi nents di scl osed herein may be enbodied directly in hardware, in a
sof tware nodul e executed by a processor,.or in a conbination of the two. A
software nodul e may reside in RAM nenory, flash nmenory, ROM nenory, EPROM
menory, EEPROM nenory, registers, a hard disk, a renovable disk, a CDROM
or any other form of storage medi um KnbMMPn the art. An exenplary storage
medi um i s coygh R 1§ e 1t g-essor, such that the processor can read
information from and wite information to, the storage medium In the
alternative, the storage nedium my be integral to the processor. The
brogessor and they.StOUAARNIR AL HIERY L RSl il O CnrthgudhG My resi de
in auser termnal. In the alternative, the processor and the storage

medi um may reSi-tlepas odiriey nefverke thepetiedtcomprisisg:user termi nal . [ 0063]

Accordi ngly, whil e f nf | ti.on .have been
illustrated and de g’%?l?%g%ﬁ’ﬁégl Xfﬁ&%ﬂgﬁ? nig %’g‘%‘}ﬁ&%l ca?lélf}élgg%’hat vari ous
changes can be nadeitiog stHeasaepeotguwdtichpatmdeparti ng fromtheir spirit or
essential charact e%i stics, 'Icihel[tef 0{.eﬂ tgpef di sclt.osurg}s an(il de§crjépti ons
herein are int endSE Y HETIPFEEIPAETRBOGHGE ORFEHOP PN Y™ HE scope of

t he i nventi obasedwni balipsligeind filard keastont benfigotationpaagmatraams . CLAI M5 WHAT | S
CLAIMED IS 1. A me{.)hod pee:fg]gr med by a node for d nag\); C r}lode configuration
in a peer-to- peer*BUSHgNGRGH RArigRE oRPR OYFTRY AT LS Brged @by sse9My on the
over |l ay net wpdrkcip®tioA@nodef i rst partici pati on node; obtaining at |east one
configuration paranmeter; selecting a second participation node for
operation on the overlay network based on | ocal policy and the at | east one
configuration paranmet ghe nfifdd OOhInDUWHE T A6 aNRseokcoRBEIhEnRRtatheRR t he
overlay network based on the second participation node, 2. The nethod of
claim1l, whebétl§atnee efta noygsindisater. disHionyiidighion fiesparaivdicator.ingtwark | east one
of a power inpdicG@t ahd 2 BRI RId¥alondi cator, resource indicator, network

3. The method of claim 1, wherein said selecting comprises selecting the
second participation mode from a plurality of participation modes available on the

overlay network.

4. The method of claim 3, wherein the plurality of participation modes
comprise a full participation mode, a partial participation mode and a service

participation mode.

5. The method of claim 4, wherein the full participation mode corresponds

to operation as a routing peer.

6. The method of claim 4, wherein the partial participation mode

corresponds to operation as a non-routing peer.

7. The method of claim 4, wherein the service participation mode

corresponds to operation as a non peer.



i ndicator, and a user indicator. 3. The nethod of claim1, wherein said

sel ecting conprises selecting the second participation node froma

pl ural i t yWwof2oarssi7ei pati on nodes avail abl e on the over| a¢Tristaonkr7o4. The
met hod of claim 3, wherein the plurality of participation nodes conprise a
full participation node, a partial participation node and a service
participation node. 5. The nethod of claim4, wherein the ful

partici pation node corresponds to operation as a routing peer. 6. The

met hod of claim4, wherein the partial participation node corresponds to
operation as a noh- r od! angarp@e for dynamp godeeopbEIrEon apﬁ*vﬁrﬂq-p%ﬁeveéﬁﬁ t he
service partjgiBat i@y RAs &Hpfigaponds to operation as a non peer.8. An
apparatus for dynam c node configuration in a peer-to-peer overlay network,
t he apparatus conpeansfasgperptngrs thopvedpepdvpigiswa atfiid paieippizgn medevor k usi ng
a first participaflQ0emd&in DsstfoRl ¢ ﬁkﬂ&@ﬁnﬁhm&EaSt one configuration
paraneter; nmeans for selecting a secon articl pation node for operation on
t he overl ay netwonkanbfsedeaingkeeahd poticipatioambde fier operatieagt the pecrlay
configuratio ter; for.c i i ng. ] participate
on the overl%§&ﬁgﬁagﬁ§m6%%£@ﬂ%§§@ﬁ%cggg%ﬁgfﬁ%#ﬁ%@%g%&?%ﬁgﬁg é& 9. The
appar at us of cl aimeads fosrkenfeyuring the nade to @asitipeteen dclenfveduyr @twaohk bpadamet er i s
at | east onetof a 80£§r Hndic tor, menory indicator, resource indicator
network i ndi Eat8P" BHECRE S ndi cat or .~ 10. The apparatus of claim 8,
wherein said neans for selecting conprises nmeans for selecting the second
participation no fr a plurall f participation nodes avail able on the
overl ay netmork.qgl. %ﬁéa Wﬁ#ﬁ%ﬁﬁg’% %?ﬂﬁf@EQWHQP%?W%§W3“%1uraIity of
partici pati oparifaeieSs 6ARt b fa pbwbd indiadtdd Gefatyl iddicABIRsoRcdiadititad,

participation node and a service participation node.
network indicator, and a user indicator.

10. The apparatus of claim 8, wherein said means for selecting comprises
means for selecting the second participation mode from a plurality of participation

modes available on the overlay network.

11. The apparatus of claim 10, wherein the plurality of participation modes
comprise a full participation mode, a partial participation mode and a service

participation mode.

12. The apparatus of claim 11, wherein the full participation mode

corresponds to operation as a routing peer.

13. The apparatus of claim 11, wherein the partial participation mode

corresponds to operation as a non-routing peer.

14. The apparatus of claim 11, wherein the service participation mode

corresponds to operation as a non peer.

15.  An apparatus for dynamic node configuration in a peer-to-peer overlay
network, the apparatus comprising:

a memory; and



12. The apparatus of claim1l, wherein the full participation node
corresponds to operation as a routing peer. 13. The apparatus of claim 11,
wherei n tWe 2p@vtss3rk parti ci pati on node corresponds to opeTAS2@Y/0dE04a
non-routing peer. 14. The apparatus of claim 11, wherein the service
partici pation node corresponds to operation as a non peer. 15. An apparatus
for dynam c node configuration in a peefst0- peer overlay network, the
apparatus conprising: a nmenory; anda processor coupled to the nenory and
configured to: operate on the overlay network using a first participation
node; obtain at [&eEeSHHeouPkifty fireamivnapksoafigted o' sel ect a second

participation node for,,0RRLAMCQR ALY dAForRYiShE AYirdBiINOptioRdRRE. on | ocal
policy and the at IeasP one configuration parameter; and configure the node

to participate on the obipgratigpstmae aprfigutigeprromctehe second participation
mode. 16. The apparat yg.Qqf, sgéogh g%r&igpatﬂ%ﬁ&!e%#cfb%aﬁ&n LERS tové?ﬂg nEQ3fi guration

paranmeter is at |east one of cator, nenory Indicator, resource
i ndi cat or, net worbasddailoc pelicyandithg atisest onaxbinbgureton perameTdieandppar at us  of

claim 15, wherel n sl dHEARERSAlad SpEABLLONE B 0133l B8k bhey sefgnd

participation node from ura articipa es aval l able on the
overl ay network. st8mndpheicgptiarmddes of claim 17, wherein the plurality of
partici pation nodes conprise a full participation node, a parti al
participation node and a service participation node. 19. The apparatus of

cl aim 18, wher ei ni@ he Thykppapaiist dfclapat 5,orhersiddthe aoledse sporvdfgirationper ati on as a
routing peer. arat.us of .cl. n the

20. Thelagg aim 18, mhe&ei $ar&ial
partici pat i ofHBUE R BYFEEELEE POYCTIBUFLLT BINMY BARHeL: IS THEYGERY . 21, The
appar at us of n@waikmdi&tor\difraQiser ihdieatser vi ce parti ci pati on node

17.  The apparatus of claim 15, wherein said processor is configured to select
the second participation mode from a plurality of participation modes available on the

overlay network.

18. The apparatus of claim 17, wherein the plurality of participation modes
comprise a full participation mode, a partial participation mode and a service

participation mode.

19. The apparatus of claim 18, wherein the full participation mode

corresponds to operation as a routing peer.

20. The apparatus of claim 18, wherein the partial participation mode

corresponds to operation as a non-routing peer.

21. The apparatus of claim 18, wherein the service participation mode

corresponds to operation as a non peer.

22. A computer program product for dynamic node configuration in a peer-
to-peer overlay network, the computer program product comprising:
a computer-readable medium embodying codes executable to:

operate on the overlay network using a first participation mode;



corresponds to operation as a non peer. 22. A conputer program product for
dynam ¢ node configuration in a peerto- peer overlay network, the conputer
progr am pvodo@t1ss3apri si ng: a conput er - r eadabl e nmedi um echadgimg4odes
executabl e to: operate on the overlay network using a first participation
node; obtain at | east one configuration paraneter; select a second
participation node for operation on the,overlay network based on | ocal
policy and the at | east one configuration paraneter; and configure the node
to participate on the overlay network based on the second participation
node. 23. The combieptlpasteisisPefignsdion fremeel:ai m 22, wherein the at | east
one conf i gurat i on.Rar ARBSRIpattRipdliol SERL foPERron Bn RRWGEridy MGk Bhsed MENTOr Y

i ndi cator, resource indicator, network indicator, and a’user indicator. 24.
The conput er oF et abliey and dioatlcast o egnigprtionprspaéter; 83 d codes are confi gured
to select the sec (oY I QN | i l;Ci pation
nodes avai |l abl e o%ﬂgﬁg@g%éﬂigetﬂﬁg{a%%%ﬁt %&%}}%’e@égg&ngg% %ey-ogfgg%gﬁng medi um of
cl ai m 24, whparg¢ipatiohenqde.ural ity of participati on nodes conprise a full
participation node, a partial participation node and a service
participation node. 26. The conputer-readabl e nmedi um of claim25, wherein
the full particip#ti ofhoodepwerreiplomasivnoofapemal) wheras tie at Gustiong peer. 27.
The conput er-readabl e maditum otf ctl ai m.25, wher.ein the arc%al articipation
mode cor r es pBTS R E LS oh e CN SR & PRt R sy Tndjgglr, feburce

conput er - r eaihdichter, ieckiodndicatct, ahdn vy indkeetoei N t he service participation
node corresponds to operation as a non peer.

24.  The computer-readable medium of claim 22, wherein said codes are
configured to select the second participation mode from a plurality of participation

modes available on the overlay network.

25. The computer-readable medium of claim 24, wherein the plurality of
participation modes comprise a full participation mode, a partial participation mode and

a service participation mode.

26. The computer-readable medium of claim 25, wherein the full

participation mode corresponds to operation as a routing peer.

27. The computer-readable medium of claim 25, wherein the partial

participation mode corresponds to operation as a non-routing peer.

28.  The computer-readable medium of claim 25, wherein the service

participation mode corresponds to operation as a non peer.



