+,-./0e3e>THHI , OOS6ST>Td~ I nformati on processi ng apparatus, information
processing nmethod, and providing nedi um Technical Field The present
-invention relates to an information processing apparatus, informati

processi ng nethod, and providing medium More particularly, \m mmﬂmmum

an information processing apparatus, information processing
providing nmediumthat utilize encrypted information. Background =wts9o*Ther e
are systens that encrypt information (content) such as nmusic and send it to

the information processing apparatus of the users who have [ i red
agreenent, so that the users can decrypt and use the contenﬂ@@mﬂ@mmimmmm
information processing apparatus.p it the conventio ;

contents are provided accordi ng to persona? i nformation such as *8®%2*or age

of the user, usage of content or type of information processing apparatus
that the user owns, which prevented from providing a variety of services.
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t he above circunstances, makes 1t possible to provide a varlety ‘o
serVigRsyidihg M@ds@hve these probl ems, the present invention provides an

i nformation processing apparatus which conprises[hol di ng means for hol di ng
encrypted first information; storage neans for storing second information
cont ai ni ng the usage conditions of the first information and usage details
for tihe-nisaage corslidi ons by associating the second information with the
first information; and sending neans for sending the first information held

by the holdiengrRats and ditel Secoata t & of Bkh 0dnEbenediby phecekeiage neans
apparatus, information processing method, and providing medium. More
particularly, it relates to an information processing apparatus,
information processing method, and providing medium that utilize

encrypted information.

Background Art

There are systems that encrypt information (content) such as music
and send it to the information processing apparatus of the users who
have made a required agreement, so that the users can decrypt and use

- the content on their information processing apparatus.

However, in the conventional system, contents are provided
'according'to personal information such as sex or age of the user, usage
of content or type of information processing apparatus that the user

owns, which prevented from providing a variety of services.

Disclosure of the Invention
The present invention has been made in view of the above

circumstances, and makes it possible to provide a variety of services.



Al so, the present invention provides an information processing nmethod which
conprises a holding step of holding encrypted first information; a storage
step of storing second information containing the usage conditions of the
first informati on and usage details for the usage conditions by associating
the second information with the first informati on and a sendi ng step of
sending the first information held by the holding step and the second
information stored by the storage step. Furthernore, the present invention
provi des a providing nmediumthat provides a conputer-readabl e programfor
meki ng an information processing apparatus execute a process, which
conprlses a holdln% ste ol din encr¥£ted first %nfornatlo a storage
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and usage or the usage conditions is st ei ng associ ate
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secon ormation are sent to a given provider. Furthernore, the pr esent
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reception means for receiving encrypted first “informati on and second
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usage details for the usage conditions, sent Troma given provider;
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reception nmeans and sendi ng neans for sending encrypted the first
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well as the third information prepared by the preparati on neans to
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i nformation processing nethod which conprises a reception step of receiving
encr yWhedifagstcond br hens dvy sagseetahing ntbenaecondconfarnpngonhwitibaghe
conditions of the first informati on and usage details for the usage
condifiwsls indenmation jaagrivers ybidieteraopr appd b e dihes tid séf 1Bif@5§}ﬁ|tﬁ@n
third information _containing the pricing conditions for the firs
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according to tbhe second information received by the reception step and a
sendififRt £p"Bf sending encrypted the first information and the second
informatiqn received by the receptipon step as well ,as the third |nfornat|on
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condi t’i ons a.given providers preparatlo step of preparlng
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i nformati on and e price that cofresponds™to the pricing conditions
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sending step of sending encrypted the first information and the second
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prepared by the preparation step to appropriate equi pnent . ~ ~Q

Fur t hef Beh i nighehpreiseit ihfvenbictabnPhevHdss tae holf @i n@istep phacEssisegond
apparatus, information processing nethod and a providing medi um wherein
encr yir eskriia  5én | s ors@tbentAsdsseeand smnkpr.nyfion containi ng the usage
conditions of the first information and usage details for the usage
conditions, sent froma given provider are received; third information
containing the pricing conditions for the first i nformation and t he price
that corresponds to the pricing conditions is prepared according to the
recei ved second information -4 -2-



and the first informati on and the second information encrypted and received
as well as the prepared third information are sent to appropriate

equi pnent. Furthernore, the present invention provides an infornmation
processi ng apparatus which conprises storage neans for storing appropriate
reference information; reception nmeans for receiving encrypted first

i nformati on, second information containing the usage conditions of the
first informati on and usage details for the usage conditions, and third
information containing the pricing conditions for the first information and
the price that corresponds to the pricing conditions, sent froma given
provider: pisage. Gl ! | EELL N ARANS; 0T BELLALL NG ! DECHAOE S on
conditions 0 e sedond 1 ntornafion recerved by € reception neans,
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reference i nfor Ton stored In the storage neans usage neans for
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details corresponding to the usage conditions selected by the usage
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by the usage nmeans according to the price that corresponds to the pricing
condidfOns & aciefd it 148 RISt teNd FigR tsSeheeknak iBRaARd EHEt BesrBHE,
t he present invention provides an information processing nethod which '
conprd&@hd St anet sdePapé SEREI BE apgﬁeahi pkevigkerence information; a
reception step of receiving encrypted first -5 i nformation, second

i nf or mat i g reGRirdidtd)g tHe piségen € ongvénonen oprdhiedésr sh information and
usage details for the usage conditions, and third information containing

t he prcddads aontpporstesthiriéhr sbinptoseafreneandohheephiscEotrhateceiving
corresponds to the pricing conditions, sent froma given providers a usage
condidrianyseddeftiren ibprodt sehecid sgeohe inmfagemaddrndi tonhsininghthesvsagd
information received by the reception step, corresponding to the reference
i nf oramidioni wtorell the t fitrst oiaferseepsnaapdi gsagecdatailonfeoel ebei vaageep
of selecting the pricing conditions of the third information received by

t he reebttiomst epntcbremspohtichPravider v prepared iionf Beaas ifor prepaging
the storage step; a usage step of decrypting and using encrypted the first
i nf ortreity Bl rfegnali e t eoRhelniagethet Brisingr conditdags Eondithicodd rst

sel ected by the usage condition selection steps and an execution steQ of
char gitHP &t ko «wggfél%mw Jéﬁge@tréﬁ%@m%diwg the PRéCpRPcEORALFLONS
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fIrst 10T GUIRHORANG e B1EEhDAnFOE £SROBESy] Bel NEnPERELRAEIBAL LT ONS,
sent froma given provider; a usage condition - 6 selection step of

sel e%ﬁ&&ém&m&&@%ibﬁnéoﬁﬁraB@s{fsceaeepr&!‘i%n%ttle N JrecRicead iy t he
reception step, corresponding to the reference information stored in the
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conditions of the third information received by the reception step,
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usage step of decrypting and using encrypted the first information
accoreimii o e skagerdataigisehopréhedesagepeepdirhicans seépcifegrbpatrtiag
usage condition selection steps and an execution step of charging for the
usagettyrd hin freaaget séepcantaiding thet peipinge cohati tdonseSpandhet o itrse
pricing conditions selected by the pricing condition selection
nmeansinformdt roruriderhm e i ddhahprtesentraspoerds o phevpdésiag cahditabinen
processi ng apparatus, an information processing nmethod and a providing

medi um wherein appropriate reference information is stored encrypted first
i nformation, second information containing the usage conditions of the
first informati on and usage details for the usage conditions, and third

i nformation containing the pricing condirtions for the first information and
the price that corresponds to the pricing conditions, sent froma given
provi der are received; the received usage conditions of the second
information is selected the received pricing conditions of the third
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Brief Description of the Drawings Figure 1 is a systemdiagramillustrating
a EMD system Figure 2 is a systemdiagramillustrating the major
information flowin the EMD system Figure 3 is a block diagram show ng the
functional configuration of an EMD service center 1. Figure 4 is a
schematic diagramillustrating the transm ssion of delivery keys Kd at the
EMD service center 1. Figure 5 is another schematic diagramillustrating
the transm ssion of delivery keys Kd at the EVMD service center 1. Figure 6
i s anot her schematic diagramillustrating the transm ssion of delivery keys
Kd at the EMD service center 1. Figure 7 is another schematic di agram
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Showiqgf&l?nmlp?e%ed by the preparation step to appropriate equipment.) it

Furthermore, the present invention provides a providing medium
that provides a computer-readable program for making an information
processing apparatus execute a process, which comprises[a reception
step of receiving encrypted first information and second information
containing the usage conditions of the first information and usage
details for the usage conditions, sent from a given provider; a
preparation step of preparing third information containing the pricing
conditions for the first information and the price that corresponds
to the pricing conditions according to the second information received
by the reception step; and a sending step of sending encrypted the first
information and the second information received by the reception step
as well as the third information prepared by the preparatiorn step to
—‘"J appropriate equipment. ) combe

Furthermore, the present invention provides an information
processing apparatus, information processing method and a providing
medium, wherein encrypted first info.rmation and second information
containing the usage conditions of the first information and usage
details for the usage conditions, sent from a given provider are
received; third information containing the pricing conditions for the
first information and the price that corresponds to the pricing

conditions is prepared according to the received second information;



Figure 13 is a schematic diagramillustrating control transfer of content.
g Figure 14 is a schematic diagramillustrating first-generation
duplication. Figure 15 is a chart show ng exanpl e code val ues of a service
code and a condition code. Figure 16 is a chart show ng an exanpl e code

val ues set as the usage conditions in UCP. Figure 17 is a schematic diagram
showi ng a content provider secure container. Figure 1B is a schematic

di agram showi ng an exanpl e authentication certificate of the content
provider 2. Figure 19 is a block diagram show ng the functional
configuration of a service provider 3. Figure 20 is a chart show ng exanple

PTs. FldUike ﬁénpﬁ.sst gﬁﬁ%&if&’%“ Qﬂdaﬁhgxgﬁ%ﬁd‘:%‘%o atﬁg%ns%ﬁnl&@#%% l%rr{&' ng
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appropriate equipment.

Furthermore, the present invention provides an information
processing apparatus which comprises[storage means for storing
appropriate reference infofmation; reception means for receiving
encrypted first information, second information containing the usage
conditions of the first information and usage details for the usage
conditions, and third information containing the pricing conditions
for the first information and the price that corresponds to the pricing
conditions, sent from a given provider; usage condition selection means
for selecting the usage conditions of the second information received
by the reception means, corresponding to the reference information
stored in the storage means; pricing condition selection means for
selecting the pricing conditions of the third information received by
the reception means, corresponding to the reference information stored

— in the storage means; usage means for decrypting and using encrypted
the first information according to the usage details corresponding to
the.usage conditions selected by the usage condition selection means;
and execution means for charging for the usage by the usage means
according to the price that corresponds to the pricing conditions
selected by the pricing condition selection means.j deen]

Furthermore, the present invention provides an information
processing method which comprises{a storage step of storing appropriate

reference information; a reception step of receiving encrypted first



Figure 24 is a schematic diagram showi ng a service provider secure
container. Figure 25 is a schematic di agram show ng an exanpl e

aut hentication certificate of the service provider 3. Figure 26 is a bl ock
di agram show ng an exanpl e functional configuration of a receiver 51 in a
user hone network 5. _g_  Figure 27 is a schematic di agram show ng an
exanpl e authentication certificate of SAM 62 of the receiver 51. Figure 28
is a chart showi ng an exanple of UCS. Figure 29 is a schematic di agram
illustrating the internal structure of the usage information storage 63A in
t he external storage 63 of the receiver 51. Figure 30 is a chart show ng an
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di agr am showi ng an exanpl e ona configurati on of a receiver in
the uggh PARBLREEWOEKA®  corresponds to the pricing conditions, sent from

a given provider; a usage condition selection step of selecting the
usage coﬁditions of the second information received by the reception
step, corresponding to the reference information stored in the storage
'step; a pricing condition selection step of selecting the pricing
conditions of the third information received by the reception step,
corresponding to the reference information stored in the storage step;
a usage step of decrypting and using encrypted the first information
according to the usage details for the usage conditions selected by
the usage condition selection step; and an execution step of charging
for the usage by the usage step according to the price that corresponds
to the pricing conditions selected by the pricing condition selection
means.)do-“"‘5

- Furthermore, the present invention provides a providing medium
that provides a computer-readable program for making an information
processing apparatus execute a process ,which comprisesla storage step
of storing appropriate reference information; a reception step of
receiving encrypted first information, second information containing
the usage conditions of the first information and usage details for
the usage conditions, and third information containing the pricing
conditions for the first information and the price that corresponds

to the pricing conditions, sent from a given provider; a usage condition



Figure 36 is a chart show ng exanple information stored in the nmenory
nodul e 223 of the receiver 201. Figure 37 is a chart show ng an exanpl e of
reference information 201. Figure 38 is a chart showi ng an exanpl e of use
poi nt information of reference information 51. Figure 39 is a flow chart
illustrating process for utilization of content. -10 Figure 40 is a fl ow
chart illustrating the process of sending delivery keys Kd fromthe EMD
service center 1 to the content provider 2. Figure 41 is a flow chart
illustrating a flow of nutual authentication between the content provider 2
and EMD service center 1. Figure 42 is a flow chart iIIustrating anot her

w of . nuf ual apt hen on. bet en t he conte pr.ovi
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reference information stored in the storage step; a pricing condition
selection step of selecting the pricing conditions of the third
information received by the reception step, corresponding to the
reference information stored in the storage step; a usage step of
decrypting and using encrypted the first information according to the
usage details for the}usage conditions selectedknrthe‘ﬁsage condition
selection step; and an execution step of charging for the usage by the
usage step according to the price that cbrresponds‘to the pricing
conditions selected by the pricing conditionvselection means. a9
Furthermore, the present invention provides an information .
processing apparatus, an information processing method and a providing
medium, wherein appropriate reference information is stored; encrypted
first information, second information containing the usage conditions
of the first information and usage details for the usage conditions,
and third information containing ﬁhe pricing conditions for the first
information and the price that corresponds to the pricing conditions,
sent from a given provider are received; the received usage conditions
of the second information is selected; the received pricing conditions
of the third information, corresponding to the stored reference
information is selected; the encrypted first information is decrypted
and used according to the usage details corresponding to the selected
usage conditions; the usage is charged according to the price that

corresponds to the selected pricing conditions.



Figure 44 is a flow chart illustrating the process of sending a content
provi der secure container fromthe content provider 2 to the service

provider 3. Figure 45 is a flow chart illustrating the process of sending a
service provider secure container fromthe service provider 3 to the
receiver 51. Figure 46 is a flow chart illustrating the process in which
the receiver 51 receives the service provider secure container. Figure 47
is a flowchart illustrating the process in which the receiver 51
reproduces content. Figure 48 is a flow chart illustrating an account
settlenment process. -11  Best Mdde for Carrying Qut the lI.nvention An
enbodi nents of the present invention will be described below (1)

I nformation distribution systemFigure 1 illustrates an EMD (el ectronic

mJS|§3y *§5rﬂ§5ﬁf§§% %g %ﬁniﬁ%mﬁpg fﬂ glcatlon of the present invention. The

em consi Servi e center 1 that manages indivi dua
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provi der at prOV| ned Services cofresponding to content,

and user #p‘{\jﬂ-'e) 22 mgpggé‘ﬂeﬂf d&QSrEﬂUEEgEQ%:ﬁQE% ¥Rk @%%t@?d he6 in)’a‘E’io%Ol

in this exa content "I s use e content ri ute

(proﬁjgﬁﬂlﬁ({ﬁgnﬁﬁﬁm§§ fggistered in an EMD system (for exanple, receiver

receiver 201) is dlgltal data whose information itself has a val ue.

' n th' s exauple 3008 i"k?fi?c)@fdl%ltd%tpterfr%Sl%?ﬂéd?uh%t%ﬁ'aq dahaigavhyabant
to one piece of nmusic. The user purchases a content ( in fact, purchases

the gy tFMBISE tPEc£0Rt ALY, 11 eproduces the provided content or
duplicates and uses it. Besides nusic data, however, content can be video

data, gamFriRfiQ@ aNks & WENLRLt D¢ QUifAfFam Illltlefs?crﬂmdlaigﬂ thRt €rahiaiEMRosebyi ce
center 1 sends the delivery keys Kd needed to use content to the user hone

net Wil iveangdl 1eeyd kal 4t ytioé E@Dt eatvpeevedatsr21(In this exanple, two
content providers 2-1 and 2-2 are provided (referred to as sinply content

provi der ZFidnlres$ nieedarbtilerdi s¢hangat s dhegramt ehluptoutdagstBel and 2- 2.
The sane applies to other apparatuses . ) , as shown in Figure 2, which
showst tdresmieg soron nd Draal i var ¥ | bay s nNKtthet ENDes ElDe e rAiice, cemeeEMD .servi ce
center 1 receives
Figure 6 1s another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.
Figure 7 is another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.
Figurefkisanotherchartillustratingthetransmissianofdelivery
_ keys Kd at the EMD service center 1.
Figure 9 is a chart illustrating an example of system registration
information.
Figure 10 is a chart illustrating use point information.
Figure 11 is a block diagram showing an example functional
configuration of a content provider 2.
Figure 12 is a chart showing an example UCP.

Figure 13 is a schematic diagram illustrating control transfer

of content.



-12 accounting information and the |like fromthe user honme network 5 and
adj ust charges, or receives UCP fromthe content provider 2 and PT fromthe
content provider 3. The content providers 2-1 and 2-2 possess the content
(encrypted with a content key Kco) to be provided, content key Kco
(encrypted with a delivery key Kd) needed to decrypt~the content, and usage
control policy (abbreviated as UCP hereafter) that describes the usage
details of content, and supply themin the formcalled a content provider
secure container (described later) to the service provider 3. In this
exanple, there are two service providers 3-1 and 3-2. The service providers

3-1 and 3-2. [ t .abbr evi_at.ed PT h ft

acoor di ng T PHE P Sobp TaanBs FHa: BORtEnt I3ROTFABI S S1d Toererah. dhe
servi&& F{ggkggr 3 sends the prepared PT ( s ) together with the content ~
( encry% ed®Wth'a content key Kco), content key Kco (encrypted with a
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call ed a service provider s

througgda ng&x@ig-é cggagsting of a private cable network, the Internet, or
commuTii cati 6Rs satell rtes. The user home network 5 prepares usage control

status ( gphreud of 0 as, UGS, per sller) arcatdhBot Aokie Suplld el UcR qud. PT

(s) and p e process of using ased on the prepare
Al sQsabbe-4ys8i+DORE PRt ¥WEBK S5 prepares accounting information, timed with
f UCS, a

the preparation o , and sends it together with correspondi ng UCP and PT
(s) to therENRSerVise ceRkfhtlc 41 ABHaM dhbwi0f LXBHBEAL A PAQY ISRt e 13
| container.
Figure 18 is a schematic diagram showing an example authentication
certificate of the content provider 2.
Figure 19 is a block diagram showing the functional configuration
of a service provider 3.
Figure 20 is a chart showing example PTs.
Figure 21 is a chart showing an example code values set as the
pricing conditions in PT.
Figure 22 is a chart showing another example PTs.
““““ Figure 23 is a chart showing an example code values set as the
other pricing conditions in PT.
Figure 24 is a schematic diagram showing a service provider secure
container.
Figure 25 is a schematic diagram showing an example authentication
certificate of the service provider 3.

Figure 26 is a block diagram showing an example functional

configuration of a receiver 51 in a user home network 5.



of the delivery keys Kd. In addition, the user home network 5 can be set

not to send UCP and PT(s) to the EMD service center 1. In this exanple, as
shown in Figure 1, the user honme network 5 is conprised of the receiver 51
which is connected to HDD 52 and has SAM (Secure Application Mdule) 62 and
t he receiver 201 which is connected to HDD 202 and has SAM 212. Details of
the receivers 51 and 201 are described later. (2) EMD service center Figure
3 is a block diagram showi ng the functional configuration of the EMD
service center 1. The service provider managenent section 11 supplies
profit-sharing information to the service provider 3. The content provider
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ref eréa’ﬁcc?fté’né:' PULERvErt 81 - 14

Figure 30 is a chart showihg an example of accounting information.

Figure 31 is a chart showing the information stored in the memory
module 73 of the receiver 51.

Figure 32 is a chart illustrating reference information 51.

Figure 33 is a chart showing an example of use point information
of reference information 51.

Figure 34 is a chart showing an example registration list.

Figure 35 is a block diagram showing an example functional
configuration of a receiver 201 in the user home network 5.

Figure 36 is a chart showing example information stored in the
memory module 223 of the receiver 201.

Figure 37 is a chart showing an example of reference information
201.

Figure 38 is a chart showing an example of use point information
of reference information 51.

Figure 39 is a flow chart illustrating process for utilization

of content.

-10=-



Figure 4 shows the delivery keys Kd possessed by the EMD service center 1,
the delivery keys Kd possessed by the content provider 2, and the delivery
keys Kd possessed by the receiver 51 in January 1998 when the content
provider 2 starts to provide content and the receiver 51 conposing the user
hone network 5 starts to use the content. In the exanple of Figure 4, a
delivery key Kd is valid fromthe first day to the | ast day of a cal endar
nonth (both inclusive). For exanple, the delivery key Kd version 1 with a
val ue of "aaaaaaaa" consisting of a fixed random nunber of bits is
avai l abl e from January 1, 1998 to January 31, 1998 both inclusive (i.e.,

e Son Sy 5 550 St 5L YRl PRELERL: s 2Lk B uastalar
ver si 4t STV IS Bl B bR S e R B Pty £104 s Sararmto BrRYHAET of
(i o2 e content koy keo thai ehcrypt the content distributed Lo the user
Lo neL At 6, S AR EELy S EHELRD MBSV ERBREEDT ., o
vt S Ry Sl U A, A5 o) Yo e ot g

during May 1998, and the delivery key Kd version 6 is available during June
1998." Before the content provider 2 starts to provide content, the EMD

Tob T avmdng G S AR TSR an b PR B 0 TR [
the COntedlt PDESV] G Thedwddh Chhd RCAINEH FUbWIdELS HhRy Fivh delhM el ke Kd.

The reason why six nonths' delivery keys Kd are stored 1s that a certain
period of tine is required for the content provider 2 to make preparations
such as encryption of the content and content keys before starting to

provi de the Ao erd i Bef orev endeeei VRlisbasiagt snbendge £eent 8t mutthe 1EMD
service center 1 sends three delivery keys Kd -- delivery keys Kd versions

1 to sutlseat 1 @bt forf reiwedniaihe K droc Mrroh dOO9® (@t RMDNekisiive) ceatlhe
recei ver 51, which receives and stores the three delivery keys Kd. Three
mont Iis. delivery keys Kd are stored in order to avoid the situation in

whi ch content woul d not be available even during the termof the contract
due to tr ®ishera 4 Hat at idoweckhvéer 15 loatmett ingy chvenecoed stso ottheeBng a
service center 1 or other trouble and to reduce the | oad on the user hone
net wordn ey pleeviedst mpautre modsEingdr domedtiomontenthermevd dar Vi ¢ taet er
1. During the period fromJanuary |, 1998 to January 31, 1998, the delivery
key l@exekes anravidensdd by the EVMD service center 1, the content

Figure 45 is a flow chart illustrating the processvof sending a
service provider secure container from the service provider 3 to the
receiver 51.

Figure 46 is a flow chart illustrating the process in which the
receiver 51 receives the service providerlsecure container.

Figure 47 is a flow chart illustrating the process in which the
receiver 51 reproduces content.

Figure 48 is a flow chart illustrating an account settlement

process.
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provider 2, and the receiver 51 that conposes the user home network 5. Now
the transm ssion of delivery keys Kd fromthe EVD service center 1 to the
content provider 2 and receiver 51 on February 1, 1998 will be described
with reference to Figure 5. The EMD service center 1 sends six delivery
keys Kd -- delivery keys Kd versions 2 to 7 -- available from February 1998
to July 1998 (both inclusive) to the content provider 2, which receives the
six delivery keys Kd and store themoverwiting -16 t he existing ones .
The EMD service center 1 sends three delivery keys Kd -- delivery keys Kd
versions 2 to 4 -- available from February 1998 to April 1998 (both
i ncl usj t r i 54. Lch i the three delivery keys Kd
%Sés“te)w[cf]cﬁe A8 &ﬁy%gt%%t“’ehg ThEehtYER

and store emover w exl sting ones. The EMD service center 1

stores th%ﬁgh&gﬁ&}ﬁe %Béblég ?g%séfé‘sén@siﬂx;eﬁ iod 811 HAGRE A IRKBRBRL

delivery aval l a se 1n case of unexpected trouble or in case

an illegal 13cty i G4t &6t Cé8ds e Ng the period from February 1
1998 to Féb?uary 28, 1998,t#ﬁf%ﬁﬁ?verysﬁey Kd version 2 is used by the EMD

service cefigRireli NGIGIUEIN ARMEND deN edt 13 d HBsh B8R MEFi it 1418t s¢arRASes
t he user homme network 5. Now the transm ssion of delivery keys Kd fromthe

EMD sgf \tih%ea%?)'lti%ra_tliohooﬁfhﬁhﬁol?i*@é‘én@rﬂw}&%igniindrH@Q@iD/%ﬁzs@%npﬁoNQ'igﬂsl,
1998 Wi ll be described with reference to Figure 6. The EMD service center 1

sends StkedRhD ¥R ik@YSetler-1 €BhiMRYa K&y S nlfd VeI 10pSedeb® Bequipkahkagbl e
from March 1998 to August 1998 (both inclusive) to the content provider 2,

Whi chrdracaitv §5rded st X2 deha ¥ ep¥okeds sKdoaRdnst, 0@ rivied @eeywirddd sy thhe:

exi sting ones . The EMD service center 1 sends three delivery keys Kd --

del i yeror ks deedet siminddt ebvicedvablrabkeohdamgVarc ech@@Mtt,0 aviy 1kas
(both inclusive) to the receiver 51, which receives the three delivery keys
Kd antetsiarle 3 empossrdvoft ithg the iexiesiti NgeardyverThé EMA serodicercdtleinl
stores the delivery keys Kd versions 1 and 2 as they are. -17 During the
peri dthifs cemaviar od) |on 1W9Bchochhteht31is 18@8,. the delivery key Kd version 3
is used by the EVD service center 1, the content provider 2, and the

recei ver The banhteopdses rtthatese(rhomedad) woe ke duipioent heedistrergd dinoanof
delivery keys Kd fromthe EMD service center 1 to the content provider 2
and ridgeisystem (deraprmple,1gegeiivielr bé deskesdbdchii4 Bl ¥ dfseddddalodritgur e
7. The EMD service center 1 sends six delivery keys Kd -- delivery keys Kd
ver sivdis el irsfarnat ign i e bf fhagn agfaluagodnt Fhdepreaamerl ero9ge pdere of

i nclusive) to the content . : . . )
contént corresponds to music data equivalent to one piece of music.

The user purchases a content (in fact, purchases the right to use the
content), reproduces the provided content or duplicates and uses it.
Besides music data; however, content can be video data, game programs,
computer programs, literary data, etc.

The EMD service center 1 sends the delivery keys Kd needed to use
content to the user home network 5 and a plurality of content providers
2 (In this example, two content providers 2-1 and 2-2 are provided
(referred to as simply content provider 2 unless needed to distinguish
the content providers 2-1 and 2-2. The same applies to other
apparatuses.), as shown in Figure 2, which shows the major information

flow in the EMD system. Also, the EMD service center 1 receives
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provi der 2, which receives the six delivery keys Kd and store them
overwiting the existing ones. The EMD service center 1 sends three
delivery keys Kd -- delivery keys Kd version 3 to 5 -- available from Apri
1998 to June 1998 (both inclusive) to the receiver 51, which receives the
three delivery keys Kd and store themoverwiting the existing ones. The
EMD service center 1 stores the delivery keys Kd versions 1, 2, and 3 as
they are. During the period fromApril 1, 1998 to April 30, 1998, the
delivery key Kd version 4 is used by the EMD service center 1, the content
provider 2, and the receiver 51 that conposes the user honme network 5. In

User SCERPTLIER AT G EIR GUh 16 (T 0 Tt TR GBes PRBCENG BSRR doand
t d at all f t h. d { t,h h

cervitch bt e =g o B R o ke e R B ks BRUEER 8 T Fen

nnntQig%deliver% ke 5-§§ra§e distributed to the equipnment formally

regi s e&PWFF? & sSystem and the content provider 2 in the user hone

net wor k 5Thgp@%%%%8t}ﬁrgﬁgaﬁggﬁg_Qegxgﬁfa?ggﬁggﬁg%ﬁ?&ﬁconwgh%h(%ﬁfgggted

formally registere system an y registere cribed

form Ly It MD sy ! ( .
| st ST GhEens By SRRILED IS W dha CEECTRRE By IR EbripRd e,
in ordef.{0,& 'fégrmi)hen &&d h@éredé@fggfktﬁeeeaheeﬁe;_ bAg! Bsagg@cmsﬁem

regi stration oceaure sucn as user-cr Iting process isrequiréd whic

t ak%c@]&w&iawx%\mamgt&@ herefardr) kha@r d85ct9pBaBKEnd he LRNEBRLI 1S

“avai I'abl e during the period (one nonth) fromapplying registration to

- formyls pegicehitat LRA s iRl Bh¥mKaY $hiEdr¥bh ik Bl d P WScORNEe AP Hrib SR BEBCcure
distributed to the equipnent which is not formally registered. Returning to
Fi gurrka ihier |(0@ sdati @ HBNAESFE L 6188 i@ it 51OV E8er e AGCMNNYE bREmple,
i nformation output by the user nanagenment section 18, PTs corresponding to
the aomehtaranged)Eee0lcesppadidgrio3theandntent, . The profit-sharing
section 16 cal culates, the respective profits of the EVMD service center 1,
content pry dersrizelpandidez2s 3rd ardvi€e preyaderens8-dr amed 3p2 iaec badisng
to the information provided by the | og data managenent section 15 and
out putabdteviaised t 3s t BT thersafvece provirdéngniinadéme BiCPs ectpirdri eBil by diteent
provi der managenent section 12, cashier section 20, and copyri ght
managenerEnts gurovindd 8. 2 Taed . hpt df themharTihg secrvioa psovadteul 3t esndsethe
points for the content providers 2-1 and 2-2 and service,groviders 3-1 and
3- 2 mempred AT/( Yt hegedhgarwihe Hhofdondente (eperypéesorathhre qesdentskey
the | ager the points beconme) according to the calculated profits and
out pdfee thecereenbi ke¥ Keot hengsgptaanydéhedt sddviedy K8Y BUm f&W 5P t he
‘use point_-19 in the content provider 2.is callgggﬁgrtent use goint and
the FEPRbi¢ bvnthpcosdentcR QY 5I¢8r 3D itRGAPFRSE BSUSE POPROVIERE
~nutual authentication sectjon 17 perfornms, nutual t henticatiqQn wi.th the
cont SGHRCHr HVFRFasNeE Q| E%e pFE§F dBP™S, nﬁﬁ&f"ﬁi‘eﬁ % ur?g][ \ﬁoﬂ?q%’o duitnent .

The user nagenment section 18 .manages the,jnformti on ere . referred

T P T b BE AR DR ek P i o b B P D LR RhLRT RELSRECT
netmorhiﬁ%%P t can be registered in the EVMD system The systemregistration
i nf oribts

Bt ai ns i nformation corresponding to the itenms "SAMID, "
" Equi o .o s . | y "
mult 1 ple bOPSE e Bes e S ke X 624Gk R ERA TR (aLBrERAReRd

shown, 4 glégr%a.%te'}:$A%ngd§8§t £ NShd @%P%Me(adg@@r LRgdot @é_l)ﬁ;a)nd ge‘a?ffotrﬁ%

manufactured equi pnent conposi ng the user "hone network 5. SAM | D' row

of the SYURAMILYSHEhEOPE MM FBL L Yhddh Brvhe Sregatainscd he a3AM 62nlkD
of the receiver 51 and SAM 212 I D of the receiver 201. "Equi prent Nunber"”

i s tRe dWiGhe asst@NER § OptbSa 8T 2BBABNEHYOL K £5 rRdl BAENE i hiddl wResS ehes
SAM |f a piece of equipnent in the user hone network 5 has the capability
( CO”E&M& S@t 4 006n b Pakds | autdBEMH L alte tdige@tidry wiitih dolte eSplordiePUoE dexd 3
and EMD service center 1 through a network 4 and has, for exanple, the
capalpt {4y tloot e Eput s & pv e6€Rian tdiel ¢ anined 9ieh, Wdt ardmBTet, ctlidprosds ion
the capability (a display unit and operator panel) to allow the user to
sel ect the usage details in UCP, an equi pnent nunber of 100 or higher is
given to that piece of equipnment (hereafter, the pieces of equipnent that
have such -2 0
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capabilities are referred to as master equi pnent). The pieces of equi pnent
W t hout such capabilities (hereafter, the pieces of such equi pnent are
referred to as slave equi pnent ) are assigned an equi prent nunber of 99 or
lower. In this exanple, the receivers 51 and 201 have the above-nenti oned
capabilities and are assigned an equi pnent nunber of 100 or higher (100).
Theref ore, - equi pnment nunber 100 is assigned to each "Equi pnrent Nunber”
corresponding to SAM 62 I D of receiver 51 and SAM 212 |ID of receiver 201 in
the systemregistration information of Figure 9. "Settlenment ID' stores the
predeterm ned settlenent ID assigned when formally registered in EMD

t I j 4 f
roqi Sorbs HELIVEEYREGs RhTTor SdYpd, e oA Ao pbtEIC ¥ ron Bees
d i t t i rent I D i
ot or 645 Hesacr R UGk R P LT £ e e e ST PR s 21271 b i
the systeqyr eghst LaLhand bl mldan of Fge O CRecounl Sart| hog,bber s
| nformati on" contains, the nane, address, pnone nunper settl enent

| NSt tULLRR i B kR CeReiv@r 51t RRiEhedist geah@cweib%) npBate Qhdabhsth,

age, sex, I'D, password, etc. of the user who is to settle the account

(her eaM &lse M MpP S at forf MEAEEL) 1 62 A3n@CERENL 881 VELENGOYSRR) cnThE name,
addr ess, phone nunber, settlenment institution information, date of birth,

age, her®edhol BBDALEO W IRld ISAMI2WSer BE€aPI O\ Hathdy bhe vidsr swhgngan
application for registration is filed by the user (hereafter the itens

cont aigned v JAGGOWEG Seftd+ ng User -21 Information” is referred to as
user's general information if there is no need to handl e them i ndividually)
.- O thesg2it emp, skheiraMeradd ess, phone nunber, and settl enent
institution information nmust b,e accurate (e.g., the information registered
in the seftiberens issd idlddlor) aigtarhishoexangpthe bfaadsohbeycat £1gisest {on
the user-crediting process . On the other hand, the date of birth, age, and
sex of the EMPriesvijeaecahténflor nfhiecosearve ceoprovédetramabhagenset - geedionng
process and need not be accurate in this exanple. Besides, the user is not
neceddasipplieguprefitospavinde nfrma Then docbbatseetideé myasieiers 3I.D Ene
password contained in "Account-Settling User Information" is assigned and
set woarteriie prsrider megpagenent | secheoEMY syendim dehivhary EraApKd, avidnce
the user F is registered as an account-settling user in the receiver 51,

" Acc swppld@s nmaf serhaning ripfeomatbent ke Sas eonfensf Pragideselver 51 in
the systemregistration information of Figure 9 contains the user's general
i nf or mat i RepFePYdéghbyngaapepens #ertigs tReSeRAanHNpALRRbL AN oRPANEr ke
Since the user Ais registered as an account-settli%gﬁuser in the recej ver

201, USAGSARCRTSTT Ry ERBUSSH BPREIFONOFor FRETSARPRIOPFHALEHTE AR WS ThE

- | i nf i i d A | as.the |
pas SR At PO 1 o PRIl ARSPRL (aPoRePE. RS kNa Phek ABFS 0T s
female. " Subor di nat e Us tion’, contains th . address, ph

bR GO S a R TP R nor d. et . Of the user who do6s

| i s/ '
reterred thoabelubsPiERatd tE8reh MELLURRL Doy (PR SSbpSueD MROES PRE
| nf or RO %%R&'dé‘%dz' Ehnéﬁﬁgu@lé %‘&ﬁ]ﬂérﬂg 'f%?fide’lf LR ,eﬂmré"nteéféﬁﬂg hheo

settIement 1 AStItUti oA [NTormatTon. The subordinate user s name: address,

phong,ynypbene H3Le REnPIfdtwoPES BNDRAX teNtdakReflahAgenuher dbpat enUse!

I nformati on” need not be accurate because subordi nate users are not subject

to a credirhicNge P 968§ ke TOKESEAPBLEcA b THRANBFBYoRE 81105 &l PadRt .
Al t hough the nanme is used to identify the user, the other information is
not REEESANY Nt dietE e inThBeSHNDN 8 88éR A1fECortdi? drdwakswer dreantaened
in "Subordinate User Information" is assigned and set when the subordinate
user AMD @GSl ednitR rt NewEMD 15y sdedaribed hiisclexamdancd nee Fguskigondtoat e
user is registered for both receivers 51 and 201, "Subordi nate User

| nf or7mati on” for the SAM 62 ID and the 5AM 212 I D contains no information
"Use Point Information” is the use point information output by the
profit-sharing section 16." Figure 10A shows use point information of the
receiver 51 contained in "Use Point Information" for SAM 62. According to
this, the user F (account-settling user) of the receiver 51 is given the
content use point 222 points for the content provider 2-1, 123 points for
the content provider 2-2, 345 points for the service provider 3-1, and O
point for the service provider 3-2. Fildure 10B shows use point information
of the receiver 201 contained in "Use Point Information” for SAM 212.
According to this, the user A (account-settling user) of the receiver 201
is given the content use point 23 points for the content provider 2-1, 22



-2 3 for the content provider 2-2, 40 points for the service provider

3-1, and 5 points for the service provider 3-2. In this exanple, each of
the sum point (345 points (= 123 + 222) for the user F, and 45 points (= 23
+ 22) for the user A) of the content use point of the content providers 2-1
and 2-2 and the sum point (345 points (= 345 + 0) for the user F, and 45
points (=5 + 40) for the user A) of the service use point of the service
providers 3-1 and '3-2 is made to be equal. In addition to managing this
systemregistration information, the user managenent section 18 prepares
registration lists for predeterm ned processes and sends then1together mﬁth

é,“etfﬂZ' o) i leychﬂa 3 HRE defT I ”et%mss %Z%eéée&%‘%m%%@ségr h

L og &%%eﬁ@;@git&lem&se‘%ﬂ AP o Kl foe FE 18 oSBT REbBERY  27°
1

bork et e WihTver 1PReYR! k5o A660HE oy hiRS TRHL 4 %‘%}s?@g PREEZY 3099

pai d vﬁ‘{enc %fegggntcgnkhg?l Onf%r cp gtt%f}tt spgevgafi&rflae SEE A GE il an%gs&vér

Al so e casnier sec Intforns t ser nmanagenent section abou

the rg S%&@&Jlﬁﬁ%ﬁgtﬁé@ﬂ%m T&@t@ggktssﬁegkee 25 checks .t '&%n\eaédtd' ty of

t he accountiing ihformation supplied fromthe equi pnent in the user
network 5 1@s ryel |ex%§n lréeo‘faIF'lghtrlé Qf BTac2Rde¥(Prey Kd s Val@.lae‘flf%mf ‘Eheany

illegal act ) i's exanple, thé EMD service cénter 1 receives UCP from
the GotHNtyay 1.43 tthr q\é!sdcerda%/ %T§ EROENHAS ROHNC] bRV g udiva)d UgBrand
PTs fromthe ‘user hone network 5. (3) Content provider Figure 11 is a block

di agrammsdn ngha ciélmvé@gﬂalkeyqealﬁélfgibﬁnl ovitheaceoalert off ®dWadRiaadalt The
content server 31 stores the content to be supplied to the user and

suppldfissidting oeberARe Agnaehth@ib8Z, o MHicds titeavaalebIR k3 otdhgatoaent
supplied by the content server 31 and supplies it to the conpression

sect ilgn 13318 the JaanprgsSi pnl 888 thdirh Ih g es sEis. d he tdonicenit esitpeiye & cby
t he maternarking section 32, by ATRAC2 (Adaptive Transform Acoustic Coding
2) (eaHatadanark)t orhanodinesn tred hoidr ilaunded uppl tks usetrohbhe prtwppki Hnvia
section 34. The encryption section 34 encrypts the content conpressed by

t he cdnpresstiore serevoneB33 bHyorodmmuakeyler §PPE8gtappnsacty &4 ,DES 8Ddts
Encryption Standard) by using the random nunber supplied by the random
nunbengeyeted oritecthendsbivern key Kdeveasien ihi.s Thaddelhuaber key Kd
referred to as a content key Kco), and outputs the results to the secure
cont alewsiqn epai bk icoMaduetabiibeRbbike "r ot AlRBQ T geht¥ed grandait NYRLSS

suppl i es the random nunber
of bits is available from February 1, 1998 to February 28, 1998 both

inclusive (i.e., the content key Kco that encrypt the content
distributed to the user home network 5 via the service provider 3 during
the given period is encrypted by the delivery key Kd version 2).
Similarly, the delivery key Kd version 3 is available during March 1998,
the delivery key Kdvversion 4 is available during April 1998, the
delivery key Kd version 5 is available during May 1998, and the delivery
key Kd version 6 is available during June 1998.

Before the content provider 2 starts to provide content, the EMD
service center 1 sends six delivery keys Kd -- delivery keys Kd versions

1 to 6 -- available from January 1998 to June 1998 (both inclusive)
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consisting of a fixed nunber of bits for use as the content key Kco to the
encryption sections 34 and 36. The encryption section 36 encrypts the
content key Kco by common-key cryptography such as DES by using the
delivery key Kd supplied by the EMD service center |, and outputs the
results to the secure container preparation section 38. DES is an
encryption nethod that encrypts 64-bit bl ocks of plain text by using a
56-bit common key. The DES process consists of the -2 5 part (data m xing
section) that converts plain text to cipher text by mixing it with the key
and the part (key processing section) that generates the key (expansion

L e e T R
L B G sy SR SRR Bt SEeBHECE
L1 D B R X000 M 0D L6 EERTLIRC Y 2

f “”C.tﬁooﬂag%% ;f%ﬁ%ié% EQnstﬁ'&B‘!a%geBQE\S/hg%BrcS’f It 132 cphrtﬁn'toang 'b%rﬁefnuc”%%'ka/g.”

consi sts asi C conver sl ons: stitution or substituting numeric

val u i £S5 g%pgg n t ition" for transposing bit
posi?%%%gx?ﬁﬂg préggﬁﬁ% na%%greh?héﬁﬂﬁﬁgﬁﬁigh-order 32 bits Ho is XORed

with the @il {ROPNRS vorl YDEHAT LBE (&NEbRHCAS , Lthe BRDI s gdndgH -

After 16 iterations of the above process based on f he hi gh-order 32 bits Ho

and l10Wederh3dePikd iker vt ReykeRu! LLnge i 68 9T BEYs 3o BidSs #8i6s ando 3 -~

| ow-order 32 bits L16 are output as cipher text .  For decryption, the above
ProcefiHiSle el FRtuasy NYobher6oMHEPRnKeYoEsSqBokdr ihlke uen&ieypticdrthelhe
policy storage section 37 stores the UCP set for content and outputs it to
the seMyierGOBR VEHidhH ePecaive8 586t 508rd8. thiegithe eb2 dehawe riyCR A samd UCP
B whi ch has been set for content A kept in the content server 31 and which
IS Stk mBnthe ' pid 1 Dye 5Y WedPeKs @Gld OPoBdd A deReeait atosdptadeitnedion
information regarding "Content ID," "Content -2 6 Provider TD, " "UCP I|D,
" " UGR Walidi toprResritodyolld Usaigeb&oadat i albse &vanddlibsagetbet aekm of" the
"Content ID' contains the ID of the content to which the given UCP is

appl iceht rEacth du@ortetiroubleofinUtRa A (e greee 1948y amhriiCR Be( Eogneet:aB)ro
contains the ID of content A "Content Provider ID' contains the ID of the
cont diite giMly i sherv idmtcentons desox hetient eneubl €oandntoPredirder thp' lohdUck A
contains the ID of the content provider 2-1 . "UCP ID' contains the ID

assi gited Use rt hemgi Rewech: 5 aycrecpeasingcbhs penbar et ey tgfonscioathad
~"UCP ID'" of UCP B contains the ID of UCP B. "UCP Validity Period" contains
i nf o AHR i AlsutCe¥ NN al i dity period of the UCP: "UCP Validity Period" of
UCP A contains the validit fperiod of UCP A a%d " UCP Validitﬁ P?rigd" gf
UCP B contAH&% ﬁ@evﬁ’leirdﬂ"t// FEM J@PSRIYCR /B 2808s &§e TEDNGTYI dits 1 228nstEEs

fit . " Us iti " d " Equi t diti " Us diti "
o | PS5, P00 LEQMLRTERC SANGL 00 conthet SLILLLTS:
| EQULBIRAL, o 00y ML LI L, OBl LoRso Lot LIE SOULPTEIL LAl

specified. "User Conditions 10" of "Usage Conditions 10" contains
i nfornation ('200 Points or Higher') indicating that the use points are 200

i nt i " . i 4t n n T, . "
Cont ai ne. Paroris exsrIRLn QR L0y Hlysa LBAIRAD dqiied Benter
condist Q. nEUS, (UGR A ,GRA R8 9Lt 6 QAlve DY 1t e #eeHS M0 1haY8 930091

hi gher content use points of the content provider 2-1
be described with reference to Figure 5. The EMD service center 1 sends
six delivery keys Kd -- delivery keys Kd versions 2 to 7 -- available

from February 1998 to July 1998 (both inclusive) to the content provider

2, which receives the six delivery keys Kd and store them overwriting
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In the case of UCP B, "Usage Conditions 20" is specified. "User Conditions

20" of "Usage Conditions 20" contains information ('200 -2 7 Poi nts or

Lower' ) indicating, that the use points are 200 points or |ower .

"Equi pnent Condi tions20"of "Usage Conditions20" contains information (' No

Condition') indicating that there is no condition. Thus, UCP A can be

sel ected only by the users who have 200 or | ower content use points of the

content provider 2-1. "Usage Details" contains itenms such as "ID, " "Type,
"Paranmeter, " and "Control Transfer Perm ssion Information.” "ID'

contains the ID assigned to the information contained in "Usage Details."

s T AR BIHT PR | CRE B SO L (APt o SPRGS IR 7 SRRy Feve
T andhbr POEHSEE EHPoR el o OB Aha i STRLFBRC (T M L bt oot
possit ?q%&wﬁiﬁb (B S E U VETG cBOERE Ore Gt ERRE G4 °fcoﬁf?r b SRS e
Sﬁﬂﬁﬁt’e}leeq%.%%@n Erg QTR e T B e S R B R

used ol @ Lhe, sour ge.pag destin % gﬂeea WLRURRL: WL K SoLesREc, - aoni o
rans ron1norna| con ranster |n h contéent 1s renoved
f t { , |

wher & ﬁes@éi%sfénsfqﬁﬁs'?’%e S8 LG IS AYBIUATIor W) in

cont 1l gr@mﬁ&éﬁcw@t@mubw%ég G2, KU PN FANNRL tlrsa%ffnsﬁttt@% or

contr ent to any third equipnment (not” permtted), as shown in
Fi gurgd3f-edhus, the content is kept only on the two pieces of equipnent:
t he source equi pnment and destination -2 8 equi pnment. In this respect,

content CqRi#Glg tﬁr@ﬁ%@&o@l HsﬁlSF&spﬁrawel f irxfe geneeBLi 9Py ) 1168Sd Ofthe
whi ch can produce multiple duplicates ( f i'Tst- generati on) ¥r0n1the origi na

cont eqd 1 i PSrp QWKH R HlOTe 2 idus BH Iy tBeiMmEee0itededt@nsf efhdlicbheest
fromthe one-tine duplication shown in Figure 14B in that content contro
can herdvodst er| edniothbi rdcedubpnent thhtt BempoBkenthies usetruhoed heawolixe
source equi pnent. Returning to Figure 12A, UCP A has four "Usage Details"
fiel &, "Usage Details 11" to "Usage Details 14." "ID 11" of "Usage Details
11" contains the ID assigned to "Usage Details 11." "Type 11" contains the
i nf or mat i ®ow hHiecatamgmi sel os e ft Jeki vé ry Revshid & randt ke MgtV i oo aentigr
that the content will be purchased and reproduced. "Paraneter 11" contains
t he pr eteftihedontorimpioni der r2spohdienpiver Rl chadEraid IReprfGdued. 'l be
"Control Transfer Perm ssion Information 11" contains the information
i ndi mw@il@Mtwim ltﬁ)fﬂlf%ﬂw@ renStisrunst 6-heThenEMRAtSeLV hee AentRr 1 sends
( Permtted ). "ID 12" of "Usage Details 12" contains the |ID assigned to
uSag%lM%h%elm keysKeh ~r2deddivedin & etBe KAnY 8F A PRENS i R at AYetHéPdSe
_type of '"First- Generatlon .yllcate nmeani ng t hat flrst generation
dupl i begedlagqh 1588pro AREIEL MIPS phethiing Luhs aticoh 8@4%%?@5&%&

ure 14A. wever

i et SRR ST R AP ﬁyau%ai%?e%t%%mw e atang,
Py ?%#s?%m%?&%f oo USSR £ S O DR BTG oL oS Y Kevs
o A eR) HL RO i SO8B 8102 dvi1doPe cadil U Abos rg

Per mﬁé%&%ﬁﬁ lb%é:’h?’ pfl’:lusg%%geco ﬁélrse%e%fvé:ro%tla' aH! Eﬂerépefﬁ_él"gf}%jttfﬁee

"Usage ai ns ormati’on Imted
Repr @&ffefgp %Cﬁa' 0gqt B8 ouee thype o%fera&artq%mm A ANn A §ifs 8 The
specified pe time) . "Paraneter "“contains the start tine and end

tine }Eb@lﬁr§é19\9i@é n@eﬁ@er'—i néﬁ@f'eg'ﬂ?e @@IP@@E)&’ }g@ys KEQR F P orld AN 2 as

Perm ssion Information 13" Is set to 'Permt
they are.
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"I D 14" of "Usage Details 14" contains the ID assigned to "Usage Details 14
. "Type 14" contains information ' Pay Per Copy 5 indicating the use
type (coupon for duplicates available for five tinmes, so to speak) of
duplicating five tines. However, also in this case, it is not possible to
produce duplicates fromduplicates (not permtted), as shown in Figure 14B.
"Paraneter 14" contains information "Duplicates Five Tines" indicating five
ti mes of possible duplicates according to 'Pay Per Copy 5.' "Control
Transfer Perm ssion Information 14" is set to "Not Permitted.' Two "Usage
Details 21" and "Usage Details 22" are contained in UCP B of Figure 12B.

"I D 21" f N

D2 SinibBages B Lo en bRt ahns RoSh LRSS 9500 L SRy,

th P 1

LIS I R e

CD t 1 t ted.' -3
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Duplrcates Two Tines”. "Control m ssi on ormati on

contaf ng, "' fed Egi#Rdt erﬂirovﬂ?éle 2 P Y d W ddie et 'Pﬁaﬁfl YCP 1R NG, WGP R,

whil € the User having the use points of 200 points or highér can choose

from§oyeriheace Betaltsreddlds: Flé}'iﬁ%g@ .Detgil gvd Isetwi cdzaga Letaiges gld”
t he user having the use points of 200 points or |ower can only choose from

two "$sa0ee Debat ) Kefd &tdls-- d@&fi%r@eudcglsSKalveﬁgﬂonysﬁ% ptal byaddaple

I ncidentally, Figure 12 shows UCP A B to show an exanple. Actually, in
addi t£eémtApBEI Vi gegcodesephenBeirn 1608UNBOLHA iakd uARM)! iteN tandesorshmn in
Fi gure 15B, "Usage Conditions 10" of UCP A and "Usage Conditions 20" of UCP
B constsvi@érval ughtonesetndiveat thg ¥akudslafrepiedefisned tarHe aoed didgnt o
the service codes. Figure 16A shows code val ues of each code set as "User
Condi ¢ vermsrildingnthé sl pokntg Goasli t iTins EMY sefrvidsagen@endilt isensisl §'hrier
UCP A (Figure 12A). Since "User Conditions 10" of "Usage Conditions 10"

i ndi cd¢ksveny paystisd or- kieghiereryva kegnsvKdevendéoB0X xto (Fi-gurae aliSAb lree driomg
"With conditions for use point", a value code OOOOCBh indicating the val ue
200 a&prhlslQB&EthGUQQnQBBBoNbeedeiOGhU@EW@are01$hp reasivgr 51, (Woielh or
smaller)" are set as "User Conditions". Since "Equipnent Conditions 10" in
UcP Arqa%lme@e§her\ehmﬁdrieﬂeﬁeryakgeﬁvmeaeddet@eeowh@éammwm&lng the
condi tion", a value code FEFFFFh ( Fi gure 15A) havi ng_no neani ng and a
condr?*bﬁth%@eo@@% (Iﬂifg%rrFémLﬁrVr%M@ No losidinssorheade ldaerys keys Kd
Equr ment Conditjon" ure 16B shows code values of each code set

" LTS EDRE 1 ofis ?@d anas Eagrypﬁﬁﬁt' Condi ti ons 20" of "Usage Conditions

20 in UCP.B.., Sin

Servi ce c%%&%ﬁe&%{%%d' &rf%%ﬁgdﬁpcgt §§é2 b oo, s Zrﬁﬁihaf%éréfa
15 200 03
‘?ﬁ%v@s‘?é’%%aﬂrngl'srﬁs'ed?%&&ir Sfoihfhecablte e peduieiRattide.
Equi Shent CoRg FREREvER. StntheE RobBReR She, PRekoiihs et e Val e,

an expl anat,| Odhlfso wdy, W4 'deli“t‘u%g?yt had-s et uril BQstt‘.%lﬁhQ‘éhe sbtre rble m3GEUe

cont ai ner preparatl n sectr on pre ares a content provi der secure

cont af DeryFHsd Stidis fQm %ﬁ Qe PbnRef@NbBh Ar(ERSY YRS Gfb Wi e%sc%fee”t
key KcoA) a content Key encrypted wth a deli very key Kd),

ucP %M@%ﬂﬂ%&@@h%@k PRAVhdersr i ARREND RS, Ma‘t@ftﬂé?%a]r?aczg%s
signature is obtained by encrypting a hash val ue with a secre key (the

secr eth&eyMBKSE§8r 0 ct heefOBEENt aRHOYEERA V@ KRyEENaE Gas@hvidhildif RUbld C- key
cryptosystemof the content provider. The hash value, in turn, has been
obt ai ned by apivwd NG W storftct idun ivedhecedad &d hate aeeds i thel $eNthe
(content Ain this case (encrypted with the content key KcoA) ) , content
key keohieact otrath Mivt hegbstdebdviar yhkapiKdy st amchrldCPhA, cdiGRrB: pThe islecur e
cont ai ner preparation section 38 sends the content

2 in the user home network 5. However, to user home network equipment

~18=-



provi der secure container to the service provider 3 by attaching the
authentication certificate of the content provider 2-1 shown in Figure 18.
The aut hentication certificate consists of its version nunber, its serial
nunber assigned to the content provider 2-1 by the -3 2 certification
agency, the algorithm and paraneters used for the signature, the nane of
the certification agency, the validity period of the authentication
certificate, and the nane, public key Kpcp, and signature (encrypted with
the secret key Ksca of the certification agency) of the content provider
2-1. The signature is used to check for falsification. It is produced by

22EP“@%%R%ﬁc?ﬁﬁé;»%ﬁaﬁﬁ?ﬁ%&ﬁEé_‘ri ?an?ﬁB%ZEh SV g ?g%ipio%;%&ffb d
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determned to be identical, the received data has not been sifi

has bgsie 88RENYYEEbE a%)?l@ﬁrngt Payi HeBat DEn IRFESEMK Y &P S E5POTBH NG eti @ viehs,

public key. Exanples of the hash functions used for signatures include, "MD
(Mes: XaasticH, a M¥BSws e {mesth eusBshrdl @osttphtedete. thd 3quib@dnt
publ i c-key cryptography will be described. In contrast to the conmon-key
cryptigi @phys Wb ehfoses1 i heregietkegd( common key) for encryption and
decryption, public-key cryptography uses different keys for encryption and
decrypt i oReturmity ite- Fegueeypt agteapby, date mdnifem&ey Ssé st imle Pebbires,but
the other key can be kept secret. The key that can be nade public is called
a pubihe skeyouwriireg tirefdeayat hat dwstkepibis etreetisies manlag@dnenge cleett ikoey .1 8How
a typical public-key cryptosystem RSA (Rivest-Shamr Adleman), wll be
descrEhedobriesblondiFig §0, thevsositgnitf, i eadtUGP Largespondesngptarthecanéent.
determ ned, and then their product n is determ ned. The | east common

mul ti pl e [Thef pepfittshard ngysectioar &6 comimit bat e aindhe@essegd iwva papfiiss
equal to or larger than 3 and less than L and that is relatively prinme to L
i s detferlthienBYD(service eenfgué  t BaRtont IPRRyV idR 1S BotlhaBdahol L anthservilse
only 1). In nodulo L arithnmetic, the multiplicative inverse d of the

el emdtOELIRT et dr Afled 2| FCORREINQIUS het hREPERALTORSAFBVEded kY e Log
exists anong, d, e, and L, where d_can be cal culated_by Euclid an

o o TR SN LA TESEROR BRORNE RBYBUARALHE §° S ed T ¢ Nbo ARV IG s

Ci pher te&; C can be ca cuIa%ed f{?ﬁ] ajn Eext ngg eﬁuation g 1) ..C=
Nblﬂﬁf?yl er manadgemen sectlion ’ ontent provi r anageme t section

12, cashier section 20, and copyright management section 13. The
profit-sharing section 16 calculates use points for the content
providers 2-1 and 2-2 and service providers 3-1 and 3-2 respectively
(the larger the profits are, or the more the user uses, the lager the
points become) according to the calculated profits and outputs the use

points to the user management section 18. From now on, the use point
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... (1) The cipher text Cis decrypted into the plain text M by equation
(2) . M=Canodn ... (2) -3 14 Denonstration is omtted. The reason why
plain text can be converted into cipher text by RSA and ci pher text can be
decrypted is that RSA is based on Fermat' s first theorem and that equation
( 3) holds. M=Cd = (M) d =Ma=Mnmdn. . . (3) If one knows the
secret keys p and g, he/she can conpute the secret key d fromthe public
key e. However, if the nunber of digits of the public key n is increased to
the extent that the uni que factorization of the public key nis difficult
in terms of the ambunt of conputation, the secret key d cannot be conputed

on’krib 26 °6r FRepRofHetes % BT Kb ARl SRR HRLF RUA S SR ¥
cr YL g8 YeLem, aps bs oLl tacent %@égﬁilg AR On G AerypLi on.  Now

anot her ey ¢ yptosysten1 rve raphy, will be

descr bet Ad lidhatelu B dopoLer oﬁogg{;ﬁ%n 79 BEERBLHE fiia 2z < 3 ¢ o

+ b. To d ne a ions o0 p0|n s on e el c curve nB denote t he

resu'éuﬂfxeﬂt?ﬂgtiéﬂnﬁleg ??I Cu E@ﬁlty oYL ?:C}Z %%é lc%s %@roq@fdéle% Jras

been proven to conmpute n UppoSE, and
NB args PHbhbfe KEYEWEPH B é&u@pﬁ%ﬁ%‘?t

The user management section 18 manages the information (hereafter
referred to as system registration information) about the equipment
in the user home network 5 that can be registered in the EMD system.
The system registration information contains information corresponding
to the items "SAM ID," "Equipment Number," "Settlement ID,"
"Account-Settling User Information," multiple "Subordinate User
Information," and "Use Point Information," as shown in Figure 9.

"SAM ID" contains the SAM (described later) ID of the manufactured
equipment composing the user home network 5. The "SAM ID" row of the
system registration information in Figure 9 contains the SAM 62 ID of
the receiver 51 and SAM 212 ID of the reéeiver 201.

"Equipment Number" is the number assigned to the user home network
5 equipment that possesses SAM. If a piece of equipment in the user
home network 5 has the capability (communications block) to communicate
directly with the sérviée provider 3 and EMD service center 1 through
a network 4 and has, for example, the capability to output (present)
the contents of UCP and PT to the user or the capability (a display
unit and operator panel) to allow the user to select the usage details
in UCP, an equipment number of 100 or higher is given to that piece

of equipment (hereafter, the pieces of equipment that have such

~20-



key. Using a random nunber r and the public keys, cipher text C1 and C2 are
conputed fromplain text Mby equations (4) and (5. C1 = M+ rnBC =r1B
... (4) ... (5 GCipher text C1 and C2 are decrypted into plain text M by
equation ( 6) M=ClL - nC ... (6) -3 5 Decryption is possible only when
the secret key n is available. As can be seen fromthe above di scussion,
Elliptic Curve Cryptography allows the use of different keys for encryption
and decryption, as is the case with the RSA cryptosystem Returning to
Figure 11, the nmutual authentication section 39 of the content provider 2-1
per f orms nutual authentication with the EMD service center 1 before

por SRR R R P BRSO nfo it ?Ci“séﬁe;%ﬁ\%%érl'T%%é?%c%'aﬁﬁﬁng
h
the Q;g}‘%ﬁ&erp{ %’i&%uée&gﬁg é%ﬁ%%%?ﬂ%%g, (e RERYLES REQVILARLEE O s

ex arrp owever st nce er secure’conta ner

requ D EHHE ars SLFELEGR el s Eyﬁé“’é%ﬁ;b A SRR AL S T SR EBRER
the G o&rgﬁ'gﬁrlgwér tqﬁ{ﬁ%ﬂ. eﬁéﬂ#&%ﬁthﬂg &Ql é?&‘@ﬂ%uﬂibplbﬁave

omtte (4) "Service provider tlon confrguration o

SerV't‘h% BES\ed en:%:ljon‘@ci | g)ebqqsictr jiced W § Po raegﬂiﬁ&c? a (e%{(@??pfggknginﬁggram

in Figure 19. The cont ent rver 41 stores the content

cont gyt 1HRY JHC BN ghedNY( qretmkeyTK@ee&%%ryegﬁ_d;pweht& higode! w@rxsksxs@led

UCP, and a S|gnature of the content provi 2 contained 1n the cont

P OVitde e a%C WERG Pted N HuniiiP! 1R ¥ ddiR frﬂ{“&ﬁtSAM @y 48 o2 pBHe3YBP! 58S
themto the secure container preparation section 44. The pricing section 42

checksd bavapthendi 6t tye@éivde roNtienther aykden seguseraenbal i8fobasedoan

t he signature contained in the -3 6
of Figure 9.

"Settlement ID" stores the predetermined settlement ID assigned
when formally registered in EMD system. In this example, since the
user F and user A are formally registered as account-settling users
(describedlater)inthereceivers51and201andassignedthesettlement
ID, that assigned settlgment ID is stored in each "Settlement‘ID"
corresponding to SAM 62 ID and SAM 212 ID in the system registration
information of Figure 9,

“1 "Account-Settling User Information" contains, the name, address,
phonenumber,settlementinstitutioninformation(e.g.,thecreditcard
number), date of birth, age, sex, ID, password, etc. of the user who
is to settle the account (hereafter, such a user is referred to as
account-settling user).

The name, address, phone number, settlement institution
information, date of birth, age, and sex of the account-settling user

are provided by the user when an application for registration is filed

by the user (hereafter the items contained in "Account-Settling User
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content provider secure container supplied by the content provider 2. In
this case, the certificate of the content provider 2 is checked. If it is
authentic, a public key of the content provider 2 will be given. And on the
basis of this given public key, the authenticity of the content provider
secure container is checked. If the authenticity of the content provider
secure container is confirned, the pricing section 42 prepares PTs
according to the UCP contained in the content provider secure container and
supplies themto the secure container preparation section 44. Figure 20
shows two price tags, PT A-1 (Figure 20A) and PT A-2 (Figure 20B), prepared

e i Sl e
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contalns the 1D of PT A-1 and "PT PT A-2 contains the iD of PT A°2.
" PT Vﬁ‘xf@fﬁxé(tf@ﬁ' &Pe EOPLA S #dJY %H@Hs@i—%ti@&mtlhﬁ; Rd sy al%f & Photche
given -3 T: "PT Validity Period" of PT A-1 contains the validity

per i %%CEJr&cé andehPY ¥abhgdiby Psespdespftibd ﬁ\sarcpgtﬁbaSnbbes\éa&uwy
perlod of PT A-2. "Pricing Conditions" consists of "User Conditions" and

" Equi po@ii r &8N biroRdde BRehs [0 GR¥VUMLHBTWIAGRy (BBE! B DD%nd BabeRord
"User Conditions” contains information about the conditions for the user
who casntseired ime'gammitdset Eoimgpmesdr Gonih inaonison 't drd aiss gnidd st isert
about the conditions for the equi pnent that can select the given UCP. In
t he odlsen oth®Tudet, i5Pregingefeddini ahe EBD isysteeci fied. "User Conditions
10" of "Pricing Conditions 10" contains information ('Mle') indicating
t hat the userthis nmtanplE&qus pneat tidendser ofsisofeyPsitekrad @sndintions 10" is
set to 'No Condition.' Thus, PT A-1 can be selected only by male users. In
"Usera@ooidintomtt 10nganderEqni phenreCeadieri §ds T@ccountpSieditdd ndontHan ons
10", actually, code val ues of each type of code are set as shown in Figure
21A Tnfermabhent| 6p the SAM ﬁ?lépngfcﬁhélﬁﬁ§ﬁ§VﬁFfﬂoﬁ@aMQ?zfxﬁﬁqmce
code Ol xxh (Figure 15A) neaning "wth condition of s sex" a val ue code
oooootmglrﬁHrés%Pﬁglafﬁﬁmétlaﬁdog ESHYLE] 8n cende 10enh e JFeE 'F5 R ng

"ot "Equi nt Conditions 10" contains serv ce ode 0000h mnea
condi 1% ‘anga 108 RECEHARI FREREIST Hadis n& gf ‘gr?&géfser

PSS
di d " i t | “th f. PT A2
Condi 1 ondHkE SRE el P 2 re%afeaehﬁ%.a&%%eur&asse iR SR GRE

20, CORLAL VB A Y AL OO FEIBLEL Ao UL e RO AL o1 d SAEBL 10
Condlééggalnghéﬁe LFsTerAg gce%%lba%. %.?llf%%n%q:l%% ¥>rl8)¥flfd%@a{)9 YSELSA as well as
the ID and password of user A. In this example, the user F is male

and the user A is female.
"Subordinate User Information" contains the name, address, phone
number, date of birth, age, sex, ID, password, etc. of the user who
does not settle his/her account for himself/herself (hereafter such

users are referred to as subordinate users). In other words, it
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In "User Conditions 20" and "Equi prent Conditions 2f" of "Pricing

Condi tions 20", actually, code values of each type of code are set as shown
in Figure 21B. "User Conditions 20" of "Pricing Conditions 20" contain a
service code A xxh ( Figure 15A) nmeaning "with conditions for sex", a value
code 000000h indicating a female, and a condition code 0lh (Figure 15B)
meaning " _". "Equi pment Conditions 20" contains a service code 0000h
meani ng "No condition", a value code FFFFFFh having no neaning in this case
and a condition code 00h neaning "No Condition". Returning to Figure 20,
"Price" of PTs contains the usage charge when the content is used according
to th Lyp i (AL f s r:i ght qug_ t accordi ng
to thgoggg%#¥iggéu%gf?§%§$l§%eg?¥ﬁéﬁﬁ$$ﬁ LnTyﬁ%m&% 'E§§g§“@§f£§$%‘ of the
corre I ng. : ' S 7 o 0 ' | fai ISPl ce ' on
o7 TPEDHRROIg GAREBL AR seitlemeBt) dnthLe ARl b 100 20 ok

pur ch ' c e he t ace., . v of &' tajls
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Yen' iy 'sRi €6nd2in8h iRl Subo?Bna 30k hn fhRmgRiot® 220q ¥ tle A d he
prices of the rights to use the content A according to the use type

" Fi T sho 88786 U8y DD + £ R R8 rleNHb £ a1 88H &yt "thY BecAEdi fing YR 42t aidsy
12" of UCP A ' 100 Yen' in "Price 13" of" PT A-1 and '50 Yen' in "Price 23"
of PTeferpdé & bR kaheeha9f bé NEsdd aBSthe nefe | N IGHBIRIH theahSREH HGded
the use type 'Limted-Time Reproduction' as indicated by "Type 13" of

" Usageo Deteditis y18he @fs ddGPt Re otHYY Yaflormdt9on idnokrméeceddar Pfy PErikeand
150 Yen' in "Price 24" of PT A-2 are the charges when using content A
accorthag o tdienase e e (1o dupl paskroktVeoh t SBBedsin MH R Myt e Tsee
14" of "Usage Details 14" of UCP A In this exanple, when the prices on PT
A-1 (oppdbrmabient dsrabeigaetsand aad when phecasood fla e 2se rapplriecdlste el
femal e users ) are conpared, it can be seen that the prices on PT A-1 are
tw ceimsthegkMBssybeepri ces on PT A-2. For exanple, while "Price 11" on PT
A-1 for "Usage Details 11" of UCP Ais '2000 Yen,' "Price 21" on PT A-2 for
"Usage Dethi lthiklexefiplel dihse' nQGELbvemiinaSiarusan y5 réeiptéred Hpedidtied
in "Price 12" to "Price 14" on PT A-1 are twice as high as the prices

speci feedivarsppl ceng220ile *pnpesdipatenUpgralpformaghiont”, foandhe $&¢F $2can
use content A.at half the price as conpared to nale users. Figure 22 shows
PT B-IiDanndpihe- AN, dpdr 68 geaspdingg oo indpreatiatigure 12B. PT B-1 in
Figure 22A includes the |ID of content A ID of content provider 2-1, 1D of
UCP B, valiHiq Pt ot Eermeplan” | §Sofhgeb§rcROpRroviaéPrIatioppoytopt By,
validity peri.d of PT B-1, pricjng, condition 30, and two types of prices 31
and 350¢ RGN LSRR IThE S5 0Br 1 Bt | BAPRHAARERAHES 86 RATT LBIPIREEAR 1 o
"No Copdjtion" and "Eguipnent .Condi.tiqns 3Q" .contains infornmatiaon ('Sl ave
equi SRt s CoRPERTEB L PORSLRESedth ek P4 H B SOrarE 1o R Rl 62"
Ther T B-1.can be.sel ecte nl n nten i sed by .th

o ave e S R SRR PR S e PR R e Bt oS e B
"Pricino; it " L]y, s ¢cod f f Al et
T R N e e A
-4 0 o {Fiigly 8,1R6) FBRARKICoNP PN dY Ak r 23 2VabWE £04a FEEERRR. haviyng. 10
meaning I1n this case, and a condition code 00h (Figure 15B) neaning "No
Condi 89 der EQUL PPEAL G0REELIORS 3Qhd $eIRALS | BlolRdedl 3ve equi pment ™,
therefore the service code is set to OOxxh neaning "Wth Conditions for
Equi pment "gi dulies VRORIEs OWE hSeSEbihe 9R00PAALHBH e&t ithg Tealyeek020and the
condition code is-set to 03h nmeaning "< (smaller) ". In this exanple, such
code y@hti@sned eisetusd A ritha nfFarnTE/in MEGResAMS2 321 AHcdet@mduwdehik]o
for the slave equipnent. '100 Yen' in "Price 31" on PT B-1 is the price
when tleprasieet AonatSoprtieenedihguiuskiriesfashelTypeedVero 01 Usage iRemidhe
21" of UCP B (Figure 12B) indicates 'Pay Per Play 4. Also, '300 Yen' in
"Priceon2ént susbeppinte2@hpoidupl foat the tenpentopmrediwe Ri-1gs 22s polyyies
22" of "Usage Details 22" of UCP A indicates 'Pay Per Play 2'. PT B-2
prepared according to UCP B includes, as shown in Figure 22B, the ID of
content A, |ID of content provider 2-1, IDof UCP B, UCP B, ID of service
provider 3-1, IDof PT'B-2, validity period of PT B-2, pricing condition
40, and two types of prices 41 and 42.
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"User Conditions 40" of "Pricing Conditions 40" in PT B-2 is set to "No
Condi ti on" and "Equi pnrent Conditions 40" contains information (' Master

Equi prent') which conditions the equi pnent to be a naster equipnent. In
short, PT B-2 can be selected only when the content A is used by the naster
equi pnent. In "User Conditions 40" and "Equi pnment Conditions 40" of
"Pricing Conditions 40", actually, code values of each type of code are set
as shown in Figure 23B. "User Conditions 40" of "Pricing Conditions 40" -41
contains a service code 0000h (Figure 15A) neaning "No Condition", a value
code FFFFFFh having no neaning in this case, and a condition code (15B) 00h

meani "No Condition". I.n "EquiLp t_Conditions . 40", the service code.is
set | 0 b g PG ASE AGRE T S ROF 6 f Brraht® So¥a GraPHEvaas Ps leer
“val ue 100" and the cqndition code is set to 06h

to Ooaooc?%] iondi Cgt.glgt ce o) Q

meani "__g>%%aua r ?ﬁrﬁgFYl. Thé B%.SES i idicated in "Price 41" and
"Price 42", on,RT B- re charge n I ent. acgcor.dj he
use type ﬂﬁh?%%f% x%ﬁiégﬁhg%?gpéfggﬁed%ih&%5%£€D§?2H3§%ﬁisea?iﬁ%ﬁgéE%E' of
"Usa i 20 1 . e, cpymas i i -1 ied
to tﬁiogﬁg‘%ehég]%i %he'%%& a‘c’ngofﬁﬁé- 5—(appllébegg¢op$:hee "r%%%?e@pe%%it%r?eﬁ@?%ﬁe
pric T..B-1ds,.fo b : t o4 ti £ P 2.
For SRR ShepBHckar B lFhaRhs) 201 B 28 ARETHRS MiBaTRL L3
PT B- i i C L €545 90 (YEN; L | ¥ mh'h A Pri " (Lndi ca =300 n,
"Price igg%igéicates '€550§§%ﬂ%Fgéérn?hgéF§ é?g%?gngé,(thg poP?iyfégoFgge
sect Al ARSI el B8 rG9RECHL e SpHRE SYPRIHE G i L1418 IV I dlq 4-gnd
supplies it to the secure container preparation section 44. The secure

cont aj Nefad eP&red | Ogusection 44 prepares a service provider secure

contai ner consisting, for exanple, of the content A (encrypted with a
content keay KeaMtio&ohd alin deedhd<eahs( SRSt ¥Rtrad W it b @ ste iy diedordx he UCP
A, UCP B, signature of the content provider 2, PT A-1, PT A-2, PT B-1, PT
B- 2, 3wk shgnajeienof séBBiSRT VB CPrepaYederegasteh@wani N ikitgure24. -4 2

Al so, the secure container preparation section 44 supplies the prepared

ser vigedd oatmiate$ erdce 5 andesehds tireensegettnre: wethwotke 21div vasryakbiyisg
an authentication certificate, such as the one shown in Figure 25,

consikd itng die i tsevenshematmbek, 5its serial nunber assigned to the service
provider 3-1 by the certification agency, the algorithmand paraneters used
for the siRgtatmurigng tdom imane dfidumee cr tile datl binggsacyiohhé9vahildufiptes
period of the authentication certificate, the name and public key Kpsp of

t he derwiamoynioviteergedl o dig tisersigsadura, oforhexewptlief i thei ancagatdng
Returning to Figure 19, the policy storage section 43 stores the content's
UCP slupftimeait 90+ RCBomehETsr suPHeEed Rndchkidsig 65 tiat mppagraesdcgeetion
cont ai ner preparation section 44, The secure_container preparation section
44 priepardd SEwpbiee PrevieerlsechPretiBnfasrhérrcsRSIEOPNG L f SR iSRS  of

e A TR Ak ST ekl PP SOt A i TS b oG (oot

i , PT A-1, PT. A2 d,_ si t th i , id h
P Figfihy Datas of nehe Pt SR nEs Sor EfP ok P onesBei RoRt 4 b e gt 2o
t he repar eg: secgr\l/i ce %rr%\gid eI Secure gggt a;enerro tio tlh% usg;} Qo ”85 ngrS
by at acHFﬁg’dﬁ aﬁf%% tication t§¥¥|?|pa%8,xéyd% %% ' he E.Shoﬁﬁ A ﬁlgure
18, cOonsl S§ ™y of f%ﬁa%’%ﬁé% é‘#’fﬁ?&{a éﬁénéeééék'ﬁﬂ”’?ﬁraﬁ ﬁkgﬂﬁg t2shhes
service provi erlé y the cer?l |cat|%n agency, % e algorrthmand

par a tipe signature, the name of the certification agency,
t he \%%l(?)l;é%g?%%geo? the authentication -4 3

The audit section 21 checks the validity of the aécounting
information supplied from the equipment in the user home network 5 as
well as the validity of PTs and UCP (i.e., checks for any illegal act).

In this example, the EMD service center 1 receives UCP from the content
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certificate, the nanme and public key Kpsp of the service provider 3, and
the signature of the certification agency. Returning to Figure 19 again,
the nutual authentication section 45 perforns nmutual authentication with
the content provider 2 before receiving the content provider secure

contai ner fromthe content provider 2. It also perforns nutual

aut hentication with the user hone network 5 before sending the service
provi der secure container to the user hone network 5. However, this mnutual
aut hentication is not perfornmed if, for exanple, the network 4 is a
communi cation satellite network. In this exanple, since the content

provi der_ securge coptainer and service provigder _secur.e nt ai do not
Bont aPROBLAFE 2t H bF BB (RE SR EF PrsiRTadr SPHeBE nBRd Habesuat I5he
perforn]ﬂUﬁuaI au%hen%i ation with the content provider 2 and user hone
net wor k5. "THE B&rIPE %rovider 3-2 has basically the sane configuration as
the service, provider, 3-1, -therefore explanation wth drawings wll be
omtted. (ga)ﬂéﬁ?t%%ﬁepﬁ%Y&S?ﬁ (5-1) Receiver 51 Wth reference to the

the user TR ShbrE & ariacHh SRl it f culfbdonst” csfifialFastod "
' ' I " 62, ' 3n4d ' t
4. oObriit Gt HY BFATEORE 2t or | ARe Bt S S ok AP BF B SARF S put
| | 65, "I iterf dcé 66, “d Spr af con o7, it
w th Ehete oo T B e o e o BaTar 5 Th PRt T he

Tt Al Rt ea T rearr e 18 B LPELIR Y N AR A s,

a mutual aut n , accountin 2, menory no

encrypii Qﬂédg%ﬁgiégni@@w fhétc dalip L hecde mdule, 75. It is made up of

single-chip | esi gned exclusively for cryptographic use ) It has a

nul ti -1 ayefh & Qi d ih Ise Mg 38NEoIBFBEYe §&IHS doRticd® 3uBpaBdvh¢hatt by
dummy | ayers of alum numand the like. Since it operates at a small Tange

of volhegenarkihguetyon 32, pydifiAcy! (adapticadTéaha fokhegebhyt f & @Bding
outside (tanper-proof). The nutual authentication nodule 71 of SAM 62 sends

SAM 62) aps hernddénsd tion ekndtmeat eetihod) ehdFsgppeidd stofedld enke YTy
nodul e 73 to the partner of nutual authentication, perforns nutual

aut hespectabh @y . amhesupplriyes ivhestetponai 4y ekey vigitesnph é sesst ant keypressed
consequently shared by the partner of nutual authentication to the .
encr ypyi tomneé demppd s Siomechd el ot .3 Thbyacbhanhi-&alyi onypeotraphgt such HANME
contains information that corresponds to the information contained in the
aut hetbPatatFoorvetiohiStardgFdhlrye usSingfthehsavdatentmpesvsdepl Ped kndghe
authentication certificate (Figure 25) of the service provider 3-1.

Ther ef andonBNRsgENBT REATI LG 1 88. asTR &t thares A§eFddul erapdenépasey
usage, control status (UCS) and accounting information based on the usage
det ai 18 BefehEedeleciad LM tERfukeY 28cehovidndrP whiitps et 1% Mkerta Hére
rights for content have been purchased according to the use type 'Purchase
and REBFYHGCEONLRLNERORE CBES2A IGdhéetidPhatfed on the usage details 13 in

U SO 8080 3 G PR S PIGT A SO L, i 20 25

© ServCRSPFbIPBR LI B, 4 ReBTALBPes RIS (o e (a5 e ST, R g

ID, "tgL§ﬁé EEE}yﬁgiggesg@%yJﬁ§'éémgkdjgﬁﬂgeTﬁES%%%%§btion section 36
encrypts the content key Kco by common-key cryptography such as DES
by using the delivery key Kd supplied by the EMD service center 1, and
outputs the results to the secure container preparation section 38.

DES is an encryption method that encrypts 64-bit blocks of plain

text by using a 56-bit common key. The DES process consists of the
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"Content ID," "Content Provider ID" "UCP ID " "UCP Validity Period,"
"Service Provider ID" "PT ID" "PT Validity Period" of UCS contain the
information specified in the corresponding itens of the PT. Thus, in the
case of UCS Ain Figure 28, "Content ID' contains the ID of content A
"Content Provider ID' contains the ID of the content provider 2, "UCP | D
contains the ID of UCP A "UCP Validity Period" contains the validity
period of UCP A, "Service Provider ID'" contains the ID of the service
provider 3, "PT ID'" contains the ID of PT Al, and "PT Validity Period"
contains the validity period of PT A-1. "UCS ID' contains the ID assigned

D t?aﬂﬁfévﬁﬁatﬁﬁ%% SBAT 9B bhak: CaRuTERW DL FE Sﬁcst: o\ Dtien et byaam
62 I D Us D
the HRtHI Bhd' Bl P geds aieljés the BREK: 118y, BEps 85 el p Tl futeiee

??%ﬁ'sq'rein e e drey | Ebaicln kaM] Forred BERE. pas iR ?EL?!E; fine
Sl octal 0o PR . (AL SHeC RRRTEN G B e BPRRC PO ERF Baplad"®
De | 3

sei e terd el DR PaS gy il T ARt ?C@e%;tlow BT

QEEfi ££9 ntalns the i nformation (Start Ti me and End
Tlne) sg%%? §E§F? garane?er of "Usage Details 13." "Control Transfer

Status” ofgy'l&5a96; Defy ;Ehé f %‘1@1@1‘ Q%xtth s BEREGEY & kS n9bHLRE BRUR%e i ts

equi pnent (equi prrent at has purchase the content) and destination

equi pirephdl fow (OPELI3THARSS 8f . PeIsTinzsi 4B iﬂf}ﬁfrmﬁlﬁéml&(ﬁlﬂ @%P%etsqereqtey@
i's set’ to 'Permtted (i.e., control transfer is possib f no control

transtesupp1pell erBRALhBokdy thveo ddi 9ing %@%&%Iﬁnwmwmgﬂﬂezl Bieks
the destination equi pnent are used as the ID of the source equiprent. |f

" Contr gl tf[éammﬁt Raron asi prrdmttplrdfatllsoaaleﬁlbhedugf mlsxﬁeg the 1dat-order
Permtted "Control Transfer Status" should be set to 'Not Permtted. In

t hat TASeiteonf.r orher anghaetabnt kensarttenio i Twiotbgieird gt fidnper m tt ed)
. In "Control Transfer Status" of UCS A the IDs of both source and
dest i "naib oini et @it nfo @arsabssati tha itfye nubeafi cCSAML 62 sbing aau per €'sCarifreal manarsf er
Pernission Information 13" of "Usage Details 13" of UCP Ais set to
' Per mnd ettt ramspbecthiicr”t herconaneposefingobtiénpoAiitd omet itr angreramdibedJsage
Hi story" contains the history of use types for the same content. Only
i nf ormannON. t fdten dipree ddighs orRigre BEs biandHReip ddiRes! Widhsthiee@uipnti ﬁrom
"Usage Hi story" of UCS A. For exanple, if the receiver 51 has used content
A bef@ie, FlWW%@moﬁn@hfé@n@EB@eé‘én@s tﬁe tAefengéedype s aI so stored I n
the case of the UCS described above,' "UCP Validity Period" "
Validity Pdrisd 1t§a9§el§ééﬁ°§1;§e€iff 2y a%\tewétw%%s@ﬁ%@@ ﬁ%}f Haahaerder

fied for th Aoy shtf d begn. .

iﬁiﬁltéﬁm%&{oﬁ ABYabUEOtASE B¢ Rbberby GRBEEHLEEd highaoRRer S2ebteD
gh t th t t d S [

Pr ovither e a5 ribe %%rbslpte%m 0S4 ERLE B FEPTEr e GisugRCTSbtagRYi fy

th d to th | 63

and SUB GHOPRE | R EOTRAGEST nf P nhCT DR Ehol BUBT0SA FOUBCRol o LRoCnd oot ont

keys pted with a save key Ksave) supplied by the decryption unit
féfcgégéﬁ%lrs%ptl on/ decryption nodule 74 of the receiver 51. As shown

The policy storage section 37 stores the UCP set for content and
outputs it to the secure container preparation section 38. Figure 12
shows UCP A and UCP B which has been set for content A kept in the content
server 31 and which is stored in the policy storage section 37. A UCP

contains predefined information regarding "Content ID," "Content
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in Figure 29, the usage information storage 63A of the external storage 63
are divided into M nunber of blocks (1 MB each, for exanple) : BP-1 to
BP-M Each block BP, in turn, is divided into N nunber of usage information
menory areas : RP-1 to RP-N. The content keys Kco (encrypted with a save
key Ksave) and UCS supplied by SAM 62 are stored, in matched pairs, in the
appropriate usage information nenory areas RP of the usage information
storage 63A. In the exanple of Figure 29, the UCS A shown in Figure 28 and
the. content key KcoA (encrypted with a save key Ksave) for decrypting
cintent A are stored, in matched pairs, in the usage information nenory

o o8 SRRl i L0 B eSO bR, o0 (O LR

wi t h 'a save key 'Ksa antl usage atas

Leage e HaVHs OF Pobeend! TR Bontatis e A ba e A the philEn,

. - h - BP- . key K
or usats Tk R, £F, GobERbain en Lol RAE R b bERTA TR R Hayf 8O
i ndi %ﬁ%tbﬁ%ﬁﬁgylé‘??aﬁgﬂb&n's‘b"t%f E8f o £l Rencepkent keys Kco (encrypted

W th a save save stored in the usage information -4 8

MENDry ar egg, it Ibl-ohe o9l #}Sﬁté&%éﬁr‘iﬂtﬂé e 4P tas Héﬁ@&njc 1SR PR il

there is no neeJWo treat them separately. Figure 30 shows the accounting

i nf orgEdy Offe & THERYBEALICHRSH U PYET 1AM bR TEHU &Rfa s HHWED N
Fi gure 30, accounting iInformation contains itens such as "Content ID, "

" Contenty iy %%h@%ht'\/@rp?r.iﬁh’gpzl-?; "R MRl ic@infos 1R kA, TD " a8s MAeEd Rrpehder
ID," "PT ID" "PT Validity Period, " "UCS ID, " "SAMID, " "User ID, "

" Usagei $8f aids: "u@nd DvAEOwaE RIcbngh@hy. theCopt 8AtUdD.A arfedo™Mugiit ripmovirder
I'D," "UCP ID," "UCP Validity Period," "Service Provider ID/" "PT ID," "PT
Val i di¢y Pecd€ains UdSel DD"oFSHYPI B." "UlsprvaDidiepdpebsage bPehaklias of the
accounting information contain the information specified in the

cor r elspbaucthangi ot @ thbevdGSdi Thgssriicd bieclwasepaf "Ube adcialitty Pgriod"
information Ain Figure 30, "Content ID'" contains the ID of the content A
" ContehUCPr Avialerain¥ thentvail hdithepeBof ottheCednteant "PepWaderd i pe'ticE "l D'
contains the ID of UCP A, "UCP Validity Period" contains the validity

peri odlf AFCRICP ¢ont&Senyi theProaviidétyl Derdont afnFCPh&.1 D of the service
provider 3-1, "PT ID' contains the ID of PT A-1, "PT Validity Period"

cont ai ns t"sags i@indd peondlt efnPsis 10£" UosnpD"Ugent Gpndithens? enduCS A,
"SAM I D" contains the ID of SAM 62, "User ID' contains the ID of user F
and "'Us@geommen biCondidamrd -ns {'Hesirmferdhtions spenifaias the amndjid e aifos
13" of UCS A. "Accounting H story" of, accounting infornmation contains

i nf ortRR USE T WaP Al 5§lekré Eoe AT VeM VRE - acCHURtRIRRAF Anndlidd qns - gogtains
equi pnent . "ApcountingEHistor " of ac ntin infgrnati n A.contains the

t ot altlf A bbtount SOEaFRE S%Bapf“ﬁnﬂ:hé PecEPPer 3 ECY Hih & A& b it ng

Por 00" haife BBerregectt Bl At hey Ty Totobe shectdl o Aeeiie asts, "Rres,
i orREREL ThEct P bett ahaoad® PORay LRERstepehfais FRATTRA DY woo

pr ovisRr T b oyt SBEELL LnatFaP EAb7FheRC the Rle, BoFhid, oY a0 PhaR aest 1y

the sgf %&P. p“%’chﬁf‘ﬁ)xqerﬁetdﬁr{l%%“&i &fs @kﬁ’ﬂ”r Ay I fae c%%'ﬁ%ﬁoﬂ%d‘i'oﬁ’ Eén%lfaggx%s

keys su as the p Ic key Kpu o 62, the secret key Ksu of SAl

the %&ﬁﬁ%%p@%%omﬁtﬁw§e&§g§ea%§m;e£hé therBubki gokeynkRea o,

t
the certification agency, the save Ksave, and three nonths' delivery

keys s | hee Bt he iatd on cedd idd Bptsy atheSAM % WHO W2 2o 3¢C 04 dhierd

information (for exanple, the accounting information A in Figure 30),

r ef ereseeen hf @s88bbd 0Nt §lo randeMeBHREE Rfrovadield @atii,on values HP-1 to HP-M
as shown in Figure 31. Figure 32 shows the reference information 51 stored
in the nmemyf the case of UCP B, "Usage Conditions 20" is specified. "User

Conditions 20" of "Usage Conditions 20" contains information ('200
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nodul e 73) The reference information contains predeterm ned information
specified for each of the itens of "SAMID," "Equi prment Nunber,"

"Settlement ID" "Charge Limt," "Account-Settling User Information,"”
"Subordi nate User Information,” and "Use Point Information.” "SAMID,"
"Equi prrent Nunber," "Settlenment ID " "Account-Settling User Information,"
"Subordi nate User Information,"” and "Use Point -5 0 I nformation" of the

reference information contains the information specified for the itens
corresponding to the ID of SAM 62 in the systemregistration infornmation
(Figure 9) managed by the user nanagenent section 18 of the EMD service

o S TR 45 SRS L BT DD B AL SRS 07l SR
! f f lyy f
S A e N B R

age, gng S@aﬁm{,&na L RARSPT ol isetnBle L 8N, LS BAIE] DY G %psaom

by th use point inf I on own |n igure 33

Lim {2 copL %geeaésdusﬂf;ptﬁﬂﬁeOasaggugeregggeg%o Wi §h,uar g a]tggee%@eng

on whet € grven equ s regrs ormal |l y or tenpor

" Char %%§15fd %et nkefer enge; hatono tlon.51 contai ns the upper Ilnlt on

anou ar ge ornall regrs ere equi prent (' Fornal Reglstration )

because t haydpeobueh 3L hasy beall HRLHR Lych oQi Skeped. « s, UPPBL Lirti L 0

amounts charged when for ma y reglstered i's higher’tha e upper imt of

anount 54 Chag ges WNEHa A SFRPT B il Vs § £ Stf Stna e, n M %‘b%ror&faltr&e the ID

verification values HP-1 to HP-M stored in the nmenory nodule 73 shown in

Fi gurgs3ilgnéd! thetrsphiakpeflat Ih8 ¥8hithigal an Yalsididekdis d.he magheaval ue
obtai ned by the application of a hash function to all the data stored in

bl ocke it dig§ 1Mfothageoh NEio Fetn @i 5t &% agte A (tyERIICE 2%e bnithe teximnal
storage 63. The verification values HP-2 to HP-M are hash val ues obt ai ned

by t hes apgbtedidcOiowfot ituglaisd t famnct i"ea Hamdtie- "dajon tieied Henptrl@e fined

correspondi ng -51 bl ocks BP-2 to BP-M of the external storage 63, as is

t he caseomhdbidhecyerebpoatiing val taeHBs:. tigpluconte inedriigure s . 't he

encryption/decryption nodule 74 of SAM 62 consists of an decryption unit

91, randofiCumtbrer]l deremsfer Rewnif2iomntnformypionfi unnta98s Théodeatypin on

unit 91 decrypts the encrypted content key Kco with the delivery key Kd and

out put SPefreitesdl t grt ONphePenniypeddn whiich9o3 ndilve tresn ddrabinatberorgarwelr at or

.unit 92 generates a random nunber wth predeternlned digits during mnutual

aut herfarafebnof gerereerient tehpwrssip key(neEmt ted reguiated, dmd gase

themto the encryption unit 93 as required (for exanple, during nutual

aut hedt iEc8PRERNT aPrt BRE AN TN FPGQQOQE@FQF)&% copé edeke Yt dessananilopey

Kco agaipn with the save key Ksave stored in the nenory nodul e 73. The

encr y%‘i‘éhPIE%%Féfﬁlkee KW ¥§P§u%l‘ife°d SO3 Yo eaRL BRI 'sﬁﬁr%%b%w%§n Whgnre

sendi the co tent key Kco to the deco ressi.o ectlo 64, the encryptlon

Uni t S end®RBGE WRRGR 1 hES FHOTSRY K yumnﬁ EQnBPa BY ByuFRe Fi

nunbe ener tor unit 92. The data check nodul ecks

bi ockéee%“o?a o AT or mar Ghe UG BaRoBE P &Pafﬁadlsf%%sggr@?

(o Rkl CabheanbY. £ORRRLLNG, {06, RASHOKBLHE 96 LBRURLAcSEAr ol Doblee
ock e correspondi ng veri i c8t'r6n varue FB'S o i n"tThe neno

”Ddu' ﬂﬁmgﬁ'{e 20 Ao 608Gk @Q@g%tﬁ%aaé i¥h Egﬁgkﬁ%@t e&lff#%h\é?'é' 1{(1&&% h%nt

al ue en purcnase, use an COI’I'[I’ er of content t e place and

Storﬁfs(%g @é&sgnatug?dthgsng Hﬁd%E u}% 13%.2 The deconpression

section consi sts a nut ual aut’henti'cation nodul e 101, decrypt|on

modul e 10%nn9ﬁ9§¥PEbHErB@d@i£n§9§rcﬂ?%%ﬁ%%%%s'EHeﬂaﬂﬁf@e t cannot
wat er mar ki ng nodul e 105. The nut ual aut henti cati on nodul e 0 perforns

nut uat r 2w RERt L RAT EOAL VLN BAMLE2 8RE caYL R %ntyhehtle@erqampxd@%t Ky to
the decryption nodule 102 . The decryption nodul e 102 uses the tenporary
key Kieritoedpsrypt shbancont enfukey 166Q enenypt eHeb¥ohhentempokapy ey y
Ktenp, and outputs the results to the decryption nodule 103. The decryption
modul ¢n )3 dedd ilscdhe £ @fudmmemdcorted source equipment and destination
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on the HDD 52, with the content key Kco, and outputs the results to the
deconpressi on nodul e 104. The deconpression nodul e 104 further deconpresses
the decrypted content by a method such as ATRAC2 and outputs the results to
t he wat er mar ki ng nodul e 105. The wat er mar ki ng nodul e 105 wat er mar ks
information (such as SAM 62 ID) in the content for identification of the
receiver 51 and outputs the results to speakers (not shown) to reproduce
musi c. The communi cati ons bl ock 65 comruni cates with the receivers 20l of

t he user home network 5. The interface 66 converts the signals from SAM 62
and the deconpression section 64 into a specified formand outputs the

cpoci TRSETE: AR St aShigef RIRN 5B EhRaSERE HeEehEy ke ©

(not S IRt B B ERL AP o W BTPRb b2 pRlBeT M it Bt ™
I | Sd.L f oy b -5.3 )

R P IR R S

cont el s aNGdrirddl Kot 1 AN AISHAHLE RO hlebnd- 18 aeghsbedliban

list consists of the list section that stores tabulates in ion an
SAM i i tq N t i f4i i-nf.0 i ﬁgﬁyg :
equi pﬁﬁﬂ?ﬁagmggggéﬂéﬁ Egagi %ﬁ?@g%éﬂa@oﬁﬁh étgaé% SAI |%¥E§ﬁg€'f:gn
sect i Smdres {f netdecomPdht D sfLekdinthe rebM ltll?eofs,oh@%ee%k%%%tt.hat

possesses the given registration list, in this exanple, the | D of

the recei wtugrhind & $Qgulr@ @2l hecrahl daky rBaki 08sakel Berhedsot EabIAR .
list (in the "Validity Period" field), version nunber "of the registration
li st (Usnddetdersd an Nudenfsdgeeipdtaiand munber 1of 1@qubpmeokageNDeehed s
(including this equipnment) (in the "Nunber of Equi pnent Connected" field) ,
whi chL1'S colteg nisnthetED askighlidStexagids Deteliud ny. the' T@gseiver cbathtigel f
and the two receivers 201 and 301 connected to it. The list section
consitdies iofformeet idrensndiSAdt 11y "tlidlsese | Bype " £Ar thasthgsé 4AACREpkbagce’
"Equi prrent Billed,"” "Master Equipnent," "Status Flag," "Signature to
Conditeamisnd thad tiSe graitert Wi IRehespuwathasedistd rapdodunethi s"eaaankeer
stores the registration conditions of the receivers 51, 201 and 301. " SAM

| D' stlol eonthangAbh¢ Prsfde finadjdingoemat lom chrseerangling thd PsaMGEd Bndf
the receiver 51 is stored. "User ID'" stores the ID of the user of

cor r &srordiure equi'teatiroll Brang feeRamitis s iore Inboghajson FLI sotteriges the 4
"Purchasing" stores information ('Yes' or 'No') which indicates whether
cont T UHP O FMEREL NI nthdt stRRaAPREr 0S| hEaneherr efeither sontepdn is
pur chase pontean ' Yes! %ivstored. "Accounting"” stores information (' Yes'
or ' REFEHELEH ch' FerdntlEed’ Wwhet her accounting can be performed in

comuni catjon. wi,th_the EVMD service cepter 1. 1n this exanple, the receivers
51 can pe?fI rﬂrﬁnac%un PAgCs ‘F\E%l{c'ﬁel geciorﬁ:"i”s“sr‘ ddtstdt a§sagngd to "Gsage

accoynt.-set tling, user._and thus the appropriate rows of.the "Accoupting”
col uftt Etore *4ves. - eTry@ uﬂﬁerﬁorﬁ%%%&%%)ojrré}so?ﬁ%t% tefibea ﬁ’égeghﬁpﬂﬁﬁt
with which acco > .this,e . ince the,receivers 51
(s e b T Rt St Ry b AL S s 8B Ry RS rp ey BB  ob

" Mast 0L SA . n ' t. t
el U AP 15006E8 08 SAMIL 01061 N £00NE0L 80, EAL) BRI s 620
equl RPBYoRARBACE Rt RALNSE i §1AM IJAMBNC A SN R 1B PYLEEE 13a ! N HBl8yer,
exanpl e, the receiver 51 recCeives content fromthe service provider 3, so
| nf Onati Ohd NN Jo bl €8 pRgthgat e3oLOAL-LBREEA LI oROABAYRARRL @Y ding
content is stored. " Status | ag” stores any restrictions to t he operation
of t e RPrId Bl e GdehRTER Gt dsf (hBerSeimi fPeGHCh RSt driLtd PN .2 "apBheR: hat e
information ("No Restriction') is stored. If there are any restrictions or
i f thefee grieddBicandin fOfnd hodn Webtrsspentinggoper atii @B -aRREeRRIidNE
information (' Restricted or 'Stop,' respectively) is stored. For exanple,
i f saugleneite Of dconwiiod hasnéael ahriolsd fongafod@diilonng2 Preesass fdEhe
formal registration has not been conpleted (or on tenporary registration)
"Status Flag" of that equipnment is set -5 5
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to' Restricted. ' In this exanple, the equipnent with its "Status Fl ag"
set to' Restricted can use the content already purchased, but cannot
purchase new content. In short, certain restrictions are placed on the

equi pnment. Besides, if illegal acts such as illegal duplication of content
are detected, "Status Flag" is set to ' Stop' and the operation of the

equi pnent is stopped. Consequently, the equipnment can no | onger receive any
service fromthe EMD system In this exanple, no restriction is placed on
the receivers 51 and their "Status Flag" is set to 'No Restriction.'
"Signature to Conditions" stores the signature of the EMD service center 1

he inf i o din."SAMID, ". " ID.." "Purchasing. " .
L ZCE:OE n Ot' t1on tore | | ,' gr ,' r ?.Sl n . -O '
oot e e FEoRth i oh e Ehg hnal L heybepbF o R r mafe T Chihe GALREtH 8 gt
I t hi | ' i 1 1 i st ti diti f th i 51
s suaret el 1ok BREmttEed?) T st stores the signature to the
tire dat, i fied.in th istration List. (5-2). Recei 01 Fi
S thows: s RS b A Bekadn 53 E8nLathy FRaoID el dia St s R
th i cat iops i LLer 218.0f .the ecei ver 201
have PORRD1 4505 THASK P31 COntOPUL FRPRERALIORZ10 Bl cEIETRRRS VET 20T
t ; . ! ons | 617to tl
om ¢ {55 EpaPEe Sont TERAFERELRG te IONGVBITE SRBARSTLHAACH for 2y
Kpu Oép%g%%zpéﬁfégt(gfﬁ{er.su 5 22 1 PubLd L KBy KPrEeSCs rENQ e L e
center 1, publit key Kpca of ‘certificafion agency, save key Ksave, three
Ot Niq del Y CE Y kEUp IS A BN L9AL QBTG oAl Rl SAM 213 distghbut ed

from=5 6 the certification agency in vance and reference information
201, PS,88P8R PBritk 91 6n38nrhRRaELEr @Ree jisnfQuTRld 0pZQdi i ai ns, as
shown in Figure 37, the ID of SAM 212, equi pment nunber (100) of receiver
201, settlermentsd Brofesee HetatiaUNL»SEbALANASUERE TS SMREALN tQf "RRIgeA
(general information (the name, address, phone nunber, settlenent

i nstipaita ODs ivaf.or marype, 1 datenehibisr iffonget i 8Ad BEXPer dopy Bnd ngagswand of
user A), and use point information shown in Figure 38 (the sane information
as theheongsshoypei Ncbugonefd®Biupl HORt2682akas 1hunet ifors fliget kA s9f sdDRDH2,
and thus description thereof is omtted. (6) Purchasing and utilization of
cont espredNow dHiedypwbtessing fihve helddd. sykiverwant | |lalbeo desdhiiredasid,h it is
reference to the flow chart in Figure 39. Here it is assuned that the

cont embt Apomsibhke cbot enodpcevddpiliatess fsoppbued icatasd (neddpeyntilieed) ,
receiver 51 of the user honme network 5 via the service provider 31. (6-1)
Tr ansa® sshown otndBLpveey 1kBys fPanEsteset ¢l'ceopénties tofosnagdaonprovi der
In Step S11, the delivery keys Kd are supplied to the content provider 2-1
by t hePERbicaEes cElvent Bres” digaking e Hitresf pPossHbhe dyrdAcatiesy
chart of Figure 40, In Step S31, the mutual authentication section 17 of
the BMEFQEfYREeteenfeY EepeFPBYne -nut UaPRhtPheAtRBSLREN PRIFTHA SER& UL ual
authentjication sectjon 39 of the content provider 2-1. \Wen the

autheﬁ??%¥?§tb?nt &' cofit Rt HPovMaér Permiteederi fied, the content provider

minagerrentT“?OeC,tLi,SOa[lgéLZDé)éa{fse EW asrei\crivi'ﬁgaég7Details 22" are contained in
ucp B of Figure 12B. "ID 21" of "Usage Details 21" contains a given
ID assigned to "Usage Details 21". "Type 21" contains information 'Pay
Per Play 4' indicating the use type of reproducing four times. |
"Parameter 21" contains information “Reproduce Four Times” indicating
four times of possible reproduction.' "Control Transfer Permission

Information 12" is set to 'Not Permitted.'
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center 1 sends the delivery keys Kd supplied by the key server 14, to the
content provider 2-1. Details of nutual authentication will be described
|ater with reference to Figures 41 to 43. In Step S32, the encryption
section 36 of the content provider 2-1 receives the delivery keys Kd sent
fromthe EMD service center 1, and stores themin Step S33. Wen the
encryption section 36 of the content provider 2-1 stores the delivery keys
Kd, the process of Step S11 finishes and Step S12 in Figure 39 begins.

Bef ore explaining the process of Step S12, the nutual authentication
(process of checking for spoofing) in Step S31 of Figure 40 will be

d i bed,, ing th iLn_which 1 Kk [ d (Fi JA1), th
case i n whiAh 20 OCoRHoRSRePE AR LS 2N FPRLEFES 40je ThARHemE e A Ushien 5

blic key~i d (Fi A3) . Fi 41 i I hart, .which d i,o
P ST e L £ Ui EL AN S A 5P LB S0 Lt desopibes
of nmut ual aut hent | atign b@tme n_the nuyyal aughgntic?tiog section 39 of
the COMEM Thr OQTRILTC3C aRdI it BAFCH0t hentPREE PonTSBBEFER L7 BEoPRE END

[ 1..hp St S41, ,th t ual t.henti cat i ti 39 of th

cont G EPRBY MY 52 Gerebbrbecs  BatoPE T HSERR Mumber R1 (it oy also be

it . aulie CATRa e s BERFLE LS8 BEP ATAnd tcR o7 RhERe ERR b

e
nmut ual aut I"on ‘settion he” cont ent "provider’2 encryp STt he

rand i, ; it o]

ke ThEHE Ehe e Sl AR B TEOR ISk eph bt FRoRER i skBe,
mut u Wt} Lon Lon thew-5_ 8u t Vi dar e t he
encr3%%@%#?%nd%%?%%%befgﬁébgngﬁSQ%ﬁtEgl gathgﬁggga??%ﬁeggc??oh %9%opg%ﬁé
EMD i t a4 p VI - u t td i td of
the BN e s e o T e s SR Pha Fodsi ot s andor e e Witk 5

pr estiaf &Ly £ONIPR; k&Y KEe1h8: StBRag4S Dt 1RUDYAl 3l heiticatDAn iSectdon 17
of the EMD service center 1 generates a 32-bit random nunber R2. In Step
S46, the mpdialersid igpt im{)&p@ B2CiheRs lfcpf af hecEMP &6 ¥he® 68NEREmble.
replaces the loworder 32 bits of the decrypted 64-bit random nunber Rl

W t h Adveud Bngoinnaadet 1 68 ddsgeneeat €ode @hoareMatHiQuridll A% cohaie iBnH
is the high order n bits of R and AI~-B is a concatenation of A and B (the
| oW araldss netidvirs iof FA cqanee a8t "Bsee doichiteiraied d'b gff odrcad aha BUsa)e.

In Step S47, the nutual authentication section 17 of the EMD service center
1 DESeamtiyjpdss RAH | &2 WCPhBt hensbshoafkesle. cbdeSt épdhé8rinhevaltieal or
aut henti cati on section 17 of the EMD service center 1 sends the encrypted
R1H WRedef ithed coyppenacpopdidgr t2. the Seepi849codes .nut ual aut hentication
section 39 of the content provider 2 decrypts the received RIHIR2 with the
common keyikairg g 68t spossocodaevaniteslo agelkdnepdat soh aedlUser gonditipas
content provider 2 checks the high-order 32 bits of the decrypted Rl, ~~IR2
agai ns?" t#rd hi gHu bemert 3gondisims 18f ehe"VPaRa6ntAUABELORE d8nerat BEE A
Step 341, and if they match, it certifies that the EMD service center 1 is
| egi t {edere 1320 he nt'HPFA IR FEeRF v RRA (USABe RardhtiPRE pPocess
is termpated. |f they match, the nutual, authentcati .section 39 of .the
cont oI BV H20 OPYHHET RESL GAS5: B 1 BHAD FPRGTLORRA T AUSEchP AT oA NGt op

or oo EECER GAITALELHT (A RAC R ot Bl R 4o FanBORCC LR AP o2 CRCh s
he RRObA S0k tiaeRilacPhal PReb iRyl af Teiiiie Mumte R oas Ty the”
the cont SR brobi Bel DebLe aRe vek %ot P, PERATREBnon Koy ko, In Step
Che’ enor ypres Condar ERar ar Ra [ ToRS o Lha it ubl otk RERL I oAt B S42f bn

17 of5 5BevEMD SEid/h880RGIE £lirdy “NB RikPi SPon~ | D& AULLIBLGRUMEAFME AR Gl re

section 17 of the EMD service tenter 1 decrypts the received concatenation

R2 117 43) Wddi A& HEBRI dPIare a Iddndifl o3p Godd @ orut(talguadl heR) i fakheRg
section 17 of the EMD service center 1 checks the high-order 32 bits of the

decr yjiedcspancei enat ipa 5erl B3 agghinphehiecoandenopuenber R2. [f they match,
it certifies that the content provider 2 is legitimate. |If they do not, it
term nates the process, determning that the content provider 2 is
illegitimte. Figure 42 is a flow chart which describes the use of two
comon keys Kcl and Kc2 in.comon-key DES cryptography for the operation of
mut ual aut hentication between the nut4sl aut hentication section 39 of the
content provider 2 and nutual authentication section 17 of the EMD service
center 1. In Step S61, the nutual authentication section 39 of the content
provi der 2 generates a 64-bit random nunber RL . In Step S62, the nutual
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- Step S63, the nutual authentication section 39 of the content provider 2
sends the encrypted random nunber RL to the EMD service center 1. In Step
S64, the nutual authentication section 17 of the EMD service center 1
decrypts the received random nunber R1L with a prestored conmon key Kcl. In
Step S65, the nutual authentication section 17 of the EMD service center 1
encrypts the random nunber RL with a prestored common key Kc2. In Step S66,
the nutual authentication section 17 of the EVMD service center 1 generates
a 64-bit random nunber R2. In Step S67, the mutual authentication section
17 of the EMD service center 1 encrypts the random nunber R2 with the

END S6rvi e OB LEOCILS RSCKEL YRl PANROTH Farirer &5 RL S CREAES PR
The. i Gt SuokEREar s Sroadls FEnS 28 0 £ nb el S ph ooP D dBCFat B+t he
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at ol TR e AR R S BETte ChE hfle BAC AnEOIbH it or gV o0 (FRbre,
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Kel . st 8pdSTda1t88, NihUakpadhBenbhCabi-ontS@ehioRel fndf tille EMD service
center 1 checks the decrypted random nunber R2 agai nst the random nunmber R2

gener at ed Rdt1Stefh P teO Fi glite 1apdeme umere Rorliefioed pRrepyRrbitadh sektibhey
match, it certifies that the content provider 2 is legitimate. If they do
not, 38 prepaireat£sohbenpmessidesietenpenicigrdiiadr tbaseeni agl fywekdrp1d,i s
illegitimate. Figure 43 is a flow chart which describes the use of a

160- b f 2 kcendgtemtehl ( @hcryptedevith pullntekey keyyktol aphydmirertth&egpEraii on
of nutual authentication between the nutual authentication section 39 of

t he coamenyppedvivideh 2 dedivervakemuKbent UCAt RonUS®cBi, oand7 thke oo teMd
service center 1. In Step S81, the nmutual authentication section 39 of the
cont o pkdes te s iangdivaicat 8§ sh®@dr Bint Fiawderh hunfee Rignatwurstigpolsgainede
mut ual aut hentication section 39 of the content provider 2 sends the random
numbe?Y RNGEYREINY & haphadtalam iwddil on sesmaty ikeat d theasgeredd key Kaeaned
fromthe certification agency) containing its own public key Kpcg to the
nut udth AR PRI ERTON dREL 7 oh 170 bF e EM sBRGi RePLERTERY 1CTYRUGEEELSHS,

the nufual authentication section 17 of the EMD service center 1 decrypts
the & H';t%r‘{?fb'%ept%éorr%‘{:‘éi%d é['%teni‘ﬁ‘ts B4R céPt FHFRat E%eﬁ‘é?f}p@@&a&\%?ﬁ a
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t ' i . | g t Lpat t hepti gat i
cort | T PLER PR OThE BBELEE D ALY, KK ol PERZH OBFF Bt "one 1 ssued
by th LS T ; .
vglueeo?epﬁgigﬁﬁﬁkgpkey %pégﬂgéga%%ggﬁaﬁgsL¥Q%ﬁg0§gﬁ§e%?nggngéggggggﬁguld
mat chy tdye; hashs valme Qhal et by Wi aRRkicR! 1R Wiied @agk}t %HEQEhQHgt enkhe

publ i'c key Kpcp of the content provider 2 and the nane o e content

proviern &n €00 81 et A% it @t d 8%t thd ddialt bedlkiicRld 901 Gl 116akFequ TR S
proves that the public key Kpcp is the legitimte one that has not béen
fal sifd ed.Trld e esitanaituih ol s fes e ci ot £6h s ob £ eved vériiosaRuRBerl, f

t he hash val ues do not match, the public key or provider is illegitimte.
Tn thats caseial heuibOeesssigneéar tbnahedcohtehhepauiiantl cali o ithe
successful, the mutual authentication section 17 of the EMD service center
1 generates a 64-bit random nunber R2 in Step S84. In Step S85, the nutual
aut henti cati on section 17 of the EVD service center 1 generates a
concatenation R1l ~R2 of the random nunbers Rl and R2. In Step S86, the

mut ual aut hentication section 17 of t43@-EMD service center 1 encrypts the
concatenation RL II R2Z with its own secret key Ksesc. In Step S87, the

mut ual aut hentication section 17 of the EMD service center 1 encrypts the
concatenation RLI~R2 with the public key Kpcp of the content provider 2
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agency) containing its own public key Kpesc to the nutual authentication
section 39 of the content provider 2. In Step 589, the nutual

aut henti cati on section 39 of the content provider 2 decrypts the signature
of the received authentication certificate with the secret key Kpca of the
certification agency acquired in advance, and if it is right, takes out the
public key Kpesc fromthe certificate. This process is the sane as in Step
S83 and thus description thereof will be omtted. In Step S90, the nutual
aut henti cation section 39 of the content provider 2 decrypts the
concatenation Rl ~IR2 encrypted wi th the secret key Ksesc, by using the
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random numpes 3t udeLR sS83ed ! tb SRR ISISr EAGsTWE Uk 18HE hedti L8 Yduced
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encryption). If they match, it certifies that the content provider 2 is
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content provider 2 is illegitimte. As described above, the nutual
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from con ent server I nser predeterm ned water mar K t

repr eSeAt Soher S& ! tHEOP{és %2%2 o®Rd i S4RPL! e&eEP%ggfé?'%ﬂé) sﬂ&%atuhre, |

conpressi on ‘'section the conp eSS|on ion 33 of
cont epg, Bﬁ@&kd\%e%hércgﬁgr %%%eﬁafsﬂev‘é@h%rs”%rﬂ&eqmleéﬁl A BY &ney are

predeterm ned nethod such as ATRAC2 and supplies it to the encryptlon

sect i @8t 8#mihBdSt 8P S20Fen ¢ 11€a I ANEM FUEDEF e @ eef Al s SRAL I3 T 0eeriRles

a random nunber for use as a content key KcoA and supplies it to the

encr yphion $86thesn Fent by the sender that has the secret key corresponding
to the public key. Examples of the hash functions used for signatures

include, MD (Message Digest) 4, MD5, SHA (Secure Hash Algorithm), etc.
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In Step S204, the encryption section 34 of the content provider 2-1
encrypts the watermarked and conpressed content A by a predeterm ned net hod
such as DES by using the random nunber (content key KcoA) generated by the
random nunber generator section 35 . Then in Step S205, the encryption
section 36 encrypts the content key KcoA by a predeterm ned nethod such as
DES by using the delivery key Kd supplied by the EMD service center 1. In
Step S206, the secure container preparation section 38 of the content

provi der 2 conmputes a hash value by the application of a hash function to
the content A ( encrypted with the content key KcoA) , content key KcoA

SRR SR SRR el
[ R fi%%re&f%éfnééf%%&gﬁggfwt %kellfg}écﬁgggcgﬁ’teais% I &é’pa(rcﬁwor{l g?e%\f)i o_°r38 of
o L RR pEae e opRI R e LT PR IR A RS G FRE R R s
Ky PRk R hOCa P ERPEL g% 1 BALNTREINEY BE bR R U )
or o] e 2 e o e R PR A e R P R o o me e Ee o
sect i 450 Yduafd }qL&ﬁiFH QLV%]Q,‘%fldl‘?édl-a @ggalpf@%e%? v@fil@it%é“%elya'thast 3 oo

[ [ [ [ escri wth reference to Firgure

authentication 1s simlar to that

43 angbpgthusedeseriptignibiesegbchatomeited. In Step S209, the secure
cont ai ner preparation section 38 of the content provider 2-1 sends the
content pnow dertisidHe ﬁ%ﬁﬁéﬂ@é%péf«‘?ﬁfggybﬂeﬁ eRsR2QRikRskthensariy-ce
provider 3-1 by attaching the authentication certificate ( Figure 18 )

| ssuetidmadivangel Pibd ki fof tndd Gtil oM poenGy-s thhemd @Qf@ﬁ&ti%%tntﬁ_ry()\l'a@%re
secure container is supplied to the service provider 3-1 as descri bed
aboveprimss py agdsq dfe Setfeplihdd hiasheshandcbeep SEsduot b W 63 reaieds.
(6-3) Transm ssion of content from service provider to receiver In Step
S13, ThHee lsexati ceonpiary intdert jereirie ebnf@i-negr) ishdsupplH ad faremcohguseklyi atd
provider 3 to the user hone network 5 (receiver 51) . Details of the
procesw iwmlslwownthatt he édoal chardr dfadgegurthadb3 bndSteps S224n I kevdptheitng
section 42 of the service provider 3-1 checks the signature contained in

t he &g Henttd tiare on weine fia di d satdedemdnad t e conttdre verlowds dédva tseddile go
contai ner sent by the content provider 2-1. If the authentication

cert i¥nfeatkoflFiguard 18) wWaschoisbewdyfalsified, the pricing section 42
takes the public_key Kpcp of the content provider 2-1 out of the

aut hent i cdfi Badeéeth préshBetife Yee mulddPildradiiinénveyse dafnem pdamest
certificate is sim]ar_to the process of Step S83 in Figure 43 and thus
descr§ ptS 9RterBiesd i sIBnethen Wordsy dfsredatinnshirisdy=skdqdd 2E16E St he
service provjder 3- ecrypts the signature int content. provider ,secure
cont GRS adhn Sy S CeoHHBRE Brovh i CAICU AL SR g Hhied SR 6148y 1 RBED o
the ggq;ent pro ider 2-1. %ﬁ cEecks tﬁe content provider sec r%ﬁgontainer
for fFAISTTitation” by  acPBP i fi RGYRhBPHReP t e PESUY TS FESH Shal'tfd Srat ches

t he hash | we obt ai.ned th i.cation of hash fupction ta .the

cont ont | ACCEREA SPAG Gt 5o CR 0ARRAL Sel RAGAS L aint. REy REGACH (1) -
(encrypteq:@j?p %Bg ﬁelivery key Kd) , and UCPA. If the two hash an? s do
not match (falsification is detected) the process is ternminated. 'In fthis
exanpl e, nad +es+assSt e IS i fy I :

cont ent p?@%?gg%hfgi&thc§n¥§?§%%92%5é§t%ﬁt 23% iéP%€¢f%%ﬁ%épggﬁ%ghpglgpép
S223, (4yhe pricing section 42 of the service provider 3-1 takes content A
(encrypted with the content key KcoA) , the content key KcoA (encrypted
with the geld veryokey Kd), and the signature out of the content proybger
secure container and supplies themto the content server 41, which then
stores them Also, the pricing section 42 takes UCP A and UCP B out of the
content provider secure container and supplies it to the secure container
preparation section 44. In Step S224, the pricing section 42 of the service
provider 3-1 prepares PT A-1 and PT A-2 (Figure 20), PT B-1 and PT B-2
(Figure 22) based on the extracted UCP A and UCP B and supplies themto the
secure container preparation section 44. -68
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In Step S225, the secure container preparation section 44 of the service
provider 3-1 prepares the service provider secure contai ner shown in Figure
24 fromcontent A (encrypted with the content key KcoA) read out fromthe
content server 41, the content key KcoA (encrypted with the delivery key
Kd), the signature of the content provider 2, UCP A and UCP B, PT A-|l, PT
A-2, PT B-1, PT B-2 and the signature thereof . In Step S226, the nutual
aut henti cati on section 45 of the service provider 3-1 perforns nutual

aut hentication with the nutual authentication nodule 71 of the receiver 51
. The process of this nutual authentication is simlar to that described
with reference tq Fi. qures 41 {4 43 a t hus S ti r i S .omtted.
In St ep S f?lont%terastec&r e Tonts %1 do) p?[glpara |g°§1 g“;ecfl olﬁanlﬁfﬁ )?fhcea%e Vice

pr ovi t1ec§ e, r&%{lseezf e Oﬁ(’s “ind e&#é\rgeﬁocgé% Uin BB ?S;ﬁlt'%dsigp

S225 Fe Fecel ve of t er ONeé né |ng
aut het'htaltcﬁtshoi‘s %%(fte!é bﬁaf’éeern(fﬂ rf‘ir%@ +REoHOR A p @9 H.’c% <3'5

t he service prOV| secure cont ai ner |s suppl 1 ed t receiver y the
service p 3- ﬂ LIQFqKﬁg the process of Step S13 frqgehes
and Step 14 |n Frgure 39 egi ns 4) Recordi ng of content by receiver In

Step 514, gtthné%rYé&se i Ogbéﬁﬁtsﬁ?&% o) SHBt I Rer ﬁ%nkaﬁyciﬁﬁuéértwecsﬁcget

provi der 'S recelve receiver " of ‘the user home net wor

Det aides, &f filig RHRCESS1IE §Q9WQ ' mcs»bevéf OWE*@{é rﬁfmﬂ%rglérdei@lﬂs” o?! BRe

S241, the nutual authentication nodule 71’ of the receiver 51 per forns

mut Uiidukﬂ%é"@dgy %aEBODnMEBséHetMﬂ@e)?é&h?&Ha&aﬁ:h%nunﬁ%ﬁe £886bk9RatPoRf
the Service provider 3-1 via the communications block 6 | f the rnutual

aut heytt iceat paP1i & 1selgGessi @l £11 661 EoTANtRIrGR! benshdlnrarftl ofeeshyasathen,
service provider secure container (Figure 24) fromthe service provider 3-1

t hat tray Eeeireat REyid cahe otubs adongiti hedtfireat the. pul i b&cuthaid ittt topher
fails, the process is termnated. In this exanple, however, it is assuned

t hat Hdwer radnmlt ad RivvddyesidDbdssl dap 1suoee kaibull calge: Stfepph828dbilic key
performed next. In Step S242, the conmunications block 61 of the receiver
51 recei nes das caltdeehtabeatd ,ortloeRSX | capret of vé them sean ebs&egi f foenehhekeys
service provider 3-1 that participated in the nutual authentication. In
St ep 324 3Znd¢typehon yprd onedegpyponon nodul e 74 of the receiver 51 checks
the signature contained in the service provider secure container for

fal si fi calNoshanetbeyailini Sthay szyptoplystemsiElbhptbh Gur e eEPBAITraRbY/
process is termnated. In this examle, however, it is assuned that there
I s novilal Hief feacrohesnar seépysaoact P ﬁemo&enedp%&t on khe g 1épAric gepy¥eand
PTs are se| ected and usage details and price thereof are selected. Mre
specri‘f icafly a’t‘hTa ucpd ot 3F1§8t additipes RERP M She ﬁﬁalpﬁécPﬁF’érYﬁat

t f th di t t ed, th
isﬁf'o - aBRoE e Pt TSl 00, Bifad Tt Reh e B Al et S vor RRE S Erirnar

| nformati of ,the re reng'nformat'on

1 .H&@lei%ecfﬁn%mﬁ? hg8e BEEmP I8P e EBE5E bt SpP S FAGRLS- 10cGRNPEES22
Dot o1 o e B BEBp SR A D RN T BrEE
12A)ﬁ@yfﬂ1Usan% a random number r and the public keys, c1pher text Cl and
C2 are computed from plain text M by equations (4) and (5).
Cl = M + rnB eo. {(4)
c2 = er ... (9)

Cipher text Cl and C2 are decrypted into plain text M by equation
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shows "User Conditions 10" of "Usage Conditions 10" contains ' 200 Points
or Higher' is selected. Besides, since "Account-Settling User Information"
of the reference information 51 has set the user F as '"Male' , "Pricing
Condi tions 10" of PT A-1 (Figure 20A) are satisfied. As a result, out of PT
A-1 and PT A-2 prepared in accordance with UCP A, PT A-1 is selected.
Afterwards, details of UCP A and PT A-1 thus selected are displayed on the
di splay unit which is not shown through the display controller 67. Then,
the user F perforns an operation to sel ect predeterm ned "Usage Details" of
UCP A on the operator panel which is not shown, wth reference to the

se éﬁﬁ.’e{:cerefx%“%Irigfs%o"ﬁ"ﬁ%% Z&Iegi%ﬁ%"ﬁcﬁﬁ“%;e%i‘réi e&i%gggg%ahﬁgiﬂé‘?of
ucpP P - ' N 6$. ,
P gl BOLCBD £ b 4 AUL SN ENS S RO BLLEE BBl
I S . i . h R
51 pripios TR T O g SRR L bR AT B I et LB 56
, baqggzgea%%eYﬁ@ﬁryhgfRghsggggggggkkimll" of UCP A and PT A-1 selected in

Step I's case, the nte i's purchased and reproduced at a

char ge of 2000y 49 FHFRSIIC, SANhENA LERBARLE idh Jobt cantent, ckey

KcoA), UCP A, PT PT A-2, and the signature of the content provi

are t i i iaar, i 4 put
ot T e A TR R P A IR, S e a2

the efcFyptd QRIHRGY YRbd fHrd ']:ietce714/igi)%f B4R etrex £98 RNt rhaY L IKE G & ,(l,gvice

(encrypted with the delivery key Kd) containéd in the service provider

secureecedtt ai nert wahhal 88 sler £y ek ndkaya KGstHurd d 4t 1416 Wi itheMeduke 3.
In Step S248, the encryption unit 93 of the encryption/decryption unit 74

encr \ptsvider DBeeblrekeynéend tesmpitetht ProveBe®24dcuby dEBANSi ey thethave
key Ksave stored in the nenory nodule 73. In Step S249, the data check
modulseribi@d phevieeei yer Hi tSeds chesmp he, usawevéenf os mteothet e68gen63A of
the external storage 63.for the block BP which has free space and in which
t he qomieidekeyedicnd eostyphed dbéh hbe santakeys&sawe infSkaptH348 ahdsUCS
A prepared in Step S245 are stored in matching pairs . In this exanple,

bl ockmBRidl cfutthentsageionf bsnabtonestosage lg3AeqEigeds 29) is detected.
Incidentally, in the usage information storage 63A of Figure 29, the usage
‘i nf or mat i Ghereetvtendr paoRPARrof -Lhiead| ekl GPL Ly iths Iseme tondligegdy isnore
the content key KcoA and UCS A In this exanple, however, they are not

st or ddharcaisn hereviged prédetberrhiedei axplanathoprwbih srawididmnmiidd Peee
space is stored. In Step S250, the data check nodule 75 of the receiver 51
obt aifst Etethsh val ue by applying a hash function to the block BP-1 data
(all the data stored in the usage information nmenory areas RP-1 to RP-N)
det ect ed i \#)SEEF ELR PERESh Step S251, the data check nodul e 75 conpar es

t he hash I bt ai ned. i t 250 with t i ficati I HP- 1,
(Figure sXPUnaRe; BUEEG ale T A (P hBA S Pamiac REY LOFF choHAL Lt o

5 OChB e Il A ElreHhRRLE8H pRE Byl adinofige 8 il heat | ap,o0e
stor oﬁ%ysﬁé%&@g %}A&O%C(gth%e c%?ﬂ:te%nct (lé?%é'?g%%g;g@rt%pttﬁg Woh@ek@ekagve

key Ksave in prépared in ) I n the usage
i nf [ - I -1 A inf of;pmt i
st or o IR TR L T (el ath Regelel iy SRHE KT QUER L fRa
modul £ sT3nQk ildeo EQGEL Voh t2htCRPBYE B8 & Rk a‘i‘fi‘lle‘deﬁﬁytl?@ @Mt’é?ngﬁga%tﬂder

function'to all the data stored in block BP-1 in the usage in tion

stor %Lﬁ@ycdﬂt@ilifﬂf‘%utdgﬁil&ﬁ%@/ LAEOLIRELRP St £8et T hR YSRGS ies them
information nmenory area RP-3 in Step S252. In Step S254, the data check

modulte AhOVesitd esohbeineri brephiaBi¥al HecHPoh duored in the nenory
nodule 73 with the hash value. In Step S255, the accounting nodule 72
stores, imrhheriemiy s@mstien /82 dhecascohatanghent 0eiayi 68 Ahprepatedti n
Step S245, and the process finishes. In Step S251, if the data check nodul e
75 deireywnides dd@iré h€ontainer based on the signature contained in the
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conput ed hash value and the verification value HP-1 do not match, the bl ock
BP-1 data has been falsified. Consequently, the data check nodul e 75 goes
to Step S256, where it determ nes whether all the blocks BP in the usage
information storage 63A of the external storage 63 have been checked. If it
determnes that not all the blocks BP in the external storage 63 have been
checked, it goes to Step S257 and searches for other unchecked bl ocks with
free space, returns to Step S250, where the rest of the process is
executed. In Step S256, if the data check nodule 75 determ nes that all the
bl ocks BP in the usage information storage 63A of the external storage -7 3
63 haye been ch d here i1 s _no.bl ock BP.(usage information nenory area
Ry Cror PR TR AUk SPRtR B aRkag SEn R, LRt R SR TR
When e V] proyid ontajner .is,.thus received, by the recejver
e e T S e e D e e TS
(6-5) i f.C ; 5 0 l.i.ed j.s used
by e R ervart i e B EBLie Re P oS cohtEnf Pt B! e L SMERLIFY iy
sel e t Vi n A | PN . T, ,

;epr oiaero apasas 48 e e bR eh® AR £0] R0 o Pl content

reprq%ﬁgi'ggri§?§H€§ngkﬂghgﬁegl9@/gﬂgg%eat Figure 47. In Step S261, the

dat a nodu e fecelver conput es a hash val ue by applying a

hash functionpd £fte gk BPok dakd dontleh® 5%%&311‘ %rer&tﬂeogr@g%gﬁgg %%t‘\h

of the external storage 63, i ncluding the content key KcoA (

the sayerkeyedsavge gpf £96RdaH N gerin i
RP. 3 o ey Sie P Etﬁ Etee St%ppgggg?ég PETENhELBRULAY TR Bt

the resetyhiedli HMA@tidiR RATV IR S LURUIRM Hal ndreRindk GhipMitik 4 R diash
val ue (verification value HP-1) conputed in Step S253 of Figurée 46 and

st or egb | thd heedEr®@ o b dgh &85t idn t4ey malgive e SHReK thd 1

data is free of falsification and Step S263 is performed next. In Step
S263,pticé stales er PT nedl WIEL §ere CROAENEAJAPTS Aapai(Falhee PasHd @rdpgrered
information contained in "Paraneter"” of "Usage Details" for UCS A (Figure
28) . docordimpl €o BEP "Aype"tlef Fildiage 1D2t.ai RBSPTf ebntdids the information
to be specified in "Content ID," "Content Provider ID," "UCP ID,"
"Service Provider ID," "PT ID," "PT Validity Period,"™ "Pricing
Conditions," and "Price."
"Content ID," "Content Provider ID," and "UCP ID" of PTs contain
the information specified in the corresponding items of the UCP. That
is, "Content ID" of PT A-1 and PT A-2 contains thé ID of content A,
their "Content Provider ID" contains the ID of the content provider
2-1, and their "UCP ID" contains the ID of UCP A.
"Service Provider ID" contains the ID of the service provider 3
that has provided the given PT. "Service Provider ID" of PT A-1 and
PT A-2 contains the ID of the service provider 3. "PT ID" contains
the ID assigned to the given PT: "PT ID" of PT A-1 contains the ID of
PT A-1 and "PT ID" of PT A-2 contains the ID of PT A-2. "PT Validity

Period" contains information about the validity period of the given-
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UCS is set to ' Limted-Tinme Reproduction, ' "Parameter” of the UCS stores
the start tinme and end tine of usage. And it is determ ned whet her the
present time is within the limts. If the present time is within the
limts, the content is judged to be available and if it is not within the
limts, the content is judged to be unavailable. On the other hand, if
"Type" of "Usage Details" for UCS is set to a use type that allows
reproduction (duplication) up to a certain nunber of tines, "Paraneter"
stores the informati on about the remaining nunber of tinmes the content can
be used. |If the avail able nunber}of times stored in "Paranmeter” is not zero

hana, *FF TRE OB F e oﬁ#‘ HeL Fehbarforbie TRk %b%éé%%n%ﬁﬁ@gf PT

Rl f | f.
oS ?ts'%é O v A PUR Y Brofrero2 FERERiBS R FR TR L Bl
|s pu(F H_L%Sd repr oduced wthout Iimt. Ther ef ore, Par arret er" of "Usage
[

Det ai A contains information that content is avail able. And thus

in this exsml &nd [’28?%1}'%1%%%3' 8895%@55016‘"‘U%éru?gﬁgéﬁgﬂﬁg"aé/&!l l"?%tﬁtpment

Consequently, Step I'S per or ned next S t he ac

I'TDdU|@?rY£l€)IOﬂ§Ie"r§§eﬁ_ﬁ Pglgﬁggaggt egﬁ%tsﬁge:‘l\%l?ﬂ%ig{loll@ ALIPQ?.?P notwrQRt ai n

any information that s e up e nunber times

stor E@oﬁcﬁ‘n.tf’@ﬁ@“"écﬁftan?s dedHRmRMRA B¥oliti fhe BRI Hfond/5R3IL PEL G S WhicS

set to a use type that allows reproduction up to a certalin nunber of tines.

Next ,cdm s¥1e:15262 gt henSHM, GZka&um@eﬁ@%ﬁ/ﬂtﬁJn@t Qroef'&atﬂﬁs Qﬁ%o&mla&%&@d
in Step S264 (not act ually updated in this exanple) in the - usage

i nf orgmdh O HE I iad i Ritor ehet EQu@gﬁ%lﬁtBE’h&tl Baﬁ%l’é@ﬂ%ﬂé‘f&r\f@{ ueD
storage 63A of the external storage 6 In Step 5266, the data check nodul e
75 conput e 8hbBasds ¢ alfueT by-13pPhyi Bgng dwmsdy £ L6es i1 t o dowe it ek BRykegat a
in the usage information storage 63A of the external storage 63, including
t he WS staed 0i"no St'@p i836fy acddoveonsi 1EScbheay aki i fatmoni el (usraiig- 3
stored in the menory nodule 73 with the hash value. In Step S267, the

nmut ualnditdeing ddid torthedslees 7& 041 SAM 'G2naishent (Gdndiitt el et "er ietcy e
101 of the deconpression section 64 perform nutual authentication and share
t enpdiengl kibyss KtEhyd.s The peots Cafditthion nut ThlusauPhleht 1 czan dre iss leictieldar
to that described with reference to Figures 41 to 43 and thus description

t her evtly sopmatedusghe. random nunbers Rl, R2, and R3, or their

conbi nations used for the nmutual authentication are stored as tenporary
keys KtenplInl'Wskegoogd iante l88caypt iEomipnanty Coptlithens 10" of "Pricing
encrxftlon/decryptlon nmodul e 74 decrypts the content key KcoA (encrypted

wi t h" ¢PRA%ERP R VP ks AFHL S o e £GP ma&assspfleephetmgag%f.%%@ S &% téfor y

area RP3 e usa i nf ormat i on tora e b6 fhe external storage
Stk Gl oI AiA5, TI9C bt PeORAVES keyt KERE Wi ORI S H8Nor y

et yIRT GhiHeet PO aaFe JAEHEr §EESRTE hER) %%%ﬁ%%qz G capaitdRn gf
Cont S0 TR Koli®Y0 S50y Laits Jréf’%r?g@@yygﬁ@%‘%s% {30 Yo B1n
AeCONPE £55) 09 s89Gh 901 B =T CngclBRsh E@Z&% | B 4o, xgﬁkgenggggg%v%%% of

t he deconpressi n Sec n 64 decr > e con
e’ Cad QOB niE g NS i font |8 APARTRLRRSY recorkeﬁ%%%%abéﬁéz

through ¢iles i i 8 face §6coﬂlal§£89 2648 obﬁem@% Yt '“séng) Y & K3 of the

deconpression section 64 decrypts content A (encrypt wth the content key

Kco) with firhene¥yLnb ekey aAKeQAr plic BhERCoRadth 1 d {18 28@C OSBRSS Ak dT0du g 0304
of the deconpression section 64 deconpresses the decrypted content A by a

pr eded@idi tash 412 drodo s uThr 881 AJRAGAd 1 kR oBEeR 082 Eon thh @ swanegvaddd igh nodul e
105 of the deconpression section 64 watermarks the deconpressed content A

for idemdndleal iipaiefatiiey thaei Mes Wsbr L8 &SP S270ERARIHE Aoh8idtibakt to
speakers or the like (not shown) and the process finishes. In Step S277, if
it is determined in Step S262 that the hash val ue
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conputed in Step 5261 and the verification value HP-1 stored in the nenory
nodul e 73 of the receiver 51 do not match, or if the content is judged to
be unavailable in Step S263, SAM 62 runs predeterm ned error processing to
di splay an error nessage on the display unit (not shown) through the

di splay controller 67 and the process finishes. In this way, when content A
is reproduced (used) on the receiver 51, the process finishes, and so does
the entire process in Figure 39. The description has been directed to a
case as an exanple where the content A is used (purchased) by the receiver
51. The receiver 201 can al so use the content A as the receiver 51.

However ,, o' Use Poi forna of t e fe en e i nf or, f 1he
receidbr BAOT 1% ol %Ratléo%% IR LS e B SRS
2-1 counts, 23 %grnt a§ s?omn in gure 38 the recerver 201 does not

ful fi99 ?%% g% Y EE%%ecBﬁﬁ Pions 10" of "Usage Conditions 10"

Therefore i g, this

as to sele |H865tc ltﬁOPﬁiébc §Kpm§§%b§%%§ h gngigpcggl cteg?ggggﬁég%é%
Fi 0"

5 1ol Bk B S BRI G S3GAY B3 BB neSet oGl i P20,

PT As%t&»ﬂggft eeh%l%q“' PHEQIr éé’n ft e%?éso'e%ﬂfzﬁf}]tcmt s e r%%lasts gg"on

recel ver mast er equl pnen IS way,

vari I‘t{%tﬁfﬂﬁ' tb%% %%t cb8t 61@&1?0(‘#1@15%% 1834 :h%éniﬁg My L@F%o%’?ﬂ&ﬂ%ﬁ%e for

det ai S an he range of sel’ection of e determ ne Mor eover ,

the deser| p&'md@%&féafbdbdcﬁtﬁ{ ShdiQot {575 % 3Bl XAk & VORLE L1368 e

Conditions" of UCPs and "User i'tions™ of "Price" of PTs are nade as

Condﬂtu9”§FI%Frée¥59f ﬁQ&nQﬁ a“gaer "é&uiﬁm@$§008ﬂ§§tbbﬁstB@b thathkase a0r
the date of Dir of a user are set for conditions. In this case,

i ndi %fﬁbé’%d&@@@o@)ﬂnﬂé&hﬂﬁg o $RIndi® iRfE Walyese QR rg réFRa9fing
service code in Figure 15A 6) Account settlement Now the processi ng
pr ocetiimesnfiery §ﬁtﬂﬂlsﬂgaaecmta5c@s\namttbﬁ deteiovarmddn vhl " Neecdagskeibad
with reference to the flow chart in Figure 48. This process is started when
t he anbunRgmsdireithexee@dyuaeproset peeckl’ ngrf (e ddntdirchatge ulseigef eharlgeor
tenporary registration), or if the version of delivery keys Kd becones
obsolwien tekiaontént nposssblleactordemanpbetheoudectype tilieecpnthrt pkéyeKco
(encrypted with the delivery _7 8_ key Kd) in Step S247 of Figure 46 (and
t hus affrgdssirtilo ttso toeveeveheheoseent cacprodiniert s de spemitfdietetse typs)ep
S301, mnutual authentication is performed between the receiver 51 and EMD
servisrecihted in "Thips "nof Udlisage PeteEiidat'i off the gtattegprandinaiUCPescThbéed
with reference to Figures 41 to 43 and thus description thereof is omtted.
Next mqan%ttétﬁts?,@@%smpézsemﬁéeriebrér'\%trlcat 1déhas BR &ut e .'éé?noorren'
certificate to the user management section 18 of the EMD service center
I n StiRpasbied dav'Erice the PRES Par BEdéﬁéFﬁ’p*E]%e tHPe‘-’qlJ”@ES% Iﬁ’étlcceor(PEéﬁSﬁéls
to be settled means of th

to th t t f
{ et P BB ShE A " The SRS LRAds S et Ll i e $8095r8ng
d to the E t th th f del
o &%%%@%mﬁﬁ%mmmmcwy
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the use type "First-generation Duplicate" as indicated by "Type 12"
of "Usage Details 12" of UCP A. '100 Yen' in "Price 13" of PT A-1 and
'50 Yen' in "Price 23" of PT A-2 are the prices of the rights to use
the content A according to the use type 'Limited-Time Reproduction'

as indicated by "Type 13" of "Usage Details 13" of UCP A. '300 Yen'
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In Step S305, the billing section 19 of the EMD service center 1 analyzes
the accounting infornmation received in Step 5303 to cal cul ate the anmounts
to be charged to the user (user F, for exanple). Then, in Step S306, the
user nmanagenent section 18 checks to see if the accounts were settled
successfully in Step S305. -7 9 Next, in Step S307, the user managenent
section 18 of the EMD service center 1 sets the registration conditions of
the receiver 51 based on the results of checks run in Steps S304 and S306,
and attaches a signature to it  to prepare a registration list of the
receiver 51. For exanple, if an illegal act is detected in Step S304, the
"Status Flag" is,set_tg '. Stop, ',.which stops,all the gubseguent_ processes
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provi ding users with the conputer prograns for running the processes

descripedtabomeicé naddd PANALe keeotding ABdhBgls UL tafe FRANRYY GlEGS,ed
CD- ROVs, or solid statenenories, comuni cations nmedia such as network or
satel inteBrresa H'sadepPused. 2Theos ot @2 pr avi gabstaccondl 80usors hearmhowe
enbodi ment of the present invention store second information containing the
usageconhdnti Angtahdltisapge gdetiael asbycapmoadationgadid huddres fir st
information and send the second information to predeterm ned equi pnent by
associ ati ngigurd IheHdwstPT BF-dr emti 8. BTRepeéparedtacsopdssgbte TGP B in
Figure 12B. PT B-1 in Figure 22A includes the ID of content A, ID of
content provider 2-1, ID of UCP B, validity period of UCP B, Id of service
provider 3-1, IDof PT B-1, validity period of PT B-1, pricing condition
30, and two types of prices 31 and 32.

"User Conditions 30" of "Pricing Conditions 30" in PT B-1 is set
to “No Condition” and "Equipment Conditions 30" contains information
('Slave Equipment') which conditions the equipment to be a slave
equipment. Therefore, PT B-1 can be selected only when the content
A is used by the slave equipment.

In "User Conditions 30" and ;'Equipment Conditions 30" of "Pricing

Conditions 307, actually, code values of each type of code are set as

shown in Figure 23A. "User Conditions 30" contains a service code 0000h
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distribute the first information according to the usage conditions.
Furthernore, the service providers according to the enbodi nent of the
present invention prepare third information containing the pricing
conditions and the price of the first information, in accordance with the
second information that contains the usage conditions and the usage details
of the first information, and send the second information and the third
information to predeterm ned equipnent by associating with the first
information. Therefore it is possible to distribute the first information
according to the conditions. Furthernore, the receivers according to the
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is set at below number 100 for the slave equipment.

'100 Yen' in "Price 31" on PT B-1 is the price when reproduction
is performed four times as "Type 21" of "Usage Details 21" of UCP B
(Figure 12B) indicates 'Pay Per Play 4'. Also, '300 Yen' in "Price
32" is the price when duplication is performed two times as "Type 22"
of "Usage Details 22" of UCP A indicates 'Pay Per Play 2'.

PT B-2 prepared according to UCP B includes, as shown in Figure
22B, the ID of content A, ID of content proVider 2-1, ID of UCP B, UCP
B, ID of service provider 3-1, ID of PT B-2, validity period of PT B-2,
pricing condition 40, and two types of prices 41 and 42.

"User Conditions 40" of "Pricing Conditions 40" in PT B-2 is set
to “No Condition” and "Equipment Conditions 40" contains information
('Master Equipment') which conditions the equipment to be a master
equipment. In short, PT B-2 can be selected only when the content A
is used by the master equipment.

In "User Conditions 40" and "Equipment Conditions 40" of "Pricing
Conditions 407, actually, code values of each type of code are set aS

shown in Figure 23B. "User Conditions 40" of "Pricing Conditions 407
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conditions by associating said second information with said first

I nformati on; and sendi ng neans for sending said first information held by
sai d hol di ng neans and said second information stored by said storage
means. 2. An information processing nmethod, characterized by conprising: a
hol di ng step of holding encrypted first information; a storage step of
storing second information containing the usage conditions of said first

i nformati on. and usage details for said usage conditions by associating
said second information with said first information; and a sending step of
sending said first information held by said hol di ng step and said second
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the value code is set to 000064h indicating “value 100” and the condition
code is set to 06h meaning “= > (equal or larger)”

The prices indicated in “Price 41”7 and “Price 42” on PT B-2 are
charges when using the content A according to the use type indicated
in each "Type 21" of "Usage Details 21" and "Type 22" of "Usage Details
22" in UCP B.

Here, comparing the prices on PT B-1 (applied to the slave
equipment) and PT B-2 (applied to the master equipment), the price on
PT B-1 is found to be set at two times as much as that on PT B-2. For
example, while "Price 31" on PT B-1 indicates '100 Yen', "Price 41"
on PT B-2 indicates '50 Yen'. Similarly, while "Price 32" indicates
"300 Yen', "Price 42" indicates '150 Yen'

Returning to Figure 19, the policy storage section 43 stores the
content's UCP supplied by the content provider 2 and supplies it to
the secure container preparation section 44.

The secure container preparation section 44 prepares a service
provider secure container consisting, for example, of the content A -
(encrypted with a content key KcoA), content key KcoA (encrypted with
a delivery key Kd), UCP A, UCP B, signature of the content provider
2, PT A-1, PT A~2, PT B-1, PT B-2, and signature of the service provider,

as shown in Figure 24.
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i nformati on; and a sending step of sending said first information held by
said holding step and said second informati on stored by said storage step.
4. An information processing apparatus, characterized by conprising:
reception nmeans for receiving encrypted first information and second

I nformati on containing the usage conditions of said first information and
usage details for said usage conditions, sent froma given provider;
preparation neans for preparing third information containing the pricing
conditions for said first information and the price that corresponds to
said pricing conditions according to said second information received by
sai d receptj on neans; and sendi means for sending encrypted said first
infornathﬁ#%ﬁwiEﬁﬁdsgﬁﬁﬁﬁchﬂ%BgﬁﬁflBHGPQEQF%QH 5FCLdrd Adc SRR afedie as
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Fﬁfgfﬁgﬁ$zaggﬁahlng an au%ggkkgga % certl%?hgkgg %%%%y%%e HQ %ﬂé shown
in Figure 25, consisting of its version number, its serial number
assigned to the service provider 3-1 by the certification agency, the
algorithm and parameters used for the signature, the name of the
certification agency, the validity period of the authentication
certificate, the name and public key Kpsp of the service provider 3-1,
and the signature of the certification agency.

Returning to Figure 19, the policy storage section 43 stores the
content's UCP supplied by the content provider 2 and supplies it to
the secure container preparation section 44.

The secure container preparation section 44 prepares a service
provider secure container consisting, for example, of the content A
(encrypted with a content key KcoA), content key KcoA (encrypted with
a delivery key Kd), UCP A, signature of the content provider 2, PT A-1,
PT A-2, and signature of the service provider, as shown in Figure 17.

Also, the secure container preparation section 44 supplies the
prepared service provider secure container to the user home network
5 by attaching an authentication certificate, such as the one shown
in Figure 18, consisting of its version number, its serial number
assigned to the service provider 3 by the certification agency, the
algorithm and parameters used for the signature, the name of the

certification agency, the validity period of the authentication
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second information containing the usage conditions of said first
informati on and usage details for said usage conditions, sent froma given
provi der; a preparation step of preparing third informati on containing the
pricing conditions for said first information and the price that
corresponds to said pricing conditions according to said second information
recei ved by said reception step; and a sending step of sending encrypted
said first information and said second information received by said
reception step as well as said third informati on prepared by said
preparation step to appropriate equipnment. 6. A providing nediumthat
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provider 2. It also performs mutual authentication with the user home
network 5 before sending the service provider secure container té the
user home network 5. However, this mutual authentication is not
performed if, for example, the network 4 is a communication satellite
network. In this example, since the content provider secure container
and service provider secure container do not contain secret information,
the service provider 3 need not necessarily perform mutual
authentication with the content provider 2 and user home network 5.

The service provider 3-2 has basically the same configuration as
the service provider 3-1, -therefore explanation with drawings will be
omitted. |

(5) User home network

(5-1) Receiver 51

With reference to the block diagram in Figure 26, an example
configuration of the receiver 51 in the user home network 5 will be
explained. The receiver 51 consists of a communications block 61, SAM
62, external storage 63, decompression section 64, communications block
65, interface 66, display controller 67, and input controller 68.

The communications block 61 of the receiver 51 communicates with the
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a sending step of sending encrypted said first information and said second
information received by said reception step as well as said third

i nformation prepared by said preparation step to appropriate equi pnent. 7.
.An information processing apparatus, characterized by conprising: storage
means for storing appropriate reference information; reception nmeans for
recei ving encrypted first information, second information containing the
usage conditions of said first informati on and usage details for said usage
conditions, and third information containing the pricing conditions for
said first information and the price that corresponds to said pricing
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for cryptographic use. It has amulti-layer construction in which the
memoty cells inside are sandwiched by dummy layers of aluminum and the
‘ like. Since it operates at a small range of voltage or frequency, it

is difficult to read data illegally from outside (tamper-proof).

The mutual authentication module 71 of SAM 62 sends SAM 62
authentication certificate shown in Figure 27 stored in the'memory
module 73 to the partner of mutual authentication, performs mutual
authentication, and supplies the temporary key Ktemp (session key)
consequently shared by the partner of mutual authentication to the
encryption/decryption module 74. The authentication certificate of
SAM contains information that corresponds to the information contained
in the authentication certificate (Figure 18) of the content provider
2-1 and authentication certificate (Figure 25) of the service provider
3-1. Therefore, its description is omitted.

The accounting module 72 prepares usage control status (UCS) and
accounting information based on the usage details of the selected UCP.
Figure 28 shows an example of UCS when the rights for content have been
purchased according to the use type 'Purchase and Reproduce.'

It shows UCS A generated based on the usage details 13 in UCP A shown

in Figure 20 and "Price 13" on PT A-1 shown in Figure 20A. As shown
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execution neans for charging for the usage by the usage neans according to
said price that corresponds to said pricing conditions selected by said
pricing condition selection means. 8. An information processing nethod,
characterized by conprising: a storage step of storing appropriate
reference information; a reception step of receiving encrypted first

i nformati on, second information conta~.ning the usage conditions of said
first informati on and usage details for said usage conditions, and third
information containing the pricing conditions for said first information
and the price that corresponds to said pricing conditions, sent froma
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SeleCtion'§£§§Eeﬁy“&ﬁ;%-mContent Provider ID," "UCP ID," "UCP Validity
Period," "Service Pfovider ID," "PT ID," "PT Validity Period" of UCS
contain the information specified in the corresponding items of the
PT. Thus, in the case of UCS A in Figure 28, "Content ID" contains
theiﬂ)ofcontentA,"ContentProviderID"containsthe]I)ofthecontent
provider 2, "UCP ID" contains the ID of UCP A, "UCP Validity Period"
contains the validity period of UCP A, "Service Provider ID" contains
the ID of the service provider 3, "PT ID" contains the ID of PT A-
1, and "PT Validity Period" contains the validity period of PT A-1.
"UCS ID" contains the ID assigned to the given UCS, and thus "UCS
ID" of UCS A contains the ID of UCS A. "SAM ID" contains the ID of
the equipment and "SAM ID" of UCS A contains the SAM 62 ID of the receiver
51. "User ID" contains the ID of the user who uses the content and
"User ID" of UCS A contains the ID of user F.
"Usage Details" consists of items "ID," "Type," "Parameter," and
"Control Transfer Status." Of these items, "ID," "Type," and
"Parameter" contain the information specified in the corresponding
items of "Usage Details" of the selected UCP. Thus, "ID" of UCSA
contains the information (ID of Usage Details 13) specified in "ID 13"
of "Usage Details 13" of UCP A, "Type" is set to 'Limited-Time

Reproduction' specified in "Type 13" of "Usage Details 13," and
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an execution step of charging for the usage by the usage step according to
said price that corresponds to said pricing conditions selected by said
pricing condition selection nmeans.s~ 9. A providing nediumthat provides a
conput er -readabl e program for nmking an infornation processing apparatus
execute a process, characterized in that said process conprises: a storage
step of storing appropriate reference information; a reception step of
receiving encrypted first information, second information containing the
usage conditions of said first informati on and usage details for said usage
conditions, and third information containing the pricing conditions for
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usage condition selection step an an eéxecution step of chargling
for therysAgeiBY "t H8 U@ L @ed UCP is set to 'Permitted’ (i.e., control

transfer is possible). If no control transfer is performed, Both the
ID of the source equipment and the ID of the destination equipment are
usadastheIH)ofthesourceequipment. If "Control Transfer Permission
Information" of ghe UCP is set to 'Not Permitted,' "Control Transfer
Status" should be set to 'Not Permitted.' 1In that case, control
transfer of the content is not performed (not permitted). 1In "Control
Transfer Status" of UCS A, the IDs of both source and destination
equipment are set to the ID of SAM 62 because "Contrél Transfer
Permission Information 13" of ﬁUsage Details 13" of UCP A is set to
'"Permitted' and because the control of content A is not transferred.

"Usage History" contains.the history of use types for the same
content. Only information that represents 'Purchase and Reproduce'
is stored now in "Usage History" of UCS A. For example, if the receiver
51 has used content A before, information that represents the then use
type is also stored.

In the case of the UCS described above, "UCP Validity Period" and
"PT Validity Period" have been specified. However, these items may
not be specified for the UCs. Also, although "Content Provider ID"

has been specified for the above UCS, it may not be specified if the
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UCP ID is unique enough to identify the content provider. Similarly,
"Service Provider ID" may not be specified if the PT ID is unique enough
to identify the service provider.

The UCS prepared.is sent to the external storage 63 and stored
in its usage information storage 63A, together with the content keys
Kco (encrypted with a save key Ksave) supplied by the decryption unit
91 of the encryption/decryption module 74 of the receiver 51. As shown
in Figure 29, the usage information storage 63A of the external storage
63 are divided into M number of blocks (1 MB each, for example): BP-1
to BP-M. Each block BP, in turn, is divided into N number of usage
informationmemoryareas:Ré—ltoRP¥N. Thecontentkeychb(encrypted
with a save key Ksave) and UCS supplied by SAM 62 are stored, in matched
pairs, in the appropriate usage information memory areas RP of the usage
information storage 63A.

In the example of Figure 29, the UCS A shown in Figure 28 and the.
content key KcoA (éncrypted with a save key Ksave) for decrybting cintent
A are stored, in matched pairs, in the usage information memory area
RP-3 of the block BP-1. Other content keys Kcol and Kco2 (encrypted
with a save key Ksave) and usage control status UCS 1 and 2 are stored
in the usage information memory areas RP-1 and RP-2 of the block BP-1.
The usage information memory areas RP~4 (not shown) to RP-N of the block
BP-1 as well as blocks BP~-2 (not shown) to BP-M do not store any content
key Kco or usage control status UCS and contain the initial information
which indicates that they are empty. Hereafter, the content keys Kco

(encrypted with a save key Ksave) and UCS stored in the usage information
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memory areas RP will be collectively referred to as usage information
if there is no need to treat them separately.

Figure 30 shows the accounting information A prépared together
with UCS A shown in Figure 28. As shown in Figure 30, accounting
information contains items such as "Content ID," "Content Provider ID,"
"UCP ID," "UCP Validity Period," "Service Provider ID,"™ "PT ID," "PT
Validity Period," "UCS ID," "SAM ID," "User ID," "Usage Details," and
"Accounting History."

"Content ID," "Content Provider ID," "UCP ID," "UCP Validity
Period," "Service Provider ID," "PT ID," "PT Validity Period;" "UCS
ID," "SAM ID," "Use; ID," and "Usage Details" of the accounting
information chtain the information specified in the corresponding
items of the UCS. Thus, in the case of the accounting information A
in Figure 30, "Content ID" contains the ID of the content A, "Content
Provider ID" contains the ID of the content provider 2-1, "UCP ID"

contains the ID of UCP A, "UCP Validity Period" contains the validity

'period of UCP A, "Service Provider ID" contains the ID of the service

provider 3-1, "PT ID" contains the ID of PT A-1, "PT Validity Period"
contains the wvalidity period of PT A-1, "UCS ID" contains the ID of
UCS A, "SAM ID" contains the ID of SAM 62, "User ID" contains the ID
of user F, and "Usage Details" contains the information specified in
"Usage Details 13" of UCS A.

"Accounting History" of accounting information contains

information indicating the total of the accounts calculated in
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equipment. "Accounting History" of aqcounting information A contains
the total of the accounts calculated in the receiver 51.

In the accounting information descried above, although "UCP
Validity Period" and "PT Validity Period" have been specified, they
may not be specified for the UCS. Also, although "Content Provider
ID" has been specified in the accounting information described above,
it may not be specified if the UCP ID is unique enough to identify the
content provider. Similarly, "Service Provider ID" may not be
specified if the PT ID is unique enough to identify the service pro’vider.

Returning to Figure 26, the memory module 73 stores keys such as
the public key Kpu of SAM 62, the secret key Ksu of SAM 62, the public
key Kpesc of the EMD service center 1, the public key Kpca of the
certification agency, the save key Ksave, and three months' delivery
keys Kd, the authentication certificate of SAM 62 (Figure 27),
accounting information (for example, the accounting information A in
Figure 30), reference information 51, and M number of verification
values HP-1 to HP-M, as shown in Figure 31.

Figure 32 shows the reference information 51 stored in the memory
module 73. The reference information contains predetermined
information specified for each of the items of "SAM ID," "Equipment
Number, " "Settlement ID," "Charge Limit," "Account-Settling User
Information, " "Subordinate User Information," and "Use Point
Information."

"SAM ID," "Equipment Number," "Settlement ID," "Account-Settling

User Information," "Subordinate User Information," and "Use Point
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ID of user F, account-settling user information of user F (general
information (the name, address, phone number, settlement institution
information, date of birth, age, and sex), ID, and password of user
F), and the same information shown by the use point information (Figure
10A) shown in Figure 33.

"Charge Limit" contains the upper limit on amounts charged, which
varies depending on whether the given equipment is registered formally
or temporality. "Charge Limit" of the reference information 51‘
contains the upper limit on amounts charged for formally registered
equipment ('Formal Registration') because the receiver 51 has been
formally registered. The upper limit of amounts chargednwhen formally
registered is higher than the upper limit of amounts charged when
temporarily registered.

Next, M number of the verification values HP-1 to HP-M stored in
the memory module 73 shown in Figure 31 will be explained. The
verification value HP-1 is the hash value obtained by the application
of a hash function to all the data stored in block BP-1 of the usage
information storage 63A (Figure 29) of the external storage 63. The
verification values HP-2 to HP-M are hash values obtained by the

application of the hash function to the data stored in the corresponding
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ca] cajenenalkay g dpcapprlégicapchpeaexiernal storage 63. en sending
the content key Kco to the decompression section 64, the encryption
unit 93 encrypts it with the temporary key Ktemp generated by the random
number generator unit 92.

The data check module 75 checks the data in a block BP of the usage
information storage 63A of the external storage 63 for falsification
by comparing the hash value of the data stored in the block BP with
the corresponding verification value HP stored in the memory module
73. The data check module 75 also recalculates the verification value

HP when purchase, use and control transfer of content take place and

stores (updates) it in the memory module 73.
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The decompression section 64 consists of a mutual authentication
module 101, decryptionmodule 102, decryptionmodule 103, decompression
module 104, and watermarking module 105. The mutual authentication
module 101 performs mutual authentication with SAM 62 and outputs the
temporary key Ktemp to the decryptionmodule 102. The decryptionmodule
102 uses the temporary key Ktemp to decrypt the content key Kco encrypted
by the temporary key Ktemp, and outputs the results to the decryption
module 103. The decryption module 103 decrypts the content recorded
on the HDD 52, with the content key Kco, and outputs the results to
the decompression module 104. The decompression module 104 further
decompresses the decrypted content by a method such as ATRACZ and outputs
the results to the watermarking module 105. The watermarking module
105 watermarks information (such as SAM 62 ID) in the content for
identification of the receiver 51 and outputs the results to speakers
(not shown) to reproduce music.

The communications block 65 communicates with the receivers 201

. of the user home network 5. The interface 66 converts the signals from
SAM 62 and the decompression section 64 into a specified form and outputs
the results to the HDD 52. It also converts the signals from the HDD
52 into a specified form and outputs the results to SAM 62 and the
decompression section 64.

The display controller 67 controls the output to a display unit
(not shown). The input controller 68 controls the input from an

operator panel (not shown) consisting of wvarious buttons.
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provider 3. The registration list consists of the list section that
stores tabulates information and the SAM information section that
stores specified information about the equipment that possesses the
given registration list.

The SAM information section stores (in the "SAM ID" field) the
SAM ID of the equipment that possesses the given registration list,
in this example, the SAM 62 ID of the receiver 51. It also stores the
validity period of the registration list (in the "Validity Period"
field), version number of the registration list (in the "Version Number"
field), and number of equipment connected (including this equipment)
(in the "Number of Equipment Connected" field), which is three in total, ,
in this example, including the receiver 51 itself and the two receivers
201 and 301 connected to it.

The list section consists of nine items "SAM ID," "User ID,"
"Purchasing," "Accounting," "Equipment Billed," "Master Equipment,"
"Status Flag," "Signature to Conditions," and "Signature to
Registration List" and, in this example, stores the registration
conditions of the receivers 51, 201 and 301.

"SAM ID" stores the SAM ID of the equipment. In this example, the
SAM 62 ID of the receiver 51 is stored. "User ID" stores the ID of
the user of corresponding equipment. In this example, the ID of user

F is stored.
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example, the receivers 51 can perform accounting since the user F is
registered as an account-settling user and thus the appropriate rows
of the "Accounting” column store 'Yes.' "Equipment Billed"
stores the SAM ID of the equipment with which accounts are settled.
In this example, since the receivers 51 (SAM 62) can perform accounting
for themselves, SAM 62 ID is stored. |

"Master Equipment" stéres the SAM ID of the connected equipment
that can provide content if thé given equipment receives content from
other equipment connected rather than frénlthe service provider 3. In
this example, the receiver 51 receives content from the service provider
3, so information ('None') which indicates that there is no equipment
providing content is stored.

"Status Flag" stores any restrictions to the operation of the
appropriate equipment. If there is no such restriction, appropriate
information ('No Restriction') is stored. If there are any
restrictions or if there is any condition that will stop the operation,
appropriate information ('Restricted' or 'Stop,' respectively) is
stored. For example, if settlement of accounts has failed, or if
user-crediting process for formal registration has not been completed

(or on temporary registration) "Status Flag" of that equipment is set
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of content are detected, "Status Flag" is set to 'Stop' and the operation

of the equipment is stopped. Consequently, the equipment can no longer

receive any service from the EMD system.

In this example, no restriction is placed on the receivers 51 and
their "Status Flag" is set to 'No Resti‘iction.'

"Signature to Conditions" stores the signature of the EMD service
center 1 to the information stored in "SAM ID, " "User ID," "Purchasing,"
"Accounting," "Equipment Billed," "Master Equipment," and "Status"
Flag." In this example, a signature to registration conditions of the
receiver 51 is stored. "Signature to Registration List" stores the
signature to the entire data specified in the registration list.

(5-2) Receiver 201

Figure 35 shows an example configuration of the receiver 201. The
components from the communications block 211 to input controller 218
of the receiver 201 have functions similar to those of the communications
block 61 to the input controller 68 of the receiver 51. Thus, their
detailed description is omitted where possible.

The memory module 223 of SAM 212 stores public key Kpu of SAM 212,
secret key Ksu 6f SAM 212, public key Kpesc of EMD service center 1,
public key Kpca of certification agency, save key Ksave, three months'

delivery key Kd, authentication certificate of SAM 212 distributed from
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the certification agency in advance and reference information 201, as
shown in Figure 36. The reference information 201 contains, as shown
in Figure 37, the ID of SAM 212, equipment number (100) of receiver
201, settlement ID of user A, account-settling user information of user
A (general information (the name, address, phone number, settlement
institution information, date of birth, age, and sex), ID, and password
of user A), and use point information shown in Figure 38 (the same
information as the one shown in Figure 10B)

HDD 202 has functions to those of HDD 52, and thus description
‘thereof is omitted.

(6) Purchasing and utilization of content

Now the processing in the EMD system will be described with
reference to the flow chart in Figure 39. Here it is assumed that the
content A in the content provider 2-1 is supplied to and used by the
receiver 51 of the user home network 5 via the service provider 3-
1.

(6-1) Transmission of delivery keys from EMD service center to
content provider

In Step S11, the delivery keys Kd are supplied to the content
provider 2-1 by the EMD service center 1. Details of this process is
shown in the flow chart of Figure 40. In Stép $31, the mutual
authentication section 17 of the EMD service center 1 performs mutual
authentication with the mutual authentication section 39 of the content
provider 2-1., When the authenticity of the content provider 2-1 is

verified, the content provider management section 12 of the EMD service

=57-



&10%&' ()- 10 10 10Y=109%&' () - FU@BLO0%& () - +st Uu#x) x*x+x, x}ASH= 10 1! 10 10
101 =109& () -1 3+- &10%& () - @ 3&109%h& () - ! 3&109%& () - 3&L0Y& () -, xazz| S| ?} | =} A<
SH= 10 1!! 3+ &10% (& ()-S 3+ &10% & ()- S! F&10% (& () - MF&10% & ()-M F

8&10% (& ()- F &10% & ()- | ~N-O-P~Q~; g~ = 10 111111 &10%& ()- 1! &10%& () - @
F(109% ()- !'6@F(109% ()- 10( 10( .

center 1 sends the delivery keys Kd supplied by the key server 14, to
the content provider 2-1. Details of mutual authentication will be
described later with reference to Figures 41 to 43.

In Step S32, the encryption section 36 of the content provider
2-1 receives the delivery keys Kd sent from the EMD service center 1,
and stores them in Step S$33.

When the encryption section 36 of the content provider 2-~1 stores
the delivery keys Kd, the process of Step S11 finishes and Step S12
in Figure 39 begins. Before explaining the process of Step S12, the
mutual authentication (process of checking for spoofing) in Step 831
of Figure 40 will be described, taking the case in which one common
key is used (Figure 41), the case in which two common keys are used
(Figure 42), and the case in which a public key'is used (Figure 43).

Figure 41 is a flow chart which describes the use of one common
key in common-key DES cryptography for the operation of mutual
authentication between the mutual authentication section 39 of the
content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S41, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number Rl (it may
also be generated by the random number generator section 35). In Step
S42, the mutual authentication section 39 of the content provider 2
DES-encrypts the random number Rl with a prestored common key Kc (it
is also possible to make the encryption section 36 perform the

encryption). 1In Step S43) the mutual authentication section 39 of the
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content provider 2 sends the encrypted random number R1 to the mutual
authentication section 17 of the EMD service center 1.

In Step S44, themutual authentication section 17 of the EMD service
center 1 decrypts the received random number R1 with a prestored common
key Kc. In Step 545, the mutual authentication section 17 of the EMD
service center 1 generates a 32-bit random number R2. In Step S46,
themutualauthenticationsectionl7<xftheEMDservicecenterlreplaces
the low-order 32 bits of the decrypted 64-bit random number Rl with
the random number R2 to generate a concatenation RlH"RZ, where Ri, is
the high order n bits of Ri and.A"B is a concatenation of A and B (the
low-order n bits of A and m~-bit B are concatenated to produce n+tm bits).
In Step S47, the mutual authentication section 17 of the EMD service
center 1 DES-encrypts R1,[|JR2 with the common key Kc. In Step S48, the
mutual authentication section 17 of the EMD service center 1 sends the
encrypted R14|R2 to the content provider 2.

In Step S49, the mutual authentication section 39 of the content
provider 2 decrypts the received RlH"RZ with the common key Kc. In Step
S50, the mutual authentication section 39 of the content provider 2
checks the high-order 32 bits of the decrypted RlH"RZ-agaiﬁst the
high-order 32 bits Rl, of the random number Rl generated in Step 541,
and if they match, it certifies that the EMD service center 1 is
legitimate. If the generated R1l, and received Rl, do not match, the
process is terminated. If they match, the mutual authentication
section 39 of the content provider 2 generateé a 32-bit random number

R3 in Step S51. 1In Step S52, the mutual authentication section 39 of
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the content provider 2 produces a concatenation R2"R3 by placing the
random number RZ2, which is the low-order 32 bits taken out of the received
and decrypted R1,|[R2, in the high-order position and placing the
generated random number R3 in the low-order position. In Step S53,
the mutual authentication section 39 of the content provider 2
DES~-encrypts R2“R3 with the common key Kc. In Step S54, the mutual
authentication section 39 of the content provider 2 sends the encrypted
concatenation R2||R3 to the mutual authentication section 17 of the EMD
service center 1.

In Step S55, themutual authentication section 17 of the EMD service
center 1 decrypts the received concatehnation R2"R3 with the common key
Kc. InStepS56,themutualauﬁhenticationsecthn117oftheEMDservice
center 1 checks the high—order.32 bits of the decrypted concatenation
R2|R3 against the random number R2. If they match, it certifies that
the content provider 2 is legitimate. If they do not, it terminates
the process, determining that the content provider 2 is illegitimate.

Figure 42 is a flow chart which describes the use of two common
keys Kcl and Kc2 in common-key DES cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. 1In Step S61, the mutual authentication section 39
of the content provider 2 generates a 64—bi£ random number R1., In Step
S62, the mutual authentication section 39 of the content provider 2

DES-encrypts the random number Rl with a prestored common key Kcl. 1In
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Step S63, the mutual authentication section 39 of the content provider
2 sends the encrypted random number R1 to the EMD service center 1.

InStepSG4,thenmtualauthentiqationsectionﬁf?oftheEMDservice
center 1 decrypts the received random number R1 with a prestored common
key Kcl. 1In Step S65, the mutual authentication section 17 of the EMD
service center 1 encrypts the random number R1 with a prestored commoﬁ
key Kc2. 1In Step S66, the mutual authentication section 17 of the EMD
service center 1 generates a 64-bit random number R2. In Step S67,
the mutual authentication section 17 of the EMD service center 1 encrypts
fhe random number R2 with the common key Kc2. 1In Step S68, the mutual
authentication section 17 of the EMD service center 1 sends the encrypted
random numbers Rl and R2 to the mutual authentication section 39 of
the content provider 2.

In Step S69, the mutual authentication section 39 of the content
provider 2 decrypts the received random numbers Rl and R2 with a
prestored common key Kc2. In Step S70, the mutual authentication
section 39 of the content provider 2 checks the decrypted random number
Rl against the random number Rl generated in Step S61 (the random number
R1 before encryption). If theymatch, it certifies that the EMD service
center 1 is legitimate. If theydonotmatch, it terminates the process,
determining that the EMD service center 1 is illegitimate. In Step
S71, the mutual authentication section 39 of the content provider 2
" encrypts the decrypted random number R2 with the common key Kcl. In
Step S72, the mutual authentication section 39 of the content provider

2 sends the encrypted random number R2 to the EMD service center 1.
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In Step S73, themutual authentication section 17 of the EMD service
center 1 decrypts the received random number R2 with the common key
Kcl. In Step S74, the mutual authentication section 17 of the EMD
service center 1 checks the decrypted random number R2 against the random
number R2 generated in Step $66 (the random number R2 before encryption).
If they match, it certifies that the content p.rovider 2 is legitimate.
If they do not, it terminates the process, determining that the content
provider 2 is illegitimate.

Figure 43 is a flow chart which describes the use of a 160-bits
length elliptic curve in public-key cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step 581, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1. In Step
S82, the mutual authéntic_ation section 39 of the content provider 2
sends the random number Rl as well as an authentication certificate
(acquired in advance from the certification agency) containing its own
public key Kpcp to the mutual authentication section 17 of the EMD
service center 1.

In Step S83, themutual authentication section 17 of the EMD service
center 1 decrypts the signature of the received authentication
certificate (encrypted with a secret key Ksca of the certification
agency) with the secret key Ksca of the certification agency acquired
in advance and takes out the hash value of a public key Kpcp of the

content provider 2 and a name of the content provider 2. It also takes
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out the public key Kpcp and name of the content provider 2 contained
as plain text in the authentication certificate. If the authentication
certificate is a legitimate one issued by the certification agency,
it can be decrypted and the resulting hash value of the public key Kpcp
and the name of the content provider 2 should match the hash value
obtained by the applicatiocon of a hash function to the public key Kpcp
of the content provider 2 and the name of the contentprovider 2 contained
as plain text in the authentication certificate. This proves that the
public key Kpcp is the legitimate one that has not been falsified. If
the signature cannot be decrypted, or even if it can be, if the hash
values do not match, the public key or provider is illegitimate. 1In
that case, the process 1s terminated.
If the authentication is successful, the mutual authentication
- section 17 of the EMD service center 1 generates a 64-bit random number
R2 in Step S84. In Step S85, the mutual authentication section 17 of
the EMD service center 1 generates a concatenation R1||R2 of the random
numbers R1 and R2. In Step S86, the mutual authentication section 17
of the EMD service center 1 encrypts the concatenation R1|R2 with its
own secret key Ksesc. 1In Step S87, the mutual authentication section
17 of the EMD service center 1 encrypts the concatenation R1||R2 with
the public key Kpcp of the content provider 2 obtained in Step S83.
In Step S88, the mutual authentication section 17 of the EMD service
center 1 sends the concatenation R1||R2 encrypted with the secret key
Ksesc, the concatenation R1||R2 encrypted by the public key Kpcp, and

authentication certificate (acquired in advance from the certification

-63-



10 10FS&LO%& () -

S #109%& () - YULO%& () - YI0%& () - Yy9d0%& () - YUL0%& () - vaaBnbC 10

10V 99A0%<& () - FH&LO0%& () - ! #10%& () - YI0%& () - F&L0%& () - ! F&LO0%<& () - 4>K
SaBnbC 10 10 310%& () -

110%& ()- Y/ s! 10%& () - Y& &L0%& ()-! HS) @ 10%<<<& () - Ys' 940%& () - S[ cdEMbC
10 10Y9B10%& () - 810%& () - 6FL0%& () -

A@10%&' () - YOR10%&' () - YL10%& ()-X{\: 10! YS&L0%&' () - YS&L0%&' ()-!Y
-&109%&' ()-1Y -&10%& ()- 10< 10< 10<| =10%& ()-Xm | ] RG 10! 10 10

10l =109’ () - | FF+- 8109 () - SFF+- &10% () - S YS&109 {& () -

F{ggé%%g%g ! Z:FZD%I EE$M&1E§ o\v\qln&l h&ll%s)y 1(%.53&1 & fl% mdt3l.9agilocy jn(:)i-cation
section 39 of the content provider 2.

In Step S89, the mutual authentication section 39 of the content
provider 2 decrypts the signature of the received authentication
certificate with the secret key Kpca of the certification agency
acquired in advance, and if it is right, takes out the public key Kpesc
from the certificate. This process is the same as in Step S83 and thus
description thereof will be omitted. In Step S90, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation Rl"RZ encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. In Step S91, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation R1|R2 encrypted with its own public key Kpcp, by using
its own secret Key Kscp. 1In Step $92, the mutual authentication section
39 of the content provider 2 compares the concatenation R1||R2 decrypted
in Step $90 and the concatenation.Rl"RZ decrypted in Step S91. If they
match, it certifies that the EMD service center 1.is legitimate. If
they do not match, it terminates the process, determining that the EMD
service center 1 is illegitimate.

If the authentication is successful, the mutual authentication
section 39 of the content provider 2 generates a 64-bit random number
R3 in Step S93. 1In Step S94, the mutual authentication section 39 of
the content provider 2 generates a concatenation R2"R3 of the random
numbers R2 obtained in Step S90 and the random number R3 generated in

Step 893. In Step S95, the mutual authentication section 39 of the
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content provider 2 encrypts the concatenation R2||R3 with the public
key Kpesc obtained in Step $S89. 1In Step $96, the mutual authentication
section 39 of the content provider 2 sends the encrypted concatenation
R2||R3 to the mutual authentication section 17 of the EMD service center
1.

InStepS97,thenmtualauthenticatiqnsectionZY?oftheEMDservice
center 1 decrypts the encrypted.concatenatioerZ"RB with its own secret
key Ksesc. In Step S98, the mutual éuthentication sectiqn 17 of the
EMD service center 1 checks the decrypted random number R2 against the
random nﬁmber R2 generated in Step S84 (the random number R2 before
encryption). If they match, it éertifies that the content provider
2 is legitimate. If theydonot, it terminates the process, determining
that the content provider 2 is illegitimate.

As described above, the mutual authentication section 17 of the
EMD service center 1 and the mutual authentication section 39 of the
content provider 2 perform mutual authentication. The random numbers
used fqr the mutual authentication are temporary keys Ktemp valid only
for the processes subsequent to the given mutual authentication.

(6-2) Transmission of content from content provider to service
provider

Now the process of Step S12 in Figure 39 will be described. 1In
Step S12, the content provider secure container is supplied from the
content provider 2-1 to the service provider 3-1. Details of the
process is shown in the flow chart of Figure 44. 1In Step S201, the

watermarking section 32 of the content provider 2-1 reads content A
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from the content server 31, inserts a predetermined watermark that
represents the content provider 2-1, and supplies content A to the
coﬁpression section 33.

In Step S202, the compression section 33 of the content provider
2-1 compresses the watermarked content A by a predetermined method such
as ATRAC2 and supplies it to the encryption section 34. 1In Step S203,
the random number generator section 35 generates a random number for
use as a content key KcoA and supplies it to the encryption section
34.

In Step S204, the encryption section 34 of the content provider
2—1encryptsthewatermarkedandcompressedcontentAlnrapredetermined
method such as DES by using the random number (content key KcoA)
generated by the random number generator section 35. Then in Step S205,
the encryption section 36 encrypts the content key KcoA by a
predetermined method such as DES by using the delivery key Kd supplied
by the EMD service center 1. |

In Step S206, the secure container preparation section 38 of the
content provider 2 computes a hash value by the application of a hash
function to the content A (encrypted with the content key KcoA), content
key KcoA (encryptedwith the delivery key Kd), and UCP A and UCP B (Figure
12) for content A stored in the policy storage section 37, and encrypts
the hash value with its own secret key Ksesc, to genefates the signature
shown in figure 17.

In Step S207, the secure container preparation section 38 of the

content provider 2-1 prepares the content provider secure container,
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shown in figure 17, which contains conten.t A (encrypted with the content
key KcoA), the content key KcoA (encrypted with the delivery key Kd),
UCP A and UCP B (Figure 12), and the signature generated in Step S206.
In Step 5208, the mutual authentication section 39 of the content
provider 2-1 performs mutual authentication with the mutual
authentication section 45 of the service provider 3-1. The process
of this mutual authentication is similar to that described with
reference to Figures 41 to 43 and thus description thereof is omitted.
In Step S209, the secure container preparation section 38 of the content
provider 2-1 sends the content provider secure container prepared in
Step S207 to the service provider 3-1 by attaching the authentication
certificate (Figure 18) issued in advance by the certification agency.
When the content provider secure container is supplied to the
service provider 3-1 as described above, the process of Step S12 finishes
and Step S13 in Figure 39 begins.
(6—-3) Transmission of content from service provider to receiver
In Step 513, the service provider secure container is supplied
from the service provider 3 to the user home network 5 (receiver 51).
Details of the process is shown in the flow chart of Figure 45. 1In
Step 8221, the pricing section 42 of the service provider 3-1 checks
the signature contained in the authentication certificate attached to
thecontentprovidersecurecontainersentknlthecontentprovider2—1.
If the authentication certificate (Figure 18) has not been falsified,
the pricing section 42 takes the public key Kpcp of the content provider

2-1 out of the authentication certificate. The verification of the
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authentication certificate is similar to the process of Step Sé3 in
Figure 43 and thus description thereof is omitted.

In Step 5222, the pricing section 42 of the service provider 3-1
decrypts the signature in the content provider secure container sent
by the content provider 2-1, by using the public key Kpcp of the content
provider 2-1. It checks the content provider secure container for
falsification by determining whether the resulting hash value matches
the hash value obtained by the application of a hash function to the
content A (encrypted with the content key KcoA), content key KcoA
(encrypted with the delivery key Kd), and UCPA. If the two hash values
do not match (falsification is detected) the process is terminated.
In this example, however, it is assumed that there is no falsification
of the content provider secure container and Step S223 is performed
next.

In Step S223, the pricing section 42 of the service provider 3-1
takes content A (encrypted.wifh the content key KcoA), the content key
KcoA (encrypted with the delivery key Kd), and the signature out of
the content provider secure container and supplies them to the content
server 41, which then stores them. Also, the pricing section 42 takes
UCP A and UCP B out of the content provider secure container and supplies
it to the secure container preparation section 44.

In Step S224, the pricing section 42 of the service provider 3-1
prepares PT A-1 and PT A-2 (Figure 20), PT B-1 and PT B-2 (Figure 22)
based on the extracted UCP A and UCP B and supplies them to the secure

container preparation section 44.
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In Step S225, the secure container preparation section 44 of the

- service provider 3-1 prepares the service provider secure container
shown in Figure 24 from content A (encrypted with the content key KcoA)
read out from the content server 41, the content key KcoA (encrypted
with the delivery key Kd), the signature of the content provider 2,
UCP A and UCP B, PT A-1, PT A-2, PT B-1, PT B-2 and the signature thereof.

In Step S226, the mutual authentication section 45 of the service
provider 3-1 performs mutual authentication with the mutual
auth‘entication module 71 of the receiver 51. The process of this mutual
authentication is similar td that described with reference to Figures
41 to 43 and thus description thereof is omitted.

In Step S227, the secure container preparation section 44 of the
service provider 3-1 sends the service provider secure container
prepared in Step S225 to the receiver 51 of the user home network 5
by attaching the authentication certificate (Figure 25) of the service
provider 3-1,

When the service provider secure container is supplied to the
receiver 51 by the service provider 3-1 as described above, the process
of Step S13 finishes and Step S14 in Figure 39 begins.

(6-4) Recording of content by receiver

In Step S14, the service provider secure container sent by the
service provider 3-1 is received by the receiver 51 of the user home
network 5. Details of the process is shown in the flow chart of Figure
46. In Step S241, the mutual authentication module 71 of the receiver

51 performs mutual authentication with the mutual authentication
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section 45 of the service providér 3~-1 via the communications block
61. If the mutual authentication is successful, the communications
block 61 receives the service provider secure container (Figure 24)
from the service provider 3-1 that participated in the mutual
authentication. iftheauthenticationfails,theprdcessisterminated.
In this example, however, it is assumed that the mutual authentication
has been successful and Step S242 is performed next.

In Step S242, the communications block 61 of the receiver 51
receives an authentication certificate of the secret key from the
service provider 3-1 that participated in the mutual authentication.

In Step $243, the encryption/decryption module 74 of the receiver
51 checks the signature contained in the service provider secure
container for falsification received in Step S241. If falsification
is detected, the process is terminated. In this example, however, it
is assumed that there is no falsification and Step S224 is performed
next.

In Step S244, UCPs and PTs are selected and usage details and price
thereof are selected. More specifically, the UCPs that satisfy the
usage conditions and the PTs that satisfy the pricing conditions are
selected, based on the reference information 51 (Figure 32) stored in
the memory module 73 of the receiver 51. In this example, "Use Point
Information" of the reference information 51 indicates that content
use point of the content provider 2-1 counts 222 points as shown in
Figure 33. According to this reference information 51, out of UCP A

and UCP B set in accordance with the content A, UCP A (Figure,iZA) which
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shows "User Conditions 10" of "Usage Conditions 10" contains '200 Points
or Higher' is selected. Besides, since "Account-Settling User
Information" of the reference information 51 has set the user Fas "Male',
"Pricing Conditions 10" of PT A-1 (Figure 20A) are satisfied. As a
result, out of PT A-1 and PT A-2 prepared in accordance with UCP A,
PT A-1 is selected.

Afterwards, details of UCP A and PT A-1 thus selected are displayed
on the display unit which is not shown through the display controller
67. Then, the user F performs an operation to select predetermined
"Usage Details" of UCP A on the operator panel which is not shown, with
reference to the display (for example, by comparing use types which
the user F desires to use and prices thereof). 1In this way, ID of the
selected usage details of UCP A and ID of PT A-1 are outputted through
the input controller 68. Also, in this example, usage details 11 of
UCp A (price 11 of PT A-1) has been selected.

In Step S245, the accounting'médule 72 of SAM 62 of the receiver
51 prepares UCS A (Figure 28) and accounting information A (Figure 30A),
based on the entry of "Usage Details 11" of UCP A and PT A-1 selected
in Step S5244. Ih this case, the content A is purchased and reproduced
at a charge of 2000 yen.

In Step S246, content A (encrypted with the content key KcoA),
Uucep A, PT A-1, pT A-2, and the signature of the content provider 2 are
taken out of the service provider secure container (Figure 24), output
to the HDD 52, and stored there. In Step S247, the decryption unit

91 of the encryption/decryption unit 74 decrypts the content key KcoA
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(encrypted with the delivery key Kd) contained in the service provider
secure container, with the delivery key Kd stored in the memory module
73.

In Step S248, the encryption unit 93 of the encryption/decryption
unit 74 encrypts the content key KcoA decrypted in Step S247, by means
of the save key Ksave stored in the memory module 73.

In Step S249, the data check module 75 of the receiver 51 searches
the usage information storage 63A of the external storage 63 for the
block BP which has free space and in which the content key KcoA encrypted
with the save key Ksave in Step 5248 and UCS A prepared in Step S245
are stored.inlnatching'pairs. In this example, block BP-1 of the usage
information storage 63A (Figure 29) is detected. Incidentally, in the
usage information storage 63A of Figure 29, the usage information memory
area RP-3 of the block BP-1 is shown to already store the content key
KcoA and UCS A. In this example, however, they are not stored at this
point and predetermined initial information indicating free space is
stored.

In Step 5250, the data check module 75 of the receiver 51 obtains
a hash value by applying a hash function to the block BP-1 data (all
the data stored in the usage information memory areas RP-1 to RP-N)
detected iﬁ Step S249. Then in Step S251, the data check module 75
compares the hash value obtained in Step $250 with the verification
value HP-1 (Figure 31) that is stored in the memory module 73 and that
corresponds to block BP-1. If they match, the block BP-1 data is free

of falsification and Step S252 is performed next.
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In Step 5252, SAM 62 of the receiver 51 stores the usage information
(the content key KcoA encrypted with the save kéy Ksave in Step 5248
and UCS A prepared in Step $245) in the usage information memory area
RP-3 of the block BP-1 in the usage information storage 63A (of the
external storage 63).

In Step 5253, the data check module 75 of the receiver 51 computes
a hash value by applying a hash function to all the data stored in block
BP-1 in the usage information storage 63A, including the usage-
information stored in the usage information memory area RP-3 in Step
S252. In Step S254, the data check module 75 overwrites the
verification value HP-1 stored in the memory module 73 with the hash
value. In Step S255, the accounting module 72 stores, in the memory
module 73, the accounting information A prepared in Step S245, and the
process finishes.

In Step 8251, if the data check module 75 determines that the
computed hash value and the verification value HP-1 do not match, the
block BP-1 data has been falsified. Consequently, the data checkmodule
75 goes to Step S256, where it determines whether all the blocks BP
in the usage information storage 63A of the ext_ernal storage 63 have
been checked. If it determines that not all the blocks BP in the
external storage 63 have been checked, it goes to Step 8257 and searches
for other unchecked blocks with free space, returns to Step $250, where
the rest of the process is executed.

In Step S256, if the data check module 75 determines that all the

blocks BP in the usage information storage 63A of the external storage
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63 have been checked, there is no block BP (usage information memory
area RP) that can store usage information. Consequently, the process
fiﬁishes.

When the service provider secure container is thus received by
the receiver 51, the process of Step S14 finishes and Step S15 in Figure
39 bégins.

(6—5)(Reproduction of content

In Step S15, the contents A supplied is used by the receiver 51.
In this example, according to the usage details 11 of selected UCP A,
the usage type of content A is reproduction. Thus, reproduction of
content Awill be described next. Details of the reproduction is shown
in the flow chart of Figure 47.

In Step S261, the data check module 75 of the receiver 51 computes
a hash value by applying a hash function to the block BP-1 data in the
usage information storage 63A of-thé external storage 63, including
the content key KcoA (encrypted with the save key Ksave) and UCS A stored
in the usage information memory area RP-3 in Step S252 of Figure 46.

In Step S262, the data check module 75 of the receiver 51 compares
the hash value computed in Step S261 with the hash value (verification
value HP-1) computed in Step S253 of Figure 46 and stored in the memory
module 73 in Step S254. If they match, the block BP-1 data is free
of falsification and Step S$263 is performed next.

In Step 5263, it is determined whether contents A is available,
based on the information contained in "Parameter" of "Usége Details"

for UCS A (Figure 28). For example, as "Type" of "Usage Details" for
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UCS is set to 'Limited-Time Reproduction, ' "Parameter" of the UCS stores
the start time and end time of usage. And it is determined whether
the present time is within the limits. If the present time is within
the limits, the content is judged to be available and if it is not within
thelihits,thecontentisjudgedtx>beunavailable. On the other hand,
if "Type" of "Usage Details" for UCS is set to a use type that allows
reproduction (duplication) up to a certain number of times, "Parameter"
stores the information about the remaining number of times the content
can be used. If the available number of times stored in "Parameter"
is not zero (0), the corresponding content is judged to be.available.
On the other hand, if the available number of times is zero (0), the
corresponding content is judged to be unavailable.

Since "Type" of "Usage Details" for UCS A is set to 'Purchase and
Reproduce, ' in this example, the content A is purchased and reproduced
without limit. Therefore, "Parameter" of "Usage Details" of UCS A
contains information that content is available. And thus in this
example, in Step S263, coﬁtents A is judged to be available.
Consequently, Step S264 is performed next.

In Step S264, the accounting module 72 of the receiver 51 updates
UCS A. Although UCS A does not contain any information that should
be updated, the available number of times stored in "Parameter" is
decremented by 1 if "Type" of "Usage Details" is set to a use type that
allows reproduction up to a certain number of times.

Next, in Step S265, the SAM 62 of the receiver 51 stores the UCS

A updated in Step S264 (not actually updated in this example) in the
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usage information memory area RP-3 of the block BP-1 in the usage

information storage 63A of the external storage 63. In Step S266, the
data check module 75 computes a hash value by applying a hash function
to the block BP-1 data in the usage information storagé 63A of the
external storage 63, including the UCS A stored in Step S265 and

overwrites the verification value HP-1 stored in the memory module 73
with the hash value. |

In Step S267, the mutual authentication module 71 of SAM 62 and
mutual authentication module 101 of the decompression section 64
perform mutual authentication and share temporary keys Ktemp. The
process of this mutual authentication is similar to that described with
reference to Figures 41 to 43 and thus description thereof is omitted.
The random numbers R1l, R2, and R3, or their combinations used for the
mutual authentication are stéred as temporary keys Ktemp.

In Step S268, the decryption unit 91 of the encryption/decryption
module 74 decrypts the content key KcoA (encrypted with the save key
Ksave) stored in block BP-1 (the usage information memory area RP-
3) in the usage information storage 63A of the external storage 63 in
Step 8252 of Figure 46, by using the save key Ksave sfored.in the memory
module 73.

Next, in Step S269, the encryption unit 93 of the
encryption/decryptionmodule 74 encrypts the decrypted content key KcoA,
by using the temporary key Ktemp. In Step S270, SAM 62 sends the
encrypted content key KcoA encrypted with the temporary key Ktemp to

the decompression section 64.
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In Step 5271, the decryption module 102 of the decompression
section 64 decrypts the content key KcoA by ﬁsing the temporary key
Ktemp. In Step S272, the decompression section 64 receives the content
A (encrypted with the content key Kco) recorded on the HDD 52 through
the interface 66. 1In Step S273, the decryption module 103 of the
decompression section 64 decrypts content A (encrypted with the content
key Kco) with the content key KcoA.

In Step 8274, the decompression module 104 of the decompression
section 64 decémpresses the decrypted content A by a predetermined
method such as ATRAC2. In Step S275, the watermarking module 105 of
the decompression section 64 watermarks the decompressed content A for
identification of the receiver 51. 1In Step S276, content A is output
to speakers or the like (not shown) and the process finishes.

In Step S277, 1f it is determined in Step S262 that the hash.?alue
computed in Step S261 and the verification value HP-1 stored in the
memory module 73 of the receiver 51 db not match, or if the content
is judged to be unavailable in Step S263, SAM 62 runs predetermined
error processing to display an error message on the display unit (not
shown) through the display controller 67 and the process finishes.

In this way, when content A is reproduced (used) on the receiver
51, the process finishes, and so does the entire process in Figure 39.

The description has been directed to a case as an example where
the content A is used (purchased) by the receiver 51. The receiver
201 can also use the content A as the receiver 51. However, "Use Point

Information" of the reference information 20 of the receiver 201 shows
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that content use point of the content provider 2-1 counts 23 points
as shown in Figure 38, the receiver 201 does not fulfill the condition
of "User Conditions 10" of "Usage Conditions 10". Therefore, in this
case, UCP A is not selected but UCP B is selected.

Next, las to selectingof PT, in this case, as UCP B has been selected,
either PT B-1 or PT B-2 (Figure 22)l_that correspond to UCP B is selected.
"Pricev 30" .on PT B-1 conditions the equipment to be slave equipment,
and "Price 40" on PT A-2 conditions the equipment to be master equipment.
Therefore, the receiver 201 as the master equipment selects PT B-2.
In this way, based on various conditions set for the equipment and its
user, UCPs and usage details of UCPs and the range of selection of PTs
are determined.

Moreover, the description has been directed to a case as an example
where "Usage Conditions" of UCPs and "User Conditions" of "Price" of
PTs are made as conditions for sex or age of a user. It is also possible
that the place or the date of birth of a user are set for conditions.
In this case, indication of those conditions is set to code values 0300h
to 7FFFh of service code in Figure 15A. |
(6-6) Account settlement

Now the processing procedures for settling accounts with the
receiver 51 will be described with reference to the flow chart in Figure
48, This process is started when the amount posted exceeds a preset
ceiling (the limit charge for formal or temporary registration), or
if the versionof delivery keys Kd becomes obsolete, making it impossible,

for example, to decrypt the content key Kco (encrypted with the delivery
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key Kd) in Step S247 of Figure 46 (and thus impossible to receive the
service provider secure container).

In Step S301, mutual authentication is performed between the
receiver 51 and EMD service center 1., This mutual authentication is
similar to that described.with reference to Figures 41 to 43 and thus
description thereof is omitted.

Next, in Step S$302, SAM 62 of the receiver 51 sends an
authentication certificate to the user management section 18 of the
EMD service center 1. In Step S303, SAM 62 of the receiver 51 encrypts
the UCP that corresponds to the account (accounting information) to
be settled, by means of the temporary key Ktemp shared with the EMD
service center 1 in Step S301, and sends it to the EMD seivice center
1 together with the version of delivery keys Kd, UCPs and PTs stored
on HDD 52, and registration list.

In Step S304, after the information sent by the receiver 51 in
Step S303 is received and decrypted, the user management section 18
of the EMD service center 1 checks the receiver 51 for any illegal act
that would make "Status Flag" in the registration list to be set to
'Stop.'

In Step S305, the billing section 19 of the EMD service center
1 analyzes the accounting information received in Step S303 to calculate
the amounts to be charged to the user (user F, for example). Then,
in Step 8306, the user management section 18 checks to see if the accounts

were settled successfully in Step S305.
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Next, in Step S307, the user management section 18 of the EMD
service center 1 sets the registration conditions of the receiver 51
based on the results of checks run in Steps S304 and S306, and attaches
a signature to it to prepare a registration list of the receiver 51.

For example, if an illegal act is detected in Step S304, the "Status .
Flag" is set to 'Stop,' which stops all the subsequent processes. 1In
short, the receiver 51 can no longer receive any service from the EMD
system. On the other hand, if it is confirmed that the settlement has
failed in Step S306, "Status Flag" is set to 'Restricted,' in which
case, the receiver 51 can no longer purchase any new content although
it can reproduce already purchased content.

Next, the account settlement process goes to Step S308, where.the
user management section 18 of the EMD service center 1 encryﬁts the
latest version of delivery keys Kd (the latest three months' delivery
keys Kd), by using the temporary key Ktemp, and sends the results
together with the registration list made in Step s307 to the receiver
51.

In Step S309, SAM 62 of the receiver 51 receives the delivery keys
Kd and registration list sent by the EMD service center 1, through the
communications block 61, deérypts them, and stores them in the memory
module 73. The existing accounting information is deleted and the
registration list and.delivéry keys Kd are updated in the memory module
73.

In the present specification, a system means entire equipment

consisting of two or more equipment items.
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As for providing medium for use in providing users with the computer
programs for running the processes described above, in addition to
recording media such as magnetic discs, CD-ROMs, or solid.state—
memories, communications media such as network or satellites can also
be used.

The content providers according to the above embodiment of the
present invention store second information containing the usage

R conditions and usage details by associating with the first information
and send the second information to predetermined equipment by
‘associating with the first information. Therefore it is possible to
distribute the first information according to the usage conditions.

Furthermore, the service providers according to the embodiment
of the present invention prepare third information containing the
pricing conditions and the price of the first information, in accordance
with the second information that contains the usage conditions and the
usage details of the first information, and send the second information
and the third information to predetermined equipment by associating
with the first information. Therefore it is possible to distribute
the first information according to the conditions.

Furthermore, the receivers according to the embodiment of the
present invention use the content in accordance with the usage details
that correspond to the usage conditions selected according to the
reference information and perform accounting for the use of content

in accordance with the usage details that corréspond to the usage
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conditions selected according to the reference information. Therefore,

it is possible to have a variety of services.

Industrial Applicability
The present invention can be applied to information processing
systems that encrypt and distribute information such as music data,

moving picture data, still image data, text data, or program data.
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Claims

1. An information processing apparatus, characterized by
comprising:

holding means for holding encrypted first information;

storage means for'storing second information containing the usage
conditions of said first information and usage details for said usage
conditions by associating said second information with said first
information; and

sending means for Sending said first information held by said

holding means and said second information stored by said storage means.

2. An information processing method, characterized by
comprising:

a holding step of holding encrypted first information;

a storage step of storing second information containing the usage
conditions of said first information.and usage details for said usage
conditions by associating said second information with said first
information; and

a sending step of sending said first information held by said

holding step and said second information stored by said storage step.
3. A providing medium that provides a computer-readable program

for making an information processing apparatus execute a process,

characterized in that said process comprises:
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a holding step of holding encrypted first information;

a storage step of storing second information containing the usage
conditions of said first information and usage details for said usage
conditions by assoéiating said second information with said first
information; and

a sending step of sending said first information held by said

holding step and said second information stored by said storage step.

4. An information processing apparatus, characterized by
comprising:

reception means for receiving encrypted first information and
second information containing the usage conditions of said first
information and usage details for said usage conditions, sent from a
given provider;

preparation means for preparing third information containing the
pricing’conditions for said first information and the price that
corresponds to éaid pricing conditions according to said second
information received by said reception means; and

sending means for sending encrypted said first information and

| said second information received by said reception means as well as

sald third information prepared by said preparation means to

appropriate equipment.

5. An information processing method, characterized by

comprising:
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a reception step of receiving encrypted first information and
second information containing the usage conditions of said first
information and usage details for said usage conditions, sent from a
given provider;

a preparation step of preparing third information containing the
pricing conditions for said first information and the price that
corresponds to said pricing conditions according to said second
information received by said reception step; and

a sending step of sending encrypted said first information and
said second information received by said reception step as well as said

third information prepared by said preparation step to appropriate

equipment.

6. A providing medium that provides a computer-readable program
for making an information processing apparatus execute a proceés,
characterized in that said process comprises:'

a reception step of receiving encrypted first information and
second information containing the usage conditions of said first
information and usage details for said usage conditions, sent from a
given provider;

a preparation stép of preparing third information containing the
pricing conditions for said first information and the price that
corresponds to said pricing conditions according to said second

information received by said reception step; and
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a sending step of sending encrypted said first information and
said second information received by said reception step as well as said
third information prepared by said preparation step to appropriate

equipment.

7. An information processing apparatus, characterized by
comprising:

storage means for storing appropriate reference information;

reception means for receiving encrypted first information, second
information contaihing the usage conditions of said first information
and usage details for said usage conditions, and third information
containing the pricing conditions for said first information and the
price that corresponds to said pricing conditions, sent from a given
provider; |

usage condition selection means for selecting said usage
conditions of said second information received by said reception means,
corresponding to said reference information stored in said storage
means;

pricing condition selection means for selecting said pricing
conditions of said third information received by said reception means,
corresponding to said reference information stored in said storage
means;

usage means for decrypting and using encrypted said first

information according to said usage details correspondi o0 said usage

conditions selected by said usage condition selection means; and

-86-



FOI 109&' () - YnLO%&' ()-f$10%&R ()-VY-#10%& ()-%0%& ()-F "109%& ()-LdEYNC 10
Y+109%&' ()-y) 0% ()-' '10%& ()-F% #10%& ()-%0%& ()-zF, @10% ()- TAEYNC
10 69409& ()- 34f 10%& ()-310%& ()-19%40%& ()-/9%0%& ()-39-3"10%& ()- QKYZ_@
10&10%m& () - & X&10%&' ()-&Y "10%& ()- 10 10 10l =109%&' ()-810%& ()-YZ @
10&10%m&' () - & X&10%&' ()-&Y "10%& ()- 10 10 10l =10%&' ()-=10%& ()- Normal "
"Headi ng 13]c" "Heading 23] c" "Heading 33]c" "Heading 43]c" "Heading 53]c"
"Headi ng 63]c¢" "Heading 73]c" "Heading 83]c" "Heading 93]c"A "Default
Par agraph Font;j u$ +/48<9CI3CU\a}hn+uP{ j V~. E#)/ 6; BGLNTXZ" - gthz[t6$ 5<GY
"$&((*,.02468: <>@BDFFULNPRTVXZ\A bdf hj | nprtvxz| ~v. 4%;
NBOd]sAII%Ealndefghljklnnopqrstuvmmyz{|} h
execution means for charging for the usage by the usage means
according to said price that corresponds to said pricing conditions

selected by said pricing condition selection means.

8. An information processing method, characterized by
comprising:

a storage step of storing appropriate reference information;

a reception step of receiving encrypted first information, second
information containing the usage conditions of said first information
and usage details for said usage conditions, and third information
confaining the pricing conditions for said first information and the
price that corresponds to said pricing conditions, sent from a given
provider;

ausageconditionselectionstepofselectingsaidusageconditions
of said second information received by said reception step,
corresponding to said reference information stored in said storage
step;

a pricing condition selection step-of selecting said pricing
conditions of said third informatibn received by said reception step,
corresponding to said reference information stored in said storage
step;

a usade step of decrypting and using encrypted said first

information according to said usage details for said usage conditions

selected by said usage condition selection step; and
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an execution step of charging for the usage by the usage step

according to said price that corresponds to said pricing conditions

f)
selected by said pricing condition selection means.gﬁf‘

9. A,providing medium that provides a computer-readable program
for making an information processing apparatus execute a process,
characterized in that said process comprises:

a storage step of storing appropriate referencé information;

a reception step of receiving encrypted first information, second
information containing the usage conditions of said first information
and usage details for said usage conditions, and third information
containing the pricing conditions for said first information and the
price that corresponds to said pricing conditions, sent from a given
provider;

ausageconditionselectionstepcﬁfselectingsaidusageconditiohs
of said second information received by said reception step,
corresponding to said reference information stored in said storage
step;

a pricing condition selection step of selecting said pricing
conditions of said third information received by said reception step,
corresponding to said reference information stored in said storage
step;

a usage step of decrypting and using encrypted said first
information according to said usage details for said usage conditions

selected by said usage condition selection step; and
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an execution step of charging for the usage by the usage step

according to said price that corresponds to said pricing conditions

n
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selected by said pricing condition selection me
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