-1 SYSTEM AND METHOD FOR VERI FYI NG DI G TAL SI GNATURES ON CERTI FI CATES
[0001] The invention relates generally to the processing of nessages, such
as e- mail messages, and nore specifically to a system and net hod for
validating certificates wused in the processing of encoded nessages. 5

- Background of the.lnvention [0002] Electronic mail ("e-mail") messages may
be encoded using one of a nunber of known protocols. Sone of these
protocol s, such as Secure Miultiple Internet Ml Extensions ("S/MM"') for
exanple, rely on public and private enqryption keys to provide
confidentiality and integrity, and on a Public Key Infrastructure (PKI) to
10 communi cgyerkH AURNIEARODIRIR RERIFIRIGBIGIERL sfGNATURIRCORUL hor i zat i on.
Dat a encrypregmm“ﬁngﬁzﬁré"k_rme_Wey pair can
only' be decCERIINIGATES) t he correspondi ng public key of the pair, and
vice-versa. The authenticity of public keys used in the encoding of
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i ndi vi dual , umlmproaﬁsmh@ncwmmeﬁm%au on-related information. [0003]
Certificates are digital docunents that are typically issued by
certification authorities. In order to trust a particular public key, the

public key Wbe 20 issued by a certification authority

that is als 8 ¢2ySt ed. m1QiroflY mﬁﬁ(%ﬂﬁdﬂt”Ym%%Qhﬁﬁ 86knbdel vt o ofat ed
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certifi cat e.using aprvatekeypf 8 anyats keypuhiciey PR canomly |d§ Fa "tur es on the
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computing device wishes to encrypt a message before the message is sent to a particular

15 individual, the user will require a certificate for that individual. That certificate will
- typically comprise the public key of the individual, as well as other identification-related -
information. |
[0003] Certificates are digital documents that are typically issued by certification
authorities. In order to trust a particular public key, the public key typically needs to be

20 issued by a certification authority that is also trusted, or by.an entity associated with the
trusted certification authority. The relationship between a trusted certification authority
and an issued public key can be represented by a series of related certificates, also referred
10 as a certificate chain. The certificate chain can be followed to determine the validity of
a certificate.

25 [0004] Typically, a certification authority will digitally sign each certificate that it
issues, to certify that a specific public key belongs to the purported owner as indicated on
the respective certificate. In building certificate chains, the digital signatures on the
certificates of the chain often need to be verified. Verification of a digital signature on a
certificate is a process that requires the public key of the certification authority that issued

30 the certificate.




Summary of the Invention [0005] The verification process can be

" time-consuming and costly (e g. in terms of conputing resource usage),
particularly where the verifications are perforned on smaller 5 devices,
such as nobil e devices for exanple. Wiere multiple certificates are

- processed on a user's conputing device, the sane digital signature may be
subject to verification nore than once. Enbodinents of the invention are -
generally directed to a systemand nethod that facilitates nore efficient
verification of digital signatures on_?ertificates by storing K certain
~information enployed in signature verification operations for reuse. 10

[ 0006] In a broad aspect of the invention, there is provided a nethod of
verifying a digital signature on a certificate on a conputing device, the
met hod conpginsinagy bfithe Bivepson of : performng a first signature verification

operation o digital signature using.a fi . ! \ i at ed
with an i ssﬂ‘@ﬁ]-gﬁf t hgﬁ"ﬁé?rﬁc?? R E=Sgét }?aer(;lﬂn’[}l‘?é n%or?g%ﬁ%l?g fﬂﬂ% °%}|F’g§|g'§§‘f'@e§ﬂﬁ£g)ﬁat ure is
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storing the first public.15 key_.in_a ook YA jest to
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indicating useeissdswory efficiehtoatifiationndS digitel siingfutea lon sértificetes bE StPPIE esponse to

+the request if the digital ,20.sign re. verified in the
first signat&Fa® WZ‘?’Tn?‘i% aetnlap(l)oﬁe%ﬁlesgg@{‘%ﬁ%%ﬁ% ?‘fz?b%&%rgylg{fgt e?‘sse' det-ermined at the
conpar i ngo stjegoéjwher diny brdad ageciofi thesivgntiny there isqrovidedatmashed o perifirg 8n need
not be perfogrned. Brief Descripti : L B804 Somitfifhé inefflhs @ better
under st andi ‘8?51%}%16%?%%?16{@% o?ﬁgmg u\?égtﬁ?\ggﬁ%ﬁ’g _too _%h]ggv E[mrse s‘():I early
how it may he mafomiegla first Sgreffrevrification epassiivs opjtie digighsignatumpsing afifstuay of
exanpl e, to the acconpanyir b DEIRe deftintieCAbtenbinig itk Sighalltlgamtliedi agr am
of a nobile pd'g@?% ag%?%ﬁéh@%gﬂ%ﬁve&?%ﬁﬁ%%m g_ii on; _Flgclil 2 -iggaaggl ock di agram
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FIG 3 igga block di agram. of .2idq06usd hiofeh Geond \ehRidverifitdond is a -
bl ock di aar akrﬁyi“? ﬁg%’g’gts%g%ﬁ% (r%eﬁus g?pea host system.i I’_lv one -exapmpl e
confi gur at i osperaitieon Ge iigital staneiote W&gﬁ?&ﬁﬂ%ﬂ?@hﬁkﬁj’aﬁwcé?a%‘lhé"&ﬁueéd
certificate ghalfs. il %anﬁﬁh%t&séﬂoi?&ﬁbﬂm&rﬁmmé kishibBt kyssremmarent s of an
exanpl e of an encoéleél ssage; ) e :

memory store to determine if the first and second public keys match; and indicating :

successful verification of the digital signature in response to the request if _the digital _
20 signature was successfully verified in the first signature verification operation and ifa
match is determined at the comparing step, whereby the second signature verification

operation need not be performed.

Brief Description of the Drawings

25 [0007] For a betier understanding of embodiments of the invention, and to show

more clearly how it may be carried into effect, reference will now be made, by way of
| example, to the accompanying drawings in which:
FIG. 11is a block diagram of a mobile device in one example implementation;
FIG. 2 is a block diagram of a communication subsystem component of the mobile device | '
30 ofFIG. I;
FIG. 3 is a block diagram of a node of a wirelesé network;

FIG. 4 is a block diagram illustrating components of a host system in one example

configuration;




~FIG 7A is a block diagramshowi ng two exanple certificate chains; FIG 7B
is a block diagram showi ng cross-certificates |linking the certlflcate

chains of FIG 5 7A; FIG 8Ais a flowhart illustrating steps in a nethod
of verifying a digital signature on a certificate in an enbodi ment of the
-invention; and FIG 8B is a flowhart illustrating steps in a nmethod of

verifying a digital signature on a certificate in another enbodi nent of the
invention. 10 Detailed Description of Enbodi ments:-of the Invention ' [0008]
Sorme enbodi ments of the invention make gise of a nobile station. A nobile

~station is a two-way conmunication device with advanced data comuni cation

capabi | U1 e3, 32 DG1okNBa AR il oh SAnBORTHEAARAE s ot hel corput er

syst ens, I's a erre ereln enerally 'as a nobile device. A
nobi | e deV| 6&mya&1@bdlam@ndueuathecommmp xqraple Qﬁﬂﬂ@éc‘@mi'&f’atl ons.

Dependi ng Ofy&ne, § ld%?ofckaﬁa@fawovn wo%%ngucauﬁmhhﬁsdew ce, it may be

referred to as a data nes i ng devi ce two-way pager, a cellular '
t el ephone WHG. Hhisa bhaehdlagﬁmgh%’aw@msmemat%lmlﬁngé‘!%@@m sl BiGhl i ance,
or a dat mmnl cation device (wth or wthout telephony capabilities). A,
mobi | e devi ce’20 communi cates with other devices through a network of
transcei ver H6ads sadlowchpoh)stTingstegs W?@%ﬁﬁﬁemﬁﬂmﬁ@@%&wnﬁhe

structure of eﬁ,ﬁgBQHa% %&Ex@m%ﬂﬁeﬂ%nd mgpm’runl cates with other devices,

reference is
bl ock di agr &1{30$Bﬁarﬁ9t940hft§‘lﬂ'@w‘@€5itq}?56¥?éne‘b Ffying 3 (digHBk HEREE P4 shown
general l'y asce;t%atelm)ﬁb{h@ré}ﬁ:\éﬂlﬁa%nt:'&%eqwgﬂﬁbx§es a 25 number of conponents,
the controlling conponent belng m croprocessor 102. M croprocessor 102
control s1®he overal | operation of nobile device 100. Communi cation

functi ons, 'ﬂaha@'mcﬂﬁoaﬂﬁmmi.ﬂeﬁtsqmmivaﬁtohons are perforned through
communi cati @ System mUNI cat | on subsyst em 104 recei ves nessages
from and s eW@Qahes s adene arpodimpgnts of e invisticpgnake sl 2 mebjlgsiationy Anp) e

i npl enment at i QByiRf s1BRislatwe Waf ek HEn dmwmlaa%bama&wbﬁmiemoﬁm is
configured in accordance with the d obal System for Mobile Communi cation

(GSM and Gesrepbilitipphevng hremptilitgdt comueeiqasohl) otheg CORAT qistempn @ GPRS

Wi rel ess q8et Waled kShekde Shn¥yatly Q;VMrﬁlﬁnl@@waé Aﬁmoﬁ%ﬂﬁ@”ﬁzeﬂafﬁ hatincibdeabe st andards
wi |l be superseded eventual ly

Enhanced Data GSM Environ -4 (EDGE)
and Uni ver safapeiibf %‘W@Fé@%‘ﬁ%‘ﬂ?ﬁ%@é& |]?5*H§“d§'$r‘§ﬁ“&‘éﬁ‘{‘1m%‘y R@%@f Yéhdards are

mobile device, it may be referred to as a data messaging device, a two-way pager, a

‘cellular telephone with data messaging capabilities, a wireless Internet appliance, or a data -
communication device (with or without telephony capabilities). A mobile device
20 communicates with other devices through a network of transceiver stations.
[0009] To aid the reader in understanding the structure of a mobile device and how
it communicates with other devices, reference is made to FIGS. 1 through 3.
- [0010] -Referring first to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises a
25 number of components, the controlling componént being microprocessor 102. '
Microprocessor 102 controls the overall opération of mobile device 100. Communication
functions, including data and voice communications, are performed through
communication subsystem 104. Communication subsystem 104 receives messages from -
and sends messages to a wireless network 200. In this example imp]'ementation of mobile
30 device 100, communication subsystem 104 is configured in accordance with the Global .

: System for Mobile Communication (GSM) and General Packet Radio Services (GPRS)
standards. The GSM/GPRS wireless network is used worldwide and it is expected that

‘these standards will be superseded eventually by Enhanced Data GSM Environment

ough 3.7[0010] Referring first to FIG 1, a- .



still being defined, but it is believed that they will have sinilarities to
" the network behaviour described herein, and it wll al so.be understood by
persons skilled in the art that the invention is intended to use any ot her
sui tabl e standards that are developed in the 5 future. The wireless |ink
- connecting conmuni cation subsystem 104 with network 200 represents one or
nore different Radi o Frequency (RF) channels, operating according.to
defined protocols specifi'ed for GSM GPRS comuni cations. Wth newer network
protocols, these channels are capable of-supporting both circuit sw tched
voi ce communi cations and packet sw tched data comuni cations. 10 [0011]

Al t hough t hQEmmlmgawokﬂm&ahmaﬂm BerBOUNETSIE Wetitah@Ods fe a
GSM'GPRS wirel ess network in_one exaérg e inplepentati or'}l of nobil e device
100, ot her Sflbeing defingd bt s delipypd haidheyyuill have imuarities QiieesEs | ¢ devi ce 100

in variant HeARLGIARCAbIIPBSRin, SAdfif RNMNo b Y@Sstdld bipESdrR SKillaEn 'Y dkhdthat  may
be .enpl oyed include, for _exanple, data-centric wreless neé ks

voi ce- cent r e WV?’@Pééséntﬁ’éiem%ganyaWdﬂ‘éﬂ’ e Ft3pdardsshat ate (g yaiepe € can support

both voi ce affrdatiR vGRIEHkCalnceftE OMafunichon S Rstdl Y64 Wil netba% 2061t at i ons.
Conbi ned dual - node networks include, but are_not limted to, de DIVISIOI’I

Ml tipl e AcCERESSRISORRST IBore éﬁm&zbwmfwws(“tﬁweb@em%w g

nentioned abgy@id profebid ﬂ;’fe&ﬁ&i fohGE R GRS sakirh@itatiie) Widinewekeerbdke EDGE and
UMTS. Sone ol der. exa es of dat -centric wor ks i.n Iude t he MobitexTm
Radi 0 Net wor ROI9RR]s: Mg ‘N@'ﬁg\%ﬁ TR SS SVOUE o) der

voi-ce- cent_rlé‘onc;kﬁxﬁcaﬂ@iswmk¢t@edt¢1ﬁadatﬁ>ecsxﬁxﬁmaéanaammn| cation Systens (PCS)
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- Random AccesgsMGPRY wir&&ivhethOfk mfohaai‘z\mlj,’oﬁﬁihf)lyémaﬁﬁlondlf ﬁ)lﬁblﬁtydeitfb@mmmhbﬂ iary 25
i nput / out put (Uog subsyst e

m i (15]% @ oard 116, speaker
118, i cr oph¥HelesspsErorks gy Rlsp ﬁ@sé"‘ﬂ?f Ic?glflle e “éﬁﬂ’aBtt her devices 124.
[ 0013] Sone eﬁpléxh@tﬁluﬁhsyaiff&em tyfes 6DRirdl&s dawm&ethiﬁﬁamreh@noye(tmmmlfmatl on-
rel ated functl o as o her subsyst ovi de "re nt"

on-devi ce f et ﬂ%“"’ceé\?‘ e&f““é&?&'%ﬁ"S‘Waf%‘i‘éﬁisiaﬁgﬂ%‘sﬁé‘yﬁoar d)di16 maybe
used for 'tﬁ)t Ret3rks armesnisepoit bothveica ttidatd meinivoitstions e tlesamapigysicllg a t ext
message for H)re%g%mgl}%s Iggr?)pggcﬁéqa} g}PEe la-Swor% mbluc?engutdeevnogzﬁm*tef‘ds todéor}ite functions

such as a cal erat I'ng "system sortwat e used by
m cr opr ocess @ividitMuBipteyAxicesa (CHMaY) or @DMAQO&OMW&R&GSM@RSM{]@N&S as flash

[n;m)r y 108, Whl F oneggyovg”}, glneﬂr f&%}el (!l éeneratlg‘n (B%S(Ijlétglgllkg REEDGE a{iBQMT Sl simlar

Some older examples of data-centric networks include the Mobitex ™ Radio Network and

20 the DataTAC™ Radio Network. Examples of older voice-centric data networks include

' Personal Communication Systems (PCS) networks like GSM and Time Division Multiple
Access (TDMA) systems.
[0012] Microprocessor 102 also interacts with additional subsystems such as a
Random Access Memory (RAM) 106, flash memory 108, display 110, auxiliary

25 input/output (VO) subsystem 112, serial port 114, keyboard 116, speaker 118, microphone
120, short-range communications 122 and other devices 124. '
[0013] = Some of the subsystems of mobile device 100 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. By way of example, display 110 and keyboard 116 may be used for both

30 communication-related functions, such as entering a text message for transmission over
network 200, and device-resident functions such as a calculator or task list. Operating
system software used by microprocessor 102 is typically stored in a persistent store such

as flash memory 108, which may alternatively be a read-only memory (ROM) or similar




storage el enent (not shown). Those skilled in the art will appreciate that
the operating system specific device applications, or parts thereof, nmay
be tenporarily loaded into a volatile store such as RAM 106. [0014] Mbbile
device 100 nmay send and receive, conmunication signals over 5 network 200
-after required network registration or activation procedures have been
conpl eted. Network access is associated with a subscriber or, user of a .
nobi | e device 100. To identify a subscriber, nobile device 100 requires a
Subscri ber ldentity Module or "SIM cad 126 to be inserted in a SIM
interface 128 in order to communicate with a network. SIM126 is one type

of a conventj.enakiemSihdt sk ThESEEkilled it M Bt WAIY appretialaBdt ife@perdthgof mobi | e
devi ce 100 angE enﬂlellrﬁgon(; l'ize the nobi Ile devi ce 100, am)ng%(g))t her things.

W t hout Sl Msig@n, smuﬁq devige tnplieations pepapiy therepf, mpy Bi)@wa?rﬁ%w&?ad%ma

comuni cat i QR WMetshire REH YOKAMA86. By inserting SIM 126 into SIMinterface
128, a subscrlb can access all subscri bed servieces. Services could

i ncl ude: Wetlo%T‘HV\m ngMabils dewise H9imry sensiand geeeixe pupunicalion YgnalF@ver  Shor t

Message S§T \efhork R er ﬁ%re%k%@%1ﬁra%§&%h%o§?ﬂoﬂddﬁﬂ§ hﬁvVM@n 15 More .
advanced services nay include; point of sale, field ser\{r@g@?s e?&)l es force

aut omat i on. csmpletesic Nefworlysreess i asvopiated @ith 2 sPRSCTHRSHERYporah R

i nformati on.tQaGRify dbdMcldr, hﬁbﬂ&ﬁ%& ﬁsd)rb@u& Mibabritsef meﬁml%dme bris coupled
to mcroprocessor 102 I'n_order to entlm\/8 t he subscriber, SIM 126
e

cont ai ns sonSIME esrd é&@@r?éﬂ‘é?@déﬂéﬁmé@%ﬁc? i AT 18 SAPTURERS Vi Subscri ber
Tdentity (I Matwork AS‘IW%@B@&%éﬁf aléﬁﬂv‘éﬁhoﬁthsﬂa&@ cdrd” isB@io 1&\3115@&%&6&5&’1’ is 20

not necessarily bound g@{t si ngl e physi cal, nobjle devi Sl M 126 may
0

store ad#i t@f@?f&ﬂe Q‘ﬂ’l;‘)‘?c‘top PrESERE P OROYIS eI, mRong e&@“’&% wel |,
i ncl udi ng daivgharkmiane, fobi1e B6#de)100 Rinef By b}SHi’atﬁﬂﬂ ToraBRAfunicaioh wihf or Mat i on.
[ 0015] Mbbile device 100 is a battery d includeg a battery '
interface 13wk 20Q By ipsssingotiM 199 %?ﬁ\??‘ﬁﬁﬁ‘&? g@aﬁfs‘g’ gﬁvﬁc@pﬁggsw@o Battery
Ibnt erf aCiS é?ﬁms%ed ééa\ﬁ&!d PE@GicdsQodd irREidE: a&dbfbrdvgbiﬂg a8 ﬂiﬁ%gm%hicﬁbs amail,st s
atter In praviadin oweJ yl e t current
technol>/ogy n’éER%“g‘nﬂké ‘Eﬁ%ﬁg é‘?ﬁF(gMﬁ? ﬁ?‘g‘ut“ gsﬁfr’é"lﬁceﬁwg&ro f uel
cel |'s mayjspr mokdiRivirdted ROMEs niaf inehide: Ipemd&ﬂ/saleeﬁe’lﬂ)&mce[ﬁﬂ]sﬂ]:s ficer opr ocessor
ecutl on of

102, in addition to i stemfunctl e,

sof t war e appP‘?t‘&‘H‘Etlan§ﬁﬁﬂg‘ﬁ’BblP1se§ ag’é#sé%r 3266‘6“’8’75 St a%‘?nga'ﬁﬁfm%'gf' ¥ that 30
control basi ge¥é & énsepeariaSiM iferfacad8y i istguled @ nsitdprecesse 102 rimordectt | on

appl i cations i nst.al | ed on _nohi Vi ce ing its
nmanuf act ur e. ‘dﬁﬂ%é’ﬂgrsugsﬁgﬁ?t%%b co?tﬁﬁisof?aeﬁls%é’“u'e%rscfu S"F’anln mﬁtg’%ew ce 100
woul d be a pefcbileshbstrifepldemity ammjanﬂammma(g%msmgﬂsm I\ZGha&atfaLmtﬁcnbmaﬁ ity to
organi ze qu dn%%@ sanﬁjyabouml:l %)(? zrt%' s&g]e prﬁysaca? %Bblic dedice. SIM 126 may store

additional subscriber information for a mobile device as well, including datebook (or

calendar) information and recent call information.
{0015) Mobile device 100 is a battery-powered device and includes a battery
interface 132 for receiving one or more rechargeable batteries 130. Battery interface 132
25 is coupled to a regulator (not shown), which assists battery 130 in providing power V+ to
mobile device 100. Although current technology makes use of a battery, future
technologies such as micro fuel cells may provide the power to mobile device 100. ‘
[0016] = Microprocessor 102, in addition to its operating system functions, enables
execution of software applications on mobile device 100. A set of applications that
30 control basic device operations, including data and voice communication applications, will
normally be installed on mobile device 100 during its manufacture. Another application
that may be loaded onto mobile device 100 would be a personal information manager

(PIM). A PIM has functionality to organize and manage data items qf_ interest to a




~ -6 subscriber, such as, but not limted to, e-nmail, cal endar events, voice
~mails, appointnments, and task itenms. A PIMapplication has the ability to
- send and receive data itens via wreless network 200. PIMdata itens nay
be seam essly integrated, synchronized, and updated via wreless network

- 200 with the nobile device subscriber's corresponding data 5 itens stored
and/ or associated with a host conputer system This functionality creates a
mrrored host conputer on nobile device 100 with respect to such itens.

Thi's can be particularly advantageous ghere the host conputer systemis -
the mobile device subscriber's office computer system [0017) Additional

appl i cat i ongyR@yhed!sich £t AR GREe®@H, SnfdR RialeBd:Al SVnEEvolR Pnailk aGptiitmedtd, Net wor k
200, auxili arét 1/ 0 subSést em 112, seri al pol | 114, short-range

conmuni cat i GRS taskiigmsy b BBV appdication hagthe 6‘?‘%‘&‘0 senfl pndypceive gaajlemS g 104 Thi s

flexibility J;RaPrnveRRO®TPIM dhd iftls 3dy®e séalidsOP SRSrdddesynttizehikeanaid ty of
nobi | e device 100 and may provi de enhanced an-devi ce functions,

communi cat i oWdsted Y wyelesy r’i‘E‘P‘i"ﬁ‘r@O vith thegpppiledsyicespbscrbes’s comgspending data

comuni cagi GRuARRIHIGAL/bIORSHHRY WiRAMSR B &xrssmelﬁ TIR§FBéTRality Brehteons and
ot her such 15 financial transactions to per formed using .nobile device

1 100. [0018] mysiored hos Gpputer n gohilt dayics %B’%F‘islk?é‘rmts‘ﬁ’ digis.This endces t hr ough

an exter nal aﬁ?c‘élaﬂﬁa&fantﬁ@%ﬁé’ﬁﬁ&eﬁ@ﬁ&d{@&ﬁﬂu@é?sﬁ&ﬂn@lﬂk@tﬂﬂﬁe a@&ecapabl lities of
nmobi | e devi ce, 100 providing for information or software downloads to

nmobi | e devi c® %’Gbﬂét"ﬁ@"‘ COMBHETSHT®Srgh  a wi rel ess comuni cation network. The

‘al ternate. dowohpRd Pahdif@ apb Mah@ﬁ%ﬁﬁﬂ%"a@sob@%a&&dﬂ&ﬁdoﬁﬂ@dbﬁ@dh%ﬂhrﬁﬁgﬂ yption
key onto nobile device. 100 throu irect angoqsi‘hus reliable ,and trusted

connecti AR tRetyoTk g% awdlizey VQ sehsys %11:70 P%‘(l Ort-THEq BMIBHIFAHons, g e
conmuni cat i Oﬁssﬁubmst@mﬂaﬂer@ﬁmle@e&ymﬁ 120 NTRflexilitp fr appldati®en nobile

devi ce 100 and different t the e of et wor k
200. For exalpf t‘“’éﬁ’ﬁ?ﬁf “ﬁﬁ?"’? L‘&o‘i@v’ﬁ%\ﬁlé%”aﬂ"‘@am d
associ at ed Cif-gdtide Fundford@maijtai@reRite GincEHin) dr-botn ger ﬁ&ﬁﬁlﬂﬂeaﬂél on. .

Exanpl es of short ommuni ca n . woul d include standards devel oped by
the Infrar edcﬁ?‘%{"%%’gﬁpg‘i"flﬁfﬁ “ﬁyrefﬁ@e elpfUoRIC SEperee g‘?‘?&“‘f“ﬁé" c?‘f anily of

st andar dsisdegginepbshnkyetibrisiibe JetfoRid vking ubile deviced@d.ved Si gnal ‘such as a
text nessage

conmuni cat i owoggbgy g? IglFﬁ’aiB%is gl%%hfdﬁ%&%%&ﬁg%qﬁfe }())r\é\%}eggeggl\é’\n gyeb 7y f’“gmof essed by
M cr opr ocess a¢vick@2 sa&“}ake dpbmnfnf owesendshie ¢apatdlities of motlealbvibol00dyt put  to
G 5P 110 St b B Sy B PpBASRIEL PR o B Py
keyboar d 116 aiwireless communication network. The alternate download path may, for example, be
| 20 used to load an encryption key onto mobile device 100 through a direct and thus reliable |
and trusted connection to provide secure device communication.
[0019] Short-range commumcataons subsystem 122 provides for communication
between mobile device 100 and different systems or devices, without the use of network
200. For example, subsystem 122 may include an infrared device and associated circuits
25 and components for short-range communication. Examples of short range communication
would include standards developed by the Infrared Data Association (IrDA), Bluetooth,
 and the 802.11 family of standards developed by IEEE. ’
[0020] In use, a received signal such as a text message, an e-mail message, or web
page download will be processed by communication subsystem 104 and input to
30 microprocessor 102. Microprocessor 102 will then process the received signal for output |
to display 110 or alternatively to auxiliary 1/O subsystem 112. A subscriber may also
compose data items, such as e-mail meséages, for example, using keyboard 116 in

conjunction with display 110 and possibly auxiliary /O subsystem 112. Auxiliary




~conjunction with display 110 and possibly auxiliary 1/0 subsystem 112.

" Auxiliary subsystem 112 may include devices such as: a touch screen, nouse,
track ball, infrared fingerprint detector, or a roller wheel wth dynanic
button pressing capability. Keyboard 116 is an al phanunmeric keyboard

- and/or tel ephone-type keypad. A conposed itemmay be transmtted over
networ k 200 t hrough comruni cati on subsystem 104. 5 [0021] For voice

comuni cations, the overall operation of nobile device 100 is
substantially simlar, except that theqreceived SI gnal s woul d be out put to
speaker 118, and si gnal s for transmi ssion woul d 'be generated by nicr ophone
i 20. Alternative vpi.ce Qr nmessage
recordi ng sfﬁu‘%’ 7STe zmngmdlfdalﬂggg%%&aﬁleﬁﬂéyn?tsﬁ n%ﬁ%ﬁgg’\li:{@é&?oo

Al t hough voﬁn@anmt detetitay, cslagdbkwbcﬂlpuﬁldmmiﬁblmonMﬂmmﬂm|1§w’ﬂpar§ t hr ough

Kk 118 i i.d i
?E?gr ﬁ?rati on,lg’g%%? ?{Efnhe |cg?e¥?°afé&d%§teﬁ?ﬁﬁ ttﬁpe% d gcgﬁ’gg%e?gﬁﬂgiaygevm ce
call, or otrblsmitt«dlo@er rebrdrk Z(E’Ithltoegh qonﬁmmwamon@anYEt@OZQ'} Referring now to
oS 2.5 bi) 4l a0ram gl LRGSR AANLR] o g&mst&mﬂ&&mgnm 104 of

FIG 1is sIL Communi cat1on su sys’tem rises a receiver 15 150,
atransmtt eubsﬁzﬁﬁallycsnmlaglexq:cpt thatalnrectiied signal$ wméd hadmtmn tespecker] I8nandt s 154,

156, L | s Digital .
S ghal Pr oo Setal 1 by R b 3E seRRledbyOR R b, Rk EYR £ 5, 00 oﬁ .
subsyst em 1@ddib yode}msldaamsuth@nvmt:mesaaemombwﬁewmalm | e device 100
5 tended 40 QRELAL bR YRl 10BN SRS R0 BB RHAILINE! the desion

illustrated R serves on as one exa recei ved by
ant enna 164 apdonplisied pamarly khrob saeraéen 14 Busdisplay lleemeY a/lefr bewed togaevide may

per form suchy &aampmf,&g&an 4 ds R ARSraSa Bhgily, ARl akkoau, &7 equency

down conversi on g, chann selecti o anal og-to-digital (A/D "’
conver si on. otteDvoicoralliaelatedmicamation; ecei ved i gnal "al |l ows nore conpl ex:

conmuni cat i ﬁagfs%nct ' Oﬂéfeé.ﬂghov@& Ha. semRi hﬁ&ﬂaﬁ%faﬁ%ﬂﬁﬁnﬁfébﬁlﬂ stilsy&ém

perforned i 160. simlar manner, gbga s to be transmtted are
processed, |Q¢tﬁ|pmmhtj)4m§§lﬁ ati§ ﬁiwwanﬁoweﬂ?g subsystesit0d eunpritgiadeseiver

DSP- pr ocqgseflos] ghdhieAl 2, e,ﬂerzmm;&n;b@e&am nkefal dmennh Clemdhi8 1 541154, 0- anal og
(DIA) conversion, frequenc conversion, filtering, anmplification and

transni ssi oanlé?SCﬂ@WﬁiLQS %@ apd & PTO&PRS@EM"I‘.‘L]SS“C}‘BSPD%@] pignal BFacsssYr ocesses
conmmuni cat i O@S% gggl s, but also provides for ‘30 receiver and transmtter
control . For exanple, the gains applied to conmunicatjon signals in

recei ver 15010883 t r anThs rarteplan dosiepe) commuacRton %F%F‘%Wr’%ﬁqpé‘iﬂe?w&%gh
automati ¢ gajp netaBkid00kn WhistPmblilERvicaloasRmnas tb BpdPRE, th&Gt should be

'20  understood that the design illustrated in FIG. 2 serves only as one example. Signals
| received by antenna 154 through network 200 are input to receiver 150, which may
perform such common receiver functions as signal amplification, frequency down
conversion, filtering, channel selection, and analog-to-digital (A/D) conversion. A/D
conversion of a received signal allows more complex communication functions such as
25 demodulation and decoding to be performed in DSP 160. In a similar manner, signals to
be transmitted are processed, including modulation and encoding, by DSP 160. These
DSP-processed signals are input to transmitter 152 for digital-to-analog (D/A) conversion,
frequency up conversion, filtering, amplification and transmission over network 200 via
antenna 156. DSP 160 not only processes communication signals, but also provides for
- 30 receiver and ﬁansrﬁitter control. For example, the gains applied to communication signals
in receiver 150 and transmitter 152 may be adaptively controlled through automatic gain

control algorithms implemented in DSP 160.




'+8,[0024] The wireless |ink between nobile device 100 and a network 200 may

contain one or nore different channels, typically.different RF channels,
and associ ated protocols used between nobile device 100 and network 200. A
RF channel is a limted resource that nust be conserved, typi-cally due to

~limts in overall bandwidth and limted 5 battery power of nobile device

100. [0025] When nobile device 100 is fully operational, transmtter 152 is
typically keyed or turned on only when it is sending to network 200 and is
otherwi se turned off to conserve resogrces. Simlarly, receiver 150 is
periodically turned off to conserve power until it is needed to receive

signal s or rmat i if a | 1) dur Y riods.
[0026] Ref e[PP% vﬁ%‘g’ﬁl‘?‘? ik 35)' %Pocﬁ(bﬂg?eg" réﬁ?g%ﬁq]euoggz@?r@ew rel ess
neéI work is coﬁ{gailwhea@smaﬂ&ffdrm plfanndls, Q@;caﬁl)ed:ﬁcnekt RiOdanrsispsridossocigied or nor e
nodes 202. Mbbil e ice ca W rel ess
net wor k '200Pr°\°ﬁ°fﬂsé° ?ﬁ’ﬁ%’lr@o Olfﬁf)‘imgr#e%ht a Ill%ﬁg}%?aq:%ﬁ?%ﬁ ﬁ%ﬂg(})lgé d|1s

confi gured jeBovR€aRdt davae codseiveCeypinally dikao kaiits ﬁ&%ﬂbmdmwﬂ'@@RS) and

G obal Systens for echnol ogi es. Node 202 includes a base
station @on?*}t@m@l”’e’(ﬁbﬁﬁ?g Q%’l{) an associ ated tower station 206, a Packet

Cont r ol Un| [002BCU) 2@Bhenciabbile d@rce@(RBfﬂbppmauonah U@SMIMI%EWE\EW t chi ng

Cent er ) 210, a.Ho n ( olLocation
Regi stry ( vlf‘i‘é)eg opted gn %ﬁ?‘ Wq F&‘Ez g“’ %é ﬂ‘@g Q“{ %ééﬁf)"‘qsz \f%ﬁé&a&reat eway GPRS
Support Nodgomérvé %ﬁﬁesZSﬂ;ilaﬂndemeMfa s menbbsatliy@emﬁ @ﬁﬁoemsewe PPY¢ocol

(DHCP) 220. Thi.s |i ent. : austive |ist
of the coanﬂtg\H't’é o) e%\?é?cﬁwﬁgg” %ﬁén%ﬁatuﬁgﬁfg%@ﬁn%g%%%ﬁgt?dmﬁég but rat her
a list ofpceemaRents that are commonly used in communications through ,
net wor k 200. 27] I .a .GSM r 4 and to
a |l andline [% et wor Efem%%owgtg%\zfa@é(gfj \/\gT tg‘é‘r?zaﬁ%%gq’éﬁﬁ”@m%? k (PSTN)
222 to sati shywcis200i mmwnm;hewoﬂcelqmcmem% ene oTmerewAerdR Meblededissh pcu
208, SGSN 2#§8a$rgmmlc:sates& %an%de% Hﬁﬁp\lﬂrgl %etgzroﬂé/@belﬂlﬁé%le(l nternet) 224

(al so refer erein'generally as are net wor k mfrastructure)
represents t;ﬁeledﬁhtanqsmfh‘l(’ri G na@eRe? @ap@ﬁau@dn@mcp@mw@@wﬂr? agket GSM net wor k

ext ended i 1, CRRRCARBAL! Liciay SREnR0d bR ©SMH Akfitickiastad 20gont ol 30

Uni t (P sto to control seg msntatlon radi o |,
channel all onaudaslabmdtavm @&W@F@ﬁﬁ@%ﬁltbﬂ P%??fé‘é}edr‘@‘dEFSFaé‘ﬁ’é%?%a Packet r ack

mobi | e devic Pﬁﬁ:'tgﬂtrlfgéﬁga&ﬂ\é@f&@k@sﬁﬁmﬁ% GBOE, B MUbleSichsipiCeateed and

packet switc e mana
(MSC) 210, a Home Location Register (HLR) 212, 2 Visitor Location Registry (VLR)

214, a Serving GPRS Support Node (SGSN) 216, a.Gateway GPRS Support Node
20 (GGSN) 218, and a Dynamic Host Configuration Protocol (DHCP) 220, This list of
components is not meant 1o be an exhaustive list of the components of every node 202
within a GSM/GPRS network, but rather a list of components that are commonly used in
communications through network 200.
[0027] " In a GSM network, MSC 210 is cbl_Jp]ed to BSC 204 and to a landiine
25 network, such as a Public Switched Telephone Network (PSTN) 222 to satisfy circuit
switched requirements. The connection through PCU 208, SGSN 216 and GGSN 218 to
the public or private network (Internet) 224 (also referred to herein generally as a shared
network infrastructure) represents the data path for GPRS capable mobile devices. na
GSM network extended with GPRS capaBilities, BSC 204 also contains a Packet Control A -
30 Unit (PCU) 208 that connects to SGSN 216 to control segmentation, radio channel
allocation and to satisfy packet switched requirements. To track mobile device Jocation
and availability for both circuit switched and packet switched management, HLR 212 is

shared between MSC 210 and SGSN 216. Access to VLR 214 is controlled by MSC 210.




- devi ce and

‘ .s'har ed between MSC 210 and SGSN 216. Access to VLR 214 is controlled by MsSC
210. [0028] Station 206 is a fixed transceiver station. Station 206 and BSC
- 204 together formthe fixed transcei ver equi pnent. The fixed transceiver
equi pment provides wreless network coverage for a particul ar -coverage
~area commonly referred to as a "cell" The fixed transceiver equi pment
transmts communi cation signals to and recei ves 5 communi cation signals "
fromnmobile devices within its cell via station 206. The fixed transceiver
equi pment normally perfornms such functigns as nodul ati on and possi bly
encodi ng and/or encryption of signals to be transmtted to the nobile
device in aﬁ&ﬁaiance stitloh Bo a%&@d%ﬁﬁceldéﬂ{é}loh)’ sﬁﬁ&ﬂﬁ%%&@@@@m communi cati on
protocols a raneters, under control Its controller. The fixed
transcei ver t@qmepf@enﬂleéixm ura;nscreyvedeqmwat'@@ fixgiHraperely s ipmMEnLREeYdRss and
decrypts, ify, REEARRK cofh eﬁqwmﬂaooe}ag%lawa%ﬁmmg%f&%t& BOMcelfobi | e
device 100 within its cel Ication protocols and paraneters may vary -
bet ween di f fTde &ned Framgesiver EiPMSRiAransraits communisation signale IAANG JeCsIVeR f f er ent
modul ati o $igRChah adblic Hhideehtith it ERMIIPRRIIR206.MAR sBher nodes.
[ 0029] Fo‘Fr)] a@ﬁﬁ tfoq (‘fgv?ces 1036eregc|fester edt - 0peC| fic network,
per manent  IEngeivel eguipmentanmetly aedornis sech @CH%@S moé\flﬂtloé apdpessibled in HLR
212. HR 21?3,1@&@@ AR} aq!c@rﬁn&@mfgmtd uefuqagmaedqa HeMobRE Gt ideqHbthRERA NObi | e
_ can querie determne the current |ocation of a nobile
devi ce. MSC \M@artyuiawwﬂz Pisfitermisied ccogmpigiratism Areiecols 29A PAPBEET. WNEr st or es
‘the data of éohﬁozrs?m J:&uﬁ'l?eY'f}?esﬁ;&H'&&?sBéﬂféf eliiprhdn® siffiSdy &fmdasﬁfe@sm bility in
VLR 214. Further VLR 214 also contains informati'on ‘on nobile devices that
are visi t10n@0@alﬂéﬁec2éesweém if ppressans aprReIPERIcAtpnyieRals teeeiveFMies part of
- the per rmne%oﬂm%h@e ﬂwlﬁ.ﬁl 1&%@ C&ﬁﬁﬂ:ﬁéﬂnbﬁ Bidtdlcb19 Mad PeBamlets fadly 214 for

faster access. By noving a tional information froma renpte HLR 212 node *
to VLR 214, bqﬁéeeaﬁtf&rﬁeﬁ@ﬁde% rF&rFﬁ@?!fe?%é@ﬁem@h@%@%b@ﬁéﬁ&‘dﬂﬂb@“%duced so

that voice agfeflofd op&hi aCBferti TrelRnBeOMiuflaferibdds, f aster response times
and at the sane tine reqw ri ng | ess_use of ggvgutl n reso rces. 25 [ 0030]

SGSN 216 andl0828N 218Fead mabiedsyices Jfegisirts REPSS T REFEPSAt packet

swi t ched @at gnfigRRRihtdata¥hdhts B uESMorRGoNord & BDR 2&@@1}&1 Qmﬂstﬁcoﬁtaﬂis | ar -
responsibilities within wirel ess netvvork 200Q b% tra k of, ttF
% 2l & e% R s,

| ocati on of &9 HpHIapen 9ecach peitraed naghdg d

funct Idons an%ﬁﬁﬂ@&ﬁﬁ@@ﬂ'ﬁlﬁ&ﬂﬂeft‘l@ﬁce Qﬂs@21$ﬁgdgp@sﬁﬁ fored gwﬁ@ﬂ&ﬁuom 218
provi des internet i ng .conn ct| ons Wit exter

net wor ks and?RGiH d{‘%d"‘fao" fShanchile dpyiges epseqqiy mits@reao Teé?\ “Slﬁ‘ﬁ ’r“%)gtﬁ ot ocol
(1 P) backbongumgi wDRk19pIes @infichs Wifbhation emositewiavikes2R areDwitiﬂgg)t]ﬁf)r mal

oper fat ! ngp | get%io;f((sa.n'[hrg:qgiiolngati%g \1lnl ﬁfR 5?19 1nclu§es pgﬁ o; t%e pennane%om ile Je Vice data

acqulre
transmitted from HLR 212 to VLR 214 for faster access. By moving additional

information from a remote HLR 212 node to VLR 214, the amount of traffic between .
these nodes can be reduced so that voice and data services ‘.can be provided with faster
response times and at the same time requiring less use of computing resources.

25 [0030] SGSN 216 and GGSN 218 are e]eﬁents added for GPRS support; namely
packet switched data support, within GSM. SGSN 216 and MSC 210 have similar
responsibilities within wireless network 200 by keeping track of the location of each
mobile device 100. SGSN 216 also performs security functions and access control for
data traffic on network 200. GGSN 218 provides internetworking connections with

30 external packet switched networks and connects to one or more SGSN’s 216 via an
Internet Protocol (IP) backbone network operated within the network 200. During normal
dperations, a given mobile device 100 must perform a “GPRS Attach™ to acquire an IP

address and to access data services. This requirement is not present in circuit switched




~address and to access data services. This requirenent is not present in
‘circuit switched -10 voice channels as Integrated Services Digital Network .
(1 SDN) addresses are used for routing incom ng and outgoing calls.
Currently, all GPRS capable networks use private, dynamcally assigned IP
-addresses, thus requiring a DHCP server 220 connected to the GGSN 218.
There are many nechani sns for dynamc | P assignnent, including using a 5
conbi nati on of a Renpte Authentication Dial-lIn User Service (RAD US) server
and DHCP server. Once the GPRS Attach.ps conplete; a |ogical connection is
~established froma nobile device 100, through PCU 208, and SGSN 216 to an
Access Poi nt Node APN) . Wi t hi.n .(3(;%\1 The ogi cal end
of an IP tunfReéfe® a\‘?ﬁ%}s 8 fptegrated Eeerymeéscclééé%gwogégﬁﬁn é@g{gﬁﬁ%t#%%ﬁo | e services '
or private neitingitcomingraad bitgrisg calllh eCukRinl{, Al GPRS capbleastviries we prixater i t y

mechani sm for network .200., insof ar, as_each b ' t be
assigned to @’8%%??eggﬁ@ﬁﬁs’n%'ﬁir?qélmilé\?i cesll %6%? %iaorcﬁtn)%e Q%)‘:(l(t:ﬂaa{%ge dat a
wi t hout fir sEG§e e rMhHergremyRSchdnisasfort dynanic APMsighment, inclindng o '

authorized to use, T AP e..consi edolO. W) n 1 nternet
donai n na cgﬁlgﬂ’ag%n 0%%7818%&5%#%&“% ﬁlea;l'g"ggs.e{:%%%?g@g i@&gﬁve&)&%‘gl t he GPRS
Attach is cappCPte@yeraOhctntheGPRS Atdchas eanplete) addgicat camhéction issstaldishddanged

wi thin standard | P, packet in o] | ed inlIP
packets. Thidiilc’“il ﬁ&”ﬂ@‘e‘ic"i°ﬁ§%dé?‘.’%“§h %t&ph%gséngﬁgéﬁa%%%&%%?% lﬁgg&:ietn the case
with some | @BeDwithinyGGINPIEL JThe ARNaepresnis a lopiw! endtofi an /Py toungl thitrdaw at e
K Pl A8 Rl Gl on gk afehod il R OGHEL BRUPAPT ot 0c0
net wor k 200. al¥orepresentyiazecutiygnashanismefoPDRw @08 it far nmavlpmhbilezbeicv\ﬂqq run an
nctivity. i P S i AL ABNF AR IR Relites 10F LB Bab BTN | o
Cont ext can tishoul§t parfbabiogs SRBS ttach 1 an AdNcha itrhas been @etherized fuse.FTheddr ess
pool managed by ;LhHE SRERN 1o ARl To driRiiky BRLA fabiudiy L0 FIG 4. 2

bl ock diagramillTudstrating conponents of a host systemin one exanple
confi gurat i ofmy@nsietemwirdesscom’yst em 250 wil | typically be a corporate
of fice oreot fiftfa} 0Ca! GHeLhle BPRWAnkc b EMpeld i nalfRYis Rak &AM Mraficige of fi ce
conputer or Some  other private system for exanple, in variant

i npl enent at i oxebanged withinstandaxdHirieeketsising apypretoe] that candgsupppsedhIP50 i s

gggi géfgngz BadkN Pfis AL ARHeBRhARbAS QucRQs WbvePIrPas WS BE AL wilkbhe devi ce

IPSecurity (IPsec) connections used with Virtual Private Networks (VPN). These tunnels
are also referred to as Packet Data Protocol (PDP) Contexts and there are a limited number

20 of these available in the network 200. To maximize use of the PDP Contexts, network
200 will run an idle timer for each PDP Context to determine if there is a lack of activity.
When a mobile device 100 is not using its PDP Context, the PDP Context can be
deallocated and the 1P address returned to the IP address pool managed by DHCP server
220.

.25 [0032] Referring now to FIG. 4, a block diagram illustrating components of a host
system in one example configuration is shown. Host system 250 will typically be a
corporate office or other Jocal area network (LAN), but may instead be a home office
computer or some other private system, for example, in variant implementations. In this
example shown in FIG. 4, host system 250 is depicted as a LAN of an organization to

30 which a user of mobile device 100 belongs.
[0033] LAN 250 comprises a number of network components connected to each
‘other by LAN connections 260. For instance, a user’s desktop computer 262a with an

accompanying cradle 264 for the user’s mobile device 100 is situated on LAN 250.




- [0033] LAN 250 conprises a nunber of network conponents connected to each
ot her by LAN connections 260. For instance, a user's desktop conputer 262a
with an acconpanying cradle 264 for the user's nobile device 100 is
situated on LAN 250. - 11. Cradle 264 for nobile device 100 may be coupl ed
-to conputer .262a by a serial or a Universal Serial Bus (USB) connection,
for exanple. Other user conputers 262b are also situated on LAN 250, and
~each may or may not be equi pped with an acconpanyi-ng cradle 264 for a
nobi | e device. Cradle 264 facilitates_tjge | oading of information (e.g. PIM
data, 5 private symmetric encryption keys to facilitate secure

gommni cat | QgaOSEEARALS: 105Ky 68 cdiftaab gl 26 Lisam e ! conput er

262a to nobile device particularly useful for. bul k
i nf or mat i on UnidkasebSeriaf Buesr(USB) ¢ounme|n, ifer qxamli: aPthet user compRtets 262har¢ al&e 100 for

‘use. The i nfsﬂ'[lﬂ@é nquIg ﬁg‘ﬂang zﬁ@oﬁb%\ﬁpﬁ&i \gn@pan%yodﬂaﬁ%ﬁ@&adle

certificates use I'n t ssages be ‘under st ood by
persons sKki Iﬂﬁédonanmiﬂ&’«ﬂﬂeceaﬁlradi%ﬂ fwé?te%‘bﬁbefilwﬁlwfelz@mQ@%PWIdet ypical ly

be al so cgn WFES AR wn in FIG
4. [0034]gF%&%?%’%ﬂeﬁkmmgg{gﬁgg@&h %gdtwor coﬁpgﬁé%ghﬁgkéof ?Jg}l%l 250 are .
shown in Fldvicd 1$anddAe256) frem pess cornpmier 282t mobilg dqvice 09, gadmayY bod by

per sons Si |l ikl Ll oAb SNABRS hLd perBRAIS il hiRd

conponents ot explicitl %/_h: own i n 4, for this exanpl e |
confi gur at i ofsvickBP®forasse Fh¢ information dowplopded ‘?@Bl?lbﬁﬁﬁe %Powlp@r‘depart of a
larger netwy CLQQE sed t}ﬂmﬂxc%gé Sﬁn&&%er lrastt l&%%déﬁgodrﬂi%e&gﬁﬂ%{dll%@uﬁ' fferent

- conponents an e arrang ent topologies than that shown in
the examiPe ¢ afthat vsar copmutsls]%?m 22bi veill dypigepy be almﬂmf@teé &othe pepgheral

comruni cat esd%gﬁ&pn&ﬁﬁlgﬁgsﬁd%qggfaq node 202 of wireless network 200 and a
shared network infrastrucCture 224 such as a 20 service_provider network or °

‘the public |08fhet. Rehsgrore,onlyanubssholpgivorecomngnsnise LANEDFFsbSHR or nore

-routers [not y:ShgWjor e AP Hr &PETISh! 13 i0EVIbE QfdeRhodd A p %&s%ﬂe&ﬁ%@e&ﬂhatf rom
behind a firewal | or proxy server 266. [0036] -In_a_ varjant ngl enment ati on,

LAN 250 conphEAdes0 yilhponrissaddipiong] compenents PWP’WT’W‘E B G hipnliSe dat a

exchange et wagRid dgsddhior Sl EndRR, L ANDIVinR§ rdfifent Thallc? part ofClfer Of a
wireless VPN router is ngw in {%e vvltyrel ss |ngustr and inpli eagé@at a VPN

connect i on cAFWBE (Bl shibgogpmizden. ;im A% GRYPPTC SHEtert SO PPy network
to nobile deyismgddid diffehpt RHASiEY thdntmat@ﬁowqﬁhmg eRarpie 6f EIGS4 VPN r out er has
oL o7t LOETL o Sy e Sk g KPS0 AT L SRS,
Thi's new pr 0hedeal02\oF Wirelpys Q¥twd 200 abdhsHaR dadiiofisiafastiicture 224 such as a
20  service provider network or the public Internet. Access to LAN 250 may be provided
through one or more routers [not shown], and computing devices of LAN 250 may operate
from behind a firewall or proxy server 266.
[0036] " In a variant implementation, LAN 250 comprises a wireless VPN router
[not shown] to facilitate data exchange between the LAN 250 and mobile device 100. The
.25  concept of a wireless VPN router is new in the wireless industry and implies that a VPN
connection can be established directly through a specific wireless network to mobile
device 100. The possibility of using a wireless VPN router has only recently been
available and could be used when the new Intemet Protocol (IP) Version 6 (IPV6) arrives
into IP-based wireless networks. This new protocol will provide enough IP addresses to
30 dedicate an IP address 10 every mobile device, making it possible to push information to a
mobile device at any time. An advantage of using a wireless VPN router is thét it could be
an off-the-shelf VPN component, not requiring a separate wireless gateway and separate

wireless infrastructure to be used. A VPN connection would preferably be a Transmission




~ 30 dedicate an I P address to every nobile device, making it possible to
push information to a nobile device at any tine. .An advantage of using a
wireless VPN router is that it could be an off-the-shelf VPN conponent,

not requiring a separate wirel ess gateway and separate wreless
~infrastructure to be used. A VPN connection would preferably be a

Transm ssion -12 Control Protocol (TCP)/IP or User Datagram Protocol , '
'( LIJDP)/ 1P connection to deliver the nessages directly to nobile device 100
in this variant inplenmentation. [0037]. {pkssages intended for a user of

nobi | e device 100 are initially received by a message server 268 of LAN
250. Such @,IZH &GRsS. For

i nst ance, n%négggﬁ%tgﬁda(ﬂm e%ﬁbétg%%ﬂwm&fden egpﬁng?néugng%énéggter 262b
within LAN Zﬁ@?agﬁsdlm%vtdmmfom émceriﬁ%lnltblsd@mt’ém[%tﬂﬂ%%m] connected-to

W rel ess ¥Rk 20 r

di fferent cgrrputll ng gMersaéeeQ:rﬁenqécﬁ% %a?/%(gﬁ%g%zcqubm%gﬂgrﬁ%éﬁggs ages,
via the. sharaadeSﬁ@eWtk 2ﬁ%|bf1a$ﬂﬂ§(btﬁncbﬂfz%esaﬁd origipag fipmyany At aigPeref

appl | cat i gn SELK G5 ALY ABheddiShlay Yind ELLARY, S8 BEmRICAMPAE 260D SP) . 10

for exanp ssage se 8 typical’ly acts as the prinmary
interface fowithinbAMASAcgea d@ﬁerengg@algégv:cedaqattsh@m]gpwcted teavirelespssages,

wi thin the ofgamy 366 598, mre(ﬁyﬁﬁelésg Eetﬁrbﬁcr §%onD £ hiyerehit doﬂlfpﬁ@tfgt(fe%é b e 224.

Each user in the organization that has béen set up to send and receive
nessages is ¢ygidewitd sapablsefcentingdnessagks, yiathresharad pdviork infeastarawe B3f stk sage

'server 15 22@ ss@%rﬁmfm ngpxﬁgno% SORRR %&%A@[oﬁﬁéﬁeﬁwﬁné@ﬁé@&?ﬁ@m,

Exchange" M I npl enen ons, 50 nmay conprise nultiple
message s@rv@rgxm Message server 268 may al so be adapted to provide

addi tional 1 ek ons. RRxQpd, e%??@@?pl@ﬁ@%@l@gﬁﬂéanhr?@ﬂt&ﬂcé‘ﬂarm%x&ﬁﬂ@egenem |
| a

of data asso ted wth calendars and fask |is or exarrpl e [0639] When
messages ar eofBesILoL HUBGISSRGEMEEnRFSVIDEEhe prganizaippand Qyetthe fharesy st or ed

in a nessage;shfiGniddRtct® P24, Glabh ¥seP AN UrgantaRen HinGSHaR S¢t ap ASschiddndde
subsequently retrieved and delivered to users. For ms{él nce an e-mail

client appli Eseivomessagsaisavnisrdy gosated ith & usehpRSONNS Mangesd bYGSsPRESERVEL ¢t he

e-mai | messages @%%Q%@E@ﬂaf%sfs&etsm& 268 S MitrR6R 8XdHan@& 08§ 0krOTh ddReS age
server 268. These nessages would then typically be retrieved from nmessage

server 268 ammplementatigns, LAN 350 may ceprpGrBHtpGRessageseryerg 468 Mpsstecspattat i ng

mobi | e devi cged iy a1§<h?e 43Rk %Yovﬂe%hd:ﬁ&ahﬁﬁ&uﬁs B&ohd meRERAMSRgenRht,| eved for
delivery to the handhel d.” An e-mail|l client application operatlng on nobile

devi ce 100 nﬁvllalﬂ@dh?@ﬁ@we“hé%ﬁ’@é%’mé?g%qléflé‘diawaPﬂwP‘F\]és%&F“@“PA%count
from messaggeggdjver Afken nldigagls FBtekeibdd WhestRY sder 268) e Ureagpitalyt her by

t he user or by an
20 stored in a message store {not explicitly shown], from which messages can be
subsequently retrieved and delivered to users. For instance, an e-mail client application
operating on a user’s computer 262a may request the e-mail messages associated with that
user’s account stored on message server 268. These messages would then typically be
retrieved from message server 268 and stored locally on computer 262a.
25 [0040] When operating mobile device 100, the user may wish to have e-mail
messages retrieved for delivery to the handheld. An e-mail client application operating on
mobile device.IOO may also request messages associated with the user’s account from
message server 268. The e-mail client may be configured (either by the user or by an
administrator, possibly in accordance with an organization’s information technology (IT)
30 policy) to make this request at the direction of the user, at some pre—deﬁned time interval, |

or upon the occurrence of some pre-defined event. In some implementations, mobile

device 100 is assigned its own e-mail address, and messages addressed specifically to




_adm nistrator, possibly in accordance with an organi zation's information
technology (I T) 30 policy) to nmake this request at the direction of the
user, at sone pre-defined time interval, or upon the occurrence of sone
pre-defined event. In sone inplenentations, nobile device 100 is assigned
~its own e-mail address, and nessages addressed specifically to -13 nobile
device 100 are automatically redirected to nobile device 100 as they are
recei ved by message server 269. [00411 To facilitate the wirel ess :
communi cation of nessages and nessage-ri@-ated data between nobile device
100 and components of LAN 250, a nunber .of wreless 5 conmunications

support cOoNMpRMIB devide/ DO FYauldmhaliéally rdd@eoted 16 nidBile dicR NP & théypd RB&EWdat i on, -
Wi rel ess conmuni cati ons _support components 270 conprise a nessage

managenent <¥MEEFESPIVEIZB8. exanpl e. Message managenment server 272 is used
to specifiqobhy] provigecHirnne wirfless chiifufibdRg OMmbisaRt aBaGageselatdich as

e-nmail nessages, that_are to_be Handl ed by _no i,I& devi cesf. ,C@neral ly,
whi | e nmessag®ia bgfeeeapopyle deyise 40P 494 compopeRis § Erl-@uBge of wiEless, o

managenen s@mbinicadensGaipoR oisoRent P706RA Be@rowddN In this.exafgle how nessages
shoul d be sent to nobil e device 100, Message managenent server 272 al so
facilitates TREMERREPT NeFelsss HRTUHIGHLONE HPBEE EQPRRCTIHH| Y COMBRRFIARESTES, whi ch
are sent to miREASR s 9el, fatGRaniyd. MebBpOmBRbetak borar 972 508434 For
~exanpl e, nessage nagﬁggnent serer 272 may: nnnitorw%he usqr's 15

"rmai | box"  ( esPgEiealy PrRYAde ROt dog the manegrent ReRFAERS S8 2 E TR SR8 Bunt on
message ser V@ht are ke hhstled s \hodilf@dviceTOGERAES, widleMadsadsstire diflfstofaidne filters
to neM/neisages to detﬁ{nine i f and hOW/tQE nessﬁgqi wi |l bg rgla ed to
the user'1® nBBTREF TR 108 MefEReC SEAFFREY SENH 2728t SPchaweHE gt .

usi Ng an encChywineskagds ekl 1uent sarbbirletiad FOOENdsyHRt matagetmReaerd 7t Blss) or
Triple DES) an ush themtqo nobile devigce 100, via t shared 20 network
infrastruct u%@ﬁ1 tﬂ “&iﬂgé’?@@aﬁ%f%ﬂ%ﬁ no éﬁ(ﬁie?%ec@ﬁv%ﬂg}égg 3%‘2%0 conposed
on nobil e desisage stBRr 168.for subsequendetideryisi ng Tri pl e DES), decrypt and
deconpress t onposed nessages, re-format th Qnposed ssages if
‘desired so tﬂ&‘lthey %I%f ?xa%%e’g?SSdgF B’aﬂ%ﬁ?‘é’g%rsf”g‘{?’ﬁ%%? glgag'frpgl'ﬁ%ogﬁ'guﬁeggr' s
conput er ‘362 &maithoel” (ecz. the utiessapdore antdaedivhiets ages at@untassages sevever 268
for delivery 10043] .Certaln properties or.restrictions associated with
nmessages tha?6§§8“febv eﬁ’kalﬁggsﬁ?ge?’ra gpl 5P %j}ena}’]géiét??z%neﬁ/mﬁgﬁief% %\%P 1?:% 100 can
be defined (& apdhby ttermashgesnvil be eflayed jorthe useC omdbifrodevise 1 00; bdnpessiand/) and

orL o o0, TR TABRETE L REY Bl USO8 kSl o P
: Standard (DES) or Triple DES) and push them to mobile device 100 via the shared

20 network infrastructure 224 and wireless network 200; and receive messages composed on
mobile device 100 (e.g. encrypted using Triple DES), decr&p_t and decompress the
composed messages, re-format the composed messages if desired so that they will appear
o hﬁve originated from the user’s computer 262a, and re-route the composed messages to
message server 268 for delivery. '

25 0043] Certain properties or restrictions associated with messages that are to be
sent from and/or received by mobile device 100 can be defined (e.g. by an administrator in
accordance with IT policy) and enforced by message management server 272. These may _
include whether mobile device 100 may receive encrypted and/or signed messages,
minimum encryption key sizes, whether outgoing messages must be encrypted and/or

30 signed, and whether copies of all secure messages sent from mobile device 100 are to be
sent to a pre-defined copy address, for example.
[0044] "Message management server 272 may also be adapted to provide other

control functions, such as only pushing certain message information or pre-defined



~minimum encryption key sizes, whether outgoing nessages nust bé encrypted
and/ or signed, and whet her copies of all secure nessages.sent from nobile
device 100 are to be sent to a pre-defined copy address, for exanple.
10044] Message nmanagenent server 272 may al so be adapted to provide other
-control functions, such as only pushing certain nessage information or
pre-defined -14 portions (e.g. "blocks") of a nessage stored on nessage
"server 268 to nobile devicce 100. For exanple, when a nessage is initially
retrieved by nobile device 100 from nesgage server 268, nessage nmanagement
server 272 is adapted to push only the first part of a nessage to nobile
device 100, yiddhs tde BBILE RilesBfe dorbd G BleR Seht2E8 oot advide D, The 6
user can th request nmore o f1e nmessage, delivered in simiar-sized '
bl ocks by ks segerlaaheryemessegedeinitially mvgtbbm@meée‘d@wmé‘rmesswss| bly up
to a maxi rmr@eWe?ZéSdﬁlteés%qna% BsefVel 2 it a&agtgélﬂpuﬁp&ﬁf ﬁil'e@igét art ffSSage
managenent server facil ates better control® over e of data and
t'he anbunt omes§zEcao lﬂhblie dcglcﬁzlﬁ%ﬁh thepar being ?ﬁﬁtﬂﬁ-ée@e%lé%(eﬂo@) )1Beand can
hel'p to mgni fhez&mRRY ?éhhb&hao)’@o’?hﬁ: noéssaga%im Hi0er0d inQlGh-«Z656baS 8- [ 0046] 1t
wi || be understood persons s in the art that nessage nanagement ‘
server 272 n@e@am@anb@mentpﬂegwﬂé@lnlebﬂealewpa%p@mbh;;wﬁ@amasmwrh n LAN 250
or other nejUREbkmeds@e sE¥anpl e, some or all of the functions associated
wi th nmessage nmnagenent server 272 may be integrated with nessage server
268, or soneld®dfkr sergeardingly.mgssags managsmeny sermesy ﬁ%f"éﬂﬁqﬁme%@‘?ﬁﬂg conprise

mul tiple msé@@ﬁaeﬂ%&%@&ﬂ?ﬁd tﬁeeJnYcﬁlﬁtSof%Zl%1ﬂiat R%ﬁﬁnﬁhﬁkﬁéd%xﬁd&ﬂé’ éédl&rlbo
i npl enent atl ons where a | arge nunb devi ces needs

suppor t ed0 [ amirey hﬂPrﬂUGin‘rP@FﬁB‘“@F‘alt"l’?ételQﬁb@'ﬁw%orr‘éheafféo‘ﬁéﬁ‘r‘ier al | y to

- certificat es{meji in trmub@a%?s&%umg %o@@ﬁﬁ&ﬁﬁmﬁa%ssagyﬁbna@aﬁnml
nessages that are _encrypted and 8 signed. Wile Sinple Ml Transfer

Protocol ( SMEDYer 27ussd Dotrhs applprmented RP 2 SPATHE BRHSISEISETVERTR &MABTSOMEOthe t ensi ons

(M ME) body pabbk. 'ﬁyexlﬁﬁpﬁss%glebpalﬂ&fﬂ}é‘ﬁnéﬂbﬂs as%&"id’t@tmﬂfm%s@élﬁlaﬁﬁéenﬂmrm' |
nmessage not requiring-encod |}r%g Secure/ M NE{(J S/ MRV1E), a version_of the

M ME pr ot ocoFeTvéigy2 Bay bisateeraied with message ALt Ar Weé’%bﬁfé‘éffﬁh’s%]ﬁ&é% (i.

i N secur e157e $§AHMAGe AP D S ORSprischdAipi¥ nfesApeRkRE RN sdreere T,

aut henti cati on and 25 confj denti al ity andﬁér otects dagial j nt egnﬁ y and
privacy fr omPRTHE arh A V%ﬂbﬂpﬁnﬁa%?nwheaea & BYpRer sEmpRile depges 6‘55 Qntil it
i s decoded amdsuippateddy the nmessage recipient. her known Standards and
protocols rra)fo&e,]enpl %/md to facilitate secure messa

diments of the invention telate generally to 9ertiﬁcates used in the

processing of encoded messages, such as e-mail messages that are encrypted and/or

20 signed. While Simple Mail Transfer Protocol (SMTP), RFC822 headers, and
Multipurpose Internet Mail Extensions (MIME) body parts may be used to define the
format of a typical e-mail message not requiring encoding, Secure/MIME (S/MIME), a
version of the MIME protocol, may be used in the communication of encoded messages
(i.e. in secure messaging applications). S/MIME enables end-to-end authentication and

25 confidentiality, and protects data integrity and privacy from the time an originator of a
message sends a message until it is decoded and read by the message recipient. Other
known standards and protocols may be employed to facilitate secure message _
communication, such as Pretty Godd Privacy™ (PGP), OpenPGP, and othei's known in the
art. '

30 _[0048] Secure messaging protocols such as S/MIME rely on pﬁb]ic and private
encryj)tion keys to provide confidentiality and integrity, and on a Public Key
Infrastructure (PKI) to communicate information that provides authentication and

anthorization. Data encrypted using a private key of a private key/public key pair can only




. communi cation, such as Pretty Good Privacy~ (PGP), OpenPGP, and others
known in the art. 30 [0048] Secure nessaging protocols such as SMMe rely
on public and private encryption keys to provide confidentiality and
integrity, and on a Public Key Infrastructure (PKlI) to comrunicate
~information that provides authentication and authorization. Data encrypted
using a private key of a private key/public key pair can only -15 be "
decrypted using the correspondi ng public key of the pair, and vice-versa.
Private key information is never nade1public, whereas public key :
information is shared. [0049] For exanple, if a sender wishes to send a

‘nmessage to ge H@&hﬁé{ﬁﬁingltlﬁb coﬁ@@bmgqﬁbﬁ@kdmofma@aﬁ aad picenérss Mivbkkey key is
used to encry nessage,

an th decr ed,only using the

recipient's? FQP&‘P%‘SR@YF‘"W‘E @#ﬁ&t"ﬁ\?@l"‘iﬂm ‘ﬁg?dﬂg’ qusﬁf f-echni ques, a
one-tine seqauﬂnl Ikey F(ﬁe%{w ﬁfa%éhcﬁf\dlshﬁ‘s@&jseh@aﬁﬁﬁd’ageﬁ&) atra@plaﬂdy ofT a | -
message, typica vm ic encryption techni e.d. i ple
DES). The s&BeVHifd ﬁw Sredipie iRl rrinteed iy smgopt RS ’p‘i“é}f('H“g“EHﬁj’Fi c key
f) e. g Wi t!tSI a&leayﬁled snlyaangfﬂﬁ@fey@tehmpnvtaieg@y i Afféﬁtldiﬂ?-lg 1ililsmﬁésas)cT odi)i ch can then |

e decrypte y usin er ient's private e ec -
sessi on key! E‘é’ﬁ‘%‘??eﬁ"%t“ﬁ"sﬁﬁs“t“ﬁ‘ gégcgtewte‘f??g usde g ﬁw Q’Tﬁgﬂ ‘f’fg%&’age an
heagert rraé 1bh?@1§bﬁm @ﬁﬁﬁﬁc}éﬂ&rﬁﬁmﬁ@d’chmqw (ag B PES). G&es&gieﬂbegtlhat mglst be
use o decryp e Ness 0 ues based on public
key crypt ogr3HpPeRisd uiee 'Sgéeﬁlpfeﬁt %Hbfﬁﬁ?yﬁg W@?@ﬁ‘%ﬁf% ?“YPB‘\’,HE\/er in each
-Sf t hese CaSafﬂg)ntlﬁﬂ kuchtahRSAY, Whlcﬁlcﬁﬂhehlﬁbeﬂl’ebryﬁtk@mﬂ?)dsm@&e ]‘E‘ElpﬁmEdpﬁ\Qtef ac:c litate

ecryptiqn of t messa in thi confi lity o '
rressagesqeankeﬁeqﬁ%ij‘?ffy&f ﬁéﬁfs"’f g?ﬁa‘é]’ thﬂg ﬂ?"t%@?yp&g%??ﬁs@ge 2 %enfer may sign
ah message USmégage hdadﬁr inﬁ;& bef ﬁbﬁmapeﬂfg ﬂle/esaﬂlicgjmt @lcrysmgrmhemeethﬁatmxm wuge‘st of
t he message ash o e nes engo t he
private key,! g’\ﬂﬁ%@ﬂ%dﬂ“ﬁ%h %’5 ﬁﬂ%ﬁg}f’@ufsﬁb S%ducfn !Dlh%(eyﬁ% °§88 y To verify
the digital mhgbsaised & vafiart I‘nﬁplmamgﬁ \vaéremenclﬁﬂthesdesesemﬂpthent uses 20
the same t echn %f“a? Wvg%eq(g}' &gg Ee us]c(g F)higcﬂltlélt%lde ”c‘;% 0?%”%c§sa%1g§Jig tlnéle sh

-algorithm t6“8 A ST ORSS S5 é'recipient also
uses the 1§endey,ﬂseqouﬁﬂmnalkyegvfm&ss@mdbemhﬂnauﬂdgl tal signature, in order to
obt ai n what g{ d be @ matchin age. If the
di gests of t cei ve rress?éexg fcj?%so?&em% Eﬁlgntgr?{eg&géxﬁ%sat(ggt ei ther the
message cont sgnatwa.sAdimmamms mdigest aﬂbpmpssam{dﬁmhaslhef themssﬁw)di d not
originate fronl g@g C r dhfication.
Digital si gna urg%‘}élsr;ll g%istg s re&qﬁgs%%he h?‘%“ggcrﬁ#g&aé%ﬁ’“ %B %I y soneone
wi th know edgessafe. t']Fvezeg‘éarﬂjed:g@] piehapae ef thepessage when received, the recipient uses

20 the same technique as the sender (e.g. using the same standard hash algorithm) to obtain a

digest of the received message. The recipient also uses the sender’s public key to decode
the digital signature, in order to obtain what should be a matching digest for the received
message. 1f the digests of the received message do not match, this suggests that either the
message content was changed during transport and/or the message did not originate from

25 the sender whose public key was used for verification. Digital signature algorithms are
designed in such a way that only someone with knowledge of the sender’s private key
should be able to encode a Signature that the recipient will decode correctly using the
sender’s public key. Therefore, by verifying a digital signature in ‘this way, authentication
of the sender and message integrity can be maintained.

30 [o051) An encoded message may be encrypted, signed, or both encrypted and
signed. The authenticity of public keys used in these operations is validated using
certificates. A certificate is a digital document issued by a certificate authority (CA).

Certificates are used to authenticate the association between users and their public keys,




~should be able to encode a signature that the recipient will decode
correctly using the sender's public key. Therefore, by verifying a digital
signature in this way, authentication of the sender and nessage integrity
can be maintained. 30 [0051] An encoded nessage nmay be encrypted, signhed,
-or both encrypted and ' signed. The authenticity of public keys used in
these operations is validated using certificates. A certificate is a
digital docunent issued by a certificate authority (CA). Certificates are
‘used to authenticate the association hggween users and their public keys,
-16 and essentially, provides a level of trust in the authenticity of the

‘users’ publ i g4 key rﬁ?uy,gfog} g‘ué@él%ﬁtrss@mtﬁeMenaa&rmfeq&r%wweﬁe certificate

hol der, with certi contents typically formatted in accordance with
an accept ed Gertifivetss ebnfain igformatdo ghout $gEssificatepldeacyithrptificae conienithi ch an

XAl & Cer L bl SN0 el M Acccp GRIGRIA 05K S0 10 [ ssued to "John

Smth" is an’exa a certificate i1ssued to an individual, which may
be referred [0852s an @omdidentilfit §; ivwhich m eample cemtificanehain A0 s shpWicat e 310

typical lygi %ﬁcfa{e%ﬁoﬁsgﬁd? Tobef SRS %}pcat gle%%gce(rﬁﬁcﬁte m]sﬁé]ﬂo§m th in this

exanpl e) an I ssuer o e certi 4, i ncludes a digital
si gnat ur e ofindividuilgxhihmate rafnmectthes alt@dteiﬂﬂ‘%’@ﬁtlﬁc% Ifﬁléleﬂ%ty certificate 30y 318.

Certificate lﬁégalw dbénn?#s%ﬁ)e deticg@ hbifer 318 k:lédﬁ)hﬂfsbﬁﬁ 11111915'&3%%1&5%}1&% and

attributes t ent he certificate hol (e.g. e-mamil address,
or gani zat i orisswemed thecreyjidiaite at4, entkincludes e dlﬂ&ﬁ‘élgnﬁ‘@@é’tf F*Gr’lss‘l@@éﬁ fndthpen t he

I'ndi vi dual é&uﬁ@d&tsﬂy%ﬁ 1@@ RERNhelnddothes CUSt OMArYy
to include t‘%ﬂmﬁéglﬁl\ﬁiﬁr %ﬁﬁ@&?gg?“ ficate a % Enn%gsaoge [ 0053] For

a -publ i ¢ 1Reyinfogmpiiontapd,atribytes ﬂ’@‘s‘d‘?@@uﬁhﬁ@eﬁﬁ?}&rﬁo@ﬁ (ecﬁﬂe‘ﬂﬁétad‘liésst rusted. The

15 rel ati onsfh,ihiDGLNRAE, & Lﬂ:ﬁﬁb&@luﬁﬁl@mloaamee&c)s WhihlthSindiopugian be
represented by a series ofg related certificates, also.refer Hglfaéo as a
1

certificate emIoREs aTHESagRIobEFeNE Ky AT epiRigPtyit issipmary foypelydethati i ne the

validity of &r&ﬁéﬁe@bb%%ed&@éél For instance, in the exarrpl e certificate
chain 300 shown in FIG reci pient of a rres,séa}%e&F) orteﬁ iﬁ be sent
by John Snmit 0%}y wi sﬁo’{"d"\‘?gﬁ"]l‘efyy}o byiusted, ity issuing oggeniz Eerc A% 3 10

attached 150 fdiRioh@GPbewRiin FRESAUCA arlDa MRS Hublit Ry dah B8 fep&%éiﬁddﬂay@fseﬁ&rdﬂ ficate
3 10 on a recipient!s conp

[ devi ce ut er. of FIG 4) for
exanpl e, thefeé%ﬂ‘ief'q@%&’%alg‘?fff?%d fosasf’lﬁ‘é’kaB?‘ng}?mo a‘ea%a‘“lfg% to verify
that certifi gafoRed Blftcnaine hadaanity of goatfide. i ssuer ABC Certificate 320 may
~al ready be s ina certificgate store utin e, ,
may need. to E@E'f‘it ri ef@ﬂ“‘?‘?’lfﬁa‘&%é??’?ﬁf&%?g a%tﬁg'ﬂgﬁ(gg‘o “gﬂ%féﬂé ser ver 284
of FIG 4 or r&qn@nt of Hx@éssqpe plripricdito pé senelbyeIohiBidith eiay eish to Vénfy the trust _
20  status of certificate 310 attached to the received message. To verify the trust status of

certificate 310 on a recipient’s computing device (e.g. computer 262a of FIG. 4) for
example, the certificate 320 of issuer ABC is obtained, and used to verify that certificate
310 ﬁas indeed signed by issuer ABC. Certificate 320 may already be storedin a
certificate store on the computing device, or it méy need to be retrieved from a certificate
25  source (e.g. LDAP server 284 of FIG. 4 or some other public or private LDAP server). If
certificate 320 is already stored in the récipient’s computing device and the certificate has
been designated as trusted by the recipient, then certificate 310 is considered to be trusted
since it chains to a stored, trusted certificate.
[0055] However, in the example shown in FIG. 5, certificate 330 is also required
30 1o verify the trust status of certificate 310. Certificate 330 is self-signed, ahd is referred to
és a “root certificate”. Accordingly, certificate 320 may be referred to as an “intermediate
certificate” in certificate chain 300; any given certificate chain to a root certificate,

assuming a chain to the root certificate can be determined for a particular end entity




_certificate 320 is already stored in the recipient's conputing device and
the certificate has been designated as trusted by the recipient, then »
certificate 310 is considered to be trusted since it chains to a stored,
trusted certificate. [0055] However, in the exanple shown in FIG 5,
~certificate 330 is also required 30 to verify the trust status of ,
certificate 310. Certificate 330 is self-signed, and is referred to. as a
~"root certificate". 'Accordingly, certificate 320 nay be referred to as an
"internediate certificate" in certifigate chain 300; any given certificate
chain to a root. certificate, assunming a chain to'the root certificate can
be determ ned. L C = bt Wersdd; ikt G T CoertiRM tain :
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[0058] Certificates stored on computsi 262a and downloaded to mobile device 100
are not limited to certificates associated with individuals but may also include certi'ﬁcates_
issuéd to CAs, for example. Certain certificates stored in cbmputer 262a and/or mobile
device 100 can also be explicitly designated as “trusted” by the user. Accordingly, when a
25 certificate is received by a user on mobile device 100, it can be verified on mobile device
100 by'matching the certificate with one stored on mobile device 100 and designated as
trusted, or otherwise determined to be chained to a trusted certificate.
[0059] Mobile device 100 may also be adapted to store the private key of the
public key/private key pair associated with the user, so that the user of mobile device 100
30 can sign outgoing messages composed on mobile device 100, and decrypt messages sent
;(o the user encrypted with the user’s public key. The private key may be downloaded to
mobile device 100 from the user’s computer 262a through cradle 264, for example. The




‘25 certificate is received by a user on nDbiie device 100, it can be

verified on nobile device 100 by matching the certificate with one stored
on nobil e device 100 and designated as trusted, or otherw se determned to
be chained to a trusted certificate. [0059] Mobile device 100 nay al so be

~adapted to store the private key of the public key/private key pair

associated wth the user, so that the user of nobile device 100 30 can .
si gn out goi ng nessages conposed on nDbiIe devi ce 100, and decrypt nessages
sent to the user encrypted with the usgy’s publlc key. The private key may
be downl oaded to nDblle device 100 fromthe user's conputer 262a through

cradle 264, fo The 4 Bl dévisx fgpanoed
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20 accessible to mobile devices (e.g. allowing certificates to be downloaded only from a

user’s computer 262a, 262b, while allowing the revocation status of certificates to be
checked from mobile device 100).
[0063] In variant implementations, certain PKI servers 280 may be made
accessible only to mobile devices registered to particular users, as specified by an IT
25 administrator, possibly in accordance with an IT policy, for example.
[0064] Other sources of certificates [not shbwn] may include a Windows
certificate store, another secure certificate store oﬁ or outside LAN 250, and smart cards,
for example. . . |
[0065] Referring now to FIG. 6, a block diagram illustrating components of an
30 example of an encoded message, as may be received by a messagé server (e.g. message
server 268 of FIG. 4), is shown generally as 350. Encoded message 330 typically includes.
one or more of the foilowing: a header portion 352, an encoded body portion 354,

optionally one or more encoded attachments 356, one or more encrypted session keys 358,




25 adm nistrator, possibly in accordance with an IT policy, for exanple.
[0064] Other sources of certificates [not shown] may include a W ndows
certificate store, another secure certificate store on or outside LAN 250,
and smart cards, for exanple. [0065] Referring nowto FIG 6, a block .
~diagramillustrati ng conponents of an 30 exanple of an encoded nessage, .as
may be received by a nessage server (e.g. nessage server 268 of FIG 4), is
shown generally as 350. Encoded nessage 350 typically includes one or nore
of the follow ng: a header portion 35219an encoded body portion 354,
optionally one or nore encoded attachnents 356, one or nore encrypted

“sessi on keygndghanrd Shaaiidatire golalka irforaaorS 60N Bbrbx empie, haddedlpsriidrosrat i on 360.

For exanple, header portion 352 typically,includes addressing information
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nmessage Was iftegide decipfenbiiiipahdhespedingd pabli IRl tdr@adhet@gied, dndfireivded inake 360 are
al so included. This may. include the sender's certjficat for. exanple. 10
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20 on the certificates often need to be verified. Where multiple certificates are processed on a
user’s computing device, the same digital signaune is often subject to verification more
than once. This may be particularly prevalent where certificate chains containing cross-
certificates are formed. Cross-certificates are discussed in further detail below with
reference to FIG. 7B. . |
.25 [0068]) Referring first to FIG. 7A, a block diagram showing two example
certificate chains is shown. The two example certificate chains are illustrated generally as
400a and 400b. 1t will be understood by persons skilled in the art that certificate chains
400a and 400b are provided as examples. In particular, a certificate chain may comprise a
fewer or a greater number of certificates than depicted in the examples shown. -
30 [0069] Many organizations establish their own CAs, which issue certificates
épeciﬁca]ly to individuals within their own organizations. End entity certificates issued to
individuals within a particular organization need not be issued by a single CA associated

with the organization. An end entity certificate is often issued by one of a number of




. reference to FIG 7B. 25 [0068] Referring first to FIG 7A, a block diagram
showi ng two exanple «certificate chains is shown. .-The two-exanpl e ‘
certificate chains are illustrated generally as 400a and 400b. It will be
understood by persons skilled in the art that certificate chains 400a and
~400b are provided as exanples. In particular, a certificate chain nmay
~conprise a fewer or a greater nunber of certificates than depicted in the
exanpl es shown. 30 100691 Many organi zations establish their own CAs, mhlch'
issue certificates specifically to ing@oviduals within their own

~organi zations. End entity certificates issued to individuals W thin a
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exanpl e. 10009:#) Ligphsenggr2§4 o ain 400b depicts an exanpl e chain
of certifi caﬁbaﬂ f or meghitafy,\cakifictad ehath 4066 Hepﬁdtmteﬁaxﬂﬂabhanssﬁ.&dlﬁbﬂes user 2",
a

an i ndi vi du W t hi di fferen zatign ".XYZ" 402b
‘chains to a ‘cEpgdtgy aﬁjgﬁ‘ C%%%qzlbﬁsg%tqg W64y ﬂ“s}%}é‘ﬂ"a‘ yting rdétﬁ?r
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406b. The certifi ca l&e | ssue %hl@ |za ion 2 nt% By ¢ rched and
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[0072] Cassi slesh. The eoxdligalesisict Matﬂnmfgmhmm }GSSEm]ay bé searcgexhanﬂautmmd ABC

receives an_enco nes fromuser?2 ization XYZ. Even if user2
has attached ﬂ‘?‘§n?‘i) tSF’fVFrc’ﬂ?“é (frgmfzﬁﬁonrrgslggﬂeexamggr] will be unable to
verify the t1oe9e] st at Cengder as endipk sR@ation whek iuoal of drfRiiwatipn ABChereives

.certificate al on assum . e er2's

certificate ﬁ’b%o%&dner?ﬁfgﬁe uferb of TF'"’mgﬂ; ?T Egésné?%g)éz rzatssgﬁ%ﬁec}}yist
certificat escdrtificae 402 anhemedsage, 2¥eZ, willfbe nnableto Ferify dhertrisf e o udZB cannot
be vali daéde d SHifi&E A qg)tﬁ %apgetnif%gf’é'a{bne (assuming that user ] has not already stored

user2’s certificate 402b and marked it as trusted). If user] does not trust certificates from

organization XYZ, then user2’s certificate 402b cannot be validated since it does not chain
to a trusted certificate. .
[0073) In order to facilitate secure communications between llSCf_S of different .

25 organizations, it may be desirable to allow certificates to be used and trusted between the
organizations. An authentication method known as cross-certification may be performed
between two organizations, where a CA of one organization certifies a CA of the other
organization. ' _

[0074) The term cross-certification may be used to refer generally to two

30 operations. The first operation, which is typically executed relatively infrequently, relates
to the establishment of a trust relationship between two CAs (e.g- across organizations or
within the same organization), through the signing of one CA’s public key by another CA,

in a certificate referred to as a cross-certificate. The second operation, which is typically



“'to a trusted certificate. [0073] In order to facilitate secure
comuni cati ons between users of different 25 organi zations, it may be
desirable to allow certificates to be used and trusted between the
or gani zati ons. An authentication nmethod known as cross-certification nay be
~performed between two organizations, where a CA of one organization
certifies a CA of the other organization. [0074] The term ‘ »
cross-certification may be used to refer generally to two 30 operations.
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20 between individuals across different organizations.

[0078) Cross-certificates facilitate secure communications between individuals of
organizations that have established a trust relationship. Consider again the situation where
user] of organization ABC receives an encoded message ﬁorn user?2 of organization XYZ.
User] will be able to verify the trust status of user2’s certificate 402b, by retrieving

25 certificates in a chain from user2’s certificate 402b, to root certificate 404a issued by a
root CA of user]’s organization and trusted by user]. Specifically, as shown in the
example of FIG. 7B, the chain includes ABC’s root certificate 404a, cross-certificate 412,
XY Z’s root certificate 404b, intermediate certificate 406b, and user2’s certificate 402b.
[0079] For userl to verify the trust status of user2’s certificate 402b, user! must

30 obtain certificate 402b. This will customarily accompany the message from user2 to
userl; however, in the event that certificate 402b is not provided and is not otherwise
stored on userl’s computing device, it must be retrieved, from an LDAP server

maintained by organization XYZ, or other certificate server, for example. Furthermore,




. organi zations that have established a trust relationship. Consider again

the situation where wuser] of organi zation ABC recei ves an encoded nessage

- fromuser2 of organization XYZ. User] will be able to verify the trust

status of user2's certificate 402b, by retrieving 25 certificates in a

“chain fromuser2's certificate 402b, to root certificate 404a issued by a

root CA of userl's organization and trusted by user]. Specifically, as .
shown in the exanple of FIG 7B, the chain includes ABC s root certificate
404a, cross-certificate 412, XYZ's rogs _certificate 404b, internediate

certificate 406b, and user2's certificate 402b. [0079] For user] to verify
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t he chal Isob etri V. ertificate
402b. The gﬂi cert|‘%%SCPSSS‘?M%{%CEHCE{O&I& ggﬁdﬁr }t\ﬁ;ﬁés%é;gerr% gk i ncl ude a
root certif |s1gaﬁtereaaﬁsmmgmwnm:ﬁp#tescﬁmwneedmlb@enﬁeﬂwm tyidingt ri eved from
ABC s LDAP s rver, XYZ s L I tglﬁ:fa &hichagcessi bl e
to userl. 5°¢ é Sdpgjgﬁgﬁgﬁ&n Yﬁ"’ {é)rngér)l&(}ghetgo &hg%%ﬁfgﬂ%s 7A and
7B, the di glchmlngﬂmhﬂw@“sa ceftificae s idatg 00&50191!@ otbertvielidagon exiteris thetmighied t o be
verified when 1edl so be

per f or med V\/ﬁ’eﬁg%‘/]be{ Sﬁj%’r];%lanoéamz%ﬁ gﬁ%gﬁcg@ﬂcgﬁg 501%2?%??1(% he validity of a
certificade'[008Ht e, oVerditembu afg digithleignetate; Q!i&itopmﬁcm lstamr'i’t‘&sst%femht be
establ i shed fdate fOr

exanpl e. ‘F%B@’ngﬁ?g‘% ?sg\ﬂ %g:ﬁd of a agﬁﬁglﬁ{%g%lﬂ]éﬁg%%?g&éﬁggﬁcertl ficate is
a process thafonnmq:uluroashngtthfenqmbhd putitie keodf thergertificatg hplgerdar expppls, o1 2CA

di gital |y sian5edfSibindibAbRainGhbhd £fGuiol &fiaiihkd AgbrieibgpRan he name
and public key of the certificat for exanp or a bash of that

i nf ormat i on @boded weids thnrcwgpma@dqey c Bhe adgorigpn %eﬁhﬁﬂierﬁj‘“ﬁg GO PR i s

typi cal ! & enearied ; 1'28] 1%tx%ﬁtlﬁkrdeﬁﬁtcﬁe k%eqﬁaﬁlgain(l%érﬁléﬂ Bmifeeth by 't he

i ssui ng to signh a ertificate is typical entlfledlnthe

certificate. ﬂnswbs:écq'aém\{eyfmgﬁhadlaﬁﬂ% ﬁ’é?at‘é‘F ﬁf4 ’&FSS‘L‘ES signehly 2VET- B & F n

verifying thg 941%5%&11%%%& G b3 viERE 89 ecoliEP 8k chvodad E@atidne CA' s
digital si gnaFure on a certificate can be verified by de od| 9at1the encoded
i nfor mati on bash uagsthe G4 nppblip keyoandeoppprimedhadesplt to fhe e& g %he result to

the expect ed;¢ghblidd GRh& méreﬁf@ésa&hvayl AludRasiul iinbﬁﬁ ﬁﬂfcafe@ﬂmﬁaﬁé Chaby. A
successful match i ndicates that the CA has 20 v fied t e certificate

bol der' s ubNerdied ghpt Wﬁyerséca\%‘aquh‘lfrffpﬂﬁi‘iﬂfay gy b rhf’P’ﬂtegieé:e‘“ cate

holder, and suggests that the certificate holder’s public key can be trusted if the CA is

trusted. )
[0082] = Verifying certificate signatures can be a process that is both time-
consuming and costly (e.g. in terms of computing Tesource usage), particularly where the
25  venfications are performed on small devices, such as mobile deviées_ for example.
Embodiments of the invention are generally directed to a system and method that
facilitates more efficient verification of digital signatures on certificates by storing certain
information employed in signature verification operations for reuse. '
[0083] In at least one embodiment, one or more public keys of a CA that has .
30 issued a particular certificate are associated with that certificate, and cached or stored. As
indicated above, when attempting to verify a digital signature on a certificate signed by a
CA, the CA’s public key is required. Ho.wever,' there may exist multiple certificates (each
with a jaub]ic key attached) that appear to belong_to the same CA. This situation might



. bol der, and suggests that the certificate holder's public key can be
trusted if the CAis trusted. [00821 Verifying certificate signatures can
be a process that is both time- consumng and costly (e.g. in terms of
conputing resource usage), particularly where the 25 verifications are
"performed on small devices, such as nobile devices for exanple. Enbodi nents
of the invention are generally directed to a system and net hod t hat '
~facilitates nore efficient verification of digital signatures on
certificates by storing certain inforggtlon enpl oyed in:signature
verification operations for reuse. 100 In at | east one enbodi nent, one

or nore public _keys of CA th has 30 |ssu C fi cate are
associ at ed M ekt Cﬁl@gﬁ‘%he\é& © sajg T SRR Ct%a{gg g‘ '“c'%@ﬁca?@ r‘Acat ed
above, -whenyaich edmﬁﬁéa@aetcenmem folded) stiifihé €A lﬁs breA fssied noditipde it kéyiscat e
signed by a CA the CA's IS Ieq ui red ver y exi st
mul tipl e cefsomeiofyhish m@é&%ﬁ e\f\/l"? Hali‘gﬁ/ﬁ PP hg‘}“&f‘?ﬁ"ﬁ“ﬁ l?aetngﬁacg%g(gr to

bel ong to t RgSaKTEh fafticalERpublis kéyUak bes ustdybkuccdSfully vaiy apamwa-r al

certificates have the sane or similar subject data (i.e. the certificate
data whi&hcrl8fS-fies the certificate hol der) or . if the CA has been issued .

mul tiple pubbogaikeys ref&aiEo ¢1G. 80k Qbwika iMGtritggeps mgme&lqdwfveﬁfmng exanpl e.
Accordingly, it can be beneficial to, tra i.ch c key has
been used t Gigiigbigreweop VW}%W&PV’ ap egbo %"’i"beﬂ{({g%] m(’:ele]r?m %hg thn é’em%%ﬁ
Referring tqafl G 8, a flowchart |IIustrat|ng steps in a method of '
verifying digijtal SI nature on certificates, in an adi of the

i nvention ido0 8 é’P%l?’ﬁP iment 266 m[’?j’@g%]aﬁle?lﬁ ghe oeg%osgalp %ﬁ%’e of the

i nventi ong @ﬁetil&lﬁh‘iﬁt pe‘i’ﬁﬂﬁeang' atchtifisdiepsidedontapglichfomtbit kpatutes andresidesioned by a
certificate valjdatio ti.on that e n a nobile
devi ce. In V&? ‘QHF“%BBH‘H%E%‘?@MW@SQE? ‘feréi?cg%tvgﬁ%ag 9 tﬁ ?Aé‘ﬁﬁg"pgﬁ cation may
be residi ngegaidg &imbﬂun@onmcompomm)dﬁylcngthdﬂhamndtlheiﬂlmmcwtﬁ,I e
device. Furtper mﬁcgt&v&h&%gﬁ%ﬁpi %Jéxlol(%?t%no?lkea d%ﬂm?%ﬁ:’h ﬁﬁ)h'ﬁ@ﬂ&eed hot be a

st and- al one GHpTY Unctr ona e cettificate
val i dation afupétionstity efthermynfbete|va1piaememphchuomm@mée mplemnted iGongRFIMOEAKL | ons

executing_and idin n e %551 i ce. [0086]
Gener al | 35 i ?Ppifé"ilﬁﬁsaﬂxg ng%éensrﬁg %&n\e;]e]ér)lﬁmggﬁ oﬂﬁp sh%gdeegﬁ}én successful |y
verifying thpodspit al Gsnegnmmmﬂmdztaoorév:emafgw@ap@alwése:c’@medansq‘:ﬁ@’éfuﬂnm ic key
i s cached, t her I fic ;gq,gg;,le@, the public
key may be sf’?ﬂig 8‘ t%ell eg'g' %%%P |a1tl F%g'?%gggtx %f%igg%c}lﬂaﬁ?edf e
certificate, othervise sa)rslspamamerymﬂiprs%m@e, the pyblickey munbp S‘Ofed W“h the

certificate data associated with the certificate, or in a separate memory store (e.g. a lookup
20 table) adapted to store public keys employed in successful signature verifications. When a
subsequent attempt to verify the digital signature on the same certificate is made, rather
than immediately performing an expensive signature verification operation requiring at
least the decoding of some data using a public key, the public key that would have been
used to verify the digital signature again is instead initially compared to the stored public
- 25  key. If these public keys match, then the verification will be deemed successful, since the
public key to be used matches a key that has been previously used successfully in a
signature verification operation. It is considered unnecessary to perform an aqtual
signature verification operation again for the same digital signature. Accordingly, at least
some subsequent signéture verification operations may be replaced by more efficient (e.g.
30 byte array) comparison operations. The steps of method 420 are described in further detail
below. _
{00871 At step 430, a verification of a digital signature on a certificate is initiated
(e.g. by the certificate validation application). Verifications of digital signatures on




. 20 table) adapted to store public keys enployed in successful 'signature
verifications. 'When a subsequent attenpt to verify the digital signature
on the sanme certificate is nade, rather than inmediately perform ng an
expensive signature verification operation requiring at |east the decoding

"of sone data using a public key, the public key that would have been used
to verify the digital signature again is instead initially conpared to the

- stored public 25 key. If-these public keys match, then the verification
wi |l be deened successful, since the fb|IC key to be used matches a key-

t hat has been preV|oust used successfu ly in a signature verification
operation ) cons d unpece r nat ure

verlflcatloﬁﬂg%EFﬁpme gépﬁe (nls eéééﬁéﬂdﬂﬁ&ég%ﬂgéﬁﬁggﬁgghnﬂgggrd|ngly,
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by nore effici. 30 b 1§ kLAY n steps of
met hod 420 Q?EF‘ET%“' a&‘??}%g&" Jrccs s e dgest(g%r‘nggg%dvi%fe%?%%@ﬁle@ %‘tI @% 430, a
verificati onmbcidnaemutge digital Wmﬂhom@wes baig \eaified ars thos¢ ofithe ed (e. g. by
the certifica ti.on al
si gnat ur ei F{%F icq 01& %u O ule% tg?tglgsu%fa tﬁ egﬁpctwe %ﬁi'ﬁ]::{ljgsa r&s%?cﬁ%%rggfégig when
bui | di ng cersignzitmeaexdiaahm cr;eranm,calpd@rc liep of thé bargifitatiorspteirity tl_aatoa;sﬂ@d ¢ cat es
received by a t ate
attached to Cgmbl ageels\% ?fies&a tﬁ;afg@g&d&?ﬂ@s e Es?l\ngittﬁé J’vl::ﬁ?fe,cfratel‘;lhcaeuq} £ Fl ép
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conputi ng detﬁfs%ﬁbhc]kg 1Q9§1§1%atgc?%b0@e Ay by BLnE By Ei¥pariad a %ﬁ%ﬁ pdflkeprior to
performng t ignature verificdtion operation using ublic key, a
det er ni nat i ofer the certifieatedssugrpreiastyased th é“cc@ﬁfglli wrify ﬂ{jﬁlﬁl@’r %ETBE“% s ubj ect

certificage fy g&&gmyak&wt&r‘;@ a%%&%%%bﬂ Jmo i Bk ichdn@ dr SthérHemdrilitdrepubl i C
key. As indicate ove hi s done by conparing a stored public key

for the certwfﬂil the peblicdeyi et ip pleoyt @@sw;eda@éwfy e digitalsignatorg, grdben fy ¢ he

digital sign ,..%f&%lslém%m Shde &ﬁrﬂdbflék‘e%&nﬁlbfredQH%c@édsﬁd as stored
~at step 470 in the cache or other menory store) wth the ubllc ‘g t hat

i s about to buifigation aftemptesE sigredprthgcaghe g1 other gisaopy ore MSFH‘@H imgrty 2 i ni ng
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verification attenpts are stored in the c%che or other nenory store in this
enmbodi merRQ  pertificate has previously been successfully veri

[0089] 1f the digital signature on the subject certificate has not been prev:ously

-

successfully verified using the given pubhc key, then at step 450, the digital s:gneture is
. verified using this public key in known mammer. If the signature is successfully verified as

determined at step 460 using this public key, then the public key used in this successful

.25 verification is stored in the cache or other memory store for future use at step 470, 1in
accordance with this embodiment. For example, the public key stored at step 470 may be
stored with the data assocﬁated with the subject certificate, or in a central memory store for
public keys (e.g. in a lookup table) indexed by certificate (e.g. by storing the issuer name
and serial number of the certificate with the public key). _

30 [0090] On the other hand, if the digital signature on the subject certificate had

previously been successfully verified using the given public key as determined at step 440,
then at step 480, an indication that the verification is successful is provided. This is done

in lieu of performing an actual signature verification operation requiring at least th_e




. match were determned, this would suggest that the digital signature on the
subj ect 20 certificate has previously been successfully verified. 10089] :If
the digital signature on the subject certificate has not been previously
successfully verified using the given public key, then at step 450, the
"digital signature is verified using this public key in known manner. |f
the signature is successfully verified as determ ned at step 460 using “
this public key, then the public key used in this-successful 25
verification is stored in the cache or,gther nenory store for future use at
step 470, in accordance with this enbodi nent. For exanple, the public key
stored at step.470.nmay .be I the subject -
certificat e":i Qdm ﬁfsélm%gﬁ “Slfléfgé&%c\% ?’3%6@?ng%€ %@&hﬁtevglgﬁ% . In a

| ookup. tabl @l)ocesmdmmm&cbgntc"élmsmﬁyhdpeon(se'vgbattbypswgrandgnhah@ th%\;ﬁ%r name and
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an actual siveiyingdigitelsignaiucabh outilates at dnother caghoidinientoishe ipeeggen she - 25
decodi ng of one eglgr% %54'269 a public key, thereby making the signature
verificatiof priocess hore efficient. This may hel p conserve battery power
and enhance[ﬂﬂ%]user Mahqn?eﬁobmamla‘rmmekmﬁﬂ%excmmat imsopirasttofmsthod gl |

‘devi ces such,as “. LhRHs 4280/0RY be
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as 420b. [00‘15'%1% ﬁl{}gt ﬁrﬂ%ﬁﬁ@i eﬁi|Ig;(s)é?lgé|em zfrr tsg net hgd e, excg?)t that in

cont r ast tommdmétoreﬁmgw%rt@Teiﬂtwfﬂlhéﬂpﬁ%ll‘iﬂbaﬂl%@?% enpl oyed in successf ul
Signature v Bé&lcat' OB Eneflls, i ﬁmﬁa‘aﬁmwwh& Jg%nqﬁsf@ke%s DB veRBARY Y Store,
in nmethod 4 the pu keys used In any signaturé verification attenpt
(whet her sucbedighal sigoaturg ﬁB a&%‘éﬁ‘éﬁm B yopyrod that Dbl ks pachedd O ot her
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Generally, in when a given publi is use verifying

the digital @Ygﬂ‘é@ﬁﬁ@%ﬂtﬁﬁﬁ%ﬂ‘é’éﬂyﬁﬁ°ﬁét@ﬂ‘ ‘@Hﬁiﬁ‘a@ida‘f‘ ResecipEb M feey i s cached
or otherw Secel‘tﬁicﬁeo&rﬁﬁla gaisaaterﬁ?ewst&wg,a 169KEP thbidd).t WhiMesubsgubrt Of the

operation. For exanple yg and assocl at ed res%ﬂt may be stored
with the cer memp&fmven@dheadlaz CEERR waq%@ﬁce%ﬁfmed‘a% &P a

separ at e NMenpyyic RER ek Grafl performBQ laH Bxpeatileasignatheverificish SPétutiitrequiring
20 at least the decoding of some data using that public key, the public key that would have

been used to verify the digital signature again is instead initially compared to the stored
public key(s). If the given public key matches a stored public key, then the current
verification attempt will be deemed successful or not successful, depending on the stored
result associated with that stored public key. If the stored result indicates that the previous
25 verification attempt with that stored public key was successful, then the current
verification attempt will be deemed to succeed. If the stored result indicates that the
previous verification attempt with that stored public key was not successful, then the
current verification attempt will be deemed to fail. Accordingly, subsequent signature
verification operations that would otherwise require decoding of some data using public
30 keys may be replaced by more efficient (e.g. byte array) comparison operations.
[0095] At step 430, a verification of a digital signature on a certificate is initiated
(e.g. by the certificate validation application), as described with reference to method 420.




. attenpt to verify the digital signature on the sane certificate is made
using the given public key, rather than perform ng an expensive signature
verification operation requiring 20 at | east the decoding of sone data
using that public key, the public key that would have been used to verify
"the digital signature again is instead initially conpared to the stored
public key(s). If the given public key matches a stored public key, then -
the current wverification attenpt will be deened successful or not '
successful, depending on the stored regult associated with that stored
~public key. If the stored result indicates that the previ ous 25

verificati omoah et ey 4 fyIlAbCkS! fepUR fridt WpciimialaRGasidde, then the

current ation at eene to succeed. |If the stored
result indi mf@smnmraumsxqarﬂ@epm kow e idptemnindtion isaade apto whicther teat st or ed
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be deened t subsequent signature verification
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oper at i ons. At” step 4 a veritication of tgltal si gnature on a
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key, at step pri or per nng the signature verification
operati on usia we @tqmb?ledaéhlkWuldéugﬂé%té‘raﬁﬂ'?ﬁlemﬁﬁo""%ﬂfbf'ékféh&ﬁa] tignaffiet her t he

‘digital si grbgtﬂ?g b;QﬁcExﬂﬁca‘fé‘Q&s?ﬁéw&ﬁ@trﬁJdbcat e has previously been verified

using this cated above, this may be done by conﬁarl ng a

public ké&§ f{©997ﬂ he céif a1 atiempt '@ verifydhe digitab pignatuseen e subiget eestificate; was

digital sig Sy Qihat Qﬁen%‘émn%}e vefifitdibh SRt Rioh isfpe@Bithed HXkifolwh mafiersit Or ed at
step 470 inthe cache or other nenory store) with the. Igubllc ke hat is

about to be stepddO.tap sipalagly deserphed diitfire aqem‘seﬂ@wa%fﬂ 420. Both hePetickeY B59i% ¢ here

is a match. dfv@ifickTahGhd #BFRuIE6tRE Frskion ahispt (U kiingiegaretwhetho than at t enpt
to verify the digital signature on the subjec %ertl ficate \A%ﬁerew ously
éf‘fl c@c |

made. 10 [ 00Bgiyl penagic e wrgsestelly of apsurseshyy verified) are srgghiadhfy t he

subj ect Qer tdddr eaRbBrV\Rste ﬂﬁffutud@ RaS/dt QB hwbmdecordahm Gis@adbdibRntyBeri fi cation
operation is performed in known manner at Jﬁarly descri bed

Wi th ref er en@@mpls: thephbia kepapd ressit plofer gt 15?}’0’17%]&“1%98 ﬁ?&@w?‘ﬁ B verification
and the resulstochftedvilh iNEdubjetiGRitfRRe, iﬂmhmﬁ meamrmore Ithilpﬁﬂidit’eyﬂ(e gnret her

Stored it heRERBIBI I DER RIS PLOPE TE R e T iR, G7ob,
in accor danCQ;tH\llhEIi}uElﬁlkSy)enbOdl ment. For exanple, the public key and result
SLored 2Lt {0 "Bt e Speet i B MG B RSB D, S, o
verified with the given public key as determined at step 440b, then at step 472, the result
of the previous verification attempt with this key is retrieved from the cache or other
memory store and a determination is made as to whether or not the stored result indicates
that the previous verification attempt with this key was successful. If so, then at step 480,
25  an indication that the current verification is to sucéeed is provided; if not, then at step 490,
an indication that the current verification is not to succeed ié provided.
. [0099] The steps of method 420b may be repeated for additional public keys.
[00100] In lieu of performing a signature verification operation requii’ing at lgast the
decoding of some data using a given public key, the results of previous verification
30 attempts are used to determine if a verification using this public key should fail, thereby 7
inaking the signature verification process more efficient. In particular, if a user requests
verification of the digital signature of a certificate multiple times using the same invalid

public key, then an actual expensive signature verification operation requiring at least the




. a lookup table) indexed by certificate (e.qg. by storing the serial nunber
of the certificate wth the public key). 20 [0098] If the di gi t al ‘-
si gnature on the subject certificate has previously been verified with the '
given public key as determ ned at step 440b, then at step 472, the result
“of the previous verification attenpt with this key is retrieved fromthe
cache or other nenory store and a determnation is nade as to whether or
not the stored result indicates that the previous verification attenpt
with this key was successful. If so, thgn at step 480, 25 an indication
that the current verification is to succeed is provided; if not, then at
step 490, | V L ki E LR Bnde Sand @t to succeed is
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under st ood §y @Qohgufe%d dhid R S@Sj&d {dRietioh 6k thdValid Bt | N
addition to keys and verification attenpt results descri bed
‘above may alm@nmstO@t aihedﬂavl’?eﬂmﬁf@’é&?ﬁé’%?‘“ﬁ%ﬁ@%%??@ﬁ’@?‘@’erf desired,

in variant e\;mggdtﬁﬁ Bf:e?atloL]QQ]ja al l'aas'?-th\éaédoaﬂé o?mﬁﬁdiaﬁﬂﬁinggfpuﬁmﬂzey magnt i on,
public keys an I nf ormati on verification aft en‘g results) ‘

stored in tH@reﬂelﬁ@T’G#ffemHW*H@ﬁﬁr §@WB°“‘I@"?F§§“BHFSP’ Ttted for use

in publi qak%w r}“@@éxhﬁg@s Sinffari® nl, hmeedarraur@mameneéﬂtmmvmsm stthey may be
consi dered st al ject to_deletion fromthe cac or ot her nmenory

store. This #bsf t%fd’“ébﬁbeyﬁ apd ol iforption #oyed pdh "s‘t'ﬁ‘d't‘arﬁ;{t" meRPRy ISP Phat ur e

verificati on,Opgked dsQfid @dbleted ROma! bel drRakd ﬁ:ﬁt&aﬂlﬁspdhs&goxcﬁdnﬁxﬁfmtcﬁl,&bﬁ using a
public key nust be re-perforned fromtine-to-tine. §J ati on may be
set in accor eEA®ls: wtbrrﬂrerlgfswrfo‘repégﬂtwr 8‘?“@3?5?&’)’1“&’“@? ‘frﬁ’l‘; ;llgonrr?ranot her

vari ant enbogiardl s@hridylealilnioa Rbériitns H@FEIsEObe pedotmel§ to binarenhbipiblickeys and
other 1 nfz%r ”&t gI ggblﬁztk(g)gsevgh}éhnprqugus yas%(r:]c%ss rly%%xtn]i?ed a ceg[ycXte Ss}ggatl%eﬁuaa)(re not

become invalid after storage, for example.

{00103] The steps of a method of verifying digital signatures on certificates in

| embodiments of the invention may be provided as executable software instructions stored
on computer-readable media, which may include transmission-type media.
25 [00104] The invention has been described with regard to a number of embodiments.
However, it will be understood by persons skilled in the art that other variants and
maodifications may be made without departing from the sbope of the invention as defined

in the claims appended hereto.



_ be marked as stale or deleted as may be directed nmanually by a user or
adm nistrator, for exanple, so that the signature verification operation

- must be re-perforned. For nore enhanced security, validation operations
may al so be perfornmed to ensure that public keys 20 (e.g. public keys which
“previously successfully verified a certificate signature) have not becone
invalid after storage, for exanple. [00103] The steps of a nethod of .
verifying digital signatures on certificates in enbodinents of the
invention may be provided as executabl egsoftware instructions stored on
conput er -r eadabl e nedi a, which may include transm ssion-type nedia. 25
[ 00104] The(ﬁﬂvgntion has been described with regard to a nunber of
enbodinentsr—-gbhever, it will be understood by persons skilled in the art
that other \ari astrsetmdaf verifging b digitiloizpatamsyonaeenifierse i 2 HHWLLREYSYIB ng- from
t he scope of, the invent.i.or jned in the clains appended hereto. -28
d ai ns: 1.ﬂE?W%‘%g€g%P§@£??§w ﬁgla digital signature on a certificate on a
conput i ng devi ceperfarnng adiri signatemperifidanep ephwatien epibe digital sigpstyreMFRg2 a i r st

Signaturegverifi %%E%lgaﬂsmﬂﬁﬁz{s?gda%vﬂ& A hGudioink dbrifilahature using a 5 first

public key associa an 1ssuer of the certificate; determning if the
di gi tal si gnat ur determiing d @xsligital signabwd is secdessiylly wesifiefl insthe Srspvignaire
verification opegg?&g&&“%£$g&pg the first public key in a nenory store;
‘receiving a request to péerforma second signature verification operation on
the 10 digital stogmmthefitst pahlinfexingareenony o681 i ¢ key associated with an
‘issuer of the ¢ i fi ; ' | SRR ' i t he first
public key storeg&%ﬁﬁgﬁg&ﬁgﬁnry é?g?%£?§m%§te(nfﬁgh#?égﬁg¥?¥?stand second
publ i ¢ kéQs mat cdigitaksienate usingianepond petlis kexasseriqdrwithaniigherof thene di gi t al
signhature in resgggﬁgngo the request 15 if the digital signature was :
successfully verified i'n the first signature verification _operation and if
a match is det er wpmpatingtheseeond pRpigiken it thedirst prldicdsy stoved itbe BSOS gnat ur e

verification opergfd QicRESH: F8le R& RELLMIPRGlC eys hBRh;mahod of claim1,
where the first public key is stored in the nmepory store at the 20 storing

~step only if the iefigftingpucessfibyerifieation okthe digital signptreJRrsspansatoithe TPRRESY st
si gnatureg verifi;e@t iRNaIRBEB VB successfully verified in the first signature verification

operation and if a match is determined at the comparing step, whereby the second

signature verification operation need not be performed. .

2. The method of claim 1, where the first public key is stored in the memory store at the
20 storing step only if the digital signature is successfully verified in the first signature

verification operation.

3. The method of claim 1 or claim 2, wherein the storing step further comptises storing a
result indicating whether or not the digital signathre is successfully verified in the first

25 signature verification operation, and wherein the résult is used, at the indicating step, to
determine whether or not the digital signature was successfully verified in the first

signature verification operation.

4. The method of claim 3, further comprising the step of indicating unsuccessful
30 verification of the digital signature in response to the request if, at the indicating step, it is
determined that the digital signature was not successfully verified in the first signature '

verification operation, and if a match is determined at the comparing step.




'3. The method of claim1 or claim2, wherein the storing step further _
conprises storing a result |nd|cat|ng whet her or not the digital signature
is successfully verified in the first 25 signature verification operation,
and wherein the result is used, at the indicating step, to determ ne

"whet her or not the digital signature was successfully verified in the first
signature verification operation. 4. The method of claim3, further 8
conprising the step of indicating unsuccessful 30:verification of the
digital signature in response to the rgguest if, at the indicating step, it
is determned that the digital S|gnature was - not "successfully verified in
the first signatur r|f|c i, ON pe ion,.and et erm ned
at the conpar ilRg &850{3 Ay §ne° CFH’@S ﬁEO[ Shersi ey ot trjltfén gqem% %rlndé IIlg 4,

wher ein thedammputlng device is a nnblle deV|ce "'6. A software appllcatlon
for execution on a conputing device, the application 5 conprising a
plurality of instructions stored on a conputer-readable medium the

i nstructions, fﬁoﬁofﬁeref@pmaﬁq: fohe;eemtmpsm(afcomixmmﬂwmdthaspmicammed in any of

clainms 1 o 5. stem.for verl on a
- certificate® ﬂ%ﬁﬁ@ﬁ%&n¥%§£F“8ﬁé 4%§q9n$&ﬂﬁﬂ¢i gﬁ@ﬁ Fern
certificat e insahitidas foﬁﬁcrﬂﬂﬂingd&tst@moﬁhemamatas&mﬂbslanbed abrima 1 !LIOS conput’i ng
device of the at |east one conmputing device, wherein the certificate

validation application is programed to perform steps of the nethod as
cl ai med in gnyA efstesd for veifying @ digital signature on a certificate comprising at least one

computing device, wherein a certificate validation apphcatmn executes and res;des ona
10 computing device of the at least one computing device, wherein the certificate validation
application is programmed to perform steps of the method as  claimed in any of claims 1 to

5.



