1 6 Septenber 2003 1 Method for Allocating and Managi ng Uni que
Identification Nuneral in a Network Environnent Field of the |Invention
This invention is applicable to network session appli ct PeRteEMRAT €903 equi res
session ID allocation, server ID allocation, client ID allocation, and
transaction ID allocation; comunication channel ID allocation and many

ot her applications that require uni quel whol e number for identification.
This inventiaon allows the distributed and central control and nanagenent
of nuneric ID on the network environnent. The invention enhances

scal abi ity andvlethodifend\llo¢atinggnd Managingbiniqueddeadticatiemt and
reduces the probability _of ID collision Background Unique whol e nunber

i dentification nunbers aPBupeal nea Netwerk Earvdeenmenti dentification. They
can be used as session ID and transaction ID in network session controls
and communi cation channel 1D in comunication controls. A very sinple way
of generating the identification nunbers is by using a counter only. In
this inpl &ml%t@tthbmveﬁlﬁ@ncounter is incremented and assigned as the

i dentification nunber whenever an identification nunber is requested.
There i s nbhifiVapeeRist 2RPHCcatie 19 BRIWOrK FeSBION GRPYRAYSE, WhichHpquirsspeesitiat i on

run out. ardleeaip, EBERPChlobRintRar 5k AR bR AR 1 AReaR OO Y

i f the cougnghuntedien ohahifel D ARchARISAM mARPbiher agNicationtothaBiedade ahique
I dentification nunber generation is by using a counter and a |ist of

i denti fi cavhdpnnmherdpsidemifcagionntius inventipnedlows thfedisiiuiedand cendmheomtiotat i on
nunmber and the |ist caontains e identifi,cati.on _nu rs_in.use. , \Wenever
there is aar}delawm%tro HEneric on the network énvironment. 1 he invention enhancés

scalability and efficiency of flag storage, search and assignment and reduces the probability

of I collision

Background

Unique whole number identification numbers are required in many areas for identification.
They can be used as session ID and transaction ID in network session controls and

communication channel ID in communication controls.

A very simple way of generating the identification numbers is by using a counter only. In
this implementation, the counter is incremented and assigned as the identification number
whenever an identification number is requested. There is no management of the
identification numbers. This implementation does not support reusability of the
identification number which can easily run out and is vulnerable to conflicts in

identification number assignment if the counter value were to be reused.

Another existing method of identification number generation is by using a counter and a
list of identification numbers. The counter is used to generate the identification number and
the list contains the identification numbers in use. Whenever there is a request for the
identification number, the counter is incremented and its value is checked against the list

of allocated identification numbers. If the counter value is found in the list, the counter is



i dentification nunber, the counter is incremented and its value is checked
against the list of allocated identification nunbers. If the counter val ue
is found in the list, the counter is 16 Septenber 20031®SeptgEwen®ii%ed again
and its new value is checked. These steps are repeated until the new
counter value is not found in the list so that this value can be assigned
and then added to the list. This inplementation provides reusability of
the identification nunbers but it incurs a trenendous anmount of time in
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i dentification NUNDErs are bern 0 enhance

nmet hod,  hRmk@r Oalne st found 1ﬁfchet e sb dﬁﬂthllsf Ve dafrbertigsipadsandnhéhaided &d i S
used. However, this enhancenent marelg transfers the processing from

f or egr oundhe GstoBlaik gnpigmmtam whvidesagusahibity @dwépmtyﬁcan@rhméﬁbqrh@t priBes si ng

| oad of the ocessor rd. kno net 0 er
‘generator. Ef%f’% @f‘ﬁ%‘& R %fr}BBeeH‘ RN e n 5thh lg‘yge S%?’Fﬁ%l %‘%ﬁa S:FSQW%
protocol, R 1%&&ﬁicat16h hiERbers ald beg @li6ahed THRnhArca BEHREH fh KR Rlefld,
. protocol) the SSRC field of the RTCP communi cation primtives are

gener at ed beskgguhdeoids ofotiei idetifnabibn mheﬂ)eISnmRﬂ‘@ 12 [uspd. Hhwgveretthod al so
does not ensure that he |€E§ i ficatio g@ &J e and
Chere i's oCTBRERISHT PEFIYFans{en e PECESSINE fH ‘grenganﬁ@?%F AR it dgie
aspect of A thod of aIIocatlng and
managi ng mﬁgﬁgmﬁﬁﬁgéﬁéﬁdbéﬂﬁ§?g%?#%ﬁ%?ﬂﬁﬁﬂ ers, the nethod including the

steps of nmaintaining an array table of flags to |ndi cate whether the ID
nunbers are in use; assigning the smallest available the ID nunbers as the

hi ghest pr zGhird ¥nb®n BEetRdd ROBL @fhg a PRHECHOR IS g8 RerBtoRE s @letiidichdsBeBimber s
bei ng.rel eased; and reusing the released ID nunbers
employed in the in many communication protocol, for instance, in IETF’s RTCP (real-time
transport control protocol), the SSRC field of the RTCP communication primitives are
geherated using the MD5 routines published in RFC 1321[1]. This method also does not
ensure that the identification number assigned is unique and there is a possibility of

conflicts.

Summary

In accordance with one aspect of the invention, there is provided a method of allocating
and managing whole number identification (ID) numbers, the method including the steps
of maintaining an array table of flags to indicate whether the ID numbers are in use;
assigning the smallest available the ID numbers as the highest priority to be allocated;
monitoring the number of the ID numbers being released; and reusing the released ID

numbers.

In accordance with another aspect of the invention, there is provided an apparatus for
managing and controlling the range of identification (ID) numbers in a distributed
environment, the apparatus including an array table session handler to act as an interface
for the communication between network nodes in the distributed environment and also to
provide a communicative service for allocation and de-allocation of the numerical range

for ID numbers; an array table manager to manage and control a set of array table for



In accordance with another aspect of the invention, there is provided an
apparatus for rmanaging and controlling the range of identification (1D)
nunbers in a distributed environnent, the apparatus i hePCgetemPendodt r ay
tabl e session handler to act as an interface for the comuni cation between
network nodes in the distributed environnent and also to provide a

communi cative service for allocation arid de-all ocati on of the numeri cal
range for ID nunbers; an array table manager to nmanage and control a set
of array twddiogs p@tockblafaptepibed aPORSwdrkieddepdil aoprotozobitadioseerise matager ed at
a network node; and a protocol stack service nanager.- that naintains the

i nterface thadmpakiisehe miartace apbhansigreanst patyedebe PEetaeR! stagkdryersand thhe
array tabl e, ﬁrief Description of the Drawings Figure 1 is a mapping of

i denti fi cati® atﬁ‘ﬁ'n‘oers and the array table of bits. This figure depicts
how the identification nunbers are associated to the array table of bits.
It assunes that the current size of each byte in the table is 8 bits. In
fact, it CBﬂef)Beéé?%oWoTIﬁh@DYa‘bﬁig@ size greater than zero and the greater
the byte size, the greater the nenory saving. Figure 2 is an exanple of a
scal abl e aFigay 1 Bkl Rappiidhobidertificheioh nhinbeadsiaad theuarbeyr mbleaifrgts. Malscfégree. Thi s
figure depicts the scalable array table with five rel eased_ identification
nunber s andepidiehay ggddentifisption numehvrs e aseriated HuhBaFY fahie of il pwsymes o

| ndi oat oo PRAEE Eiden r B PREAPRA dlie § B EORENIRR e Bl R amboe |,

chart for ghegeasethwhesoand kitestbittl thableRizB D gfeated tieinbmorequist ed. Figure
4 shows the creation of a new byte in the array table when an

identification nunber 1is requested. Figure 4a depicts the situation before
the identification nunber is allocated whereas Figure 4b depicts the
updat ed ar Figyrd 23l exbitngle dffeeschldbletanfay catié with somb éderhidisatierenumbers being

released. This figure depicts the scalable array table with five released identification
numbers and the biggest three identification numbers not allocated. ‘0’ indicates released
or unassigned identification number whereas ‘1’ indicates that the identification number

1s assigned.
Figure 3 is a flow chart for the case when an identification number is being requested.

Figure 4 shows the creation of a new byte in the array table when an identification number
is requested. Figure 4a depicts the situation before the identification number is allocated
whereas Figure 4b depicts the updated array table after the identification number has been

assigned.

Figure 5 is a flow chart for the case when an identification number is to be released.

Figure 6 shows the deletion of the last byte in the array table when an identification number
is released. Figure 6a depicts the situation before the identification number is released
whereas Figure 6b depicts the situation when the corresponding bit is unset and Figure 6c¢

depicts the final updated array table after the identification number has been released.



assigned. Figure 5 is a flow chart for the case when an identification
nunber is to be released. Figure 6 shows the deletion of the |last byte in
the array table when an identification nunber is reIeE%@@ﬁeﬁméﬁ?gj

depicts the situation before the identification nunber is rel eased mhereas
Fi gure 6b depicts the situation when the corresponding bit is unset and
Figure 6¢c depicts the final updated argay table after the identification
nunber has been rel eased. 16 Septenber 2003 4 Figure 7 is a flow chart for
the case when a desired identification nunber is requested. Figure 8 shows
the creation of new bytes in the array table when an identification nunber

i s desiredpioffedtisQ R SRRl Bf theldage Fhétatitspad kehafieatidreningientd el gatddon
nunber of 3§ is allocated whereas Figure 8b depicts the updated array

table after the identification nunber of 35 has been assigned. Figure 9
shows a schematic view of a distributed managenent of Array table network
node in aFigeiv@xHows the dredivhrif newibytes én (ho ashpubleawhénsin idént foati@seumtsri on
comuni cative primtives used for reservation of nuneral range. Figure 11

shows an Awﬂayreﬁaﬁg@re\ﬁatdﬁpléﬁﬁmer%@aﬁqrbbﬁqrﬁ6163%@@ figghipnguanbene 39 1s pllocated s e d
t L t b
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el ements Opech s3f1ffddf i ed Array Table. The diagramis the state transistion
diagramfor allocating Array Table elenents. Figure 13 shows the ID
reservation session engaged in the delllocation of elenents of a specified

Array Table. The diagramis a state transistion diagramfor dellocating
Array TabFguel ®shent a.schematic view of a distributed management of Axray table network node

in a network environment.

Figure 10 shows a list of ID reservation communicative primitives used for reservation of

numeral range.

Figure 11 shows an Array Table with entires from the Base Address Table. Is is used to

generate a numeral ID that by the Array Table of the communication node.

Figure 12 shows the ID reservation session engaged in allocation of elements of a specified
Array Table. The diagram is the state transistion diagram for allocating Array Table

elements.

Figure 13 shows the ID reservation session engaged in the delllocation of elements of a
specified Array Table. The diagram is a state transistion diagram for dellocating Array

Table elements.

Detailed Description

Most methods available either require large utilization of resources such as memories and
computation for generating unique and reusable IDs or do not ensure that all IDs generated

are unique. The present invention supports reusability of unique identification (ID) number,



Det ai | ed Description Mst nethods avail able either require | arge
utilization of resources such as nenories and conputation for generating
uni que and reusable IDs or do not ensure that all |Ds HeReptgrbar 2043
uni que. The present invention supports reusability of unique identification
(ID) nunmber, 16 Septenber 2003 5 thereby reducing the probability of
non-uni queness of the identification nuyrber being allocated and running
out of identification nunber. Besides, it provides an efficient use of

nemory Sp%ﬁ@reﬁ?&cdﬁgﬁngthégﬁabawﬁit)@ Bf lﬁéﬁu?ﬁﬁ@&e&@oﬂ hdiigaBicahes RembéNeeing

i dentification nunber is being allocated, by assigning a bit for acflag
and mai nt allocatgd andswahiaglost efridenyificatdrenuriizt. Besiaps, édpavideoan efépientase of n si ze

dependi ng on the | argest jdentification nugber bein allocated. In
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t hat i dentdahi expihdor coniet .in Bliesdeperding @a thé darpeso démsifiegtion rembeckssary f or
sorting and searching. Mst comrunication protaocal primtives requires a

uni que nunilogated.pin; gldaign. it Hleo PEpvidasebsasy gind iehlicipismathed i chedkdagapdh t he
comuni cat | | Lt ' 0; r e : des.
i ng o riceas e H¥ER GRS of R160K- B Belh, GGh (R APG: IR RIET.
col I'i si on. padrficuIB¥ertidiniot wahbed capbetdeeahined GomaKaToeRificktibn surfbdePTHis eal -
time transport control protocol), a unique IDis used for the SSRC field of
t he. RTCP redegemihe pracessing pimnenackssasy forspstimgsmd sepshigi s used to identifies
t he synchroni zation source. Collisions occur if protocol primtives with
simliar SSRC fields are used and detected by the sending network node.

The occurance of col]ision of SSRC fields |jncreases as the nunbeLn(Ef
messages | MOPhECTHERBICRUQT PFYUecl PIIMIG Ve EGHIFes # HBIQYS| PYBF8hID 1@ PHK 18 wor k

node Capaﬁgglel%fss SeHE ﬁ%&éa@gof@§e§§9§§1e%ﬁ1&u§§%l{ BrfthitiSe QLB LiRaill B One

col lision ection a
or more network nodes. Having similar ID in the communication primitives at the same

time causes collision. In many communication protocol, for example IETF’s RTCP (real-
time transport control protocol), a unique ID is used for the SSRC field of the RTCP
communication primitives. The SSRC field is used to identifies the synchronization source.
Collisions occur if protocol primitives with similiar SSRC fields are used and detected by
the sending network node. The occurance of collision of SSRC fields increases as the
number of messages in the nework increases. To resolve the collisions, each network node
capable of generating messages with SSRC fields needs to have collision detection and
resolution capabilities. As a result of collision, network resources such as bandwidth and
the computation resources of the network node will be wasted. The present invention
provides methods to avoid such collision even ina congested network environment for
each network node. These methods for collision avoidance can be applied to both

distributed and centrally control and management of unique numeral ID.

To resolve the problems outlined hereinabove, the invented method provides a scalable
array table of bits to indicate the allocated identification numbers; a means to associate the
identification number to a bit in the table to act as flag so as to enhance flag checking and

access; a means to reuse the released identification number by using the scalable array table



resolution capabilities. As a result of collision, network resources such
as bandw dth and the conputation resources of the networ k node will be
wasted. The present invention provides methods to avol@Seriember?dq3si on
even in a congested network environment for each network node. These

met hods for collision avoi dance can be applied to both distributed and
centrally control and managenent of unigue nunmeral ID. To resolve the
probl ens outlined herei nabove, the invented nethod provides a scalable
array tabl L C sueherise

means to a(gfsﬁgtfgit%ﬁeﬁﬁ&w nggl?’lhﬁ Eggﬁfgdr? lﬁﬁn}gﬁger 1%9123 dlgliéfl ?Er#c?ﬂsé tabl e ‘?o act
as flag soidastificatienhandetribuad reheakinode amdronazaess; a neans to reuse the
rel eased identification nunber by using the scalable array table 16

Sept enber 2003 6 of bits to ensure only unassigned identification nunber
is allocated; a neans of reserving identification in a distributed network
node envi r Shismentigrhingolives/mappingthe rhdmliﬁe@ionmppibn@ to he ajrajeiblefaf bits banad
nunbers to a rray.table of bit e e sitj.ons shown in
gur e 1.  Ehin U ROSERS sty et I iarit ot A et ik O e RERE G5 on
nunber is idenm&uofr *Pl‘érr{EEPR' i Qusk Ui h%%ﬁ%@ﬂdc%ﬁ éﬁo@aéaaé @@1@ 280 Tekredigft
access of the flag by conputing the R dex an | utml ndex usi ng the

i denti fi cahdcesy ofmlnmiqub)amﬂnpdmegshezkomhdenaﬂrd Gyenniludek hsingrthajdenafitation The

identification nunber is allocated w't smal | est ~avai l Sbl e value first
to ensure BwBberang thersize of\gach s the ﬁ“%)h@blﬁrTWd?r&Br}céno%P‘ém TS BeA8iCe new

byt f I
array 1 abl STPa A1 ARpAe vERL bk EndlipubBl BTN A AR BlundarhPae! ©
- identificahdeast tufofeeiew byteiid dsremed mﬂs pabeakilitiet the inpeeienbition(d¥)a scalablee
array table as shown in Figure 2 or there is no bit being assigned to it
yet. An i davy table fariefficieny msaiory dsage lbg swailabyity offetdqnigcating nyymber is either
cor I espond| ok Qylie @8 it o) & AN, LB oL QHRGrin FoRL OV 2] 3R | OF

nunber col | a uhi que Séssion set o et wor k
nodes, a seaisigbd f@xﬁ?&tﬂhﬁa&élﬁﬁcm&tmcr is released by unsetting the b1t corresponding

to it and it is ready for reuse. To provide identification number collision avoidance to

marked a unique session for a set of network nodes, a set of communication protocol
primitives is used. This coomunication protocol primitives are exchange between network
nodes for the reservation of numeral ID range such that ID collissions protocol layers are

minimized.

The invention will be best understood by reading the following detailed description of an
illustrative embodiment with reference to the accompanying drawings. Figure 1 to Figure
8, in essence, also give an illustration of a central controlled identification number
provided the management and control of array table as mentioned in Figure 1 is managed

from a logical network node.

As shown in Figure 1, the identification number is generated from the Rowlndex and

Columnindex of the unset flag in the array table using the following relationship:

ID = RowIndex*ByteSize + Columnindex (1)



primtives is used. This coonunication protocol primtives are exchange

bet ween network mnodes for the reservation of nuneral |D range such that 1D
collissions protocol layers are mininized. The inventi®fepemoepd0test
understood by reading the follow ng detail ed description of an

il lustrative enbodiment with reference to the acconpanyi ng drawi ngs. Figure
1 to Figure 8, in essence, also give ap illustration of a central
controlled identification nunber provided the nanagenent and control of

arr ay ;gb'»gh&é E@%h%@%@ﬂu{é}ﬂHIEgpe%ifieﬁ_iH&ﬂﬁﬂ%n dJipgera | ogi cal network

node. shown 1 n Figure 1, e 1dentification nunber is generated fromthe

Rowl ndex and  Golipt B&tRtesthe hiv@betstdhits it 8@hivhrelilgheMdifAMabidbl € using the
followi ng relationship: ID = Row ndex*ByteSi zé + Col uml ndex (1) 16

Sept enber 2003 7 where ID denotes the value of the specified

I dentification nunber ByteSize denotes the nunber of bits in each byte in
the array T®bl envehtibs isgd%ﬂ{si OtheS Ufafgd t 8f t Identificeg@®nof nurdbeit | fromat @ oo nunber
fromO to (ByteSize*No oWAl | ocat ed-1). Note that NoOf RowAl | ocat ed

denot es t h@ymPias&NoPHRowaRecatpdl). AYaie tiat NeQfRew dilaeagddanoles the pumber of
depicts the fltgvtv ch E’t tfa,,h t he. clz)fse when an identification nunber is' being
requested.m?’ﬁi araﬁeqﬂ SECRMPTARCHY | ead to the check, marked by literal
3.1., for any released identification nunber available. This is done by
means of a Rel easedl D counter, which nonitors the nunber of identification

nunbers begng..relga ldaw Sha V:QL il el Gabi;

A ok g A e R
nunber is feuded Thiskeprttadill fAsplosd to thecheek urarkéd bhkteRe 3eh Sedin releasad er
will lead to literal 3.2 in which the array table will be searched byte by
byt e from tdgetifiGagign npipber sfailahle. Blpis s5/done by means of a ReleasedID counter, which

monitors the number of identification numbers being released. It is incremented whenever
an identification number is released and decremented whenever a released identification
number is being reallocated. A positive value of the ReleasedID counter will lead to literal
3.2 in which the array table will be searched byte by byte from the first byte of the array
table, until the byte, which contains at least one unset bit (0) is first found. This byte will
in turn be searched bit by bit from its first bit for the unset flag, which indicates the first
unassigned identification number present. The first found unset flag, which corresponds
to the smallest unallocated identification number, will be set to indicate that the
identification number is assigned. The value of the identification number assigned is
computed using the RowIndex and Columnlndex of the location of the flag in the array
table with the aid of Equation (1). On the other hand, if there is no released identification
" number available, the last byte in the array table will be checked for any ungssigncd
identification number, marked by literal 3.3. If there are unassigned identification numbers
available, the smallest value determined using Equation (1) will be assigned and its
corresponding flag will be set, literal 3.4. The actions in literal 3.5 will be performed if
there is no unset bit in the last byte of the array table as depicted in Figure 4a. Note that all
the bits in the 'array table are set (1) showing that there is no released and unassigned
identification numbers. This will lead to the creation of a new byte in the array table to
serve as the flag for the to-be assigned identification number. The updated array table with

the lowest significant bit set is shown in Figure 4b and the value of the newly assigned



table, until the byte, which contains at |east one unset bit (0) is first
found. This byte will in turn be searched bit by bit fromits first bit
for the onset flag, which indicates the first unassi ghegeptgeRer £¢Q3ati on
nunber present. The first found unset flag, which corresponds to the
smal | est unal | ocated identification nunber, will be set to indicate that
the identification nunber is assigned.q The value of the identification
nunber assigned is conputed using the Row ndex and Col uml ndex of the

location of the aid of Equation (1). On
t he ot her g‘#ﬁﬁ # F%%Q%“?getg%ﬁl% R%gﬁua 8&1?}f| cation nunber avail abl e,

the last byte in the array table will be checked for any unassi gned
identification nunber, marked by literal 3.3. If there are unassigned

i denti fi cafpffop Hﬁﬁ%?fo% theA¥%&d wA&] Fcleaﬁeh@f assiseélh@@fdeﬂ@ﬂléﬁoﬁ %hﬁﬂbéfﬂ 1@ a%luﬁe@g
Equation (1). wi Il be assigned and its corresponding f e set

literal 3.#4.shdwe iméiguons. An depicedah 1Berdl fll thelzpepied axienmﬂcattfon mttmlu&i! i§s no
unset bit in ¢ I st_b eofthe e as icte |nF re4a
Not e t hat %hepk rét‘ﬁl@ {héing ﬁ%l%lﬁ??&}wt%u%%@gawﬁ%?t lgﬁae\%& sftthffhere
is norele n N&fdnbhdr dgN ti.on TS to
t he creation o aaﬁﬁgﬁﬁ?g In tt’érl;er%a%grs i%@‘lb eb%‘grfg?%g?r\%i ?g %H#eh% or the
t 0- be assigheidnitdgantificati on nunber. The updated-array table vvlth t he

| owest significant bit set is shown in Figure 4b and the value of the newy
assigned 16 Septenber 2003 8 identification nunber is determ ned using
Equation (1). The flow chart for the case when rel ease of a specified

i dentification Rowbelex =D¥BytaBigted is shown ) Figure 5. As depicted in
literal 5.1, the specified identification nunber is checked whether it is
bei ng assi gned Cohenindey = B ried RyfteSige tabl e t€at i ndicates whether the
specified identification nunber is assigned can be determ ned by the
following relationships: Row ndex = | D/ ByteSize(2)

where ID denotes the value of the specified identification number
/ denotes the integer division
ByteSize denotes the number of bits in each byte in the array table

mod denotes modulo

The flag is thus bit[RowIndex,Columnlndex]. If this bit were not set or does not exist, the
specified identification number not found error will be reported as marked in literal 5.2.
If the specified identification number has been assigned, the bitfRowIndex,Columnindex]
will be unset (0), literal 5.3. Next, the last byte in the array table is checked whether it is
zero, as in literal 5.4. A zero value of last byte will be deleted as depicted in literal 5.5 and
pictorially shown in Figure 6. The new last byte is again checked and literal 5.4 and literal

5.5 are repeated until a non-zero last byte is encountered.

Figure 7 shows the case when a desired identification number is being requested. Literal
7.1 depicts that the current size of the array table is used to determine whether it can
support the desired identification number. This can be performed by using Equation (2) to
obtain the RowIndex and comparing it with the number of rows (bytes) created in the array

table. Note that the value of n-1 for RowIndex indicates that there are n rows required since



Col uml ndex = I D nod ByteSi ze(3) where I D denotes the value of the
specified identification nunber / denotes the integer division ByteSize
denotes the nunber of bits in each byte in the array t&bBeptembgr tes
modul o The flag is thus bit[Row ndex, Col uml ndex]. If this bit were not set
or does not exist, the specified identification nunber not found error
will be reported as marked in literal 5 2. |If the specified identification
nunber has been assigned, the bit[Row ndex, Col uml ndex] w Il be unset (0),

literal 5.3e RNMhdextbBgink §8th (DLiteral N2 hhRIIAI haast RABEE tHefe FBSeREnVRSIShr it
Is zero, as in literal 5.4. A zero value of last byte will be deleted as

depi ct ed i thel drtagr @blestossuppdrt . {hie cdesiredlideptifibaion nwmbérganc te: caymesparding ast
byte is again check and literal 5.4 and |liter 5 re repeated until a
non: zer o | BEROBREN o BREBET & Gt I i gapentpmeh saie ol SEteRaRe B50rsdr oo
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current size of the array table is used to determ nhe whether it can

support t heit[Resiindst,Calemninfdexset,oas mankbe in lifEehals7. 3.dbhibes petheorlhmdated insi ng

Equation (2) to aobtain the Rowl ndex and conparing it with the nunper of
rows (byt eEiuErBathieh deapiqthdefitpagon P 4BiEh CROPETE BAES 3 BESRITARE (P FdECF or

Rowl ndex i pdi cat hE: i et 2003
9. the Ro%g%g%xgﬁae‘}g%ﬁ% \¥/rv|lh ? {@6% (Elll‘%beoﬁﬂgw%#eggﬁ%ﬁ%g?k?ﬁ@ I;]:ngrgEgr\'/\p/hen t hrér e are
suf fi ci ent lifm@tdGor iA thel digntRE bBlyytésab be addedselhpartrhy tableecad &6 enslly iingdevatiiid theat i on

nunber and the corresponding bit[Row ndex, Col uiml ndexl is set. If the
current arHaglemanréony exdtinpthedlogponce Likel ddSpileer the gumber ofbytss seAviGRber |

new rows Wl b reated in t array table with the correspond

bi t [ Row nﬁ%’x'?%q%aﬁwaiﬁ?ﬁ%e@%%s marked in literal 7.3. This is further
illustrated in Figure 8, which depicts the situation in which two nore
bytes are necessary to be added

The ID numeral management and allocation can also be created in a distributed manner
which means that each network node manages it’s own set of array table individually in
a network environment as illustrated in Figure 9. Figure 9 shows an environment where
there are N number of network nodes connected to the network, as marked by literal 9.8,
where each node manages it’s own array table such that a unique numeral can be generated
within the maximum range as defined for the array table. The unique numeral generated
using the Array Table of the network node are used by the communication primitives of
the Protocol Stack if required, as marked by literal 9.2, supported at fhe network node. This
unique number is generated to prevent the same numeral begin generated by 2 or more
individual network nodes. For allocation, initialization and délction of any members of the
Array Table, ID reservations communication primitives, as listed in table in Figure 10,
issued to other network nodes connected to the network by the Session Protocol Handler,
as marked by literal 9.7. Depending on the network types supported by the network nbde,
" the messages are exchange by encapsulating it into the appropriate network primitives
supported by the protocol stack available on the network node. The selection of the
protocol layer to be used for transmitting and receiving the ID reservation messages is
determined and managed by the Protocol Stack Service manager. Communication for
reservation of ID is preformed by passing the ID reservation message as a data to the
service access point of the Protocol Stack, as marked by literal 9.2. The Protocol Stack,

9.2, based on the service required will encapsulate the data message using the appropriate



I'nto the array table in order to support the desired identification nunber.
However, limtation in the nunber of bytes to be added to the array table
can be easily inposed in the inplenmentation by exitintf Pertembenisce
Literal 7.1 fails or the nunber of bytes required to be added exceed
certain value. The ID nuneral managenent and allocation can al so be created
in a distributed manner which nmeans thgt each network node manages it's
own set of array table individually in a network environnment as

i Il ustrat | LQur Fi S ; | At RS Sarddieseoptr € N
nunber of q%é\{v%lrf%ﬂgo égacchoélfgg%:?g%af%q?%é@ge@%ﬁaﬁ,gﬁg% rrtar keg%t%i/ Iitre?al 9.8,

wher e eachheadssapaageated hhd reowinedby ty StainePrstwoctl Hireller areuniegueedriyrtbe al can
be generated wi thin the_maxi numrange as defined for the array table. The
uni que nundray Tglpeestaddiandliing the Array Table of the network node are
used by the communication primtives of the Protocol Stack if required, as
mar ked by literal 9.2, supported at the network node. This unique nunber

is generated to vent the sa nuner begi.n.gener at e 2 or e

5 9CnSr S ASAPE T OE RS BRSO SRR & S PRE
any nmenbergenf oldhehdiid BY ad8& & ddibled SSRR R $n GRIMAHAY T@ble GBpREdnEohé VES,
as listed intable in Figure 10, 1issued to other network nodes connected

to the netmonterioyl spive fSethe nomeai A aclw gehlemaattcThe desisivarfeedelésionl driaddigpbn 9. 7.
Dependi ng. on the_network types supported by the ne rk node,, th ssages
are exchan®feAByy dARIS ST Bgpasted; ierg t*e%érébéﬁaw %‘ilﬁ%{%\g’w‘%ﬁ TaelE Ve
supported o) : L - ]

selection © %41‘1“2 “H%%)@%C%Itﬁltl %&Flg@k ggﬁ}l{tjlgre}gglp %1?@,[;{}?8‘@%&%{?%8%3 ?aébclgi Vi ng
the | D r esHanagdes aRo iedaggemdivpdatdethe enires of theBasanddeds Dyblt far cRcloAoapl
Stack Service manager. Communication for reservation of ID s prefaorned by

passi ng t h&akles W@Big‘rt\batqebhm#e@@%@a% Agrayataple ara ek 1o arRase e dabipoi nt
o Lhe. P okglp e el THAEH e il by hasoly Saghn %2
appropri at gie16BRPt AABREs 2A8le  has three parameters, <START_ADDR, SIZE,
ARRAY TABLE_#>. The START_ADDR is used to give the offset of the Array Table
to start generating the ID based on the specific location using the equation(4). The SIZE
parameter gives the rangc of ID can be generated starting from the START_ADD. The
ARRAY_TABLE_# specifies the Array Table managed by the Array Table Manager.
Figure 11 show how each elements of the Array Table are link to the Base address table.
To reduce the memory utilization only the elements that begins with START_ADDR, as
marked by literal 11.2, are link to the one elements of the Base Table as marked by literal
11.3. The resi of the elements within the range as indicated by the patameter SIZE are
represented by a continuous stream of Array Table elements. The last of the array element

of Array table that are associated with the Base Address Table entry are determined by the
parameter, SIZE, as marked by literal 11.4.

ID = START_ADDR + RowIndex*ByteSize + ColumnIndex (4)

Each ID reservation session is created to handle an Array Table as marked by literal 9.4.
One ID reservation session only handles deletion or addition of elements in one Array

Table only. The life span of each session is controlled by the Array Table Session Handler.



10 network layer. For each of the nessages received and transmtted, the
data paraneters of 4:) the nmessages generated and received by the Session
Protocol Handler are intepreted by the Array Table Set&sPepterapd?®3 The
Array Tabl e Session Handl er decides if elenents in the Array Table, as
marked by literal 9.4, should be added or deleted. Each elenent in the
Array Tabl e represent one nunberical ace for the nuneral 1D to be
generated. The decision for deletion or addition of Array Table el enents
I s passed r wher e
t he actual ﬁ%ﬂlrpg%sﬁnﬁo E@“Y ?Ets 1%3?1&} iﬁggl e? byttﬂe ble\r{gﬁl%re? ragfm E%:F%y
Manages al sterahfades: randsts fotEtens tb beace:l&ti 14} ﬁs:lem‘tectﬂn@n BaesterrdAdibiesse Fatid e f or
each Array Tables within the network Node. Each Array Table are |ink to a
Base Addr e@'éi maiplainede BorsgashSegsion inatiated pyiheoprray, hablg Myages this session is

repr esent h bl e
e ¢ hr oo BaTER PERE ABer TR AT p R oo B8 e O RERBIMA D | &
used to gi mbﬂcm&nsiﬁim@ﬁvew@enﬁrtm@mﬂ el Sessib pedteEd] hasdler. dhisdlcwiend)
based on the specific |ocation using the equatlon(4). The S= paraneter

gi ves t he reagyef bXtobp geraratbe frganibe Aty Tablata byigcreasamor decrsFaRThapmircahe

ARRAY TABLE # f t Al th Tabl e

Mhraver e BT iR (e e RERA e Ay TR ‘%&%Wﬁ@&ﬁ%mﬁe@ K to
t he Base aéiﬂfe?%?e A8 Table ﬁ@ni%fi%!?ﬁletfk‘r@c&&n??traé’k Qéﬂvhdezxatahégarcaahﬂark&fb

el ements that begins'with START-ADDR, as nmarked by literal 11.2, are link

t o t he onelitetagBEnPotosdl Sthek Bargiee Vabhger soenages tbethgymtratBéfram thQMyTaiﬂe rest
of the el ement th| the ran s i ndi cat ed ter
repr esent e@’dgfi?sséi"\éné ‘QPBE@ Sﬁcge%%ﬁ%?e%sﬁéw*ﬁé aécg?[@’p %g“%‘“?ﬁgsbé% of the

array el engpt f R SnBssaCh Bé} Hhe s@@gﬁ r«gss
Tabl e ent ry@aprrgg) 8%{a%n%%%by tg%bpa? gmet er, as mark g ?t er al
11. 4. - protocol stack using the elements in the Array Table. Gencrated ID from the Array Table

for each layer of the protocol stack is managed by the Protocol Stack Service Manager. If
the new ID is required by the protocol stack, the Array Table Manager will either search
for unused elements in the Array Table for each protocol stack layer to create a new ID or

to request for more Array Table elements via Array Table Session Handler.

There are 2 stages where the request of Array Table Manager can allocate Array Table

elemenis:-

(1).  Boot-up stage where the network node just joined the network. The request

for elements in the Array Table originates from the Array Table manager.

(2)  Run-time stage when the Protocol Stack request for more ID because all

elements of the Array Table are used.
Deletion of elements within the Array Table are initiated on 2 occasions :-

(1) When an the network node’s Array Table Session Handler detected that
another node requires more elements in the Array Table. The unused area

will be deleted from the Array Table of the protocol stack layer.



I'D = START_ADDR + Rowl ndex*ByteSi ze + Col utml ndex (4) Each ID reservation
session is created to handle an Array Table as marked by literal 9.4. One
| D reservation session only handl es del etion or additi thSepteeben2¥i3s in one
Array Table only. The life span of each session is controlled by the Array
Tabl e Session Handler. .16 Septenber 2003 11 Each session is created by
requests initiated by the Array Table Iyanager, as marked by literal 9.3
where requests for itens to be added to or deleted fromthe Array Table are

Nanager . this sglar on R iR EaBREh bl oo A e R T o e 14

wi Il control how thehk Rrfg351y @il 68 rel6aaLd iafi@thérbhsphddress. ve is send

t hrough the Session protocol handler. This allows the range of IDto be
generated fromthe Array Table to be increased or decreased. The source
for requesFighe 1hillerases theestat emehing in pllodatinArienentafire singlei Avrgyh®abiet wor k
node cones from_either the Array. Tabl e Manager or tfle Pr ocat ol Siaack
Servi ce Moflement; This statgmachinggan p¢ implemensedsin ths 4y GbleSggson E&Ranager
manages t hgxl e L Y, t ocol
Stack. 11 SR EEREE ol KATALE ALlcin I¥oin FHNEZ AR el AminEhe

Prot ocol SeatteralHach) féf ok Aak) TabrRne¢Bées tdibd tHservad i tiicoProtocst Bgkk | ayer
of protocol stack using the elenents in the Array Table. Generated ID from
the Array Jemice Mpmgzendth oratherAmty fhblegylanagen 9 bithe l6tate machHGeEnsy o he

= | ice Ma | §. 1D, j i |
ot ack. _t hoRRD ARty FlerRAGER B el 1R e 1 S [fibrliocbi arie? ©F
the Array JaBldut ﬁﬁrm%g&é%éﬂfﬁdj%Qioc?ﬁp%@i'fyihg‘}iﬁﬂhetp@raﬁfe@@& 6f thetRMrRiitiont 0

request for nore Arr ble él enent's.via Array Tabl e Session Handler. -
There are grisitagabe wheuw of hiemesatpregtirasf After eypdifigitheBrtathgdlocangssagel beat e

B e hebres e Seivie bander walt) 151 3G oWBmENE ! HRY b RA8VEA S
: listening to the service access point created in the protocol stack. At the WAIT_ACK state,
as marked by literal 12.5, if the first Free_DeAlloc, as marked by literal 12.7 1s received,
the state machine will proceed to the ALLOC_ARR state, as marked by literal 12.8, that
allows allocation of the specified Array Table to be conducted by the Array Table
Manager. The Array Table elements allocation is performed based on the size of elements
released indicated in the parameters of the Free_DeAlloc message received. If a specific
time has elapse while in the WATIT_ACK state, which may indicates the network node
using the same Array Table element is no longér in the netwdrk or no longer requireé 1t,
the state machine will transit to the ALLOC_ARR state. While still in the WAIT_ACK
state, more than one Reject_Alloc messages can be received and none Free_DeAlloc
message as marked by literal 12.6. Under this circumstance, the state machine transit back
to REQ_AILLOC state to allocate another range of memory required using different
parameter for the Broad_Alloc message. After successful allocation of Array Table
elements, the state machine goes into the IDLE state as indicated by literal 12.1 from

AILI.OC_ARR state.

Figure 13 illlustrates the delocation of the Array Table element at run time and boot time.
Upon detection of a Broad_Alloc, as marked by literal 13.2, the state machine transit to

CONT_DET stage, as marked by literal 13.3. In the CONT_DET state, the parameters of



for elements in the Array Table originates fromthe Array Tabl e manager.
(2) Run-tine stage when the Protocol Stack request for nore |ID because all
el enments of the Array Table are used. Del etion of el enthBgpigimber A0Qhe Array
Table are initiated on 2 occasions : (1) Wen an the network node's Array
Tabl e Sessi on Handl er detected that another node requires nore elenments in
the Array Table. The unused area w | he deleted fromthe Array Tabl e of
the protocol stack |ayer. 16 Septenber 2003 12 (2) Wien there is contention
det ect ed r o t - Nt L . wil |
be 1ol oca BBt EdrdloReft sREREL R EIELEARES rherp oAt BRI

machi ne i nusall |A3RatE]BGeRE GiBRay Tadle BlefienG!requost euntehaibh avittehle RMlemdrts S
state machine can be inplenmented in the Array Tabl e Session Handl er |ayer.
Wien the stsadeaherBefrchaAllasguessege ig serichaek to tha sender fpd Meoftatamasbingiransii gnal |

ked ., by |i [ 2.2, f . Al bl | b d
T omt he gk se e Ta . s cas, pRtked BTyl ¥y 8 50e B BT oA Mie rovaisd Afihacer
9.3, the stahieclBREM: 38 dnhadSitimdrRed RAGnARkG i sHetlcfd A8 ém% KRANGYdnkdner al

12.3. At this state, the Session Protocol Handler send out the nessage,
Br oad_Al | osignatme aiatkeidrby litavalt 13e5. Tae atatetreachine frandietoddrnAIRLQG stagm as paiked t | ve

e T LS PSSR S A R PR SR s oo, 1
by liste e LRmERS. Tl e f%%g;?ﬁﬁypﬂbﬁtel%égé %? ]ﬂ:t ctdiGn RECSRERLeRbRCK. AL

the WVAIT_ACK state, as marke teral e first® Free DeAll oc,

as mar ked thy Fired_&edlllod thedsags, as eaekadsh litefaht3. 3 tsafidbavkad theeNowivolk jodeclesed t o
the ALLOC ARR state, as marked by literal 12.8, that allows allocation of
t he speci fieadeshiorape Teigase of hepdrrap dabletcdamangs. tAfter ApagsiuT deallocatipgmelgde . The

Array Tabl g el ement 226k kil 5. IO AR PASEDEMENBCSIAE ©f ©f ements
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rel eased indicated in the paraneters of the Free_DeAl |l oc nessage received.
If a specific time has elapse while in the WATF_ACK state, which nay

i ndi cates the network node using the sane Array Tabl el®feptember 20G%0 | onger
i'n the network or no longer requires it, the state machine will transit to
the Al LOC ARR state. While still in the WAIT_ACK state, nore than one

Rej ect Al oc nessages can be received qad none Free DeAll oc nessage as
marked by literal 12.6. Under this circunstance, the state nachine transit
back to Rﬁgg?Ld%O% state to allocate another range of menory required using
di fferent LHePer for the Broad_Al | oc nessage. After successful ‘
allocation of Array Table elenents, the state nmachine goes into the |IDLE
state as indicated by literal 12.1 from ALLCC ARR state. Figure 13

i 111 ust r at €kis s¢ntiod prayidesiap gvafationef Arerpeyfomatrice bajed parpriog art cOMPARE Bhd boot

time. Upon detectjon of.a Broad,Alloc, .as rked by literal 13.2, the
State mmonTETIGaThe feR o R PORE ETaERE ZE e, RSP e ad T (e
CONT_DET sfigt@ar dd¥aiR@bRTRERIScafbn HomPRR! BRI wAR0R d3d dsh@e Broad ! oc,
are checked it the Array Table el enents requested contend with current

used Arraycdhparson.sThd feafor sybetalreethisl method $s free)fist confliteint identifidatibn al |

the elenments  used, the Reject Alloc nessage is sent_ back_ to the sender and
the state Wgemrﬁen%%ﬂhﬂeasﬁwﬂ% S pae %96183 InRECHeR %%&IWS%PP Fal

13.1. If s NP s r ed, It
mar ked no- SoRr ol atict o RS LEcloh s fRTRE RL SRRl G RE I LISE

mar ked by Fdirtcefmphrisba. 5. The state nmachine transit to DE__ALLCC state, as
marked by literal 13.5. In the DE ALLOC state, the Array Tabl e Manager
frees the unused Array Table elenents. The size of freed Array Table

el enments are reflected in the parameters of the Free DeAll oc nessage, as

marked by literal 13.7, send back to the Network node that request for the
rel ease of the Array Table elenments. After sucessful deallocation of the




message, the state machine transit back to IDLE state from DE_ALLCC st at e.
Reference 1. Rivest, R, "The MD5 Message-Di gest Algorithnt, RFC 1321, MT
Laboratory for Conputer Science and RSA Data Securityl!® PertembapgGq3 1992,
16 Septenmber 2003 14 Appendices This section provide's an evaluation of the
performance based on prior art conpared to the invention. The _

i dentification nunber generating netho whi ch _enpl oys a counter and a

list that contains the identification nunbers in use, will be used as the
prior art for €O i son. The reason is b L i from
Cont |1 ot 140t A MR grperRUmGERe garesral PAR B PR Bk hSedde e
mentioned in Section 3.2 are susceptible to conflicts in identification
nunber generation, thus they are not suitable to act as a basis _for

conpar i sonin theGpride pitetivd E5t, heO@ntss Appidentificaion morksrs/inpee. ivMadherolfesd on

prior art conpared to the, invention |In t rior.art. the |li

cont ai ns t‘ﬁ@%ﬂ@‘hﬁi@%&? F%ﬂnﬁfﬁw&r&mﬁ‘?% ?ip}dfnﬂfé%mf]dm&q%céc%ﬁlggta%?{e’

di mensi ona b IRRE WG A ds P HRRETH s cGAGMtdsdeRlaivE ¢akd aRomymber can
be a byt e?lbte%%{%éﬁg%gg%&%ﬁg%ﬂﬁe %Sgﬁg whi ch ?1215 f0l5rs byt els. Thi s gonsti tutes
a rel ati vemkabgeasammpatedad therpmentionawhwbmmdy eduires ¢ bié té inderatd whethewtheh only

requires a bit_to indicate whether t identification_nunmher.is being
al | ocat ed. idenEicagen W%Perﬁ%%?@ﬂl@é@dme I?WEIP%&F‘?“HG’ WL LHARdiceng whether

| dentifi Ca{hé Q&nﬂﬁggﬁ%fx nhihbdd n%gﬁ@éafeq ib hveAYSND! ng 4:PisArd OF mBfel dipending o
nore, depending on he nunmber of bits required to represent each
i dentifi caibe@Rnibendeyits rduienb espdesent2440B identification number.



16 Appendi x B: Sedrch performance based on prior art conpared to the
invention In the prior art, the search for whether the identification
nunber is in use is perforned by conparing the count elb Septemband08ach
element in the list of allocated identification nunbers, one at a tine.
However, in the invention, the array table is searched first byte |evel
until the byte that contains at |east ?@e unset bit is first encountered.
For instance if the ByteSize is eigh each byte in the array table is

ne”ar  ay VAL 56 t8 bifioP Bhafehe hufd frt BESRLLR dbshycniin i

it will be searched bit by bit fromits non-significant bit for the first
unset bit present. The invention is thus nore efficient as the search is
done ei ghtlngite priariartethi nearﬁefcxga\é@themmn@en@ﬁéatmw% 1§ i use rirerformedayt enber
2003 17 C ains .1. f al n nd nagi

i denti fi ca&opﬁlﬁnf‘ﬁfﬁ% ﬁ?ﬁ% r‘éa Yk 2 ]ﬁglgai cp%d?%g&? Y&Q({eﬁ ld&H ,g{mn

mai nt ai ni NEARrabhaY: 4 BRkeHBve(dragstht thveAdbt ahe abietaBRY is 3@61&1£[ﬁrﬁmﬁbér s are
in use; assigning the snallest available said DD nunber as_the highest

priority tlevdbenal thebpts ¢t comraimis ablehstgne hmehmﬁbeﬁrsmncgamreredﬁmmws, ibei ng
rel eased; and -reusing sai rel eased ED unmber s claim
1, furt herthf BYIESEERFIE e°9§g@§ted? S“ﬁﬁﬂ%‘Pﬁfeét“’d‘};;t%ﬁ ueréo %Mll ags
by enpl Oy'th) Pfdhﬁlch ﬁ'ﬁ?ﬁle@% Einhe §1§£ aﬁlr rc%}{taitﬁsbit%ﬁtsorfczl B8t Bigordcpghisat i ng

whet her sai ers are-being us he nmethod as in claim2,
further inghaifagnd hevxﬂbepeamdheammlbatfrmglmnm -signifiaérd bitPor ther fiost naset bltone of

said bits in said array table according to the position of said R
present. The invention is thus more efficientas the search 1s done eight at a time 1n t ecase

where the ByteSize is eight.



said array table. 4. The nethod as in claim3, further including the step
of maintaining a scalable array table, wherein said step includes:

nmoni toring the nunber of bytes being created in said atG agpteabee2003cr eati ng
a new byte to indicate that a newy allocated ID nunber is in use if al

the existing bytes in said scalable array table are all set; and rel easing
the last byte in said scalable array table if all the bits in said |ast
byte are all unset. 16 Septenber 2003 18 5. The nmethod as in claim4,
further ind€laigisng the step of accessing said flags in said array table for
each of said I D nunbers by using row and col umm. indices that can be
conputed fromeach of said ID nunbers and the size of a byte in said array

table. 6. Thesnmihrchiafodding aad MaBagifighvhble hubel idetitifipatitre(ID) epmbdrs, said
supporting reusability of said |ID nunbers by using said array table of
flags to ensumethbhaicludigihe steDselinbers are being allocated. 7. The method
as in claimé6, further including the step of controlling the range of ID
nunbers bei ng generated. 8. An apparatus for managi ng and controlling the

range of | denialrkifhk Of althPlabloDmES 10 Pdicatedivsdtherauide metbws kreémuse; onment
sai d apparatus 1 ncluding: an array table session handler for providing an
interface for the communi cati on between network nodes in said distributed

t Kk [ t d uni.cat.i ' .0cat.] .
Go- a1 ocat | onSBIEER RIS CATR el gut 1 pulBiif Bhedbosgs APalifheg;

manager to manage and control a set of array tables for various protocol

monitoring the number of said ID numbers being released; and
reusing said released ID numbers.

2. The méthod as in claim 1, further including the step of reducing memory storage for
said flags by employing bits in each byte of said array table as flags for indicating

whether said ID numbers are being used.

3. The method as in claim 2, further including the step of associating one of said ID
numbers to one of said bits in said array table according to the position of said bit in

said array table.

4. The method as in claim 3, further including the step of maintaining a scalable array

table, wherein said step includes:
monitoring the number of bytes being created in said array table;

creating a new byte to indicate that a newly allocated ID number is in use if all the

existing bytes in said scalable array table are all set; and

releasing the last byte in said scalable array table if all the bits in said last byte are

ali unset.



stack layers required at a network node; and a protocol stack service
manager that maintains said interface and handl e request between said
protocol stack layers and said array tables. 9. The aphaPartgebgs20d3 O ai m
8, further including a session protocol handler device wherein said device
initiates the exchange of conmunication primtives that are used for
initialization and nanagenent of the nunhferical range of said array tables

o, somun ot e w1 e oy Ts0es G 2ol ol s
conmuni cat i on,pri i} thMeSs Piﬁﬁ'qbeﬁiurg%rs l%?hﬁi RAF ahd!SolusnrH iRlkek Qhatadah Gt i ng

and de-al l ocating a specific nunerical “range and 16 Septenber 2003 19 to
set up an | D ¢pgaitsfromreasiestianhlbyurhenapadiiatsizegf sdiyt: wetridfraydarteni cat i on
primtives using protocol primtives supported by said host network node.
11. The apparatus as in Caim8, further including a contention detection

and, resol Utd ofy. JRANS of §f 1HP 8! e, (GONERBUACe) OF dubBortigRElsaBIiLY aNaRl of a
simlar indéexed array ta P& oy At 1'east two s parate network nodes by
exchangi ng coumbeadsibyrusiig said irvastableaf flEge tagparcathatsuriqué B @mbens B1e
further including an array table managenent neans using a base array table
to manage el eh®ng 8llefRtedai d array table within said distributed network
environnment. 13. The apparatus as in claim 12, further including neans for
managi ng the exchange of conmunication primtives for reservation of the

nureri cal rangge frethodedsdn ldRimusiferser iacidding nxgsiae of coftralhngl thermange ofab) e

el enents by usi ng al l ocation and de-allocation state machines. 14. The
appar atus as hwmb¢raibgngEensratether i ncl udi ng means for detecting unused said
I D nunbers and reusing the nunerical range for said I D nunbers using the
par anet ers of

8. An apparatus for managing and controlling the range of identification (ID) numbers in

a distributed network environment, said apparatus including:

an array table session handler for providing an interface for the communication
between network nodes in said distributed network environment and a communicative

service for allocation and de-allocation of the numerical range for said ID numbers;

an array table manager to manage and control a set of array tables for various protocol

stack layers required at a network node; and

a protocol stack service manager that maintains said interface and handle request

between said protocol stack layers and said array tables.

9. The apparatus as in Claim 8, further including a session protocol handler device
wherein said device initiates the exchange of communication primitives that are used
for initialization and management of the numerical range of said array tables by

communicating with other network nodes using a set of communication primitives.

10. The apparatus as in claim 9, wherein said set of communication primitives handled by

said apparatus is used for allocating and de-allocating a specific numerical range and



sai d communication primtives-used in said ID reservation sessions. 15. The

apparatus as in claim 14, wherein the contention detection and resol ution

nmeans further includes: neans for checking all recei vEISBrigERER03 D
reservation session conmmunication primtives for duplications in array

" table el enent reservations; and neans f% sending an I D reservation session

comuni cation primtive to reject allocation of said array table el enents

based on the current utilization of .sai ] e b et
contenti ons a‘ioeseﬁéf’lpe%rfi rf%gw%\wnasﬁﬁ%a{?lgtbgs%g&ﬁ gltlltng?aaﬁ E%t %%@H@Sﬁ%ﬂ whol e
nunber i denti figatvedsibl Plotdusrbafstvessapshragpesaidimsi mawork mgte. 16 Sept enber

2003 20 neans for maintaining an array table of flags to indicate whether
said ID nunbers are in use; neans for assigning the smallest avail abl e
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reusing sai d pgheasedsbRidpushehteon thihe TgerdiaPangs ufa dmilanindkeddrarh tatfleirr t her
i ncludi ng means for reducing nenory storage for said flags by enploying

bits in each bfatdeast twasaparate rafvodinasteaby £XAgueINS COMAAHPH IMNREEher sai d
| D nunbers are being used. 18. The apparatus as in claim17, further
I ncl udi ng nmeans for associating one of said ID nunbers to one of said bits

in said ar r%mgg FarR0s Q5 o 0hifO] 1 FeriROShdlhdiAg @h ag@y datle imdnagersait naanht ay
table. 19. e apparatus as in claim218, further including nmeans for
mai nt ai ni ng ausing kdkbceareayrtatyle to manage elements of said array table within said distributed

network environment.

13. The apparatus as in claim 12, further including means for managing the exchange of
communication primitives for reservation of the numerical range for said ID numbers
and management of said array table elements by using allocation and de-allocation

state machines.

14. The apparatus as in claim 13, further including means for detecting unused said ID
numbers and reusing the numerical range for said ID numbers using the parameters of

said communication primitives used in said ID reservation sessions.

15. The apparatus as in claim 14, wherein the contention detection and resolution means
further includes:

means for checking all received broadcast ID reservation session communication

primitives for duplications in array table element reservations; and

means for sending an ID reservation session communication primitive to reject
allocation of said array table elements based on the current utilization of said array

table elements if contentions are detected

16. An apparatus for allocating and managing whole number identification (ID) numbers,

said apparatus including:



tabl e, wherein said neans further includes: nmeans for nonitoring the nunber
of bytes being created in said array table; neans for creating a new byte
to indicate that a newy allocated ID nunber is in ust s?Ptﬁmgeﬁw%xi sting
bytes in said scalable array table are all set; and neans rel easing the

| ast byte in said scalable array table |26 all the bits in said |ast byte
are all upset. 16 Septenber 2003 21 207 The apparatus as in claim 19,
further including means for accessing said flags in said array table for

- each of said ID nunbers by using row and col unm indices that can be

ted. f SAl d the si f byt.e. i id arra
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supporting reansed)ility of said 1D nunbers by using said array table of
flags to ensure that unique ID nunbers are being allocated. 22. The
apparatus as in claim21, further including nmeans for controlling the range

the range of TAORI A AR bAC RS HEPE A I et A fupeBeReragho be -
envi ronnment , aHataledyet hod i ncluding the steps of: providing an interface for

t he communi cati on between network nodes in said distributed network
envi ronnent and a conmnuni cative service for allocation and de- all ocation

of the numeri for- LD nunbers; . aqi nd controlling a set of
array tables e%lrls gog%%%ﬂg c&&‘&?%?i%ﬁ%@%ﬁ?ﬂgg%%mgﬁ@ﬁaseaww net wor k node;
and nai ntaining said interface and handl e request between sai d protocol

stack layers and _said, array tables. -
means for reusing said released ID numbers.

I'7. The apparatus as in claim 16, further including means for reducing memory storage for

said flags by employing bits in each byte of said array table as flags for indicating
whether said ID numbers are being used.

18. The apparatus as in claim 17, further including means for associating one of said ID

numbers to one of said bits in said array table according to the position of said bit in
said array table.

I8. The apparatus as in claim 18, further including méans for maintaining a scalable array

table, wherein said means further includes:
means for monitoring the number of bytes being created in said array table;

means for creating a new byte to indicate that a newly allocated ID number is in

use if all the existing bytes in said scalable array table are all set; and

means releasing the last byte in said scalable array table if all the bits in said last

byte are all unset,



24. The method as in claim23, further including the step of initiating the
exchange of comrunication primtives that are used for_initialization and
management of the nunerical range of said array tabl et B§PIRHRAHI®at i ng

wi th other network nodes using a set of communication primtives. 25. The
method as in claim24, wherein said co nicating step further includes

all ocating and de-allocating a specific“nunerical range and to set up an ID

Usi ng. pr of gBof e RRARE &SGR 1or et el Tt [ et RE R Lledie'sHld ' ves
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of detecting and resolving contention in the nunerical range of a simlar
i ndexed arr aycémpited Fbmatach efstid Ihoumbepandthe simstofariytnmdes! @pydsdhangi ng
conmmuni cation primtives. 27. The nethod as in claim 26, further including
the step of using a base array table to nanage el enents of said array

table withigfy ?‘ﬁ%%pg}aﬁ{s&%:Hﬁ%l%ﬁqf@tfm{ekirﬁmﬁiﬂﬁéﬁgfor saﬁpoﬂ-ﬁ@eﬁﬁbﬂ?jﬂoﬁ@id n

claim 27, fur I nc e step of managi ng the ‘exchange o

commruni cat i onTpmunbtis\bysusingy said seaywablead fBgs thensntmbel wafue Ehgempens asaid | D
nunbers and nanagenent, of said array table el enents by using allocation
and de- al | ocabrBaallesetfide machines. 29. The nethod as in claim28, further
i ncluding the set of detecting unused said ID nunbers and reusing the
nunerical range for said I D nunbers using the paranmeters of said

comuni cat i Zm Tht kpparitvess insdadmi 21, Sathdr inbludepeneaas ifoncatrolingrhe ragge ofiie
method as in claim?29, wherein the detecting and resolving step further

i ncl udes: che@KINRES BPNEEERFREd broadcast | D reservation session

comuni cation primtives for duplications in array table el enent
reservations; and

23. A method for managing and controlling the range of identification (ID) numbers.in a

distributed network environment, said method including the steps of:

providing an interface for the communication between network nodes in said
distributed network environment and a communicative service for allocation and de-

allocation of the numerical range for ID numbers;

managing and controlling a set of array tables for various protocol stack layers required

at a network node; and

maintaining said interface and handle request between said protocol stack layers and

said array tables.

24. The method as in claim 23, further including the step of initiating the exchange of
communication primitives that are used for initialization and management of the
numerical range of said array tables by communicating with other network nodes using
a set of communication primitives.

25. The method as in claim 24, wherein said communicating step further includes
allocating and de-allocating a specific numerical range and to set up an ID reservation
session by encapsulating said set of communication primitives using protocol

primitives supported by said host network node.



sending an | D reservation session conmunication primtive to reject
allocation of said array table elenents based on the current utilization
of said array table elenents if contentions are detect &iSeptembendeP or

Al l ocating and Managi ng Unique Identification Nuneral in a Network

Envi ronnent Abstract A nethod of all oca?%ng and managi ng whol e nunber

I dentification (1D nunbers is needed r identification in many areas
such as network session I D and channel ID. ID nunbers have been generated
by using an I D nunber counter which either |acks proper |ID nunber

managenent JOTRUBRMId ADNUERED 3! AHERPIdddnLthel AUPLY B8tebih afteFRbNinES age

and processing tinme in sorting and searching. Thi's invention ains to
provi de an ef éomémsion innkt hoohental ahhgecof & nignitandndexadgiray tatide wiebésast twe t er ns

of menory and processing tine by mapping the ].D nunbers to a scal abl e
array tabl e ofCPBTAISICIWRT nqdﬁééﬁﬁ“é@g‘g‘gﬁ%ﬂm&tﬂa@% BN e an envi ronment

where I D nunbers are to be handled in a distributed environnment. An
envi ronnment where each network node handles the full range of numeri cal
val ue for 2yelhe ateting dshe claers, firtst indudingtherstep afisteg 4 badeceragvaileénce

apparatus. Fig.1 . e g as .
PP ?nanage elements of said array table within said distributed network environment.

28. The method as in claim 27, further including the step of managing the exchange of
communication primitives for reservation of the numerical range for said ID numbers
and management of said array table elements by using allocation and de-aliocation

state machines.

29. The method as in claim 28, further including the set of detecting unused said ID
numbers and reusing the numerical range for said ID numbers using the parameters of

said communication primitives used in said ID reservation sessions.
30. The method as in claim 29, wherein the detecting and resolving step further includes:

checking all received broadcast ID reservation session communication primitives for

duplications in array table element reservations; and

‘sending an ID reservation session communication primitive to reject allocation of said
array table elements based on the current utilization of said array table elements if

contentions are detected.





