DATA COVMUNI CATI ON APPARATUS AND METHOD FOR MANAG NG MEMORY | N THE SAME
BACKGROUND OF THE INVENTION 1. Field of the Invention The present
invention relates to a data comuni cati on apparatus including relatively
| arge menory space and a nethod for nmanaging the nmenory in the sane. In
particular, the present invention relates to a data conmuni cation

appar atus including nenory space in which one or nore applications are
al l ocated and a nethod for nmanaging the nenory in the sanme. Mire
specifically, the present invention rellates to a data comrunication
apparatus in which an access right is managed and restricted for each of
applications allocated in 'nmenory space and a nmethod for managing the

memory inphhe ceRMBnILATRAN A g@hﬁﬁmuéhguarﬁﬁ@ﬁbnl@wﬁnﬁhageﬁﬁbahgﬁORQ a

data communi cati on appar at us providing a pluralit access net hods
to each service nmenory field alloggat edrt engp appllcatlon and a nethod for
managi ng the nenory in the sanme. 2. Description of the Related Art
Contactless |1 C cards can be used as wireless comunication units which can
be applied only locally. This type of wireless communication is generally
real i zed BBEFEROUME kg MHENQNWESTAONe! ect romagneti c i nduction. - 2 That is,
this systemincludes an I C card having a nenory
1. Field of the Invention
The present invention relates to a data communication
apparatus including relatively large memory space and a
method for managing the memory in the same. In particular,
the present invention relates to a data communication
apparatus including memory space in which one or more
applications are allocated and a method for managlng the
memory in the same.
More specifically, the present invention relates to a
data communication apparatus in which an access right is
managed and restricted for each of applications allccated in
memory space and a method for managing the memory in the
same. In particular, the present invention relates to a
data communication apparatus for providing a plurality of
access methods to each service memory field allcocated to an
application and a method for managing the memory in the same.
2. Description of the Related Art
Contactless IC cards can be used as wireless
communication units which can be applied only locally.

This type of wireless communication is generally

realized based on the principle of electromagnetic induction.



function and a card reader/witer for reading/ witing data fromin the

menory of the I1C card. Aloop coil inthe IC card, which serves as a
primary coil, and an antenna in the card reader/witer, which serves as a
secondary coil, forma transforner system In this system the card

reader/witer transmts power and information by el ectromagnetic induction
to the ICcard, so that the IC card is driven by the supplied power so as

to respond to a question signal from the card reader/witer.

When t he card

reader/witer nodulates a current flowéng through the antenna, an induced
voltage in the loop coil of the IC card is nodul ated. Accordingly, the
card reader/witer can transmt data to the IC card. On the other hand,

variati onniaht tike kead helween ithenmdeal aofid kard eRR ¢ la o

| C card

causes change in the inpedance between antenna termnals of thé IC card
reader / Wifuln@¥t.i 030 anldhat o relifelitfe rid it @lrt I iraldieg@miraRiaCRRrges.
Accordingly, the IC card responds to the card reader/witer. Contactless
proxi m t ¥ reanmunit®hal memesys toemthepith edirdy, RCleatdsdids ibeaore 1@ despr ead
for its sinple operation. For exanple, by storing personal authentication
i nf or mat icaurd,swhi cas sa&rReN aeda andmaalvuaiolid ,i afnar ret a0t esinah ias the
electronic ticket in an IC card, a card reader/witer provided in a cash
di spenseicarer raadanr /entiitansetddich skeraesonpcsert skaldndarya aoidketfogate@ in a
station can access the IC card put by a user in a contactless nmanner, so
as to petfrégngformer system. In this system, the card reader/writer

transmits power and information by electromagnetic induction

to the IC card, so that the IC card 1s driven by the

supplied power so as to respond tc a question signal from

the card reader/writer.

When the card reader/writer modulates a current flowing

through the antenna, an induced voltage in the loop coil of

the IC card is modulated. Accordingly, the card

reader/writer can transmit data to the IC card. On the

other hand, wvariation in the load between terminals of the

loop ceoil of the IC card causes change in the impedance

between antenna terminals of the IC card reader/writer, so

that a current and voltage in the antenna changes.

Accordingly, the IC card responds to the card reader/writer.

Contactless proximity communication system typified by

IC cards has become widespread for its simple operation.

For example, by storing perscnal authentication information

such as a PIN code and valuable information such as a

electronic ticket in an IC card, a card reader/writer

provided in a cash dispenser, or at an entrance/exit of a



an aut hentication process. Recently, I1C cards having relatively |arge
menory space have been energed with an inprovenent in a mniaturization
technique. An IC card including a large nenory can store a plurality of
applications therein, and thus the single IC card can be used for a
plurality of uses. For exanple, by storing many applications, such as

el ectronic noney used for electronic paynent and an electronic ticket for
a specific concert hall, in an IC card, the IC card can be applied to
various uses. Herein, the electronic-n8ney and el ectronic ticket nean a
system of making settlenent (electronic paynment) through electronic data
i ssued according to noney provided by a user, or the electronic data

itsel f. kemideet, Hay 1P6eViadicng ke tWghed iint ar 536 10ROk 3wk skok nCanect i ng
to an external apparatus as well as a wireless contactless interface in

the | C caadtdoputheycar dseredder/ Wonttekt 128% ad@nek ,0kobakh +of phyretions of
the 1C card and the card reader/witer can be provided in a device, such
as a nobiane apltbeet izapeonopabcdisgi.t al assi stant (PDA), or a personal
conputer. In this case, the IC card techni que can be used as a
mul ti - pur poseRbedntégt i DAatapdsxhariygcoatahical yvohargat rehaee. spate
exanpl e, when a proximty conmunication 4 systemis realized by conputers
or i nf or avieoegppkingrges!, withe ano-lopeovementi dat moming aperficatedn
Al ternatively, an
technique. An IC card including a large memory can store a
plurality of applications therein, and thus the single IC
card can be used for a plurality of uses. For example, by
storing many applications, such as electronic money used for
electronic payment and an electronic ticket for a specific
concert hall, in an IC card, the IC card can be applied to
various uses. Herein, the electronic money and electronic
ticket mean a system of making settlement (electronic
payment} through electronic data issued according to money
provided by a user, or the electronic data itself.

Further, by providing a wired interface (not shown) for
connecting to an external apparatus as well as a wireless
contactless interface in the IC card or the card
reader/writer, any one of or both of functions of the IC
card and the card reader/writer can be provided in a device,
such as a mobile phone, a personal digital assistant (PDA),
or a personal computer.

In this case, the IC card technique can be used as a

multi-purpose bidirectional proximity communication

interface. For example, when a proximity communication



apparatus can conmuni cate with anot her device, such as a contactless IC
card. In that case, the apparatus nmay communicate with a plurality of
cards. Various applications using an I C card, such as

transm ssion/reception of electronic valuable information including

el ectronic noney to/from an external apparatus, can be performed in an

i nformati on processing termnal. For exanple, user interaction with an IC
card can be perfornmed in the information processing termnal by using a
user interface in the information proéessing termnal, such as a keyboard
and di splay. Wien the IC card is connected to a nobile phone, data stored
inthe IC card can be transmtted through a telephone network. Further, by

connect i Rgstlhe iRDR 1RRANG W ok thiHsebietin g8 S Qbpisageesan be paid
by using the 1C card. An IC card is usually used by putting it over a card

reader / wonkeefto-bhe eaithuhgaderi/on iilehet@asimil.| Y ARelhrsalt@velddr,dgn and when
the card reader/witer detects an external | C card, communi cati on between

t hem st appparbnushicanc asemua ipateondithi dewtihkirc aleivarenumsheh GRIYN) is
already input to the IC card reader/witer by the user. The input PINis
conpar ed caintthcé LR dCorcedd.n tihe th€tcarde,sahet hapardemntsi fiagat i on or
authentication is performed between - 5 the IC card and the I1C card
r eader / wepmarnipaNe ¥ighcedelursdd tivorofaceessi.ng the | C card). Wen the
identification or _ _

Various applications using an IC card, such as
transmission/reception of electronic valuable information
including electronic money to/from an external apparatus,
can be performed in an information processing terminal. For
example, user interaction with an IC card can be performed
in the information processing terminal by using a user
interface in the information processing terminal, such as a
keyboard and display. When the IC card is connected to a
mobile phone, data stored in the IC card can be transmitted
through a telephone network. Further, by connecting the
mobile phone to the Internet, charges for usage can be paid
by using the IC card.

An IC card is usually used by putting it over a card
reader/writer. The card reader/writer constantly polls IC
cards, and when the card reader/writer detects an external
IC card, communication between them starts.

In this case, a personal identification number (PIN) is
already input to the IC card reader/writer by the user. The

input PIN is compared with a PIN stored in the IC card, so

that identification or authentication is performed between



aut hentication is successfully done, the user can use an application
stored in the IC card, that is the user can access a service nenory field
allocated to the application (in this specification, a nenory field
allocated to an application is called a "service nenory field"). Access to
a service nenory field is adequately perforned by encryption conmunication
in accordance with the security level of the application. In this
specification, use of an application, that is, a process of accessing a
correspondi ng service nenory field, -i§ called a "service". The service

i ncludes reading/witing of data fromin a nmenory, and

addi tion/subtraction of value to/fromvaluable information such as

el ect r onicGeMIBea rfis 18 ¢hichad 2hove rowheR /Qne tke qane i1$ Wseddkor a
plurality of applications, an access right nust be controlled for each

appl i cat veed lfdroadeesisangofheollcaceess,. @®nBnNtgededentalfieeaties ber each
application, so that verification is perforned in units of applications.

The typesutheserviatdonwisc BuecarsbEudpyl idedet, 0 thachseapplanc alseoanvary
depending on attribute information of the application, such as a

char act eepstlicagndna stegeidr éd thecdC pridevehaaf itshehapplsiecatiaan. O her
than that, there 1is a requirenent for controlling a service according to
an acces#@crcieghst aalsksvated memogac i igder adflochéedppbi chei epplEcatiexanpl e, a
requi renent for discrimnation of users: a full- access to a service nenory
field Caﬁi@etgﬁsoﬁ@@cﬁ§iG§§ﬂOA/ 2 memory field allocated to an

application is called a "service memory field"). Access to
a service memory field is adequately performed by encryption
communication in accordance with the security level of the
application.

In this specification, use of an application, that is,
a process of accessing a corfesponding service memory field,
is called a "service". The service includes reading/writing
of data from/in a memory, and addition/subtraction of wvalue
to/from valuable information such as electronic money.

As described above, when one IC card is used for a
plurality of applications, an access right must be
controlled for each application. 1In order to control access,
a PIN code is allocated for each application, so that
verification is performed in units of applications.

The types of services which can be applied to each
application vary depending on attribute information of the
application, such as a characteristic and a required
security level of the application. Other than that, there

is a requirement for controlling a service according to an



but user Bis allowed to performonly a readi ng operation. However, this
nmet hod of controlling access sinply by allocating a PIN code to each
application causes inconvenience. That is, after passing through a
verification process by using a PIN code, anyone can uniformly use a
service defined by the application. In other words, even if a right for
using an application should be changed depending on users so as to
discrimnate users (available service differs depending on users: soneone
is allowed to read/wite data frominba~service nenory field, and another
is only allowed to read data), a uniformservice is provided to every
user. SUWMMARY OF THE | NVENTI ON An object of the present invention is to

provi de atceecalil@it datdaEaMHY Gld AP Alits i 1UdiAG JEBMORL Space
in which one or nore applications are allocated, and a nethod for nmnanagi ng

the menpreganplid)e o amuiirenditctor diddrantMataereess s@ts: & guwean to each
user for each service nenory field allocated to each application, so that
a plural iaocesfs aeces sarmtited merair o e iprlayicked beThd lpnesento ivseantd,on has
been nade in view of the above-described problens. According to a first
aspect ofoutt hesepr ésemst aldvertd d, peerdatan cohwr caadimoappearattion .i ncl udes
menory space; a service defining unit for defining, in the nenory space, a
servi ce and aHswevere mbierpethetddofoconbirchltihg secesesesimpappbived; and a
PI N-code service

allocating a PIN code to each application causes

inconvenience. That is, after passing through a

verification process by using a PIN code, anyone can

uniformly use a service defined by the application. In

other words, even if a right for using an application should

be changed depending on users so as to discriminate users

{(available service differs depending on users: someone is

allowed to read/write data from/in a service memory field,

and another is only allowed to read data), a uniform service

is provided to every user.

SUMMARY OF THE INVENTION

An object of the present invention is to prévide an
excellent data communication apparatus including memory
space in which one or more applications are allocated, and a
method for managing the memory in the same, in which a
different access right is given to each user for each
service memory field allocated to each application, so that
a plurality of access methods can be provided.

The present invention has been made in view of the



defining unit for defining a PIN-code service which verifies a PIN code
before perform ng the service. According to a second aspect of the present
invention, a nethod for managing a nenory in a data conmuni cation
apparatus including nmenory space is provided. The nethod includes a
service defining step of defining, in the menory space, a service and a
service nenory field to which the service is applied; and a PI N code
service defining step of defining a PIN-code service which verifies a PIN
code before performng the service. “Hérein, the data conmuni cation
apparatus is a contactless IC card including an IC chip having a wirel ess
communi cation unit, a data transm ssion/reception function, and a data

processi @%ow@ides%ﬁwdagr&b@e%rd IRCRG & o taerf't{'f%%' A dcleS o%urface or

an informati on comruni cation termnal, such as a nobil one, a personal

handyphorte gysisemt( Ri®entaloms QEH%Q%abdQMﬂdﬁéaﬁ%%ﬂ Sl %%t@PDA) whi ch
includes an I C chip having the sanme function as that oOf the

cont act/ dorflaclelse semo@yC apdcethe dalre ieeMaeTiednigOhin iap FAralds iinelydes a
menory reglon having a data 8 accunul ati on nenory, such as EEPROM a data

processi Ag uhiet merany spdata commrviicat aon fauretivire Weeidrg mikille tphone or
the like is applied, an external storage nedium such as an 1C card
i ncl udi ngrhaehl Chehisprvisng be eEpdvadl:y aatt ac Pad-ddder eteaviMleso, a
subscriber identity nodule (SIM function,

defining unit for defining a PIN- code service which verifies

a PIN code before performing the service.

According to a second aspect of the present invention,
a method for managing a memory in a data communication
apparatus including memory space is provided. The method
includes a service defining step of defining, in the memory
space, a service and a service meméry field to which the
service 1s applied; and a PIN-code service defining step of
defining a PIN-code service which verifies a PIN code before
performing the service.

Herein, the data communication apparatus is a
contactless IC card including an IC chip having a wireless
communication unit, a data transmission/reception function,
and a data processing unit; a contact IC card including a
terminal at its surface; or an information communication
terminal, such as a mobile phone, a personal handyphone
system (PHS}, or a personal digital assistance (PDA), which
includes an IC chip having the same function as that of the

contact/contactless IC card. The data communication

apparatus includes a memory region having a data



in which contractant information issued by a nobile phone conpany is
recorded, may be nounted on the I1C chip. The data. conmunication apparatus
may perform data communi cation through an information conmuni cation
network, such as the Internet, or directly with an external termnal in a
wired or wireless manner. According to the present invention, a service
and a service nenory field to which the service is applied are defined in
the nenory space, and a PIN-code service which verifies a PIN code before
performing the service is defined. WtHB this arrangenment, the security of
the IC card can be ensured. An area including one or nore service nmenory
fields provided in the nenory space nmay be defined. Also, a PIN code

servi ce whicthhueitifne hethdPh GRS Bef OrerafCesSidag at Reoc®s@3 ndBYinle ;
defined. Wth this configuration, a PIN code can be Set for edch service

nmenory f iaglad addid tholcofatlh iaked onT Fenefiald,. AWheACGEHDLAI1GN bhbadt ke NMenory
space can be hierarchically controlled. Wien a common PIN code is to be

set to atplundlket ¥ sofapparividiesn axtanrddll ReludigRg nelde user BuedsS alsS an
generated, so that a conmmon PIN code service nay be applied to this area.
For examikecalry iimouttiing anPIN chde,caaryedbpondmoyalbd yaateechaidn area, the
user can obtain an access right to all the service nenory fields in the
area (anthsuietar.ead)lsohr eughbscriber identity module (SIM) function,
in which contractant information issued by a mobile phone
company is recorded, may be mounted on the IC chip. The
data communication apparatus may perform data communication
through an information communication network, such as the
Internet, or directly with an external terminal in a wired
or wireless manner.
| According to the present inventioﬂ, a service and a
service memory field to which the service is applied are
defined in the memory space, and a PIN-code service which
verifies a PIN code before performing the service is defined.
With this arrangement, the security of the IC card can be
ensured.
An area including one or more service memory fields
provided in the memory space may be defined. Also, a PIN-
code service which verifies a PIN code before accessing the
area may be defined. '
With this configuration, a PIN code can be set for each
service memory field and for each area. Therefore, an

access right to the memory space can be hierarchically

controlled. When a common PIN code is to be set to a



verification and authentication processes. Therefore, sinply by inputting
a PIN code corresponding to a desired area, the user can obtain an access
right to all the applications used in a series of transactions, and thus
access control can be perfornmed efficiently and the apparatus can be used
nore easily. Further, an overl ap-service for defining another service
applied to the service nenory field which has already been provided may be
defined. By defining the overlap service, a plurality of access nethods,
such as "only read" and "read/wite"cln-be set to a service nenory field.
Wien the overlap service is defined, a PIN code may be set to each
service. For exanple, when two services "read" and "read/wite" correspond

to a seryiceamame bif iselréhidet) Rl NredasanRlishl thd k@whagesdisfsf erent PIN
codes are set for "addition" and "subtraction" to/from val uabl e

i nf or mat igemdratled]i RY eheet 0 /cEmIRN SN oddeh &e v ilc@S ahC O R piaY ke put so
that a PIN code nust be input in - 10 order to wite information in a
menory fitel dhbut aaefdl.N code need not be input in order to read information
fromthe nenory field. Verification can be controlled so as to set
verification gbrPekanpde, peyf onpetthbygt BePPNNecddecserespendingetbeati ve or
i neffective.
certain area, the user can obtain an access right to all the
service memory fields in the area (and sub-areas} through
verification and authentication processes. Therefore,
simply by inputting a PIN code corresponding to a desired
area, the user can obtain an access right to all the
applications used in a series of transactions, and thus
access control can be performed efficiently and the
appératus can be used more easily. |
Further, an overlap-service for defining another
service applied to the service memory field which has
already been provided may be defined.
By defining the overlap service, a plurality of access
methods, such as "only read" and "read/write" can be set to
a service memory field.
When the overlap service is defined, a PIN code may be
set to each service. For example, when two services "read"
and "read/write" correspond to a service memory field, two
PIN codes are set. Likewise, different PIN codes are set
for "addition" and "subtraction" to/from valuable

information including electronic money. Further,

restriction may be put sc that a PIN code must be input in



Wth this configuration, a PIN code nust be verified before starting a
service or accessing an area only when the PIN-code service correspondi ng
to the service or area is effective, and a PIN code need not be verified
when the PIN- code service is ineffective. As described above, the present
i nvention can provide an excellent data comruni cati on apparatus including
menory space in which one or nore applications are allocated, and a

nmet hod for managing the nenory in the sane, in which a different access
right is given to each user for each- Beérvice nenory field allocated to
each application, so that a plurality of access nethods can be provided.
According to the present invention, even when an access right to a nenory

field indhrd €Land des iRGordatdld i Bl MerfRde Ml P38t 3agoIdiqag to
each access right. That is, in each service nenory field, a PIN code is

set for eReR setViee inpule idPRIiRG: tholrRIRIR e idan iy be put so
that a PIN code nust be input in order to wite information in a nenory

field bumemoRiyNfdedei.need not be - 11 input in order to read infornation
fromthe nenory field. Further objects, features, and advantages of the
present invenveohfirhtibecoar hppaventoliet sbeakokbowkeng description of
the preferred enbodinent wwth reference to the attached draw ngs. BRI EF
DESCRI PTveX 108 cEHE oDRAMY RES code performed by the PIN-code service
to effective or ineffective.
With this configuration, a PIN code must be verified
before starting a service or accessing an area only when the
PIN-code service corresponding to the service or area is
effective, and a PIN code need not be verified when the PIN-
code service is ineffective.
Aé described above, the present inventiﬁn can provide
an excellent data communication apparatus including memory
space in which one or more applications are allocated, and a
method for managing the memory in the same, in which a
different access right is given to each user for each
service memory field allocated to each application, so that
a plurality of access methods_can be provided.
According to the present invention, even when an access
right to a memory field in the IC card is not single, a PIN
code can be set according to each access right. That is, in
each service memory field, a PIN code is set for each
service to be applied. For example, restriction may be put

so that a PIN code must be input in order to write

information in a memory field but a PIN code need not be



Fig. 1 illustrates a wireless communi cation system based on

el ectromagnetic induction including a reader/witer 101 and an IC card 50;
Fig. 2 is a nodel ed diagram showi ng a transforner systemincluding the
reader/witer 101 and the I1C card 50; Fig. 3 shows a functional structure
of the ICcard 50; Fig. 4 illustrates a systemfor applying a PIN code to
a service; Fig. 5illustrates a systemfor applying a PIN code to an area;
Fig. 6 is a flowhart showing a process of registering an area and service
in menory space in the 1C card 50; Figll7 schematically shows a data
structure of a PIN- code service data block; Fig. 8 is a flowhart show ng
a process of controlling startup of a service or an access right to an

area in iggRM danGaddid it A RN GeER inditulo P Rnl$8le danbryd di%1dy.f1 owchart
showi ng a process of controlling - 12 an access right to"a service or area

based on the pumbBBerobbiBtNs¢odeatapuk,eahar sdvkh8agd@ seheratically shows
a functional structure for <controlling PIN code conparison/output in the
| C card F¥esdrty.invkrsdematiildates steowpddtenst iiehiitgeoff cdatoainkj ch is
transmtted/received in unit of 1 byte through a conmunication unit 151;
description of the preferred embodiment with reference to

the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 illustrates a wireless communication system
based on electromagnetic induction including a reader/writer
101 and an IC card 50;

Fig. 2 is a modeled diagram showing a transformer
system inéluding the reader/writer 101 and the iC card 50;

Fig. 3 shows a functional structure of the IC card 50;

Fig. 4 illustrates a system for applying a PIN code to
a service;

Fig. 5 illustrates a system for applying a PIN code to
an area;

Fig. 6 is a flowchart showing a process of registering
an area and service in memory space in the IC card 50;

Fig. 7 schematically shows a data structure of a PIN-
code service data block:

Fig. 8 is a flowchart showing a process of controlling
startup of a service or an access right to an area in
accordance with a PIN code input by a user;

Fig. 9 is a flowchart showing a process of controlling



Fig. 12 schematically shows the structure of a packet including pieces of
1-byte data; Fig. 13 shows a basic sequence of packet exchange between a
transmtter and a receiver; Fig. 14 shows the configuration of a flow
control unit 155; Fig. 15 shows an exanple of the configuration of a PIN
code identifying apparatus (1 C card 50) including a plurality of PIN code
hol ding units and PI N-code conparing wunits; and Fig. 16 shows an exanpl e
of the configuration of a PIN- code identifying apparatus (I C card 50) in
which a PIN code can be set to eactr méhory field in a data hol ding unit
152. DESCRI PTI ON OF THE PREFERRED EMBODI MENT Herei nafter, an enbodi nent of
the present invention wll be described with reference to the draw ngs. -

13 A Cont aclde@ss raRFURICALl @R vave! &P TheaPhaserf JnnveRr! sl afes to a
contactl ess data conmunication systemusing an IC card. This type of

cont act | egs-dade dommtniesaliray systemis typically realized based on the
principle of electromagnetic induction. That is, the systemincludes an IC

card having armgooty buheiboncaabg ahoasdar eadetivnihlestkortneadEpg/ witing
data fromin the menory of the IC card. A loop coil of the TC card
servi ng asnirpililieagy PIdi-icoaled campanti eong ooft pllte icarttie IC card 50;
Fig. 11 schematically shows the structure of data which
is transmitted/received in unit of 1 byte through a
communication unit 151;
Fig. 12 schematically shows the structure of a packet
including pieces of 1-byte data;
Fig. 13 shows a basic sequence of packet exchange
between a transmitter and a receiver;
Fig. 14 éhows the configuration of a flow confrol unit
155;
Fig. 15 shows an example of the configuration of a PIN-
code identifying apparatus (IC card 50} including a
plurality of PIN-code holding units and PIN-code comparing
units; and
Fig. 16 shows an example of the configuration of a PIN-

code identifying apparatus (IC card 50) in which a PIN code

can be set to each memory field in a data holding unit 152.

DESCRIPTION OF THE PREFERRED EMBODIMENT
Hereinafter, an embodiment of the present invention

will be described with reference to the drawings.



reader/witer serving as a secondary coil forma transformer system The
card reader/witer transmts power and information to the IC card by

el ectromagnetic induction so as to transmt a question signal thereto. The
IC card is driven by the supplied power, and changes a | oad between
termnals of the loop coil in accordance with a response signal to the
question signal. Accordingly, the IC card nodulates the anplitude of a
signal appeared in a reception circuit of the reader/witer, so that
communi cation can be perfornmed therebetween. The IC card may be a
card-type data communi cation apparatus. Alternatively, an I C chip having a
so-called IC card function may be incorporated into an information

comuni cal.i adnitectlRals cortindsad iRbishatphone (in both cases where the IC
card is 1ncorporated into an apparatus and where the IC card is renovably
attached to awbheappasahtsintentiygnbectatbedtana” tencardickor ggeaveni ence in
- 14 this specification). The IC chip having an IC card function 1is
mount ed erraumilrialtd ohesyishel, usiok as dCmehirdde phtrie afypePBA or on an
information processing termnal, such as a personal conputer (PC), so as

t o perf ocendacsi lessnghriteattioomumiicell ian eyteenmali sapyaiatidy keatlhatdcase,
the 1C chip includes an interface used for connecting to an external
appar at ubasef aadithicopriscip lienvdr fdectusomgahert iconndeitign .t o Thiaé
reader/witer in a wired or wireless manner. Fig. 1 is a conceptual diagram
showi ng 45w t8Eesystem includes an IC card having a memory function

and a card reader/writer for reading/writing data from/in
the memory of the IC card. A loop coil of the IC card
serving as a primary coil and an antenna of the card
reader/writer serving as a secondary coil form a transformer
system. The card reader/writer transmits power and
information to the IC card by electromagnetic inductién so
as to transmit a question signal thereto. The IC card is
driven by the supplied power, and changes a load between
terminals of the loop coil in accordance with a response
signal to the question signal. Accordingly, the IC card
modulates the amplitude of a signal appeared in a reception
circuit of the reader/writer, so that communication can be
performed therebetween. The IC card may be a card-type data
communication apparatus. Alternatively, an IC chip having a
so-called IC card function may be incorporated into an
information communication terminal, such as a mobile phone
{(in both cases where the IC card is incorporated into an
apparatus and where the IC card is removably attached to an

apparatus, it may be called an "IC card" for convenience in



communi cati on system based on el ectromagnetic i nduction including a
reader/witer 101 and an IC card 50. The reader/witer 101 includes an
antenna LRWincluding a loop <coil. By applying a current IRWto the
antenna LRw, a nagnetic field is generated around the antenna LRw. On the
ot her hand, a loop coil LCis provided around the IC card 50. An induced
vol tage, which is caused by the nagnetic field generated by the | oop
antenna LRWof the reader/witer 101, is generated at the ends of the | oop
coil Lc of the IC card 50, and the induced voltage is input to a ternina
of the IC card 50, which is connected to the ends of the loop coil L.. The
degree of coupling between the antennal LRw of the reader/witer 101 and

the | ooptedid skecaffitdae ib@a)car dn20 Iccmﬁ@e&a@qa%r;,@hnq@@atr@eifhnwiiohi ons.
However, it can be regarded that the antenna LRw and the |loop coil Lo form

a transfier meunsyst e awiobh 1ean ektmimadel ewols ashewmobn 16 @hodie orlS Wien
the reader/witer 101 nodul ates the current IRw flow ng through the

ant enna PR®, arvehnt age ividormdiden peockesingopecaiinalC euchhasl @ card 50 is
nodul at ed. Accordingly, the reader/witer 101 can transmt data to the IC
card 50. peFiserlanomprited d&Ca i sol adescapRlirfiorodeataq@omgtnfiast iont ai ni ng
an access right to an application or area, such as a personal

i dent i f i ¥atihoarn gabern@P| Rprardtaspasdwotdatnpgase byhe d€echtip an ext ernal

apparatus connected to the reader/witer 101, and val uable information
providedlﬁﬁléﬁes an interface used for connecting to an external

apparatus, in addition to an interface used for connecting
to the reader/writer in a wired or wireless manner.

Fig. 1 is a conceptual diagram showing a wireless
communication system based on electromagnetic induction
including a reader/writer 101 and an IC card 50. The
reader/writer 101 iﬁcludes an antenna Lgy including a loob
coil. By applying a current I, to the antenna Lpy, a
magnetic field is generated around the antenna Lz;. On the
other hand, a loop coil L; is provided around the IC card 50.
An induced voltage, which is caused by the magnetic field
generated by the loop antenna Lg; of the reader/writer 101,
is generated at the ends of the loop coil L. of the IC card
50, and the induced voltage is input to a terminal of the IC
card 50, which is connected to the ends of the loop coil L.

The degree of coupling between the antennal Lgy of the
reader/writer 101 and the loop coil L. of the IC card 50
changes depending on their positions. However, it can be
regarded that the antenna Lz, and the loop coil L. form a

transformer system, which can be modeled as shown in Fig. 2.



application, such as el ectronic noney and electronic ticket. Also, the IC
card 50 includes a function of varying a |oad between the termnals of the
| oop coil LCin accordance wth data to be transmitted to the
reader/witer 101 (load sw tching). Wien the | oad between the term nals of
the loop <coil LC varies, inpedance between the termnals of the antenna
LRWof the reader/witer 101 changes, so that the current IRw flow ng

t hrough the antenna LRWand a voltage VRW vary. By denodul ating the

vari ati on conponents, the reader/witlr 101 can receive the data
transmtted fromthe |1C card 50. The data received by the reader/witer
101 from the I1C card 50 includes valuable information provided by an

application, gHeh 8Recek@REEOMEiBREY0@NEo8LESEEONERet LGKEENLBT
Configuration of nmenory space in IC card One or nore appllcatloﬁg are

al | ocat ed Lo iMRMehy cR@C & h6 anitRnhiae 1L G Cardo bagahichdd.ddardpanat ed into
a nobile termnal 10. The applications include transm ssion/reception of

el ect r onileopalcwdhl e.i ofothat rancakr@/ boosanoaxt eteal appavatitisglgych as
el ectronic paynent. A nenory field allocated to each application is called
a "servitbe mesgley /firdltdt. 181 aper ataosmif daitag ten thapfld eatrdoso.t hat is,
accessing a corresponding service nmenory field, is called a "service". The
servi ce iThel Gdassmidgagidnglawei tined udatsa af PN icodehe cmerimey diodt
addi ti on/subtraction of value to/from val uabl e information
obtaining an access right to an application or area, such as
a personal identification number (PIN) and a password input
by a user to an external apparatus connected to the
reader/writer 101, and valuable information provided by an
application, such as electronic money and electronic ticket.
Also, the IC card 50 includes a function of varying a
load between the terminals of the loop coil L, in accordance
with data to be transmitted to the reader/writer 101 (load
switching). When the load between the terminals of the loop
coil L varies, impedance between the terminals of the
antenna Lgy; of the reader/writer 101 changes, so that the
current Ipy flowing through the antenna Lgy and a voltage Vyy
vary. By demodulating the variation components, the
reader/writer 101 can receive the data transmitted from the
IC card 50. The data received by the reader/writer 101 from

the IC card 50 includes valuable information provided by an

application, such as electronic money and electronic ticket.

B. Configuration of memory space in IC card

One or more applications are allocated in memory space



i ncluding electronic noney. In order to restrict use of an application or
startup of a service in accordance with whether a user has an access
right, a PIN code is allocated to each application, so that the PIN code
is verified when a corresponding service is perforned. Further, in access
to each service nenory field, encryption communication is adequately
performed in accordance with the security level or the like of a
correspondi ng application. In the enbodi ment, a hierarchical structure
simlar to a "directory" is introducetto the nenory space in the IC card
50. Accordingly, each application allocated to a nenory field can be
registered in an "area" in a desired |ayer. For exanple, by registering a

pluralitynofneappl icedld 80S Y3EEH NsA 1903 rafk ol aRRRCH MBI - 17
applications closely related to each other in service nenory fields in the

sanme ar eaelmimzneno.by Thediapharicdd idheasncahezel y related to each other in
the sanme parent area), the applications in the nenory fields and the areas

can be syshenmtsisdaln/¢eaepanged o fse lihairdnie wsguapar afffcemertilon sort and
arrange the applications. In order to hierarchically control an access
ri ght totogdciommamexthirelad, aapRNtesde stah he edlectaomdeh pare@nti.n
addition to each application. For exanple, by inputting a PIN code
corr espoidimegotry diedct aildogadad ttoe casdr application is called a
"service memory field". An operation of using an
application, that is, accessing a corresponding service
memory field, is called a "service". The service includes
reading/writing data from/in the memory and
addition/subtraction of value to/from valuable information
including electronic money.

In order to restrict-use of an application or startup
of a service in accordance with whether a user has an access
right, a PIN code is allocated to each application, so that
the PIN code is verified when a corresponding service is
performed. Further, in access to each service memory field,
encryption communication is adequately performed in
accordance with the security level or the like of a
corresponding application.

In the embodimeni, a hierarchical structure similar to
a "directory" is introduced to the memory space in the IC
card 50. Accordingly, each application allocated to a
memory field can be registered in an "area™ in a desired
layer. For example, by registering a plurality of

applications used in a series of transactions or



obtain an access right to all applications in the area (and sub-areas)

t hrough verification and authentication processes. Therefore, by inputting
a PIN code corresponding to a desired area only once, the user can obtain
an access right to all the applications used in a series of transactions.
Accordingly, efficiency in access control can be enhanced and the
apparatus can be used nore easily. The enbodi nent al so has the follow ng
features. That 1is, an access right to a certain service nenory field may
not be single, but a PIN code can be skt for each access right, that is,
for each service conducted in a service nenory field. For exanple, when
two services "read" and "read/wite" correspond to one service nenory

field, tupdlliNatGRHRS ARG riiiay 39 Ld &terlr RN LadasAnfnRfly f or

"addi tion® and "subtraction” toffrom val uabl e infornation - 18 |nclud|ng

el ectronifg gTeReY.n AlHeerdld el (fRSttHet, | &Yy MYyl iy $a-damt a PIN code
must be input in order to wite |nfornat|on ina nmenory field but a PIN

code needlneielle ralaped itd @=der dthgredd igHeOrsmd @arfanmimaree ynemiey fiel d.
Setting of a PIN code for each applied service will be described |ater.

Fig. 3 slepdizafumets dmalthst mestounye fdfe lidze an@ daved &H@asaceor dieng to the
enbodi nent. As shown in Fig. 3, the IC card 50 includes an RF unit 51,
whi ch i s sysesettddatld vt e raageshnsudda tf drhepersfeor mamg erfdfdicd egdrimuni cat i on
wh thesort and arrange the applications.

In order to hierarchically control an access right to
each memory field, a PIN code can be set to each area, in
addition to each application. For example, by inputting a
PIN code corresponding to a certain area, the user can
obtain an access right to all applications in the area (and
sub-areas) through verification and authentication processes.
Therefore, by inputting a PIN code corresponding to a
desired area only once, the user can obtain an access right
to all the applications used in a series of transactions.
Accordingly, efficiency in access control can be enhanced
and the apparatus can be used more easily.

The embodiment also has the following features. That
is, an access right to a certain service memory field may
not be single, but a PIN code can be set for each access
right, that is, for each service conducted in a service
memory field. For example, when two services "read" and
"read/write" correspond to one service memory field, two PIN

codes are set. Likewise, different PIN codes are set for

"addition" and "subtraction” to/from valuable information



reader/witer 101; a nenory 52 (described above) including service nmenory
fields allocated to corresponding applications; a verifying unit 53 for
verifying a PIN code input through the RF unit 51; and a control unit 55
for controlling these units. The control unit 55 includes a central
processing unit (CPU), a read-only nenory (ROM, and a random access
menory (RAM. The control unit 55 controls operations in the IC card 50
by executing program codes stored in the ROM The nenory 52 is used for
allocating a storage field to each oflf%nme or nore applications. Al so, the
menory 52 is not limted to a specific device, but may be any types of
readabl e and witable storage nedium such as a sem conductor nenory and a

nagnetlclﬁbumagngl@1@&%r@ﬁﬁ@dm6%@& aphicer-anghieak,, SE%%%&H%%l%hmdéy to -
19 a "directory” is introduced t0 the storage space in the nmenory 52.

Ther ef or e @aeh sapphizeatl enNaldodea@Ett ®ed infRADIY: birgled €an ke teegi stered
as a service nenory field in an area of a desired | ayer. For exanple,

appl i cat iiafermeltasel yinr el akedrtyo feadk ouher, PINChoads appld eati ers used for
a series of transactions, can be registered in the same area (further,
areas cl osply rel ateert doceaehdotindoroanibe fregi sher emoryt e edame parent
area). Further, each of the applications (service nenory fields) allocated
in the mésptyng2odnd FAY¥ aodas fiomcladds applied service will be

described later.

Fig. 3 shows a functional structure of the IC card 50
according to the embodiment. As shown in Fig. 3, the IC
card 50 includes an RF unit 51, which is connected to the
antenna used for performing radioc communication with the
reader/writer 101; a memory 52 ({(described above) including
service memory fields allocated.to corresponding
applications; a verifying unit 53 for verifying a PIN code
input through the RF unit 51; and a contrcl unit 55 for
controlling these units.

The control unit 55 includes a central processing unit
(CPU), a read-only memory (ROM), and a random-access memory
(RAM} . The control unit 55 controls operations in the IC
card 50 by executing program codes stored in the ROM.

The memory 52 is used for allocating a storage field to
each of one or more applications. Also, the memory 52 is
not limited to a specific device, but may be any types of
readable and writable storage medium, such as a
semiconductor memory and a magnetic stripe.

In the embodiment, a hierarchical structure similar to



PI N-code definition block. Wth this configuration, a PIN code can be set
for each application or each area. Therefore, access to the nenory 52 can
be perforned in units of applications and units of areas. An access right
to each service nmenory field may not be single, but a PIN code can be set
for each service. For exanple, when two services "read" and "read/ wite"
correspond to one service nenory field, two PIN codes are set. Likew se,
different PIN codes are set for "addition"” and "subtraction"” to/from

val uabl e i nformation including electrdhit noney (described later). The
verifying unit 53 conpares a PIN code transmitted through the RF unit 51
with the PIN code set in each of the applications, areas allocated in the

directory, "o ke orser Yisce niBiRiteld @lodtheSdtatalye RPLEt i3Ceess to a - 20
correspondi ng nenory field. The reader/witer 10I can read/wite

i nf or mat imemciyomli.n e rdgerssi klaehm chit@loth alibcauel the RF unit 51.
C. Application of PIN code As descri bed above, the nenory 52 in the IC card

50 incl mgesryarfiiels semnvibee ey redelads saldeataiced emordr ifA¥S d in
applications. In addition, one or nore applicable services are provided to
each serancersenofy af idelsd.rekdn lalyerenb@dirmextampdegesppidy-ad onastri cted in
units of areas and applications. In addition, a PIN code nmay be set for
each closely related to each other, such as applications used for

a series of transactions, can be registered in the same area

(further, areas closely related to each other can be

registered in the same parent area).

Further, each of the applications (service memory
fields) allocated in the memory 52 and the areas includes a
PIN-code definition block. With this configuration, a PIN
code can be set for each applicati&n or each area.

Therefore, access to the memory 52 can be performed in units
of applications and units of areas.

An access right to each service memory field may not be
single, but a PIN code can be set for each service. For
example, when two services "read" and "read/write"
correspond to one service memory field, two PIN codes are
set. Likewise, different PIN codes are set for "addition"
and "subtraction" to/from valuable information including
electronic money (described later).

The verifying unit 53 compares a PIN code transmitted
through the RF unit 51 with the PIN code set in each of the

applications, areas allocated in the directory, or the

service memory fields, so as to permit access to a



type of service applied to each application so as to restrict access in
units of services. Fig. 4 shows a basic structure of the nenory space in
the IC card 50. As described above with reference to Fig. 3, a

hi erarchi cal structure simlar to a "directory” is introduced to the
menory space in the IC card 50, so that each service nenory field
allocated to an application can be registered in an area in a desired

| ayer. In the exanple shown in Fig. 4, one service nenory field is
registered in an area 0000 defined by %m'area 0000 definition block. The
service nenory field shown in the figure includes one or nore user bl ocks.
The user block is a mnimumdata wunit in which an access operation is

ensured. <I9Sy dRidoIgd Mk1d . sefHeCe QG Aefivait iien Rlseck, that is,
a-- 21 serV|ce 0103' can be applled to this service nenory field. 1In the

enbodi Nneleadd@edse GATRMATAN IFGlcad iinn tiRl e cRfs sAlaas it raPFilegat i ons.
Additionally, a PIN code may be set for each type of services, so that

access camrbegheshel ®rFediniitn 5unit of services. PIN-code setting information
related to a service in which access is restricted is defined as a

service dedicated to a PIN code (that is, "PIN-code service"). In the
exanple shown in Fig. 4, a PIN code related to the service 0108 is defined

as a Pl NCeodeprdémgitgen) b8 PIflefdodiet i on bl ock. Contents of the PIN- code

service are _
As described above, the memory 52 in the IC card 50

includes various service memory fields allocated to various
applications. In addition, one or more applicable services
are provided to each service memory field. 1In the
embodiment, access may be restricted in units of areas and
applications. 1In addition, a PIN code may be set for each
fype of service applied to each applicétion so as to
restrict access in units of services.

Fig. 4 shows a basic structure of the memory space in
the IC card 50. As described above with reference to Fig. 3,
a hierarchical structure similar to a "directory" is
introduced to the memory space in the IC card 50, so that
each service memory field allocated to an application can be
registered in an area in a desired layer. In the example
shown in Fig. 4, one service memory field is registered in
an area 0000 defined by an area 0000 definition block.

The service memory field shown in the figure includes
one or more user blocks. The user block is a minimum data
unit in which an access operation is ensured. One service

defined by a service 0108 definition block, that is, a



stored in a PIN-code service data bl ock. Wien the PIN-code service to the
service 0108 is effective, verification of the PIN code nust be perforned
by wusing the PIN-code service 0128 before starting the service 0108 so as
to read/wite information fromlin its user block. More specifically, when
an encryption read/wite conmand is wused, the PIN code for the service
0108 is verified before nutual authentication. (A mechanismof setting the
PIN-code service to effective/ineffective will be described later.) In the
enmbodi nent, each service menory field @4} located to an application can be
registered in an area in a desired |ayer and areas can be hierarchically
arranged (areas closely related to each other can be registered in the

same  parRividee@)108l,n dahttheCagR1 iRy $) WG 3N LodrRy eaehq. 22
area, access can be restricted in units of areas. Fig. 5 shows a state

where areas are bher ampbiemkhy, actasgedahnbkhecBeRBEYegpPageuhRtthesl C card
50. In the exanple shown in Fig. 5, an area 1000 defined by an area 1000

defini ti exrdasocind sppddicsitdroad .i n Addd tdreea 10090 sdefineddey niaye bar 20000
definition block. In the exanple shown in Fig. 5 two service nenory
fields arfer egicdt divee iof tsleevdoes , 1000 thAtsarvess LTHYB bedefdsted dneda
service 1108 definition block and a service 110B defined by a service 110B
definitid@ wingdk cdaseyey icgspl | dNwooiee seft ttimg serfvinre tremome 1fiteldds. | n
this may%o a service in which access is restricted is defined as a
service dedicated to a PIN code (that is, "PIN-code
service").
In the example shown in Fig. 4, a PIN code related to
the service 0108 is defined as a PIN-code service 0128
definition block. Contents of the PIN-code service are
stofed in a PIN-code sexrvice data block.-
When the PIN-code service to the service 0108 is
effective, verification of the PIN code must be performed by
using the PIN-code service 0128 before starting the service
0108 so as to read/write information from/in its user block.
More specifically, when an encryption read/write command is
used, the PIN code for the service 0108 is verified before
mutual authentication. (A mechanism of setting the PIN-code
service to effective/ineffective will be described later.)
In the embodimént, each service memory field allocated
to an application can be registered in an area in a desired
layer and areas can be hierarchically arranged (areas

closely related to each other can be registered in the same

parent area). In that case, by setting a PIN code for each



when a plurality of different services are defined in one service nenory
field, that is called an "overlap service" in this specification. In the
overlap service, a different service is applied according to an input PIN
code in the sane service nenory field. On the other hand, a service 110C
defined by a service 110C definition block can be applied to the other
service nenory field. The user can start up a service set in each service
menory field so as to read/wite information fronfin its wuser block. O
course, as described above with referet®e to Fig. 4, a PIN code service can
be defined for each service. |In this case, when the PIN-code service
corresponding to a service is effective, the service can be started up

after a ard3, RldNeaededrs peenddted dedisimnairdite RBA\Gede service. In order

to set a common PIN code to a plurality of services, an area including

these servicegiys gesabaked, sgatet hakra aeEEBNaPENhEEdarsBi¥hEeyCan be
applied to this area. In the exanple shown in Fig. 5, the PIN-code rel ated

to the areanb@QD irs tdef meadras spald\HeodhesanviceedlG2Q def ivnd i on bl ock.
Contents of the PIN-code service are stored in the PIN-code service data
bl ock. Wesenmphe Rhdwrode $Eoui &6 tam teheaarldd 01 @RT iinedeffean warea( descri bed
| ater), verification of the PIN code is performed by using the PIN code
servi ce 1020, dafdntikdwreddleockeris gedistered in the area 0000 defined

by the area 0000 definition block.

In the example shown in Fig. 5, two service memory
fields are registered in the area 1000. A service 1108
defined by a service 1108 definition block and a service
110B defined by a service 110B definition block can be
applied to one of the service memory fields. In this way,
when a blurality of different services are défined in one
service memory field, that is called an "overlap service" in
this specification. 1In the overlap service, a different
service is applied accofding to an input PIN code in the
same service memory field.

On the other hand, a service 110C defined by a service
110C definition block can be applied to the other service
memory field.

The user can start up a service set in each service
memory field so as to read/write information from/in its
user block. Of course, as described above with reference to
Fig. 4, a PIN code service can be defined for each service.
In this case, when the PIN-code service corresponding to a

service is effective, the service can be started up after a



the area 1000 can be started up so as to read/wite information fromin its
user bl ock. Herein, when a PIN-code service is applied to a service 1in the
area 1000 and when the PIN-code service is effective, verification of a
PI N code nust be perfornmed by using the PIN-code service before
reading/witing information fronmin its user block. As shown in Figs. 4
and 5, a unique PIN-code service is given to each area and service which
is to be a target of verification of PIN code. D. Registration of PIN code
service A PIN-code service is register@&ld in the 1C card 50 by wusing a

regi stration service command, as in ordinary - 24 services. However, an
area or service which is a target of verification of a PIN code nust be

regi st er gdn reddee i|scv%&fi¢i_e@0b?eftﬁri@1gr eglestrai-Rd @ Bevaede service. That
is, when any area or service for verification of a PIN code has not been
regi stered, ernobrdeeuts wBenaacBhhbaodeNsebdececi 8 pegirsletgdor Further,

in the PIN-code service, the nunber of PIN- code service data bl ocks, which
correspomertvd cesgr alnl acks iimcladdinmarmtpeser wee®d calss ienlgenenetethersef or e,
error occurs if a value except 1 is set to the nunber of specified user
bl ocks byhatr egicomman INseodiec segommendarhde appdrividced $his area.
In the example shown in Fig. 5, the PIN-code related to
the area 1000 is defined as a PIN-code service 1020
definition block. Contents of the PIN-code service are
stored in the PIN-code service data block.
When the PIN-code service to the area 1000 is effective
(described later), verification of the PIN code is performed
by using the PIN-code service 1020, and then each service in
the area lbOO can be started up so as to read/wfite
information from/in its user block.
Herein, when a PIN-code service is applied to a service
in the area 1000 and when the PIN-code service is effective,
verification of a PIN code must be performed by using the
PIN-code service before reading/writing information from/in
its user block.
As shown in Figs. 4 and 5, a uniqgue PIN-code service is

given to each area and service which is to be a target of

verification of PIN code.

D. Registration of PIN-code service

A PIN-code service is registered in the IC card 50 by

using a registration service command, as in ordinary



registered. Fig. 6 is a flowhart show ng a process of registering an area
or service in the nenory space in the IC card 50. First, an area is
defined in the nmenory space (step Sl). Then, a service nmenory field is
allocated to an application in the area by using a registration service
command, and a service applied to this service nenory field is defined
(step S2). In the registration service command, the nunber of user bl ocks
in the service nmenory field is specified. Wien a plurality of applications
are to be allocated in the area, step®d2is repeated. Wien a PIN code is
to be applied to the service defined in the area, registration of PIN code
service is perforned - 25 by using a registration service conmand of the
service e4eRca83).. Wen a common PIN code is to be set to all the services
defined in the area, a conmon PIN-code service is registered to the area

by using a regbsbtati 0AnSeE¥LCErCOBMRNE:OhhEBR i5€EVEEegEEt 8 S4). The
order of steps S3 and S4 nay be reversed. Further, when a plurality of
di f f er entvesdifiiceed oar @ft @ Pae debienadstobeonegieteiree mBMRNHE ficel-drgdan

overlap service (see Fig. 5) is registered by using a registration service
comand 60 bledoser regd ststrépgSa) PIWhende BeMviede | Thiae he,applenednto t he
overl ap service,

area or service for verification of a PIN code has not been

registered, error occurs when a PIN-code service is

registered.

Further, in the PIN-code service, the number of PIN-
code service data blocks, which correspond to user blocks in
ordinary services, is only one. Therefore, error occurs if
a value except 1 is set to the number of specified user
blocks by a régistration service command when a sefvice is
registered.

Fig. 6 is a flowchart showing a process of registering
an area or service in the memory space in the IC card 50.

First, an area is defined in the memory space (step S1).

Then, a service memory field is allocated to an
application in the area by using a registration service
command, and a service applied to this service memory field
is defined (step S2). 1In the registration service command,
the number of user blocks in the service memory field is
specified. When a plurality of applications are to be
allocated in the area, step S2 is repeated.

When a PIN code is to be applied to the service defined

in the area, registration of PIN-code service is performed



a PIN-code service is registered by using a registration service comand
of the service (step S6). In the exanple shown in Fig. 4, a service nenory
field is allocated in the area 0000 of a root and the service 0108
applied thereto is registered, and then a PIN-code service applied to the
service 0108 is registered. In the exanple showmn in Fig. 5, two service
menory fields are allocated in the area 1000 under the area 0000 of the
root, and the services 1108 and 110C %g lied thereto respectively are
regi stered. Further, another service OB is registered as an overlap
service in one of the two service nmenory fields. Al though not shown, when
PIN codes are to be applied thereto, PIN-code services are registered. -

26 Wienny e@imeN aPhGedealts ono sReviek ombhel teditslkeedviser is¢ep 1108,
110B, and 110C, a common PIN-code service is registered for the area 1000.

E. Appligayi.on of PIN code As shown in Figs. 4 and 5, by applying PIN codes
to the areas and services registered in the nenory space in the IC card
50, access cowWhenl acaomhenperfiocoed in toi be ektateaslliothsees¥ikree8esAl so, a
plurality of services (overlap service) can be registered in one service
menory fidelfdneldn int hihe ease, by capplon PFNaceidd cedwilte daclregertiered a
plurality of access nethods can be defined for one service nenory field.
to the area by using a registration service command of the
service (step S54).
The order of steps S3 and S4 may be reversed.
Further, when a plurality of different services are to
be defined for one service memory field, an overlap service
(see Fig. 5) is registered by using a registration service
command of the service (step S55).
When a PIN céde is to be applied to the overlap sérvice,
a PIN-code service is registered by using a registration
service command of the service (step §6).
In the example shown in Fig. 4, a service memory field
is allocated in the area 0000 of a root and the service 0108
applied thereto is registered, and then a PIN-code service
applied to the service 0108 is registered.
In the example shown in Fig. 5, two service memory
fields are allocated in the area 1000 under the area 0000 of
the root, and the services 1108 and 110C applied thereto
respectively are registered. Further, another service 110B
is registered as an overlap service in one of the two

service memory fields. Although not shown, when PIN codes

are to be applied thereto, PIN-code services are registered.



Contents of application of the PIN code are described in a PIN-code
service data block of a PIN-code service definition block. Fig. 7
schematically shows the data structure of the PIN-code service data bl ock
As shown in the figure, the PIN-code service data bl ock includes a PIN
code field; a nunber-of-input-errors storing field; a

maxi mum perm ssi bl e-errors setting field; a PIN code selecting field; and
an access permssion flag. Only when a PIN code input by a user matches the
regi stered code, the access permissiord§lag in the PIN-code service data
bl ock of the corresponding service or area is set, so that access thereto
is permtted. - 27 The access perm ssion flag indicates

accessi biglernac e@udida SO doie G k@S RRNGIRY FaRPlineAliadN Perd Fectory.
When the access pernmission flag is set, the user can access the

corr espoR@Rg ceef 108,01 18B5a aniNa 18CGE$S cofiol $ANCRJdeA g driyideSalVi ce or
area where a PIN code is set indicates "inaccessible" in the default

state, butedihkeeealg famaineatzesa" ao0oessi bl e" after verification of the PIN
code and authentication using a secret key have been successfully done.
However, if the access permssion flag is kept effective and if the IC
card 50 or the nobile termnal 10 is lost or stolen, the user may suffer a
| oss due E.o Appd igiattilbe ofe@MiNceodie area wi t hout perm ssion or unauthori zed

access thereto. In order to prevent such a problem the IC card 50
As shown in Figs. 4 and 5, by applying PIN codes to the

areas and services registered in the memory space in the IC
card 50, accéss control can be performed in units of areas
or services. Also, a plurality of services (overlap
service) can be registered in one service memory field. 1In
this case, by applying a PIN code to each service, a
plurality of access-methods can be defined for one serviée
memory field.

Contents of application of the PIN code are described
in a PIN-code service data block of a PIN-code service
definition block. Fig. 7 schematically shows the data
structure of-the PIN-code service data block. As shown in
the figure, the PIN-code service data block includes a PIN
code field; a number-of-input-errors storing field; a
maximum-permissible-errors setting field; a PIN ccde
selecting field; and an access permission flag.

Only when a PIN code input by a user matches the
registered code, the access permission flag in the PIN-code
service data block of the corresponding service or area is

set, so that access thereto is permitted.



may have a function of automatically shifting to an

i naccessi bl e state

when the RF unit 51 determnes that it cannot receive radi o waves. Wen a

wrong code is input,

field is updated. Then, when the nunber of input errors reaches the

maxi mum perm ssi bl e errors set

field,

startup of the correspondi ng service or access to the

the record in the nunber- of-input-errors storing

in the maxi mum perm ssible-errors setting

corresponding area is prohibited. Generally, the nunmber of input errors
shoul d be cleared once input is successfully done. In this way, it can be
prevented that a malicious user tries PIN codes one by one. - 28 If an
aut hori zed user inputs wong codes by m stake so as to reach the nunber of

maxi mum per m ggLbLec8E50p8 rm@Bs18AMENh§t FALQEaRE st he | C card 50 may cl ear
t he nunber-of- input-errors storing fiéld. In order to authenticate the

admi ni st paleksidleeanglcdeay ikay be wped coq}&e\é;irp!ohdla@lg desarniched Jnatsr -

8 is a flowhart showi ng a process of contro

Fi g.

ing startup of a service or

access tadiarcabey.i NwWaeeoktaneecuisish peamPlsicade 1iarpuls Ryta wser nsWhen the

user inputs a PIN code (step S11), the verifying unit 53 accesses the

Pl N- code caer wicce sgattheblcotitespbnedely BkeMviede csehvticee dehieniatticedsbl ock, so

as to

determ ne whether the input PIN code natches the PIN code
permission flag in a service or area where a PIN code is set

indicates "inaccessible" in the default state, but the flag
indicates "accessible" after verification of the PIN code
and authentication using a secret key have been successfully
done. However, if the access permission flag is kept
effective and if the IC card 50 or the mobile terminal 10 is
lost or stolen, the user may suffer a loss due to use of the
service or area withouf permission or unauthorized access |
thereto. 1In order to prevent such a problem, the IC card 50
may have a function of automatically shifting to an
inaccessible state when the RF unit 51 determines that it
cannot receive radio waves.

When a wrong code is input, the record in the number-
of-input-errors storing field is updated. Then, when the
number of input errors reaches the maximum permissible
errors set in the maximum-permissible-errors setting field,
startup of the corresponding service or access to the
corresponding area is prohibited.

Generally, the number of input errors should be cleared
once input is successfully done. 1In this way, it can be

prevented that a malicicus user tries PIN codes one by one.



thereof (step S12). If the PIN code of any PIN-code service data bl ock

mat ches the PIN code input by the user, the access permssion flag in the
PI N-code service data block is set, so that access to the correspondi ng
service or area is permtted (step S13). For exanple, a PIN code, which
has been input by using a user interface of an external apparatus (not
shown) connected to the reader/witer 101, can be transmtted to the IC
card 50 through the RF unit 51 by putting the 1C card 50 over the
reader/witer 101. When an access righ8to an application or directory is -
29 controlled by using a PIN code, as shown in Fig. 8, security nmay be
broken if a malicious user tries secret codes one by one (in particular,

if the Phl¥ cedauedprsisls ofsed 3Mhlcsnumely ebd@isdinkSii sthekeler s ikl the
enbodi nent, the nunber of maximum perm ssible inpdts Is set in the

PI'N-code redeh ihel @timbee! &f AGSAmENPea¥midRenikthe AyHaer s¢f input errors
reaches the maxi mum the user cannot access the corresponding application

or dir ecta@mynilst rialtios: Wy thaCgessareanobaagorticald ete hugbe?-cF-a fl owchart
showi ng a process of controlling an access right to a service or area in
accor dandepwttle ririves sioirdhgoff iRIN.code orpelr eor autheWhdrattlke theer 1 nputs
a PIN code (step S21), the
administrator, a secret key may be used, as will be
described later.
Fig. 8 is a flowchart showing a process of controlling
startup of a service or access to an area in accordance with
a PIN code input by a user.
When the user inputs a PIN code (step S11), the
verifying unit 53 accesses the PIN-code service data block
of each PIN-code service éefinition bleck, so as to
determine whether the input PIN code matches the PIN code
therecf (step S12).
If the PIN code of any PIN-code service data block
matches the PIN code input by the user, the access
permission flag in the PIN-code service data block is set,
so that access to the corresponding service or area is
permitted (step S813). ‘
For example, a PIN code, which has been input by using
a user interface of an external apparatus (not shown)
connected to the reader/writer 101, can be transmitted to
the IC card 50 through the RF unit 51 by putting the IC card

50 over the reader/writer 101.

When an access right to an application or directory is



verifying unit 53 accesses each PIN-code service definition block, so as
to determ ne whether the input PIN code matches the PIN code thereof (step
S22). If the PIN code of any PIN-code service definition block natches the
PIN code input by the user, the access permssion flag of the PIN code
service data block is set, so that access to the corresponding service or
area is permtted (step S23). On the other hand, if the PIN code input by
the user does not nmatch the PIN code of any PIN-code service definition

bl ock, the nunber of input errors inmtdfe PIN-code definition field is
updated (step S24). If the PIN code - 30 input by the user matches the PIN
code of any PIN-code service definition block, so that verification has

been suegessbuhlby @9nesihe anwiRekoek, i BRULHBLHOLS K C'@arg &Qgt s,
set at 0. Then, in sfep S25, it is detérm ned whet her the up ateé unber

of 'npUtm@&r%65bﬁ@%eheiih%dmhﬂ@cﬁ%&%”ﬁ@b&e%%h%%'Qb@re@rE%H%s WhieChyi S set
in the PIN-code definition field. If the nunber of input errors has reached

the maxi gue (ihheaaecessaper Hifsshen piiNagode thasRkhscede adehianiiti on field
is canceled, so that access to the corresponding service or area is

pr ohi bi t edmpetrepfSAGyitkn .t hThewa¥foregl ia ahe aabsdiekntryithg Rubibeedes by
an unaut hori zed user can be cracked down on.
of maximum permissible inputs is set in the PIN-code
definition field. Accordingly, when the number of input
errors reaches the maximum, the user cannot access the
corresponding application or directory. In this way, access
can be contrelled.

Fig. 9 is a flowchart showing a process of controlling
an access right to a service or area in accordance with the
number of PIN code input errérs.

When the user inputs a PIN code {(step S21), the
verifying unit 53 accesses each PIN-code service definition
block, so as to determine whether the input PIN code matches
the PIN code thereof (step S22).

If the PIN code of any PIN-code service definition
block matches the PIN code input by the user, the access
permission flag of the PIN-code service data block is set,
so that access to the corresponding service or area is
permitted (step $23)}.

On the other hand, if the PIN code input by the user
does not match the PIN code of any PIN-code service

definition block, the number of input errors in the PIN-code

definition field is updated (step S24). If the PIN code



I f the authorized user inputs wong codes by mstake so as to reach the
maxi mum perm ssible errors, the admnistrator of the IC card 50 may cl ear
the nunber-of- input-errors storing field. In order to authenticate the
adm nistrator, a secret key or the like nmay be used. F. Control of

conpari son/out put of PIN code As described above, only when the PIN code
service for a service or area is effective, verification of a PIN code is
required before starting up the correspondi ng service or accessing the
corresponding area. That is, verificati%m of a PIN code is not required
when the PIN-code service is - 31 ineffective. Hereinafter, control of
conpari son/out put of PIN codes by setting effective/ineffective of a
PIN-code jseil 6¢ Wkl ushe dasehkbedneFipgyn LBg3chemabicalrhy shews a
functional structure for <controlling PIN code conparison/output in the IC
card 50. seAsigkowe fiih ithenf byuck, bhe thetCaediF0 carcbudas sapeemnuni cation
unit 151 having a contactless wireless interface or the like; a data

hol di ng whicte$sZuflary Behd, nghedalabsuc b ras npaltuablrerrisnfier kaktherd,a Pl N-code
hol ding unit 153 for holding a PIN code for controlling access to the
dat a hol ¢hag usit sE52ataORPl N-code conparing unit 154 for conparing a PIN
code input through the comunication unit 151 with the PIN code held in

t he PI N-code Rbédi ngnuatep1535, it is determined whether the updated

number of input errors has reached the maximum permissible
errors, which is set in the PIN-code definition field.

If the number of input errors has reached the maximum,
the access permission flag in the PIN-code definition field
is canceled, so that access to the corresponding service or
area is prohibited (step S26). 1In this way, malicious acts
of trying PIN codes by an unauthﬁrized user can be cracked
down on.

If the authorized user inputs wrong codes by mistake so
as to reach the maximum permissible errors, the
administrator of the IC card 50 may clear the number-of-
input-errors storing field. In order to authenticate the

administrator, a secret key or the like may be used.

F. Control of comparison/ocutput of PIN code

As described above, only when the PIN-code service for
a service or area is effective, verification of a PIN code
is required before starting up the corresponding service or
accessing the corresponding area. That is, verification of

a PIN code is not required when the PIN-code service is



and a flow control unit 155 for controlling PIN code conparison/output in
accordance with a condition for conparing PIN codes. Accordingly, the IC
card 50 functions as a PIN-code identifying apparatus. As shown in Fig.
11, data is transmtted/received in a unit of 1 byte in the comunication
unit 151. In Fig. 11, a start bit always exists at the head of 1-byte
data. Then, 8-bit data follows, and a stop bit exists at the end. The

| ength of each bit is predetermned by a transmtter and a receiver. Fig.
12 schematically shows the configuratidh -of a - 32 packet including pieces
of 1-byte data. As shown in the figure, the forward part of the packet is
a code part, and the latter part thereof is a data part (payload). Data

i ndi cati ng ddreJgani ng of the packet is described in the code part. The
data part 1s attached when data (nmain data) related to the code is

necessary. Figerd3nshews, acbasi-6156auUehrBael sBAskatpEXChaNGeN behwgen a
transmtter and a receiver. In the enbodinent, an ‘external apparatus 100

is the tmnsEtitiely sifdenddNacdfCectared oF =SETW-RGRS s rRliCcada 1
identifying apparatus, is the receiver side. The packet includes a conmand

for requibel mgssaibeaction fromthe transmitter to the receiver and a
response transmtted fromthe receiver to the transmtter as a result

Fig. 10 schematically shows a functional structure for
controlling PIN code comparison/ocutput in the IC card 50.

As shown in the figure, the IC card 50 includes a
communication unit 151 having a contactless wireless
interface or the like; a data holding unit 152 for holding
data such as valuable information; a PIN-code holding unit
153 for holding a PIN code for controlling access to the
data holding unit 152; a PIN-code cémparing unit 154 for
comparing a PIN code input through the communication unit
151 with the PIN code held in the PIN-code holding unit 153;
and a flow control unit 155 for controlling PIN code
comparison/output in accordance with a condition for
comparing PIN codes. Accordingly, the IC card 50 functions
as a PIN-code identifying apparatus.

As shown in Fig. 11, data is transmitted/received in a
unit of 1 byte in the communication unit 151. 1In Fig. 11, a
start bit always exists at the head of l-byte data. Then,
8-bit data follows, and a stop bit exists at the end. The
length of each bit is predetermined by a transmitter and a

receiver.

Fig. 12 schematically shows the configuration of a



of the action corresponding to the command. Table 1 shows commands and
responses used in the enbodi nent. [Table 1] CommandResponse (external
apparatus -*(identifying apparatus - n a Meaning identif

| appar at us) external aratus Code partData partCode partData part 10hPIN
codel2hOK/ ERRCRI nput PI'N code 18hPI N codel AhOK/ ERRORChange PI N code 20hRead
position22hOK(read data) /ERRORRead data Witten data 30h&

Witten32hOK/ ERRORWite data position - 33 Change 40hFl ag

val ue42hOK/ ERRORef f ecti ve/ i neffective3Lhange 50hFI ag

val ue52hOK/ ERRORI neffective ->effective Change

packet including pieces of l-byte data. As shown in the
figure, the forward part of the packet is a code part, and
the latter part thereof is a data part (payload). Data
indicating the meaning of the packet is described in the
code part. The data part is attached when data {main data)
related to the code is necessary.

Fig. 13 shows a basic sequence of packet exchange
between a transmitter and a receiver. In the embodiment, an
external apparatus 100 is the transmitter side and the IC
card 50, serving as a PIN-code identifying apparatus, is the
receiver side.

| The packet includes a ccmmand for.requiring some action
from the transmitter to thé receiver and a response
transmitted from the receiver to the transmitter as a result
of the action corresponding to the command. Table 1 shows

commands and responses used in the embodiment.

[Table 1]
Command Response
{(external apparatus — (identifying apparatus — M ,
identifying apparatus) external apparatus) eaning
Code part Data part Code part Data part
10h PIN code 12h OK/ERROR Input PIN
code
18h PIN code 1Ah OK/ERROR Change PIN
code
o OK (read data)
20h Read position 22h /ERROR Read data
Written data
30h & Written 32h OK/ERROR Write data
position




60hFl ag val ue54hOK/ ERRCRef f ecti ve-> ineffective "Code part 10h" of command
neans that a PIN code set in the data part is input to the IC card 50,

whi ch serves as a PIN-code identifying apparatus. Wen the comuni cation
unit 151 interprets the code part, the attached data part is transmtted
to the PIN-code conparing unit 154. .The PIN-code conparing unit 154
conpares the transmtted data part with the PIN code held in the PIN code
hol di ng unit 153, and outputs "match" when the both PIN codes match. The
flow control unit 155 has a function of3 —<ontrolling data transmi ssion

bet ween the data hol ding unit 152 and t he comuni cat| on unit 151. Fig. 14

shows t he—eontguratton—of—thetroweont+ot—urtt—3155—~An

effectivel/i fect|iv fIa 55A iIndi es eth ot tlo e
whet her theqﬁhansnn sg 51 [171e “bet weecr%jl t dat asﬁé%ﬁﬁg unit lea%gfcéﬁg’e‘{he
comuni ¢attTom umtT 15t s nglt rmto—a connected—state ot “'dfa‘fn.é;' ettt d

state in aggqrdanc par ifson/ceyt put of code nit
154. - 34 &ﬁe eE\Tﬁlfa cti ve me-ffeo%lhve fq %EEE #éleet a%gﬁﬁffve is
on the eTTecuve SI de, aswitch 2 IS on a corrparl son  outpurSigE,

when t_he Pl Mogode c_om%rgi RG1WR t [154 sa9ut puts "BRYBRRERt i S @EEQHEﬁé—)
transmited to a switch™ ineffective

"Code part 10h" of command means that a PIN code set in
the data part is input to the IC card 50, which serves as a
PIN-code identifying apparatus. When the communication unit
151 interprets the code part, the attached data part is
transmitted to the PIN-code comparing unit 154.

-The PIN-code comparing unit 154 compares the
transmitted data part with the PIN code held in the PIN-code
holding unit 153, and outputs "match™ when the both PIN
codes match. The flow control unit 155 has a function of
controlling data transmission between the data holding unit
152 and the communication unit 151.

Fig. 14 shows the configuration of the flow control
unit 155.

An effective/ineffective flag 155A indicates whether or
not to determine whether the transmission line between the
data holding unit 152 and the communication unit 151 is
brought into a connected state or disconnected state in
accordance with comparison/output of the PIN-code comparing

unit 154.



and the switch 1 is turned ON. Accordingly, the transm ssion |ine between
the data holding unit 152 and the comunication unit 151 is brought into a
connected state, so that the external apparatus 100 can access the data
hol ding wunit 152 through the comunication unit 151. On the other hand,
when the PIN-code conparing unit 154 outputs "msmatch", this output is
transmtted to the switch 1 and the switch 1 is turned OFF. Accordingly,
the transmi ssion |ine between the data holding unit 152 and the

comruni cation wunit 151 is brought int® a di sconnected state, so that the
external apparatus 100 cannot access the data holding unit 152 through the
communi cation unit 151. On the other hand, when the effective/ineffective

flag 155A isyagh fhe" Qéf@@gi5§éQHeEE8chE@%f @%%V%ghdﬁs khe sgweieh 2 is

on a "constantly ON' si IS case l71s constantly ON

regar dl eshdofi sC UM AHS U raichle @fi del,he Bhieade Gampar Ian%olr@ drikth SO
that the transmission |ine between the data hol di ng unit and the

comuni catit@ut Wiide.15h1is, Keplen b2 PamNRSRI ehlaginkt wwheuligsbe noted
that a function of conparlng PIN codes can be suppressed, that is, the

Pl N- code caerpitee "eaich"35 thhie witged hy therehfiectddveld refdfacichva fl ag 155A

when . conparison of PIN codes need not be perforned. An

i nef f ect iawnel theefstvddtcdhvé filsagulkhl can baccharded 1yy aheconmand code 50h.

The ineffective-+effective flag 155B i s
transmission line between the data holding unit 152 and the
communication unit 151 is brought into a connected state, so
that the external apparatus 100 can access the data holding
unit 152 through the communication unit 151. On the other
hand, when the PIN-code comparing unit 154 outputs
"mismatch", this output is transmitted to the switch 1 and
the swifch 1 is turned OFF. Accordingly, thé transmission
line between the data holding unit 152 and the communication
unit 151 is brought into a disconnected state, so that the
external apparatus 100 cannot access the data holding unit
152 through the communication unit 151.

On the other hand, when the effective/ineffective flag

1552 is set at "0" and is on the ineffective side, the
switch 2 1s on a "constantly ON" side. 1In this case, the
switch 1 is constantly ON regardless of comparison output of
the PIN-code comparing unit 154, so that the transmission
line between the data holding unit 152 and the communication
unit 151 is kept in a connected state.

It should be noted that a function of comparing PIN

codes can be suppressed, that is, the PIN-code service can



used for determ ning whether PIN codes nmust be matched when the
effectivel/ineffective flag 155A is changed froman ineffective state "0"
to an effective state "1" by a command code 40h, which will be described

| ater. That is, when the ineffective-3effective flag 155B is "1", this
operation is performed. Wien the effective/ineffective flag 155A is "0OT',
that is, PIN code conparison is ineffective, and when the conparison

out put indicates "match", a switch 3 is turned ON so as to permt change
of the effective/ineffective flag 155¥% through the communication unit 151
On the other hand, when the ineffective-effective flag 155B is "0", output
of a flag determning unit 155D allows the switch 3 to be constantly ON,

S0 as 10 RORRAN DAY torEeNaS O e RlilRC ALY ekl Qe T1ag 1554

through the comuni Cation unit When the i nef fective->effective flag

155B i s 'chuparildddl ofmeans c%busc%%a et Hee plmirchad gvhen the

ef fective/ineffective flag 155A is changed fromineffective to effective.

On the other hangdnewhentibe—dnesdentd verasfests vead 139 dB5Bds 1vP"a that
means PIN codes may not be matched when the effective/ineffective flag -

36 155Adcamehangedd somn.i natiednierd doy iefd-eefFetiM flag 1558 is
effective--->ineffective flag 155C can be changed by a comand code 60h.
The ef f ecisieve fiorefdegetrimia ilaghtEhE i PINUsedefsomudet @remmaitnteshetlker Pl N
codes nust be mat ched when
the effective/ineffective flag 155A is changed from an
ineffective state "0" to an effective state "1" by a command
code 40h, which will be described later. That is, when the
ineffective—>effective flag 155B is "1", this operation is
performed. When the effective/ineffective flag 155A is "0,
that is, PIN code comparison is ineffective, and when the
comparison-output indicates "match"™, a switch 3-is turned ON
so as to permit change of the effective/ineffective flag
155A through the communication unit 151. On the other hand,
when the ineffective—effective flag 155B is "0", output of
a flag determining unit 155D allows the switch 3 to be
constantly ON, so as to constantly permit change of the
effective/ineffective flag 155A through the communication
unit 151.
| When the ineffective—»effective flag 155B is "1", that
means PIN codes must be matched when the
effective/ineffective flag 155A is changed from ineffective
to effective. On the other hand, when the

ineffective—effective flag 155B is "0", that means PIN

codes may not be matched when the effective/ineffective flag



the effective/ineffective flag 155A is changed froman effective state
"1".to an ineffective state "0" by a command code 40h, which will be
described later. That is, when the effective-)-ineffective flag 155C is
"1", this operation is perfornmed. Wen the effective/ineffective flag 155A
is "1", that is, PIN code conparison is effective, and when the

conparison output indicates "match", the swtch 3 is turned ON so as to
permt change of the effective/ineffective flag 155A through the

conmmuni cation unit 151. On the ot her-h#d; when the
effective--->ineffective flag 155C is 11011, output of the flag

determ ning unit 155D allows the swwtch 3 to be constantly ON, so as to

Constanth%5@§&gi%h%& Yot N8 o rRif @GV &/] Refdectiye flag 155A through

t he conmuni cati on it 151. When the effective-ineffective flag 155C is

"1", that 1meaRScPED-£998Ss st rder fPd ChELy Whed the, & facllyed imgid ective

flag 155A is changed fromeffective to ineffective. On the ©ther hand,

when t he copida@et ictete "donef f atld & fldcrd vESSCnbgrebtivihal ageanscPLy  codes
may not be matched when the effective/ineffective flag 155A is changed

from ef f egleidv & oiro detefrheetiinge wire t3ér F1® avee- drser Heethatpeicat wdrrof
controlling change of the effective/ineffective flag is perfornmed by the
flag detedremeafifeg tuvie/ ihsSBedBy vieodilaal 11y 5eX drse sdiamgreichifomoper at i on,
output of the flag determ ning unit 155D can be
effective state "1" to an ineffective state "0" by a command
code 40h, which will be described later. That is, when the
effective—ineffective flag 155C is ™1", this operation is
performed. When the effective/ineffective flag 155A is "1",
that is, PIN code comparison is effective, and when the
comparison output indicates "match", the switch 3 is turned
ON so as to pérmit change of the effective/ineffecgive flag
155A through the communication unit 151. On the other hand,
when the effective—ineffective flag 155C is "0", output of
the flag determining unit 155D allows the switch 3 to be
constantly ON, so as to constantly permit change of the
effective/ineffective flag 155A through the communication
unit 151.

When the effective—ineffective flag 155C is "1", that
means PIN codes must be matched when the
effective/ineffective flag 1552 is changed from effective to
ineffective. On the other hand, when the
effective—rineffective flag 155C is "0", that means PIN

codes may not be matched when the effective/ineffective flag

155A is changed from effective to ineffective.



shown as in Table 2. [Table 21 Effective/lneffective 10 Conparison

out put Conpari son out put Mat chM smat chivat chM smat ch | neffectivel0010
-*effective00011 Effective. 11000 -+i neffective01100 The command code 40h is
used for changing the effective/ineffective flag 155A. The flag 155A can
be changed through the comunication unit 151 by the above- descri bed
operation only when the swwtch 3 is ON. In this nmechanism when the state
of a PIN code is changed, the PIN code need not be input in order to
change the PIN code fromineffective 3tate to effective state. However
the PIN code need be input in order to change the PIN code fromeffective
state to ineffective state. In this conditions of inputting a PIN

code can be S@helabovgtaegérﬂﬁeaea erat§§n ﬁ%tean£981§99 ezfgagL! Bed
operation, the data holding wunit 152 and e comuni catron unrt 151 are

connect eq neh e £elch vavihelF £L oS vieurn e g o) p/éfxtf%rrmfe@aby the rreader/writer
101 can read data froma predeterm ned position of thé data

determining unit 155D. By logically expressing this
operation, output of the flag determining unit 155D can be

shown as in Table 2.

[Table 2]
Effective/Ineffective
1 0
Comparison output | Comparison ocutput
Match Mismatch Match Mismatch
Ineffective 1 0 0 1 0
—effective 4] 0 0 1 1
Effective -1 1 0 0 0
—>ineffective 0 1 1 0 0

The command code 40h is used for changing the
effective/ineffective flag 155A. The flag 155A can be
changed through the communication unit 151 by the above-
described operation only when the switch 3 is ON.

In this mechanism, when the state of a PIN code is
changed, the PIN code need not be input in order to change
the PIN code from ineffective state to effective state.
However, the PIN code need be input in order to change the
PIN code from effective state to ineffective state. In this
way, conditions of inputting a PIN code can be set in

various manners.



hol ding unit 152 by a command code 20h and wite predetermned data in the
data holding unit 152 by a command code 30h. In order to rewite the PIN
code which has already been witten in the PIN-code holding unit 153, a
command code 18h is used. Rewitable or not rewitable can be controlled
by a switch 4. In the exanple shown in Fig. 14, the flag determining unit
155D perfornms control in accordance with the state of each of the
ineffective-effective flag 155B, the effective-+ineffective flag 155C, the
effective/ineffective flag 155A,- and 3the PIN-code conparing unit 154. That
is, the control condition of the swwtch 4 can be changed in accordance
with the state of each flag. For exanple, the PIN code in the PIN code

hol di ng uni t Aééesaehgeasaaegsgscf@sedtBﬁekaeiaﬁcttxé ghtechbygihhag 1598
is switched from " 1™. "Accordingl'y, when determ nation o% I N code

is rradeuelflfteqtslzvama t&%WcBhHu%Q@%tci_%ﬂ he itets shegadl-@ss ek h&neRl N code
whi ch has al ready been-set. The setting can be changed by a sinple command

oper ati ofthebulvittk® Jequ ithigneldevm, caFthe ithercased B RkevidiiRgra nutual
authentication - 39 wunit between the conmunication unit 151 and the
reader / wlidlekcahOkeahs daltawt rom Bl @3eddteen nethenstite offeidd thepaeea n t he
| C card 50 is expanded and a plurality of applications
holding unit 152 by a command code 20h and write
predetermined data in the data holding unit 152 by a command
code 30h.

In order to rewrite the PIN code which has already been
written in the PIN-code holding unit 153, a command code 18h
is used. Rewritable or not rewritable can be controlled by
a switch 4.

In the example éhown in Fig. 14, the flag determininé
unit 155D performs control in accordance with the state of
each of the ineffective—effective flag 155B, the
effective—ineffective flag 155C, the effective/ineffective
flag 1552, and the PIN-code comparing unit‘154. That is,
the contrel condition of the switch 4 can be changed in
accordance with the state of each flag. For example, the
PIN code in the PIN-code holding unit 153 can be changed
when the ineffective—effective flag 155B is switched from
"0" to "i". Accordingly, when determination of PIN code is
made effective, a new PIN code can be set regardless of the
PIN code which has already been set. The setting can be

changed by a simple command operation, but the security

level can be increased by providing a mutual authentication



(service nenory fields) are allocated, or when an access right is
controlled by using a plurality of PIN codes, the nechanism of PIN- code
conpari son/output shown in Fig. 10 can be applied. Fig. 15 shows an
exanple of the configuration of a PIN- code identifying apparatus (IC card
50) including a plurality of PINcode holding units and PIN-code conparing
units. In the exanple shown in Fig. 15, the data holding wunit 152 and the
comuni cation unit 151 can be connected only when all the PIN code
conparing units 154 output "match".- A&Aordingly, by allocating a part of
the reader/witer 101 to which a PIN code is input to a personal wuser and
by allocating another part of the reader/witer 101 to an adm ni strator

(for examphe. b adnl B! (iffndloaion GAid S81VEER) cp@ PIN code function
can be controlled at the Iscretion of the admnistrator. For exanple, the

functionregad e rseersqotithat a PIN code nust be input regardl ess of user's
intention. Fig. 16 shows an exanple of the configuration of a PIN- code

i dentifying appasnbwa ﬁ.hCFE?é_d 80koi B, Weheh anBl hefede spaBebenseheto each
menory field in the data holding unit 152. - 40 The PIN-code conparing

uni t 154 Ticnelaudie $ 0a ilsoelkppnidall @ndshkowlngatlie v elfatippnskiap iketsween menory

fields allocated in the data holding unit 152 and PIN codes. By using this

| ookup t dlsleeyviice caemohy ddtddy)neadaewkdiloerntad?| Mrcoten rputtccess
right is contreclled by using a plurality of PIN codes, the
mechanism of PIN-code comparison/output shown in Fig. 10 can
be applied.

Fig. 15 shows an example of the configuration of a PIN-
code identifying apparatus {IC card 50) including a
plurality of PIN-code holding units and PIN-code comparing
units. In the example ghown in Fig. 15, the data holding
unit 152 and the communication unit 151 can be connected
only when all the PIN-code comparing units 154 output
"match". Accordingly, by allocating a part of the
reader/writer 101 to which a PIN code is input to a personal
user and by allocating another part of the reader/writer 101
to an administrator (for example, an administrator of the
card service), a PIN code function can be controlled at the
discretion of the administrator. For example, the function
can be set so that a PIN code must be input regardless of
user's intention.
Fig. 16 shows an example of the configuration of a PIN-

code identifying apparatus (IC card 50) in which a PIN code

can be set to each memory field in the data holding unit 152.



t hrough the comuni cation unit 151 matches the PIN code of a corresponding
menory field. When the PIN codes nmatch, access to the correspondi ng nenory
field is permtted. Table 3 shows an exanple of the configuration of the
| ookup table nanaged in the PIN-code conparing unit 154. [Table 3] PIN
codeAl | owabl e nenory Al |l owabl e menory start addressend address PIN code
11 GOh180h PI'N code 2300h3ACh PIN code 3 Wth this configuration, a PIN code
i nput through the comrunication unit 151 is conpared with each PI N code
held in the |ookup table by the PI N cHtle- conparing unit 154. Then, access
to a menory field corresponding to the matched PIN code anong the nenory
fields in the data holding unit 152 is permtted. The present invention
has been descthbedriincdgbakbmphtingr ghetense &ﬁcihseéPg?&&bﬁuﬁﬂPQB&gent-
Apparently, those skilled inthe art can realize nodificationhs or - 41
substi t utshord nef thize renbedicient pvidehodend Admdidyng 1M the ocseeRe 1¢f the
present invention. That is, the present invention is disclosed in the form
of an exatpl eatantotlliengc antientls 20fnidhipINs pediefs.cabiyonsshouitthigot be
interpreted in

lookup table, it can be determined whether a PIN code input

through the communication unit 151 matches the PIN code of a
corresponding memory field. When the PIN codes match,
access to the corresponding memory field is permitted.
Table 3 shows an example of the configuration of the lookup

table managed in the PIN-code comparing unit 154.

[Table 3]
Allowable memory Allowable memory
PIN code start address end address
PIN code 1 100h 180h
PIN code 2 300h 3A0h
PIN code 3

With this configuration, a PIN code input through the
communication unit 151 is compared with each PIN code held
in the loockup table by the PIN-code comparing unit 154.
Then, access to a memory field corresponding to the matched
PIN code among the memory fields in the data holding unit
152 is permitted.

The present invention has been described in detail with
reference to the specific embodiment. Apparently, those

skilled in the art can realize modifications or



a limted manner. The attached Cl ains should be referred to in order to
determ ne the scope of the present invention. - 42 CLAIMS: 1. A data
comuni cati on apparatus conprising: a nmenory space; service defining neans
for defining, in the nmenory space, a service and a service nenory field to
which the service is applied; and PIN-code service defining neans for
defining a PIN-code service which verifies a PIN code before performng
the service. 2. A data communication apparatus according to Caiml,
further conprising area defining neansd¥or defining an area including one
or nore service nenory fields provided in the nenory space. 3. A data
conmuni cati on apparatus according to Claim2, wherein the PIN code service
def i ni ng saRs tdRfiRS & RN ARSI 68 tMeh desfilf i8Ry & BhdNigde before
accessing the area. 4. A data communicati on appar at us accoréﬁng to Caim
1, 2 or stopllrdthehe @HdeditNd nveeftiadlr.sermtaae idef ivhengvang for defining
anot her service applied to the service nenory field which has already been
provi ded ibyenhd cserd ed sdafdsRidng r +he FRANDE an example, and the

contents of this specification should not be interpreted in
a limited manner. The attached Claims should be referred to

in order to determine the scope of the present invention.



.5. A data conmuni cation apparatus according to Claim4, wherein the

PI N-code service defining neans defines a PIN- code service which verifies
a PIN code before perform ng said overlapped another service. 6. A data
comuni cati on apparatus according to any one of the preceding clains,
further conprising verification control neans for setting verification of
PIN code perforned by the PIN-code service to effective or ineffective. 7.
A nmethod for managing a nenory in a data comrunication apparatus including
menory space, the nethod conprising: 42 service defining step of defining,
in the menory space, a service and a service nenory field to which the
service is applied; and a PIN-code service defining step of defining a

PI N- codec1ggpei.ce which verifies a PIN code before performng the service.
8. A nethod according to Claim?7, further conprising an area defining step
of defining an area including one or nore service nmenory fields provided
in the nenory space. - 44 9. A nethod according to Claim8, wherein, in

the PIN codel.serdyidzst flefdntuirt Sd€ion aappArL0de sarytcei Wi ch verifies a
PI N code before accessing the area is defined. 10. "A net hod according to

Claim?7 or 8,a mendwey sy i Sing an overl ap-service defining step of
defini ng
service defining means for defining, in the memory
space, a service and a service memory field to which the
service is applied; and
PIN-code service defining means for defining a PIN-code

service which verifies a PIN code before performing the

service,

2. A data communication apparatus according to Claim 1,
further comprising area defining means for defining an area
including one or more service memory fields provided in the

memory space.

3. A data communication apparatus according to Claim 2,
wherein the PIN-code service defining means defines a PIN-

code service which verifies a PIN code before accessing the

area.

4. A data communication apparatus according to Claim 1,
2 or 3, further comprising overlap-service defining means for
defining another service applied to the service memory field

which has already been provided by the service defining



anot her service applied to the service menory field which has already been
provided in the service defining step. 11. A method according to Caim 10,
wherein, in the PIN-code service defining step, a PIN-code service which
verifies a PIN code before perform ng said overl apped another service is
defined.. 12. A method conprising to any one of Cainms 7 to 11, further
conprising a verification control step of setting verification of PIN code
performed by the PIN-code service to effective or ineffective.

.__43..._

means.

5. A data communication apparatus according to Claim 4,
wherein the PIN-code service defining means defines a PIN-
code service which verifies a PIN code before performing

said overlapped ancther service.

0. A data communication apparatus according to any one
of the preceding claims, further comprising verification
control means for setting verification of PIN code performed

by the PIN~code service to effective or ineffective.

7. A method for managing a memory in a data
COmﬁunication apparatus including memory space, the method
comprising:

a service defining step of defining, in the memory
space, a service and a service memory field to which the
service is applied; and

& PIN-code service defining step of defining a PIN-code
service which verifies a PIN code before performing the

service.

8. A method according to Claim 7, further comprising
an area defining step of defining an area including one or

more service memory fields provided in the memory space.
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9. A method according to Claim 8, wherein, in the PIN-
code service defining step, a PIN-code service which

verifies a PIN code before accessing the area is defined.

10. A method according to Claim 7 or 8, further
comprising an overlap-service defining step of defining
another service applied to the service memory field which has

already been provided in the service defining step.

11. A method according to Claim 10, wherein, in the
PIN-code service defining step, a PIN-code service which
verifies a PIN code before performing said overlapped

another service is defined.

12. A method comprising to any one of Claims 7 to 11,
further comprising a verification control step of setting
verification of PIN code performed by the PIN-code service to

effective or ineffective.



