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COVMUNI CATI ONS AMONG, AND FOR EXCLUSI VELY PAI RI NG W RELESS DEVI CEZ RS
A nmet hod for establishing a security relationship between a first device
and a second device, said first and second devices each having an
associ ated device certificate, each of said device certificates having a
uni que device identifier for said cotresponding device, inummﬂmumm
conprising the steps of initiating a pairing request onellg i ces
to the other of said devices; sending, fromsaid first devicetiie device
certificate of said first device to said second device; cryptographically

verifying, by MHETHEHEAND APPATATESIFOR ENETVADIZING SECEREI fi cate of said
first device; outputting, at_ said second device, the device identifier of

said first device contai nddOMMIYICATIQONS ANMONG, certificate; verifying,
by said user, t ' Egé(f VIEIA IR Wi uni que
identifier of s%ﬁc})??jrlgt e]\E/)tlj(S:{a, sgiclgﬂunl qué{dﬁ?‘é}ﬁmﬁ%@%@?ﬁg known to said
user; and, accepting, by said user, the association of said first device
and said second device if said displayed device identifier is verified.

FIG 4 ABSTRACT

A method for establishing a security relationship between a first device and a
second device, said first and second devices each having an associated device
certificate, each of said device certificates having a unique device identifier for said
corresponding device, said method comprising the steps of initiating a pairing request
one of said devices to the other of said devices; sending, from said first device, the
device certificate of said first device to said second device; cryptographically verifying,
by said second device, said received device certificate of said first device; outputting, at
said second device, the device identifier of said first device contained in said first device
certificate; verifying, by said user, that said output device identifier matches the unique
identifier of said first device, said unique identifier being known to said user; and,
accepting, by said user, the association of said first device and said second device if said

displayed device identifier is verified.
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