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\Q (57) Abstract: The invention concemns a method for protecting, from at least a unit, 2 vulnerable software against its unauthorised
€~} ase, said valnerable software operating on a data processing system. The method consists in creating a protected software: by
=i selecting in the source of the vulnerable software at least a variable; by producing the source of the protected software by modifying
- the source of the vulnerable software, so that the selected variable becomes resident in a unit.

* {57) Abrégé: L' objetde [*invention concerne un procédé pour protéger, A partir d*au moins une unité, ar logiciel vulnérable contre
son utilisation nen autorisée, ledit logiciel vulnérable fonctionnant sur un systéme de traitement de données. Le procédé consiste &
: B créer un logiciel protégé : - en choisissant dans le source da logiciel vulnérable au moins une variable, - en produisant Je source da
logiciel protégé en modifiant le source du logiciel vulnérable, de sorte que la variable choisie réside dans une unité.
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5 running on said data processing systens agai nst unauthgrized ug@&; The
subject of the invention ains in particular at the neans ng

sof twar e agai nst unaut hori zed usage, using a nenori zing unit or processing
and nenorizing unit, such a unit belng commonly materialized by a chip
card or a material key on USB port. 10 I'h the technical .domai n above, -the
mai n. probl em concerns the unauthorized usage of software by users who have
not paid the license rights. This illicit use of software causes an :
obvi ous | oss forMetbdd teepreteetiofivns:; agoist wawen@d site witht6ivariablel! prindiply person
integrating such software in products. To avoid such illicit copies,

various solutions, in the state of technol ogy, have been proposed to
protect software. 15 Thus, a protection solution is known, which makes use
of a hardware protection system such as a physical conponent naned

~protection-key - @fyis’ gl@@l&lo?f'congéfﬁ&fﬁ te&ﬁﬁ&?c&orﬁlﬁn %Fﬁatﬁ[}?&egs@g%g c?l%%gn fhat

t he software executes only In presence o
acknow edgedgedemil $dnss :ﬁmll ist more peciseBf hiadd e ﬂlmem&@ of t r@fe@ﬁﬁ@fs@ﬁwﬁﬁée
i nconveni ence of being easy to bypass. An jl|-intenti oneéJ person or a

hacker cah, DR N saddaip HI%FSSBW@MS%GIIﬁbWﬂ@%Pﬂ w3ngdi sassenbl ers,
delete th t t f t t t b th
ossi b &t o ke R U shediverfibr ARsDlP RERHURR, e maiper L PERCIUE t ne

possi ble to make Tl copi es correspon

sof twar e abl software Wigaitist baatithdrized Fl[s@g@Cﬁdlﬂgl a Méﬁﬂﬁ!ﬁlr »udifiof pré@issihi Od
cannot be generaljized to all software, inasnmuch as it is difficult to

connect  ror BCMQEAnE BNk BIchct MBY beings commendy saaterialized dm azﬁuﬂ'm:rdsubjaect
of the i nvean%Qm?%% Sﬁlp%%| y at finding a solution to the :

af orenment i oned pro proposing a process to protect a software

agai nst 1unaut hMItHeecbcﬂmaﬂedoﬂﬁh%o&B it hee PRIFN ZoR&Hfithe QhalhQERAS| NY -
and nmenorizing unit, inasnmuch as t he presence of such a unit is necessary -

for the softW\age Offéoﬁé’afecweéﬁt E’F‘ly Kaypaat il thedesss HshtSoThJ@aﬂimismmf a
goal, the Su?d revazluste gn'o snfo(i'onﬁ;gvrags (gt roc S ﬁmﬁ%%n@%/ 2006 -

protect, using a eas one n un| I nc

means, a Vupdissmbitegramigd y\&ih%o@@ﬁr@iﬁ prodigets) ﬂl’c‘tﬂhﬁﬁﬂ'sﬁ&d 11M§ﬁ%p1e§abﬂmus
vul nerabl e software being produced froma source and working on a data

processi ng s§wiéns, infhe slaisraf serbeolney rhayis b&%é&l’%ﬁdtpmotmt@g ¢.nvent i on,
there Is15pr ovi 0ggl,Q JiBEGsh duRihGbwnt Hih AhidsGRE br 2GRl 'aggaq%%mﬁ .

i ncl udi ng at | east nori1 zati on neans, a vu

unaut hor i zedsyssagesuch aisch physivat abh@oﬁ@itt m—m@i pRtddtieg 1@ ¢ tiingle”PSaAgLSSI N

system said protection, prQcess co FISIn
y r%tectzon key shguid guaranteergat the soﬁware execufes only in presence of the

key. Yet, it must be acknowledged that this solution is ineffective because it presents
the inconvenience of being casy to bypass. An ill-inentioned person or a hacker can,

20  with the aid of specialized tools such as disassemblers, delete the control instructions
of the protection kcy; It becomes then possible to make illicit copies corresponding to-
modified vérsioﬁs of the software able to run without the protection. Moreover, this
solution cannot be generalized to all éoﬁware, inasmuch as it is difficult to connect
more than two protection keys to the same system.

25 The subject of the imvention aims precisely at finding a solution to the
aforementioﬁed problems by proposing a process fo protect a software ég‘ainst
unauthorized usage, using an ad hoc memorizing unit or processing and memotizing
unit, inasmuch as the presence of such a unit is necessary for the software to be -
completely functional.

30 So as to reach such a goal, the subject of the invention concerns a process to



3 during a protection phase: <creating a protected software: - by choosing
in the source of the vulnerable software: n at, |east O@W%{®6Mi ch,
during the execution of the vulnerable2 software, partially defines the
state of the latter, n and at |east one portion containing at |east one
chosen varicable, - by producing a source of the protected software fromthe

source of ‘ e ¢ ffwag.e, by ideYiiNRaat efisiz hose
portion oP&?ﬁ%’Mgkgﬁﬁgg%g‘?ﬁébgﬁFn%?gﬁ'gmgg%tﬁhgﬁg Fﬁus_n%ﬁﬁffﬁgggdﬁ bei ng
such that yiierabl: dfevEX Qgtins0its @hatitherped egice daid ofulv@ilde saftwhafabingne
chosen  variable: or at l'east one copy of chosen variable resides in the
bl ank - uni-produhéd Hirons at $nwsce pad sFekigl aong olag pracessinghdyW$@pr oduci ng a f ast
object part of the protected software fromthe source of the protected
software, said first object part being such that during the execution of

. the protect.ed.s0ftware pear s Lrst. _executio art which is executed
in the data pr Zlgécg}é@ﬁrgbsﬁgltaéln%s %eﬁgogt\ll?\ﬁgrs englnv?rglgg’ttﬂeé By 3 BREsS ont o

account t patecatusingasicas onarblakluwmitonclading hiclast nemodpyion fmeday, iaakilliRrabRsi des i n

the unit, - I.ng sage, phase dur.i ich the protected software
i s execut (Sa%‘%’agg%g%}r{\&t%eugaruéhso gg%deg%ﬁge’t fe u‘ﬁ‘?‘%‘:&meg’%\” A5 FOH 8P T Rof t he
first exepweeseng pacm, sdidpoeson frocesssiongrigingar i abl e or a copy of variable
residing in the unit, so that said portion is executed correctly and that,
consefuendl yduringe: poreat pabsesof tware i s conpletely functional, 26 January
2006. 2a 30. and in_ the absence of the unit, in spite of the request by a
portion of the FEH&E 2 ROECIRGORWHEL to use a variable or a copy of

variable s, 900, DA B PR L Rl 1|, Sar et
t hat;, consequent! ys»t hat Rasit@rtiediablf whgohe dinngdit: e2BculnlETtie 20Q6raBle

' software, partially defines the state of the latter, '

10 - _' : - » and at least one portion contamning at least one chosen variable,

~ by producing a source of the protected software from the source of the |
vulnerable software, by modifying at least one chosen pcgurtion._ of the
source of the vulnerable software, this modification beir;g such that
during the execution of the protected software, at least one chosen

15 variable.or at least one copy of chosen variable resides in the blank unit
which is thus transformed into a unit,

— and by producing a first object pért of the protected software from the
source of the protected software, said first object part being such that
during - the execution of the protected software, appears a first

20 - éiecution part which is executed in the data processing system and -
whose at least a portion takes into account that at least a variable or at
. _ l_east a copy of variable resides in the unit, -
> and (_im'ing a usage phase during which the protected software is executed:
. in the presence of the unit, each time a portion of the first cxeéuﬁon patt
‘2“5‘ . . ! imposes it, using a _vaﬁable or a copy of variable re'siciing in the unit, so that - -
. said portion is -executed correctly and that, consequently, th;s protected

software is completely functional,




completely functional. According to a preferred enbodi ment, the process
according to the invention conprises: -- - during the p®t@aoflhase:
modi fying the protected software: 10 - by choosing in the source of the
protected software: n at |east one algorithm c processing which during the
execution of the protected software, uses at |east one chosen vari abl e,
and enables to obtain at |east on esult variable, > and at | east one
portion containing at | east one chosen algorithmc processing, - by

nodi fying at | east one chosen portion of the source of the protected

- sof twar e, tdidsinrtivdlalisenad ofthe meitnn spiehof theatquest Uy nipogtidonef tha Gieyt i on of the
protected software the first eéFcutlon 15 part is_executed in the data

processi ng %’%‘t‘ 91 pitttoNsE B ee‘??é’ciﬁpﬁfé’ﬁ"b‘a%btleF%lcg&%tﬂﬁléélnltmoﬁhe unit
PBLSD 21 20 bRELIIER, ARASERPIACRANSC 58 Ind SPRRs AR PG LORGL ' 1Y 0L 2

ast one C n.al gorithmc roce IS execu

second execution part, several distinct steps, nanely: 0 the placing of_at
| east one variable at the unit's disposal, 0 the carrying out in the unit,
of “the functionality of the algorithmc processing on at |east said '
“variable, 0 and possibly, the placing of at |east one result variable at
the data processing systenis disposal by the unit, > for at |east one
chosen al gorithmic processing, steps commands are.defined so that during
the execution of the protected software, each step command is executed by
the first execution part and triggers in the unit, the execution by neans
of the second 26 January 2006 :

f the seqond

: execution p@{ebuteaoco‘rre'@tlﬂﬁﬂsthaon%ﬁd&Qﬁ@ﬂﬂyaﬂhg%tbtééfﬂdCséﬁ@ﬁﬁsﬁlﬂlﬁ is split so
thatduring the execution of the protected software, appear, by neans of ‘the




4 execution part, of a step, and a sequence of the steps commands is chosen
anong the set of sequences allowi ng the execution of the2§ianuant s
software, and by producing: 10 > the first object part of the protected
software, said first object part being such that during the execution of
the protected software, the steps comands are execut ed according to the

chosen sequence, > and a second object part of the protected software, said

second object part being such that, after upload to the blank unit and
during the executi apnpleitigduprtionsct ed software, appears the second
execution part by means of which the steps triggered by the first -

C _ y ! . .
execution part dreouhing in aprefegpd cobodinrHg the Boses qsaorgmecor the dryentignt he

bl ank unit, \é\n;th.t,h,e intention of obtaining the unit, 15 -* and during the
usage phase: |'Hp??1eg‘ presence of the unit and each tinme a step conmand

-.cont ai ned. i,,n,—ﬁ.wduﬂﬁgEﬂeqﬂotéf;ﬁérhﬂmfs&r st execution part inposes it, executing
the corresponding Step in the unit, so.that said portion is executed '
correctly5and t mat modihmseteenettsted sofbvaneot ect ed software i's conpletely

functional, 20 and in the apbsenge of the unit, in s ite of the request by
a portion of the fiT stbié(i?@@ﬁipgé‘hﬁﬁéf’f‘m?&%tﬂi“fB@E"t"t“fq}?@&é{ﬁ’@cuti on of a step in

the unit, not being aj e iesdUhlldrBahe FEGUERN ALK Bk SRR &

| east said portion is not execute corre sequent

protected software is nottheopioteeted Softwarectisenal leadb odd) chowar diriadld, and
anot her preferred enbodi nent, the process according. : to the invention
conprises: 4 during the peisblestp ghtapraideast ongegsplivardable, 4 set of el ementary

funct i ongy whose el emenf ar y, { iNcid 8RS pAon! doBlifing % 1608 ofi¥ BRNeRdidoRitdl UM ¢

whi ch al SO i ncludes priocessi ng neans,
processing,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that:
> during the execution of the protected software the first execution

15 ‘ - part is executed in the data processing system and a second
execution part is executed in the unit which also includesr
processing means,

> at least the functionality of at least one chosen algorithmic
| processing is executed by means of the second execution part,

20 o > at‘ least one chosen algorithmic processing is split so that during
the execution of the protected software, appear, .by means of the
second execution part, several distinct steps, namely:
¢ the placing of at least one variable at the unit’s disposal,
¢ the carrying out in the unit, of the functionality of the

25 _ algorithmic processing on at least said variable, _

0 and possibly, the placing of at least one result variable at the
data processing system’s disposal by the unit,
» for at least one chosen algorithmic processing, steps commands
- are defined so that during the execution of the protected software,
30 _ each step command is executed by the first execution part and

~ triggers in the unit, the execution by means of the second



- and a set of elenmentary commands for said set of elenentary functions, 26
“January 2006 5 said el enentary comands being |iable to BéeJauaru2®¥ in the
data processing systemand to trigger the execution in the unit, of the
constructing exploitation nmeans enabling-to transformthe blank unit-imto —
the unit able to execute the el enentary ffuncti ons of said set, the
execution of said elenentary functions being triggered by the execution in
the data processing system of elenmentary commands, el enentary functions,
modi fyi ng the protected sgéduiian @art; oftaystefioosi ng in the source of the
protected software: 10 > at |east one al gorithm c processing which during
the execution of the>pr dadasedienss ehilecssienssommands issehosghanepmhthe set of |

vari abl e,” and enables tq_obtai .|l east T t r - and at

| east one portion contai f ugn%‘!tsqll@sé‘%?g@%eexgﬂgggﬁ’%g{e 5%4'@?4?%19!&&%%%89 ng; .
-15"- by nodifying.at Lg@s}pRARciaRosen portion .of the source of the
protected 20 25 30 software, thi s nodification being such that: > during
the execdtion of the protischistobjett pat ef theerétested sefiveare saahfirspabjecti part
executed in the data procgessin stem-and a secon execution _part is
executed in the unit, > ZEMBSHERT é“%&gﬁf‘dﬁ‘i‘é‘ltiw%élﬁe protqckd ety Hisosen
al gorithmc processing i 5%&‘,%@1 DY Seansd e S8K0 £X LiQn part,
r at | east one chosen al Soplgt m c gsro%ess?%g %H;ms(%%t soaﬁ?at %r#ér%g t he
execution of the protect edd wofdcand ebjestipdrtadfothe iprdiatted spftears saidgetand

execut ed by means of the second execution part usi ng el enentary
functions, n for at |eastobisstPardiedne spely thathafiear ‘ﬁﬂ%’g&ﬂﬁgblaékéﬁ’ﬁn%y

o€ T o b by W LR o s "
' execution part by means of which the steps triggered by the first
execution part ate executed,

¢ and upioading the second object part to the blank unit, with the intention of -
obtaining the unit,

15 > and during the usage phase:

e in the presence of the unit and each time a step command contained in a
portion of the first execution part imposes it, executing the corresponding
étep in the umit, so that said portion is executed correctly and that,
consequently, the protected sofiware 1s completely functional,

20 e and in the absence of the unit, in spite of the request by a portion of the first
execution part to frigger the execution of a step in the unit, not being able to
fulfill said request correctly, so that at least said portion is not executed
correctly and that, consequently, the protected software is not completely
functional.

25 According to another preferred embodiment, the process according to the

invention comprises: _
-> during the protection phase:

e  defining:

—  a set of elementary functions whose elementary functions are liable to

30 be executed in the unit which also includes processing means,

- — and a set of elementary commands for said set of elementary functions,




el ementary command i s executed by the first execution part, and triggers
in the unit, the execution by neans of the second execulf danysey 2006of an
el ementary function, 26 January 2006 6 10 > and a sequence of the

el ementary comands is chosen anong the set-of sequences allow ng the
execution of the protected software, - and by producing: > the first
object part of the protected software, said first object part being such
that during the execution of the protected software, the elenentary
commands are execut edssidcaedentaryt conithendshbsiag liabko tee be esxecutedhdn ahe datand

obj ect part of -the protected software containing the exploitation neans,
sai d second obj ect paprodgssing SydIn atdato thggesrihe paeadignt® theeumit.af theni ¢
and during .the executigp 0 t?ﬁﬁprotected software, appears the second
execution part by meaf$msf" 'Ye el enentary functions triggered by the
first ‘execution,pa : ; ‘ 288 kN GahdFSins BeOPEnR RInR Ghtopar t
to the bl ank unrt,Eéﬁﬁﬁﬁﬁﬂ%éﬁﬁg%ﬁgPéﬂégg{ﬁgbob aining the unit, and during
t he usage phase: ihe didiealle 6s exeeatecthe chenantiry fardiossofisaid wet, the @lcewtmt ar y
command contained in a portion of the first

. [ .execution part.inposes, it,
executing the cor P@ﬁ%@r@ﬁ@@%%@?ﬁ%ﬁ%ﬁ’ﬁdh gﬁéfxﬁ?ﬁtto,nng‘o&'?%a said
portion is 20 exec r hgg} quently, the protected
software i's conpl e?g%gssgﬁ%gﬁ%{héf% and | nc(%rﬁ]g‘&gc%éence of the unit, in spite

~of the request by ﬁmaﬁ?{dgqlieplfotécmasﬁ)ﬁmte:executi on part, to trigger the

execution of an elemenfary function in the wunit, not being able to fulfill
sai d request correet | py choosimmin the squsessof thaipeotetedwftyasei i s not execut ed

cort et 219, haty  conocaenl L sbbEuRS2HREk Sy JBkD ke ARt o o1
according to the inventigh groieBed S@Rivare, uses at least one chosen variable, and
enables to obtain at least one result variable,

» and at least one portion containing at least one chosen algorithmic

' . processing,
15 — by modifying at least one chosen portion of the source of the protected
software, this modification being such that: -

» during the execution of the protected software the first execution
part is execﬁted in the data processing system and a second

_execution part is executed in the unit,
200 > at least the functionality of at least one chosen algorithmic
i)rocessing is executed by means of the second execution part,

> at least one chosen algorithmic processing is split so that during
the execution of the protected software, said algorithmic
processing is executed by means of the second execution part,

25 'using elementary functions,

» for at least one chosen algorithmic processing, elementary
commands are integrated to the source of the protected software,
so that during the execution of the protected software, each

* elementary command is executed by the first execution part and
30 : ' triggers in the unit, the execution by means of the sccond

execution part, of an elementary function,



4 during the protection phase: 30 defining: - a set of elenentar
functions whose elementary functions are liable to 26 JaR@daguap0d¥67 be
executed in the unit, and a set of elenentary commands for said set of

el ementary functions, said elenmentary c%mmnds being liable to be executed
in the data processing systemand to trigger the execution in the unit, of
the elenentary functions, constructing exploitation neans enabling the

‘unit, to execute the elenmentary functions of said set, the execution of

sai d el ementary funct ivonsandei seguence jof) ther dmigptarshepnanendstis ohosen atioag dixt a

o tumr e - by choosi ng. (11 PHENHFAINNE S TieGR BE Ba BT SORHR cact
one step . which during, ki p%((ﬁlgth# on of the protected software, carries out

the functionality of "an al"gorithiic processing, - by nodifying at | east

—.one chosen-porti.on. of st hehs Gt @bjedf pdrhef fieqirorted softwae0ddi AVBFsE obfebi Sart

nmodi fi.cati on being such that: > at | east one chosen step is split so that

during the execution of theng gchthat dodng dia eecetionsed te prasgetddssofivacutles) by
means of the second -execytion part. using elenmentary functio > for at
| east one. chosen st ep, ele%?f?%'gyc%‘m#ds %r%‘e?‘ﬂ?‘gg‘%éﬁ?@alg ﬁ(br}?‘% L our ce
of the protected softvvar‘eseqﬁgmg’hat during the execution of the protected

software, each elementary command is executed by the first execution part
and-triggers in the urt,andresecondobjectoparh pf thecprotecfedtsofwarsceomthimng ¢t | on

part, of an elenmentary functjon, 25 > and a s ence. the elenentary
commands i s chosen among TR 1&@3@ % ﬁqgggggﬁegwqggwﬁgsg@e@%ia T of
the protggted software, yupi@ditoliie BLAK Waitad dﬁrih%%;ef &AeShtionP8 RS brdléditd of
the protected software, said first object part ei ng such that "during the

execution of the protect ewfiswafe, appaars thigecond execution part by means.of which the

elementary functions triggered by the first execution part are
executed,

»  and uploading the second object part to the blank unit, with the intention of

15 obtaining the unit,

~ and during the usage phase:

e in the presence of the unit and each time an elementary command contained
in a portion of the first execution part imposes it, executing the
corresponding clementary function in the unit, so that said portion is

20 _ executed correctly and that, consequently, the protected sofiware is
completely functional, '

§ » and in the absence of the unit, in spite of the request by a portion of the first
‘execution part, to' trigger the execution of an elementary function in the
unit, not being-able to fuifill said request correétly, so that at least said

25 imrtion is not executed correctly and— that, consequently, the protected
software is not completely functional. |

According to another preferred embodiment, the process according to the

invention comprises:
- during the protection phase:

30 . e defining:

— a set of elementary functions whose elementary functions are liable to



30 elenmentary commands are executed according to the chosen sequence, 26
January 2006 8 and the second object part of the protect@dJaufarmadd@ al so
cont ai ning.the exploitation nmeans, said second object part being such

that, after upload to the unit and during the execution of the protected--
software, appears the second execution part by neans of which the

el ementary functions triggered by the first execution part are executed, 9
and during the usage phase: in the presence of the unit and each tinme an
el ementary comand cortieaixa@ted inthaupigrti on of the first execution part

i nposes it, executing the 10 corresponding elenmentary function in the unit,
so that said portion iadasgeefinlameayrcasumgndsor sahset of elepwntrey fngtionhe
protected software is _cC | etely functi,onal, ..and.in the absence of the -
unit, in spite of the S?'éﬁ%@f’mﬁ?yﬁowri’c&g P%geftf"rr CRER ?u’t“i gl’? f4rt, to-
-trigger the.execution phcafinglsGaBRt fd tb L{E%Féloﬂlel Sxebtifon 1 tHO dnie, WPt mBEI Ng
able to fulfill said request correctly, so tThat at |east sald portion is

not execufed correctl| wlamhtarp&inctionsysequent |y, the protected software is

not conpletely functional. Accordjng to another. preferred enbodi nent, the - ‘i
process accor di g tengRsting sxmoiatior Teennscnading theunis, tg grequte tiselomentastt i on
phase: 25 defining:g, .5:.8 easf <QNhS %y@{ t] ﬁgsr i Sti.c

| iable to be noni t(glrmecémg% OlfI eas &i Ehezg% I r?%t ﬁfég%ﬁiét@ﬂ? a ﬁ:@%@{msoh%mg

criterion to abide thiygek@l batthd eRsdutioneins tict @i Prevessing ispilems bareRGhitAr§t | C,
- detection neans to inplenent in the unit and enabling to detect that at
| east one sof t war e c@%8¥gds.on characteristic does not abide by at | east one .

assoct al il o Le" | e miodihs HEHGILA TS | MPIement 0 the unit and

~ by choosing in the source of the protected software, at least one step
which during the execution of the protected software, carries out the
functionality of an algorithmic processing,
— by modifying at least one chosen ﬁortion of the source of the protected
15 software, this modification being suéh that:
>  at least one chosen step is split so that during the execution of the
protected software, said step is executed by means of the second
execution Iéart, using elementary functions,
» for at least one chosen step, elementary commands are integrated
20 ,  to the source of the protected software, so that during the.
execution of the protected software, each elementary command is
executed by the first execution part and triggers in the unit, the
execution by means of the second execution part, of an elementary
function,
25 . > and a sequence of the elementary commands is chosen among the
set of sequences allowing the execution of the protected software,
—  and by producing:
- » the first object part of the protected sofiware, said first object part
~ being such that during the execution of the protected sofiware, the
30 elementary commands are executed according to the chosen

sequence,




30 the data processing system and/or nodify the execution of a software,
when at | east one criterion is not abided by, 26 January2@Qftagy 2006
constructing the exploitation neans enabling the unit, to also inplenment
‘the detection neans and the coercion neans, ~and nodifying the protected
sof tware: by choosing at |east one software execution characteristic to
nonitor, anong the software execution characteristics |iable to be
noni t ored, by choosing at |east one criterion to abide by for at |east one
chosen software execut i andctisr actomdi obiest part cifodsi pyoteeted heoftware cdsof t he-
protected software, el enentar functi ons for which . at TﬂfFSt one ¢ Qsen

sof tware execution char £EH@HEE the pxplovatinn msHis sPdeomf AdastBATh
| east one. chosen portion ﬁ&%{ £ aslﬂ:i’ aﬁftottﬁ\ﬁ?mﬂf %@?ﬁﬁ%ﬁ&%&@ﬁtﬁn& hé

nodi fication being such £ uri ng execution o protecte

_software, at |east one cIp@aeae@x@ﬁwuepappdawmetsefonebxecut&nrpaﬁlﬁyeﬁmlsbf o
means  of the second execution part, and the fact that a criterion is not

abi ded by 1 eads to the davhiclpthe elomentaryfinetinns driggered dotheelirsh fwegtion o a
nodi fication of the executi,on of t prot ected 20 25 30 software, and by
produci ng the second obj &8 PaFE™ 8 he protected software containing the
expl oi t at i onyreghpddinQhé (RIg8PARH: Ny the detection neans and .the coercion
means, said second object part being such that, after upload to the unit
and duri ng the exea:utheqmseﬁcetdafexhpmtteud@dchBmﬁtamba}ensarybmandnenfsmtdmre
execution characteristic is % ed, and the fact. that a criterion,is not

abi ded by | eads to™ He Regtion o9 qﬁé SESPUHAN, BT BPORTS Mhre BRSNS rthE o
modi f i cafg on of theoﬁeg?esengna%eﬁ@e PEALRAL B (ROLANAES. thar Sai@ngclb 1180 € he

usage phase: in th e of the unit:
executed correctly and that, consequently, the protected software is

completely functional,
e and in the absence of the unit, in spite of the request by a portion of the first
_ '-execution part, to trigger the execution of an elementary function in the
15 unit, not being able to fulfill said request correctly, so that at least eaid
portion is not executed ‘correcily and that, consequently, the protected
software is not completely functional.
According to another preferred embodiment, the process according to the
invention comprises:
20 = during the protection phase:
»  defining:
—  af least-one software execufion characteristic, 1iab1e to be monitored at
least in part in the unit,
"~ at least one criterion to abide by for at least one software execution
.25 characteristic,
- deteetion means-to implement in the unit and enabling to detect that at
Jeast one software execution characteristic does not abide by at least -
one associated criterion,
~ and coercion means to implement in the unit and enabling to inform
30 the data processing system and/or modify the execution of a software,

when at least one criterion is not abided by,



- as long as all the criteria corresponding to all the nonitored execution
characteristics of all the nodified portions of the proté€tamaan?ilfare are
abi ded by, enabling said portions of the protected software to work

nom nally and consequently enabling the protected -software to work 10
nomnally, and if at |east one of the criteria corresponding to a _

nmoni tored execution characteristic of a portion of the protected software’
is not abided by, informing the data processing systemof it and/or

modi fyi ng the ®uncbhsimictige e explitation meanoéndbhing reoia teslss ohplemest, thes o
that the functioning of the protected software is nodified. According to a
vari ant enbodi ment detepidopmeassndibeencHi A M3%:he i nvention conprises: 4

during the protecti.on e: defining: - as software execution -
characteristic Pi aBP‘é“?’ﬁH’&Fg%PPé‘?%%‘,SOm%?-i able of neasurenent of the

~usage of a.functional ib;yyct&%siﬁg%@ﬁéa@%& softvisre kbl QhatRicRide Rbnitdl

| east one threshold associated to each variabl-e of measurenent, - and

actual i zagi on nmeans emabdngrthe baftward ateudibn lchasttenstics lizhlei ta bk enamitored,
measurenent, constructing the exploitation neans_enabling the unit to al so
i npl ement the act ual ibyaehoesinggh hepst opm gritesignsto;avide; b fos B ileast epe shasenar e
20 - by choosing as software ti acteristic to nonitor, at | east
25 one vari abl e of neafs?&?vgrnee% eé‘giolﬁ%hg&ﬁg%é&of at least one functionality
of a software, by chogsji REsosinglin | B8Sioweete dfufiet pRmdidd YoRvaleDiddatagt ed
sof tware whose usage i'S |iable to be nonitored using a variable of -
measurement, > at | eadimctinmsy ot ahishofat ndeastir epenehagse d soffwargu ghedutipnt he

. } .-. . ) . > H X
gﬁggghol‘/wi Zg: gL?nct ¢ g%lc{etr%ﬁms tg%elfoaxﬁ e S€ threshol d associated to a

— by modifying at least one chosen portion of the source of the protected o
_software, this modification being such that during the execution of the
'prot'ected software, at least one chosen execution- characteristic is
monitored by means of the second execution part, and the fact that a
15 - - criterion is not abided by leads to the data processing system being
"~ informed and/or to a modification of the execution of the protected
software,
—~ and by producing the second object part of the protected software
containing the exploitation means also implementing the detection
- 20 . means and the coercion Iheaﬂs, said second object part being such that,
after upload to the unit and during the execution of - the protected
- software, at least one software exbcuﬁon characteristic is monitoreﬂ
and the fact that a criterion is not abidéd-by leads.to the data proceé‘sihg' '
system being informed and/or to a modification. of the execution of the
25 protected software,
-> . and during the usage phase:
e in the presence of the unit:
— as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software are -
30  abided by, enabling said portions of the protected software to work |

nominally and consequently enabling the protected software to work - -



measurenent corresponding to a limt of usage of said functionality, > and
at | east one nethod of update of a chosen variable of 26283axaary 20096 11 10
measur enent dependi ng on the usage of said functionality, and by nodifying
at | east one chosen portion of the source of-the -protected software, this-
nmodi fi cati on being such that, during thel® execution of the protected
software, the variable of nmeasurement is actualized by nmeans of the second
execution part depending on the usage of said functionality, and at | east
one threshol d crossi ngoingnatigken into account, and during the usage phase,
in the presence of the unit, and in the case where at |east one threshold
crossi ng corresponei ngnd of st leagtsoné thenicritepp epsergpondingyée e mapitored

i nform ng the data.processing,system of :it and/or ynodifying the ..

functi oning of the .pore’t‘?céiﬂ"’&%h?‘ﬁ‘éte’b“?t& gk @ rﬁgx? to\géli’ee?mg%kt%h%qufaﬁ% .

functioning.of the pugieshednRRRIMIERE dats FRodibing s cinalr by | ant "

rding to the i hvention  conprises: 15 -) during

enbodi ment, the process acc ‘ (
the protection phase: the flaktioning:of-thé groraon lof dlst prrtestedasafbirire, sof that the

neasur enment, several associated thresholds, - and d{'ﬁ%{erent coerci on nmeans

corresponding to eachfwc@mﬂ&qfﬂ%ﬁww,”ﬂw%sm ng the protected:
software: 20 - R&&H@gslgong \}aggfdg@rgﬁg&ﬁxf&tothetﬁ?c&%%g&ﬁgg 'ﬁ)oiﬁewﬁ{v%nﬁ&{_

| east one chosen var i nmeasur eme to which nust be associ at éd
several thrgshisds corresponding to different linmts of usage of the

functionality, - by choosing at |east two thresholds associated to-the
chosen vari att edwing the areietioniphase: - B

10 »  defining: |
' — as software execution characteristic liaﬁle to be monitored, a variable
of measurement of the usage of a functionality of a software,
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
-"3'1-‘5, — and actualization means enabling to update at-least one variable of
meaéurement,
. consﬁucting the exploitation means enabling the unit to also implement the
actualization means,
s and modifying the protected sofiware:
20 e By choosing as software execution characteristic fo monitor, at least
| one variable of measurement of the usage of at least one functionality
of a software, -
— by choosing: 7
»  at least one functionality of the protectcd.soﬂware whose usage is -
25 liable to be monitored using a variable of measurement,
> at least one variable of measurement used to quantify the usage of
said functionality, |
» at least one threshold associated to a chosen variable of
measurement corresponding fo a limit of usage of said
30 functionality,

» and at least one method of update of a chosen variable of



- and by nodifying at | east one chosen portion of the source of the
protected software, this nodification being such that, d@6iJaguarfe006
execution of the protected software, the crossings of the various

t hreshol ds are taken into account differently, by -means of the second 30
execution part, and during the usage phblse: 26 January 2006 12 in the
presence of the unit: in the case where the crossing of a first threshold..
is detected, enjoining 5 the protected software not to use the ' -
correspondi ng functi onal iheasayiEnt @espending onrthé age aBaidimetoridiiey,cr ossi ng of
a second threshold is detected, naking ineffective the corresponding
functional ity and/ er andltsasoddiiag goleastorneothgstie pprtvmeef the swieanaf dhe

According to a variant enbogi nt., tgﬁs process. acgardi ng, t %h‘ L nventi on
compri ses: 10 -~ duri MEOEHED pOBMNEEET B FRACHCAiode PRRE uch o) PR s
-enabling to.credit at Leagh Oéﬁh]é Rl sdfivel, | R0 hiildle WRthERLREhY i@
vari abl e of neasurenent W tﬁ at ast one addi’tional usage, constructing

t he expl o tati on neansicalligedaby andang of hthe waédndt exetutminepah depéndingl bn the
refilling nmeans, ~and nodifying the protected software: - by chogsipg in
the source of the prot‘l@éﬁee@y% fupsienalify, and 26 {eagf e dhpsshold cipssing iy akeg
nmeasur enment enabl i ng _t.otol icr%&n[tt'he usage of a functionality and which nust
be able to be credited Wth at’ | east one additional 20 usage, and by

nodi fyi ng at 3 easd defks gRases: ﬂmﬁsé,iiﬁmhc plesencowd tHel v, madinbihi rkgse whierh at hat
during a phase called of refilling, at |east one additional _use%ge of at

| east ‘one funct lesstione yhigshold spessimenepresPanding 4@ it Jeast gpe dimit ofsage denent

can be_ “{¢ dit ed’det%?;tea,) in orqrﬁglgr&ggdattg' epr89&§ﬁg0£ystre§; ok it Mdsor modifying the
functioning of the portion of the protected software, so that the functioning of
the protected software is modified. |
According fo a variant embodiment, the process according to the invention
comprises:
15 - during the protection phase:
e  defining:
—  for at least one variable of measurement, several associated thresholds,
— and different coercion means corresponding to each of said thresholds;
e and modifying the protected software:

20 _ - By choosing in the source of the protected software, at least one chosen
variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the

| functionality, ' | _
- by clioosing at least two thresholds associated to the chosen variable of

25 méasuremcnt, .

e~ and by modifying at least one chosen portion of the source.of the
iarotected software, this modification being such that, during the
‘execution of the protected software, the crossings of -the various
thresholds are taken into account differently, by means of the second
30 : execution part,
-  and duzing the usage phase:



reactualizing at | east one chosen variabl e of measurenent and/or at | east
one associated threshold, so as to allow at |east one addbt/anumay 2088ge of
the functionality. According to a variant enbodi ment, the process
according to the invention 30 conprises: 4 during the protection phase: 26 -
January 2006 13 " defining: - as softwarelZexecution characteristic liable to
be nonitored, a profile of software usage, and as criterion to abide by, at
| east one feature of software execution, 5 and nodifying the protected
software: - by 'Ghoqlsitﬂ@q,re@ng@(;ﬂm@ﬁﬁtexecuti on characteristic to.nonitor at

| east one profile-of software usage, - by choosing at |east one feature of
executi on by which-at ihdlxstasomberedhe sessipg of & fiest direshedd) & datestedabnjomingl 0 -
and by .nodi fying at |east one chosen portion of the source of the = |
protected software, t htﬁ% %faptﬁﬁc%?’i“&ﬁép getnlg s the aErespendingq fipgtonality
..execution of_the protegted software, the second execution part abides by
all the chosen . features”of éxecution, 3 and during the usage phase in the

presence ®f the unit, addnithe tHe WaGe i efolsibd of 8 seddndikRBbROistRdadctedl

| east one feature of execution is not abided by, informng the data
processi ng system of imakipgiinsiTentiii thyicagresnvadingfonstinmahty aid/ethas least onon of .
the protected software, so that the fdun ti oning of the protected software
is nodified. Accordi mfTEE Y OapPIosHte f¥rent, the process according to

the invention 2Qc6QRMY t@aSvarBntefibbdinidi®, MeObBEiss ORcBIARL 0 thdBfveRilioly: 25
30 an instructions set” whose instructions are |iable to be executed in the
uni t, - comprises: : } :
10 > during the protection phase: |
e defining refilling means enabling to credit at least ome software
functionality monitored by a variable of measurement with at least one
additional usage,
s constructing the exploitation means also allowing'thc unit to implement the
15 refilling means,
e and modifying the protected software:

— by choosing in the source of the protected software, at least one chosen
variable of measurement enabling to limit the usage of a functionality
and which must be able to be credited with at least one additional

20 | . ﬁsage, A . -

—  and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage -
of at least one functionality corresponding to a chosen variable 6f
measurement can be credited,

25 -> and during the phase of refilling:

e reactualizing at least one chosen variablé of measurement and/or at least
one éssociated threshold, so as to allow at least one ad&it_ional usage of fhe
functionality.

According 10 a variant embodiment, the process according to the invention
30 comprises: '

> . during the protection phase:



a set of instructions commands for said instructions set, said
instructions comands being |iable to be executed in theZ@dararp2odessi ng
systemand to trigger in the unit the execution of the instructions, as
profil e of usage, the chaining of the instructions, as feature of
execution, an expected chaining for the Bxecution of the instructions, 26
January 2006 14 as .detection means, neans enabling to detect that the
chaining of the instructions does not correspond to the expected one, and
as coercion neaws, defdfis: enabling to informthe data processing system
and/or to nodify the functioning of the portion of protected software when
the chai ning of the i mstefiwvaesnecutionshawctesishie liable ke be sonifaredeg peaftlegf one,
constructing the exploitation neans al so enabling the unit to execute the
instructions of the i ASHVHEMHYs set, the execution. of said instructions

bei .triggered by t ] _ HeAenss : the
_being triggered by %g%’%&géﬁgb%ddb”dél?ﬁ a@@éaet&{e%mmoﬁme%c@%% e.

instructions 10 coma I flyl ng the protected software: y
nmodi fyi ngs at | east apdmodiTpimgihdmbidcrd softwdie source of the protected
software: n by transform ng the el enmentary functions into instructions, r
by specifying the ehaibyichgodiyg ssteofiwaneiexecabipn sharacteagtin toguegnitoppt lepsiene
instructions during theit. execution in the unit, n and by transform ng the
el enentary comands i ﬂ%ﬁl{srﬁ’iﬁ? FP Y commands corresponding to the

instructions used, 3 %Jgdc D %t 18Rt YRAIRMRASE exdditibl byPwARAM et chBe
unit, in the case wher |Hté,H'|Elg1~§ 20 detect e%l t hat e)t(he chai'ni ng of ?he

i nstructions execut ed chasanheofileiof uskpesnnsitabiler r espond to t he expected one,

inform ng the data processing systemof it and/or nndifyi t he
functi onﬂhg of theporaafdy quﬁ@gp?‘toleéétt 8pe SHPSCRahwton ttﬁ‘gtm“‘i"ﬁé’f the

Luncty i of b P GUSGLE T o) o0 Wik o e e
’ execution of the protected software, the second execution part abides
by all the chosen feétures of execution,
2> and during the usage phase in the presence of the unit, and in the case where it is .
15 | detected that at least one feature of execution is not abided by, informing the
- data processing system of it and/or modifying the functioning of the portion of
the protected software, so that the functioning of the protected software is
modified. '
ACcording to a variant embodiment, the process according to the invention
20 comprises: | A ' '
> during the protection phase:
e defining: o
_  an instructions set whose instructions are liable to be executed in the
unit,

25 ~ a set of instructions commands for said instructions set, said
instructions commands being liable to be “executed in the data
processing system and to trigger in the unit the execution of the
instructiohé, |

—  as profile of usage, the chaining of the instructions,

30 —  as feature of execution, an expected chaining for the execution of the

instructions,




25 conprises: during the protection phase: defining: as instructions set,
an instructions set whose at |east sone instructions wo2kJanuahy 2&1§ st er s
and use at |east one operand with the intention of 30 returning a result,
for at |least sone of the instructions working with registers: 26 January
2006 15 > a part defining the functiOnaJ?1y of the instruction,. and a part
defining the expected chaining for the execution of the instructions and
including bits fields corresponding to: O an identification field of the
instruction, O and fas derectionopesanahaahs tehablinpstordetdct deat theachdimgg fof ¢hed, *
and an expected identification field of the operand, for each register

bel ongi ng to the expl distretions depnpet corgsPREHOLC expected 88%.uct i ons set, a

ted identificati field.in which i .omat i cal | norized. th
Pdont 111 cat i on of The “heat CHSPPUREH By Iy EATHAE 1 STOPALE TR PREGUAL | n

..said register, as - det gl ANnARANS  mP&RP Ihé Falitbhlhe StUht NRriidie of PRI PN Of

an instruction, for each operand, when the flag field i'nposes it, to check
the equalsity of the geoftwatechdndbatchfingeg ohthefihghudtions dees pohdomespbod the 15
regi ster used by said operand, and the expected identification field of the
origin of said operan@#”ﬂmﬁﬁﬁdﬁgﬁcoercion means, neans enabling to nodify

(e tesul ¢ o 14° cLRBEHS! haT5ardu hBER Ol URSHGH BRI | ©
to the 20 inventi omseQominsaFshe thsthuctions dchethpendontion of ssiidagructiontebding Ng: -
as a triggering conmand, an el ementary command or an instruction command,
25 - as a dependentrigagrrsthyche exgrubios it dta prorsssingsysienh of thesinptationn
: 10~ commands,
e and modifying the protected software:
— by modifying at least one chosen portion of the source of the protected
software:
» by transforming the elementary functions into instructions, -
15 - » - by specifying the _chailﬁng by which must abide at least some of
' the instructions during their execution in the unit,
» and in transforming the elementary commands into instructions
commands corresponding to the insﬁcﬁons used,
- and during the usage phase, in the presence of the unit, in the case where it is
20 detected that the chaining of the instructions exccuted in the unit does not
correspond to the expected one, informing the data processing system of it
and/or modifying the functioning of the portion of the protected software, so that
" the functioning of the protected software is modified.
According to a variant embodiment, the process according to the. inveﬁtion
25 comprises: |
.= during the protection phase:
e  defining:
— as instructions sef, an instructions set whose at least some instructions
worik with registers and use at least one operand with the intention of

30 : returning a result,

=~ for at least some of the instructions working with registers:




as an order, at |east one argunent for a triggering command, correspondi ng
at least in part to the information transmtted by the daédanyarnp2@d6si ng
systemto the unit, so as to trigger the execution of the corresponding
dependent function, 30 a nethod of renam ng of the orders enabling to
rename the orders so as to obtain triggéring conmands with renaned orders,
26 January 2006 16 and restoring neans designed to be used in the unit
during the usage phase, and enabling to restore the dependent function to

execute, from the repamggafiddfhing thORSLioGlityief 0% MstiutAén,on means enabl i ng
the unit to also inplenent the restoring neans, and nodifying the

protected software: -»>byashegsitigiinmetthe espentetechaining forghe exequsignvéthenar e,
triggering commuands, - by, nodifyi t .l east .one.chosen,portion of the -
source of the protected * BPFWHﬁémg%Kﬁgﬂgﬁﬁﬁﬁﬁ%ﬁﬁchﬁ%PEdl ¥he chosen

~.triggering.commands, so sas tqiconeeal khe jedentidyveqef, the corresponding

dependent functions, - and by producing: n the first object part of the
protecteg software, saidofiraal ieiajagk bp@and of iriimgrastiedt t hat during the
execution of .the protected software, the triggering comands wi th renaned
orders are executed, n and the sapheldobj ect part of the protected software

contai ning the exploitation nmeans al so i npl ting st.ori ng neans,
said second object part bei'ng %ﬂ&?eﬁﬂﬁ?tgggﬁggﬁcaﬁ‘ﬁﬂﬁg‘f?{)&?ﬁgeﬁﬁ and
during the execution : . SOfL el BRioh AR s L dAsel B6 the
dependent functions mﬁggégg§é%§%fgﬁgﬁ%ﬁ€;§gge?ﬂ%$%§m?he&%ﬁrstQEexggEFfon

part ‘i s restored by nagfactidnst ket,sac gruenital uidentifiqasivh, fiekhdint hehidkpéndent

functions are executed by means of the secon&u_ executi_on pf;\rt,_ 4 and
during tlRe usage phasautopsticylly mprangfizede thee idpntifigaliqn,iof e glagh drstctien o

tri g_ge_r Ing command W {f;ch has returned its resulf in said register,
| — ~ as detection means, means enabling, during the execution of an
instruction, for each operand, when the flag field imposes it, to check -
the equality of the generated identification field corresponding to the
15 ‘ ~ register used by said operand, and the expected identification field of
the origin of said operand,
—~ and as coercion means, means enabling to modify the result of the
instructions, if at least one of the checked equalities 1s false.
According to another preferred embodiment, the process according to the
-20  invention comiarises: | |
> durmg the protection phase:
e defining: |
— as a triggering command, an elementary command or an instruction
| _ (;onnnand, -
25 - as a dependent function, an elementary function or an instruction,
- — as an order, at least onec argument for a triggering command,
corresponding at least in part to the information transmitted by the data -
~ processing System to the unit, so as to trigger the execution of the
corfespondjng dependent function,
30 —  a method of renaming of the orders enabling to rename the orders so as

' to obtain triggering commands with renamed orders,



renamed order, contained in a portion of the first -execution part inposes
it, restoring in the unit, the identity of the correspobdiagadepdident
function and executing it, so that said portion is executed correctly and
that, consequently, the protected software is conpletely functional, 30
~and in the absence of the unit, in spitel®f the request by a portion of the
first execution part, to trigger t he execution of a, dependent function in
the unit, 26 January 2006 17 not being able to fulfill said request

correctly, so that._at sh@ashorfitd el ddsiihel Fo HeQlse@ Xe il @il EinEhag@nd
that, consequently, the protected software is not conpletely functional.

- - Accor di ng to a vari @haseeambmabhngto testorp e depondent dvaiitiog to oxachits, frovent i on
conprises: . defining for ﬁﬁgSt one dependent function, a famly of
dependent functions é]i‘egt?f“?‘f‘ gk y equr val ent, but triggered by

~triggering. commnd%ns gﬁ%gﬁéﬂﬁﬂmo dehs eﬁét?hr%' (EJ:%?PEO aﬂHGﬁﬁSEe;/ﬁ af the

protection phase: yl ng e protecte tware: 00Si ng,
in the saurce of thatqiniBened software at |east one triggering command

with renamed order, - and by nodifying at | east one chosen portion of the
source of the pr oaed;n@difﬁmgttmr@t@}edﬁem ‘ng at |east the renamed order

of one chosen triggering command th rena or der anot r.enamed
order, triggering a dé¥eRMRANg ﬂl‘r‘uc of”8fc t "Ir’?%é rPEOthﬁ%‘MV RE%OEWF@“&O a
variant enbodiment, thg.ppaess according to the invention conprises: -
during the prot ectr on phase, defining, for at |east one dependent function,
a fam ly. of al gori thmbyahédifiéngianaist ohe dhpeendentior ofitht sanse of thbprotected

concatenating a field of noise to fhe infglorrraétho defining the fupctional
“part of the dependent sPliwate Ryfeprmgdhs PricTT oL the chnsee ngeeting commands; 5py t he

et on b1 el b d ok et e chignsuaneaadaia et on
according to the i nvemhﬂ@»@pr@hwﬁfgt ses
> the first object part of the protected software, said first object part
being such that during the execution of the protected software, the
- 15 triggering commands with renamed orders are executed,
> and the second object part of the protected software containing the
exploitation means also implementing the restoring means, said
second object part being such that, after upload to the unit and |
during the execution of the protected software, the identity of the
20 . o dependent functions whose execution is triggered by the first
‘execution part is restored by means of the second execution part,
and the dependent functions are executed by means of the second.
, execution part,-
! <> and during the usage phase:
25 e in the presence of the unit and each time a triggering: command with
| renamed order, contained in a portion of the first execution part imposes it,
restoring in the umit, the identity of the corresponding dependent function
and executing if, so that said portion is executed comrectly and that,
conscquently, the protected software is completely functional,
30 - e and in the absence of the unit, in spite of the request by a portion of the first

‘execution part, to trigger the execution of a dependent function in the unit, .



|

-> during the protection phase: 30 defining: - as nethod of renam ng of
the orders, a ciphering nethod to cipher.the orders, - & dam@rydQ6oring
means, neans inplenenting a deci phering nethod to 26 January 2006 18

deci pher the renaned orders and thus resafre‘the irdentity of the 10
dependent functions to execute in the uniit. According to another preferred
enbodi nent, the process according to the invention conprises: -3 during
the protection phase: nodifying the protected software: - by choosing, in
the source of the pwbbesgebiedofililsaid reguéstasmectpicso thatrdileasiosaad portiamah
carried out in at |east one chosen orithmc rqcessj ng, -.by nodifying
at | east one choseﬁ‘%SﬁCiuffﬁ ot eara)g'f‘&é’of}?e‘i“ﬁ&g’p 158‘?8%‘1 S@%‘f"g\'ﬁdﬁ 8ot his
nodi fi cation bei ng: : riing the execution of the protected ,
software, ‘the functc?g%%@??hoc H%E%l' | east one chosen conditional branch:is

—-executed, - by meansofling ke asecnt embedithdnm) thza ploceds nactbdingnid the irvedtidyy

producing: 15 r the first object part of the protected software, said first
obj ect patt cey@pmggssuch that during the execution of the protect ed.
software, the, f ncthl%na(l)ti E%o of 8. | east one chosen conditional branch is
executed in th&VHHF O HFOSH " h&>%Second obj ect part of the protected ,

software, said SeCQpfning0rbhetasPaint BSHeidcstUinclitnt a ARIBT ofRicpasliche t he

unit and during the execution of the protected software, appears the
second execution fandtiony aigosfteniodllyvbquiialenie bitunggéroh by trigeeohg somheads one
chosen conditi ona[wl?()rsg?é:ngrllie £ G%chrte%glffefe-ﬁt’and during the usage p_hase:
- 10 - o and modifying the protected software:
— by choosing, in the source of the protected software at ledst one
triggering command wﬁh renamed order,
— and by modifying at least one chosen portion of the source of the
protected software by replacing at least the renamed order of one
15 - chosen triggering command with renamed order, with another renamed
order, triggering a dependent function of the same family.
According to a variant embodiment, the process according to the invention
comprises: ‘
> during the protection phase, defining, for at least one dependent function, a
20 family of algorithmically equivalent dependent functions: '
— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit, * -
— or by using the identification field of the instruction and the expected |
identification fields of the operands. | |
25 -~ According to a vanant embodiment, the prbcess according to the invention
comprises: |
| —} during the protection phase:
| e  defining:
— as method of renaming of the orders, a ciphering method to cipher the

30 orders,

— and as restoring means, means implementing a deciphering method to




25 in the presence of the unit and each tine a portion of the first
execution part inposes it, executing the functionality &6 Jaruangget one
conditional branch in the unit, so that said portion is executed correctly
and that, consequently, the protected sofl% ware is conpletely functional,
and in the absence of the unit and in spite of the request by a portion-of-
the 30 first execution part to execute the functionality of. a conditional
branch in the unit, not being able to fulfill said request correctI%/, o

so
that at |east said 26 deipher }heooasued pulery end jthusaestergethgt wigntor pBdhd y and
‘that consequently, the, profected. software is, not. conpletely functional.
According to a vari antdeg?‘m%afi%f@%i‘ ,n_st?lg’(?ﬁ”g%lélzge‘%f:ordi ng to the invention'
conpri ses, duri ng.bf goﬁ:@taiﬁﬂlbprbr%ﬁé@’etﬁthn&Ln%é ocFé%Qta%E&ﬁﬂlgs@Jttﬁ\@ref S
- by choosing, in the source of the protected software, at |east” one series.
-.0f “ chosen  comgichiienedmprisasiches, - by nodifyi ng at | east one chosen portion

of the source_of the protected, software, this nodification being such that
during the execdurngthsmretseionhdsect ed software, the overall functionality

of at least one chqgsepn.10 serj 0. ndi.ti onal branches is executed, by
means of the sec‘ondmdg%%@lggrn&%ﬁ?c{foqﬁ‘r’\arf}'he unit, - and by producing: the

first object part af tge RIRIBCHEAnS AbivR! 8F tiRapideidds lofRPiBC bt Ikt ondei NY
such that during the execution of the protected software, the 15 '

functionality of at | easditiond braskercasaed eyt g atolnalitt ¢ren shossnaslghrthmic s
executed in the unit, and.the second object part of the protected
software, said second PIBBf#E% part being such that, after upload to the

unit andjgluring the eaﬁﬁeaimﬂg Qe‘mm%nerc%@ea}?%ﬁmoéﬁ E&xrc@QPﬁé&a?o&&@d

second execution 20 part by ‘neans of which the overall functionality of at
| east one chosen ser ise§wafe, ¢ids diddificatlontiearpciuels thas devieg theatkeciitim ¢fitheess

according to the invention thus enahles to protect usage. of a software by
using a menorizing uniHrf’V?ﬁ‘ie i E’?eﬂ?csg’f‘ﬁ'éo‘@hgr%f@tté‘?aﬁg ﬁ‘ecdlﬂs_e‘&ﬁﬂ‘? ??ﬂaﬁg a -
Phe 25 sof tware a1 omprtRg £ R o o o Bl e 8 Lo
recreate the part — and by producing: ' :
15 B ~ > - the first object part of the protected software, said first object part
~ being such that during the execution of the protected software, the
functionality of at ieast one chosen conditional branch is executed
in the unit, | |
» and the second object part of the protected software, said second
20 ) " object part being such that, after upload to the unit and during the
' execution of the protected software, appears the second execution
part by means of which the functionality -.of at least one chosen
conditional branch is executed, |
-> and during the usage phase: | _
25 * in the presence of the unit and each time a portion of the first execution part
imposes it, executing the functionality of at least one conditional branch in
the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely functional,
» and in the absence of the unit and in spite of the request by a portion of the
30 - first execution part to execute the fuﬁctionality of a conditional branch in

the unit, not being able to fulfill said request correctly, so that at least said




of the software contained in the nmenorizing unit during the execution, or
el se said derived version of the software will not be c8fgpesasyg006
functional. Various other characteristics energe fromthe description nade
below in reference to the appended di agwanms whi ch show, as non-limting .
exanpl es, 30 enbodi nents and inpl enentations of the subject of the
invention. .Figures -10 and 11 are functional bl ocks diagrans illustrating
the various 26 January 2006 20 represent Elti ons .of a softvvare res%gc idvely
not protected and PWPBCSeMPIHFXCAEd Rty and, that congeqnentyy fhe piplected — °
| nvention. Fi guresso%ﬂﬂz{tgié%ﬁ)tic!)ﬁ ﬁﬁerl?hﬁlcﬁ§n£?(a”pl es, various embodi nents of
an apparatus inplenenting the grocess I'n accordance with the invention. 5
Figures 30 and Adcciagfungtvagiigt etabedik@nyi thyrmosessraktodingxfl thei inveition _
general principle of the process in accordance with the invention. Figures
~40 to 43 ar ecatiprgenmpring theqretsetiongphane meditarg the prefeefed saftWattor ding to the

invention inplenenting the principle of protecti by. vari abl e. Figures 50
to 54 are di agransTil gﬂ§F?‘§?‘?5’|¢“i egoﬂlfc&dgéﬁ? ng%?eglcsg?gaé%cag?e&%?et%nﬁe 10
i nvention inplenmentingstfiQ-REbitkidlEbRhchOt ection by tenporal _

di ssoci ation. Figures 60 to 64 are diagrans illustrating the protection

process accordi ng to bhenddifyiy dtdeast opd elmesen ipogicnhd the sowregpbdthe prgjeasedct i on

by el enmentary functions, Figures 70.tqQ 74 are diagrans i]lustratin he
prot ection -process acé%ﬁ‘él?ﬁgﬂ‘ﬂ%mpﬁéica'il?ﬁéﬁ‘tngéﬂ&} ﬁ%F g‘r‘r‘%‘?ﬁ h?ge"?‘ﬂgmﬂrq%ﬁf}?pl e

of protection by det egﬁt‘g&e@@gﬁ%&g Qﬁ@%ve%ﬁ ﬁjngﬂ&g%itﬁg,ftaq Rt kg ans.

illustrating the prot ron proces$ according to the invention Inplenenting -
the prinm pl e of prot e&idsosf byndidmaiibhanchBs s erscubl, thy S2arer of theagrcand :
illustrating the protection process according to the invention

i npl ementing the pri n@F?ﬂ“@OBPa‘ﬁf‘Bt%Wﬁn by conditional branch. Figure 100

is a diagramill ust ra%&lgyt poedugM'f erent phases of inplenentation of 20 the

subj ect of the invention. |gureg110 illustrates an enbodi mnent of a system

al | owi ng the inpl enentat ithe firfobjdsepar0 b6 theymbicoted sbhgarep faill Hzstmbidcepadt on -
phase in accordance with the invention. Figure 120 j|lustrates an

enbodi ment of a pre- cust dingatuch that dnpmg dsgexequiionotths PEEsteHh soffradhe
SOCOTUSTEP i 1 L0 | e 16 b0 b shacd eyt of o
protection phase in accorislaneated ihhd Jet,i nventi on. . _
| » and the second object part of the protected software, said second
object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution
20 ~ part by means of which the overall functionality of-at least one
o chosen series of conditional branches is executed.
- The process according to the invention thus enables to protect usage of a
~ software Ey using a memorizing unit which presents the characteristic of containing a
pélrt of the software being executed. It follows that any derived version of the
25 . software attempting to work without the memorizing unit imposes to recreate the part
- of the software contained. in the memorizing unit during the exg_cution, or else said
derived version of the software will not be completely functional.
~ “Various other characteristics -emerge from thé description made below in
.referenée to the appended diagrams which show, as non-limiting. examples,
30 embodiments and implementations of the subject of the invention. |

Figures 10 and 11 are functional biocks diagrams illustrating the various-




Figure 140 illustrates an enbodi nent of a systemallow ng the
i npl ementation of the protection process. according to thg6 daruent 209 Figure
150 illustrates an enbodi nent of a custom zation unit used in the 30
protection process in accordance with t invention. In the rest of. the
description, .the followng definitions wll be used: 26 January 2006 21
processi ng system 3, to store the data and to restore it upon request of
the data processing system 3. A nenorijzing unit unit. able-to accept

dat a pr ovi de’éPPEf‘ySe‘éaféfﬁ’@é’ amofatE 5PRCHERY gt ByEdtd and groaecgeﬁshyefmﬁmcessc 0
execute a progaram @ﬂg{hgqg\gﬁt&g and nenorizing unit is a unit able: 10
e

to accept dal’a prov a processing system3, to return data to

the data proces Fig['iﬂe§ yots maliugtﬁtéwéﬁnﬁiﬂ&@ watioh€ ambodiaidnlsyofl 4h SeREALs and
to retain at least a part of said data even if the unit is switched off,

—and to carrylru;nlemamtg@thcpmcesspn@@@g@nng“bﬁhfha!@en@mt or all of the result

ani 1 ?ﬁp{emtﬁw&%e@ap@éi GPaforts dRemn TR R bt oAl « o0
I's a unit ﬁ&v\ﬂg%ﬁﬂﬁ?r &@hﬁd&&%&%ﬂ&%ﬁﬁﬁetﬁﬁﬁor ding to 15 the

I nventi on, n receive data transformng it into a unit 6. A

bl ank uni t 60 c Bigyres4l tl 43 de dingeanss illostratigde progedtion peocestdccondingg todhe
software protected by the process ]ﬁcorm ng .to.the invention and becone

agai n af t er WentionEiplgrasnting thy RENCIRIR Of PEBSCURNBY 28 Poni zed unit 66 is a
o SnLL 00, gl 55y BB ESu e AR Ry S
i nf or matin infemtid iniplerticritingGhe pmin@lp o€ protedtionityacinpodat diS€ociationr esponds t o
a transfer of | %‘ig%rrgttﬂll ?onﬁti[ E(l)Ietd?a?gra?’IllSal?lll(lStlil’gtllI}.g tgg p?cfteéugg prr)cr:ce&:ss2 a?ccordmg to the .
invention implementing the principle of protection by elementary functions.
Figures 70 to 74 are diagrams illustrating the protection process according to the
- invention implementing the principle of protection by detection and coercion.
15 - Figures 80 fo 85 are diagrams illustrating the protection process according to the
invention implementing the principle of protection by renaming. -
Figures 90 to 92 are diagrams illustrating the protection process according to the
~ invention implementing the principle of protection by conditional branch.
Figure 100 is a diagram illustrating the different phases of implementation of
20  the subject of the invention.
.Fignre 110 illustrates an embodiment of a system allowing the implementation
of the cor_xstrucﬁon stage of the protection phase in accordance with the in\.fenﬁon,
Figure 120 illustrates an embodiment of a pre—custoinizaﬁon unit used in the
. protection process in accordance with the invention. '
.25 - Figure 130 illustrates an embodiment of a system allowing the implementation.
o of the tools making stage of the prdtection phase in accordance with the invention.
Figure 140 illustrates an embodiment of a system allowing the implementation
| rc.)f the protection process according to the invention.
| . Figure 150 iftustrates an embodiment of a custoization unit used ini the
30 prbtection process in accordance with the invention. |

In the rest of the description, the foltowing definitions will be used:



|

custom zed unit 66, and to a storage of said transferred_informati on. The
transfer can possibly include a change of the informati oR® 8y 20065

vari able, a function or data contained in the data processing system3 wll .
be indicated by an uppercase letter, while a“varidble, a function of data .
contained in the unit 6 will be indicated by a | owercase letter. A
"protected software”, is a software -which has been protected by at |east
30 one of the principles of protection inplenented by the process in-
accordance W t het h@ datyvgmiotdseing siienl dnig arsyst2iibhletd exEcutda pragrmar abl e ,
software"”, is a software which has not been protected by any principle of
protection i npl tredt EPUBFzinge upt o8 es Siith 2htec 6 @serpb dafa provided biivardaton. | n
ner.abl e sof.f ware an '

th wh diff tiati t d "
pr ot oct e Sof Lvar cPRECHIE PHEBr D PR HRPrAR I EIRE de P TR Of fhe

-sof twar e has-—vari-Olg, haRE&IRNRERPNS depending on the instant consider.ed

inits life cycle: - sour ce representation, - - an object representation,
- a distisibution, A mbcasifdyadinenoeiaingsenit Btawiit.ableA source representation
of a software is understood as a representation which after transformation

results-in an object tepceridatapuded hyaglatxprocessipeexderndsi on can of fer
different levels, froma corh%t%%??el %?t;st ract level o 15 a |level executable
e

directly by a dat a_prf)%’é\eggfl Pmﬁefﬁn&Sﬁ@ g and 20 nmenori zi ng

unit. An object represaBiaddon 18hst Pathf fVQkfet GAd (ERRNIS1hS PodrfYBaidT
representation which after transfer 'to a distribution and upload to a data

processi ng. system or dapryeesshampitisdwitbod offi ng unit, can be executed. "It |
can be, for Jinstance, a binary_code, an interpreted code, etc. A
Y K

distribdfion is a phyaPdi casw i aleesthminRroressEs R RytoRel sbfhsgesult

‘being §écret.
s A unit 76 1s a memoriiing unit or a processing and memorizing umt
implementiﬁg the process according to the \invention.
e A blank unit 60 is a unit which does not implemeni: the process according to
15 ~ the invention, but which can reéeive data transforming it into a unit 6.
e A blank unit 60 can possibly become a unit 6 during the execution of a
software protected by the process according to the invention and beéome
again after the execution, a blank unit 60.
e A pre_—customiz_ed unit 66 is a blank unit 60 which has received part of data
20 - - enabling it, after receptién of supplementary data, to be transformed into a.
|  unité.
e The uijload of information to a blank unit 60 or a pre-cuétOnﬁzed unit 66
corresponds to a transfer of information to the blank unit 60 or the pfcn
" customized unit 66, and to a storage of said transferred information. The
25 ' ©transfer can possibly include a change of the information fqrmat.
e A variable, a function or data contained in the data processing systém 3 will
‘be indicated by an. uppercase letter, while a variable, a function or data
' contained in the unit 6 will be indicated bya lbwercase letter.
e A "protected software", is a software which haé been protectéd by at least
30 - one of the prmciples of protection implemented by the process in

accordance with the invention.



representation, said distribution having to be put at the user's disposal
to enable themto use the software. A dynanic represent&fdmsancéi¥esponds
to the execution of the software from 25 its distribution. A-portion of a
software corresponds to sonme part of the oftware and can, for instance
correspond, to one or several consecuti v% or not instructions, and/or one
or several consecutive or not functional blocks, and/or one or several
functions, and/or one or several subprograns, and/ or one or several 30
modul es. A por t ieon fofvuinsdile waltearcyris also8warr whish diasinot eealprotofted by elny

sof tware. 26 January. 2010 3 F| ures 10 ag% 11 illustrate the vari

represent ati ons r edHECP ppleenies by be QRS ImrcrHlapei W, r‘i]é‘?al
sense, and of a pretreGh softvvare 2p protected according to the process in
accordance wi'th the Invention. Figure 10 illustrates various '

—r-epresent ati-ons-«of navht RALAWIR:S diffstaithition barpaal nmnelublengaﬂwa&elanﬁea
cycle: The vulnerable software 2v can thus appear under any of the

f ol I owi ngd r epr esentptbaedsoftvarg st émpepamsia tam ‘Gaftaare” iggsedn obj ect
representation 2vo, di stribution 2vd. Said distributjon n hav

comonly the fom dof ‘%twaﬁﬁ Tafougi RPN drRsirding QY ﬁ“{fmﬁ @Bﬁ%ﬂ"%r the
formof files distnjpufigdJfrough a network (GSM Internet, etc.), or
dynani c represent atl on 2veé corresponding to the execution of the

vul ner abl e sof t war e- 2\a sonrce represenpationessi ng system 3 of any known type,
which classically includes, at |east one processor 4. 15 Figure 11
illustrates various réﬁﬁ@ﬁ?ﬁf@?‘?séﬁéﬁ@ﬁa a protected software 2p appearing

during I%‘f li.fe cycle. h(Fl Lot ect ed software 2p can thus-appear under any .
of the follow ng repr@sdé 3 POhs: 20 a source representation 2ps incl udi ng

a fiirst source part i fanEesmioep debntati @ pr ocessi ng system 3 and .
possn 'bly, .a second source part |ntended for the wunit 6, part of said

source parts came c@msomby rbpresantatminned ai sofivowerih understood as a representation
whlch after transformation, results in an object representation. A source -
representation can offer different levels, from a conceptual abstract level to
15 -. a level executable &irectly by a data processing system or a processing and-
memorizing unit. -

e " An object representation of a sofiware comresponds to a level of
representation which after transfer to a distribution and upload to a data
processmg system or a processmg and memorizing unit, can be executed. It

20 . can be for instance, a binary code an inferpreted code, etc.
- e A distribution is a physical or virtual support _containing the object .
- ~ Tepresentation, said distribution having to be put at the user’s disposal to .
enable them to use the soﬂware ' |
s A dynamic representation corresponds to the execution of the software ﬁom o
25 - © its distribution. _
. 'A pOI’thl‘l of a software. corresponds to some part of the software and can,
for instance correéspond, to one or several consecutive or not mstructlons, '
- and/or one or several consecutive or not functional blocks, and/or one or
-several ﬁmctions; and/or one or several subprograms, and/or one or several
30 modules. A portion of a software can also correspond’ to all of said

software.




files, ~an object representation 2po including a first object part 2pos

i ntended for the data processing system 3 and possibly, &86dae&id2e0 ect
part 2pou intended for the unit 6, 25 a distribution 2pd i.ncluding: a
first distribution part 2pds containing %she first ‘object part 2pos, sard "~
first distribution part 2pds being intended for the data processing system
-3 and which can commonly have the form of a physical distribution nmedium
such as-a COROM or the formof files distributed 30 through a network -
(GSM I nternet, Figurey 10ap0d ol Is déushrated ther vatiensi epreseniationsd cespestively ofi@ f orm
26 January 2006 24 of .at |east,one bl,ank uni 0, > or, of at | east one
pre- cust oni zSYRGAPIE SEEWRLS %}’lncthegmbeé?ltse?ﬁe’ ﬁiopasg?%%g"d&?f%"@fe Protesishy has
been upl oadeg:angnd & th¥BidebsstilGcdbi@ince hath hQidveRiGh the custoni zation by
upl oadi ng suppl enentary data 5 so as to obtain a unit 6, said supplenentary
~-dat a bei ng--obt.aFiguole 16 dtlustri¢samvagoushyemtensntationk tdfr auglinaabiet sefrvare 2vor of
at least one unit 6 _to which the second obf' ect part 2pou has been

upl oaded,® ofPPsaESAWINE itelitocyels: The vHnophlesgitwatbhealus epnercinsieranyt i on
of the 10 p . re. 2p. . Said dynam c representation 2pe includes
a first exeéﬁ%’?gﬁggélﬁgi%\é%gﬁtﬁﬁﬁ% is executed in the data processing
system 3 and am SqGende 63¢hiafiBn PRt - 2peu which is executed in the unit
6. In the case where the differentiation between the different . '
repr esent at i ons®of atbbjecireptesentattbre2sfof ware 2p i s not inportant, the .
expressions first part of .th rotected.. 15 software and second part of the
prot ect ed sof t war e?s éan%“B%“%@’Ed%a‘ﬁné‘smt@ﬂe‘i%alﬁvﬁﬁoﬁm?wg foemaofa
accordi ngy £ 0 the | By@RLh OfiskiBufGs hARIGCath! & o OPROMAG tad FREPIEHA T ON
of figure 11, uses”an apparatus 1p i1ncluding a data processing system 3

i nked up by a | i nMKiskibuedathumigh atnetWinde (36N, Jotenoatsete. g system-3 is of any
type and includes, classically, at |east one processor 4. The data

processi ng 20 systeh%dWBefeareéﬁﬁﬂiﬂneFV%@HéSPﬁ&Wg foothe; executiere of dhe

vari.ous nachi nes, q,ﬁm '! tid 240 i )L LS i .0t he
general sense. The |1 ﬁﬁd%ge Sccfam Ee rve% |£ﬂzag 89{;;%9&%@%::103 0¥%%&§n Itype’
: ' which classically includes, at least one processor 4. : '

15 - Figure 11 illustrates various representations of a protected software 2p
i appearing during its life cycle. The protected software 2p can thus appear undér any
of the following representations:
| * a source representation 2ps including a first source part intended for the
data processing system 3 and possibly, a secoﬁd source part intended for the -
- 20 . unit 6, part of said source parts can commonly be contained in common
files, |
¢  an object representation 2po including a first object part 2pos intended for'
“the data processing system 3 and possibly, a second object part beu
'ﬁitcndt_sd for the unit 6, 77 -
| 25  adistribution 2pd including: _
| = afirst distribution part 2pds containing the first object part Zpog,: said -
-~ first distribution part 2pds being intended for the data processing
system 3 and which can commonly have the form of a physical
djsttibuﬁon medium such as a CDROM or the form of files distributed
30 * through a network (GSM, Tnternet, etc.), |
‘— and a second distribution part 2pdu having fhe form:




possi bl e way, such as for instance a serial link, a USB bus, a radio |link,
an optical link, a network link or a direct electric codfdsniasn20@s a
circuit of data processing system3, etc. It should be observed that the
unit 6 can possibly be physically located inside the 25 sane integrated
circuit than the processor 4 of the data?ﬁrocessing system3. In this
case, the unit 6 can be considered as a co-processor in relation to the
processor 4 of the data processing system3 and the link 5 is internal to
the integrated circuit» Fotpidest@® tlak2@nshhw in an illustrative and _
non-limting manner, various, enbodi nents of the apparatus . 1lp allow ng the
i npl'enent ati on of the profeef tol§asseng Ye«stony Eé@ﬁ%@“ﬁﬁtﬁpﬁﬁéf‘he

invention. In the enbodi R t- i 1., - t ion
apparatus 1p incl udes, 22!3 %é%%lé%a?r@%f‘gﬂl g%s Baeg}élgﬁlgg%rdoatggggfﬁg"%&é? &' 3,
~conmputer and,.as.a unit OhastioCiMish €Rristorandiibd By uploh@ink aGEpI8mEIATP BhtY
called card reader. The conputer 3 is lirnked up to the unit 6 by "a link 5.
During th® execution of t$eapkoeiieingdunibi@, waidesupplementery dats bemgadtdinal; part
2pes which is executed in.the, conputer angd the second execution part 2peu
which 5 is executed. in tﬁ’é“@?ﬂnﬁg@gﬁﬁ’“ﬁrﬁ%‘g&ﬁr‘?@iaﬂe ?rgce 8, must both be
functional’.so that the, pgobeatied: sof bR6Co3Phibts iHeQERIRE Sjdet ' . In
the enmbodinent illustrated in figure 21, tﬁe protection aﬁpa&g{lﬁ@oﬁgﬁgqui ps

a product 9 in the generbdenspitmded,i ncl udi ng various conmponents 10 adapted
to the function(s) assunmed by such a product 9. The g{/ot ection apparat us

| p includes,  on® 10°T ¢ KYOYRE FRRFFECNIBNQN, (ZPepFPEERMIME 19, theepresutippidba i n

the prodygt 9 and, gk a j j at i he ~pr.oduct
9. Sg t ﬁg? the pro ugtte&ggisg correpFE't g%‘/i ?uncl%i'[g%%?e?l%g %&op&e‘%@g% asg Ywar e
2p, nust. be conpl etedeyutfonneiri Zpalwhidlh issexdbutedrig thd deta preRessingOfsthn Bhad
proteécted software 2p, the first execution part 2pes. which is executed in
the data processi ngissgeanskfxgeuiing e psacshghéscasttedin thapnit Speu which 15 is
executed in the i t - f. i I ! [ of re 2
enabl es therefogg%#%ﬁg?g@%ﬁ:@Qggﬂgggﬁéggq%%ggﬁg eﬁﬁ%ﬂ%'gﬁﬁgggggggﬁgfﬁghe P
product 9 or panected sbftwarefl2fned hetniahpdria®s . thexpiessibmnfifst pattCofPthedietecRdcan
be an installation, a system a_ mnachine, a toy, a piece of donestic

appl i ancky, “#otbwansand se¢ond partiof theawpisatedenftwardshall papsad i n figure 22, the
protection appar Maler) Ghiin : - | t of
B ommunt cat on Tl gadr ol tho HleSE SEL B ATHE it iofln Wolacfe R O
| i nked up byte Hymdmib represaftaionk of figare t i, austsiah Apparaniasip tindledingya dagecond

conputer. For the inplenentation of tit;]i i nvention, the .
processing system 3 linked up by a link 5 to a unit 6. The data processing system 3 is

of any type and includes, classically, at least one processor 4. The data processing
20 »systc;lﬁ 3 can be a computer or be part, for instance, of various machines, devices, fixed -
or mobile products, or vehicles in the general sense. The link 5 can be realized in any
possible way, such as for instance a serial link, a USB bus, a radio link, an optical link,
" a network link o a direct electric connection to a circuit of data processing system 3, = .
etc. It shonld Be observed that the unit 6 can ﬁossibly be physically located inside the-
25 same integrated ciﬁ:uit than the processor 4 of the data prdcessi_ng system 3. In this
case, the unit 6 can be considered as a CO-Processor in relation to the processor 4 of the
data processing system 3 and the link 5 is internal to the integrated circuit.
Figures 20 to 22 show in an illustrative and non-limiting manner, various
embodiments rof ‘the apparatus 1p allowing the implementation of the protection
30 - process in accordance with the invention.

In the embodiment illustrated in figure 20, the protection apparatus 1p includes,




second conputer 6 is used as a license server for a protected software. 2p.
During the execution of the protected software 2p, the f2Srlanuasye@0€i on
part 2pes which is 25 executed in the first conmputer 3 and the second,
execution part 2peu which is executed i 5th'e second conputer 6, nmuSt "both~
be functional so that the protected softWware 2p is conpletely functional.
Figure 30 enables to make explicit nore precisely, the protection process
in accordance with the invention. It should be observed that a vul nerable
sof t ware 2y, ad 8 daBOproogssingoyeiemas, depmgputer sadt avla tipitah,| 3/ chip cardJtand its

b "2 pr o ect berbr Sarony o4lid Saed o T eeirp 556is Moo ot lis e &% om 3
i ncl udes t r.a?ﬁnﬁrs. e tﬁgeaelgﬁﬁ&g of fh rog«%ﬁdsidmvallselﬁ,othg "ROSERLutidE 13

being part o e unit "6 enabling to est comuhi cat1 on between t he

~first execut 2 wiach is2peeutadth theeorpumrd axethe séoond patdutidpgert Mleutwitch
protected -software 2p. 5 |t must be considered that the transfer neans 12,

13 are of5 sofstexaswedidihe chipresrdiiand iantprace dmystdognpa fretighalspdhatdheg
and, possibly,  optim.zing, the da 0 nicati on between the data

processi ng séfé’feé’ﬁﬁdfgﬁwar elsﬁﬁfnpieg?ly‘éﬂ% ?lgnsfer means 12, 13 are-adapt ed
to enabl e to happuptenfiRinted iMRAARI i AL 8L ROEER HHpdRitus) SdhipSa

preferably; independent fromthe type of Ii nfg 57used. Said transfer neans
10 12, 13 arprodott Pantthofgendrel sansgeotchuling veripusy eornpanentsnli0 adeptadtto the

frret part ofoeHnGy souala s sudf by, S B AR TdRss: i
execut i of s , [ it ' s b
The T 1 o ox e dfic BEAL SLE 0N IR e, I SO pRAEL I BT TR Y

executi on pahdnd? pamitfcstdoiatak edthdthexgodudtadh $rafitat e Poduct 9 s chmpleedy of
t he description, said conmmands are represented by | orr, TRIG

, - OUT As
i Ilustrated fcHenRplrige protesigd spItwars A TR W@Fﬁe{\y'nﬁwt_l?%- Lot during.
execut!on Pagl GREM of i RORLEE! Sfral PR ARt kOl fard2pACwhilf s

protection neans . case where the unit 6 1s a zing unit,
t he protectiedecoedns tHoAddta pracdssing? OystammSr anglathe sevone arscutibn part 2gea whisk

where the unjt 6 is i%,fgroc'eSSi ng, .and nenorjziaﬂg,‘ t he pr&te tion nmeans 14
i ncl ude fPenolsiexatuteshinfbe Huit b5 esh be duastigal paifpratected spitvamg A guables

P et BB S o Rl e PR SR BT
6 ‘ functionalities. For instance, the product 9 can be an installation, a system, a
“ machine, a toy, a piece of domestic appliauces, a phone, etc.
In the embodiment illustrated in figure 22, the protection apparatus 1p includes
20  several computers, as well as part of a communication network. The data ﬁroces’sing
system 3 is a first computer linked up by a link 5 of ﬁctwork type, to a unit 6
constituted by a second computer. For the implementation of the invention, the
second computer 6 is used as a license server fora protected software 2p. During the
execution of the protected software 2p, the first execution part 2pes which is
25 ‘executed in the first éomputer 3 and the second execution part 2peu.which is
- executed in the second computer 6, must both be functional so that the protected
software 2p is completely functional.
Figure 30 enables to make explicit more precisely, the protection process in
accordance with the invention. It should be observed that a vulnerable software 2v, is
30 considered as being executed totally in a data processing system 3. On the other .

hand, in the case of the implementation of a protected software 2p, the data




or the absence of the unit 6. In actual fact, a unit 6 providing protection
nmeans 14 not 25 adapted to the execution of the second eX@dauadn2y¥rt 2peu
of the protected software 2p is also considered as m ssing, each tinme the
execution of the protected software - 2p is not correct. In other words:
a unit 6 physically present and including protection neans 14 adapted to
the execution of the second execution part 2peu of the protected software

2p, .i's 30 always considered.as present, a unit 6 physically present but
i ncl udi ng prereesssingvysterns includes tragsfaprmedns 23 linked, ap\by2ibe dink75, to dransfor

he' pr of ect GBS EUEREE BB °8 oiHar Aael s prERDA CoRFUIMoRapReen e
correctly; SS &0 Jnll B26ScBRI MREKiIGOPEE Bty of T it 6
physi cal |y %ﬂfég%ﬁg&i}t@ﬁam% consi%ereszd as érsrtlgssll'angﬁﬁg Idr‘fy't ﬁg tlé%‘;&gotgﬁ%éﬁ' _‘

~Uunit 6 is codftwataiz@d by a chip card 7 and its interface 8, the transfer
means 13 are split into tw parts, one being on the interface 8 and the
ot her “~oe bei n§ ®mstthsecensidsreds that the franglsr sneappddi Adrare afhwolatse aedlonf t he

TR, <20 T bR 8 N R, Bl ela T

. In .
8 158 - ¢ he
protecti on nRaRAudifatRnCbdiRber? BeCdih BtReddin@ Behtde 3nNMld aRaRlie6! BAd%aeHRET ON

of the second execution part 2peu of the protected software 2p, so nuch so

t hat the probnewisdd, 3datewlaptedfoicnabloto bavepitamelsydisnosaltd protdeted softwasc2p dance
with the inve

tjon, the protection process, ai at Jnple ting.a principle
of prot ectio\‘iﬂ’ﬁ Il?=éﬁefg§f‘b ’\Pé‘fqpﬁ‘lb‘%élt' o SQP%; ihﬂ% %{E)"\ﬁhggﬁ ‘il“g'%@ér“?qal% l)gt '

in rel alg omd o LEULGSpAP JroméSubjeet 58T thé NAvéntioh SARNAARL h&%&%ﬁ?&? ore
principle of protection by variable, is chosen in the source of the

vul ner abl e sbtively es Zvey @t Wwalhknownby\the iMd) of witi the ficdranigot the prasatedit i on -

of the vul nerabl e soft e 2v, partjially defines its state. By state of a
sof t var e, e I dnsides smimnds cbugipg hrecesutym R Soffyarg 28 ven
monment, nNecgss | _ ien S , SO
That the aboineaogi Gy of sef BTG h MRe® ExEthin A MRS onaBf 160
execut i on ofcosanohisationvisatween theafisbexechbae padi2pese asd thenecpnd txcontiaf pade
source of the vulnerabl e software 2vs contai ni at | east one chosen
vari abl &5 ARl D TEstafclbe AeRutRtion, st CoORIASE recrepteseed by MNe DI or
sof tware 2vsyhpgthen nodified, so as to obtain the source of the protected
software 2ps. This nodification _

As illustrated in figure 31, to allow the implementation of the second execution

part 2peu of the protected software 2p, the unit 6 includes protection means 14. In
the case where the unit 6 is a memorizing unit, the protection means 14 include
20 memorization means 15. In the case where the unit 6 is a processing and memorizing,
o the protection means 14 include memorization means 15 and processing means 16.
For the sé_kc of ‘simplification in the rest of the deécription, it is chpsen té '
consider, during"me éké;::uﬁon of the protected software 2p, the presence of the unit 6
or the absence of the umt 6. Tn actual fact, a unit 6 providing protection means 14 not -
25 adapted to the execution of the second execution part 2peu of the protected software
2p is also considered as ‘I'Iiissing, each fime the execution of the protected'softw;ire
2p is not correct. In other words: '
e aunit6 physiéally present and including protection means 14 adapted to the -
executionrbf thé second execution part 2peu of the protected sofiware 2;5, is
30 always 'considered as present,

»  a.unit 6 physically present but including protection means 14 not adapted,

ere the



25 is such that during the execution of the protected software 2p, at |east
one portion of the first execution part 2pes which is ex2tdaredni 2006he dat a
processi ng system 3, takes into account that at |east one chosen vari able
or at least. one copy of chosen variable _résides in the unit 6. For the
I npl ementati.on of the principle of prot.e%?t lon by variable, the unit-6
I ncl'udes at | east nenorization neans 15. 30 Figure 40 illustrates an
exanpl e of execution of a vulnerable software 2v. In this exanple, during
the execution of the notlallemaiy ¢thesofitashimpRmeantationhef Batsecddd Skenuteonyp2006 28
processi ng system 3, apg/ear: at tine ingtant t1, the assignnent of fhe
data X to the vari ABswol/the prptssied SOFWaEe BY is/gonsidoged as, preserbewhersit Xyprks o
t he assi gnnent of the | ue; of ri riable Y,

g ¥, 441 Rt Yo 30A s by b Offrecll

represented by Y F9°W rnstant 't e assl’gnnent of the

~-val ue. of t‘-hew—.\/r—aﬁj—‘a%&aVlllitK%h&ﬂ@a}:ll%ﬁfskiﬁ@'i@aﬁvayﬁ eprsaseal adnhyingd F- VI. Figure
2 |

41 illustrates an exanple o irst formof inplenentation of the

i nvent i orp f or whi thh cadeewheae itwbinit ¢ Bjodsftuted tylrechipicardd andritstihtesfaexthe e,
during the execution in the data processing,system 3.of .the first _
executi on pafensiidacags 18 ge Bﬁ’lﬁtl%"é‘t‘g'ﬂ’ RASF ﬁ&ﬁggm\é ,On%%l H}?‘Fffﬁ‘}ngaé}ﬁ‘ct © gthef he
unit 6, appegls yeidh ob i ohi DY, folihis HbSifIE Naikn@ S BB ThY cab® BN
triggering tﬁ%eb?"?élﬁéfﬂg%ac%ﬁa t et]d%%tglsx romthé daitla I[1)rocessi n Csy(gmis to
t he vari abl ecotkideledcateqdivalent e theeabeericzadfi the unit &0 &n dheowordseimhietabfencs ai d

transfer command 15 being represented ggy QUT(vl,. X) and corresponding in
the end. to eohthe chirseagd yomd/er ity Herfnge £, Xhe praterdiopdpeans 1d apq not ghcegsy :

nstant 1. RS BRI @ exBull AR RE <6 O b6 bfhe grb@bRACT OF.

t he val.ue of ria residing rn e unl

processi ng. SyBIRERE, HAndch icdthasthib Protédted Softhgre 2pris abl @mpletslyi findtioasisf er 20
comand bei ng represented bt%/[ | N(vt) and corresponding in the end to the

assi gnment of t freacgardaacowvithrtbe yyention. dhe prolestion Process dipisat ymplegienting at j e

the. val ue of PEAES 37 PpP R ol PR Flab ORI R with KB B3hCC,
system 3 so _geqat{{ﬁtas;@hg& 40 tol43.t he variable Z, said transfer 25 comrmand
el ng‘. r e{)sr_ esent %(cj)r Eh% 1Im|\113 c\elrinzantgtrljgn gf(') [:l{ee;i?r?cri]gli«e no% grgtegtri](?n g{r] gra}ia%lé,hig cho_sen m
the source of the vulnerable software 2vs at least one variable which, during the
“execution of the vulnerable software 2v, partially defines its state. By state of a
‘software, must be understood the set of pieces of information, at a given moment,
.- .necessary to the complete execution of said software, so much so that the absence of
20 such a chosen variable prejudices the complete execution of said software. Is also
chosen at least one portion of the source of the vulnerable software 2vs containing at
~ lcast one chosen variable.
N “ . At least one chosen portion of the source of the Q‘ulnerablc: software 2vs 1s then
| "modi'-fied, 50 as to obtain the source of the protected software 2ps. This modification
.25 . is such that during the exec_ution of the protected software 2p, at least one port_ion of
'the'ﬁrst execution part 2pes which is executed in the data processing system 3, takes
.into accdunt that at least one chosen variable or at least one copy of chosen variable
V‘r'eside',s in the unit 6. For the implementation of the principle of protection by
L variable, the unit 6 includes at least memorization means 15.

_3‘0'  Figure 40 illustrates an example of execution of a vulnerable software 2v. In

thls example, during the execution of the vulnerable software 2v in the data




assignnment of the value of the variable vj to the variable Z. 1t should be
observed that during the execution of the protected softgadampy 2606 | east
one variable resides in the unit.6. Thus, when a portion of the first
execution part 2pes of the protected sof,tware 2p inposes it, and in THe "
presence of the unit 6, 30 the value of Said variable residing in the unit
6 is'transferred to the data processing system3 to be used by the first
execution part 2pes of the protected software 2p, so 26 January 2006 29
much so that PESEISUROTYSIEBNS.iaBP@kecut ed correctly and that, consequently, the
protected software 2p is. conpletely function Fi,qure 42 ,illustrates an
exanpl e of a seCond® &P GHahr SHEASSEEH foatjtﬂ'@ ﬁ%@eﬁt“’oﬂlﬁf SETRE cYa
copy. of the vari a%@eé&%& 1i(ﬂ}ghe unit 6. In this exanple, 5 during the
execution in the-data processing system3 of the first execution part 2pes:
_of ‘the protected softtide tnstint taNte i Rsibhdredt 08N Qaloé of e WRIALIS V. 2RPGA" -
at tine instant t1, the assignnment of the data X to the variable 1\/ | ocat ed
in the data procesaringed;sermeseBieddy Yvet-lVas the execution of a transfer
command. triggering the transfer of the data X fromthe data %r ocessing 10

system 3 to t he *vardit dmeinptaptts e 2ssieAmeRbabiie Yatur of thioyiabiesVoto thee
unit 15 6, said tr'%ﬁgﬁ%ft’i}%ﬁtﬁ%’g%er_qﬁesent ed by QUT(v1l, X), - at tine
n e v

instant t2, the assignne I'ue of*'the variable VI to the"_ vari abl e
Y, and at tineFiggaleant iligstratdieat%Rampicobfof fistt foanSHE implenRAtof rdroger i ng
the transfer of the value of the variable vl residi ngﬁl n the unit 6 to the
data procesivegtiay frewhighdhe yariatde aedides in thet wnit feln/this exsinapl, duiigrithe :
transfer. ., command bei represented by, | NQVi I houl d be observed. t hat
dur gt 1 eRRttpdin e RB TPERBEATEH At Bt SR pla poireath st
vari abl e r eshiestddsdifard!Bp tanfl-in pRidsnce\TaRe ani @l dgpest: of the first 20
execution part 2pes of the protected software 2p, inposes it, and in the
presence of theeuniat tBpe tihgantatiudhofexsaittbncopyn thnsfar cauinend esgghrmg the t he

F et Conecut ron onitsted of B e X rBRIBE e DRt aeayg L &t crriabiectin:
said portion is exqgui&inGRs hisddrizafbsl nidiak 1591?'&&3&111?6','%}&& trdddferRbMLEahed

software 2p is conpletely functional. 25 . Figure 43 |
of attenpi of execbeingnrepiesehted dryo¥ETed, X) and corresponding in the end to the

assignment of the data X to the variable vy,

s at time instant t;, the execution of a transfer command triggering the
transfer of the value of the variable vy residing in the unit 6 to the data
processing system 3 so as to assign it to the varable Y, said transfer

20 . command being represented by lN(vl) and corresponding in the end to the

| assignment of the value of the variable v; to the variable Y,

e - and at time instant t3, the execution of a transfer command triggering the -
transfer of the value of _'thé variable v; residing in the unit 6 to the data
processing system 3 so as to assign 1t to the vanable Z, said hansfer.

- 25 ‘command being represented by IN(v1) and corresponding in the end to the

assigllment of the value of the variable vy to the variable Z. . | _

| It should be observed that during the execution of the protected software 2p, at

least one variéble resides in the unit 6. Thus, when a portion of the first execution

part 2pes of the protected software 2p imposes it, and in the presence of the unit 6,

30  the value of said variable residing in the unit 6 is transferred to the data processing

system 3 to be used by the first execution part 2pes of the protectéd software 2p, so

ustrates an exanpl e



software 2p, when the unit 6 is mssing. In this exanple, during the
execution in the data processing system 3 of the first ex@gaiuappogoert 2pes
of the protected software 2p: at tinme instant t1, the execution of the
transfer conmand OUT(v1, X) cannot trigggf'the_transfer of the data X to
the variable vl1l, taking into 30 account £f'he absence of the unit 6, at

-~ tinmerinstant t2, the execution of the transfer command I N(vl) cannot 26 o
January 2006 30 trigger the transfer of the value of the variable yr to the
“dat a pr ocessinmgh sa st eail Porticakis myetuttdcomensiyrand thes, cipseneentlpfthe potestid 6,
and at time instant t3, the executiop of the transfer command IN(v1l) cannot
trigger the % ¢ &p igiompletely diptiopel- ¢ he variable vl to the data processing

5 system 3, takj I, D&, 0 t S t ung -her ef.ore
appears that 1 niTHE JpOURRERT by G ARC LA Rin B ¥ InflemblialiiFF I
_portion of tigedtidnStor @XfcHIGi APy the ApeBbleOresides i HR @D 6L IO Ehid ek ARNOT

variable residing in the unit 6, cannot be fulfilled correctly, so that at
| east saiSd pduringothe iexeqution dx Swudatal prasosaieg sysierad ¢f thvafirst cxnsvbom part Zpes t he

prot ected sof re 2p is_not conpletely 10 fungctional. It should be '
obser ved tha?ftfpﬁaf%%@%oﬁé"ﬁg?%m%ﬂ&%%%aﬁ S UBE 8 ¥Ry system- 3 and

the unit 6 illugtr QLS LX AR ey fgnments
but that the Man géﬁg?'ltl&h ?1’%1%%45' ow to coﬁbq?tﬁe%?%g%%r% gg‘t/elé)rg:ﬁétjlgp E
operations to obtaile dsanploesssimgesgi¢mn3, asiokelhas fthe dxesutivic of AUthusfer 2 * X
+3) or ZF (5 * vl + v2). 15 Accordi ng to another_advant ageous

characteristi.c of ceEURAdrHggEms thedranshirced the fata, Xoframsthg) data grocessing

i mpl ementyi Nng a pri pgi t atSfid . '
di ssoci gioi on", a dgis(%e?l!l gtt(?ghr?p‘{)a?{aﬁﬁi ‘éﬁg‘f@s cartﬁglggg%ﬁtﬁ@r?@éﬁgtlisooﬁ ﬂfeourflf gures
50 to 54. For the /RicnaRiaicommaid tdes ppraeipl By OUTHRQDECt i on by tenporal
di ssociation, is chosen, in the source of the vul nerable software 2vs, -at

| east one al gor Pt hAt Bme2psigniobedhe assiznaneny oft the eabie ohtheopreiabledVane the

returning at |east_on rgsult. s al so chosen at | east one portion of the

source of the vul n&f&T e sof tware 2vs cont ai ni ng at | east one chosen

al gorithm c progesghdgt tifie ihQast t;00R HeG8sh BPA tiafTeLborhM8nd Aifdefinfihd Ne
vul nerabl e software 2vs is then nodified, so as to obtain the source of
t he protléct ed sof t wander2pitheTyalee pfdhd vadabley: redding is Wod unitat fo thendatp

others: | durt o the, XS bka's WCuP T8 RLPH BPb"RhGR0 2, il RO

command being represented by IN(vy).
It should be observed that during the execution of the protected software Zﬁ, at
least one copy of a variable resides in the unit 6. Thus, when a portion of the first
20  execution part 2pes of the protected software 2p, imposes it, and in the presence of
the unit 6, the value of said copy of variable residing in the unit 6 is transferred to the
data processing system. 3 tb be used by the first execution part 2pes of the protected
. software 2p, so mu'chl so that said portion is éxecuted correctly énd that, |
cdﬁsequently, the prbtccted software 2p is completely functional.
25 . Figure 43 illu_étratés an example of attempt of execution of the protected
| software 2p, when thé unit 6 is missing. In this example, during the execution in the
data processing system 3 of the first exe_cuﬁon parf 2pes of the protected software 2p:-
e at time instant t;, the execution of the transfer command OUT(v,, X)
. cannot trigger the transfer of the data X to the variabié vy, taking info
30 ' account the absence of the unit 6,

e at time instani.tp, the execution of the transfer command IN(v,) cannot:



first execution part 2pes, which is executed in the data processing system.
3, takes into account that the functionality of at | easg6t dareach2Gien
algorithmc processing is executed in the unit 6, 30 during the execution
of the protected 2p, the second execution,paft 2p€u, which is executed 11~
the unit 6, executes at |least the functionality of at |east 26 January 2006
31 one chosen algorithmc processing, during the execution of the _
protected software 2p, each chosen algorithnm c processing is split.-into

several distinct steger thatensfer of H)p value 196 the xetiable 31 to fhee dpermaertssdg at
the unit 6's disposal, - ep .2: the rving o in.the unit 6, of the
functionality of tﬁéSt‘?;rﬂ(}sgaﬁf"PgdP o"?“‘ic?‘rl&%iée %'?SSIg%esifitt%“ﬂggng sai d operand(s),

- and step 3. p@ssihh ¥ ¢ I n Li6n e s Eﬁ:m_r , rithmc
processi ng at the gg{iét %@ggggs%@%qg?/g%%m 3'3 gl}és%aé@%l& y 'tﬂﬁgqmlﬁlk%{,}dsteps
~commands are.def i nedggep the ihggsefer bheheewdaeiiof aile ohridbie vstieiite datangodssgguence
of the steps commands is chosen anong the set of sequences allow ng the
execut i ond of 't he prpitendetrking intgacsony therpsepsaafithewaitfit i on part 2pes of
the protected software 2p, whi.ch.is executed.i,n t ta processing. system
5 Cexecutes t o ePERLte hpst Rl i TEHREHET P buih, 4R BpRRE IR £ 00 by
means of t heﬁé‘:%ﬁ RE IR GG cRtiREpdrt ZRRUo 18¢ 2 9864bIObr 4 BShyRsaMLAE sigifef | ned
steps. For the inplenmentation of the principle of protection by tenporal

di ssoci at i onjn thhanit$i, camhot be fulfiled nemestlyz sa thahattessh said Portiva ip nocossitod)
means 16. Figure 50 i]lustrates an exanple of execution of a vul nerable
software 2v. gﬁ"ﬁe‘:ﬂﬁ'h é%wﬁ@%eq&mar@? B'iﬂtqcﬁedlels &eelBt }Soﬁo'i)fco’tnﬁ[?tey' :
vul ner abjs sg]‘ﬁc?/@,qaq_ 2v, in the data processing system3;, at a certain time
instant, the calculation of Z F F(X, Y) corresponding to the assignnent to
a variable Z, -oftshbheldrtesalstrved tlat thd duaitiahsfers lptwemsibe datarpepressing sytenby a
“function F apd ysing.o ands X and Y., Figure 51 illystrates an exanpl e of

i npl ement at i 6&11@%11%1& ¢ ﬁb@ﬁ@ﬁeéﬁr}f PfﬁﬁPBﬁngesaPi?&ffiTJEW © pistreaals iyt
chosen i n i gy theIWhah B GR WKW hblGo Eoirbifk thtR with Sthef KBERLISns WhtRg the .
execution in the data processing system3 of the first execution 25 part
2pes of the pomplexbpelataistsueh as & instahcerOUNEv 2esX e wfZ +hés tinl t+v2).
appear: _at tine instant tr step 1, .i.e, ,theaf ecution of a step

th A
command ¥E,  tr AgE¥insdormether afianiageons dapaciorstin ot eppysghipndheprolection
processing SYgJeedd Fink® at implementing a principle of protection, called. by “temporal

~ dissociation”, a description of which is carried out in relation to figures 50 to 54. .
For the implementation of the principle of protection by temporal dissociation, is
chosen, in the source of the vulnerable software 2vs, at least one algorithmic
20 progessing using at least one operand and returning at ieast one result. Is also chosen
at least one portion of the source of the vulnerable software 2vs containing at least
oné chosen algorithmic processing. _

" - At least one chosen portién of the source of the vulnefable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This modification

25  is such that, among others: . |
| e during tﬁe execution of the protected software 2p, at least one portion of the
first execution part 2pes, which is executed in the data processing system 3,
takes into account that the functionality of at least one chosen algorithmic
processing is executed in the unit 6, i
30 e  during the execution of the protected 2p, the second execution part Zpew,

which is executed in the unit 6, executes at least the functionality of at least -



the nenorization zones respectively x and y located in the nenorization
means 15 of the unit 6, said step command CE, being represgaiesy 2oos 30
QUT(x, X), QUT(y, Y), at time instant t2, the step 2, i.e. the execution
of a step conmmand CE2, 26 January 2006 32 triggering in the unit 6, the ™"~
execution by neans of the second execut i oh part 2peu, of the function f,
said-function f being algorithmcally equivalent to the function F and
said step conmand CE2 being represented by TRIGt). More precisely, the
execution of the stompchorenaigdridEdiclpezgssitig, t he execution of the function f -

whi ch uses the contents of the nenprization, K zones x and y and returns its
fesult to a mendri ASHNE e GO tlﬂﬁé‘f‘?fﬁi’tﬁdé?gw PParath Fhosshalgamthmig  t he

step 3, i.e. the e L.on. A S ; ggering the transfer
of the result of tty?gg#géﬁ@g}S(;.S%hﬁn%%ﬁ?%?ﬁggﬂ?tn%ﬁénﬂr%ﬁbri zation zone z of

.the unit 6 to the dat %tdifP.Qﬁ‘@ﬁﬂa&ﬁg%Yﬁfe@iﬁegaxﬁj@s)ﬁﬁthb(ﬁnﬂt%‘@élﬁy&ﬂl,l t tothe
vari able Z, said step command CE3 being represented by 1Nz).- In the
i |l ustrat®d exanpl e; tstap 3tthpsartying oBt iar the awdtoh, b€ thesfuoctésmlityedfithe thosshoul d
be observed that two i;@)ro epents can be effected: The first inprovenent

concerns the case wher CIProcsEBE ueg Rid ePepdSds si ngs are renoted in

the unit 6 and at | ea t .estld1.0 gﬂg- L thm.c ' | sed by
anot her algorithmc pfa?)lgesgegll %gﬁ%ﬁyt%f} -%g?&%g%ioﬁggﬁggﬁgﬁéggccan '
possibly be renmoved. Titecessiagaciht dpPredsssing 3ysidm 3ts dippdsalcbyf e uaitBer ti nent

sequence of the steps conmands anobng the set of sequences allow ng the
execution of the 26teseommaads Feidelipgdtorpizgerthe presution pbthe steps, | s

preferab to chose sequence of .t he, steps conmands, whi ch te ral]y
i ssoc als he exdetef GRIGMEEHE e gisos BymPRidr Carhi g Bethath thoh
portions of code exgquhesh didbwiReihdakecutinQaRs @%c&ﬂ%bﬁ@a?&%ﬁd i ncl uding or

not steps commands used to deternine other data. Figures 52 and 53
illustrate the {Jhedustpxecwtionspreh2pes of the phdditedksufiware §py whish is bxaestednin

cramle of SfeouL) .ol il e coll e 26 L Bl SAmhe. appear .
system 3, thgeex@Cidnosy Rbals/t (Bt 8Qbhd RRESutRIGRASHIUIST LRAUIMEL prlvichSy
15  defined steps. For the implemeﬁtation of the principle of protection by temporal
| dissociation, the unit 6 includes memorization means 15 and processing means 16.
Figure 50 illustrates an example of execution of a vulnerable software 2v. In
this example, appears, during the execution of the vulnerable sofiware 2v, in the data
processing system 3, at a certain tirne instant, the calculation of Z « F(X,Y)
20  corresponding to the assignment to a variable Z, ?_)f the result of an algorithmic
processing represented by 5 function F and using operands X and Y. _
Figure 51 illustrates an example of ixnpiémgntation of the invention for which
the algorithmic processing chosen in figure 50 is remoted in the unit 6. In this
example, during the execution in the data processing system 3 of the first execution -
- 25  part 2pes of the protected software 2p and in the presence of the unit 6, appear:
~ e at time instant tj, the step 1, i.e. the execution of a step command CE,
triggering the transfer of data X and Y from the data processing system 3 to
the memorizatioﬁ zones reSpcctively x and y located in the memorization
- means 15 of the unit 6, said step command CE, being represented by
30 OUT(x, X), OUT(y, Y),

e at time instant ¢, the step 2, i.e. the execution of a step command CE,,




determnati-on of Z and Z', such that ZF F (X, Y) and Z2 <-- F (X, Y').
30 Figure 53 illustrates an exanpl e of inplenentation of2a JaupryZ09§s
according to the invention for which the two al gorithmnic processings
chosen in figure 52 are 26 January 2006 réemoted in the unit 6. "Accordi ng
to such an exanple, during the execution'in the data processing system 3,
of the first execution part 2pes of the protected software 2p, and in the
presence of the unit 6, appears, as explained above, the execution of steps
conmmands CEl, CE2, ingegriasin depar@ fiy executinn Rieneans ofdeq ssaowst exzentien prrt st.eps

ds CE' 1, CE CE' di. to t det i.nati f.T
STt rated, the 2bebeofnf acHeR ansiq fuidioh T bty BN ARNC Chivdientlo v y
i nasmuch as steps ueORWBRGSF SR Sl masd OH, boRi RbR8IEPHE TRATHONS

are intercalated. I'n the exanple, thé follow ng sequence is thus carried -
_out: CE1, portion Morenprecisdlyathedexezation «fEhe gop tdoannanid (it eleadd & @he code,
CE 1, ‘portion of intercalated code, CE 2, 10 portion of intercal ated code,
CE' 3, porlion of i fresutignafdhe fgwsiondoahichuses by gonenty o€ dhsy memasizationjur i ng -
the execution of the pro - SOf [ ' t [ ncecof the unit 6,
each time a step cggrlﬁar?dﬁu;%?n@%r%e S:qﬁs%S‘;%%Fotﬂiﬁlﬁmggg?tﬁoél%&r%ﬁf £ tﬁ?’i on

part. 2pes of the phpd actid is@id VRl ABp BIDO.SRS ckdoutibh Of & QlehLORAASIIOE, St ep
is executed in the unit 6. Thus, it appears, that in the presence of the
unit. 6, said 15 potiggonngsthedeosfer dicter weelk yolfathy fuhetion &oemwdajoehtin ythet he

rotected software 2p is conpletely _functional..,Figure 54 il]ustrates an
exampl e of an at t oABUEABRLECRE HhT B TGO i Sredat BrocSssie AFetop 5o fhdn the
unit- 6 iy M ssing. Jddd i ® B IHASe ﬁ%aid‘&eﬁ%nﬁifeﬁﬁ%ﬁ!?@?iﬁg rtgggserfé&f -

processi ng system 3 of the first execution part 2pes o tecte
software 2p: 20 alN{@ne instant tl1, the execution of the step command

QUT(x, X), OQUT(y, cannot trjgger the transfer of data X and Y to the
respectve  menbi e dhelRetsrebble s L TS Pt g el shandbe of
the unit 6, oRbrfoliMutkWsi@PlovbRentsd8n BXBAULEON Of the step command TR G(f),
cannot trigger the execution of the function f, taking into account the

absence of 25 tme (Thet fifst imprdvexberti nendensst dhd daS¢ Where estavendl i sigonthniibe

step command I N(z) cannot trigger the transfer of the result of the
function, taking Pl B B forealed. Mo ion bt of aifedt, ot Bhe fesalt of Sne

algorithmic processing is used by another algorithmic processing. In this
case, certain transfer steps can possibly be removed.
e The second improvemént aimms at opting for a pertinent sequence of the
steps commands among the set of sequences allowing the execution of the
20 protected software 2p. In this respect, it is preferable to chose a sequence of
| the steps commands which temporally dissociates the execution of the
steps, by intércalating between them, portions of code executed in the data
processing system 3 and including or not steps commands used to
deterﬁline other data. Figures 52 and 53 illustrate the principle of such an
25 ~ embodiment. ‘
Figure 52 shows anrexample of execution of a vulnerable software 2v. In this .
example, appears, during the execution of the vulnerable software 2v, in the data
processing sSrstem 3, the execution of two algorithmic processings leading to the
determination of Z and Z*, such that Z < F(X,Y)and Z' - F' (X", Y"). k
30 Figure 53 illustrates an example of implementation of the process according to -

the invention for which the two algorithmic processings chosen in figure 52 are




.dat a bet weencorhmands &Epr

It therefore appears that in the absence of the unit 6, at |east one
request by a 30 portion of the first execution part 2pes26danuargd@is t he
execution of a step in the unit 6, cannot be fulfilled correctly, so that
at least said portion is not executed cofyectly and 26 January 2006 34
that, consequently, the protected software 2p is not conpletely functional.
According to anot her advant ageous characteristic of the invention, the

protection process ains at,i .enent | a principle of protectiogn call éd_' )
by o el enent t‘?‘iﬁ’c‘ﬁ?&?ﬁg&“&fé’- P& ?"(‘}Ef%élfc’%mp@%d E“‘%g'lﬁrqpxg‘é“tﬁ’&tm%ﬁ’ ation
to.figures 6 : 'r i ﬂﬁ?ﬁdr?ft; f L.agi f '
protection b rotg?sgﬁlénsy g?‘)ﬁ%f Bm‘tg iﬂéﬁg"g@r e defi egg f H{é}rg%? ngs Bgﬁg%ezﬁf %rrl(%/ _
functions wWhiistheepresenns af thef wiit 6| apgeasy, easl ¢xgitdiced sbdve, tiexexusibsh opytepeans
of the second execution 8art 2peu, 1 n the unit 6, and possibly to transfer
EasSEn gompsnoaing théhe felergrinationgob Z anthef stepet of.
el enmentary command I jd.set of el epen functions aid. el emgntary
commands %ei ﬁﬂnﬁﬂiaﬁ%ﬁ égtlbégé’ g;&%@?ﬁ%é’a%gfiﬁwﬁ?ﬁég‘%%?% -Asjll and
to trigger the SRR TS EPRl brdnotoéxdoiRd CoRdLIRAN iREmuth GSBREAT Y
functions. 15 For the inplenentation of the principle of protection by
el ement ary f commiandss CE'atce CH's ;ascweB tasucthed ceslgp poitioat iane ineamkteindblthag to .

transforma bl ank unit ﬁo . containing nor i zat i on ans 15 akn,d processi ng

means 16 i nt &XaRRIG he foleiinessquence db iU carie Ay CRunBPTHOR<O! Wfecalated ut i on
of said ele Al f l.ons:..hei ' d byt h 6k i ¢ data
processi ng ggés&teém ,’%gﬁioglﬂk%?%%e%%%gg?bngE%lr&;ﬁg irrtﬁ g%@ﬁ?’a{:?&h of -

the prinpd pl portibn pf @itecilawd chde, €IR ypoitbry of mrdalaedscodes CE3l so chosen, in
t he source of the vulnerable software 2vs, at |east. one alqgorithmc

processing usi n¥ seuiddgstbsened Bibrdinasdhe cxerulien oh fretrotestedsoBpare s dn t - .

s al 5o chosg o flenl 35l QG @ Unbh Hheol shCALEEcRhaihIe i H LORIAO

sof tware 2vs Contal ning at Iedst — one chosen al gorithm ¢ processing. 25 At

| east one chfferx@mitioh art Uped BE tRoptoetal sdftveary B impakdseit, Shé comipoddifigi S

then nodified, so as to obtain the source of the protected software 2ps.

Thi s nodi fi cHeP énexecuted ictie M. T ikapRasss shat iyiheprepenpeotihe spitibopridf t he

pr ot ect egk so e ‘ o, t] f] Lo _part

Dpes. whish PR s Heafia bR CHR BRL daRedlenlip e drh@bicl BRI BpRE
completely functional.

Figure 54 illustrates an example of an attempt of execution of the protected
software 2p, when the unit 6 is missing. In this exaﬁlple, during the execution in the
data processing system 3 of the first execution part 2pes of the protected software 2p:

20 e  at time instant &y, the execution of the step command OUT(x, X), OUT(y,
Y) cannot trigger the transfer of data X and Y to.the respective
memorization iones x and y taking into account the absence of the unit 6,
e at time instant t,, the execution of the step command TRIG(f) cannot
trigger the execution of the function f, takiﬁg into accoun;:— the absence of
25 .. theunit6, :
| e and at tirﬁe instant t;, the execution of the step command IN(Z) cannot
trigger the transfer of the result of the function f, taking into account the
absence of the unit 6.
It therefore appears that in the absence of the unit 6, at least one request by a
30 pdrtion of the first execution part Zp:es to trigger the execution of a step in the unit 6,

cannot be fulfilled correctly, so that at least said portion is not executed correctly and




30 takes into account that the functionality of at |east one chosen
algorithmc processing is executed in the unit 6, 35 2626danuary2@606
during the execution of the protected software 2p, the second execution

part at |east one chosen algorithm c progessing, 2peu, which i's exécufed i i
the unit 6, executes at |east the functionality of each chosen algorithmc
processing is split so that during the execution of the protected software
2p, each chosen al gorithmc processing is executed, by neans of the second
execut i on . pathat,2pesgquently e prosepiek seftvare AR i3 v Sompiytely dimebpyal. each chosen

al gorithm c progessing.is lit, into elementary. f tions.fe” (wWith.n '
varying from 1 58‘:‘?{6“,"8&%%?5*5? afﬁaqqa%é?&lc *F?“Sﬁ%%‘co‘?%@%%?@}@efﬁm%-
functi ons . engRléRtailnl atPlragleRentals aOpﬁnaPles BY PratecitRe CARYS bt «&Eﬁ@tﬂ# 6 s
di sposal ; - elenentary functions, sone of which use the operand(s) and in
_conbinat i on, fisgout 2d¢seapfiomof whinh s ¢ayried owthe rahibset fiduyes 60 tée '
processing, using said operand(s),.- and possibly one or several elenentary
functi ons’ enabl fgthe iEpfimstation & the prReipie el protestionhy demruinyalasdionshni ¢
processing aj . tyg data processing. system3's disposal by the unit 6, and
a sequence o tdhe el ementary commands i s chosen anong the set of sequences

al .owi ng the execuhisenoPélchldstafl RinCGoBIWHOEd aientBy fuhbBods 4r8tliaBleGUWe ON
part 2pes of the protected software 2p, which is executed in 20 the data

processi ng syst em Sxecutede by ancass efths sacpnd sreition rerEIpeawin thenmibpydandg =~
froml to N), triggering. in the it 6. the execution by neapnsof the
second execution ﬁ%ﬁsiblgb‘éﬁ?‘“g‘ff (%%blﬁetgf%?ﬂ?%ﬁ%m%ﬁ?fV %&?thaﬂgmsﬁm ary
functiong fe.. Figgre 60 illustrates an exanple of execution of a o
vul nerabl e software - 2v. In. this exanple, appears, during the execution
of the vul nerabbe smif4 vetrod clomaniary bamoaingds fdt Saidrset eSalementanysiacticls, said a

certain time instant, the cal culatjiaon aof X, orresponding to the

assi gnnent to a vaPCEEPBD, cgmEy "%lgﬁﬁfab 1 fchﬁé 5?‘6“@3‘?{%}’8 45 BEEESTg :

EpLESe o DY 8 AR a1 08 SRLANE Mol X, o

al gorithm c processlkemgnampfentions. fi gure 60 is renoted in the unit 6. In

this 15 For the implementation of the principle of protection by elementary ﬁmcﬁons,_
are also constructed exploifation means enabling to transform a blank unit 60
containing memorization means 15 and processing means 16 into a unit 6 able to
execufe elementary functions, the execution of said elementary functions being

triggered by the e){ecution m the data processing system 3, of elementary commands.
20 For the implementation of the principle of protection by clementary functions, is
also chosen, in the source of the vulnerable sofiware 2vs, at least one algorithnﬁc
processing using at leastpne operand and retumiﬁg at least one result. Is also cho‘s.en :
 at least one portion of the source of the vulnéfable software 2vs containing at least

one chosen algorithmic processing.

25 At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as to bbtain the source of the protected software 2ps. This modification
is such tﬁat, among others: '

e  during the execution of the protected software 2p, at least one portion of the
first execution part 2pes, which is executed in the data processing system 3,

30 - takes into account that the functionality of at least one chosen algorithmic

processing is executed in the unit 6,



|

30 exanple, during the execution in the data processing system 3 of the
first execution part 2pes of the protected software 2p ar2éJamdrin@0@8 esence
of the unit 6, appear: 26 January 2006 36 at tinme instants tl, t2, the

execution of the el enentary commands CFE| CFE2 triggering in the ORI T™6,"~ -

t he execution by neans of the second exg&cution part 2peu, of the
correspondi ng el ementary functions fel, fee which provide the transfer of
data X, Y fromthe. data processing system) 10 to nenorization zones :
respectively x, ey kloriag té ekecutibr offteproteatedoofitwesr®p, ttkSseobnd dxecutivnfpapt said
el ementary commands CFE1, - CFE2 being represented respectively by QUT(x, X),
QUT(y, Y), at ti me2paatuhielisexcpyfed i fhe yHbOseEyfes gicett thoBinglienalintafy -
commands CFE3 " to I ' ri |- |t 6, the execution by neans .-
E%t one El{c%sgtgglgﬁ)ﬂﬂgx#lg tp%@c%sé‘lﬂ%, o _

of the second execution par e correspondi ng el enentary S
functions fe3 to fehnlchos@l AgSiBiRe pbAicksARETER $s§ﬁﬁ§.dhﬂn%‘ﬁﬁ\l:(ecﬁk%rf‘9f S
represented, respectively, %y TRIG fe3) to TRIG feN_ t).- The series of

el enent ary ~ funct i despibestet goftehie 2pgcechchosenral govithoniegirocassing is executed, .
al gorithmcally quivalent to the functjon F, More glre i sel’ ,rttuge_ - )
execution of said SFdReERs &f fhe sccppheXpiondRat 2 dseslenss ¢Hage unit
6, of the el ement apyedpf! lalie chbd fifofithhib MBL&HNYSE if iABNLERE the-.
menori zation zones X, Yy hd return tfie result to a nenorization zone z of
the unit 6, and affurdtions fepvainh vialying frenck acN),inamelyt the el enentary
command CFEN triggering in the unit 6, the execution by neans of the
second execution part pogsibly g orgfevenab clamany Jugctivnsm enatdimer tha placing df ng
the transfer of the result of th | gor.i 1. r ing, contained in the -
menor i zgﬁ on zone z of "t Re*URI 0866&?% attﬁfé‘mc;rflé'fgﬂgfsg’g%z’si ng system3;.so as
to assign it to the vafdnbiRy Zuns@dm, DRI FhichCRBTARI JpbEMNIRE A8 in-
represented by IN(z). In the illustrated exanple, the elenmentary commuands 1
to N are executed 25 combinationyekxseuty tthe hismpidotslityo l9€ ethg e chashat algemigthmic

i mprovenents can be effected: .The first -id rovenent concerns the case
where several al gorit RRE W 38088 Yeroted in the unit 6 and at

least the result of ongq Ipakmyiohemr%e@élﬁpaéﬁﬂeﬂw MnbEG MbRROIRiacin
al gorithm-c processing. I'n this case, sone elenmentary comands used Tor

_the trank¥er, can possifiheregdt of the chosen algorithmic processing at the data processing

system 3’s disposal by the unit 6,
e and a sequence of the elementary commands is chosen among the set of -
sequences allowing the execution of the protected software 2p.
The first execution part 2pes of the protected software 2p, which is executed in
20 the data processing system 3; executes elementary commands CFE, (with n varying
from 17 to N), triggering in the unit 6, the execution by means of the second execution
part 2peu, of each of the previously defined elementary ﬁmct.ionslfe,',. _
F‘igure. 60 illustrates an example of execution of a vulnerable software 2vIn -
this example, appears, during the execution of the vulnerablé_’ software 2v in the data
| 25 brocessilig system 3, at a certain time instant, the calculation of Z « F(X, Y)
| corresponding to the assignment to a variable Z of the result of -an algorithmic
 processing represénted by a function F and using operands X and Y. |
Figure 61 illustrates an example of implementation of the invention for which
thé algorithmic processing chosen in figure 60 is remoted in the unit 6. In this
30  example, during the execution in the data processing system 3 of the first execution

part 2pes of the protected software 2p and in the presence of the unit 6, appear:



30 renobved. The second inprovenent ains at opting for a pertinent sequence

of the 26 January 2006 37 el enmentary commands anong the gelUagdargegosEnces

al l owi ng the execution of the protected software 2p. In this respect, it

is preferable to choose a sequence of the elenentary commands which™—"—~—"""~
tenporal ly dissociates the execution of*% he el enent ary functions, by
intercalating between them portions of code executed i.n the data _
processi ng system 3 and including or not elenentary conmands used for the
det erm nati on od otahémedaktants Ri,gtyy the ex@2uod o fei ¢lbmsntent eomminengs OFE; pl e of
such an enbodi nent. Figure 62 shows an exarrgl e of, execution of a vulnerable-

software 2v. |In thi@Eeliagpies B et Gurth GreqEoR R epdh 0bf the hcond
vul nerabl e softwar g, 2y r'xrsha%thfpeiqlato tﬁg (Fo(r)r%t%ﬁinsdggel%&%ﬁﬁa %.Hl(%i?)lel% 5& Ul on_

of two al gorithm c processi ngst 1 éadi ermna .

~such that Z F F (Xwhioh gra¢idé thé Fraks¥er of Wata XENOH6M 68 dilal proédsdihg Sydemexanpl e

of inplenentation of the process according to the invention for which the
two al gordthnmic précessiongatdnomses faspédtiyelyex,§Joeated inr thentembrizativhecans t 6.
According to such an exanpl.e, during the executjon.n e data 15

processi ng system 35(5)% ﬂ%qq\gm? fi’rséf‘{gilgﬁﬁ%?P%‘Eﬁdsfg%éh 51&“%2@8‘”&@?’?&?‘}5‘&11
software 2p and i 4 f ¥R} §16, - appear, as expl ai ned above, "
t he execution of tE§%%1@m?§(%o%ﬁ%s CIE!%L to CFEN corresponding to the
det erm nati on ok Zaffifle ibdignt€kas ¢ i, alic ekedution ®if eiedlbmenagavimnssds@Fk,l t o
CFE M correspondi ngoto the determination of Z'. As illustrated, the

el enentary conmmandde €FEN-t FigEeHRe dap shayBait Ao thoexegution by means pf the second

i nasmuch, as the el enent.ar mmangs, CFE' CEE s ~Wel.l as ot her
porti ongwf)‘f' code af ecluh?%%acrgﬁgf%’aoqﬁ%c f%é&gég%%geléﬁ?ﬁ@ Wg%’sng% ?%Eea’dence
is thus carried oulaidCRidmeait | RrRdnds! NCPES akat €FRQdEbeifd Erdpresented, -
portion of intercalated code, CFE 2, CFE 3, portion of intercal ated code,.
CFE' 4, . CFE3, CFEA4respectiveyENY GHEEGHfes)5t0 tT&lpl(Htﬁnd)-b'efh@tﬁ@mectf elemtentadyir i ng
t he execution of the protected software.2p., in ..the presence.of the unit 6,
cach L1 e an ol ementigL Bt aToa R daeprodarl & BRSRGRGHY cpin
execution part 2pegp Ghe tBctiP e ChMRAE SHEEWEIVE D ckETUASL Sof lsaidl BRmentary
correspondi ng el enmentary function is executed in the unit 6. Thus, it

appears,I& hat in tchenpndsadetothe eecusiont inghe wait 6, plothe ielpmantary temtions

correctly and that, cpnsequeptly t he otected software 2p is
conpl etely functi Or{%ﬂ% ?eN_Cl wﬂmk ﬂse‘?};gc contc% oteﬁle memorization go €s X, y and

return the resulf to a memorization zone z of th;a unit 6,
e and at time instant ty, the execution of the elementary command CFEy
triggering in the unit 6, the execution by means of the second execution part
20 ~ 2peu, of the elementary function fex providing the transfer of the result of
' the algorithmic processing, contained in the memorization zone z of the unit -
6.to the data pro'ce'ssihg system 3, so as to assign it to the variable Z, said
elémentary command CFEy being represented by IN(z). |
In the illustrated example, the elementaﬁ commands 1 to N are ‘executed
25  successively. It sho_uld be observed that two improvements can be eﬁ‘ected;

o The first improvement concerns the case where several algorithmic
processings are remoted in the unit 6 and at least the result of one
aigorithmic processing is used by another algorithmic processing. In this
case, some elementary commands used for the transfer, can possibly be . -

30 _ removed.

e The second improvement aims at opting for a pertinent sequence of the




Figure 64 illustrates an exanple of an attenpt of execution of the
protected 26 January 2006 38 software 2p, when the unit B6Usnuarg80Gty. | n
this exanple, during the execution in the data processing system3, of the
first execution part 2pes of the protected software 2p,. at every tine
instant, the execution of an el ementary *ommand cannot trigger the
execution of the corresponding el enentary function, because of the absence
of the unit 6. The value to assign to the variable Z cannot therefore.be
det erm ned corr ect kigmenthty ¢dneneddsramaergptharsst of fugjuendes tatlewalys the exeaftiohhe
unit 6, at |east one request by a portion of the first-execution part 2pes
of the protected sof thgapretepisd so8warg gpekn e respedciitis gefgfablmteethavsmpar y

function in the unit 6 canngt he fulfilled correctly. so.fhat at |east
sai'd portion i notcusuE et Spittim, cmiaifl iRl bodtu Hysode £2°"
.protected 10 _sof t wgfRuddh lof tROteIGABRAS! GhnttibhN) iy Sielcalalifs ObHvBch iRnanot her.
advant ageous characteristic of the invention, the protectron process ains
at inpledenting a portions of evdefexprued ot the Watacpbtassing pystenied awd inoludangchr
coercion >> a descri Qtion of which is cfarri éd out inr to figures.

J ' glaﬁi{on Q
70 to 74. For the PohFlERRTICrBmaps picd 19F s defsramstiop ob pther dafa. Figures
det ection and coer gi 5 | : I : of tware execution
characteristic |i aﬁ?g&%tg %@S@n%ﬁftt%ﬁ%rgﬁg?Of%%?taﬁ%lﬁ{r?ogglr?? in the unit 6, at

| east one crit eFigabe 62 shbisien byarthple dflexkcaiiin shevelatlabir sofitvees Bt Bithis
characteristic, 20 detection neans 17 to inplenent in the unit 6-and

enabl i ng to ¢emple, aphedrs during dhps exqeytion ¢iftthe Valnstable, solbwarehdy. datthe idsta c

does not,abi de by. at | eas ne QCi Lt.erion Qef Ci on.neans
18 to i il oreRtrRE it B8 SxeBRRACHT G aflshRpls Hoor % R0 BLuEe g
system 3 anddddrmiiRidiohf Zhdeztesishiten 208 B (XOiY wad 2! 2r(xham.at | east one
criterion is not abided by. For the inplenentation of the principle of

protection by dEigect 63 mlustrics eeesiople ofamplanaatioonstthe prasdseagebulingtoi on -
nmeans enabl i@gsit t, 60 _containin no, izat% on neans }

. f bl ank '
18 and. pr oclESTIRR ARG VI £k BV AR PRETSHENCAG dp FRAE O e
det ecti on NMe@RRtel/in ¥hudit6: &&%&ﬁﬁ@ {RARS e%&npxépdlﬁi@klhe eX&utioh WS iHedafS t he |

means necessary to the inplenmentation of this principle of protection by

det ecti dd amptocwssing isystem Bhd the first @x¢awdion ded 2pies ofitheguoicoied seBware1Zp and

in the presence of the unit 6, appear, as explained above, the éxecution of the

elementary commands CFE; to CFEy corresponding to the determination of Z and
the execution of the elementary commands CFE'; to CFE 'y corresponding to the
deterthination of Z'. As illustrated, the elementary commands CFE; to CFEy are not
20  executed conseéutively, inasmuch as the elementary commands CFE'; to CFE'wm, as

well as other portions of code arc intercalated. In the example, the following

* sequence is thus carried out: CFE,, portion of intercalated code, CFE';, CFE,,
portion ‘of intercalated code, CFE',, CFE';, portion of intercalated code, CFE'y,
CFEs, CFEq, ..., CFEy, CFE"y. -

25 It should be observed that, during the execution of the protected software 2p, in
-the' presence of the unit. 6, each time an elementary rcom'mand contained in a portion
of the first execution part 2pes of the protectéd software 2p imposes it, the
.corresponding elementary function is executed in the unit 6. Thus, it appears, that in
the presence of the unit 6, said portion is executed co'rrf;:ctly' and that, éonsequently,

30  the protected software 2p is completely functional. | _ |
Figure 64 illustrates an example of an attempt of execution of the protected



..coercion,. .are_a

39 and the coercion neans 18 belonging to the processing nmeans 16. The
coercion neans 18 are infornmed by the detection neans 146 ¢dmana2®6iteri on
has not been abided by. Mre precisely, the detection neans 17 use
information comng fromthe 5 transfer neans 13 and/or fromthe

menori zati on neans 15 and/or fromthe pr%essi ng neans 16, so as to nonitor
one or several software execution characteristics. For each software
executi on chapaehR! 1 enih : ! ' s Ta T ey To]] oy, Ln the.
case where it is det%ct ed ?ehglﬁt g?fhlngsggltg éﬁgﬁgg@tﬁé’e exgg{&?%%ﬁng%m éhe
charact eri st ideta frOcatsiag sysitmel)iofehdfirstexkaniin gPpE2isdsi dfathe Protedtb® selalagt | on
means 17 infqQrmthe coercion neans 18 of it.. Said coercion neans 18 are
adapted to b FYEVEHimA &siibrtbp presuton Ghgn clemensnacammand bamohirigese thEor

t he i npl enen ' f inci-pl e, of protection, by detectiqn and
Rkl U b SR bBEURE Bl PR R Pbritol s dhiote o e
char act er 5st ugittfO TRORAILOto asHiFR MtHeRArialsie 2 Waindt ﬁél%?&%!bgﬂe%ﬂﬂ:}féﬁtcg{réﬁg cs
liable to be nonitored, at [east one criterion to abide by for a ast -
one chosen sof t Uatherefsmappeas, thatharthe pbsdrst iof the imit 6hat bayrdne rofuckhBy a

vul ner abl e sof t war g\v at | east o_ng al g?rithm' c .20 processing for which
at least onePSBIWR '8 dIFcTEFYIPICREY AR¢%LPT Hie Rrofested sofware 2ppie) nigeerdthe  and.
in the sourc i FLwar g , S ortion

cont ai ni ng, g%(&glcutelggtg f%ﬁéﬁ?ﬁ%@tﬁﬁ%ﬁ%@r"ﬁ %%glﬁp‘sr%%lelétgﬁ?enﬁg‘.lfﬁ%t% ﬁ%gggqy’gﬂéha&hosen -
portion of thelesstimikpafiontie notbxenell @raoflywnd ehysoissqidagy, 82 pwdikied,
so as to obtain the source of the protected software 2ps. This nodification
30 is sul tﬁ%'{l]”,"arﬂ Pilh gt goanistely functienak t he protected software 2p, anong
others: . at | R i f i > hon par.t es, which is
executed in the%ggrt a pr %%églgf%ﬂé?g%@r%dgﬁ{%%@gﬁt%l \%géﬁ?ft?tﬁ? Pegfecpn| st
one chosen pofesazimseataiayfitmentiniar priheiples bf pritsction, bAIKOBY (QetLtioflanlieast -

in part in the . . L. . . .
coercion », a description of which is carried out in relation to figures 70 to 74.

For the implementation of the principle of protection by detection and coercion,
15  are defined: |

»  at least one software execution characteristic liable to be monitored at least
in part in the unit 6,
e at least_ one criterion to abide by for at least one software execution
characteristic, '
20 *  detection means 17 to implement in the unit 6 and enabling to detect that at
least one software execution characteristic does not abide by at least one
“associated cﬁterion, _ _ .
 and coercion means 18 to implement in the unit 6 and enabling to_ inform
the data processing system 3'and/0r modify the execution of a software,
25 when at least one criterion is ﬁot abided by.
For the implementation of the priﬁcip_le of protection by dctection and coercion,
are also constructed exploitation means. enabling to transform a blank unit 60
containing memorization means 15 and ‘processing means 16 into a unit 6
implementing at least the detection means 17 and the coercion_meanﬁ 18. |
30 Figure 70 illustrates the means necessary to the implementati'oﬁ of this princ;‘iple

of protection by detection and coercion. The unit 6 includes the detection means 17




unit 6, and the second execution part 2peu, which is executed in the unit
6, 26 January 2006 nonitors at least in part, a chosen sdftJsanarye08€uti on
characteristic. During the execution of the protected software 2p, _
protected by this principle of protection by detection and coercion, in* ==
the presence of the unit 6: as long as aljl, the criteria corresponding to
all the nonitored execution characteristics of all the nodified portions
of the protecigdhs ' b SA L £l ed ions of the
protected soft vvadtrhg in’tﬁw\%ﬁ E%Q%Sg ?ng rP gﬁﬁgq&g gpﬂea?@g gﬁsﬂ}ﬁg}rnéa‘li‘%c %(g‘gﬁs'%fc PR 2 p
wor ks nom nalrhgans 18 inforatedlbgakd daagionfmédie 19rthiter driferfod Hat 9ROPHNNBidcd a
noni t ored execution characteristic of a portion of the protected software.
2p i s not abittYed by, the 10 data processing system3 is inforned of it

A P one L 08l T, B e U7 B et nh 42

modi fi ed. sNatinatet Ymed8 1HeardRRCR6m e tIH@mHH:zaItioﬁ nfthnd %SB%;%P %&HU&% by
a portion of the first execution part 2pes of the protected software 2p to
use the- uni t peoesssin®tmbans 18, fsol fs| toednamitareont yors Gevdialt saftwh@asike&ios
portion is not executed.correct and t hat 20 40 consequently the
protected so Wﬁ?tgr‘%ﬁsi Eor{@eh softpite cxpsptiopiharastesistic jsoret pteast wpp ertsmioat i on
of the princigphga@byprotection by detection and coercion, two types of
sof tware execution tharacteristics are used preferentially. The first type
of software exedntheorase wicacit ardetdctad thar AtdSROOESsIfivate Maihidt EhdRicteristic
measur-emg t of thesai)x cution of a software and the second type corresponds
to a -profil &ogyngt Qfg R atleay ppgshsTiona the dejgstion peesns 7 amarmdhe cogrcions can
be used ind t . [ ' 0 i npl ntation of .the
principle of .%%?ggggtdlﬂgﬁ a§& g%[g{é?i Ig%}dgn ,(%%e%%aﬁ)%ﬁ. ﬂou f’%g 13?‘%)@’3‘19??61}‘?

char act eri st may, the vtatd afithe unit 6reasur enent of software execution, 25 are

defined: in th% nenori zati on_neans 15, the Possi bility to nmenorize at
or the implementation of the principle o

| east one prptection by detection and coercion,
are also chosen:

15 . e at least one software execution characteristic to monitor, among the

software execution characteristics liable to be monitored,
e  at least one criterion to abide by for at least one chosen software execution

characteristic,

e in the source of the vulnerable éoftware 2vs, at least one algorithmic
20 - processing for which at least one software execution characteristic is to be

monitored,

* and in the source of the vulnerable software 2vs, at least one portion
éontaining at least one chosen algorithmic processing. '

At least one chosen portibﬁ of ‘ the source of the vulnerable software 2vs is then
25 modified, so as to obtain the source of the protected software 2ps. This modification
is such that, duﬁng the execution of the protected software 2p, among others:

e atleast one portion of the first execution part 2pes, which is executed in the
data processing system 3, takes. into account that at least one chosen
software execution characteristic is to be monitored, at least in part in the

30 unit 6, |

» and the second execution part 2peu, which is executed in the unit 6,



..variabl e of_neasurement -1

vari abl e of nmeasurenent used to quantify the usage of at |east one
functionality of a software, in the detection neans 17,26 banyaossdlsi ity to
nonitor at |east one threshold 30 associated to each variabl e of
measurenent, and actualization nmeans enabling to-update each variable of "~
measurement 26 January 2006 41 dependi ng,on the usage of the functionality
to which it is associated. Are al so constructed exploitation neans

| molementing, in adgohiiG9at lask hepaelEbiALoNEARS XA RAIDEGARL O On Means.
e .

18, the actualization neans. Are also chosen, in the source o :
vul nerabl e sof t wanengths cxeaitioh edshe moected oftivaralp, biotefted be thispARSAB 0
sof tware 2v Wnose,usag(? is liable to be nonitored using a variable of
measur ement , PFEECHELRf detclion and senreionsin thepraseapentthasad 6t o quantify the
usage of said fupctjopality at_.| east one threshol d, associated.to the
oRfedan o bole R ot Ty Al thd Pniaget Grociive

functionabity,  andoiaincldiaats smal (RRGHnQl pbiatal 6r 6 pHEETLARLE Bl P

measurement, , depending on the usage of said functionalli )
the vl nerabl e sof tataded By.ssaid smotidied npuiiibiedf the proteted okifBidic tAE wopRUr Ce

of the protected softv_var? Zgﬁ@&t hi,s nodi fication being such that, during
the 15 execution of°AdDLF tae Peaspatechyodtvage 2p werlesarasmigaltyecut i on 2peu:
actual i zes the variaghl nt . i n the usage of sai.d )
functionality, and@jgﬂ@%ﬁfﬁéﬁ%ﬁ:ﬂ@t&?&?é@é&? g%(ﬁ%g tt%'laégﬂ%l?cﬁe‘g%%%lpﬁ@. I'n

ot her ‘words, duri ngchahetegistbeof 4 portioh offie: ProakeatselwaRf SR ot 2Bided Bg the .
vari abl e Bf 20 neasurement i s updated depending on the usage of sai "
functiondfity, and dafeRrocesing sistesmad) @ infrmed wfati and/be thte fisctivning fahs 17

nform the data pr deraet B AEBIRedRs sOGR BB Grdfadf 2 Eitabi frsbiioans g6
carried out by the thé pRessddiofivRen3p Knsdiabli Nng to nodify the functioning -
of the portion of the protected software 2p, so that the functioning of 25
the protect ed sdfatviate xgrjhtp gbseper P 8. unit 6, at least one request by a poition of the
- first execution part 2pes of the protected software 2p to use the unit 6 cannot be -
- 15 fulfilled correctly so that at least said portion is not executed correctly and that
consequently the protected software 2p is not completely functional.
For the implementation of the principle of protection by detection and coercion,
two types of software execution characteristics are used preferentially.
The first type of software execution characteristic corresponds to a variable of
20  measurement of the execution of a sofiware and the seéond type corresponds to a
' profile of usage of a software. Said two types of characteristics can be used -
, independently or in combination.
~ For the ‘implementation of the p;inciple of protection by detection and coercion .
* using, as execution characteristic, a variable of measurement 0f software execution,
25  are defined: '.

* in the memorization means 15, the possibility to memorize at least one

variable of measurement used to quantify the usage of at least one _'

functionality of a software,

e in the detection means 17, the possibility to monitor at least one threshold

30 assoctated fo each variable of measurement,

. agd actualization means enabling to update each variable of measurement




For the inplenentation of a first preferred variant enbodi nent of the
principle of protection by detection and coercion usi ngg6 danuary 2006

-characteristic, a variable of neasurenent; are defined: 30 for at |east

one variabl e of measurenent, several assotiated thresholds, ~and different
coercion nmeans corresponding to each of said thresholds. Are also chosen,
in the source of the vul nerable software ®vs: 26 January 2006 42 at | east

one variable of neasurepent ysed to antify the us .of at | east one
functionality of tHE’PS‘&ngg\B?B?eﬁﬁg‘i%ia\ﬁﬁi _ t‘ﬁ{ﬁll B’ewgggd‘i:’isé‘?s_é’ﬁi egver al
threshol ds corregpopd) ”&n&@:&é& fe?\?oﬁﬂ%ﬁbh Nk shsOfmpleRgfi®, Bahdiition to the

functionalities, and at [ east reshol ds associ ated to the variabl e

of measur errefetectiremsais Keardithé becrvioh Resaabli B, thoddindizatidy mehss. t hen nodi fi ed, - '

so as . to obtain the source of the protected software 2ps, this

_.modi fication_beiug asochosdnain thy geursg of He vudnesabla sofvase 2vsie prot ect ed

ft > 2p, th d tion,. 2peu: t yal i h i.abl f
Poasureneal depehd SRR L B o8 PR RSBt T yhoS e 5 bl O

into account, di ff%gﬁtdxa(mmfr&ﬁusqﬁg)é%Aﬁw@t)fﬁlefsu&a;éneus threshol ds. In other
words, classically, during the execution of the protected software 2p,

when the first téresheisd ong wiriableeof nichsurement Ged b opuastifyhthedatge pf saidssi ng

system 3 enjoining the protected software 2p not to use said

functionality any ciqmpliffhe  prot ected software 2p carries on using said
functional ity, “tf1e seqond 4 Gehol flaWaklockRePah elld Alkiif® &' ARaGHmLY  NE
case where -t he secofid TRt eShol IS Crossed, the coerclion neans can make

t he- chosgp funct i ongddebyoridgf foeclimit®f asafewt sailendtidaalisyot ect ed software 2p
ineffective. For the inplenentation of a second preferred variant -

enbodi ment of the ‘gd ptilpise o meshedtofonpdaje ddt thet varatin dofc smagirementsi ng,
as characteristic, (? var.i abl- eolf1 o 20 &”ﬁ&ﬁﬁc gga% are defined refilling:
means. enabling to ¢ £16) e L e A g%ﬁg software finctionality nonitored by a
vari abl e of measmLsgapic §f B valnekAAs bofeRarcadiid ihefahodifidd&o asAb SbRkib the
constructed exploitation neans inplenenting, in addition to the detection

means 17, theovwerdfitbe prodesied softwang 2nse this meedification wingeieh thath during fhel | ng
25 means 15 execution of the protected sofiware 2p, the second execution 2peu:
e actualizes the variable of measurement depending on the usage of said
- functionality,
¢ and takes into account at least one threshold crossing.
In other words, during the execution of the protected software 2p, the variable of
20 measurement is updated depending pﬁ the usage of said functionality, and when thé
th_réshold is crossed, the detection means 17 infonm of it' the coercion means 18
_ which make an adapted decision to inform the data processing. system 3 and/or to
modify the processings carried out by the processing means 16 enabling to modify
“the functioning of the portion of the protected software 2p, so that the functioning of
25 - the protected software 2p is modified. |
|  For the im'plémentaﬁon of a first preferred variant embodiment of the principle -
" of protection by detection and coercion using, as characteristic, a vadable of
.Am.easur'emcnt-, are defined:
R for at least one variable of measurement, several associated thresholds, %

- 30 o and different coercion means corresponding to each of said thresholds.

Are also chosen, in the source of the vulnerable software 2vs:



I s al so chosen, in the source of the vul nerable software 2vs, at |east one.
vari able of neasurenent used to limt the usage of at | eéadanuame2006
functionality of the software and which nust be able to be credited with
at | east one additional usage. The source of *f he vulnerabl e software 2vs s
then nodified, so as to obtain the 30 source of the protected software
2ps, ‘this nodification being such that, der i ng a phase called of refilling,

at | east one .additional usage. iﬁa | east one functionaljty 26 Janyary 2006

43 correspondi Mg % ISk ARS iDL PLBEEURmAR dsed ehammtEL pelsis Sptie s

carried out, duri “%n%*@n&mﬁt (gfﬂ'x@fsbh%&gam% Hﬁwﬁﬁﬁ%ﬁk@'bk%@é&c&&ﬂe | east
nmeasu nd/ or of at -

one chosen.variable o enent a east one associ ate
threshol d, so as t ahreshdlayca@tespembig i ffackat linis af usagagesaid filnbonalities,
corresponding functionality. In other words, it is possible, during the

_phase of refil|ing,antdat tnasidmo thgdhalivasspciaed e theorriahlc pEmsasugmeent. -
functionality of_the protected soffware 2 For..the inmplenmentation of the
pri nci pl eg of pr @@&F’%ﬁ clﬁﬁ‘(’flé'lﬂé’ﬁ'fali’i? Ogﬁ’@fggg?éﬁ i “l?gf[EFé" S%gs'% 58%in%the |

char act eri st isGurc8 oP Y ’Pfo?e(:@éd SR HE2Hs UtRIfhodifRallG] bERE sBch ﬁfat,t(ﬁﬁfvx\lgr\héo
abi de by for sal 8 profile of usage, at |east one featlre of softwdre
execution.  Aegedlien of tiegerotected sdfnearse Qpy e setondmxevutiongiactFpeusof t ware 2vs:

at least. one profile of usage to nonitor, and at |east one feature of
execution by whi®ch astuafiges theo Mariabip o6 msssufemeat dependinggen fhs isagsi efesaidhe
source of the vul neﬂ‘g&k%ag tware 2vs is then nodified, so as to obtain the
15 source of the pro ecte Software 2ps, this nodification being such that,
during the exeautiRQ tHfestii® REAINEHiEsca0Y, that®sHik of the vaRnie Mgeshotdut i on -
part 2peu abides by all the chosen features of execution. In other words,

the unit 6-itsellh ofhesiwends, ¢lpssioptly, during Secansautioneefithe protpied soibusarei 2p,

ted and i ntorm t t ing. .system 3.and/ dify the
Funot1 oni ng. 3Pepihe BRs trer el 3 o BS P ¢ 1S Melo R el Syl 3,
one feature QhjoRHREYhd Protbsted @bftwiicORsl rdY to R4E skl fulri@MREUARyALES Ift fhe

protected software 2p; protected by this principle, in the presence of the
unit 6: as Ipootected sefiwarehdp faies pedisiplz wexd dunciioppldy, the scoond thresliold exdll

por 1 ona 181 PREOHRSY weraneds Bt BRERE S EhR AR fertiop 1 Sisilhe foon

protected sofshdans a82RAnWRAlkSthe chosen functionality ineffective and/or make the protectéd

| : software 2p ineffective.
For the impiementation of a second preferred varjant embodiment of the
principle of protccfion by detection and coercion using, as characteristic, a variable of
20 measurerilent,' are defined refilling means enabiing to credit at least one software
funétionality monitored by a variable of measurement with at least one additional
usage. _
Are‘ also constructed exploitation means implementing, in addition to the
defection means 17, the coercion means 18 and the actualization means, the refilling
25 mcané. _
Is also chosen, in the source of the vulnerable software 2vs, at least one variable
- of measurement used to limit the usage of at least one functionality of the software
.and which must be able to be credited with at least Qﬁe additional usage.
“The source of the vulnerable software 2vs is then modified, so as to obtain the
30 source of the protected software 2ps, this modification being such that, durir;g a

phase called of refilling, at least one additional usage of at least one functionality

]




nom nal | y, and if at |east one feature of execution of a portion of
protected software 2p is not abided by, the data process2didarsissy PO0S3 | S
informed of it and/or the functioning of the portion of-the protected :
software 2p is nodified, so that the functioning of the protected softwar€
2p is nodified. The nonitoring of differ%?t features of execution can be
consi'dered, like for 26 January 2006 44 ‘instance the nonitoring of the

presence of LASLLURERE RS LASLHLIR A FREKGEo Rl e HBAIOT [ N9 Of the

execution chaini a ast one part e 1nstructrons. For the

i npl ementation @ chiRd Rk, "Rirdk&h®bhiNeObP edfilame, e HALMEHI260n BTht GQBE 6hON
using as feature of execution to abide by, the nonitoring of the execution

chai ni ng f or cheseh yageblowé mpasurcoénttand/ormaftat betst onesassepatedi direshobil, soamtor
i nstructi ons set, ose instrugtions e liable,to_.be.executed.in the unit
Lo el e e MG 9IS cirgRtoRUbS HREAGHURL aF ottepgrds, M

i nstructi pns GORRRAMS, difugl thé i.% ‘9 nglﬁemraﬁta ifidHa1 Gal8s BF RAERFLRY
system 3. Thle xe(I:ut’l on gf egc eo rsal1 instruct(lméns co nds in the data
processi ng 1Qusyishality 3f theipggiestad sofiwdre 2pnit 6, the execution of the

correspondi ng instructiagn, detection neans 17 enabling to detect that the
chai ni ng of t he Fondhe mylementationeet the priosinie ehpmtection by detegiitaudicosidon  and
coerci on nmea 8.6 ] . i r K 4 j . / or
oy e ALk e AL 8 LAY R RS 10U AR Bt

i nst ructi onsfslaakl profilcsfusgrpalehst oné fatexpésifachroatcudsie al so constructed
expl oi-tati on neans enabling the unit 6 to also execute the instructions of
t he i nsttict i onArgalso chpgeneindhe seusee of the auinerabla sofietarcods: bei ng tri gger ed

by the execution in.the data tﬁ)lﬁ%?eSSi ng s(;é/]slgoem 3 of the instructions
- 0

conhands. 20 Is *al s'%ie toos erP,ml HEEEST f* t he vul nerabl e software

2vs, at | east ong  alAGH idabi i MRARRESTIXRBuY BwhHKR bt REstLBBRhER nipRofiIBRFUNI t
6 and for which the chaining of at |east one part of the instructions is

to be nonitored. Thsagomeg@bele.the vul nerabl e software 2vs is then _
Todi 11 cat i on beite St Hb VeGPt 28 BETrRaRe % M Puttbed
sof t war elf'2p_3 scffce of the protected software 2ps, this modification being such that, during the

_execuﬁon of the frotected software 2p, the second execution part 2peu abides by all

fhe chosen features of execution. In other words, the unit 6 itself monitors the way

the second execution part 2peu is executed and can inform the data ‘processing

system 3 and/or modify the functioning of the protected software 2p, in the case

20  where at least one feature of execution is not abided by.
'During the execution of the protected software 2p, protected by this principle, in

the presence of the unit 6: ,

e as long as all the features of execution of all the modified portions of the.
protected software 2p are abided by, said modified portions of the protected

- 25 software 2p work nominally, so that said protected software 2p works
" nominaily, '

o and if at least one feature of execution of a portion of protected software 2p
is not abided by, the data processing system 3 is informed of it and/or the
functioning of the portion of the protected software 2p 1s modified, so that

30 the functioning of the protected software 2p 1s modified. |

The monitoring of different features of execution can be considered, like for




t he second- -execution part 2peu executes at |east the functionality of the
chosen al gorithm c processing, the chosen algorithm c peeesanyposs split
into instructions, the chaining by which at | east sone of the instructions
must- abide during their execution in the Tnit "6 {3 Specified, and The ™~
first execution part 2pes of the prot ectgg software 2p executes 26 January
2006 45 instructions commands which trigger the execution of the '
instructions.] ' ' ' rd e i on of r,0 t war e
20, prot et oltsiyeF i, Hilltafing BY the ek e S InG nchilin aOh P B L
long as the @lmitBiingobthe tREcutibs thalfing Gisatddastdile pabtcoMBdinkiregiopsr t i ons. of
the protected software 2p, executed in the unit 6 corresponds to the
expected one, d$ar thenowhlémendatiay off tha privgipienel ppiseieen byl deteetionasns sramy k

i nal |y, _that, sai d protected soft 2 K i nal |y, dif the
oY s Bink i et e B oS Bl B s ARntSS o iRt tfng ("

executed §n e wWikior pHAST HMOhsEQORS AAGeARdL he expected one, the data
processing system3 is informed of it and/or the functioning of the portion

of protected sofst wanéndgnctisnawetiwhoaed instractidiatard lebld tortet dxecitad irothe tilie 6,
protected software 2p is nodified. Figure 71 illustrates an exanpl e of

i mpl enent ati on Of - t2heet pfjipgrystieny pommandofarcpidomsyctioas setb isaid Apauctions ci on
usi ng, as feature of execution. i e itori 0 e.exgcution
chaining of a at Iecggim%jh%g aﬁ%!}?};lgftg?’ gcg%ic%}s%?é F}lc%hleg%ge! b&r‘#‘%ﬁ@ éyé%s%‘eg' fe the

expected chai ni ng iekeditiodesk B3ch dhsuid ifiiucly@C téh@and@ald thPefa Prodeing
protected software 2p, executed in the data processing system 3, executes

i nstructi®ns conmarssstem B tugegenn rihe Wit thethanexecatiohef g exeespending of
the instructions i, tﬂ%l[ﬁng,i ng to the instructions set. In said instructions
BYHR

set, at |east sone instructions. each include a part defining the

functionality ofy tdagchifgifddas 19 en@fhgdtoPdidet @RRAd SGhidifs Be tid Mstil@ions
expected chaining for.the execution of the instructions. In this exanple,
the instructions coleranesogiespamddo theprgseind ege,by TRIG(i,) and the expected

chaining for the exegution of the_ instyuctions. is j., i.+ and 25 i"+2. The
execution in thé il Geramm piams 18 Grarling fp miomy s, dafa REorRHE VSOl ¢ he

15 and/or to modify the execution of a software when the chaining of the
instructions does not correspond to the expected one.
Are also constructed exploitation means enabling the unit 6 to also execute the
instructions of the instructions set, the execution of said mstructions being triggered
~ by the execution in the data processing system 3 of the instructions commands.

20 Is aléo chosen, in the source of the vulnerable software 2vs, at least one
algorithmic processing which must be remoted in the unit 6 and for which the
chaining of at least one part of the instructions is to be monitored.

‘ The source of the vulnerable software. 2vs is then modified, so as to obtain the
source of the .vulnerable software 2ps, this modification being such that, during the
25  execution of the protected software 2p:
e the second execution part 2peu cxccutes at least the functionality of the
chosen algorithmic processing,
e the chosen algorithmic processing is split into insfructions,
e the chaining by which at least some of the instructions must abide during
730 their executton in the unit 6 is specified, |

e and the first execution part 2pes of the protected sofiware 2p executes



execution of the instruction ip+r gives the result b. The instruction io+2
uses as operand, the results a and b of the instructi ong6iJdanmnd2008+r and
its execution gives the result c. Taking into account that said chaining of
the instructions executed in the unit 6 30 corresponds to the expected
one, it results in a normal or nom nal fggctioning of the protected
software 2p. 26 January 2006 46 Figure illustrates an exanpl e of

i npl enentation of t; Elbﬁgc L Rhifars g@fi% ﬁg%gepgﬁ:@{e&ﬁ)ﬁ SNy ti?rﬁsglﬁ%é) n

using, as feature o cutlonto nmoni t ori ng

execution chaining @ﬁtﬁt | east- one part of the instructions, in the case
where the expected chaining is not abided b According to thi s exanpl e,

the expect ed chdpuringghé exccutien eftheprotostedsoftwere 2pnprotactsd ynibisipsingiple, fin | | |
i "+r and i"+2 However ﬁ&’tﬁ] 9cut| on chaining is nodifi ed by the

repl acenent.&fe RIRFIER L hi" with the instructioni'., so that the

chaining g act uaI J Y [ :
i nstructi on i, gla\%)ei&%]%fe‘ﬂek:@%*upg()fm hﬁmﬁ?éﬁ% res&ﬁﬁé{%%&p l%hOfttﬂee
execution of the i ngbeurtisofiwhre, 2p,Hxeauted in die hikie 6 Wormkaionds t¢lthel dgedtb®

execution of the instruction i"+2, the detection neans 17 detect that the
instruction P. doesongotaid Bodificdmeations ofiac Eﬁ%@@éﬁﬁWﬁ@ﬂm‘ﬁﬁkomnvmlbfemr ate

the result a used f tlon i +z The detection neans
17 informof it thetg%tosgr Cﬂr%%@tgggﬁs %gi\bn 5‘“?3} accordingly, the

functioning of the jnask fﬂécdhhﬁhﬁh% of'the ms%cﬁ&?stofta%rﬁ‘&?%h%?ot@teé Qfftware
instruction i"+2 gives the result ¢' which can be different than c.

Natural | 40 if the eeeteciisd mthetlhetiidgﬂ:smttqomsp(éndgm tlesexpected o, tla data
different fromthe result a str i.on i,, i.s clear, that the
result of the instHHSSHBA S?’%grrﬁ c’éd“ﬁﬁr?ﬁ gﬁ?@%r@%f‘“ﬁ‘%ﬁ“& ?M% as
t he execution chai rggwgmggctgdﬁ%oﬁ@%r gﬁtisogﬁ)m%eqﬁtr{ y'ﬁn&{ynin Ofﬁﬁgs not

correspond to the expected one, a nodification of t unctl oning o
protected software Iﬁptccadsoﬁwmf?qnemmhﬁtﬂ ained. Figures 73 and 74

illustrates a preferr rlant enbodi nent of the princi protectlon
by detection anﬁ%‘b@r Eriafr‘?@ any urd BFPIE%’E%'F?%WE}J g‘ealBF‘B%‘P oft he

moni toripg Ofprcit&filo%xl%?a&tb&{bncﬁﬂ Eﬁe‘i'&o&fusﬁ‘ltg heaaturBe efa@cruhefzfto thfe by the
instructions. Accordi'ng to this preferred variant, is defined an

i nstruct i ons ngmitonhg of thet execuisen cowEng iofigtat Lt mazmﬂ«hmnstructe:glssmethe and

use at | east one operand WA LIS SALAR, O Teturning a result.

The first execution part IZpes of the protected software 2p, executed in the data
processing system 3, executes instructions commands CI; triggering, 1n the unit 6 the
20  execution of the instructions i belonging to the instructions set. In said instructions
Set',’at least some of the instructions each include a part defining the functionality of
the instruction and a part enabling to verify the expected chaining for the execution
of the instructions. In this example, the instructions commands CJ; are represented by
TRIG(i;) and the expected chaining for the execution of the instructions is iy, insy and
'25  ins2. The execution in the unit 6, of the insfruction i, gives the result a and the
execution of the: instruction‘ in1 gives the result b. The instruction i, uses as
opér‘and, the resuits a and b of the instructions i and iy+4 and its execution gives the
result c.
Taking into account that said chaining of the instructions executed in the unit 6
30 corresponds to the expected one, it results in a normal or nominal functioning of the

protected software 2p.



As illustrated in figure 73, are defined for at |east sone of the
instructions working with registers, a part PF defini ng2¢ bendamng®itonal ity
of the instruction and a part PE defining the expected chaining for the
execution of the instructions. The part PF corresponds to the operation "~
code known by the Man of art. The part P§6defi ning the expected chai ning,

I ncludes bits fields corresponding to: 26 January 2006 47 an :

i denti fication fhel. Lpstruction: Clle, : for each. operand k of th
netruct i on, i (e, 32, EeS o B ar. im BB Bien 37 WECPARRIGP L e

i nstruction: protactidnay ddtedtibnGad, cobttirCalihfdasRehRest Qlecitdn totabide by, the
appropriate to verify the 5 origin of the operand k, - and an expected
i dent'i fi cati erpritorhg ofitiRk cxsicutione clopeing i, atileast ove parg of e ingkpionsdnitbent ity
of the instruction -which has, generatedt ntents of the operand k. As
_illust rat_e_d_.....i?ﬁﬁ%%ﬁ‘efﬁ?e&ﬁ%g?afﬂ?g ﬁéﬁtéﬂgﬁ’ég{- includes V registers o
bel ongi ngsto 10 LBl 96 QAR BAFRE R8Nt i S & HRe QuBR('BE e .
with.v varying from1 1o V. For each ?é%i‘pseter R, g':lre efél'l’ar%e tvvogfdli%el ds,
nanely: a f umstiidos!is tlig iGh and Licnddowbyer] the elbeutioh chsiihingris neotifidd by t o0
store the result of the execution of the instructions,” and a generated

i denti fi cat i & Faplacamenteef gsaigpiryriiondn D ithy dnsiietiqngEntset that de ¢hgining

i nstructi on .yhi r.at ed . congen t he..f i . fiel CF, .
sai d gener at aouithe BRSNS, Fry bty e beollion B0k ARMARD R cbflpe
the content s r@hittd)gei thenhinki eaili At the @xdewtiont dfahé BRlrhetnl i HEGVEverhitGhe has
generated the functional field CF,,. Said generated identification field

QG . i'slfei talest dudeg & icsutionoe! the dastiugbpe iby thedetedtiontrecang 47 deteact thas and

i mstruct ) on. TS BRsR T HRORERNCRHTSEIN I Wi SesP et i SHTE I et e

fol | owi ng opessaltioned akhpefdnd Gfftheindtréddon K.l TS detedtiont hunk 12Anfdr@l &F ;CDK

i nposes it, the expected identification field ClPk and the generated

i denti ficati 8¢ ¢deedion giedys 48 whidpondity gceardingly, thegfupetemingsefothp ynstiucgon

operand k arg bolyLPR o dolfof 8YAd aRldS. ¥Rl U BSuPPaaad . 6 1o

15 - different than c. Naturally, if the execution of the instruction i'y gives a result a’

different from the result a of the instruction i, it is ciear that the result of the
instruction fq. can ﬁlso be different from c.

Inasmuch as the execution chaining of the instructions executed in the unit 6
does ndt correspond to the expected one, a modification of the functioning of the

20 protected software 2p can therefore be obtained.

‘Figures 73 and 74 illustrates a preferred variant embodiment of the principle of
protection by detection and coercion using, as fe;ature' of execution to abide by, the
monitorixig of the execution chéining of at least one part ofl the instructions.
According to this preferred varia.ht, is defined an instructions éet whose at least some

25  instructions work with registers and usec at least one operand with the intention of
refurning a result. '
~ As illustrated in figure 73, are defined for at least some of the instructions
working with registefs, a part PF defining the ﬁmcﬁonality of the instruction and a
. past PE defining the expected chaining for the execution of the instructions. The part
30 PF corresponds to the operation code known by the Man of art. The part PE deﬁniing

the expected chaining, includes bits fields corresponding to:




and if the equality is false, the detection neans 17 consider that the
execution chaining of the instructions is not abi ded by. 2FHengweR80dOn neans
18 enable to nodify the result of the instructions when the  detection
means 17 has. informed them of an instructions chaining not abided by."A26
January 2006 48 preferred enbodinent is carried out by nodifying the
functional part PF of the instruction cﬂ?rently executed or the functi onal
part PF of subsequent..i.nstructjians.. Accordin anot her advant ageous
characteristic oOf fWéd?RS%ﬁWthaafﬁg“HP§?$§F’éﬁi process ains at '
i npl ementing a Rring| ; ' ;cal With 1" ﬂgﬂ% >
description of mhigﬁmﬂgﬁggﬁf?% h%&%bfﬁﬁﬁg afﬁgﬁq¥g1¥ﬂ§ re ﬁggl%gﬁgﬁyukor
t he inpl ement ati on Kiuidber ¢f dpecangdh of ik ipgtaictiohi on by renamni ng, are defined:
a set of dependent functions, whose dependent functions are |iable to be
_executed, by means of a fleg 8dddih. endieaitnigonhgibaror pefatiis approphiatedniverify thand
possibly to transfer data bﬁ&ﬁeen taghdata processi ng system 3 and the.unit
6, said set of dependePH&F GhtFioBHEM be finite or infinite, a set of

triggering commands_f of, Sal 4 g&@tﬁﬁ@éﬁﬁcéﬁ&?ﬁﬁél@@ﬁl’k Sfth8 o é&ﬂ&‘iﬁ%@&ing%ﬁéﬂm”ds '
n the m 3 "an t

being liable to be execute ata processing syst ~trigger
in the unit 6, the exespbtitodidehtitosfiths postdiction whiok haepinefatisibthe otsents bOr
each triggering conmand, an order corresponding at least in part to the .

i nformation transnitte@eopeapdksi st execution part 2pes, to the second

execution part 2pe S0P fiflude TR, bG8 SH AN FSGO LEBRRARY N
or der e formof at |ea t of

dependent function, sai havi ng one ar guwen

the triggeri fg sooEming meads T6] il rofistee baiigmed R, heithvierdng&shgnesdvt o be
used during the nodification of the vul nerable software 2v, such a nethod

enabling to Fpeeachaegiper By.ae defingddwotfieldmhpamelyt ri ggeri ng conmands with

renaned orders enabling to. . the identity of the correspondi
dependent funct i'ons%mﬁﬁ?agéf%ﬁﬁmﬂéy%e gfea}s{iogﬁgc?nt 0 éﬁxﬁ%g’d&?ﬁqﬁ%e
unit 6 during.the usageof thbatRulds ofMBBhitR@tibes, restore the initial order,

fromthe renaned order, so as to restore the dependent function to
execute. 30 . For tdnd 4 gapketashidentifination fiche GG prabihe tomepmosrze tiei identlsy

renam ngysare al 90 cRRSLINERES WX RS BLlcBeABRNSnRRRCH B9 dRebhATRAST ™ 2
~ CF,. Said generated identification field CIG, is automatically updated with
the contents of the identification field of the instruction CII which has
generated the functional field CFy. Said generated identification field CIG,
is neither accessible, nor modifiable by any of the instructions and is solely
20 used for the detection means 17. -
| During the execution of an instruction, the detection means 17 carry out for each
operand k the following operations:
e the flag ﬁe‘ld CDy isread,
e if the flag field CDy imposes it, the expected identification field CIPy and
25 the generated identification field CIG, corresponding to the register used by
the operénd k are both read, '
* the equality of the two fields CIPy and CIG; is checked, .
o and if the equality 1s false, the detection means 17 consider that the
execution chaining of the instructions is not abided by. |

30 The coercion means 18 enable to modify the result of the instructions when the

detection means 17 has. informed them of an instructions chaining not abided by. A




menori zati on neans 15 and processing neans 16 into a unit 6 inplenenting at
| east the restoring neans 20. For the inplenentation of28 banyary 2@l6pl e of
protection by renaming, are also chosen, in the source of the vul nerable
software 2vs: 26 January 2006 49 at |east one-argorithm T processing "~~~
using at | east one operand and returning,, at | east one result, and at |east

one portion of the source of the vul nerabl e software 2vs, containing at

| east one chosen al i thm.c.p 5] . r :

sof tvare. 2vo S RCIARENE P LREET TN By IR E (orblf Jl BRSPS (e
sof twar e 2psipsitidifonBRetehtlf atdcoRd iob tHUthctidial parfPP B subsEficht intkhidtiags.t he
execution of the protected software 2p, at |east one portion of the -first
execution part 2Asewdingttp@ahother alvestagenisichamaplerisit of thy weenfiing thepyottetions,
takes i'nto account .that the functionalit

of at |east chosen. . .
e L Bonh i gt iphlen e 4 BARTIY AL PLrion, SRR thy CAHBMUSER dt | on

of the proteglef,@0f &\ekiEh fPeariflfort 8¢ RS GSkQBOARYS  2Peu, which is

executed 1n taisgﬂ%mt 6, executes at'%ﬁeast thceﬂé?lunctlonafity of at | east
one chosen al goFot fhetdplehenesisinf the peawiple hbpetectbigby rehming, preaieissd:ng i s
split so that during the execution of 15 the protected software 2p, each
chosen ‘al gori t hMi capieb@E slepengleny Hinstiens, ihpse dgpendanfingfionsiae diablsrig be
execution part 2peu, USi dependent . f [ . P bl. each c en

al gorithmc pr ocesgf‘%cé‘%?ds]q’gprﬁ%ngio%é 8%‘%%%11 g‘%‘?'mop L#Ii?g{lf%e?llé "?1353 ‘?’\’}mp%&gls _
varying from 1 to Nhssibl3H8!tdansfer 848 beeén IS dAH pERYSIR syWRREDARD thefuiict | ONs
enabling the placiing of one or several operands at the unit 6's disposal,
- dependtht functi énsaid sered depengdiiichnetianschie be faktaeioBhitand execute in '
conbi nation the functiopality of the chasen.al.gorithm c processing, . using
~ said operand(s) - aa%fih"ﬁ&'é%%e 1§, coBmEn ?%re%‘fg N g?i’é:ﬁﬂ‘é%‘gn?’ﬁ Fl(gggﬂng '
~ enabling the placi @e?m@ﬁ BEingNiablebro til exeb@cd B MeRlRERDSLRMSYSESMN

di sposal of the result of the chosen algorithm c processing, -

; to trigger in the unit 6, the execution of corresponding dependent functions,

7 e for each triggering command, an order corresponding at least in part to the

; 15 information transmitted by the first execution part 2pes, to the second

‘ execution part 2pew, so as to trigger the execution of the corresponding

E : depeﬁdent function, said order having the form of at least one argument of
the triggering command,

» 2 method of renaming of the orders designed to be used during the

: 20 medification of the vulnerable software 2v, such a method  enabling to

rename the orders so as to obtain friggering commands with renamed orders
enabling to conceal the identity of the comresponding dependent functions,

e and restoring means 20 designed to be used in the unit 6 during the usage

phase and enablilng-to restore the initial order, from the renamed order, so as
25 to restore the dependent fanction to execute.

For the implementation of the principle of protection by renaming, are. also
épns_ttucted expioitation means enabling to transform a blank unit 60 containing
memorization means 15 and processing means 16 into a unit 6 implementing at least
the restoring means 20.

- 30 For the implementation of the principle of protection by renaming, are ;1130

chosen, in the source of the vulnerable sofiware 2vs:



during the execution of the protected software 2p, the second execution
part 2peu executes the dependent functions fd., during Rhdaeseg@d@®dn of
the protected software 2p, the dependent functions 30 are triggered by
triggering commands with renamed orders, amdfa“sedguerce” of “the “trirggerrng-=~
commands is chosen anobng the set of 26 January 2006 50 sequences all ow ng
t he execution of the protected software 23_ The first execution part 2pes
of the protected software 2n, executed in the data rocessing ,system 3,
execut o5 11 ggert ngt A eRAALOR PING RRSFSMY oS & 157 R SRer P e
orders to the unit Bi..andtLdggering in the unit 6 the restoring by neans
of the restoring r?ez,laens 2(53, o‘%gt he orders, and then the execution by neans
of the second execid sinlepstr dnd? pettionOdf GRe Bowte tofethpravicaibld Yof@ide Nk,
dependent functions fd,,. In other words, the principle of protection by
_renaning is_carri econtinipy at leash ahe plepsemn elaorifanis pagcesiieg.t ri ggeri ng conmmands,
So as. to pobtain. triggeri co n with renaned or -whos ecution in
The data b ocesdgodre ainS RPRER el e 2RE MIEoh Aeiien. I8 B ARIER e o

t he dependent,fngt iHepsotbktba borbth dpbiadts RRAMLIIBLEIHRY ambig oftieisgger i ng
commands with not-renaned orders, w thout however the exam nation of the
prot ected softwar e dpingihdéiaegtidroolihe erotected sdfovare @p; attlgasbénetpoeti@xeittie ed

dependent functions, Figure 80 illustrates an exanpl e of execution of a
vul ner abl e sof t war difsiexepytionpary Zpes, whichds gxecyieddn the datg prgessing sgstemdki on
of the vul nerable e j : p i -1 - .
certain tine inst arsf?l,L s}["fﬂg) %%}s%ﬁqg%%ﬁqg{l&?ntg M}Clé% ; l%@t é%ez%]rﬁglérg%lﬁ%ﬁtr%u fo the
assignmend to a varpraddseing ivéxetited irethehinitod, an al gorithmc processing .
represented by a function F and using the operands X and Y. Figures 81 and
82 illustrate art exinngdhoexacufipepethe arotepfed softwrei2pybasscond srecution partg 1
illustrates the parjial Lnplenentation,of t iLpvention.. kn & his xanpl e,
during the. execut | Pn"THE: Bt R BrbRaES, vl € A PRRR e 3ot 8 pitiBpa BT 7o
part 2pes of the pratestsst dobivasaitBmiapebcesidghe presence of the unit, 6,
appear: at tine instants tr, t2, the-execution of the triggering commands
CDr, CD2 triggeri mgchehosen algonthgic plescssingcistspbhsmihahdenng e exeratioacdnd

execution_part 2pe of, the correspondi,ng dependent .functions. fdi
which pro%ide the: U ERUPEPE SFRAE 2By Sol PhoEh FREaRinis ERbIis ditaytbem
to the menorizati onpy aRAES of BEPSLbhY @k¥cutionYpdrOZphig dising ddpendBRiBlricEdhs.ON

means 15 of the unit 6, L N
' Preferably, each chosen algorithmic processing is split into dependent

functions fd, (with n varying from 1 to N}, namely:
—~  possibly one or several dependent functions -enabling the placing of one
20. or several operandé at the unit 6°s disposal,
| —  dependent functions, some of which use the operand(s} and execute in
combination the functionality of the chosen algorithmic processing,
using said operand(s), '
— and possibly, one or several dependent functions enabling the placing
25 by the unit 6, at the data processing system 3’s disposal of the result of
‘the chosen algorithmic processing,
. durihg the execution of the protected software 2p, the second execution part - -
2peu executes the dependent functions fd,, - _
*  during the execution of the protected software 2p, the dependent functions
30 are triggered by triggering commands with renamed orders,

¢ and a sequence of the triggering commands is chosen among the set of -



said triggering commands CDI, CD2 being represented respectively by OUT(x,
X), QUT(y, Y), at tine instants t3 to tN_1, the executi o2f &fnuahe2G06i ggeri ng
commands CD3 to CDN r, triggering in the unit 6, the execution by neans of
the second 26 January 2006 51 execution part 2peu, of the corresponding -~
dependent functions fd3 to fdN_1, said triggering commands CD3 to CDH 1
bei ng represented respectively, by TR GP9d3) to TRRGfdN t). The series of
dependent functions fd3 to . fdN |  executed_.in conbi ggt'on .S '

al gorithmical ly eqdfRERRIPYIEHEe pYrufop Rt e mo F2Biy, the

execution of saigl.tf.i inq : QD ni t
6 “of the. dependisdH AR IR ST AL o (RGiarPAE KA baR WUk B T,
Menor.i zat i ONp#REGIESyskmas)ExEaiidsifighdithg @ftilnhndsiwith feRaMEd Gleisfardtifgngy Of

the unit 6, and at tine instant tN, the execution of a triggering command
_CDN 10 tri ggeemamgd order$i® theypnit 6, andHeggsténain thavpt/d theaestorvig bhmearscyibe

ti 't - 2peu, of.th dent . f i on fdN i di he t fer
of Cthe. 1 ekor TostEmgraan g oF Wi Db cbd RS theo Mok teaby HerhE S e ROl T o
f th I 6, t ' [ it
o he bt hEybbn ol bR BF AR A Y BETFIDIAR! S fyPRofdratos on
exanpl e, ‘to compy el woPR! SREPrintHE OFVERIdcA W Rn&hASen 88uRHdSitSyy the

first argunent of the triggering conmands OUT and the argument of the
triggering commenmgsthRideraoiihe Niggttieg coniorands,isogete dbtain kiggermg gomnmandenaned
using the nethod of rengm ng of the orders. In this manner, the orders of
the tri ggngﬁ%%M%@é@&%emﬁwwt%%PfP&%ﬁ?lﬁ%aWj?f?-3zsréﬁasrsr'@ fred so
as 10 Obj@i Nyyit@ fHRSRE oﬁedehé%ﬁeg%ndé%&ﬁmm mch-woul&&_&#\tc%}pm%&éd gy gure
82 illustrates the conplete inplenentation of the invention. Inthis

exanpl e, dur ilrgriphaimexemthisl with bétaetaned prdece sithog loysventh8 exahimatien f i r st
execution part 2pes of . th rofected. software 2p, and in the presence of
Che uni t 6, "o protedisd SPRERTrLE SHASES ( (GITHE b5 Gt Pl Reteted
triggering cgﬁ;@‘ﬂg&ﬁ\ﬁg ns.25 renamed orders CDCR1, CDCR2i transferring to
the unit 6, e renaned orders R(x), R(y) as well as the data X, Y
triggering in tRigwrei80 Blushrates ae skamplgohyxemmbins obh vlnerabés soitwag 2vedms 20,

of Lhe renanEd. LSl L0cafSRERL e NECRIETP ol Gind i LRI YY ST B

processing system 3, at a certain time instant, the calculation of Z < F(X, Y)
corresponding to the assignment to a variable Z of the result of an algorithmic
processing represented by a function F and using the operands X and Y.
Figures 81 and 82 illustrate an example of implementation of the invention.
20 | Figure 81 illustrates the partial implementation of the invention. In this
example, during the execution in the data processing system 3 of the first execution
~ part 2pes of the protected software 2p and in the presence of the unit 6, appear:
e  at time instants t,, 6, the execution of the triggering cormnaﬁds CDy, CD,
_ -triggering in the unit 6, the execution by means of the second execution part
25 ‘2peu, of the corresponding dependent fanctions fd,, fd; which provide the
. transfer of data X, Y from the data processing system 3 to the memorization
2ohes respectivelj X,y located in the memorization means 15 of the unit 6,
said triggering commands CD;, CD; being represented respectively by
OUT(x, X), OUT(y, Y),
30 e at time instants t; to ty, the execution of the triggering commands CDj; to

CDy.;, triggering in the unit 6, the execution by means of the second




o CDCRN r being r&FFay

t he execution by neans of the second execution part 2peu, of the 30
correspondi ng dependent functions fdl, fd2 which provideZ26Rengarpagdter of
the data X, 'Y fromthe data processing system3 to the nenorizati on zones
26 January 2006 52 respectively x, y located in the nmenorization nmeans 15
of the unit 6, said triggering commands with renaned orders CDCRl, CDCR2
being represented respectlvely by CUT (R(x), X)), OQUT (R(y), , at tinme

instants t3 to tN_r t|on thetri 0, | renaned
orders CDCR3 to CD&R%LFIOH egr ?t; ¢ ge%ﬂ?gdﬁg%f: #ér’nﬁté??é;r@’lﬁ 0 Mpger s .
R(fd3) to R(fdN_|) salddiggeri mﬁﬁd.s,ecp 14 O MRiraabRYLE the
restoring nmeans 20, ° of t%%e ogp‘g)ersa e d o ’%e&b and tf}% é?:'ﬁﬁéé? W 7
execution by neans Tﬁl(ﬁﬂfds)%cﬁhh}(édze@uﬂ'homlmrdf d2pendenv funttiensdfdp e ddn{

functions fd3 to WN.! i.d triggering comrands with renaned orders CDCRB
@ﬁt‘%&%@%@%@ iYé %P“E}Vm?ﬂbceﬂlh(’ﬁ‘lﬁ@) 50 ths fupetiag F..

(R(de—r) and at o Lggernln onmand

W th rengmed or derM%S\l&[%lgth e%eic{rllg %¥es %%?R%g E{; r%%genedﬁ tgrt

R(z) triggering in dxbetoniin the uhit 6, @Fkiey dé};&n&ht'f&tﬁﬂﬁn@ﬁd{@ﬁfd&ﬁhﬂﬂcﬁﬁ@é‘s 20,

of the 15 order i.e. the identity of the nmenorization zone z, and then the

execution by means thé conentseeldfy memetizition pencs Rpeand gbturh éhal epulidart

function fdN providing.the transf of .the result of the algorithmc

processing contai néd ‘igrhzatuﬁg %%?f@'ﬁt“?"&r?hzone z of the unlt 6 to the data

processing systam 3pdsg tidke §ftds ShIMhé texbutidiCol & | ( ering
11 ex o lc[\clﬁl?lh cg(;‘[ﬂ?

command with renanmed 20 order bei ng represente n the
i1l ustral@d exanpl dyiggdrmgtinitiymarit ﬁghc@mmmisbwmemsr(ﬁ'rthﬂmitomd ehatcatidn paat N

are executed successi vel shopu be erved th t WO _i-mpr overrents can
be effected: The ZMCPS?FWBQ%%%%”E 2 mErovling e“%ﬁ@?é’féléﬁ/@ﬁ'g
al gori thmc . (RE AEBHMNG Pr@iif E@ﬁﬁﬂe&%t&@ﬁmﬂ&%a@ox%eafofltﬁ@ﬁhtt he

result of one aI gorithmc processing 1s use y anot her algorithmc
processi ng. |n thi $ wahe dasopecdssinggestom3, sorsandssig itho tenesebloy.daekd used
for the transfer, can possibly be re Vﬁg The second inprovenent ains at
opting for a perti rfef™ PispeRt @.

15 In this example, to completely implement the invention, are chosen as orders,

the first argument of the triggering commands OUT and the argument of the

triggering commands TRIG and IN. The orders chosen in this way are renamed

using the method of renaming of the orders. In this manner, the orders of the

triggering commands CD; to CDy i.e. x, y, fds, de.l,' z are renamed so as to obtain
-20  respectively R(x), R(y), R(fd;)..., R(fdx.1), R(2).

'Figure 82 illustrates the compliete implementation of the invention. In this
gxa.mple, during the execution in the data processing system 3, of the first execution -
bart Zpeslof the protected software 2p, and in the presenée of the unit 6, appear:.

 at time instants t;, t,, the execution of thé triggering commands with

25 renamed orders CDCR,, CDCR,;, transferring to the unit 6, the renamed

- orders R(x), R(y) as well as the data X, Y triggering in the unit 6 the
restoring by means of the restoring means 20, of the renamed orders to

restore the orders i.e. the identity of the memorization zones x, y, and then

, the execution by means of the second execution part 2peu, of the

30 ~ corresponding dependent functions fd,;, fd; which provide the transfef of

the data X, Y from the data processing system 3 to the memorization zones



30 triggering conmands with renaned orders anong the set of sequences

al l owi ng the execution of the protected software 2p. In 2hianuaesP@et, it is
26 January 2006 53 preferable to choose a sequence of the triggering
commands with renamed orders which dissotiraté venporarty tne” execurton—of =
t he dependent functions, by intercalating, between them portions of code
executed in the data processing system 32and including or not triggering
commands with 5 renaned orders used of the determ nation of other data
Figures 83 and 84 rebpeutitdipkeytibentqt innthie phematzatior means dffod dhememt 6, faidjur e
83 shows an exanpl e of execution of a_vulnerabple software 2v. In this _
exanpl e, appears, dUggeTHe [romsnadst Wth denamed arderer SHMERsof(RRe BRjng | n

t he dat i _ 3..Ih [ t ikt hmi [
| eading to the 10 dePERmETssiny B AR ORT B B¢ § a2
S F(X, X)L WP gl Sl ,nkygttb%sgt&ne&éam..@f.%..ﬁggé&@w@ham Wi t he

process according to the invention for which the two algorithmc-
proccesi ngs chosen ienarhédonders8EDERS fo CINOR g4, ttapsfetrenguoithe Gnit \choradamed t o
such an exanpl e, during_the execution .in the dﬁta pr ocessirglgd)sjystem of

the first executi orrrers R o Kldny tHestng wdhs srit Rdhe respp _
presence of the unit 6, . @Sy E X 3l ove, - executi;on . .of .t he
triggering cormandsthﬁ/i %eﬁtgﬁgggﬁn%aégo%(ge%Wg?‘g{zol'%kﬁcﬁ%légggng’fﬁgm%o t he
determinati on of Z greutiditbexeant odmhefeconé ekedutige rpaftg2 ol mists degehdent
renaned = orders CDCR 1 to -CDCR M corresponding to the_determ nation of T.

As illustrated, tHanetanggtdsi tay idonmepididrigeering: eoramaadso "l renametk) ordess CDCRN

Fenaned Saers. coore DU ECERY Leo RE ISR ko PSSR RGBT "

intercal ated. -1 n thepegamtdg. ) he follow ng sequence is thus carried out:
CDCRI, portion of intercalated code, CDCR 1, CDCRI; portion of )

i ntercal ated code, @UCR ZmeCDERIG, tnpdire jicgpcusion ¢inther tredegting copueand with
CDCR 4, CDCR3, CDCR4i ..., N, M 25.1t shoul d be,observed tha

during the executi orr‘?“%‘fle‘g%%F quuwgerppg K Hw_e%tcgﬁhgﬁe’baﬂ %Sgrshng) t he
protected software gpoedifiint th GARTY 18 r&EMBIBES mbhdsbf (ELOFIE LD, SF the

executed in the data processing system 3, trigger in the unit 6 the
restorindg5of the i dendertg the idehtétysd theomomedizaitpndmpe adant thew theteixogidionmy t hen

et eXecuton. T o WRERERLE ok bl SE R SR By °
software 2p is conphebfliNg tHeNSddsRRAJF the result of the algorithmic processing contained
~ in the memorization zone z of the unit 6 to the data processirig system 3, so
as to assign it to the variable Z, said triggering command with renamed
2_0'. " order CDCRy being represented by IN (R(@).
' -In the illustrated example, the triggering commands with renamed orders 1 to N
“are executed successively. It should be observed that two improvements can be
éffected: _ |
e The first improvement concemns the case where several algon'tﬁmic
‘25 . processings are remoted to the unit 6 and at least the result of one
algorithmic processing ‘is used by another algorithmic'prdcesshlg. In this
case, some triggering commands with renamed 6rders used for the transfer,
can _possibly be removed.
s  The second improvement aims at opting for a pertinent sequence of the
30 - triggering commands with renamed orders among the set of sequences

allowing the execution of the protected software 2p. In this respect, it is




protected 26 January 2006 54 software 2p, when the unit 26 Japuary28061ig. | n
this exanple, during the execution in the data processing system 3 of the
first execution part 2pes of the protected™software=2p;~ at—wevery  tyme——r=
i nstant, the execution of a triggering command with renaned order can
trigger neither the restoring of the ordgs nor the execution of the
correspondi ng 5 dependent function, because of the absence of the unit 6.
The val ue to assi gipréfrableio chabicadbbeuénenontie tifgiriizaoamnmdd etidy rhaael
correctly. It therefore appears, that in the absence of the unit 6, at

| east one request kyders pbichi disseriatehierpporally ethec grecsHopaph thgedepgrdephe

Cxocuti on of & depdAiiarSr bhErRERTE ebeam bof helinbioritE b At g

correctly, so that '&Eat_ h&%éésir%aéygteﬁpﬁ_tdnanidcﬁldﬂ@ OCXARUHEEH B0 InRRAd s sl

that, consequently, e protected software 2p is not conpletely
functionaf. Thanks reqadd erdpsiused pf theafetgmotasni cfrotiny datan Higurgy 83 el 84
exam nation in the _protected software %ﬁ\ of the triggering conmands wth
renaned orders doedlilpgtate g ppneipterifuch eﬁ'@"%"l‘@nf'denti ty of the dependent

functions whi ch Maye §0aRvssh SEAHIL OF b3l di'Y Tulferabib sSRAM ARG liger ved |

that the renam ngg‘(')'fe e or carrie out during the no i cation of
t he” vul ner ablegadple! Qppeail Audb @t spdcduvioneofdhe vuliceabidsofwdre 2¥, v theaddta of
the principle of protection by renaming, is defined for at |east one
dependent f upeadessing aystemid, he fexerabiendeintwe algorithamis RIpESHAEH Iepdiag)tp the

equi val e but triggered,b i,fferent, I riggetin pOMREN Wt h renaned

order o. 190" AEteBRURGh POEAN S aFh Bng: ¢ RGN FRLEPROREE 0t f e

processi ng usi NGrigEREHORNEIALIEE bRdS 1e3ﬁiiﬂ1p@érﬂ@ﬁdﬁohrﬂf%@ﬁ@6@s%slkaﬁdin§ topl it
e

into dependent functions which for at |east one of themis replaced with a
dependent f unisd iroentén fdrewbmirethe dmiol 3lgprithmya prodeesikgse phasgn defiguxp 83 are

f th “dependent ‘functjon. To this. tri i

Cormmnds. i ¢ PP Bearidl e Ring i Prhdn s Pako i reins bR i B9 daa

repl acement ?&o&ésiﬂﬁgﬁ&%’ Rlorkikfitst SRS uiioh padtepROGEMe phatbatd Sotswat 2phadsane
S

famly. In ofher words, two dependent functions of the same fam |y have
di f f er ent5or derthe gmetenan st diremmnity6, atifebnranexplaingdabovey tho eresution it the

renaned orders and, it is not. .possible, by <& 1 Nj he protegte
sof tware 2p, _tflﬁgeﬂ}”gcciﬁ’y@m}dﬁé‘fm{)‘ﬁ?é’a‘égﬂé’ﬁ tcﬁéﬂg]ﬁ %%F?%ﬁpo (@%g £ the
al gori t hm calgdeyeetki%al &M andOmACSREGIAY of Ahé thijgesihg MoRfnefds drvigha@idaant  of

the variant of the principle of protection by renanmng, is defined for at
| east one depedae GEDERRAL IR arresppndipls to the determination of Z. As illustrated,

the triggering commands with renamed orders CDCR, to CDCRy are not executed

20  consecutively, inasmuch as the triggering commands with renamed orders CDCR";
to CDCR'"y as well as other portions of code are intercalated. In the example, the
following sgqﬁence is thus carried out: CDCR,, portion of intercalated code,
CDCR';, CDCR,, portion of intercalated code, CDCR'z, CDCR‘:;, portion of

. intercalated code, CDCR's, CDCR3, CDCRy, ..., CDCRy, CDCR'y. |

25 It should be observed that, during the execution of a portion of the first
execution part 2pes of the protected software 2p, the triggering commands with
renamed orders executed in the data processing system 3, trigger in the unit 6 the
restoring of the identity of the -corresponding dependent ﬁlﬁctions and then their
execution. Thus, it appears that in the presence of the unit 6, said portion is executed

30  correctly and that, consequently, the protected software 2p is completely functional.

Figure 85 illustrates an example of an attempt of execution of the protected




26 January 2006 55 algorithm cally equival ent dependent functions, by
concatenating a noise field to the information defining26dandamneedsdnal

part of the dependent function to execute in the unit 6. According to a
second preferred enbodi nent of the variant ~6f " tHe’Princi pl'e 0f "5 ProvECT ON
by renaming, is defined for at |east one dependent function, a famly of

al gorithm cally equi val ent dependent funs4ions by using identification .
fields. According to a preferred vari ant enbodi nent of the principle of
protection byoftwearaZpnghen &ednﬁﬁﬁlésdn'msingekhw @Cfamplmdmimgﬂl@femmionrid@les a

ci phering method enablin %I pher the orders to 1&ransf or eminto
renamed or def&fa PRRSSESHETYS Fﬂa%o %ﬁrﬁéw@ﬁmm%ﬁw (S’F?fﬁ?tg v&53<':‘€13|2Pzed out
during the phase I. t r '
restoring magf’j1 Ve?gamg ,&E&%ﬁﬂg@@% grgrgr? é%englrg% ea(rﬁgr%lﬁ{ kng?%g%ggﬁggﬂ ng to
-.deci pher t heyisRaNBRhI Hl6EstaAkk bif ke To@déreﬁdrothe etxlamﬂodem tteycafesphieling
dependent functions to execute in the unit 6. Said restoring means are

i npl ement&d dcpmdmt fumitiong benausecafhth absgncs of theapmit GrThﬂandWagleﬂ%ﬁ@l}f) dhe saj d

restoring nmean 0,are | ed .t o.du he usage phase U each tine a
triggering céf RIS t%é‘?ﬁgfpﬁ’é% Japn ‘fi Oé%(?@ﬂt ed in the data processing
system 3 W th t hegbnige E:g@aré)fﬂﬁtrlhgtﬁ@ﬁb%cé Bf tc\hitlp) dt 16ast bHE rée8R Uy #N Of
a dependent function. ding to anot her advantageous characteristic of
the inventi oporttoha)fnhelﬁmtammuanpnrespesaoﬁﬁleqnoiempd snftwaiendp, do priggreithe e of

protection cal |l ed by << condi ti onal ch ' a_descri on_of which is
carried out FeFtorEeg |3§rPrf1%“?“r F§§c‘§’(§‘°f‘c9 95’239%46“{ ﬁ@cpﬂﬁbl“ghjﬁﬁl“étt &HI8E t he
pri nci pl gy of Qrfﬁtt‘? 8&% 99%%%& A sd BBGHdN ik fot &ROGEA cbﬂeét CorRHAS © of -
t he vulnerab ‘e SO g, |'east one conditional branch C. Is also
chosen at Ieasﬁseqmﬂppuhépm“tecﬂéd$dmaﬂmpaemtfcompﬁaetdylﬁmw¢ie sof tware 2vs
containing at |east one chosen condltlonal ranch BC. 25 At | east .on

chosen portion dihabkete s RSPl 1t RIOFSEPARYeBRPgatRe syamingiipn dp the

modi fied, so ?9: t SRk / S
nodi ficati .onp?tiﬁ:s&gdug 5 iﬂ]gaﬁ?yngq%?ﬁhgxecut i on%ﬁ%@%@%&%ﬁﬁggﬁlmr e
2p, anong ot bestde toadetdrarnd theadquity iafnthef dé¢peeddt rfanctmnscwhichnhayer to Bpes,

which is executed in the  data processin stem 3, takes,into account that
t he funcwongxwddm%ﬁu%és%sh%deﬁeb@ﬁ%%i% AEPR B SHER Beared

executed in Ef; ung{th%moilgfﬂ%tﬁ)ﬂgfﬁfe%%ﬂQQWtdQﬂro%&;dsgﬁ%e Hhichis

executed in anuary 2006
According to a variant of the pnnclple of protection by renaming, is deﬁncd for

at least one dependent function, a family of dependent functions algorithmically

equivalent but triggered by different triggering commands with renamed orders.

20 According to this ‘variant, for at least one algorithmic processmg using dependent

functions, said algorithmic processing is split into dependent functions which for at

~ least one of them is replaced with a dependent function of the same family instead of
 keeping several occurrences of the same dependent function. To.this end, triggering -

| commands with renamed orders are modified to take into account the replacement of

25  dependent ﬁmctlons with dependent functions of the same famlly In other words,

| two dependent functions of the same family have different orders and consequently
different triggering commands thh renamed orders and, it is not _possible, by

“ examining the protected software 2p, to discover that the dependent ﬁlﬁcﬁons called

are algorithmjcal-ly equivalent. |

30 According to a first preferred embodiment of the variant of the principlé of

: protection by renaming, is defined for at least one dependent funciion, a family of




56 executes at least the functionality of at |east one chosen conditional
branch BC and puts at the data processing system 3's di $pedmary i ece of
information enabling the first execution part 2pes, to carry onits
execution at the chosen spot. 5 The first ekecuiion part 2pes of the T
protected software 2p, executed in the. data processing system 3, executes
condi-ti onal.-branches commands, triggeringin the unit 6, the execution by
means of the second execution part 2peu, of renoted conditional _ branches

be whose f unelgputhaii¢ally dquivalpnt depeadentiiynetinnss bihequicaiepatinga peise felddndien
condi'tienal branches BC.. Fo he ..inpl enent atign of the principle of
protection bV‘fT@‘a@Bﬂd]legPB'ﬁafF'e %‘f%‘fﬂeﬂa Raﬁeoﬁﬁﬁet‘ﬁ%eq%ﬁ%ﬁ @5%@0%@) L elc‘;tgt"i‘l & reans
15 and ‘proceggipg means Figure 90 illustrates an exanple of execution of a
vul nerabl e software 2v. In this exanple, appears, during the execution of

~the vul ner abl-e-geténdireeto2y s¢cond Ipecfemed empodicens bfi thesyasiapnoBthetpracipdr 0&i n

tinme instant, a conditional branch BC indjcating,to 15 the vul nerable
sof twar e 2v DHECHEB LY IsBFRING I dimpd dar at leaghene doperdent fynctigpea g?"ﬂ?&h@f

t hree possible spot.s  Bi AIS _ he .
condi ti onal %Ileggﬂ@ﬁn&é% thg%éc% ﬁ%%‘g%‘,hs, oniotngggggg E‘%‘ﬁﬁﬁﬁ%&g}%&sﬁi on of the
sof tware at- spotacBérdidgto0s plferrdd @atist Sinbodirhens of alieeprimuiple xdippbiectidn by

i npl-ementation of the Invention for which the conditional branch chosen to
be renot ed 't esnaming, ript defined sy Bshoddel sepanypg ofothe opdets; b sitheppg desthat. | n

t hi s exanpl e ring the execution jn, i 2] f.the
first eng:) ut F%%*‘Béﬁ‘?'c‘i’g“é‘s&‘%f&#%%9"&‘%‘@5‘%’:‘?@% ?%?‘tt%e?lgﬁgg og%crié %i%h?e%%r glra‘ésence
of the upht fhe RRERAE 0f2Be dlrddrs IBcdrfied aut diding thelhagx e piotation P. Fe this

condi tional branch command CBCr triggering in the unit 6, the execution by
means of t hepedamddvaieatutticorssipang meansu2l @re mgany Eppleagniehdi dsciksiingr anch

be al.gorithm cally equival ent.to, the condition _ .S
condi ti onal W@W@ﬁ“@@mﬁaﬁa‘% clpby s ir%llgame%eoﬁfléerggl%(?lehé@ %@%f%e@%wya%%h%t
time instant gandbdtuhéinsilexbadid e wit &. $hid eestdigdnédsPio ieslsineged

system 3, of the information enabling the first execution part 2pes, to
carry 30 oni ths vaite®and ean b of sndtvidie 98 Hauiwere ngturs. Sqifgostpiing meansgP agg B3,

ool g RS by 0 Dnhdd S SABOHl eBlor gk B Flin Ll St

executio
o order is executed in the data processing system 3 with the intention of triggering in

the unit 6, the execution of a dependent function.
According to another advantageous characteristic of the invention, the protection
process aims at implementing a principle of protection called by «conditional

20  branch » a description of which is carried out in relation to figures 90 to'92.

For the implementation of the principle of protection by conditional branch, is
chosen in the source of the vulnerable software 2vs, at least one conditional branch _
BC. Is also chosen at least one portion of the source of the vulnerable software 2vs
containing at least one chosen condiftonal branch BC.

25 At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as té obtain the source of the protected software 2ps. This modification
is such that, during the execution of the protected sofiware 2p, among others: |

s  at least one portion of the first execution part 2pes, which is executed in the

data processing system 3, takes into account that the functionality of at least
30 one chosen conditional branch BC is executed in the unit 6,

e and the second execution part 2peuw, which is executed in the unit 6,



part 2pes of the protected software 2p, the conditional branches conmands
executed in the data processing system3 trigger the exé®ddnUgH #106 he
correspondi ng renoted conditional branches in the unit b_ Thus, it
appears, that in the presence of the unit 6, said portion is executed
correctly and that, consequently, the protected software 2p is conpletely
functional. Figure 92 illustrates an exafbl e of an attenpt of execution of

the protected software 2p, when the. unj.t 6. i nssing. Inthis ampl e,
during the executi (Sﬁ’ie‘f‘ﬁestzﬁée“‘sﬂg‘? ‘ "rt’(%‘@ég’i ‘?fgatj%{%‘?ﬁ %‘%6‘?“ T%‘él%“?ﬁ’(raga‘
execution part 2pes,®f.1h r S| : torn A7 U e LNS, tL.¢ the
execution of the C(?](giﬁdoﬁgﬁ gégﬁ:ﬁg%o%%%ﬁ%é%mﬁoﬁgaﬁﬁs !t]r% géecre J’?F]e
execution of the rgnAsicoaAblih®t@ filer exehtibepart AN Eartyorpite exuettibbe

absence of the unit 6, and at tine instant t2, the transfer of the piece
~-of i nf or mat-i-on-enakit thegchosan sppt.r st execution part. 2pes to carry on at the

chosen spot fai taki ng i.nto cou t he .absen of ,the unit .6, 15 |t

t her ef or appe‘a-lﬁlctﬁétt e’ﬁ%ﬁ“tt%ep%ag%“ﬁé’gt thy pf%%cqﬁ(ﬁﬂ e Z2P> pResued 4y gler‘ga%est
by a portio lehsh, SXERH ERIiRAAl bARERes!@niniddg AFipkdtgan a5aithien of
a renoted ‘cgrnogigstslmc%ﬁg{s branch in the uniat 6, casn_not 'be'qu%i I Iggd correctly,
so that at | éatht esaddionfhyreans of thenmtomek exagugon pot 2pat, lof rameied beriditional
consequently, the protected software, 2

.2p i.s. not conpletely fupctional. 20
In the previ BirgchRssbE Wqse funshopanty jsoritiwaleit r'g@ Cq%'aétéf, 0{]&5 EM5PRct of

t he i nventi on_.ai. t big o ' o1 i ve
Natural Ly alpRlifedt ork iR BE0 Dob thd Riphichiation BrGRNBHAGIRS POROGS by |
renotingidn thelitishdl beanch, the ahe s infludesanetnbiizaiah niaant$ esd ploossing\eank |

functionality is equivalent to all the functionalities of the conditional
branches whi d® have been rempted. The execution 25 of the overall

functional ity ofis@lod fisffiedlan! GARBRL of SRCAiLEBP NARRGNAE Soh RS2V, Gn't N
pl aci ng at the,_a?'é processing system 3"s disposal of a piece of
information @fabkimgle, ifiRars] dsringetkhe entdurionpithe 2fiaaabit sbftwaertiadhedata
software 2p to carry on its execution at the chgsen spot_ In the. previous

descri ption precessing pystere & atiagerian merigstagt, agppditional drangh Bfr ingBicatingdo 30
f soft tect| i Ci i
of so © %{eo}r&%%rl%gpc QW%%%;’:O\%%:% 'nca%g SHGEAUYutRRE RE! A% of the,

i ndependent |y o ano ocess I n actordance wth
the i nventi Ofred poisilplk SPBI tHE B2 &r JankanystX0endeitoddythatsthe gondidogl ibeaichl e of
protection b¥$(\3/ ?ali{i:;i tglleedecigﬁ)%sti) ?:Lr¥‘y gl? tnlix:é:i er;{%gut\il\grz Qf tl?en seofgxl;are at spot By, B; or B;.
Figure 91 illustrates an example of implementation of the invention for which
the conditional branch chosen to be remoted to the unit 6, corresponds to the
20  conditional branch BC. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and in the
presence of the unit 6, appear:
e at time instaht t1, the execution of the conditional branéh command CBC,
triggering in the unit 6, the execution by means of the second execution part
25 | 2pen, of the remoted conditional branch be algorithmically equivalent to
- the conditional branch BC, said conditional branch command CBC, being
fepresented by TRIG(bc),
e and at time instant f;, the transfer from the unit 6 to the data processing
system 3, of the information enabling the first execution part 2pes, to carry

- 30 on its execution at the chosen spot, i.e. the spot By, Byor B;.

It should be observed that during the execution of a portion of the first execution



several other principles of protection. In fhe case where the principle of
protection by variable is conplenented by the inplenent36iJanuasy 2686 | east
another principle of protection, the principle of protection by variable

i s advant ageously conpl enented by the principle of protection by tenporal™
di ssociation and/or the principle of protection by elenmentary functions.
And when the principle of protection by ténporal dissociation is also _

i npl enented, it can be conplenented in its turn by the principle of

prot ecti on byart @pesrefithe pyoteaied safbvase 3ndthgreondiopali trencheecaonmprdstaxeeuteth by
condi tional brgnch. 10 , And when,the prjinciple of otection.by elenmentary
Functi ons 1 s S PIOGBHEHERE R 31 TEER "B EXEBHBN AR B EROTHEY FSPTEY ¢ ne
principle of Bl QlGE: LAMR _in‘iﬁ‘éﬁﬁ{ B;thuﬁf‘ﬂ'aﬁgéa[&'tﬁﬂiﬁﬂiylﬁésehg@bﬂhbﬂﬁitw,e'Of'
protection by renam ng and/or the principfe of protection by conditional
~.branch.  Andsxifigartidiis kédueddadogreotly sdihas idonseqghyntiethegrotoctedssfteae2piion i s
also inplenented, it can be conplenented in its turn by the principle of
prot ecti oh byompletalvifangtienad/ or the principle of protection by conditional
branch. And when.the i.nciple of protection by r ] S '

ol ement od, 1t TiEFeodt RGBS o8 o ie o B bt 3 W ARgh g goteqipa
protection by,gendidy 9Mdh t A€ is mABRRY Gh Bds tRmile, RIFAL®d &Gcddd ithe
enbodi ment, ~the principle of protection by 20 . variable is conplenented by
t he princi pl dawfprovesting systam Byf therfirot exiecuiiespyt 2pésof the rofepted ag 2py t he
principle of protection by elenentary functjons,.co h%l“ nted b ﬁ

princi ple of prdteditBif Btapkte ieéﬁg‘ﬁﬁ?(‘j‘%fg £ &P t,lo’brrlg ”gli‘rﬁ?ff‘g‘&“% (ﬁb
princi pl ggof prot ect @ffg EeRE BxBitiochOSPIE RAbLRA QYditdRalrhid BE 8alh
prote‘ctig% by con%?ﬁ%tna %ran?ﬁ. Zé) In the case where %1 prri ncipl e 01%
protection i-s appl iiath account dinpiteemetofttioc e 6, pri nci pl e of protection by

vari able, its previously carried out- descrclrfpt I on rr#t I ncl ude,.  to take
into account it< coidigidins mstashien the Fasen ffdhs i ff RYormatisnicrrime Bss:

the notion of vuln I ' gggy &F $it0 Yoj rggﬂ-n_
vul ner abl e- t owar ds hee)?eﬁr%lﬁfr)\}é\ie%&?dc?#%%rot c?llqon e?%gsgrggécr%ﬂg : T%S%t? I n
the case, where a fcomntgitpd shsedcepfahenmiit 6n has al ready been applied, to the

26 January 2006 59 vulnerabl e software, the expression "vul nerable
sof t war e13 nust HJetherefore appears that in the absence of the unit 6, at least one request by a

portion of the first execution part 2pes to ln'ggef the execution of a remoted
conditional branch in the unit 6, cannot be fulfilled correctly, so that at least said
portion is not executed correctly and that, consequently, the protected sbﬁware 2pis
not completely functional.
20 In the previous description in relation to figures 90 ‘to 92, the subject of the
invention aims at remoting in the unit 6, a conditional branch. Naturally, a preferred
: embodiment of the invention can be carried out by remoting in the upit 6, é series of
B Conditic;nal' branches whose overall functionality is equivalent to all the
| functionalities of the conditional branches which have been remoted. The execution
- 25  of the overall functionality of said series of remoted coriditional branches leads to fhc
placing at the data processing system 3°s disposat of a piece of —info;;nétion enabling
the first execution part 2pes of the protected software:2p to carry on its execution at
‘the chosen spot.
In the previous description in relation to figures 40 to 92, six different principles
30  of software protection have been made explicit generally speaking independently of

one another. The protection process in accordance with the invention, is implemented



E

interpreted by the reader as the expressron "sof t war e protected b the
principle(s) of protection already applied”; the notion & JPENE

sof tware nust be understood as software protected towards the prrncrple of
protection being described. Thus, in the casé whefe a principle of 7~ %
protection has al ready been appIred, t he expression "protected sof t war e"
must be interpreted by the reader as the5&xpression "new version of the
protected software"; - and the chorce(sganade for the |nplenentat|on of the
principle of bpmsmgcmcqmncm o metseliothdy yastble @Q&Slblﬁt@ﬂée@%mﬁ t P or

choi ce(s) nmade

f h |
al ready appl Feé’ﬁra?%ﬂ’t&r S‘é‘%‘tl Fﬁ‘é’tt%bgﬁ r}FptElF% %‘%p egﬁqai‘?/%pég{?g{i‘tr@i’y o
under st andi ng, oy d t&%&;ﬁ@%ﬁﬁﬁ&ﬁ% | @ AhplehRnbiioh Qﬁtdt%as}i”éﬁ%&%? pridcECOf dance

with the inventio protection process according to the'invention is

— conposed, - aspsiieion,the prpedc o€ pyotddionnby vepiable IBOﬁlvaﬂl@geduleSCtompiémattcd

protection phase P during which _a vul nerabl e softwareglgyl nodi fied to -
become a dr obédb@cprg’@fpﬂ-‘%/\mfel’fﬂ?c“o‘ﬁ Han tergporgl daRreAtoRa & PRYCRIG eh t he

protected soft ng this usage phase U in the presence
of the unit B ﬁﬂgg Cie eﬂa?gﬁpngﬁd{l%n of the first execution part -2pes

executed in the Agat avﬂeﬁoqes Sﬁrﬁwlp‘-fé'sélelﬁr&cbﬂm&gs tenigoralaissofiaged is also
functionality is executed in the unit 6, so that said portion is executed '

correctly andnlplh@?nte@,oﬁéféqd@rﬁquplcmﬁﬁe@rlﬁﬂ@c‘t@dby ey pRRGiRle 2 nretetinmobit el v
panct or o emonta hidSg AR EARE 18 peiMpl MrbrdloBA bl RoRdlibf Barlhl®, | eueS!

by a portion e L Xecute a functionality

in the uppt 6, ASA GvHeRqURs tpriiRet ob rbtéclion | 18d danémay| Yunctiond hiat alss
| east -sai'd portion is not- executed correctly and that consequently, the

protected sofraplamenteg, ltrt‘émrh?tcwipmétﬁé yinfitn b)ﬁé‘lle PB’@Ciplﬁrftf Rf@%eg'i“kﬂ 9Yof a
Usage of a1 ORECTEnar FoHEPe el {od SURablnds BUckfar by MEmBIAIANR o
2006 60 secopfn#ipRicTHiRectichByadtindRivhedbmmell. of the princi pI e of protection
by And when the principle of protectxon by detection and coercion is also

15  implemented, it can be complemented in its turn by the principle of protection by
renaming and/or the principle of protection by conditional branch.

And when the principle of protection by renaming is also implemented, it can be
complemented in its turn by the principle of protection by conditional branch.

According to the preferred variant embodiment, the principle of protection by

20 . variable is complemented by the principle of protection by temporal dissociation,

complemented by the principle of protection by elementary functions, complemented
by thc principle of protection by detection and coercion, complemented by the
principle of protection by renaming, complemented by the princi_ptc of protection by -
conditional branch. - ‘

25 -In the case where a principle of protection is applied, in complement to the |
principle of protection‘ by variable, its previously carried out description must
include, to take into account its combined implementation, the following
tnodiﬁcations:

o the notion of vulnerable software must be undersiood as soﬂ:yvarc

30 ' vulnerable towards the principle of protection being described. Thus, in the

case where a principle of protection has already been applied to the




detection and coercion using as characteristic, a variable of neasurenent.
The protection phase P can be split into two protection gbbapirigeddtPl and
P2. The first one, called prior protection _sub-phase P1, takes-place

i ndependent|ly of the 5 vulnerable software 2V to protect. The second one,
cal | ed subsequent protection sub- phase P2 is dependent of the vulnerable
software 2v to protect. It should be obsétved that the prior protection -

sub-phase P1 and the subsequent protection sub-phase P2 can be carried out

advant ageously by twneeibie esofivtarge tad nexpEessiofio “dripe@blentsofiwaies . must be:

i nstance, the prior. protection sub-phase, P1 can.be. ried L. Ry erson
or a 10 conpany pr d%leﬁirﬂagtb% et grpﬁ%ﬁtpe oef(prse?ﬁl?r\l/\/a‘(rg(gﬁ%?%t %% ﬁCtoeﬁ l?@élgeens,
whil e the "S-Ubsequ%cigﬂlé@)ecﬁfpir&ectﬁﬁlb&l&ﬁéﬁﬁpﬁ%dﬁan be carried out by a -
person or a conpany providing the devel opnent of software requiring to be

protected. -Natumal Ithe nbfior sf plogamted ddfimtare mispbé ondaostovdet saftwaelprqprast P1
and t he subsequent protection syb-phase P2_can a(%ﬂ)o be carrjed out by the

same persdn or t earfPWanls thepriciRle op protertion deng desibsd e Lpis, insthe 6355 JEE of
several ‘stages S11,_ . .. i [ .- | } oL, | are
to be carried out. a‘l%nencml?sg{plfg?{acggﬁ% ¢ %agwg%&c}drp\bg%%ﬁg%ﬁ%ﬁégﬁb% tgésaéd Pl is
cal | ed "definitiongofivag® m&t be infotfréed biylths reddddr a3ithe exyresicagReSWersiai e _
chosen: 20 - the type of the unit 6, namely in particular a menorizing unit
or a. processing arfd theprotciedsgitwiare™ . As an illustrative exanple, can be

chosen as unit 6, a i p.card.rea and,th hip rd. 7. i_at to
the.reader, and"t h@“ﬁ%%@oé?e?%?ﬁ%e{fﬁ&eﬁ P&"'e“é‘?%éaﬁ‘é’a 0tf (_)(ﬁ}?l “‘%"?R@? éﬁérﬁ egggn

respectiygly 25 in tkh% Rb@HLRAOERSS ItlE St ablodnt ke idmoida@sf) Ufdladie Gor dbE i Ng
the usage phase U and capable of providing the transfer of data between
the-data processi rigpigrstngation ofiibe prircipla(s) ofprotegten phicadyappligde where t he

protection process according.to.the inwantio i een t i nei.ple of
protection by ele@r%?ﬁsgro; t#‘ﬁn Frption, g Iel?\i/bg?ss & r}?&e gag#) thr:%dgl&gxgs%d%éﬁ o' dhe
el ementary f gagfehRfmtibhaseR! HarRtian hrodae tih Gcorddie | with | tBe tiveRonl aMBT Y

2006 61 be executed in the unit 6, and a set of elenentary commands for
sai d set of oraeaivngrpcdsyaeqarding to the invention is composed, as shown more precisely

15  infigure 100:-

e first, of a protection phase P during which a vulnerable software 2v is
modified to become a protected software 2p, '

e then, of a usage phase U during which the protected software 2p is used.
During this usage phase U:

20 , — in the presence of the unit 6 and each time a portion of the first
execution part 2pes executed in the data processing system 3 imposes
it, an imposed functionality is executed in the unit 6, so that said
portion is executed correctly and that, consequently, the protected
software 2p is completely functional, ' |

25 —  in the absence of the unit 6 and in spite of the refiuest by a portion of
the ﬁrst execution part 2pes to execute a ﬁmcﬁonality in the unit 6,
said request cannot be fulfilled correctly, so that at least said portion is
not executed correctly and that consequently, the protected software 2p
is not completely functional, ‘

30 e and possibly of a phase of refilling R during which is credited at least one

- additional usage of a functionality protected by the implementation of the



said el enentary commands being liable to be executed in the data processing
system 3 and to trigger the execution in the unit 6, of ZhdanwnelPent ary
functions, and in the case where the protection process according to the
invention inplenents the principle of protedtion by deteciTon angd " ~=——"*
coercion, are also defined: at |east one software execution

characteristic, liable to be nonitored agy 10 least in part in the unit 6,

- at least one criterion to abide by for at |east one software execution
characteristic, - detagrt peferfRiansiah? dotbodimbnenthe pribdipleusf prdicaivg by
enabling to detect -that at |east one software execution characteristic
does not abi de by aletectign prdiegereipm usiBg at fharactenstics ayarighle.of mgsguremsnti on

i npl.er in th | - b| i . i nf he, d :
o7 acessi ng.syst eaaREpen st G R SEUERRY P Pt goh S5 oled Prad P

1 east -one or gt ieS cAIRM ARIrdRtebion o Shass B N S35RSRE R AR RSRBECL 0N

process according to the invention 20 inplenents the principle 0

protecti ofi byuhetabtd software @v te protdctrThesengndasne, chilodasvbsquattiprotactuar subbl e of
measur enent . of the software execution, are also defined: - as software
execution chahasetleris dependentgfthe WHE@BWH%%”@F%&’ toproieet. Mishaulddre ohsavgd ement

of the usage of ..a functi, 1Y .0f anS I 5 ‘ ' LNt I de
by, at | oast AT RHGEITALLE e no i dBbocqibnt ptfecibh S B AR 7
and act ual i zgkicapidieanadeaabidongdytty tupdaiflrak pesand oofve differa!tearns. For

measurenent, and in the case where the protection process according to the
i nventi on, alirstancgOthenptienrpratection fyupgthapy & cfapelp varried fut diybd diemHORt oA t he

R e
are al so def ispedquent fRbtedlion 8@Sph-R8 P V@in BOkariell HedTW SEBGE or SEM RNy
associ ated thresholds, - and different coercion neans corresponding to
each of sai dproiidingdheidevelopment of software requiring to be protected. Naturally, it is clear
that the”p_rior protection sub-phase Py and the subsequent protection sub-phase P, can
élsb be carried out by the same person or team.
15 - The prior protection sub-phase Py is composed of several stages Sy, ..., Sy; for
each of wﬁch various fasks or jobs are to be carried out.
The first stage of this prior protection sub-phase Py is called "definitions stage
S11". During this definitions stage Sq;: ' .
e  are chosen:

20 . ~  the type of the unit 6, naniely in particular a memorizing unit or a
processing and memorizing unit . As an illustrative example, can be
chosen as unit 6, a chip card reader 8 and the chip card 7 associated to
the reader,

—  and the transfer means 12, 13 designed to be. implemented respectively

25 B in the data processing system 3 and in the unit 6, during the usage

| phase U and capable of providing the transfer of data betweén the data
processing system 3 and the ynit 6,

e and in the case where the protection process according to the invention

implements the principle of protection by elementary function, are: also

30 defined:

'~ a set of elementary functions whose elementary functions are liable to




and in the case where the. protection process according to the |nvent|on 5

i npl enents a second preferred variant enbodi nent of the B?VaRyany d0Qx
protection by detection and coercion using as characteristic a variable of
measur enent of the software execution, are also defined refilling nmeans.
enabling to add at |east one additional usage to at |east one - software
functionality monitored by a variable of %easurenent, 10 and in the case
wher e the protection process dln to the invention i npl enents the
principle of - protectlo %Vc @ d coercion using as characteristic a

profile of software_ us I f n e execut i -
characteristic |iable Sée?ﬁgﬁll {nortéa%? a %1?1%(?5 ??Ea@g %‘?’“éarﬁiﬁtf NS5 .
and, as criterion to aé&h&@leméntaa} doﬁaﬁénd@nﬁmﬁgﬁwéqo%e SREQNGT & exeeaathi on,
20 and in the case where the protection process according to the invention
i mpl ement s -t-he-pri nci phrocestingrsystemt 3 end by tdgges ¢he execatioh ¢rodrecarsn6sl thy as |
feature oé execution t abi deﬁg the nmoni toring of the execution chaining,
are al so defined: - Ftﬁﬁ?t? SHWSset whose instructions are liable to be
executed in the un';fn dm ﬁ’lcscecige QJhei'éqﬁ{e fgfbttéc? i 1@9@5@?@ SordIink tt%afhg inveption

i nstructions set, sal Instructions conmman elLng e executed
in the data procesgipignaystiepricipld of proweetiyacsy détedthﬁ atd &oeﬁc@ﬂ&n@ﬁ@@m Ion -
of the 25 instructiaons, - as profile of usage, the chaining of the
instructions, as fediiy F@ of execution, an expected chaining for the
execution of the insty dete thﬂ n enabl

detect that the chai ni &ggaé* n%ﬁo "gelcﬁe(fruct Pa‘ﬁ%e‘a%g hﬁ%f%%g’ﬁné%%’ﬁggafto t he
expect edj@ne, and as -ClRgt e pitt FP@BSnk@, nNeans enabling to informthe data
26 January 2006 processing-system 3 and/or to modify the functioning of the.
portion of protected @tdt@éﬂmne Rpteridiety abide dyalonihlpaglf oncheofiwese reuctutions
does. not correspond t0 Fxpected one, and in the case where the
protection process ac€3Pﬁi 'S the invention

- detcctlon means 17 to implement in the unit 6 and enabling to detect

that at least one software execution characteristic does not abide by at
15 least one associated criterion,
~  and coercion means 18 to implement in the unit 6 and enabling to
inférm the data processing system 3 and/or modify the execution of a |
software, when at least one criterion is not abided by,
* and in the case where the profection procesé according to the invention
20 _ implements the principle of protection by detection and coercion using as
characteristic a variable of measurement of the softiware execution, are also
deﬁncd:
~ as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,
25 —  as Qrit‘erion to abide by, at least one threshold associated to cacﬂ
" variable of meééuxement, '
— and actualization means enabling to upldate at least one variable of
measurement,
* and in the case where the protection process according to the invention. also
30 implements a first preferred variant embodiment of the principle of

protection by detection and coercion using as characteristic a variable of



5 inplements a preferred variant enbodi nent of the principle of protection
by detection and coercion using as feature of execution +OJ2PHEE, the
moni toring of the execution chaining, are also defined: as instructions
set, an instructions set whose at |east sonme instructions work with

regi sters and use at |east one operand with the intention of 10 returning
aresult, 63 - 15 for at |east sone of Phe instructions working with

registers: n a part PFE definin he fupcti.qnal il the instruction, r
and a part defini n&e?ﬁ%e%%teo?t%%o é"lr%lg%egctu*lg?’aaﬁ%lg%% Iil?tlai on of the- '

instructions and i ncl ygi N9eRi & Far@bRS (GREIERRRAL kOGrdi Assd@iaBil thresholds,
identification field of the instruction CH 0 and for each operand of the

instruction: * a flagahddifier&lcperticantdean coxpgohdihgitd emthi dfisaidttheshddsg! d

Cl Pk of the operand, for each register belonging to the exploitation neans
—and used -by--t he®202hdidn i crsnwheret the prgiestem peasessdesserding 4 ithm inveation Ol GG
in which,js automati clgl Ié menor. i z(fd &he 4%enttiltfi c%'gcijon tof ttrgce l.ast

i nstructidon whi chTABEMEEE # pEETG DrtEet VafEts @ﬁ?sf’gtt, REngeleaet i on
means 17, neans en?Mtédmm 14 e tB&LdnN 8nice $8&11onORiY aPBharkdiSiistiecd vahbld Bf each
operand, when the Tlag fiel'd CDk inposes it, to 25 check the equality of

t he generat.ed i dentichsweineninof thel sbf@ra@: axecutewporedilng-definedheefillieg)insnes used
by sai d operand, and.he ex t identifi.cation field G Pk of the origin
of sai d operand, aﬁﬁlatg’?gcﬁ’eg@?@ﬁqﬁ%%rﬁwlé‘?&‘ﬁ% s“sggﬁag‘?iaﬁ °35 WH Y A e
result of the insigGhhARS mdritofla ByePedriaeotthedsiRnfiecked equalities is
false. 30 and in the case where the protection process according to the

i nventi arp i npl eneahd ih lthe gasenehpiecthef prptostion tprawsd ycavedingitodhe anentbiso

defined: 10. 26 Jar_luar_y,_ZOO?1
T implemeénts the

64. . . . .
principle of protection by detection and coercion using as -
characteristic a profile of software usage, are also defined:

- as software execution characteristic liable to be monitored, a profile of
o software usage,
15 — and as criterion to abide by, at least one feature of software exccuiioml
e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
feature of execution to abide by, the monitoring of the execution chaining,
are also defined:
20 _ — an instructions set whose instructions are liable to be executed in the
unit 6,
| — a set of instructions commands for said instructions. set, said
 instructions commands being liable to be executed in the data
| processing system 3 and to trigger in the unit 6 the execution of the
25 'inS@ctions,
—  as profile 6f usage, the chaining of the instructions, =
— as feature of execution, an expected chaining for the execution of the
| instructions,
—  as detection means 17, means enabling to detect that the chaming of

30 | the instructions does not correspond to the expected one,

—~ and as coercion means 18, means enabling to inform the data



- as a triggering comand, an el enmentary command or an |nstruct| on
command, - as a dependent function, an elementary functi 6f Japuagn2006
instruction, - as an order, at | east one argunment for a triggering comand,
corresponding at least in part to the information transmtted by the data
processing system3 to the unit 6, so as Lo trigger the execution of the
correspondi ng dependent -function, - a nethod of renam ng of the orders

enabl 19 Lo renane t neyBrashs 9845 ol Pkl b fhSARHACATERHEH A"

renamed orders, - and nmeans esl gne In“the unit 6
during the usage phasgrotdctedBfdaadLp RehdnOthe RhhIT: éh&edﬁﬂﬂi&d@ﬁﬁd&dﬂr}ﬁﬁl on

to execute, fromthe renaned order, and in the case where the protection

process according to t%EK$MVEHPM@Wﬂ¢ﬁﬁpﬂ@ﬁEnts a varlant of the pr|n0|ple

of protection by rengnmng, is also defined for at st on endent

~function, -a-fam-y Bel¥a fash Vet elB‘f?%ecélPﬁcﬂrP‘feﬁ?naﬁ%qr gdg %H‘ 100t
triggeredsby tri QQQEIS%Q?N (EBREE RN LRERIR g?ng R BritiSle Bt bloBicRBA by and

in the. case wher e t L1 On process accor |nv ntion

i npl enents one of tdﬁ:ﬁecpbﬂfz&idr eckreinh oukime nik sfeafurd o€ amcmtamt toohbidbebypriheci pl e

20 of protection by renamn are al so defined for at |east one dependent
function, a famly TB‘PmHFﬁ’@rq 8‘:“1“9“@%10@36‘?1%3‘6 defredent functions: - by

concatenating a field Ceem% Qettﬁ? &rﬂlﬁtshp@/hgfefitgéﬁgsérﬁleegxsﬁﬂ&a' onal

part of the dependent unc fonto execu eint S t he

identification field ofofiheithRedistestdrdnuseldi 1@REokdBperdRl AR mlennon of
identification fields ClPk of the operands. - and in the case where the

protecti 8 process accEbdning agesithe i nvention i npl enents a preferred

f th by
"ot hod of renant ng of  ERACEPREPEE oL U B RYC RetTE EB SRS Che 30

orders, - and as restoging g@mez&ng’m@m&ldn@;ﬁﬂmmﬂqus@ﬂg&l phering
met hod 26 January 2006 65 to deci pher the renaned orders and thus restore
the identity of the > anda part defining the expected chaining for the execution of the
' instructions and including bits fields corresponding to:’
15 o - ¢ anidentification field of the instruction CIi,
0 and for each operand of the instruction:
* aflag ﬁeld CDy,
*  and an expected identification field CIPy of the operand,
—  for each register belonging to the exploitation means and used by the
20 ‘ instructions set, a generated identification field CIGy in which is
' automatically memorized the identification of the last instruction
which has returned its result in said register,
— as detection means 17, means enabling, during the execuﬁon of an
instruction, for each operand, whep the flag field CDy imposes it, to
25 L cheek the equeiity of the - generated identification field CIG,
corresponding to the register used by said operand, and the expected
identification ficld CIPy of the-origin of sa1d operand,
— and as coercion means 18, means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.
.30 "o and in the case where the profection process according to the mvention

implements thé principle of protection by renaming, are also defined:

e al.so defined: - as




dependent functions to execute in the unit 6. During the prior protection
sub-phase P1, the definitions stage S11 is followed by a2&danyarcalibed
"construction stage S12". During such a stage 512, are constructed the
transfer neans 12, 13 and possibly the exploitation neans corresponding to
the definitions of the definitions stageg4Su. During this construction
stage 512, are therefore carried out: the construction of the transfer

neans 12, 13 enabl i-ng,asdutiiggritf eousegel, aphee@edtarytdoenrharansf eh iRindAbR
bet ween the data processing system3 and the 10 unit 6, and when the

principle of protecti Wiy ementary functions is also inplenmented, the

construction of the explojtatjon.nmeans al so enabl.ing the wunit 6, during
t he usage phase U to eegélc[{?f’?dteﬂgﬁlgf’té%ﬁflfi PR finsHen 8F aq mistrucian, of

el ementary functions, .15 : i nei.nle.of _pro I: etection -
-.and- coercion.is.also 2% ?nnpaﬁg}genéﬂﬂ?gé%ﬁfh@{éco%ﬁ tr.egl(t:tfoén{l &%g%ﬁr?#ewand o

expl oi tat§ on means enakiesygnting at biaist i, pattifa the iffhienatisa ganahase by thd @ital so
i npl ement the detection nmeans 17 and the coercion neans 18, - and possibly -
of the exploi tati on moBAESEASBYSIHY X tecthgninit G so@site Higeehthe axsewfonpifabe U to
al so i npl enent. the act ' S, - and possibly of the exploitation -
means enabling the unl%%ﬁjgéﬁgﬁirn%nrhggg émtgjéngggn’phase Uto also inplenent the

refilling means, and pOm&ibE ¥f Rhaldies 6K MeUrlat LIOHIHE &NEnahs thdtablishgs t he
unit 6, during the usage phase U to execute the inStructions of the

instructions set, 25 tacbtaghlsiggeties prmmengds withfengmodeoderon by renaming is
al so inp|enmented, the gqonstruction he expl oi tatjon neans enabling the
unit 6, during the usdH re%ﬂ‘é’é%“@%ghl%lgnﬁélt‘ég’ﬁﬁ’f‘e Hethec@ib pidygngdhns.

The construction of thg,exphoit et i Q8 JB& %E‘%g&?tﬁ{%ﬁ%cﬁ enﬁéxﬁsﬁﬁlg@,h(

through a program develOopnent unit and ta count the |n?ti on,s"
intervened in the 30 cdefitgiftam fie shaged oBitt, Such a unit is described in

the rest of the descrihqt' on in Li gure 110. 26 January 2006 66
» and ¢ case where the protection process according to the invention

impicmegts a variant of the principle of protection by renaming, is also
15 defined for at least one dependent function, a family of dependent functions |
| algorithﬁﬁcally equivalent, but triggered by triégering commands Whose
renamed orders are different,
e and in the case where the protection process according to the invention
implements one of the preferred embodiments of the variant of the principle
20 | of protection by renaming, are also defined for at least one dependent
function, a family of algorithmically equivalent dependent functions:
— by concatenating a field of noise to the information defining the
functional part of the dependént ﬁm‘ctibn to execute in the unit 6,
— or by usin‘gr the identification field of the -iﬁstruction CII and the
25 expected identification fields CIPy of the operands.

. e and in the case where the protection process according fo the invention -
implements a preferred variant of the principle of protection by renaming,
are also defined: |
— as method of renaming of the orders, a ciphering method to cipher the

30 - orders, |

—  and as restoring means 20, means implementing a deciphering method




~prior protecti-on.su

10 During the prior protection sub-phase Pr, the construction stage S12 can
be followed by a stage called "pre-customni zati on stage $P3anuan208% this
pre custom zation stage S13, at |least a part of the transfer nmeans 13
and/or the exploitation neans are uploaded to at |east one blank unit 60,
with the intention of obtaining at |eagf one pre-custom zed unit 66. It
shoul d- be observed that part of the exploitation neans, once transferred =
to a pre-custom zed upy He&fher! the MondnRRUIBFdeh ARE Y reRBREAR iakﬁtit?%fsehge said.
pre-custom zed unit 66. The transfer of the exploitation nmeans to a bl ank
unit 60 can be-carri edepentiedtfnmtighs erexacapiethepog-6cust om zation unit,
which-is described in the rest of the descriptign in figure 120. In the
case of .a pre- Rusagihe pEgr pratectign sub-phase; the defigitigns page Sudnfolloysd byt s

e R

ropr : _ eFPthe det Tni tiors” sPage _ _
possi bl y saf timsfeR @nda@a SIt2r UGt hfd p@ésﬂﬂﬁtﬁb texpRitalii0 tnednd |cBHespon@ing WBikENY
stage S14" can take place. During this tools neking stage S14 are nade -
t ool s - enabl ide§nitionhef the Usfigdivns stege Pnot ect ed sof tware or autonmate the

protection of ftware. Such tools _enabl :‘i%)ezf? 30. to help choose or to
choose aut omat ?@"éﬂ‘rf SFOPREUSHRnS .8§I"’ea§’otﬁf REAYeE GBI by ot ect: - the |
variabl e(s)- Iiapl ethEQ:oQ&rJ&ﬁﬁt&dtthlraBE'ﬁr%ahs 92, 13 ehgﬁh%?%lgir?gl(tﬁé.uﬁg@bl eto

be nodified, - and when the principle of protection by te

di ssoci ation is alpsmse Uyphe tremdtferchf datrebeaivgar ihe iatacprpeassing Siystagnsy add @bl e to
be split into steps.  renotable in the unit 6, - and when the principle of
pr ot ect it8n by el en‘gﬂft%}ry functions is also inplenented, the algorithmc
processing(s) |Jjab] eqsplit -int tary i0 . a in
the unit 6, .an V\/niéﬁ %ﬁggptrhf%né%ﬁ“ggo BI’FA&‘?A@BI%%{/&%%%C |((::){11(‘J?I<{';1§lr)1E (Q:fc')sgr cion’

i's also inpl ementighlerhéitcd;XBe bhstiuctbaba tHecdxiptdiiacibs Indahs ABOIcnablirgfle
possibly, the algorithmc processing(s) liable to be split into
i nstructions renoimbhcdurmgthe uageirhase U ta gyeqificthe chamentary dagstieny pf the

protection by r enasrg Qﬁel@&eéﬂaﬁ?ﬁh@dn@@m ed, ,

15 . e and when the principle of protection by detection and coercion is also
implemented, the construction:

of the exploitation means enabling the unit 6, during the usage phase U

to also implement the detection means 17 and the coercion means 18,
- and possibly of the exploitation means enabling the unit 6, during the
20 usage phase U to also implement the actualization means, |
. and possibly of the exploitation means énabling the unit 6, during the
usage phase U to also implement the refilling means, A
— and possibly of the exploitation means also enabling the ,uni't_ti,i during
the usage phase U to execute the instructions of the instructions set,
25 + and when the principle of protection by renaming is also implemented, the
| construct’idn of the exploitation means enabling the unit ‘6, during the usage -
~ phase U to also implement the restoring means.
The construction of the exploitation means is carried out classically, through a
_program development unit and taking into account the definitions intervened in the
30  defmitions stages Sy;. Such a unit is described in the rest of the descﬁption in figure

110.



26 January 2006 67 the algorithmc processing(s) liable to be split into
dependent functions renotable in the unit 6 and for mhigﬁJWH@ﬂbgﬂﬁ}s of
the triggering comands can be renaned, - and when the principle of
protection by conditional ; branch is also inplenented, the conditional.
branch(es) whose functionality is liablegto be renoted in the unit 6,
and, possibly, to help generate protected software or to automate the
protection of sabime the ghGSSroticlib®SaRPHLaOIRS, fRNchBuER I QFO8], can be

i ndependently or in conbination and 10 each tool can have various forns,
such as for ifoldevesic dypraestrgocedlsdr "prassstaplieation stugpi Sef', Btring Thie pre-or
protection sub-phase Pr is follow&p by a suququent- rotection sub- @Ease

P2 whi ch depSHUSTARIPRSRAT e A0 Ea8oRt RAE O 0% Graptet argans Thi gndgpsiBguent
protection sub-g i of. several -.}ﬁgﬁ S . The first
-stage 15 '-c-or---ggglgtc}g&d@l ngl%%%ss?ﬁglgﬁ%aa etr(r)e%tt%,l o({nn%ol%l&,. e_f)?@ﬂ\g%ﬁ%#lge 1(51%%“ I

by variabbe iobtaiiag hekastaneqié-oistahRge vt 66. Rigion Bl bhbbsebre@ahhqarsse@e S21,
the choices made during the definition stage Srl are used. Wth the aid of
sai d choi ces capl@itpldasinbing, gicettgoslsrred tina praacustahiged wri66,hene boiger diedcilyg

crase % b NSRS TS, SRLIEN R GE S oy B oy

the executi ofy Qf bibiae utit! GULEAPHE cagRUINA! Brieh RAEdApRld re%ﬂoﬁﬁéatfoﬂelﬁﬁéat e
of the latter, - and at-|east one portion containing at |east one-chosen

vari abl e, bwhchoudbsiseribed indiw mst of thehtespriptiecindipmwefi20aketh? pasd ofaptdie
source of the vulnerable software 2vs, by .nmodifying.at | east one chosen
portion E‘P t ﬁ‘éStoWegoB’i“Eeﬁifcot“ﬁtémWI ﬁ%r%bglgp sHF4 v 2BA21is regder 8., BWi Precat i on

bei ng such tQﬁétoﬁ:rkl'aitiﬂﬂ&&%nﬁ)&%%k@ﬁp@at&'?.e protected software 2p, at |east
3 .

one chosen variable or at least one copy of chosen variable resides in the
bl ank unit 60 \hirdlg ile frivrsproteatiaf subvrptiasenPy aietithid defnitiamdsthye S{08MEI Ng a
first object part 2pos of the protected software 2p from 30 the source of
the prot ect eBOSYIY PR IS FONSELAGD SREF Sabjetpepaied 2ol maing stage Si"that
dur LQ?yt he SXRGUPREY Bhridd ®il"BHEGhAnS UAWASE 40 mARPRRS ofatinlSh Alp

15 generate protef_:t(-_:d software or autornate the protection of sofiware. Such tools

enable:
e to help choose or to choose automatically in the vulnerable software 2v to
protect:
— the variable(s) liable to be remoted in the unit 6,
20 ‘ —  the portion(s) liable to be modified,
| — and when the principle -of protection by temporal dissociation is also
implemented, the algo'rithinic processm;g(s) liable to be split into steps
remotable in the unit 6, |
— and when t_he principle -of protection by elementary functions is also
25 implemented, the algorithmic processing(s) liable to be split into
elemcntary functions remotable in the unit 6,
—  and when the principle of protection by detection and coercion is also.
implemented, the cxéc_uti__on characteristic(s) to monitor and, possibly,
7 the algorithmic processing(s) liable to be split into instructions
30 remotable in the unit 6, . |

— and when the principle of protection by renaming is also implemented, -

Bt%ction .



- 68 execution part 2pes which is executed in the data processing system 3
and whose at |east a portion takes. into account that at®reaudya0&Bariable
or at least a copy of variable resides in the unit 6. Naturally, the
principle of protection by variable according to the invention can be
applied directly during the devel opment @ a new software w thout requiring
the  prior realization of a vulnerable software 2v. In this way, a :
protected software 2p thealgbtitiniie roteseai(s) LiabRifd Bsplib trts HOS@AM@Thnctions
protection sub-phase P2, and when at |east another principle of protection
i s applied in additiorremetableeitpihienohiyl e apdl for othacht itten obdersy af itlb kréggering a
“nmodi fication stage S22" takes IIEbace. ring this nodification stage S22,
the definitions i nter\fé’ﬁgﬁméﬁf? CIE@™MEEs i nitions stage-Sri are used. Wth
the aid of said. defi rgﬂhi_ ﬂén?filéd RS 1b[)y (f)t I . t ur.ji t he

-t ool s maki-ng--st-age S14, tﬁe pr'oP ect g(f SO ? wgétg)?lz% %gﬂﬁlﬁé@idgrgn%olsa&?%

i npl enent&tion of the ipiplendnpdd sheo toptitibed iroth@sy Whdsd GarclloRRy &f lidthe
arrangenents herebefore defined, 15 When the principle of protection by
t enpor al di ssoci at i on P&eiemotediththedwitthe protected software 2p is-
nodi fied: by choosing in.the source of the protected software 2ps: - at
| east one al gorit e BP%%bé&sf%g'e@Bm BeTat P ec?%ﬁs‘(ﬁ@%‘ﬁt Pofto cf’f“tctrﬁ"’ée the
protected software pfectibns softwhRast one chosen variable, and enables to 20
obtain at.least oné result variable, and at |east one portion containing at
| east one choseThasegdifierdntriteols grw dessitrig] oubindapaidentingr it cbmbsiatiomandhosen
portion g(ﬁ] the sgugce 3% the.{’)ro ected software 2ps, this nodification
bei ng suth t FAR: 1095 can have Yaripys, fotmse Sicky A4S JPT ISER0GT BrosRIosessehbiassemidenp t he
first executp@fpilfaétt. 2pes is executed in the data processing system 3 and
a second execu?ion-part 2peu is executed in the unit 6 which also- includes
pr ocessi ng nmeandhg@rioaprétedmn subeptasn Phiisdallaweyd lnf a stbdeqaatt protectidnosdn
al gorithmc ocessi 30 is, executed by neaps of the second .execution -part
Spou 't 1 BESE T deetits oie Rl coBSary Rop@er, Tg SERMRNRr | ng
the 26 JanuapotiBR £8-phase P, is composed of several stages as well. The first stage
15  cormresponding to the impiementation of the principle of protection by variable is

called "creation stage S;;". During this creation stage S;, the choices made during

the definition stage S;; are used. With the aid of said choices and possibly of tools

constructed during the tools making stage S;4, the protected software 2p is created:

~* by choosing in the source of the vulnerable software 2vs:
20 — at least one variable which, during the execution of the vulnerable
. software 2v, partially defines the state of the latter,

— and at least one portion containing at least one chosen variable, -

. i)y producing a source of the protected software 2ps from the source of the.

vulnerable software 2vs, by modifying at least one chosen portion of the

: ,725.' ‘ source of the vulnerable software 2vs, this modification being such that
during the execution of the protected software 2p, at least one chosen -

variable or at least one copy of chosen variable resides in the blank unit 60

which is thus transformed into a unit 6, |
| co. and by producing a first object part Zpos of the protected software 2p from
30 the source of the protected software 2ps, said first object part 2pos b;:ing

such that during the execution of the protected software 2p, appears a first

w t he




execution of the protected software 2p, appear, by neans of the second
execution part 2peu, several distinct steps, nanely theZ2pHacuaiyg2046 at

| east one variable at the unit 6's disposal, n the carrying out in the unit
6, of the functionality of the algorithm c processing on at |east said
vari able, n and possibly, the placing of ¢at | east one result variable at
the data processing system 3's disposal by the unit 6, for at |east one
chosen al gorit hm c gproteagianglpestwpsh coemmnitd intle didd proedssig $yistem 8land ng

t he . execution of th rotected software.2p, each, step command is executed

eﬁéﬁ:ﬁst

p ]
by the first exeeut¥ FoREtam (et g dreunt that Hdeashp vagable Reaidgastut i on
by nmeans of the se_%o&gg%%ggﬁ%l@&s%% F]n th%Ql?lHﬁ of a step, and a sequence of

t he steps commands | s chosen anobng e set of sequences allowing the .
execution of theNgurallgahe grinciplevel @optiod by vandbl®¥cdoidifi € i inv@fiohichat
--0obj ect part.2pos .of the protected software 2p, said.first -object part 2pos
bei ng such t haeprpiad disctiliausngdhe develammen of grasvesafbware sgthontresuiting thhe

steps commands are,.executed according to th hosen sequence,.20 - and a
second obj ecPIBGIAIZ0] Oﬁa Y‘ﬂ'éergli’% tSBgTVé‘ﬁe %‘61&?&@? &pa PE"E?%“@ SUE¥RIC 3B 18 c t
part 2pou beipp@ired@ietiat, after upload to the blank unit 60 and during

the execution of the protected software 2p, appears the second execution
part 2peu by nedhgingf thahsublsequvat grretpsticny isgiopphesd By artdhevhen ratt leastemothiepn

part 2pes are_.executed. 25 Wien the principle of protection by el ementary
Puncti ons | sPHAGPEREREECtIaS Aplictin @agiHionds ierioeialf oY moRPERR by viebior
di ssoci ajgon,i« | Iggg@t h, te Gt f 20 | | f4ed:
30 by- chz)((b)si ﬁggnin?lm?%deﬁagourcesg %Jk%gg)}%egcltg%g&ggﬁ)m%%ﬁg%@ %é%wﬁaﬂg one
al gorithm c pefodtess ingprwinied huding ithe défiveitionestagd B a0 utdde Wigh thicexid el said -

R A U TN ST M T RO G
~ protected software 2p is modified to allow the implementation of the princiﬁles of
protection according to one of the ﬁrrangcments herebefore defined.
15 | . When the principle of protection b)} temporal dissociation is implemented, the
p_fotected software 2p is modified: |
e by choosing in the source of the protected software Zps:
—  at least one algorithmic processing which during the execution of the
| protected software 2p, uses at least one chosen variable, and enables to
20 | obtain at least one result variable,
~  and at least one portion cohtaining at least one chosen algorithmic
.processing, _
e by modifying at least one chosen porﬁbn of the source of the protected
 software 2ps, this modification being such that: |
25 ~ duwing the executi_oﬁ of the protected software 2p the first execution
. ,pa:rt'zpes- is executcdrin the data processing system 3 and a second
~execution part 2peu is executed in the unit 6 which also includes
processing means 16,
—  at least the functionality of at least one chosen algorithmic processing
30 is executed by means of the second execution part 2peu, |

—~ at least one chosen algorithmic processing is split so that during the



and at | east one portion containing at |east one chosen algorithmc
processi ng, by nodifying at | east one chosen portion of FRd2RlY ¢ t he
protected software 2ps, this nodification being such that: during the
execution of the protected software 2p the first execution part 2pes is
executed in the data processing system 36and a second execution part - 2peu
is executed in the unit 6, at |least the functionality of at |east one_ '
chosen al gorithnic proxesdiongf thepraleetedisefiwiaye b appeass bY mearseefdhvisesgad ut i on
part 2peu, at |east one chosen orithmc. prqocessing is split so that
during the execution %EFCH?@W?;J[P%&%&@%L&F&B? §F°Ef?,n ¥ algorithnic

processing is executed b Rang @ ke HEIAAMIEXEEN AR PR 2R, USing

el enentary functions, for g t one chosen al gorithm c processing,

el enentary commands 15 arhei cigdng@itond ino thdeusiow; cef dtic tfhectiphalitgcbLdhe -
--soft war e 2ps;—se-that during the execution of the protected software 2p,.
each el endntary conmand #Hgomheuepegesppgimet feastiaidvaialle, on part 2pes- and

triggers in -the unit 6, e r.on..b f e e uti.on
part  2peu, of an el en”entgarggp(f%%gﬁﬂg 1a§ég[€§?§ﬁ%a§ Osn%rq}gsellsrfltc‘ga?’i(%L let%Eﬁe &‘Jita _

el ementary commands i s ch@%&smpgeﬁlbesgieﬁo@fbﬁmgm@s al I owi ng t-he
execution of the protected software 2p, and by producing: the first qbject

part 2pos of the priot efor et least onachosep, algeritinfi¢ pyrcesibpm ctepsprmmaplssarbei ng
such that during the e ution of the protected sof t e .2p, Lthe

el ementary comands ar‘ie%g’f éﬁ?@gdﬁﬁ%ﬂﬁi%"‘f@% %Hﬁ’%ﬁ%%’&hﬁ?ﬁ%é‘,” e&‘ﬁh a
second obpect part 2polgeDfohRGn®iQAeaHed by Ud MBI SxeeRiGPPhrRPedhd hiBBers
expl oi‘tatton neans, -sal a-second -obj ect part 2pou being such that, fter
upl oad to the bl ank unintthéCurand, theréxegntidrebgxecust idthefsetdiel SGcptiat patted
sof tware 2p, appears the sefond execution part 2peu by neans of which the
el ementary functions t¥Ry8t&&Py the first 26 January 2006 71 execution

part- 2pes are Ve?(ecu_t €dind a sequence of the steps commands is chosen among the set of

'sequences‘ allowing the execution of the protected software 2p,
15 | ¢ andby prodlicing: A
| —  the first object part 2pos of the profected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the steps commands are executed éccorc_ling to the chosen
sequence,
20 — and a second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the blank unit
60 and during the execution of the protected software 2p, appears the.
second exccution _paﬁ 2peu by means of 'whiéh the steps triggered by
the first execution part 2pes ate executed. )
25 | When the principle of protection by elementary functions‘ is implemented
| whereas the principle of protection by temporal dissociation is,.r_iot implemented, the .-
- protected software 2p is quiﬁed: '
.. .by choosing in the source of the protected software 2ps:
—  at least one algorithmic proces'sing which duning the execution of the
30 protected software 2p, uses at least one chosen variable, and enables to

obtain at least one result variable,



When the principles of protection by tenporal dissociation and b

el enentary functions are both inplenmented, the protect ed%dﬁf‘%ﬁo% is
nodi fied: by choosing in the source of the protected software 2ps, at

| east one step which during the execution of the protected software 2p,
carries out the functionality of an al gorat hm c processing, by nodifying
at | east one chosen portion of the source of the protected software 2ps,
this nodification bei ngndat keasthente pertiah ¢edstingne leidser diosgn hposithniit Sso
that during the execution of the. 10 protected software 2p, said step is
executed by neans of tRE€EYEnd execution part 2peu, using, elenentary

functions, for I C eR, . ary.commands. are i nteqgrated
to the source ng t_ﬁg%or%&%gé%gfot %ﬁ@gs%ggﬁg’% fyh%‘? Squrce et &'ﬁé’%{%‘é‘@gti on
of the protected sgffiwié 2ps?fhis RodificalieBahakicic@aPand i s executed by 15

~the first executi-on part 2pes and triggers In the. unit 6, the execution hy
means of fhe second-exdwing ta epesutiodpeitheqirownted|softentealyy theufint ieecutionand a

sequence of the el enent ar% commands i.s chosen anong. the set ~of sequences .
al lowi ng the executi onPyt 2PRvisFRsERES dBt f%?@cﬁ}“g HEgby gdotisesond: 20
- the first object par 4 - ware 2p, said first '
object - part 2pos bei-n%xéggﬂlﬁtatﬁkgll}?%%%&%(iégégﬁ% I'on of the protected
software 2p, the elememtieiy teohmetisialiar of fxRautond cheea atid@hhR fb&ssinfosen
sequence, - and the second object part 2pou of the protected software 2p
al so. 25. contai ni ng t ¥exesyigditmeansof teaspsond exegutierepmitiZpii, ect part 2pou
being sygh that, after Lload to the unit .6 and during.the execution of

t he -p"r“btligct ed sof twar & té%t 0&56&8&? ?Eiﬁ% @1&8@5005%%1131 ‘tﬁartga"Z‘%Engb e
nmeans -of which the el egrit@dny/of M8 GhrbeOed isoigaay Bl M HBS&ithinic broc&ss i on
part 2pes are executed. 30 Wen tl?é principle o%dg’r ot egﬁlon b?/mget g{gﬁ%on
and coercion is inplenesscaigd bhemeprsotodctthal woditdrvaxecRioni parto@péu,edsing6

January 2006 72 by cheosi ntagaligmlieast .one software execution characteristic

to monitor, anong the“SOfYWRrE"€XBEution characteristics liable to be

moni t or ed, ~—  for at least one chosen algorithmic processing, elementary commands
B are integrated to the source of the protected sofiware 2ps, so that

during the execution of the protected software 2p, each elementary
command is executed by the first execution part 2pes and triggers in
the unit 6, the execution by means of the second execution part 2peu,
of an elementary function,
20 — and a sequence of the elementary commands is chosen among the set
of sequences allowing the execution of the protected software 2p,
.« and by producing:
"—, the first object part 2pos of the protected soﬁwai‘e 2p, said first object
part 2pos being such that during the execution of the protected
g 25_ _ . software 2p, the elementary commands are execuied according to the
. ' - chosensequence, A l- |
| — and a second object part 2pou of the protected software 2p containing
the exploitation means, said second object part 2pou being such that,
| after upload to the blank unit 60 and during the execution of the
30 | protected software 2p, appears the second execution part Zpel; by
means of | which the elementary functions triggered by the first



by choosing at | east one criterion to abide by for at |east one chosen
sof tware execution characteristic, by choosing in the sodfdaMsry £hes
protected software 2ps, elenentary functions for which at |east one chosen .
sof tware execution characteristic is to be nonitored, by nodifying at :
| east. one chosen portion of the source ofijthe protected software 2ps, this
nodi fication being such that during the execution of the 10 protected :

software 2p, at |east epeutidaqmer2pyatidxcomtegharacteristic is nonitored b‘y'j
means of the second execution part 2peu, and the fact that a criterionis ..
not abi ded by | e¥hen ths rrinsiples of protretion ibygtemperab dissodigsiongand by elemeditaand/ or

to a nodification of the .execution of the protected software 2p, 15 and by

produci ng thﬁ%@'@%ﬁf@ﬂﬁ’e‘&ﬁ%ﬂtﬁg&ﬁp@ ecaﬁ OBWG‘ie?@t?éH’Oé’\&[)\%%re 2p 20 - T
contai ning the explg ki ﬁﬂﬁgcn 5 Qr | _ [ etecti.or ans 17
—and the coere¢i-en -nme n‘gﬁ)%@gslai g%‘@%éngf %ﬁj’%r@t[@é %grsteﬂy%)%ﬁl éitaﬁgéa'gtucrhesf'%t .

after upl6ad to thewhioh dufing@nit dxedutign iofetheyestedtéd Bofblark i, RARIRCHR Ghe
software 2p, at |east one software execution characteristic is nonitored
and the fact that Bngonplifyiodan plgopdmigisirersessing | eads to the data .

Gxecut i on of  the pridt RRRYk g dHaF end 2BoSte, posie ST it alre i porerre
princi-ple of protecdhitarn sg&iﬁﬁbﬁfﬁeatﬁﬁﬂbﬁﬁgé&h%tMSi ng as characteristic a
vari abl e of nmeasurenent of the software execution, the .25 protected .
software 2p is nodi+i ed:leasbyncobosimnstepss split smthat dudng ttho exehaoacfahé stic. -
one TuncePonal i 1y of PTEEPEIAPEVIE 5 EHOSEPG-eHeUicd By HeBRS B fhfoscoond
moni Lorod ustng a var | BT Akt Shahe e HERIE, 06 73" ar | east one
variabl e of neasur efrenfor atdleabt boe gtk step, tlbRentsggemdianga bt infaghttd @A i LY,
| source of the protectéd software 2ps, so that during the execution of
the protected software 2p, each clementary command is executed by
15 the first execution part 2pes and triggers in the unit 6, the execution by
means of tt_le second execution part 2peu, of an elementary function,
— anda seciuence of the elementary commands is chosen among the set
of sequences allowing the execition of the protected sofiware 2p,
e and by producing;: |
20 —  the first object part Zpos of the protected software 2p, said first object
| part 2pos being such that during the execution of the protected
software 2p, !_:he 'elementary commands are executed according fo the
chosen sequence; '
— and the second object part 2pou of the protectéd software 2p also
25 - containing the exploitation means, said second dbject part 2pou being
such that, after lipload, to the unit 6 and during the execution of the
protected software 2p, appears the second cxécuﬁon part 2peu by-
means of which the eclementary functions triggered by the ﬁrst
execution part 2pes are executed. '
30 When the principle of protection by detection and coercion is i_mplemented,\ the

protected software 2p is modified:



at | east one threshold associated to a chosen vari abl e of neasurenent
corresponding to a linmit of usage of said functionality,26fanuaey 4088st one
nmet hod of update of a chosen variable of measurenent 10 dependi ng on the
usage of said functionality, and by nodifying at | east one chosen portion
of the source of the protected softwares2ps, this nodification being such
that, during the execution of the protected software 2p, the variable of
measurement is act upl cE@sbiddy almea@Bs ondfsoliidars e edifiod X@atictedRti®ab t mRist
dependi ng on the usage of said functionality, and at |east one thr eshold |
crossing is taken iamangdbeseftware prgcutidore charpitensties hatle to lf maniftéredt preferred

vari ant enbodi nent of the.principle of protection hy detecti on and coercion
using; as charact eriYstheosi ﬁfafqa‘gfbf’%ﬂ 6?%“1‘?Ba§’uiﬂ§a‘ég’ty, goﬂ"?é Isastr et ghpsen

software 2p is ”Ddisfoh%%eé:éc%tﬁ%&l'ﬁ&@éh@ﬂ in the source of the protected

—.sof tware .2ps,- at | east one chosen variable of nmeasurenent to which must be .
associ ated seversal ByhicRsddgdsn abé rsoarenef N tytotdéttd eofiard 2Pk Sleffenthépge of
the functionality, by choosing at |east two threshol'ds. associated to the
chosen variabl e of fupeiiongfenwhich aplpastane dhpserpuiftwarn gresutioreslaracteristicinsen
portion -of the source of t.tg)? rotected software 2ps, this nodification

bei ng such that, .d&??’ﬁémfrﬁ %

execution of the protected software 2p, the

crossings of thg vay Mf?ﬁsgeﬁheés@%n@r&&%s@mbﬁt@ th@ G6aBlordhs TesEaty Y, by
means of the second execution part 2peu. For the-inplenmentation of a second

preferred vari ant epivdie2ps, tué mddeficaflén peingciuph ¢had Hupng theatxeanicnyof the 7
det ect i oigand coercion u |1Qg as characferistic, a variahle of . neasurenment,

the proté2ted sof t WEPECHS R1i 40 - 1eaply OB SHLT TRy SXTutipR: Bslt 18 he

protected software ; %?c%ﬁ GROSEN: ' Erpm%
enabling to limt t ‘gﬁhogg%g&o aS ?ﬁ%gt%igonal |}{te§&gdr?zlmrml-'ﬁgﬁrr§§%g%e a 'i% to
be credited with atcrite#st ivnet abided ibgnizhdus@adhs d3Q prodesbing npdictny Bnbeing
| east one chosen partion, this nodifjcation being such that during a phase
cal led of refillingttosmel @adpr ippmadificatiomel the exgution obthe protecterl sailvao06 74
| east one functi on@lj ty corresponding to a chosen variabl e of neasurenent
can be credited. ’ ' : : :

15 o and by producing the second object part Zpou of the protected software 2p

containing the exploitation means also implementing the detection means
17 and the coercion means 18, said second object part 2pou being such that,
after upload to the unit 6 and during the execution of the protected software
2p, at least one software execution characteristic is monitored and the fact
20 that a eriterion is not abided by leads to the data processing system 3 being
' informed and/or to a modification of the execution of the protected software -
. 2p. |
For the implementation of the principle of protection by detection and coercioh
~using as characteristic a variable of measurement of the software execution, the
25 protected sofiware 2p is modified: |
e by choosing as software execution characteristic to monitor, at least one
| variable of measurement of the usage of at least one funcﬁonaiity of a
software, |
¢ by choosing:
30 — at least one ﬁhctionaiity of the protected software 2p whose usaée is

liable to be monitored using a variable of measurement,



For the inplenentation of the principle of protection by detection and
coercion using as characteristic, a profile of software2@damary 206
protected software 2p is nodified: by choosing as software execution
characteristic to nonitor at |east one profile of software usage, by
choosing at | east one feature of executiehn by which at |east one chosen
profi'l e of usage nust abide, 10 and by nodifying at | east one chosen .
porti on of the source aﬁﬂeabﬁmncpmuhﬂetoé@mﬁtmnéu&ﬂ&o qudnity fdedishgeaf dabth

bei ng such that, during the execution of the protected software 2p, the
second executlon part B@lﬁ’“&‘b‘ﬁ’des by all the chosen features of execution.

For thelrrplementatlon pl e of rotetlonb etection an
coercion 15 using as fégefaﬁ# "% ?“ésﬁg 4 AsSeratel YR 83'?153/“"%“1% ‘ffﬁﬁ?ﬁ%’feﬂ}?&
the execution chai ni n%orreﬁgk&dmg%sqmsioﬁﬁéég%f@a@mdcﬁoﬁmyfIed by

~modi fying.at.-least one chosen portion of ' source.of the protected

software 2ps: - by-r aanﬂfaolaastrtgleummh@i eﬁnpﬂm gf 4 chosén cariablendfonéasatement i ons,

20 - by specifying the, cha ng . by whic abi de at | east sone of the
i nstructions during ttf@P?n %Wd‘ﬁagerf’"{]ﬁ%g}%ﬁﬁﬂmﬁl ty, and by transform ng

et ruct) one. vsd. RO PRUBLRALE b BRocoRRRRLCT (P ERER Wy Pabiled "

i npl enent ed, the prsefiRaiecTps, aﬁsﬁl@ﬂtﬂmﬁ@n 3§1ng%uéﬂ)ﬂxlaf Idaﬂng ﬂ{ayex@aﬁmcrfghé n the
sour ce  of the protected software 2ps, tri (l;gerl ng  commands, by nodifying

at | east one chosemrwtﬁd@?ﬂwetzneﬁ@ow@ oot mh@umﬂmﬂémwlalgdbmeanszps by
renam ng he ordersfo%ﬂﬁt he c!ﬁﬁosen tri g’%gtrl% 9,C ‘ﬁ 30 as t co ceal
the i dent{ty of th& EEBBA ST PEY PP ORS, o 1 W dspge i ng:
26 January 2006 75 fufdi@nblitySindolleast orathtesRp@erdbin %hﬁmﬁé@hﬁﬁi&éuﬁo”"\’are |
2p, said first object part .2pos being such that during the execution of

the protected. ot ﬂmrwlqmnt@tm afrd §ré pirelgrred Yanand smbodiment nhithedbroccipde s ar e

of protectlon by detection and coercion using, as characteristic, a variable of
measurement, the protected software 2p is modified:

15 * by choosing in the source of the protected software 2ps, at least one chosen '
variable of measurement to which must be associated several thresholds
corresponding to different limits of usage of the functionality,

¢ by choosing at least two thresholds associated to the chosen variable of
| measurement,
20 ¢ and by modifying at least one chosen portion of the source of the protected
' software 2ps, this modification being such that, during the execution of the
protected software 2p, the créssings of the various thresholds are taken into
7 ‘account differently, by means of the second execution part 2peu. |
"For the -i;nplerriéntaﬁon of a second preferred variant embodiment of the
25 principle of protection By detection and coercion using as characteristic, a variable of
measurement, the protected software 2p is modified:
¢ by choosing in the source of the protected software 2ps, at least one chosen ‘
variable of measurement enabling to limit the usage .of a functionality and
- which must be able to be credited with at least one additional usage,
30 e and by modifying at least one chosen portion, this modification being s;uch

that during a phase called .of refilling, at least one additional usage of at




executed, and the second object part 2pou of the protected software 2p
contai ning the exploitation means al so i npl enenting the £&dBMEP%neans
20, said second object part 2pou being such that, after upload to the unit
6 and during the execution of the protected software 2p, the identity of

t he dependent functions whose execution i7$ triggered by the 10 first
execution part 2pes.is restored by means of the second execution part
2peu, and the depedersheng finctiprphisy speesprpding delaishosendmsiable afitecasustsnt
execution. part 2peu, Egr EQe i npl enentation of a variant of the principle
of protection by reARREHGYUdne protected software 2p is nodified: 15 by

choosing, in thegs ey iaRl@heddiRnPs0he pHAIpRObE WBlBidPEy Bktet RS ind MR cion
triggering command with renaned order, and by nodifying at |east one

chosen porti asingfast ¢harssteustie ©préfile ¢fr sifoedredisageo thavarae@ab sbfywarepdmds ng at
~| east the:renangd order of one chosen triggering command with renanmed
order, with Bt renaned order, 20 triggering a dependent function of

the sane famly. Nl Pringi eGl] . ondi t.ion branch is
i npl enented, the W&So?hggglelg 80 mélr%%%g%&{@kmé}iaﬁggggc &531/11 é%‘t%é??hue ,{P‘ﬁe t he
source of .the prot ggéfad osdftumat @safles, at | east one conditional branch
carried out .in at | east one chosen algorithmc processing, 25 by

nmodi fyi ng at | east hyrrhoeting ehleptranednatufe ohexesyiondey whichiat lgasbomrttoden
software 2ps, this nodification i.ng such that during the execution of the
pr ot ect ed softmarexﬁﬂquhgwﬁﬁHEF %ﬂagity of at |east one chosen conditi onal

branch i ggexecuted, Qis Wﬁq‘[{g ty £Qh&s [ ) e pb uni t
6, 30 ang0 by produc';ﬂlinng?r - the ziﬁr Efst%ﬁj ect e%??t&wgpdggh%?&%rﬁigﬁﬂrﬁglpg%%%

software 2p, said fsbftebredipsetts @odifmation peid@G6ch/hat, daribg fpoxcheiongfshe h
of ‘at Ieast one chaSHRFEDARIVPEA. BFGRERIY PLCcuiEt GRS EReH THESR Pl ghe and”
the second object RALdndRANLLrLNRLRERt €eCted software 2p, said
- For the implementatidﬁ df the principle of protection' by detection and coercion
15 ﬁsing as feature Qf execution to abide by, the monitoring of the execution chaining, -
the protected software 2p is modified: _
| e by modifying at least one chosen portion of the source of the protected
software 2ps:
— by transforming the elementary functions info instructions,
| 20 —~ by specifying the chaining by which must abide at least some of the
instructiens during their execution in the unit 6,
— and by transforming the elementary commands into instructions
commands corresponding to the instructions used.
. 7‘ When the principle of protection by tenaming isr implemeﬁted, the protected
g 725 - software 2p is modified: '
- e by choosing in the source of the protected software 2ps, triggering
{commands,
* by modifying at least one chosen portion of the source of the protected .
| software 2ps by renaming the orders of the chosen triggering commands, éo
30 as to conceal the identity of the corresponding dependent functions, |

& and by producing:




second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appear8Jamansde¥hd
execution part 2peu by neans of which the functionality of at |east one
chosen conditional branch is executed. For the inplenentation of a
preferred enbodi nent of the principle of 7protection 10 by conditi onal
branch, the protected software 2p is nodified: by choosing, in the source
of the protected soft Wa¢ érstebjechpart gpest ofshe pratedteksoforare Rpssand fish dbjeconal
branches, by.nodifyin

at, | east one, chose ortion of .the squrce of the
protected software 2p&Y %ﬁ?% O F‘i“’é‘ag?agnaﬁ&gh&’esﬁ’é‘?‘?“f‘ﬂ‘ét"fd&ei R tcke

~execution of the 15 prateed smgtﬁ%g%‘rggg,co Y e rgng@x%&i&a%lsi Ly, of at |

| east’ ane chosen series of conditio nches 1I's execut by neans” of
t he second executi on paetute®peu, in the unit 6, and by producing: the

~first object-part 2pos of the protected software. 2p,..said first object 20

part 2pos’ bei ng such_taadt theqgeqond ebiecte padu2pon off theh prefedied codwasof2par e
2p, the functionali tycoL at. letﬁ‘Ste opetﬂ hosen seri es of ctondi tional .
branches is executed i FHES Y SEPIOLRHOR SRS APy IBBICBERinEg the S5MNg ¢ he
protected sof tware 2p,m&ikdo, SAEREnPIHBE papIdoudiditis Rieh Bl SHehubibal o af ter
upload to the unit 6 and 25 during Etlhe Jexepcut iﬂc())rl1l ogﬂét he pr(t)’t ectlé%l g%)%ot war e

2p, -appears the secondhe griéduaidodurpry the 2pecntivp ofehe praéciwhsaftwirbepoder al |
functionality of at Il.east ope chosen series of conditional branches is
executed. Naturally, _t‘ﬁ‘@‘sﬁﬁ’ Pﬂ&ﬁeﬁgggﬂdg\it %f'ﬁtt“gt?t"i’lﬁ’ﬁe SECHPER grigsereh by the |
i.nventiofy can be appl ifgeh exdbhifsl hatt Spis! i89edtdid 86 V0P BB He REorft é}%x\{ltoqjtware
wi thout requiring the prior 30 carrying out of “internedi ate protected

pi eces of software. | mpattilmeunayd thehéependait ifonctishage G2dutad Sy toh@ns of the

nmodi ficati on stage S22 can be carried out conconitantly so as to 26 January
2006 77 obtain di r,ec.t,IWCQrﬁ@ﬁ?W%@Bftmre 2p_ During the subsequent

protection sub- phage iRgierhthtidlh GBS Galhe b il pd on B LGRS of
protection is used i_ﬁﬁ%oerrpl enent to the pri ncli) plﬁgﬁ%f)ggqu%{%g?i%& yooe
vari abl e, af theprethged sefvare2pss agdifsd]l of the protected software 2p, and

possi‘bly after th difjcation stage S22, a stage called "custom zation
stage S22 t ake® pgﬁc oosing, m the source of the protected software 2ps at least one

uigggzﬁng command with renamed order,
¢ and by modifying at least one chosen portion of the source of the protected
software 2ps by replacing at least the renamed order of onme chosen
triggering command with renamed order, with another renamed order,
20 ~ triggering a dependent function of the same family.
- When the principle‘ of protection by conditional branch is implemented, the
protected softiware 2p is modified:
S e by choosing, in the source of the protected software 2ps, at least one
| conditionai branch catried out in at least one chosen algorithmic processing, -
- 25 s by modifying at least one chosen portion: of the source of the- protected
| soﬁwﬁre 2ps, this modification being such that during the execution of the
protected software 2p, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part Zpeu, in the unit
6, |
30 e and by producing:

—  the first object part 2pes of the protected software 2p, said first object



During this custom zation stage S23, the second object part 2pou possibly
containing the exploitation means is uploaded to at |ea$f JaparpRadk unit
60, with the intention of obtaining at |east one unit 6, or a part of the
second object part 2pou possibly containing the exploitation nmeans is .
upl oaded to at |east one pre-custonized gpit 66, 10 with the intention of
obtaining at |east one unit 6. The uploading of this custom zation _
i nfornation enabl es t oparaRpespeing iswkalthat dinéas thoreedtioh & tHet padiesttdd be
observed that .part of said information, once transferred to a unit 6, is
not directly accessi bR dp.dbe Baconality obat lyast one eipsenponditiqnabbranch

custom zation informatiop 'Rl?edainétpl rgtl(;ﬁ,unit 60 or a pre-custom zed unit 66

can be carried out througff‘lC an-a (fp 15 custom zation unit which is

described in the rest gf1 fiRecdGrChbiplt Mok : ‘ ase:of a
~unit 6, constituted by a chip cardj7 a%i.i ?s r(ggglgﬁ(gt,gdﬁgo%ﬁ%%o ’z%‘?on
concerns »nly the chi psecandlotiect part 2poa beiqg srwhnhaf aftan uploatl e thenaties badn
phase P, various technical nmeans are _described myre precisely in relation
to figures 110, 120, 14umerthe exgrytignof theyprotestpdesofipgrg 2p.appeat dhe spgond

enbodi-nent of a syste@,%g%%%tbgﬁ%e cﬁgﬁgﬁgﬁzﬁ?ﬁ%{&ﬁééﬂgﬁ%ﬁ?e Sr2

whi ch takes into accoun Irnitrons rntervene tions
stage. Sir and during whoséh conditidaniicintdi e @xédged r ansfer neans 12, 13 and
possi bly, the exploitation nmeans intended for the unit 6. Such a system 25

i ncludes a pr odoahcdadeaprinn of s prelsrredembodimang af tisinsincipbsofigratsiionl | y
the for f — | Si It , i ph |
such a5 1y b By ORI bR P bR B3 BaRle Sidine® TRCoT0l Dui g

prograns: file adi thfchoosifg SRheESuce SPthe PrSe&SS Mbvars OPRiak ®lasSt one series
interpretors, debuglgfers and link editors. Fi gure 120 ilTustrates an

embodi nent of a predehesepwonditiped biawches30 enabling to upload at least in
part the transfer ans and/.or the exploitations, neans t t least_ 30
e bl ank uni & 80 b, ROGHETEA JRE S GROBEY BPAIPRG doh Patiee o ot FEioahd 6.
Sai d pre .custom zabhQard!Eps, O nidAidAEEs beRARLURY (AP duMbd %He_reﬁe&feﬂmsof%ﬂe

enabling to electrically 26 January 2006 78 pre-customze, a blank unit 60
so as toldbtain a pretecied softvaredputhctovggall funphorahitt dfet ldastoefchoseresniss 13

and/ or the exploitations..neans have. been upl.,0aded. e pre- custQm zation
i t 30 can Al so | RASRTCERGRetRE i RS P ol deaBothe Sl EmARt un ¢
60 which can for innglean@ahe have, the formof a printer. In the case where

the unit 6 is constituted by a chip card 7 and its reader 8, the
pre-cust onmi zat i on geddyaréducingoncerns only the chip card 7.

—  the first object part 2pos of the protected software 2p, said first object
26 ‘ part 2pos being such that during the execution of the protected
' software 2p, the functionality of at least ome chosen series of
conditional branches is executed in the unit 6,
 — and the second object part Zpou of the protected software 2p, said
| second object part 2pou being such that, after upload to the unit 6 and
25 duﬁng the execution of the protected soﬁwgre 2p, appears the second
execution part 2peu by means of which the overall functionality of at - -
_ least one chosen series of conditional branches is executed.
Naturally, the principles of protection according to the invention can be applied
directly during the development of a new software without requiring the i)rior
30 carrying out of intermediate protected pieces of software. In this Way,-the creatiion

stage S,; and the modification stage S;2 can be carried out concomitantly so as to



Figure 130 illustrates an enbodi nent of a system 35 enabling to carry out
the making of the tools enabling to hel p generate proteé®danussy 24 e or to
automate software protection. Such a system 35 includes a program

devel opment unit or 10 workstation which has classically the formof a
conputer conprising a systemunit, .a screen, peripherals such as '
keyboar d- nouse, and including, anong others, the followng prograns: file
edi tors, assehbiiredissctiytle poected softearedypi | ers, interpretors,  debuggers
and link editors, Figure 140 illustrates an enbodi nent of a system 40

enabling to credt®gtheRbssauentprafesfion abrrtase B, thie sasewhere ableagidnthen

vul nerabl e sqf.- e ] t I.atent i of bt.ai ni.n ot ect ed

sof tware 2p. 3&&?@%%?5%%%&30@%&8 pu%eé&glglﬁ}ng& g?’n e?’é’f‘%Bﬁeﬁ{ prﬁmtlpnotfy -
wor kst ati on whiistle hier eleag&itionl staget 16 of HdhdiecR GBI G L3199
~system uni-t,--a-screen, peri phe% sslguch é;% keyb.ggr d- n%%gﬁag’ﬁgﬁ?lg%ﬁ%dl ng,
anong ot her s the medificatipmwiagy Sar.0yrstaps: cdllede " casipiomtion atgen$hitskes place.
pre-processoi)s,. cgﬁi | ers, j.nterpretors, 20 (gebéggers and link editors, as
vel | as t ool &YEHEHIE FYSOIAUPY, SBER Spsatils s5eeRtotied Pad dpengpossibly coptatingomat e
sof t war e -pr ofecd,l :Ei : WEN: ! -.0f, a .

cust om at | oncunproagon Heafs it SdaL R SO ER oA B RE BB b npeeniionof o o

| east one bl abkining tat GAsbhd uhites,i ot @ParoDf die seebhdiobjcdd palt IpRaspoeBy uni t
6 or to upload a part of the second object part 2pou to at 25 |east one
pre- cust o z EANIHRINS 1B cxplpHatioRaneansds PP’(S*’#d‘%SF togh ieghtrmeprercustemized oni 66ni t 6.

Sai d cusipm i i L 45 jeng r.eadi nd It means,. 46 enabl i ng
to el ecitér)i cal y(&gbug SIrlt?ézhe,dfa&t#g% agngéagﬁgé)nﬁ ‘H\H{X{ t6t‘ GEQ%rUP ?adl%s‘)? %*Fe
pr e- cust oni zeuimmizhtioxﬁﬁ;fomﬁaﬁeh@blem@matoﬁb@ﬁ@{al aNRatUnke it éMit §lGiC! 0se

of thi's custom zation, a unit 6 'includes the information necessary to the
execut i on of bf RBsesyash that et eforidinfermmsionT pecclomelsed it 2 ainitdn iumitdirdglcan

al so incl ude ' s l.zatjo ans. 47 .for at |least .qne unit 6 which
can for inst 3%%8?&%24\%&%%& ol%% g’flillée ansfer, of %encq%oén'@gté%‘ W%g’i”éat'gndﬂiat‘ 26
January 2006bfafk uhit 60 of @ngikichstbRFzday udit @8 @unCRY chrfie@ Bt iﬁrgugrﬁﬁﬂsﬂaéﬁed the
custom z'ation‘ﬁcljenerally_ concerns only the chip card 7. The protection
process ktcof¥eigizaion wat whishis dgserihgd indhe rept efrtbe desgription it figuref 150 i ng

momor g userest B SRt s BRNER vh M3E A Tond s BRGTY Bt PERemiter 2o
of the protecéRdmssafitthakekip cdfl 0 that their joint use enables to execute
the protected software ) _
For the implementation of the protection phase P, various technical means are
_described more precisely in relation to figures 110, 120, 130, 140 and 150.

20 Figure 110 illustrates an embodiment of a system 25 enabling to implement the
construction stage Sy which takes into account the definitions intervened during the _
definitions stage 81; and during which are constructed the transfer means 12, 13 and

‘possibly, the exploitation means intended for the unit 6. Such a system 25 includes a

. program dchlopm@nt unit or workstation which has classically the-- form of a

25  computer compris_ing a system unit, a screen, peripherals suéh as keyboard-mouse,

A and mncluding, among others, the following programs: file editors, assemblers, pre-
o processogs, compilers, intérpr,etors,- debuggers and link editors.

| Figure 120 illustrates an embodiment of a pre-customization unit 30 enabling to

upload at least in part the transfer means 13 and/or the exploitations means to at least

30 one blank unit 60 with the infention of obtaining a pre-customized unit 66. Said {m-

customization unit 30 includes reading and writing means 31 enabling to electrically




2p, the absence of at |east one of said processing and nenorizing units
preventing the usage of the protected software 2p. 10 |4f {5 A4d0way,
after the pre-custom zation stage S13 and during custom zation stage S23i
the part of the second object part 2pou necessary to 15 transformthe
pre-custom zed unit 66 into a unit 6 can7de contained in a processing and
menorizing unit used by the custom zation unit 45 so as to |imt the
access t o0 sapm-quatomiz, atbhanlswenbfl sobs ecobtpara prapostomiaduma d6yto vatdtidthepar t

of the second ohject part 2pou can be divided out between several

processi ng afePsiEnBrans L andior he xplgdatians; wregnsr havst beencupleadsdd Thjpeet part

2pou is accegsihl-e..only . | WY f sai rocessing,a :
nenori zi ng uﬁﬁ%‘gﬁ?ﬁ\%%%ﬂr %ﬂgﬂéﬁﬁg@%ﬁ@kﬁ%ﬁf8§toﬂl@gl8§§neta85 %# 8?@8?’?“{1}9 ng
at | east. oneudit 60iwhithichn FAGhitdhdROhle the sifn of FIFRIrZ B the BaddRARR the unit 6

~vul nerabl-e -software against its unauthorized usage, ..said vul nerabl e .

sof t war e Swor ¥i engsignted bjapachip couk Ji angl iy gtasies 85 ahat pre-cstdomigationpg@ieediyi on
phase: creating a le ect.ed sgftware: by choosing in the source of the

vul ner abl e s‘(’ﬁ“?&%?@. y IBf%ast one variabl e which, during the execution
of the vul nerab rdial 4 | f-the lagter, >
and at | east ohig%p‘)%%? ?%\r{]mg:sglﬁ%eg%%i %@dg{ﬁ F%:‘gﬂﬁgﬁghgﬁg%éﬁg@ &Pé%frg,ou- £hf)’y ,
produci ng a meking esfathe ttbals pmablieg ¢al heipl pevtate fpiarstted @of@bieCr to0iutbiBte

vul ner abl e sof tware) by. nodi f%;lg at | east one chosen portion of the
source of t MO BFRfeftions oroche Systemi 35 e 2 presspmbédvelppment unih aor

duri.ng.t |- t east .one chosen

vari abl el%gr ?‘gt i eggrPWgIncg H(%gggf’[g %%a%t%g%&\géfr‘%{\g%rﬁ%lﬁrlésqn%éSIQ%a ?yﬁg%‘lu%l? uni t
whi ch is thusrdenapsfiphiersd AGhNaD kaybbaird-mousdnehdndidiHC hen@ dihdist 1abj ect
part -of thed‘grotected'softvvare_fromthe source of the protected software,
said first oSflewmgiiegrams; Al editass assamblersi Prg-hreressors cemipdlarsointerpestors,

pr ot ect €d " debuggers and link editors.

Figure 140 illustrates an embodiment of a system 40 enabling-to create directly

15  a protected softwarc 2p or to modify a vuluerable software 2v with the intention of

obtaining a protedted software 2p. Sﬁch a system 40 includes a program development

unit or workstation Which has classically the form of a computer comprising a system

unit, a screen, peripherals such as keyboard-mouse, and including, among others, the

followiilg programs: file editors, assemblers, pre-processors, compilers, interpretors,

20  debuggers and link editors, as well as tools enabling to help generate protected
so_ﬂWare or to automate software protection.

Figure 150 illustrates an embodiment of a customization unit 45 enabling to
upleid the second object part 2pou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object par-f 2p0u:to at

| 25 . least one prc-customjzed unit 66 vﬁth the intention of obtaining at ieast one unit 6.
Said customization unit 45 includes feading and writing means 46 enabling to
electrically customize, at least one blank unit 60 or at least onc pre-customized unit
66, S0 as to obtain at least one unit 6. At the close of this customization, a unit 6
iﬁéiudes the information necessary to the execution of the protected software 2p. The

30  customization unit 45 can also include physical customization means 47 for at léast

one unit 6 which can for instance, have the form of a printer. In the case Whe[é a unit



sof tware, appears a first execution part which is executed 25in the data
processi ng system and whose at |east a portion takes int&%a8B&NEhat at

| east a variable or at |east a copy of variable resides in the unity 3and
during a usage phase _ during which the protected software is executed: in
the presence of the unity each tinme a pordgion of the first execution part
30-inposes it, using a variable or a copy of variable residing in the unit,
so that sai d6pisrednstituiesl by ecohipccachr end liys asadert Bathe aarseGARH binerille 26
January 2006 81 10 protected software is conpletely functional, andin
the absensc SANCEWS ophythe chip capli e of the request by a portion of the first

i, ot bei ng TagPLedilrp s feclhif S8R Bhenff Biog imhmonihl wilh sy

said porti onfdlﬁ.wimg ingpeeeath@fls:correctly and that, .consequent ly the pr ot.ected

~sof tware is--not-conpletely finctional. 2 - Process according to claimil,

conprisirfg: . 3 dur ihepnt bee ppnoedtt ixenjophils severapdodeyding ahd encpickizast eghts

sof tware by choosigg in '%l% sogﬁciaaé)f the protected software; a at |east
one al gorithmc prSERESE YughisHvided oRb thersecendsehiest part @pourdidhe protestede d

software, uses at | O LRASELT Y& {HS{%' enables to oget aipn at |least
one result variable, %r s o Jelt & %gggggoo% ecb%?@ei R ﬂtsgﬁma‘f?g at
| east” one chosen aRgpttie fbsence of Sickasi G obYaidPbdeWinPand nledRitziR EnighoseN
portion of the source of the protected : :
: : preventing the usage of the protected software 2p. '
- 10 7 - & In the same way, after the pre-customization rstage Si3 and during
customization stage Sz3,_thé part of the second object part 2pou necessary to
transform the pre-customized unit 66 into 2 unit 6 can be contained in a
processing and memorizing unit used by the customization unit 45 so as to
_ limit the access to said part of the second object part 2pou. Naturally, said
- IS o part of the second object part 2Zpou can be divided out between several
' processing and memorizing units so that said part of the second object part
2pou is accessible only during the joint use of said processing and

mMemorizing units.



software this nodification being such that. n during the execution of the
protected software the first execution part is executed?§ dantsey dioa
processing system and a second execution part is executed in the unit

whi ch al so includes processing neans, n at |least the functionality of at

| east one chosen algorithmic processingls executed by neans of the second
execution part, 25 at |east one chosen algorithmc processing is split so
that during the execution of the protected software, appear, by neans of

t he second -execut-ion party several distinct steps, nanely. 0 the placing of
at least one.variable at  the unit's disposal, 0 the carrying out in the :
unity of the FuRtAlMSality of the algorithnic processing on at |east said
vari abl e; 0 and,posgsi bl th l'aci n f at least one. result_variable at
the 26 January . 200 t‘?ffs%g% 8‘03?“3&%%&‘& %&q?)?gtﬂé‘?n%z”aﬁ Wbsal Bgludmg ainlepst n
~for at | eastmengishebaRedbfOr | 4 DilEraBlOGHRLY: SEARS GRS o GedS! | nEd
so that durinng the,.- execution of the protected software, each’s

i s executed. dayd tvnbnerdtile softwescut | owopldng omnd dafal PERES g syRdng!Ni t safghe
execution by neans of the second execution part, of a step, and a sequence
of the stepPLERMMRISCESS COMBEERS:anong the set of sequences al | owi ng the

execution of th[ﬁH._B'][ d: - re, and by producing: 10 > the first

obj ect -part -.gf‘ t e-gglgr?{eeggggﬁts%mre, said first object part being such
t hat” during t hes exgesfingdpfectdd@ofipart ected software, the steps commands
are executed according to the chosen sequence, 15 > and a second obj ect"
part- of the ‘pr.ot ectedbychecsmgdn thedodroseaf diivulbgrable spiwirebei ng such that,
after u%oad to the

>  at least one variable which, during the execution of the vulnerable
software, partially defines the state of the latter,
>  and at least one portion containing at least one chosen variable,
. by producing a source of the protected software from the source
of the vulnerable software, . by modifying at iéast one choéen
15 portion of the source of the vulnerable software, this
modification being such that during the execution of the protected
software, - at least one chosen variable or at least one copy of
chosen variable resides in the blank unit  which s thus trapsformed
into a unit, _
20 . — andby producing a first obje.ct part of the protectéd' soﬁware
from the source of the protected software, said first object -
" part ~ being such that during the execution of the protected
‘software, . . appéars a first execttion part -lwhi_éh~is_ {:xecuted.
in the data processing System' and whose at least a 'pértio_n takes into
‘f 25 : account that at least a variable or at least a copy of variable resides in
, ~ the unit, | -
"> and during a uézige pﬁase " during which the protectcd software is
- executed: ‘
* inthe presence of the unit,  each time a portion of the first execution part
30 - imposes it, using a variable or a copy of variable residing in the unit,

. so that said portion is executed correctly and ‘that, consequently, the

-'ésﬁg%'omran‘d Co




bl ank unit and during the. execution of the protected software appears the
second execution part by nmeans of which the steps trigger8daByany#80§i r st
execution part are executed, and uploading the second object part to the
bl ank unit, wth the 20 intention of obtai Mlng the unit, 4 and during the
usage phase: in the presence of the unit and each tine a step conmand
contained in a portion of the first execution part inposes it, executing:
the correspondi ng steproestadsefiwaie:, sis cohpletalgifehclendli on i s executed -
correctly 25 and that, consequently, -t he protected software is conpletely
functional, and in t ¥ BJeeaRsenes oftthe upity t yin spite of the quést bire poRBMTROY
a portion. of the first l-on _part tq trigger. the execution of a step in
the unit 3 not bei ng‘fgﬁrgﬁ&éﬁﬁPﬁll saP &y g%ﬁ’é@‘%le £67 Pt ofyvarigbletrradingin -
| east saird_portion is thewhiteXeGist esin I consequently, .the
-protected-sef.tware.is 30 ngt conpl .eggbﬁuﬁgﬁiﬁﬁgﬁ%ﬁ-coﬁﬁgﬁ'ﬁ Q@b lemshg
to claim1, CSonprisingaidporiigndiangt QE0Ged Sortedly andOthad) GoiNeQbflly! RE HRIAT&
defining: 5 and a set ohB,eI ement arﬁ commands. for said set of él er’rgnt ary

functions are |iable tO B8 %xectoycompletsly twartionshi ch al so i ncl udes

processing neans,, 2—Prod&k ablo cthons whose elementary-
functions are liable to sai drgnggﬁt%géy’%oé‘ TBA%S bei ng liable to be"

executed in t he aduringthepestsetiom phpsé:em and to trigger the execution in the
unit, of the el ementary. ynct.i ons, constructing -exploitation neans
enabli.ng to transfor mi Zdh& Pipfotediofimeres t he unit able to execute the

el gnpntary fgncti ons of i t .. the execution of said elenmentary
f uhetions: being tri ggere@gggofﬁ%mﬁﬁﬂ%o 'tﬁepﬂt@tﬂﬁﬁmcessi ng system
of elenmentary conmmands, »nDec iaﬁgmetmgorﬁﬁﬂﬁ@ﬁbﬁ&sﬁgf&lﬁ@ﬁﬁﬁﬁgg ﬂl%he?{gguitl% oifn

the source of the protected software:
' - the protected software, uses at least one chosen variable, and

enables to obtain at least one result variable,

| >  and at least one portion containing at least one chosen algorithmic
15 processing,
— by modifying at least one chosen portion of the source of the protected
sofiware, this modification being such that:
» during the execution of the proteéted software the first -
execution part is executed in the data processing system
i 20 : -and a ‘second execution part vis executed in the unit
) . ' which also includes processing means,
' > at least the functionality of at least one chosen algorithmic

processing is executed by means of the second execution part,

25 o ' » at least one chqsen aléon'thnﬁc processing is split so that during
the execution of the protected software appear, by means of
the second execution part, | several distinct steps, namely:

0 tlje placing of at least one variable at the unit’s disposal,
. ¢ the carrying out in the mnit, of the functionality of the
- .30 L algorithmic processing on at least said variable;

¢ and possibly, the placing of at least orie result variable at the




15 > at least one algorithm c processing which during the execution of the
protected software, . uses at |east one chosen vari abl e, 2&danyany 2@3bl es to
obtain at least one result variable, > and at |east one portion containing
at |east one chosen algorithmc process§ng, by nodifying at |east one
chosen portion of the source of the protected software, this nodification
bei ng such that: n during the execution of the protected software the first
execution. part ' is executed in the data processing system and a second
execution part , is execut edlafapProsrssingsystens n dispesablat the paitf unctional ity

of at | east one choseq alg ' 1 G . 0 kha is executed by neans' of
the second execution gar tf&gé)ﬂ fg%{ﬂoﬁee%ié)? é%%%%‘gk'gggﬁj r%ﬁe@‘ﬁ?g’tsg?ﬂsc‘%ﬁrﬁ Ssi ng
is split so that during atdi@efRieassithaMuing e eRIcAliGE bethe TRELYRA Softwatl]
algorithmc  processing is executed by nmeans of the Second execution. part,
-usi ng el enentary -functions, 2&histepsopnEdas 84eduted by teetist encontioh @agn

al gorithig c processing, el eﬁent(ﬁrﬁ/ commands. are jntegrated to the source-
of the protected software, so?t ggﬂ{f’r‘irrr‘rr:‘getuﬁgv exdRgEXEGRIQR bY Hwapy of et ed
software, each el ement agy.£8WERAEoh HRXECUL € he first execution part

and triggers ,in the uni ts,cot he exegu?fngh by rr‘se%aitllrjl%e%f t he second execution

part, of .an el enentary f undtisequenendf thesepseommanlls ishhoaineaRstigahy s@pmands
is chosen anong the set of sequences allowi ng the execution of the
protected software, and BYRYSresddlowme the execution of thsipretestedsnfiwase, t he

protected software, sal 1 r§t.._object part being such that during the
execution of the 'Bro%gg?%gm?éﬁl%are, the el enentary conmands are executed

according to the chosgn ggdfisehétgect part of the protected software, said first
' | object part being such that during the execution of the
protected software, the steps commands are executed

according to the chosen sequence,

> and a second object part : of the protected software,
15 - said second object part béing such that, after upload to the
blank unit and during the execution of the protected software,
appears the second execution part by means of which
the steps triggered by the first execution part are executed,
+ and uploading the second object part to the blank unit,  with the
20 - intention of obtaining the unit . '

.. > and during the usage phase:
‘e in the presence of the unit  and each time a step command contaiﬁed ina
-porﬁon of the first execution part imposés it, executing the
corresponding step in the unit,  so that said portion is executed correctly
25 ' and that, consequently, the protected software. is completely functional,
| : e andin the absgnce of the upit;.  in spite of the request by a portion of the
first execution part to trigger the execution of a step in the unit,
‘not being able to fulfill said request correctly, so that at least said portion is
not executed _correcﬁy and that, consequently, the protected software  : is
30 not completely functional.

3 - Process according to claim 1, comprising:




15 > and a second object part of the protected software 10 30 contai ni ng
‘the exploitation nmeans, said second object part being suéhJarmaty, 206t er

upl oad to-the blank unit and during the execution of the protected

sof tware, appears the second execution part by nmeans of which the

el ementary functions triggered by the $ast execution part are executed,
and upl oadi ng the second object part to the blank unit, with the.

intention of obtaining the unit, and during the usage phase: in the
presence of >t hduring the prodectimnlphéserre an el enentary. command contained in a
portion of the fast_execution part inposes it, executing the corresponding
el enentary funtti definipgt he unit, so that said portion is executed

correctly and that;  conseguent| he.protected soft e..1s-C efely
Functtonal and i ¢ Aecanegrpensy SREid VS el Bioron® e o, o
~portion of the..firsSheexabdiRheAftit Y Whitk hlgtgﬁlﬁ:hfd@@?l%éé&ﬂfg'rﬁ&ngj an

el emrentary function'in the unit, not being able to tulfirl-sard request
correctlsy, so 26 Janaad y s&0Feldudmtargcolmedaids $aisdidmet Hf demestaryofmetiongut ed
correctly and that, consequently, the _protected software is not conpletely

functional. 4 - Proc&4dd demepteynepmmandspring lisbla ke ibgj sigouted dn_thedatyy t he
tecti h . defini o i .Wh
Dl errent ary functi one Pl syste o Chad o BIARERL Mdoudih VW03 e

el enentary commands tRicatirgfimetiodf el enentary functions, said elenentary
comrands being liable to be executed in the data 10 processing system and
to trigger the*exewnstrirefing exploitationimeansf enahbing & trasiorat fhef biaok uolts,

construygting exploitation, nea nabl i t he unif 0 gxecute.the -

o ementidry funct i 91 B S8t "G e W ERecld s Pietitsy BRROR o faid Aty e

functions being tgiaaRaedr bild ltthentRf $hihdibnk beinParifddad By T&&ciforSiSt em of
the data processing system, , of elementary commands,

e modifying the protected software:

— by choosing in the source of the protected software:

15 - > at Jeast one algorithmic processing which during the execution of-
the prdtected software, . uses at least one chosen variable, and
enables to obtain at least one result variable,

> and at least one portion containing at least one chosen algorithmic.:

processing,

20 - by modifying at least on;a chosén portion of the source of tﬁe protected
- -software, , this modification being such that:
> dunng the execution of the vproteéted software the - first
execution part vis executed in the data,'processizlg syste;f_n
.. and a second execution part - is executed in the unit,
:25 | A | > at least the functionality qf .at‘ least one chosen algorithmic .

_processing is executed by means of the second: execution part,

»  at least one chosen algorithmic processing is split so that during
the execution of the protected software, ' said algorithmic
30 ' processing is executed by means of the second execution. part,

using elementary functions,




15el enmentary commands, and nodifying the protected software: 20 30 by
choosing in the source of the protected software at | eastd ¢#HBanNs2e which
during the execution of the protected software, carries out the
functionality of an algorithm c processim, by nodifying at |east one _
chosen portion of the source of the protected software, this nodification
bei ng such that: >at |east one chosen step is split so that during the :
execution of the protegtegsaf tiaadie j eRral C b ans of the -
second execution part,; using el emﬁ?ﬁ%@sgﬁcﬁggﬁtg@%%}%géa%tﬂ"éeg‘%m%‘ttﬁéy :
chosen step, el ementary covmmands aecntegtatgd & @ik dourdest 156 Pr&iBctad s&fﬁ@are,'

protected software, so that duri ih_e execution of the protected ‘
sof tware, each el enentary cor‘?ﬁéﬂ% uging,the grequtiy of the frptested enfwarkj on part . .

and triggers in the unit), t nmeans of . the second _execution

~part, of -an-el-enentary fun%%lir%_:rf > g_nd(? a s dqﬁse%fé“tﬁ‘; bYﬁF’ gﬁéﬁ%ﬁfﬂlﬁ?lypart L
commands Bs chosen anong the 2Hhdlwigpes)in3R0anftd Sat “sequences ald.owi ng

t he execution of the protected software, - and’ by Sr ogﬁ%ﬁl;&p%%%ﬁeoétﬁ?st.

obj ect “part of the prot ectesendeiecwderpart, sai d diianslemenbyre Gincfigs,t bei ng such

that during the execut; on_of the rcilﬂ_gct d software n the elenentary
commands. are executed > acCorui My Te ¢ e?ﬁ?&é"éﬁ‘?‘, ¥ Sofpmiads isphasentrmangdbad .
obj ect part ' of the prot&€besequehicdmMBwihs LA aida Jint NEEXD] Qidation -
nmeans, said second object part q{iabei ng suchgt hat , ~]§¥dtﬁer u%pgoa%gg%osﬁ@%nit
and during the execution of the protected software), appears the second

executi o, part by neans .of which the elenentary functioens triggered by the
first ex{el%ut i on part ﬁg%gfé‘ﬁ{?ﬂé’&

>  the first object part ‘of the protected software, | said first
object part being such that during the execution of the
protected software, the elementary commands are executed

according to the chosen sequence,
15 > and a second object part of tfxe protected soﬁWam
cqntaining the exploitation means, said second object part
bging such that, after upload to the blank unit and during the
execution of the protected software 3 appears the second
execution part | by means of which. the elementary functions
20 _ : iﬁggercd by the first execution part - are executed,

e and uploading the second object part to the blank unit,  with the

o . intention of obtaining the unit,

S and dﬁrjngﬂie usagéphase:’

_ | e in the presence of the unit  and each time an elementary. coﬁlmand-
25 ' " contained in a portion of the first execution part ' impbs_es it,
' - executing the corresponding elementary function in the unit; ~ so that said

. portion is executed comacfiy and that;-consequently, the protected software
is completely functional,
L * and in the absence of the unit, |, in spite of the request by a portion of the
3 30 - first execution part, to trigger the execution of an elementary
| ' -.;ﬁmct.i'on in th'¢ unit,  not being able to fulfill said request correctly, so

~




and during the usage phase: 20 in the presence of the unit and each tinme an
el enentary conmand contained in a portion of the first ZkéanuaiyodP0part
i nposes it, executing the corresponding elenentary function in the unity
so t hat sald portion is executed correctly and that, consequently, the
protected software is conpletely functi8hal, and in the absence of the
unit, in spite.of the request by a portion of the first execution part , to
trigger the execution of an elementary function in the unit, not being
able to ful fill saitht aelgase siid porticacis npt escutedtairedtly dndakis, §@dsqu%9ﬂ i@ IS
not executed correctly and that, consequently,: the rotected software is
not conpletely f undratesied sofrers iy etecpmpletelyrfuiatignalo clai m 3 or 4,
conpri si ng. dur| the tection ase defining: at |east one software
BB RE p S e o

execution charact least. in part in the

=unit. 2 30 - & Heddt Pﬁ’t&{ﬂf’hw to abide by for at l.east one software

execut i on char act eris

_ 26 "January 2006 87 detection neans to inplenent-
in the ufit andeenddfining to detect that at |east one softwaré execution
characteristic does not abide by at |east one. associated criterion, and
coercion means to rrrp?éﬁb‘?ﬁelﬁlﬁlelﬁﬁ@ fiwctionnwhesailtthengary dunétivins rane tiabde tat a .
processing system and{)g O&Dgeo 1th§1 .execution of a software, when at | east
one criterion is not d ructing the exploitation nmeans

enabl i ng the umt,-tommeeﬂme@ﬁ@mry Bﬁn&iﬂ%?&ﬁ&aﬁ‘se%ﬁ Qg;ﬁlw%gmon
n

nmeans, and nodifying the protected software 10 - by c 005| east one
sof tware execution chssidclanentaiyccornmands tbemg lmﬂmgotbleeemﬁted/amememwt i on

char act r(']IStICS l'i abl e to be m)@ltored b og‘; at l.east one criterion
to abideé by for at | eBSFHHE BhHgEen a§8ft?¥%5g€ SEBTIIOR 18 ther Wiiber jof thec

elementary functions,
. cons&acﬁng exploitation means enabling the unit, to execute the
' clementary functions of said set, the execution of said eleméntary functions
being triggered by the execution in the data prc;cessing systein, . of

15 elementary commands,
| e and modifying the protected software:
- by choosing in the source of the protected software, at least one
step which during the execution of the protected software ) carries
| out the functionality of an algonthmlc processing, |
29 - ‘by modifying at least one chosen portion of the source of the protected
' software, this modification being such that:

»  at least one chosen step is split so that during the execution of the

protected sofiware, - said step is executed by means of the
second execution part, .  using elementary functions,
25 . > foratleast one chosen step, elementary commands are integrated

to the éource of the protected softwarc',- 50 that during the
execution of the protected software, . each eleméntary
- command is executed by the first execution part. and
E -h‘iggérs in the unit, the execution by means of the second
. 7_3'0 | execution part, of an elementary function,

» and a sequence of the elementary commands is chosen among the -



by choosing in the source of the protected software, el enentary 15
functions for which at | east one chosen software execut i dhJarsiapr2®eri stic
is ta be nonitored, by nodifying at | east one chosen portion of the source
of the protected software, this nodifi c%ti on being such that during the
execution of the protected software, at®™® east one chosen execution 20
characteristic is nonitored by neans of the second execution part and the
fact that a criterion is not abided by |eads to the data processing system
bei ng i nformed and/ or t o set ofogipidnced dllnwing theexecubiore ofitheqnowited Beftpaet ect ed
software and by produci ng the second object part of the protected 25
software contai.ning the éxploitation nmeans al so i npl enenting the detection
means and the coercio |.d second object part, being such that,
after upload to the u%@ﬁgﬁ%dgﬁb ng the execution of the protected
~.software,. at_|east ong sdlid it ebje@parut i on ofiiRs 6leBlel Shitkates MOBALGHED and
the fact that a criterion is not 30 abided by Teads to the data processing
system b@&i ng i nformed anbiest pad a nodrding suclo thapfduring the exetution of thche

protected software 26 Janugr 006 88 -3 apd during the usgge phase: in
the presence of 't_heunit?r(’zgéé?%ﬁ%é% Cal | 'ﬁﬁ‘é ci"f’ﬁ“i"é&?é”ﬁ’é‘i‘ AEnexsytedo al |
the nonitored execution a&kfiaf aFiheheddnGigidncal | the nodified portions of
the protected software are abrded by, enabling said portions of the

protected software. to wodkhensaomhbbjgct partl cons eddenplofectadadolfiwage t he

protected software _ to l\glork nomnally, and.if at |east one of the
criteria corresponding t8%9 $8kHRE explogaten, meaps, i sccond jobjact pert a

portionigf the protected soft\gg{ng ' t [ ipEorm at a
processi ng systemof it and/or sg?}%g’gaﬁggﬁg%?%hgnﬁg g}&?ﬁ%ﬁ%&ei on of
the protected software sexdchtion tdfethbupmitéctal Baftwaret he pappeacd @tk seddnware i s
nodified 6 - Process according to cl ai‘rI?S, to limt usage of -a protected

software, 15' conprisi ngeXecution part - by means of which the elementary functions
triggered by the first execution part -are executed,
-> and during the usage phase:
15 e in the presence of the unit and each time an elementary command
contained in a portion of the first execufion part iﬁxposes it,

executing the corresponding elementary function in the unit,  so that said
portion is executed correctly and that, consequentlj(, the protected software

is completely functional,
20 o and in the absence of the unit, - in spite of the request by a pértion of the
first cxecutibn part, to trigger the execution of an elementary

function in the unit,  not being able to fulfill said request correetly, so
that at Teast said portion is not executed correctly and that, consequentiy,_ the
- ‘protected software.  is not completely functional.

.25 '3 —Process according to claim 3 or 4, comprising:
> during the protec'tion phase-
. deﬁning:
= at least one software execution characteristic, liable to be monitored at
least in part in the unit,
30 -  at least one criterion to abide by for at least one software execution

characteristic,




-3 during the protection phase: defining: as software execution
characteristic liable to be nonitored, a variable of nmedsdanasn20@F the
usage of a functionality of a software, 20 - as criterion to abide by, at'

| east one threshold associated to each gpariable of nmeasurenent, and :
actual i zati on neans enabling. to update at |east one variable of
measurenent, constructing the exploitation nmeans enabling the unit to al so
i mpl enent . 25 the a(&ttugtii zation means, .and nodifyi t he protected

in
sof tware: by choosing “4§“ 48} tH@Fe ex 8u'tni‘lblﬁm8?|ta’r"a9\%‘t“flg‘tic epghlingole,  at
least  one vari abl e OleBARNARTES oflsohIrl SARGHS] cftad AT dB0Chot abide
ea Tt tﬂ?al ity.

functionality of a software, 30 by choosing: > at st one

of the protected soft bpatlendt osea@6eidtedwaitericd)06 89 usage is liable to be
moni tored using a variable of neasurenent, > at |east one variable of
neasur enent. used t7 qfhEPIGoR feans age tfimplgroent im g wiital i ayd easblingast one.

‘threshol.d associ ated hosen vari.ahbl e.of nmeaspyrene orresponding to a
limt . gf usage of s?&%&&ﬁr@ IRETSTRG sy 4 %&?fe‘ag‘ﬁ}hbﬁseﬁ%%%aoéﬁ .
update of a chosen vasifabdre, Wien ARASLR BIIErSERGREINGLR, t he usage of said
functionality, .and by nodifying at |east one chosen portion of the source

of the 10 prot%ecteustudtingthecxplditaionpuédnscasblong theunig suohldoiaiplerddti N9
t he execution of t@e&gtréotect ed sof %Eﬁ% the variable of nmeasurenent is
actual i zed by nmean@®rtePiR BERSnd FOfCIoBMea@Bpendi ng  on the usage of

sai d functionalg tyand%‘gdigﬁ?%@gﬁh%' JHEshel d crossing is taken into

account, 15 -3 and durin sage phase, in the presence of the unit, and
in the tse where-atby elmisingnut 1t43t 6 @bAwarOGRLRIHICAHRFREHNNC td thdnfloA!

| east one limt of usage
among the software execution characteristics liable to be monitored,

— by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,

— by choosing in the source of the protected software, elementary

15 functions for which at least one chosen software execution
' chiaracteristic is to be monitored,

— by modifying at least one chosen portion of the source of the protected
softwar'e?' this modification Being such that during the execution
of the protected software, at least one chosen éxecution

20 . characteristic is monitored by means of the second execution part,
and the fact that a criterion is not abided by leads to the data

proce_ss_ing system  being informed.and/or to a modiﬁcatién of the .

execution of the protected sofiware, '

-~ and by producing the second object part of the protected

o025 * software containing the exploitation means also implementing the

' " detection means ~ ‘and the coercion means,  said second object

patt being such that, after upload to the unit  and during the

execution of the protected software, at least one software

execution characteristic is monitored and the fact that a criterion fs not

20 ' abided by leads to the data processing system = being informed
and/or to- a modification of the execution of the protected sofiware N




~software,  this_nodiTi f&t'?Hn

Is detected, informng the data processing systemof it and/or nodifying
the functioning of the portion of the protected softwarf danuenaf00bhe
functioning of the protected software is nodified. 20 7 - Process
according to claim®6, conprising: duringsthe protection phase: defining:
- for at |east one variable of neasurenent, several associated thresholds,
- and differént coercion means corresponding to each of said threshotlds, -
and nodi fying the protected softwaret by choosing in the source of the
protected software, at |east one chosen variable of neasurenent to which .
must be assoc?atand desvethalisdgeiphadeol ds' corresponding to different limts of
usage.of the functionality, 30 by choosing-at |east two thresholds

associ ated to tMe dhdanesgaed eftheuwit: neasurenent, 26 January 2006 90 and

by nodifying at | east oqe chosen portion of the source.of the protected
a37uf the B sormrspording all e monigared xpeution ¢ he

protecteds software, the.GrRSSIQYF 1 N6, R d - threshol ds—are taken into.
account differently, by neans of t ieﬂge,eglgx’gﬁéeégg% ‘ltlsoﬁﬁ er?m%ef%dg%‘?i ng

t he usage phase:  in the ﬁne%ﬁeﬂeby,ca‘nabhﬁglsﬁidpodiﬂnéBﬁﬂﬁaﬁx%té@%rﬁ)ﬁb? 5
crossing -of a first threshold is detected, enjoining the protecte -so?tvvare
not to use the correspondihgveineeminly; egd gopsesiently -enablthg thet Ipeotected

‘where the. crossing of S?’?%ﬁ%ﬁin’?y&)a "?}?g‘r%{"lg 5, detected, making ineffective -

t he .correspondi ng func n rat Rast ~one portion of the
protected software~ 8anlrigCRSRaACERE YfNthe! it BrResPSudfng TP hihiflgeq 15 3
during the protection phase: '
S0 10 0 ~ execution characteristic. of a portion of the protected software is
not abided by, informing the data processing system  of it and/or
modifying the functioning of the portion of the protected software )
so that the funictioning of the protected software is modified.
6 - Process according to claim 5, to limit usage of a protected software,
15~ comprising: ‘

-> during the protection phase:

¢ defining:
- — as software execution characteristic liable to be monitored, a variable
| of measurement of the usage of a ﬁmctionalitjr ofa software,
20 ~  as eriterion to abide by, at'least onc threshold associsted to each
‘ | - variable of measurement,
— and aéﬁializaﬁon means enabling to update at least one variable of
' measurement,
E . * constructing the exploitation means enabling the unit  to also implement
.25 - the actualization means,
» and modifying the protected software:

- ‘by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality
of a software,

30 ~ _ by choosing:

> at least one functionality of the protected softwaré -whose




——-and/lor at l|least. 26 January 20

defining refilling nmeans enabling to credit at |east one software
functionality nonitored by a variable of neasurenent w t26 danubeyad06one
addi tional usage, constructing the exploitation nmeans also allow ng the
unit to inplement .20 the refilling nmeardd, and nodifying the protected
software : by choosing in the source of the protected softwareat |east one
chosen. variabl e-of neasurenent enabling. to limt the usage of a
functionality and whi ch nusbe SN L .1:h.at | east one 25
addi ti onal usage, and by nodifying g}geﬁgg@%&%ﬁgé%ﬁggﬁébg%ﬁ%ﬁm?‘?ﬁ“&
nodi ficati on being such GtHaaStdmWal@béepﬁm%mhérﬂ@saftd@bhﬁgjtﬁgus Jreast
one additional usage of at.least one functionality corresponding to a
chosen variabl e of neasut®hel t‘e'éﬂ‘%e credited, 30 3 and during the phase
of refilling: reactualizjn a chosen variabl e of measurernent :
5 | o %38% ‘%%__3‘?{3?_’%3%0%%88%? t [t & ndiogen swnighle; of al | ow
at l-east 9ne additional useserenient heorédpoadin®Nad i LY 1indt - oFr s according-—-—-
to claimb5, conprising: 4 during the pg'rﬁgt ec?i g(%l_ %hé‘é’fgf 'Oge%g%?naf §a“is '
sof tware execution char ac@@ﬁ’tl‘{ﬁahg’:l iable to be nonitored, a profile of
sof tware usage, - and,as I Lenl to abj,de by, at |east one feature of
sof tware execution, and a%ld%fﬁa%g emﬁh@ﬁeeféﬂgé‘&f pladr ghosen gvariableppf
choosing ‘as software execudsarniodach@inkn the gg?gatig liohgast one
profile of software usage, - by choosing at least one T eatur&iP execution
by which at |east oneanérhysendiyiogtcleast erragesen poridti 98 theBehrby of @l f i ng

at | eastygne chosen p Lon. of . the sourcge of the 15 protected software,
this nodification bei éottécg%qquﬁﬁ?rﬁ: dur i Hs medification being such that, during the
: : execution of the protected software, o the variable of measurement
is actualized by means of the second execution part depending

on the usage of said functionality, and at least one thméhoid Crossing is
| taken into account,

5 - ' and during the usage phase, in the presence of the unit, , and in the case
where at Jeast o_ne threshold crossing corresponding to at least one limit of usage
is detected, informing the data pracessing system  of it and/or modifying the

' functioning of the portion of the protected software ) so that the _functiom'ﬁg
of the protected software - is modified.
20 7 - Process according to claim 6, comprising:
2 'during the protection phase: |
¢ . defining:
— for at least one variable of méasurémént,' sévéra.l associated tllreshoids,
—  and different coercion means corresponding to each of said thresholds,
25 - * and modifying the protected software ;

'— by choosing in the source of the protected software, | at least one
chosen variable of measurement to which must be associated several
thresholds corresporiding to different limits of usage of the

| . functionality, : .
.30 ' — by choosing at least two thresholds éssociatcd to the chosen variabl'e‘of

measurement,




execution of the protected software, the second execution part abides by
all the chosen features of execution, 4 and during the uadmupha®6i n t he
presence of the unit, and in the case where it is detected that at |east
one feature of execution is not abided bg 20. informng the data

processi ng systemof it and/or nodifying Qhe functioning of the portion of
the protected softwarer so that the functioning of the protected software
is nodified 10 - Process according to claim9,. conprising.. during the
protection phase:.—25and dof imoidifgng30 lansti st chostn QostiGe bl WROSRIEO ST ST | ONns

are liable to be executed in the wunit, .a set_of instructions commands for -

sai d instructions set Prafggted sefiRareyct | obds modificatien beingguth tish, aluriog she

executed in the data Si t tog trigger in the unit the
execution of the instf 8%%%?@?15? ,fqg%gé)z%cgéanr 55%66‘8’ 92 &% ﬁ'foﬁsr‘ﬁlgseo%&‘ed@ﬁ‘ﬁés, t he
~.chaining of_the. instrdgtdors ardtalfRanty SccdbinEd @R Nby AkaBX BERLELSRRI NI NY

“for -the execution of the instructions, as-detection neans, neans enabling -

to detecP that the chakesutignpfrt; t he i nstructions does not correspond to the
expect ed -one 'aag%. S. coercion ans neans enabling to informthe data
processi ng s?st CEW(S‘S e‘t‘%‘gﬁﬁﬁgﬂ the functioning of the portion of
protected software e r&%ﬁe%&%ﬂ of the instructions does not -

ted one , c

correspond to the expe onstructing the exploitation neans

al so enabling the 4ni in the casewhiére thd\robsing b8 fitsd MiredHold fReickddbdd! HGbin@ls Set .
t he execution of said instructions being triggered by the execution 1h the
data processi ng syst efit riptegisd sofiswaraict i 96 te ysmthedwiresponding functionality

‘ 10 ' anymore, o : :

~ and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one
portion of the protected software. |

8 - Process according to claim 6 or 7, comprising:

15 ° > during the protection phase;

e defining refilling means enabling to credit at least’ one software
ﬁmctionality monitored by a variable of measurement with at least one .
additional usage, '

* constructing the exploitation means also allowing the unit o implement

20  the refilling means,
e and modifying the protected sofiware : -
.= by choosing in the source of the protected software, ‘,.at least one
chosen. variable - of measurement enabling to limit the usag‘e-of-a
| | ﬁmctidnality and which must be able to be credited with at least‘ one
25 | ~ additional usage, ‘ |
— . and by modifying at least one chosen portion, this modification being
~ such that during-a phase called ofreﬁlﬁng, at least one additional usage
of at least one functionality corresponding to a chosen variable of
. measurement can be credited,
30 > and during the phase of refilling:

e  reactualizing at least one chosen variable of measurement and/or at least




and nodifying the protected software; 15 . - by nndifying at | east one
chosen portion of the source of the protected software: 2GhJdpary 2008f or m ng
the el ementary functions into instructions, n by specifying the chaining by
whi ch nust abi de at | east sone of the igmstructions during their execution
inthe unit 20 > and by transform ng the el ementary commands into

i nstructions . .conmands corresponding to the instructions used, .4 and

during the usage p iatd i in the case.where
[t i detected t hat i Rek %‘?ﬁ‘f‘%@“’@ g?ﬁ%@‘?%@%tﬁgﬁf%n%éé&%‘éﬁP%ld’sﬁﬁe ohthe i ¢
does not correspofudctionalitye expected one, informing the data processing

systemof 25 it and/or nodifyi n%éit he functioning of the portion of the
protected sof tvhr Blocess geeonding tq ¢laim Greamipridingy of the protected software is

nodi fied. 11,- .Process according to claim10, conprising: 4 during the
_protecti on‘.pfﬁas‘g“. ___u_;g?iieeqrp%plp@l_p@ge._ as instructions set, an instructions set

whose atsl east SOrgfpfist ructions work with registers—and -use at |east one

operand with the intentlion of 26 January 2006 93 returning a result for at

| east ~some ‘of the 4 nsésrsofitratnexesntidd ciguadiéristicaBbRite bs méhiRaéd, aqfbiiRidig the

functionality of the instruction, and a part defining the expected chaining

for the execution of Y9H&arewsage,uctions and including bits fields

corresponding to: O i ificatjon.field of the instruction 10 and for
o Shleich %8 bR by b ot St oS recuticn,

each operand of the instruction:

identifi.cation «f i gind n@fdi thO@PRIEE sdfRbargach regi ster belonging to the

expl oitati on neans and used by the instructions set, a generated
i denti fl@ation fi et d Uychabsingas softweart emetitionlchyracterigiic ta @gbriifee at least one
i dentification of theprggﬁtofisg tgr%CI}sia,é)eT whi ch has returned its resul tin
said register,
— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,
— and by modifying at least one chosen portion of the source of the
15 protected software, . this modification being such that, during the
execution of the protected soﬁ“fare, the second execution part
_ abides by all the chosen features of execution,
-> and during the usage phase in the presence of the unit, , and in the case
where it is detected that at least one feature of execution is not abided by,
20. : ipforming the data processing system  of it and/or modifying the functioning
of the portion of the protected software, | so that the functioning of the
v prO'tebted séftware -is modified. ' |
- 10 - Process according to claim 9, comprising:
= - during the protection phase:
25 o - deﬁr_:ihg:
- " — . an instructions set whose instructions are liable to be executed in the
© - umity . -
— a set of instructions commands for said instructions set, said
instructions commapds being liable to be executed in the data
36 - processing éystem and to trigger in the unit  the execution of the

mstructions,




0O as detection neans neans enabling, during the execution of an
instruction, for each operand, when the flag field inposJanuarg 2006check
the equality of the generated identification field corresponding to the
regi ster used by said operand, and the expgcted identification field of
the origin of said operand, and as coercion neans, nmeans enabling to nodify
the result of the |nstruct|ons if at |east one of the checked equalities
is false. 12 - Process ac ? to cI m3, 4 or. 10 conprising: 3 during

t he protection phase; '?F@geé%e ”ét“groif&@ém‘wgtl@@mmnd an -

el ementary conmmand or éﬂﬁ& nmand a.dependent function, an
el ementary function orggrt; mst?&% one aseX%%t%ﬁ%% & 07| %1§1‘°°t9ﬁ@“af§@rrent
for a triggering commuimbtructisisf espondi ng at | east in part to the
|nfornat|on transmtted by the data processing systemto the unity so as to
. trigger the execution 8¢ et@ﬁwmcmspondnmsdaﬁﬂm@&atdefeumﬁitl@rbhal%ﬁng(ﬁnuary

2006..94 - 2§ a nmet hod oﬁk n@ f the orders: enabling to-rename th
orders so"as to obtai qﬂﬁ P S JRhEMEEPORd 1o the penestedonder s, and

restoring neans designgght the unit duri t sage phaée
B Rrdlog denéaﬂ.'fs fud n&ﬁlg‘%tt% mfqrgythe, data

and enabling to restore the depen dncti on 1o ©
renamed order, const r uptocesgingxgystein at iaad/draatRo@RARE ANkl bﬁ% t%lwggﬂﬁ)lnso
ted osof

i mpl ement the restori n means, and nodifying thé protec
choosi ng | N the sour ce®oProfasiedsiobpaes ed sWh@mﬂleec)hamggquengsﬁucuOns does

not correspond to the expected one,

©-10. e constructing the exploitation means also enabling the unit  to execute the
instructions of the instructions set, the execution of said instructions being
triggered by thie execution in the data processing system, of the
instructions commands, '
.-+ and modifying the protected software;
15 . -~ by ,modifying- at least one cho;en_ portion of the source of the protected
software:
> by transforming the elementary functions into instructions,
> by specifying the chaining by which must abide at least some of -
the instructions during their exacution in the unit,
.20 | ‘ ' > and by transforming the élementary commands into instructions
L - commands corresponding to the instructions used,
- . = and during the usage phass, |, in the presence of the unit, . in the case where
- dtis detected that the chaining of the instructions executed in the unit “ does -
) fot cdrrespond to the expected one, informing the data processing system  of .
- 25 it and/or modifying the functioning of the portion of the protected software,
A T -s0 that the ﬁmct:omng of the protected software is modified.
' 11 Process according to claim 10, comprising: |
‘ —} dlmng the protectlon phase:
. defining:
. 30 ._ —  as instructions set, an instructions set whose at rlea.st some instructions

work with registers and use af least one operand with the intention of



- commands, - by nodifying at | east one chosen portion of the source of the
protected software by renaming the orders of the chosen riagdgaiZAgo
commands, so as to conceal the identity of the corresponding dependent
functions, - and by producing: the first @bject part of the protected
software, said first object part being such that during the execution of
the protected-software) the triggering commands with renaned orders are-
executed, > and the sec nd.ob'eﬁé part of the protected software
cont ai ni ng t he exploité‘%fIBWlg SHEbal so i npl ementing the restoring rmeans, -
sai d second obj ect par I : | o ta the unit and
during the execution o?nfﬁgh%§8§%g?g%nﬂé%? ﬁ%géPﬂ@ﬁ%“%géﬁFﬁFV'of t he
dependent functions whesea paixecut definingSthie fha@RMERYRY theiasthickis), execution
part is restored by neans of the second execution'part and the dependent
_.functions are execut ed”byabapart gefining the copettahaniting forfphe txecatish 8fiHeny
the usagesphase:” 30 in the pr
comrand wi.th renaned. ordeér,
part 26 January 2006 95 i9POafRehtificdtfed! Bl BF dlelndehiRrii . the Tdentity of

the corresponding dependent function and executing I't,?so that said
portion is executed corr@ct hyd fondadtheeraraboibe ugthbton:t he protected
software is conmpletely functional, _and in the absence of the unity in

spite of the request by a pofti 8dlagficldye first execution part) to trigger
t he execution of a dependent_function in the.unif, not being able to
fulfill said request correctly, a%% %aﬁxpg‘fteae Pt‘h‘?é'ioﬂ B6ld i on i sofothe
execut edi@orrectly and that; cop ntly, the protected software is not
conpl etely functional. 10 13 - Process according to'claim 12, conprising.
3 during the protecti dar pirlisregister belonging to the exploitation means and used by the

instructions set, a generated identification field - in which is
automatically memorized the identification of the last instruction
which has returned its result in said register, |
15 ~ as detection means, means enabling, duriﬁg the execution of an
' instruction, for each operand, when the flag field tmposes it, to
check the equality of the generated identification field
corresponding to the register used by said operand, and the expected
' identification field of the origin of said operand,
20 - . — and as coercion means, means enabling to modify the result of the-
' - instructions, if at least one of the checked equalities is false,
_ -+ 12+ Process according to claim 3, 4 or 10 comprising;
*';_'ﬁ?ﬁduﬁngﬂmpnnmibnpmmc;
| ¢ . defining:
. 25 ' — as a friggering command, an elementary command or an instruction .
- command, 7 |
- ésadbpmxbntﬁumﬁoﬁ,anekmumﬁmyﬁnmﬁanoranhmuncﬁum
—. as_an order, af least one argument for a triggering command,
corresponding at least in part to the informatibn-transmitted by the data -
. .A,_39 _ , pm.CGSSiIlg ‘system o to the unit, . so as to trigger the execution of

the corresponding dependent function,

esence of . the i nd each tine a triggering -
&{:O&ﬁ?’é‘il ng]jlﬂl}ﬂg Eﬂ‘bh?'gf gorrsPoRdiBE fo: r st execut i on




defining for at |east one dependent function, a famly of dependent

functions algorithm cally equivalent, but triggered by t26 dgewanngdiSomuands
whose renaned orders are different, 15 and nodifying the protected
software: - by choosing, in the source of the protected software at |east
one triggering comrmand with renaned ordfer, - and by nodi fying at | east one
chosén portion of the source of the protected software by repl acing at

| east the renamed order of one 20 chosen triggering conmand with renaned

order, with another rendh®iof refdeing dfithggelernaablinglependeethefordat soas of t he
same family. 14 Process according to clajm13, conprising: .4 during the
protection phase, defto pbtaiy triggaringicopppandsyyith wapesderies unction, a fanily
of .al gorithm cally equival ent dependent functions; . concat enat i a ,
field of noise tot hgnfi ﬁ%&l}?ﬁﬂ?ﬁﬁ‘sdef i‘au‘?s}%‘e@&%gef]ﬁeﬁlclpiq A par e tﬁ‘%e
..dependent: f,_ung:_t;_‘.l:_o.n,tq,s%eg%g in A0E etfBlink to- Ristddy thS UBEHER fuReHA b cation
~-fi-et-d-of the instructi nd 't he expected-i-dentification fields of the -
operands. 15 - Pr oceggeats; Giodi thg rémansddeonderl 2, 13 or 14, conprising: .30 -~
during the protection phase _defining: 25 26 January 2006 96 as net hod of
renam ng of the oceestcting expititippdneasssaabling e YR, ~  Ralsoigplement iy a5
restoring neans, me??r%ﬁ. i n‘paln?rrenti ng a deci phering nethod to deci pher the.
renaned orders anf™ est’ore the identity of the dependent functions to

execu'_t e in thesunihd mbfifyinpPiRGA6EcRAGORMaRE: t 0 one of the clains 2 to 15,
conprising: 25 during the protection phase t nodifying the protected
software: by choosi ndy dhoogibg irs ther sereé of like protectest sdftwases war etriggeringast
one. C(-)l%di tional brar&ggmfa%&sr’i ed out in at |east one chosen algorithmc
— by modifying at least one chosen portion of the source of the protected
software by renaming the orders of the chosen triggering
comniands, so as to conceal the identity of the comesponding
dependent functions,
15 - . and by producing:

' » the first object part of the protected software,  _said first
object part being such that during the execution of the
protected software, the triggering commands with renamed
orders are executed,

_20 B >7 and the second object paft of the protected software
' containing the exploitation means also implementing the restoring
_ means, éaid second. object part » being such that, after
upload to the unit  and during the execution of the protected
software, the identity of the dependent functions whose
25 : cﬁecution is triggered by the first execution part 1s restored
' | bjr means. of the second execution part, and the dependent

functions are executed by ‘means of the second execution part, '

> and during the usage phase:
30 e in the presence of the unit and.each time a triggering command with

. renamed order, contained in a portion of the first execution part




processing, - by nodifying at | east one chosen portion of the source of the
protected software this nodification being such that duffdgnuarne2@eecuti on
of the protected software the functionality of at |east one chosen
conditional branch is executed, by neangsof the second execution part, in
the unit - and by producing: > the first object part of the protected
software? said-first object part being such that during the execution of
the .protected sof.tware the functionality of at ]east o chosen

condi tional branch™PERYecHE Engnuﬁﬂﬁ" 1? >ﬁ§nH€P%@'g gogppardingar t of
the protected sof ijgsfent RiicHon SARNExARIRE! itP 36 tmletng g&gﬁgﬁtiggéﬁwﬁéaer

upl oad to the unit and during the executidn of the prot war e,

appears ‘t he secondomectiyutnidothaty @ohseqyentbartise plotestidcdviiviiee f uriscompridly Yy of -

at | east one chosen conditional branch is executed, and during the usage
..phase: 0 in-the. plugsl #d. of the unit and each tine a portion of the first

A
executian par{i es it —executing the. functignality of.at |east one
condi ti %al 30 br gﬁ%ﬁn | ﬁaﬁj e un #les%rﬁbhat ms%’?*a Oﬁg}ﬁﬁegﬁySFgYQQQE{ﬂtb the.
correctly and thafist eg@giaYRRG! Y. t 86 leREutBh B EepkSddnP! Iy
functional, 26 January 2006%9%?3‘ and in the absence of thept'in(lit glr?\{gﬁﬁ spite

of the request byimthsanitj on nof beinpgablkei todtlfdkealiteqoest parrectlypsetatatiexst he
functionality of a.conditional branch in the unit , not being able to
fulfill said requitt POBIRGR) exepiled Comeotly g 184 eonsaavsaiir; B ratoried
execut ed correct| yofpde! hatis GONSRANERTY Fincfidial. Protected software is not
conpletely functional. 17 - Process according to claim 16, conprising,

duri ng bhe pr ol¥ecPicoessphagding tomthidyli2n gompdsipg.ot ect ed software: - by
choosi ng, i ttge.so rce of, th rotected software at |east one series of
chosen condFti 2 (5 Brpdecien pl nmodi fyi ng at | east one chosen portion of

Lhe s U e, Of 3 NCaBiBLSGbe hr RAL! WRE CaddthBer®finbiGE" b ORally) B8 pEluchl ™
functions algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,

15 » and modifying the protected software :
~ — by choosing, in the source of the protected software at least one
triggering command Wlﬂ'l renpamed order,
— and by modifying at least one chosen portion of the source of the
protected software by replacing at least the renamed order of oné :
20 - chosen triggering command with renamed order, with another renamed
order, triggeringa dependent function of the same family.
14 - Process according to claim 13, comprising: _
=Y during the protection phase,  defining, for at least one dependent function, a -
_ family of algorithmically equivaient dependent functions: ,
- 25 — by concatenating a field of noise to the information deﬁhing the
functional part of the dependent function to execute in the unit, |
~  or by using the idéntification field of the instruction and the
. expected identification fields - of the operands. | |
15 - Process according to claim 12, 13 or 14, comprising:
30 > during the protection phase: | o
- & defining:



of the protected software ~ the overall functionality of at |east one
chosen series of conditional branches is executed, by nmeédhdampart 36 second
execution part , , in the unit, and by producing: > the first object part
of the protected software said first oRject part being such that during.
the execution of the protected softmareé the functionality of at |east one
chosen series of conditional branches is executed in the unit,, > and the
second object part of the protected software, said second object part

bei ng such that, aft@s mgsheshof reaaming ofithe ordany aduphaspetaethed tceiphasthof t he
protected software, appears the second execution part by neans of which

t he overall,functioﬁﬁggﬁy of at | east one chosen series of conditional

branches is eXecut_ed.anf]]\gag rggt&@r%s_%n&qlgordi Neheh@s gﬁg;%?r&%goglﬁcﬁeﬁnéo 17,7 B

conprising splitting-t protection phase I nto tectiron
.. sub- phase,.-i-ndependemicthdd tdhdeciphet thwareaamed prdetsemid thosirastose Bradeaity of

protection sub-phase) dependent of the softwareto protect. 30 19- Process

accordi iy to clai m 1dhe denepdsn fpngtionsiq ergeutsdn thejuwsit. pr ot ect i on sub- phase
(P1), making iptegvene a definitiong.st [ which are carried out 26
January 2006 923’ TW?%W?P.‘#’PP r?z.the?g-%iﬁ%{@elssc%%%srl ng to claim 19,
conpri si ng, -af igind e pARbitinfags, stage, making intervene a construction

stage during which are constructed the 21 - Process according to claim 20,
conpri sing, af ¢ er mddéfyimyibe¢ prodedtabhsaftveage; nmki ng i ntervene a '
pre-custom zation stage conpri,sing uploading to a blank unit, at |east a
part of the expl of't aW & sm\kﬁ?FP‘Eﬁ%OgWFgﬁ?tPﬁfﬁdé? Bt ai ni Mgeast one
pre-cusgom zed unit it ﬁaﬁcgl%ﬁ SH et iR 4! R I ol &F@Ei' i ng,
duri ngslttohe»pri- or pr ot%été{%llngn 1 sﬁ,g-p ase) naking 1 nt erveng a ftﬂgo S n%ki ng
stage during which apeodedag, t ool s enabling to help generate protected

software or to automate software protection. 23 - Process according to
clains 18 and 21, —cobyrmnedifigngpf leastiong charnqegianridhe source of the protected -

software, this modification being such that during the execution

‘of the protected software, the functionality of at least one chosen
15 . _ conditional branch is executed, by means of the second execution part,
| in the unit,
~ and by producing: :
> the first object part - " of the protected software,  said first
‘ . oﬁject part being such that during the execution of the
20 L - protected software, the functionality of at least one chosen
- | conditional branch is executed in the unit ,
> and the second object part ~ of the protected software,
 said second object part ' being siich that, after upload to the
unit and during the execution of the protected: séﬁware,
25 o appears the second execution part by means of which the
‘. — | ﬁmctionziﬁty of at least one chosen conditional branch is executed,
o D anddlll‘ulg the usage phase: '
o ¢ inthe presence‘of the unit  and each time a portion of the first execution
o pért ' imposes it, executing .the functionality of at least one conditional
-30 JBranch in the unit,  so.that said portion is executed correctly and that,
| .tt':onsequent.ly, the protected software 15 completely functional,




protection sub-phase, into: 20 a creation stage during which the protected
software is created, fromthe vulnerable software , pod&iauary 2006

nodi fication stage during which the protected software is nodified, and
possibly a custom zation stage during wgich: the second object part of the
protected software possibly containing the exploitation nmeans is uploaded
to at | east one bl ank unit with the intention of obtaining at |east one
unit or a part.-of the second object part of the protected software

possi bl y cont ai®ni rigdimeheaabsense ok heoinitrear?diig spi oblbe dequgstdty 4 pertion ofie
pre-custom zed uniif . W th the intentiqn of qbtaini ng at. |east ope 2
unit..- 24 Process t{ée(:gués\rygl%%célh?gpéﬁqai ne %‘2 egcﬁccf&i%l}e @‘8&%}‘]“‘&’%&&‘ Cﬂ'ﬁ‘bm? he
creation stage anggeAss i vhidur img bEﬂ?% ARSI bRl 508 rfuBE L&t 9o @lat | €aSt
one-tool -which help generate ‘protected software or which autormate software
—protection..-25_ - . 8ydeashsdidportiom isnpdteenmeutedi comeofly tzhé thatowassquentigaher dance
with clajm 20,30 char?ct erized-i,n that. .it.ipcludes a program-devel opnent

unit, used, durind™® SFte uct ilpRotomyletely luaetiapabyt the construction of

| o ecount A2 GERR) Franaty & dafOb, bl Biind B Bl bhagt S0 "6

System f or iiedifiinglteEroteated@bfiwbrek he process in accordance with claim 21,
- characterized in that it includes a pre-custonization unit enabling to
upl oad at | east a—party chposing ieihs spures pHherimelssted sofivategast afleasbloaek uni t

~with the intention_of .ning.at | east .one pre-custom zed unit. 27 -
System for the inpl er?gﬂ?sa(fq%%lﬁscgfwaﬂlgmﬂ?f(;@%%%hef’n accordance with claim 22,
charactgyized in thatyyihodifithd'dla8ask oRE RHHRN FHRYG SIPHE Burtd'bf theYr&ideth® Carry
out  during the tools rjrrlaki n{gy;itage, "t he maki ng of tools whi chthﬁ I p gré{(lr)lerate_

protected 10 sof t war @ofiwasehyi ch &s onalificapint wingsyshobaaturing. the 8xecuipst em

for the inplenentation of the progess in agcorda w.th claim?23 or 24,
characterized in thatoqliﬂfe PRSI AT gr a ed%‘{?@q’gg’ﬁﬁ'ﬁ?“ﬂé}m ?tL.‘EFslé%FtPBecreate

or = chosen series of conditional branches is executed, by means of the
7 second execution part, , in the unit, '
15 | —~  and by producing:
>  the first object part of the protected software , said first
object part '_ being such that during the execution of the
protected sofiware, the functionality of at least one chosen
7 series of conditional branches is executed in the unit,

.20 - _ ) » and the second object part of the protected soﬁware,
said second object part being such that, after upload to the
unit  and during the execution of the protected software,
appears the second execution part ' by means of which the-

- overall functionality of at least one choscﬁ series of conditionali

: 25 , " branchesis executed.

18 - Process according to one of the claims 1 to 17, comprising splitting the

‘protection -phése into a prior protection sub-phase, independent of the
software to protect and a subsequent protection sub-phé‘se, dependent of the

7 software to protect. .
“ 30 | 19 - Process according to claim 18, comprising, during the prior protection sub-

phase (P1), making intervene a definitions stage during which are carried out




nodify a protected software. 29 - Systemfor the inplenentation of the
process in accordance with claim23, 15 characterized iZ#6 ganuary 2006ncl udes
a custom zation unit enabling to upload: the. second object part to at

| east one blank unit, with the intenti&? of obtaining at |east one unit,
or a part of the second object part to at | east one pre-custom zed unit ~
with_the intention of obtaining-at |east one unit. 20 30 - Pre-custom zed
unit, characterized in that it is obtained by the system in accordance
wi th cl ai m dbthelefinitigns.t enabling to execute a protected software and to
prevent its u hori zed uWsage,, characteri.z i hat o t.- Lns the
second obj ect g@ﬁmﬁ?ﬁ apeea “153%{"‘@8{‘33 ’ S%‘F’P&bﬁ&'g’ aﬁ%ﬁgr:o%ﬁé%h °§‘§:§Eﬁ‘§ea -
cust omi zat | QMR futdrPerBCE AhaREGion2Stakb t N Cl Qlufh@ WhidR are SRins@herstiths).
characteri z'glgkilﬂﬁ %égtper?hgoéogcondogbjétg%% part of the protected software,
..upl oaded uséspdoitationsicans.zati on unit in accordance with claim29, is _
—divi-ded out -between several processing and nepori zi n9 units-so:that—their -
joint use enablls Prgcesgacaedinghlo plagn et cPraRfisings Ader fiy sepstrupion 5885, i on

set of a protected.sof [e a ' .0, that | - fesno ad
January 2006 1005448 #%?Wﬁ%ﬁ%%‘%ﬁ%n%%%?fh %’nt ai 'n‘liotr[flgfl%skgc'ﬁtrst %E’j%ct
part- and  dgghlgn@g,t 0 W leabtna ardof aher atiog méant omigh thedntentéacend

di stribution part havi ng the form of a blank unit or of a pre-custoni zed
unit i.n accaolrteinings preichstomigedh@¥- abl e after upload of custoni zation

i nformati-on, tg transformimnto a,unify) ok.of a unit.in r.dan 1 th
claim31. 34 gb" ferrding:le c(lﬁ'mafapf’%? e rfénggt %P&qggg%‘g‘iﬁ“%g“ el aim
33, chgy acggu in 4 | s ShilliRglbth@N  par Jur@swhidh kool a
physicg@ 1%%#%?% but?g%h%%?ﬁﬁhég&% for i%gt ance, or the form of
files dist rtoblstendblitytohglp geacrats pwtdcted3®itwany ot tojaytamatesefvare profegiiont ect ed
software according to claim.33 lchar te%i‘%{ed i n. t hat i he gglcl)bnsg ¢

di stribution p%?t‘%“ﬁ’ﬁ?ﬁ 3GORHRE foof PRt COmPRSIE Sph quen

protection sub-phase, into:

e acreation stage during which the protected software is created,
15 - from the vulnerable software ,
| s possibly, a modification stage » during which the protected sofiware
| is modified,
e and possibly a customization stage +during which:
—  the second oﬁjcct part _ of the protected software  possibly
20 . containing the exploitation means is uploaded to at least one blank unit

_ with the intention of obtaining at least one unit,

. or a part of the second object part of the protected software
possibly containing the exploitation means is uploaded to at least one .
pre-cﬁstomizedl umt \'with the intention of obtaining at least one |

c250 it o | |
w24 - i’rocess according to claims 22 and 23, comprising, during the creation -
St;'g'e  and possibly during the medification stage, using at least one tool -
: which help generate -protectcd- software or which automate software protection.
. © 25 - System for the implementation of the process in accordance with claim 20,
| 30 | characterized in that. it includes a program development unit, used, during the

- construction stage, ~ to camy out the construction of the cxplqitati_on.means




units) of pre-custom zed units or of units) includes at |east one chip card
15 (7). 36 - Processing and nmenorizing unit characterized® danuana20q6t
contains the . part of the second object part necessary to transforma
pre-custom zed unit in accordance with claim30 into a unit in accordance
with claim31l. 37 - Set of processing aht menori zi ng units characterized in
that the processing 20 and nenorizing units used jointly, contain the part
of the second object part necessary to transforma pre-custom zed unit in
accordance witerded [feri the3mit,nt otakingmita afepunt disr defindieonsi nfervdreid MuBing the

definitions stage - 7

26 - System for the implementation of the process in accordance with claim 21,

- -characterized in that it includes a i)re-customizafion,\init .- enabling to upload at
5 | leasta part of the exploitation means to at least one biank ﬁnit 5 with the intentién |

of obtaining at least one pre-cuétomized unit. _

27 - System for the implemenfation-of the process in accordance with claim: 22,

characterized in that it includes a program development unit, used to carry out during

" 'the tools making stage, the making of tools which help generate protected

| 10  software or which dutomate software protection.

28 - System for the implcmen_tatioﬁ of the process in accordance with claim 23
or 24, characterized in that it includes a program development unit used to create or
modify a protected software. -

29 - System for the implementation of the process in accordance with claim 23,

15  characterized in that it includes a custormization unit  enabling to upload:
e the second object part to at least one blank uait, with the
intention of obtaining at least one unit,

e ora part of the second object part to at least one pre-customized unit

o with the intention of obtaining at least one unit.
- 20 30 - Precustomized unit,  characterized in that it is obtained by the system
in accordance with claim 26.
- 31 - Unit  enabling to execute a protected software and to prevent its -
‘unauthorized: usage, charactetized in that it contains the second object part ~ of -
_ the protected softiware - uploaded using a customization unit . in accordance
25 withclaim 29. ' |
. 32-Setofunits, characterized in that the sccond object part of the.
" protected software, ui)loaded using a customization unit in act_:ordance with
claim 29, is dtwded out between several processing and memorizing units so tliat
their joint use enables to execute the protected software. o
o 30 - 33 -Distribution set.  of a protected software, . characterized in that it.
includes: '
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15

20
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. o a first distribution part ~ containing the first object part and

designed to work in a data processing system,

¢ - and a second distribution part having the form:
~ -+ = ofablank unit, | ST
—  orofa pre-custornized unit in accordance with claim 30, able after

upload of customization information, to transform into a unit,
— orofaunit inaccordance with claim 31.

34 - Distribufion sei: of a protected software ‘according to claim 33,

characterized in that the first distribution part “has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
a network.

| 35 - Distribution set 1 of a protected software according to claim 33,
characterized in that the second distribution part, having the form of blank
-units, of pre-customized units or of units,  includes at least one chip card
Y2

36 - Processing and memorizing unit characterized in that it contains the part of*

the second object part necessary to transform a pre-customized unit in

_ éccordance with claim 30 into a wnit  in accordance with claim 31.

37 - Set of processing and memorizing units characterized in that the processing

and memorizing units used jointly, contain the part of the second object part

_ mecessary to transform a pre-customized unit i accordance with claim 30 into a

unit  inaccordance with claim 31.



