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ROUTER FOR ESTABLI SHI NG CONNECTI VI TY BETWEEN A CLI ENT
DEVI CE AND ON- BOARD SYSTEMS OF AN Al RPLANE BACKGROUND

wQ 0@8a0392bbdern aircraft enpl oy vari ous on-boarBCT/US2007/016174
conmput er systens for performng a wide variety of
operations such as avionics, maintenance functions and
the like. On-board networks for nmany airplanes use
private re-usable transm ssion control
protocol /i nternet protocol (TCP/IP) addresses. These
TCP/ | ROAHUERIEGR ESTABLISHEN(E EQNNRC TIHITEN BEIRVEEN
1917/ 1918) may AnCLIBNT DEVGGRAND GNHBOAREY nal
enterprise conput SY$ TEMSIDKFAN AIREILANE | y, on- board
mai nt enance servers for certain aircraft networks
(such as those utilizing an X-w ndows platform may
requi re the sanme sour cBACRGRowNDESS to be retained
t hroughout a network connectivity session.

[PosEL]vant ageled&dny ; aifdhafs Y 0eFiduRe cAbdard Y chidputer systems fi
sdgggrt Net wor k Addr ess %?gnslatlon (NAT) since ﬁA Y or

performiifgW Wafe Chad Q)? ratliohs siictpg¢l 5ﬁ§ﬁﬁ:§ AidfrtBhnce functions and the like.
transl ation. 002] Mbreover, the physica

On-boa@dl CHehfGidT &of Ohﬁ?nyalﬁlléerf}%ﬁgrge '}br@?eLss QSIZPH::E Lransmltsswn control

systens has [Iimts“to erne

protocc@)?ﬁt%ﬁxe{ Iﬂ%tﬁ@éﬁj@ H%eghdfré)sr {1eﬁ\p@£ekmec‘§c Ire se% éSL]CQ as Request for

tain’clrcunstances Fpla
o
networgs rp)? é na Olon{'g? ?r\llt;srgaer%e ngg"t%gﬁ(‘: ér\é%:é quitl %Hgyz{ﬂ:g?tworks (such as
tose A BSE Y SRRl e he el Bl e acress o
retaine%é% nted in a_personal . conputer) %‘éﬂnot be able to

Wit & AHY Arka FORIEC YN SC¥iRh o AP WadMAntResAaT ke this precludes the
erver while also having connectivity with a separate

ability g)egmp@ﬂl ]Hf:té\pﬁlquqié?s\ﬁDTrﬁnslgtgmh(NAT) since NAT requires changes to TCP/IP

addresses during translation.

[0002] Moreover, the physical architecture for many airplane on-board computer
systems has limits to the number of physical Ethernet ports that may be used for network
connectivity. Further, in certain circumstances, each airplane is addressed with identical private
TCP/IP addresses. Thus, this does not allow for a scalable, repeatable network design that
provides connectivity to multiple airplanes, for example, in a factory or flight-test environment.
Due to these limits in the physical architecture, a maintenance control unit (such as one
implemented in a personal computer) may not be able to communicate with an airplane on-board
maintenance server while also having connectivity with a separate secure internal network, such
as the enterprise network for the airplane manufacturer. A communication method and system is
needed which may solve one or more problems in existing airplane communication networks.
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as the enterprise network for the airplane _
manuf acturer. A communi cati on nethod and systemis
woe@dosh2ehi ch may sol ve one or nore probl ens i PCT/US2007/016174
exi sting airplane comunication networks.
SUMVARY[ 0003] A system and nethod are provided for
establ i shing connectivity between a client device and
an on-board conputer network of an airplane. A client
device is connected for comunication wth a network
d40893las an Armsystameand method arepropided doreestablighink cbsnectivity between a
created and establishes communi cati on between a router
client denitetdnd apl anelrard evinpeter Actvarknoffilan airplne pAf Hidns device is connected for
establ i shed between the router and a closed data
communidationkwith at twask eidhcasC an éntdrehli 122 it pREARCh&WREK is created and
with the airplane. The client device is connected with

establishies @Orin0atichtiarbetweed atrbateriahd!thoRli¥tddAR. ' AUtShmunication path is
whi | e mai ntai ni ng connectivity between the client

established | B@woaal thd@owtef Wallka RMEE dder@RhWorkY We onic core architecture
DRAW NGS [ 0004] Fig. 1 depicts a system di agram

associatdd Withi k8 Arplael eThE Uit Q¥;ed _F% gﬁgr}:%'c{e@n&'itﬂ e 8§-b¥§41rtdﬂserver of the

connectivity to an airplane on conputer networ

. ' o . ' n f ' ' f
srplang VAt e, EIC Pafytn Rl ShAG R LRy s ER YRRy Bha e nevwonc

client device. agra

1 ow o agr a1, DER BTN SR el e IRAWINGS  on ot

IPRACT 0T B iR i Fnetint Bifas it Hof Providing o clcn:
device A B ine KP4 B pIERT R g B PLAPT RS A hoen 2 ! f ent

WUSL7 oui A A% Rekingeuh do variurmdor caa Shgn doviee:

nicatign wth a network such as an enterprise
E@‘{I\%r k asd0&ihsadIoy direran fof qosiigHwation of a router device.

[0007] Fig. 4 is a flow diagram illustrating operation and execution at the router
device.
[0008] Fig. 5 is a flow diagram illustrating operation and execution at the client
device.
DETAILED DESCRIPTION
[0009] A system and method for establishing connectivity between a client device

and an on-board computer network of an airplane are provided. A client device is connected for
communication with a network such as an enterprise network associated with the airplane. A
virtual private network (VPN) is created and establishes communication between a router and the
client device. A communication path is established between the router and a closed data network
of the avionic core architecture associated with the airplane. The client device is connected with
an on-board server of the airplane via the router while maintaining connectivity between the

client device and the internal network. The network, for instance, may be an internal network
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virtual private network (VPN) is created and
est abl i shes communi cati on between a router and the
w@bhdioenso2eevi ce. A communi cation path is establ PGHES2007/016174

between the router and a cl osed data network of the
avionic core architecture associated with the
airplane. The client device is connected with an
on-board server of the airplane via the router while
mai nt ai ni ng connectivity between the client device and

such as e intmanetnizdweverwdient citrectieityvaidy, alobe iachieaad vithi@ternal networks
be an internal networksuch as an intranet; however,

such asxcthi dnternet ranexitpiowti iteyworky a & cseryheteadi o2 \aag otier koxiwRlidadion network.
networks such as the Internet, an airport network, a
flé@10)ry netmaokifigiration pesceeiireGo BppINACDthe Foulét 466w connectivity of
[0010] A configuration procedure is applied to the

the clienpdédite Wathatht itpaABs BRMohM domSited RBwEHI & eIl Y Wi the Eﬁbure internal
the airplane on-board conputer network as well as wt

network NABEGEARt IMEFERA T theFMREKs cHiheeidagh Qlﬁ’é it &l lacqga'ﬁr&o%nﬁi an Internet

the router is connected to the i nternal networ

Protocd TR ffkreddr ¥t A6 GhtefdaPheffbik 65 Syetfistoie ﬁ@trgg{é?lis Pﬁh%%ected to the
is identified. The router 1s then connecte 0 the
on-boaRl'eBiBldr GiRAPIHSE ME' didheOf ThE Bl BeRNE: ndli&rl | iddBitcd with the

private network associ . I'en .
client Oﬁzeraﬁ ttl?é’ rauter§s Injx rrgcfj Wht (5 hh Cidri ao r.eg obt %I ri]r(le‘cgmal network.
romthe internal networ K. eI sS49es, b"BP dﬁgﬂbﬁ &!
i cati i cation sed o .
e o R S O b B AR o i
' [ i,ng t connecti on. .
protoco CELLP 1O S53E S ol R el 4SS o g e

negtion.to maintain client connectivity with the
connecfiy. o THSFOTRETHGRE AT TS tBrerPLE T BN FonnedhenSespintain cliont
whil e al so bei ng connected to the on-board conmputer _
connecfiyity,§i{h 1B intgEahnpigoskand POV (jo B ACPYBraddsssses) while also being
creating a virtual private network between the router
connected do theor-poard compytes actwork efitherfimdaticon path is
est abl i shed between the router (on the airplane side)
HYHY he avilpafditionite creating a evittual privhtetnebvonk-Hepaeah the router and the
conputer network of the airplane. In this exanple, the
client dgvicens eorgmuaication ipathcis wsieblished etbseanrthe pewted Girathe airplane side) and
network and a cl osed data network (such as an isol ated
the aviaie goneereitivekiug¢ DRYhetanboryd aompuieo netwwrk o eief #igfane dul this example,
Al . The
the avio(nic 'c\:/gr)e architecture includes an open data network and a closed data network (such as

an isolated data network (IDN) having an avionics interface module (AIM)). The
communication path is established between the router and the closed data network. Data
received from the router at the closed data network is sent to the open data network for
communication with the on-board server at the airplane. The client device may for example be a
maintenance control unit that is used to interact with the on-board server (such as a maintenance
server) to perform maintenance analysis functions or to load software to the on-board computer

network. These operations are performed by the maintenance control unit communicating with
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comuni cation path is established between the router
and the cl osed data network. Data received fromthe
WO ouBe89264 t he cl osed data network is sent to PECEHUSPETIO6174
data network for comunication with the on-board
server at the airplane. The client device may for
exanpl e be a mai ntenance control unit that is used to
interact with the on-board server (such as a
mai nt enance server) to perform nmai ntenance anal ysi s
the airfplide! b@iBRicOboteO atohRtectaR tWrtRe t@uteh while ASY himARMMELBEly being in
networ k. These operations are perforned by the

commutidtiof RARL B e GOAIE Mtethal EntGPRRING HeRldrRY W t ht he
ai rpl ane avionic core architecture via the router

ool al so g pbdiase Aesdiyy, eI NG b tHeOBIRRYTEH Ir er‘?‘éﬂ@ws the client

the secure internal enterprising network.” [ 0012

device P(I; lfé\‘x'nﬂ%@e bef; ?ﬁtWPNW fo Ble bR, GRB] & QH{ng-l‘{‘?-Eg#& @Bﬁocol (PPP) tunnel

allows the client device to term nate a
a

is est I%IHF’]s'Fi‘)x%?l to! et (6sddPHiG" ?tl&rgﬁg d@}i%’rpitaﬂgivg Gne oégméfep*i‘ei)gl?%drq{ess (on the

tunnel s esta e close ata n
) ' | ; .P..addr ess n_the
srpland Y (ke Mafo ™R A et BT R, BBl g fpr enampl, ve
essi,on~ The.rqut er for ex l.e erabl e
opesbB2 57 W0 PP 958 Ay, B0 S BRELRAS e adresca
. Static JCP/IP adqress d.environnents. As an exagple, . .
environRENT. o 4% P PP TG BiPIE GREE BEVL FARRSCHRGato Multiple airplanes in

{.rplanes in factory/flight |ine/ maintenance/ nodif o
factory i, ARG el gn e madiicasiine ot SPETHE ShHBRmegly| dbe; glient device is
' configured to allow it to termnate a client VPN
°°"ﬁgLE6¥ Ffég'hj‘i’% it EnteRmaieg cignt YPN sioanestigpinetherputer| {rppe example, the

X devi ce may be a W ndows XP-based device and the router

client dexicednainbé oW indops XRbrsed device and tha rawermeydelsstively de configured
| P Internet Operating stem (1 0S) software. The

to run adyansed seriseso (R dnfernpt r@eerating Sysiems BIQ®r saftvarer nfThatreuter is also
VPN client connections as well as forward client data

configused ke VRN servst e tapménate yYERpalient aoenewtioks af O@113js forward client data
Referring nowto Fig. 1, system 10 is shown for

packetytp dlyé dii-hgardmonguitdnnetwyoriet ween cli ent device 12 and
on-board conputer network 14 of airplane 16. Cient
fe0ti3ie 12 iRefatrivg now corRigni ,co/sican 10Mit showeh ior roh@ding connectivity
such as an internal network. Internal network 18 may

between client device 12 and on-board computer network 14 of airplane 16. Client device 12 is

also in communication with network 18, such as an internal network. Internal network 18 may
selectively be any intranet, such as, for example, an enterprise network and, in particular, an
enterprise network relating to the manufacture,‘maintenance or operation of the airplane 16.
Alternatively, network 18 may be an external network such as the Internet, an airport network, a
factory network or any other communication network. Router 20 is operably adapted to
communicate with the client device 12 over a virtual private network (VPN) 22. A
communication path 24 is established between the router 20 and avionic core architecture 26 of
the on-board computer network 14 of the airplane 16. The client device 12 is able to be

connected to and communicate with an on-board server 28 of the on-board computer network 14
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sel ectively be any intranet, such as, for exanple, an
enterprise network and, in particular, an enterprise
Wmei0s0sRes el ati ng to the manufacture, mai nt enaPCEUS007/016174

operation of the airplane 16. Alternatively, network
18 may be an external network such as the Internet, an
airport network, a factory network or any ot her
comuni cation network. Router 20 is operably adapted

) to communicate with the client device 12 over a

via theopteravhily corateetividy woalko Muhipined. betwemnthenilizat devicahd the internal
24 is established between the router 20 and avionic

networkdBe architecture 26 of the on-board conputer network
14 of the airplane 16. The client device 12 is able to
je0Btinnect edstedand Bigmyniheaddomict BoréNarehit@Bded26 of the on-board
server 28 of the on-board conputer network l1l4via the

computed wkBiorkilg, én GGHRRE&WHN Inthides dps® dARI AUrRbACEh BRI WRSEY data netw
the client device ang the intg?nal network 18. [001%? ata network

32. TheSopeB&iatd Retlolle 38 and Bfe Q¥iANIta ﬁ&%ﬂ@@%mré R H%?su?a@ n@fworks of the
the on-board conputer network 26, in this exa e,
ionid &k URES at r | ShPBE i
i S 40 RS 2 9l FE L A SR THP L impemec

on a n&fYP vai%g tﬁz{teprbmgiégx&bggéd Otk a!&%l eatrllrﬂ]egwg%iso&ngNs) supporting

core architecture he open a netwo

Open §ﬁ{e?nsem%é§nec%x (?’@95 E%Jere 5‘3%1 031 ﬁlglggPQsZ%% reElé? ey EgThe open data

t'hat provi des port vir _
network e R BRERPE b, Bie Bt RBenShMEE Y Thdhngy dpoganh between the

ne rk 3 in this, exanple, .may also provyide OSI
VEANES U8 08ef datel ot TN PO R EaTTIeE ChiA g fpsp- configurable
at a. . networ k 30 provi de a nunber of individua
networlgsof"?\}\’ia?‘glcé'o?ﬂ“lﬁﬁﬁ %‘?r’n@’?ﬂbr Réehlessd slata agtwaskt32ngray, for example,
. between them The cl osed data network 32 may, for
includeapisolpied dat peteris ADNhayingryaTianise intefacemaiyle KAWIg The IDN is
i an avionics interface nodule (AIM. The IDNis
implemepisA Qpehpeltyogn deavipe sepriktedisendbe ppapdatanetiarbhandheupports OSI layer
. open data network) and supports OSI |ayer 2 switch
2 switch fignatiogs Sorfalk perts. Py N n¥ysntIDNE mébpundaly wdetemproviding functionality
boundary router providing functionality for OSI |ayer
for OSRlayen3 irentingnandopolicyyerdnfoomentréng., fisewnll) f6i detwatdnyfefred between the
data transferred between the
open data network and the closed data network. The AIM, for example, may provide the

network functionality that implements the IDN, an IDN boundary router or an avionics gateway.
Management of network devices for AIM may be provided by means of data loadable software
and configuration files.

[0015] The open data network 30 is coupled with the on-board server 28. The on-
board server may, for example, be any computer-based server that operates as part of the airplane
on-board computer network and communicates with an external client device. For instance, the
on-board server 28 may selectively be a maintenance server that interacts via the avionic core
architecture 26 and the router 20 with the client device 12. The client device 12 may, for

example, be a personal computer or any computer-based device that communicates with the on-
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open data network and the cl osed data network. The
AlM for exanple, may provide the network
wo vsvsunal ity that inplenents the | DN, an | DNe@DUSIbAT/§16174
router or an avionics gateway. Managenent of network
devices for AlM may be provided by neans of data
| oadabl e software and configuration files. [0015] The
open data network 30 is coupled with the on-board
server 28. The on board server may, for exanple, be
board sanyerc ohipuinstanpeisibe disny devichamayopdediively be epmioyedf as henaintenance
ai rpl ane on-board conputer network and comruni cat es
controlwinitthahintoracts math thieioproadd véreer. toRmrformshaintamandehanalysis functions or
on-board server 28 may sel ectively be a mmintenance
to dowmloedr séftwdrei ¢ ethac ton-hoasd t bempteO metwork €14 while also maintaining
architecture 26 and the router 20 with the client
commuideation viith thEnsecatd @dralenst@orkl P8.may thik @kampRhemaliferince control
personal conputer or any conputer-based device that

unit mﬁ)ﬂdﬁw%rﬁﬁﬁtﬁ% déviide (shéh A Dp@tchat @6x’ﬁgﬁter Epfaptdbsd@'f&? used to diagnose,

the client device may sel ectively be enpl oyed as

repair, "Hiz’d“e%f‘%fan%og‘}s'ié?hs Un"['ﬁe thahtehBh & @8ﬁt§olwhfnll? B be used in a line

board server to perform nmai ntenance anal ysi s

mamtelfléH&E tehOSnrAknt! é?)ddﬁ’iw Wﬁ@fﬁaﬁ% gwl?sea O A€ ARG e, Connectivity to

conput er net wor k O mal ntal ni ng

the on- %85?3”63 @giaroﬂetw&lb ltlhrﬁ?yc’ B e‘ra‘folrme tﬂee['n\g?r{t&a%ée coxrlltrol unit in a

hi's exa t he nmai ntenance COﬂ

QHPH eV|ce (such as a personal conmput er or
erCd(1‘}ap g&\)/l ce) used to diagnose, repair, and test

' ane s e The nt enanc.e .cont.
Todmn "ne Yt liun ABGR e oRHaR T EmER Nt cing Hhpr ZB%ver the VEN 22.
alternativ e mai Nt enanc

A comiagpicaioh 9?!5%‘1 1 algpees gﬁﬁ%}bﬁﬂw&m ﬂwerpu%?we iyl dat nevork

erformed wth the_paintenance contraol unit in

32 of R%Pr IPTEE CRfS: Afchuectits2o. [IRnsa gpcerrd Epmethe Fauarced abthe closed data
comuni cates with the router 20 over the VPN 22. A

networig ddyis, BTt 49 thsnopsa ¢atp nefwork 38 dop sempiupisption peth e enthpard server 14.
router 20 and the closed data network 32 of the

Packet filten3t és empleyed ihfilteringiend scpdingadata frevethesdosed datat retwork 32 to the
router 20 at the cl osed data network 32 is sent to the

open datsepetsvorka 30et \Brek packet ofiltarodmini awaOSdnlawert B tdweing device, statically

on-board server 14.
configured, and capable of filtering inbound traffic on either the open data network or closed

data network interfaces 30, 32. As seen in Fig. 1, Ethernet gateway module (EGM) 36 is
implemented on the open data network 30, and provides the physical ports to on-board
connections 38 such as connections with various eetwork applications or devices of the on-board
computer network 14. For instance, wireless interface devices, satellite connections or other
devices or network applications may be connected with the open data network 30 through EGM
36. The EGM 36, for example, may be a core network module in a dedicated slot. The EGM 36
may provide routing for airplane information networking. The EGM 36 may also provide

transport services to off-board network interfaces for devices attached to the open data network
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Packet filter 34 is enployed in filtering and sending
data fromthe closed data network 32 to the open data
wWmeirsosdeB80. The packet filter 34 is an OSI | aper/US2007/016174

routing device, statically configured, and capabl e of
filtering inbound traffic on either the open data
network or closed data network interfaces 30, 32. As
seen in Fig. 1, Ethernet gateway nodule (EGW 36 is
i npl enented on the open data network 30, and provides

30 andtdeyigeb yis other npovdrks bo theaibplanel  The k€O Imag@llpvatt pasts for VLANs
connections wth various network applications or

and route datadetvodent VIEANS: board conput er network 14. For
instance, wireless interface devices, satellite
JOOTHCt | ONSTOIrproviiRr coitecheRy Q8f BRS \Wikk @ePick CE i WAR the on-board
may be connected with the open data network 30 through

compufeBYieBfork THE whilY a3 mlaftitaid B rBmufiRUti G wate HeSsebreWfdinal network
nodul e in a dedicated slot. The EGM 36 may provide

18, a céﬂi%drﬁ‘ﬂorf BrocadurR lidpRviddaas TR iditerRE Vﬂftﬁlf}gtheTx%ﬁteE@M is powered on
36 may al so provide transport services to off

with n@?&d@@r ikterALES dmRStel 85 neMb&RaS A ﬁqﬁ&%ﬂgﬁiﬁ 3 Bh{geﬁ %Qﬁ&;brks The router

data networ k30 and devices In o netmor S

20 ﬁJll?Olﬁjctme\% : éE &E@ngﬂ%@h%%@_gﬂé traglcjn% cx}éo‘léljschﬁg&ure 32. An

0 t|v i ent devi ce 12 ith the o
Ethem& ﬂl@eq'?ace é]fte V\Dﬂ?tt%?% Icgnn cS (_c)i ?IH |ﬂh in emalg networﬂ &oanéj an Internet

Protc'céio(r'i?j”l %(éﬂ%‘%ts ig% ﬁxg%d mne %gg%e | n Evgp ?O te\l\olg%%t%f fSﬁa?_nnected to the
onbosh LAY 194 e S0 é’%‘ééved\a%a%%ﬁﬁéz%%és%&med

her. net ks The .rout 20 fully activates befo
client ‘f??f i Zpndt dHH’@&t’-PH@ °W‘§$Pr %@Sl&&.t%fh 1%t addregs obtained from the internal
arch|tecture 32. An Ethernet interface of the router
networls 3 8; Theilicatdancs b2 meay, farcaamale, Remisrsensbeamputgnor laptop computer
I nt er net Protocolc%ﬁg) address is obtained fromthe .
running $pBwaEl SeRnowitK T baspdeperyges dor: filg dvansfgr pootope (FTP), e-mail,

on-board conmputer network 14 at the closed data
hypertexé tngostkr grotocph £HTHR) 22 the bbe ifert eunminicati ¢re withi thatinternal network 18

device 12 and the router 20 is configured using the IP
and thearhdberad cotmpafenedtwarkidt he i nternal network 18. The

client device 12 may, for exanple, be a persona

¢o0R8)t er orRéfepringmwonpBige?, a flow diagram for a configuration procedure for
the client device 12 is shown. The client device 12, for eiamp]e, may run on operating system
software such as Windows XP Professional software provided by Microsoft Corporation. The
configuration is performed by user operation with user interface devices (e.g. mouse, keypad,
display screen) at the client device for interaction with the system software. The configuration of
the client device 12 allows the client device to establish a VPN connection with the router 20
(that is also used for routing purposes) and to maintain connecﬁvity with the internal network 18
while also having connectivity with the airplane on-board computer network 14. In step 200,

configuration of a new client VPN network connection is performed with the system software.

The network connections is selected from the icons presented in the control panel at the client
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runni ng software supporting TCP/IP based services for
file transfer protocol (FTP), e-nmuail, hypertext
W e@n®8ess prot ocol (HTTP) or the Iike for conmeai/tsiononiel74
with the internal network 18 and the on-board conputer
network 14. [0018] Referring nowto Fig. 2, a flow
diagram for a configuration procedure for the client
device 12 is shown. The client device 12, for exanple,
may run on operating system software such as W ndows
device X2. Pingthissetaniple, hof nwar enpedidndeizapy’ aptiroisofelected from the network
Corporation. The configuration is perfornmed by user
connectipny. aln step Al 0,ha corereci totthe hatveorki@ption ss §deqed frousthe connection types
keypad, display screen) at the client device for
presentied taé thectlienmh devich 12heA SYRN eonsationdteroufdie20) is selected for the network
configuration of the client device 12 allows the
connectibh émitef 220 dn kRp230AH MEND sérviiPié1ction §fatdrdtemistphoyiléd as part of the
router 20 (that 1s also used for routing purposes) and

client devid®bdtfRiufatfod) NG paMichlar\Vah NP t4RrdsS LA Ma! EREMEOPErt I the internal
whil e al so having connectivity with the airplane

networRN800a¢ dorCRNYLRE 208kViRplttel?at thE HERPIAAC 12 for selection of the VPN
configuration of a new client VPN network connection

server (fuRg! 2@ iRionk EEI b h@ﬂgy ?ér@ép)s Off ;Qﬁege%ldr hEaVARELRP ggcurity parameters

connections 1Is sel ecte romthe ns [5[‘ esented In

associa&éaewm? ger\t@trgr@nﬁécﬂ% aws?rfdo%.%vg glg};% eﬁ%,% t%%i:ggilg.hi S

exanp new connec

df Kk ' . 2 .
jg(?] < te rlgcﬁ*gltrﬁlgrpo% \%)%Eﬁl OP‘? I&v%'d?e?%%rplefrér ?a}rl%‘))( ﬁge’ coanﬁgurat}on of

ct to't wor K™ 0 S se ofm
onnectjon types e nteqﬁgt the client device 12. A,
the roufiBRRE Shap: PRl S ir rsbgeaiPle mat P " WpEd i roling software
net wark, .connecti.on in,step 2 I n._ st 230, a VPN
that s VPN g ShCpsrRiReligh g ?iﬁwﬂaeagesés %H‘FIS‘?*BP“ N T) overload.
cl.ient, deyjce configuration. |In particular, anIP
he oot ek, e Far 12l o MY St s e

18 side for the router 20 is inputted at the client i

connechiyily ¢ tho clight deviek 2 gmdoNATétovprivae TER/IR ragdress space) while also
. functions as a VPN server). In step 240, advanced
maintaiging gonpectpapyaiedhe piplage grioaiceprajardhitecture SN bostee 309.0mnfiguration

are configured at the client device 12. [0019]
of the VRN @nrrontgr 28 whewdmrnagch the clieht YRNUseagpaan debinedm sixpn0230, Fig. 2.

configuration of the router 20 is shown. The router
In step 200, Fig. 3 héanfigueationef theil AR ppoldy ipdefdrmaéd, hin ipatticiilag, to the closed data

sof t war e
network interface 32 of the airplane. This provides the assignment of virtual addresses to one or
more client devices 12 to use when accessing the on-board computer network 14. In step 320,
route maps are configured at the router 20 to provide network visibility.

[0020] Referring now to Fig. 4, a flow diagram illustrating the operation and
execution at the router 20 is provided. The router 20 employed, for example, is preferably a pre-
configured router. If the router 20 has not been pre-configured, it may be configured as seen
with reference to Fig. 3. A completed power cycle of the configured router 20 (with appropriate

operating system software) is commenced before communication operation at the router. In step

400, connection of the router 20 to the closed data network 32 of the avionic core architecture is
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that supports VPN client device term nation and
Net wor kK Address Transl ati on (NAT) overload. The
waeoemBiogmesat i on al l ows the router 20 to establ i BET/EHSMPNI16174
connection to maintain intranet connectivity to the
client device 12 and NAT (to private TCP/I P address
space) while al so mai ntaining connectivity to the
ai rplane avionic core architecture 32. In step 300,
configuration of the VPN on router 20 should match the
performéd.enforveamsle, opnastidefdfne cphysicslt Eiser2a0inPSthce Fog.the. router 20 is
In step 310, Fig. 3, configuration of the NAT pool is
connecpeet fooarmAdM bn [P Ethetnleaporttod théelosed derd btk arkn®2. Wik Ktep 410, a user
interface 32 of the airplane. This provides the
determiirsiigedEing iofnevded foalthadpraddrss atsociifel @ithnie oVEN icBRhection for the
devices 12 to use when accessing the on-board conputer

router 2@ bH® Ehent Hevich 191 P a ZREnge 18UAE rdRRECIRNEIGIES EdHVeESbrPis desired, then
the router 20 to provide network visibility. [0020]

in step BQf) W REnAN TEPIPGddfbss £ ddil FhAGhAIbE hirtsiiedithRRigh selection of

the operation and execution at the router 20 is

properbri’ésoch %dmuTé?ezd QBhE h&g 5 %Epdr by sfté]% ﬁﬁg%b eFlé 3.) The process

preferably a precon I gure rout

flow thléﬁsl'etﬂﬂ}s tﬁ %?e!éf&foe I?ﬁ{gél%’ﬂ{ ggngéé E%Q@rivnegﬁ 1? Pon{hquutgg 26‘ ﬁPes not require

seen Wt erence to

edltmgb{hegmh?n s(l\%;] 459 Qr 991\? u;neltoufeg éOW{o M%’ggg wéx internal network 18 is

system so PWale

v TS 5B BT BB Lo e 12 s
o e NP S T T e v

the rou e O is connected to an AIM or
TCP E?ﬁ%rfﬂ??e?lf ﬂ%%etc%g S M slasedonaig meuark T Epe gnstance, the IP
, .a user detern1nes if editing is needed for the IP
addreSSa%Pfég@d et thesenr ¢ hax brradyertised thwugh dhe #genictgere architecture 26
) router 20 and client device 12. If a change to the

via the opgn data optverrk 39de iteeclesairdata hetworls33 dupughtthetrprater pavket filter 34.
step 420 the destination TCP/IP address is edited.
T00Zlinay beRefering teeBigt 9y eultw shdgrami dipstofting apexdmpls of operation
on the router 20 VPN client session. (See steps 200,

and ex@Wion Fit ¢fw. clignt BeyicT A2 ip pooidesl. f Inctep H@0) anetppropsiatomenu selection at
step 400. If the client device 12 connection to the

the clienduteeice 2@ thag shenpdrforacdi toeinittiitdé a Rgmrhlrdeation sds€ipn 43th the on-board
VPN fromrouter 20 to client device 12 via internal

server 38! WAKkanl 8xarfiple, a session may be started with an on-board maintenance server

application. The client device 12, in step 510, makes the appropriate selection of the on-board
server 28 by selecting the TCP/IP address of the server as defined through the router 20. In step
520, to begin a communication session, the client device 12 utilizes a virtual address (from the
pool provided by the router 20) and the router 20 caches a private TCP/IP address for the on-
board server 28 and network address translation to the internal network 10.

[0022] The foregoing description of the preferred embodiments of the invention
have been presented for purposes of illustration and description, and are not intended to be

exhaustive or to limit the invention the precise forms disclosed. The descriptions were selected



establ i shed. For exanple, a user ID and password may b
e entered at the client device 12 to start the VPN
w@emwsesbon with the router 20. In step 440, tPET/US2007/016174

on-board server 28 advertises a private TCP/IP address
t hrough an Ethernet port of the closed data network
32. For instance, the |IP address associated with the
server 28 nmay be advertised through the avionic core
architecture 26 via the open data network 30 to the

to bestcexplain Hatpineinlesoek thg2inventtangind Heinr puctical ppkiedtion to enable others
filter 34. [0021] Referring to Fig. 5, a flow diagram

skilledjih |thes ant 40 basgt wilize therpiventidn dpearatus @mbadiments and ivariowd modifications
the client device 12 is provided. In step 500, an

as are suptied opthegiaeticudaruss ebatetnpbitedit t he client device 12 may
be perforned to initiate a comuni cation session with
the on-board server 28. As an exanple, a session nay
be started with an on-board mai ntenance server
application. The client device 12, in step 510, nakes
the appropriate selection of the on-board server 28 by
selecting the TCP/IP address of the server as defined
through the router 20. In step 520, to begin a
conmuni cati on session, the client device 12 utilizes a
virtual address (fromthe pool provided by the router
20) and the router 20 caches a private TCP/ I P address
for the on board server 28 and network address
translation to the internal network 10. [0022] The
foregoi ng description of the preferred enbodi nents of
the invention have been presented for purposes of
illustration and description, and are not intended to
be exhaustive or to limt the invention the precise
fornms disclosed. The descriptions were sel ectedto best
expl ain the principles of the invention and their
practical application to enable others skilled in the
art to best utilize the invention in various
enbodi nents and various nodifications as are suited to
the particul ar use contenpl at ed. CLAI M5 What is cl ai ned
is: 1. A nethod of establishing connectivity between a
client device and an on-board conputer network of an
ai rpl ane conpri si ng:

10
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connecting the client device for comunication with a
network; creating a virtual private network for
w@saalobizehi ng conmuni cati on between a router aPdI/UR®07/016174

client device; and connecting the client device with

an on-board server of the airplane via the router

whi | e mai ntai ni ng connectivity between the client

device and the network. 2. The nmethod of claiml

further conprising establishing a conmunication path

between the router and an GQvABMISc core architecture of

t he on-board conputer network of the airplane. 3. The
What isrelaimaed 8f cl ai m 2 wherein the avionic core

architecture conprises an open data network and a

al. os edA diadtRod oF \wetaklisHifly \bhiRiRtiRity Betvesdia! Bli &t deviteRddNan on-board

i s established between the router and the cl osed data

compuR€hBR¥dtk oftan ARplafBLHAPriSthgC! @i m 3 wherein the cl osed
data network of the avionic core architecture

%eﬁneatﬁgsh@alén% AsticO s RfnmitAlatfh wﬁﬂk%gsi?rﬁat a

net wor k d (b) an avionics Interface np 5. The

%Féa% 0{11 lam)ﬁkgte nléf\;/mrfof %%f)lllsa‘ﬁlll% c(zxﬁﬁq %tlg tb%t ween a router and

recei router a a ne
ata network for conmmunication with the
theCh&$8%8 %ngerver 0. The met hod of claim1l wherein the

et wor k n t ernal . ne
cRgn?cﬁltng rtﬁ% Ffle"tt c‘%"}fﬁ ‘?ﬂﬂﬂ ég rofﬂf‘? % o1 %fh gae (abt})iaéxe vga he router while
factor net net hod of Ia|n16 wherein the
maintajriije ?ﬁéﬁl}wﬂﬂlgﬁ*gﬂ& Visa g e PaRYoRand t he
i ent deV| co nicates, with the .ente i se L
et wor Kiégm biudher cRePTEYng estrhlithing o gamprappication path
the client deV|ce i.s a mai ntenance_control unit and
betweep the fayter g AN ARG PTG 2ichticetie Hfathgranherrd commuies network of the
unit to interact with the on board server to perform

airplangmi nt enance anal ysis functions or |oading of software

while in
3. The method of claim 2 wherein the avionic core architecture comprises an open

data network and a closed data network and wherein the communication path is established
between the router and the closed data network.

4. The method of claim 3 wherein the closed data network of the avionic core
architecture comprises at least one of: (a) an isolated data network and (b) an avionics interface
module.

S. The method of claim 3 further comprising sending data received from the router
at the closed data network to the open data network for communication with tﬁe on-board server.

6. The method of claim 1 wherein the network is at least of; (a) an internal network;
(b) the Internet; (c) an airport network; and (d) a factory network.

7. The method of claim 6 wherein the internal network is an enterprise network and

the client device communicates with the enterprise network.

11
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conmuni cation with the enterprise network. 9. The

met hod of claim1 wherein the network is an interna
woedsoskeand further conprising connecting an BCTE82001/016174

interface of the router to the internal network;

identifying an Internet Protocol (IP) address of the

i nternal network; connecting the router to the

on- board conmputer network of the airplane; and

configuring the virtual private network associ ated

8.t h tHiR mEthedtofdayiose oFithiilk € -7 HedinWhé BlidriiQlel e is a maintenance
address obtained fromthe internal network. 10. A

control WAt 1 fuRherSnAp it i Mk £, FREA hin¥nhNc PEINMRE OnA t6 idt8AEL with the on-
devi ce and an on-board conputer network of an airplane

board 8GG&F ¥ NEkrfolmt RinehiiRd Rlalidi fihdionsN6r qaaﬁiﬁénorf ts<|)']i’ceware: while in

conprising: a router adapted to conmunicate wt

commu?lféaﬁ% ‘ﬂg}v&\geen{ r%léq%ngory([ rtual private network; said
cli e

ent devi ce adapt to comunicate with a network;

@'.“d S:ltl% r?ll:ih%ﬁto ozfQXiitrrﬁq @?&gfnegletrgelt\ggﬁgcén mt&‘-;éljrﬂal\'i\‘ﬂ?tlwgrk and further

on- bo server e alr ane ero

.mai nt ai ni.ng ¢ ecti.vity be en . the ¢client device . and
comprifig TRt AR ARG M B2 BB THWETR, o e Ohe

conpri.sing.a co i catiNn .path tabl i shed bet ween

idtignear b rnrd (dAdtaeal Pedrime By

on-board conputer network of the airplane,. 12. The

E)RRGEHG AT 1q 18 HEPeAT] CPREULST REYQsk ob 1 diiplane; and

architectyre conpri ses an open data, network and a

SPBUEHIE e HEBHOPTY AR aeEk armctial Boide wiens gevipappd the router

. i s established between the router and the cl osed data
with the iR gdgness obgaingd, frogy e dnteprl Bet#iork-12 wherei n the cl osed

data network of the avionic core architecture

d@npr iAsystem fog getablishing ronnestividy, beigvieat e eliemtdgvice and an on-board

network and (b) an avionics interface nodule.14. The
computey getavarkpf an airplanoaggerdiag to theenethed eficldin 4, thetsysiel comprising:

sends data received from

a router adapted to communicate with the client device through a virtual private network;

said client device adapted to communicate with a network; and

said client device adapted to connect with an on-board server of the airplane via the
router while maintaining connectivity between the client device and the network.

11. The system of claim 10 further comprising a communication path established
between the router and avionic core architecture of the on-board computer network of the
airplane.

12. The system of claim 11 wherein the avionic core architecture comprises an open
data network and a closed data network and wherein the communication path is established
between the router and the closed data network.

13. The system of claim 12 wherein the closed data network of the avionic core

architecture comprises at least one of: (a) an isolated data network and (b) an avionics interface

module.

12
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the router to the open data network for comrunication
Wi th the on-board server. 15. The system of claim 10
wob@sesnes he network is at |east one of: (a) aPCT/US2007/016174
internal network; (b) the Internet; (c) an airport
network; and (d) a factory network. 16. The system of
claim15 wherein the internal network is an enterprise
network and the client device communicates with the
enterprise network. 17. The system of claim 16 wherein
e cllhenystemvofodains] 2 wherent theatoed dat madtorksends data received from
adapted to interact with the on-board server to
the routeetd the FpsiRd AtaciRANGE fan adiimiugichtiong Withithe oh-boariegerof
software while in comunication with the enterprise
met WorThe slStemnl BE chith t B Whbretd BohdWorlh & & Radthdhe of: (a) an internal
network is an internal network and an Ethernet

networlt; ThthedfRndt; (chen bRpR hetworkoMaqE) & dadtéryidttwddkt er nal
network and an | nternet Protocol (I'P) address is

‘P@t ai Agd sbEem dGaild i £ Widleid fle'fRfefnal %%tw&rﬂ‘?s §1¥ %B@{Br%te network and

claim 18 wherein the router Is connected

the cllef?tndm%{ SnSRIRUEEE Wik ﬂg'énlx‘te?nsyﬁgte\@rﬁpl ane and t he

Vi rt private netwo oclI at wth the client

h .
qigw C?g@gkgltsttenleof' rg rld ﬁ'ggri%ﬂ{ {l'%uélfe%}] g?{’\lgg &é a%n!ugtenance control unit

addr e al ned ron1t Nt er na

adapted to interact with the on-board server to perform maintenance analysis functions or
loading of software while in communication with the enterprise network.

18. The system of claim 10 wherein the network is an internal network and an
Ethernet interface of the router is connected to the internal network and an Internet Protocol (IP)
address is obtained from the internal network.

19. The system of claim 18 wherein the router is connected to the on-board computer
network of the airplane and the virtual private network associated with the client device and the

router is configured using the IP address obtained from the internal network.
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