;e3eXXl : " 6<T: METHOD AND APPARATUS FOR ENHANCED AUDI O VI DEO SERVI CES W TH
V\ATERI\/ARKS AND ASSCCl ATED DATA FI ELD OF | NVENTI ON Thi s discl osure rel ates
to audi o and video and to enhanced audi o and vi deo servi W’ﬂmﬂ Mﬂwmw
pay-to-record or pay-to-tape, in, e.g., a cable televisi rect
broadcast satellite system or public conputer network (intermeby.

DESCRI PTI ON OF THE PRI OR ART Sone net hods of controlling copying, or
preventing serial copying, of video material with a video watermark rely on
the recording device to add a second watermark to the video inage. :

Vat er mar ks aMETHED | AN ARPARATUSH eFQR (HNHAINCEDJABD 19 A TPEON\SEBN REEK I IdHe

signal s enbedded i n an ot HATARVARKENIBAt A IATEReBASA audi o signal that
provi de a unique identifier and thus di scourage or prevent unauthorized
copying or use. The watermark is not apparent to a person view ng the

wat er marked_signal ,_ _but is readily detected by appropriate circuitry.
Preventi ngm el opying is useful to prevent copyright

i nfringenent, a]'hisprd&\ﬂeﬂlbsﬁﬁ"stﬂélfamteiSOﬁooéudﬂtalﬁdﬁbMiﬂed amqbites.enhanaed

"gener atiopak y er e o] ved e and a
no- nor e- coplges aﬁq}rg ngeétg%m%%é %u%‘EI %\gtlil’%y oofr}f%lc ogggg%ngggé’

wat er mar ksidefé & it Hecﬁblm@-%‘bﬁllég- avboerd ditrgcs hﬁpﬂécétﬂ*fe s@tiedil kb

wat er mar k g?gt&@s dreuBNee CamiAldroWRdwsHRE BinddPRRY)NY here refers to use
of a video tape recorder or video disc recorder, for instance.) In a
television systemw th a digital cable television or direct broadcast

satel | ite seScRImrivmx Of STEY, PR]ths A@*pe of system prevents serial copying of
vi deo content, (l)mnc%e Fe 3SO0p con Oﬁcordgr rrPkes otrh§ a@@r[i&p“ ate. siate
change from one-topy-a o ffo-1Tor &- copi & dif’i 1§ the reco proce
However, i toppEsd neif efadebymatetmlf ith @a\yldep m@rdatbarmog hbe recor ds

are generakwof@ngord%‘é'l@@dtéﬁ“ ddu RAGKcoRa wa GG cBNdngorTaNY GakLan
mechani snms_for reporting purchase choices _to an accountin system To

i mpl ement  4apaynaks &¢6r yei b iphEheTidets ViideLoht e bl t he state
change r at hetetdrkd heer e&:@ﬁ&iﬁé’ enpidael! ingad e redrati eecbamgent ibhal
pay-to-recor featur l%hg:sL ﬁia q:o A §‘cl;§l 0 outrputuewlgggtgpger aC%nght' onal
access controf°wit A Hre8 Podsi yman?s by THE virehet: % aynen t he
consuner (diegewjades qropravemw\edlmhvreaﬁ@rwm@mgjOtrhessont'@nat e | evel

of payment waEQﬁn&q{‘%lé”EBt' §pﬁé£éﬁ’ﬁe¢.otg %6&?.%& he £ARGERhe J?é'éez‘n%rﬁl@& al | owed
to record it. Dfferent (h| payrren t he consunmer can both view and

record t heS¢BREbntPUtARS| éei‘ il d€6§§| BRePY PRREPRIHEESTRIF G4 -0duce t he
second wat er narkreddigifgase cémgaa)hngseupﬁntchaﬁs m:rse\famt t o iesenead
adoption of _su S M emPsci Tl ca geci nstall ed base of
STBs whi ch 8§YH§%&| r%%r&?o B m_t hé're 5%4}’8%9 tul}léogtfgh ?f ow this second
wat er mar k tpapehepigad CPt:lasCOpI,n éon @ﬁaﬁrsymm’mtrﬁh@m}@éﬁwﬂﬁreh used

such a secQRdy¥efLrdTeml - Ea%yCQPM:MTs&QEe' Qn@Tﬁ%o-ﬁrJ&%e Ebsle?éUaSltlloQQd
consuners with STBs w t hou his feature woul d be, di senfranchjsed; those

consuners R®GaFG b‘éh%r?é’B‘Pénf‘Bl%be ddpFEsaBE SENINYAEPFERRSS i4RF 106t hod of
provi di ng thesmam;e—@@p&émaiﬂmw &sau&eehme tdtﬁ(ﬁr&glﬂallwﬂtﬁru\l&eke is a
crypt ogr aphi 0 nurrber y _Ln _bina rn) carried in
a conmuni cg ?o‘%sé“}hanne CasShti ed fg%af:ﬁe v{%oé) n'?hlh(sar?l c etrsuges
one-way cr ypeogf a@mlcﬁebeaagceseqqrdm prraivihdeo plige adordedr dfdy story. One

way functigpaegn&e Vel |Ink90\4@1é@1é1®§%y¥:€éﬁe@1él{‘ 4 e geeypt egwAphic field and
include a class, of transforns wth t property that the function is

rel ativel ytéé%\]l%’%P‘b(?r?pﬁltltie%tb’%‘?agj’rﬁaﬁcc&ﬁ?ﬂ/lh%ﬁ* cl@r’C £tePuRe® bi™®everse. In
ot her wor dghigi ¥@fe ot Tsylsﬁeﬁa@ye‘iéht(‘sms@bthaleccﬁﬁ})(n)ng M\Nweéogctcsm:@nft(x) it is

difficult to co A recorder. dete the one CO%%\? gstate's

ot or ok eREe RS ColpadahEr S Coeas kb e Bod Rt oY, § 2F9%0r di ng
to be nadefrdn cwemmpit-hélowcketndmomet-kopSd8 dwririze thec oederd the verti cal
bl anki ng i pteryal (\ﬂ%wevgg the JideQoti 908t1§am NS 488daa5a 5 GOPIUBLGaL i ons

channel . wever,
feature since records are generally not provided with back

I
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has the di sadvantage that some broadcast MPEG encoders (video conpression
devices) do not transmt the entire VBT. Alternatively, the ticket is
inserted in the active picture area, such that it is in the overscan area
of older TV's. However,, this has the disadvantage that this data may be
seen by the viewer on newer TV's (having | ess overscan) and thus may be
deened obj ectionabl e by the consuner. Yet another nethod of conveying the
ticket is to activate and de-act3.vate a subset of the anal og anti-copying
prot ect i oncisyrstednaabgoahsuticatabieyechdn isis dam repoat gy antrichaspyi ng
protection, s _h oo the Macrovision Core. video copy
protection %%’%%%Sggsg{}ml (ﬁgu% lngorg#rerm ally available; also see, e.g., Ryan
U. S. patent 4, 6@Zisp3merthijas Plﬂa(st@hée%Fhrﬁeé@ér?hth%xﬁ;'%ﬁ inegddi et al

recorders sHpdyAS thBegeatk [ianEWCAM LyPa i QRRL keadblde H&leol i g or m of
a ticket, since they fail to record the vBl. However, to acconpl |s% t he

aQoropri at EREGHATE CBARIDf (e BIB FRutATR CRARYES toUS 1t isTE @ FRRer nal
software. td G@pRLCRS€Se Urdex &eﬁay\ai@acnradedomheﬁdBdmwz exrg&i ng STBs
over the air o cable, In th| manner th enc r ¢! rated circuit)
whi ch gene?PTEPHEL BRI iR %rkllecg%%".'e%na 5% py p?% éec"it ?%n%pul ses can
react appr éprevea| ys Hbmldroweldntothiaecw casprhré Fhe ezortiendof Onar e has been

instal | ed 9@&4@@%&%&&1 %eszﬁngaﬂefamocm@%eqoébfw&lﬂ the_AJ:JmtIen@se
nmet hods of transm tln?%a ticket require nodification to

cabl e- TV/ shittelis fetspiliawsheay rerar oh’%foID’sftfPF\%ﬁFe”E‘bgktﬁ’ﬂvP&éfmﬁn‘é\/ay to

i ntroduce the cicirfsklexbﬁl 8419 Bt widROand hn.:-écd‘ﬁbﬂltfthabhﬁéhtCOUMﬂull@dglﬁl iéﬁbljy be
QUIte expenS|v tothe c or s e ite stem o t or u I she

e o nor D eRase B0 rb ek Ao ol PRo A bEad 45 60 568058 it anr 1 20,

1 997 as | nteeratdrendlefadyT ciatsives hharbepre\/\@rﬁmvlaéds)re@ld sclopgésnant

el ectronic t; h ey, h er archy
of an I\/PEGS%\%][-IJ%:G g:%ﬂgl Accorglg% to for |églssgﬁe%1gepg%arxgénteélgﬁtg g?g%he MPEG

st ream suchE a3TBA WBdChotm et éélcéirpaﬁ%#ﬁ i R iTERuAEeR| ke RS taxaliPY er ed

ina rranneEhwlséteJnu WL O6Rdtk @b b3 ad&ed ANdEMa aBgyi Bomtiedl aykaski on t hat
t he wat ermaxk is .di

t hout f d
e fort. t NS LR e AT ST BR AP 09T dbc B Cha-KRE Erarif doRdy a0 be
used in conpwmll dm GIFBA, tthen shkeprisPily i shregmentevigl | STHsawikPhtent

Appl i cati Oﬂhi\p v\% gxP@J&‘S,dl ghk%éngﬁlge@y thdselcdBumdS lw@:h?ﬁ”@é' onal

Publ i cati on 02293 |sc oses an antipiracy dev~.ce. 7rhe
devi ce i nc}lﬁﬂ@se é%é‘?éétmwsné‘ﬁbéﬂlfor detecting a mark ' signal inscribed

on a soundtrackarpfaldevhdeovd ammeeth&%mig heeaki aaawt@ﬁm&uni ng a

dupli.cati on: .2 det ectiop er, fo det.e cting.at | east. one _di. tal ~.y
Coded nessagatai %o USSSchi b nqine% ‘t he éofﬁlhﬁk‘ﬁ ack,” a°rétfr tﬂgrm?nﬁer for

retrievi ngcph!et@od@dmbeneswgael,lyand hbaasy fyrmnabichgiarcandiied-ini ag the
expl ol tati eam‘e{méaf&qok@pehgyna %'s@é%ﬁ!:é’é‘ FAGPIHRN v38ed. f URld @RcREcthe 3

mar ki z~g signal and the cod messa Publ 1 shed Eurgpean Pat ent
Appl i cat i oHSR® . OB MIZ04YYPIRATAPIdRe deALYTRY B M2i0§818s2 RAAY @26 on no. EP

0 360 992 Aaccéfkn &gl&%@?ha (gﬁheglvia@l fgabalgﬂgome s%ﬁuenhbnﬁlwmg;sadl eld"' '.
juglngunlt iyiding the digital .data nal s, preaet er mne

ref er ence, % %E ﬁﬁﬁt‘%ﬁa@&l 83 dﬁ’i‘%i“% qserd Mg one of ~a
plurality oi:anlsfdmsemuth/atm rmrdpeutayathatrmcﬁ\mtuont he lfaleitd\rjelldgi ng
unit, and g %‘ﬁa@ir%rn?u'tgsﬁu %‘é%ﬁﬁl{/oﬁaf&&e@o‘ de“é? 1dlRg dat a

S|gnals wat e romt e watermark data sel'ecti on out put
unit. SUWWAW%l“@réﬁscgbﬁn & ii& disr easedte calsellareat (it errieNeroget hex

given f(x) it is difficult to compute x.

A recorder detecting the one-copy-allowed state’s
watermark must then detect the correct ticket prior to allowing
a recording to be made. To convey the ticket from the STB to
the recorder, the vertical blanking interval (VBI) of the video

gsignal can be used as a communications channel. However, this
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wi th consuner controllable information in a television (or audio only) STB
to provide pay-to-tape (or pay-to-record generally) control. One enbodi nent
uses the existing video line 27. (in, NTSC-TV) extended data service or

cl osed caption - 3a protocol to hold.a ticket (cryptographic value),)
and a video watermark, to jointly control copying of video being provided
by a STH. This nmay be done in such a manner to enabl e additional features,

such as pawst @hkapes a8y MRYadOthREOkdne e¥eFaddadt IMPEEY SheRBaYkt hyRidor art
(legacy) STBs. In,addition t%s agpr oach has the advant age that existing

cabl e- TV GPTREEELLPPeISYAT aGCEnHTRPEE ¥ ddifpe@SdksnYBéncoder s can

al ready vafitagaativehys tlypeieket. aEQ nBéion iderte BeBLyUNpehanges are .
required %% t he %éétﬁggqu{a%pn'stégfrastructure. IE‘aﬁcordanpe wi th one
aspect of *FRe Pregeht®t mverdt off, 28°%; et H& §5€GnLroPERRY E8pYing of a

vi deo si gHalesxdi sbioseth the disadmbodagenthatt htigethed nagl béasedhe acts
of suppl yi.ng+3.t1 ideq si = ' wat ermark_~ . n_the video

si gnal ; rbgnaﬁ[e)rgg?wd%ﬁg&a?s%%?aggdgggg%% gleﬁrseggféfﬁ?ﬂédaﬂ%cﬁﬁ%ﬁ“acﬁ t he
vi deo si ghal deehed aglirdtthitcrdabdat hybehegcorehateed to the watermark in a

predet erm ned gBANgLotHdY: %e%eiaafeemgynﬁl{ggm@ r&gﬁsstig t+ ol ARt

f r
i nvention, an_apparatus for processing put videg signa 0 ¢ control
subsequenBREoP§ I gt Hfethe §|“§ﬁ8F Pf the dwded anhionepyiEs epbwitiataion t he

appar at ussyseésdesgita e e ¢eRGsyak Obitst sl f YRALLBY SRPELALHFifPUP! ed to
receive a_seed rfrn t he eegLfa energtor and output resultinpg data,” a
d

wat er mar kPHRhETEtS? TSR S BRETXe € 1% s &0 tRRIMBRHRY R EPm GREPer mar k
fromthe video eopy tpreEmtdohhproctssemnhiich arpi ebkier®DiIipwn of the ;

I nput vid Poych & t 1.8Si @n_ch plLed t r 1t the | .resulting
data and The var e%rraarrl%&sd@\??deg'?b' a gg%éf‘\%r?agﬁﬁgrésgﬁ?ﬁ éf)d‘at &lhééi ng
transni t te@s cebrradvrntage shptcexisting tdigitel treeovder®.such as those

of the DVCAM type automatically delete this form of a ticket,
gince they fail to record the VBI. However, to accompligh the
appropriate control out of the STB requires changes to the
STB’s internal software. In some cases, this software can be
downloaded te existing STBs over the air or cable. In this
manner the encoder IC (integrated circuit) which generates the
Macrovision Corp. analog copy protection pulses can react
appropriately. However, in other cases the internal software
has been installed permanently in the STB and cannot be
modified. |

All these methods of transmitting a ticket requiré
modification to the cable-TV/satellite system head end control
software to provide a way to introduce the ticket inte the
video. This modification could undesirably be quite expensive
to the cable-TV or satellite system operator.

Published International Patent Application No.
PCT/IB96/00992, published April 10, 1957 as International
Publication Number WO 97/13248, discloses an electronic
watermarking scheme that works at a high level in the hierarchy
of an MPEG source signal. According to this scheme, parameters
of the MPEG stream such as slice boundaries or quantization
matrix values are altered in a manner unlikely to occur at
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r Yn accordance with yet another aspect of the present invention, a nmethod
of processing a video signal having an enbedded watermark and associ at ed
data so as to prevent i unauthorized copying o the video signal is

di scl osed. In one enbodinent, the nethod conprises the acts of determ ning,
in response to user input, whether recording of the video is to be
permtted, the determ nation being made by a copy control systemat a

desti nat i oncaorddrhne aridleion siwgmale, fastdionl ghat the 4vatarae@kdipgdi§ficult

pertaitted, transmntit. t.he .assqciated data with t vi deo, . si gnal._by the
copy contrdi® sega/rs Seem%lotqg)%te(:s&rgéllsl%glcampgh%lﬁ?ré%‘fc\glqgnee °d&o ngﬁaFOPY

desti nat i omrattesrteion tthie watceridedk bifasha prededtermdaredmagl alkonbbi pskd t he
associatedf%ﬂéﬁanhé§¥§quﬁﬁptﬂkgh gﬁémgnother aspect of the present

i nvention, a se jtop_ 0x fOX confectron to a television receiver is

di scl osed. xn orfabdriisddidrdmternhsieontl t Bt eoxdpmiclaattésnaNoi nput t er mi nal
adapted to g, Trov \Giede R ipcludin t and.t ecei ve
associ ated éggg?iﬁ%gﬂgésdc?ﬁ?%gggg?aﬂ%%?%%‘réﬂ§$2§%{§%%ﬁénﬁg%ggﬁ%rk in a
pr edet er i RsdPliaAtdon Tvabeat WO0B5HB%2 2} sliswllaates aa eohdpirenpl davtess
control hayig A%l sAler\BE Bakol 01 &S SlaNg. %‘P%t—.ﬁ@k?ﬁg' b2k

enabl ing recording of the video signal, and a conbiner .having a contr ol
termnal cédgred dasgrisedpon eerapdlterck mf comdidecohabe acekich coayr ol
and 1 ecel Vindl 1ae ellidefatlednaliif O &l i Milod CaMulBber 208 RANLOD ADy
output terminal, wherein the conbiner outputs the video signal wth ox

t ner _
wi t hout th&ekestdng: 84 dseati AnPedbgteal b e gvseaenalsaceasrbpd ~q .
| n accor dadee tiet Boshidl krapet har raspaetadimdnlRrPireserbt ri dventi @e dod®ghod

of operati i_deqQ _r.ecorder i s di sed 0 i,si.ng the acts of . .
recei ving g‘%s!gﬁél&f \th eoegpang?rh%% Th déﬁw%‘é%«%&%%ﬁgéaﬁr :ﬁ%l"%%%b%ﬁ‘at ed
dat a, det e@fi ket hepraber pakkleddsben i reraiherassoei ftedttat agf stiy ect ~. ng

the associ gheftidat 81b8a8 BhAJELET BbAGH MY LSSI On function, and al [ ow ng
recording of the”inplt video signal only 1f the detected wat extnark matches

the result of tRuPedFpresErEAPEFACKtRNt APrddcatdancBowi 2816324 Bnot her
aspect of phB1PEBSENhugust 26, 1998 as publication no. EP 0 860 992 A2,

discloses a dig;tai data encode system including a field
judging unit dividing the digital data signals by a
predetermined reference, a watermark data selection output unit
for selecting one of a plurality of different watermark data in
response to the field judging unjit, and a watermarxk inserting
device for inserting into image data signals watermark data
supplied from the watermark data selection output unit.

SUMMARY'

This disclosure is directed to use of a watermark together
with consumer controllable information in a television (or
audio only) STB to provide pay-to-tape (or pay-to-record
generally) control. One embodiment uses the existing video

line 21 (in NTSC-TV) extended data service or closed caption
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i nvention, a video recorder is disclosed which includes an interface to a
recordi ng nmedium an input port for receiving a video signal to be recorded
on the medium a watermark detector coupled to the input part, a data
detector coupled to the input port to detect data at a predeterm ned

| ocation in the video signa' 1, and a processor coupled to conpare the
detected - 4a wat ermark to a conpxessi.on function of the data, and to

enabl e zecordi ng_of the videq si%nal onto the., neg#unkif tge conpari son i s
a match. PHoxeeol daPder d th TSl ARBYRETS VBf-UEhe PPesent*9FRenti on,

a nethod QhceenbiR! |1£c5‘9j|dlﬂrﬁ)ﬂy“@oﬁf:r@lvni:@@@irﬁd @wrah-idescpsdes pzovialadedi um
conprises the acts of p '

ayi n th vi deo . sugnal frog1the %fdiunl detecting
a wat er maP¥ . ATBhe Thifed %ﬁ’a CnfetBcEY JPEREEs6Ri GP2T Wi th the vi deo
signal, subBpeetbngltheatdated t @uah esnpapsss orugfalret pap; tantdeabtdwiawpen
further playing_ of the.video_signal |y i f e er : tqngs a result
of the coﬁﬁrgggFﬁﬂsfwfggigﬁ%qugggt#%gg%%y%H%h%EtQEBFaagiglggbor ance with
yet anot heppaspebthas thwe giveskagei hkahtexint lng icdbdepliyer $ztalilsidieosed
whi ch i nCLYgeSyAfeaq | AHENARE (EnBrEECREY MhIRAATLUA! Ghruihputs a Vi deo
signal, a watermark detector coupred to receive thevideo signal, a data
det ect or tzapkeittehiettame fidanicanabient ediance: RLIpRBEUY| ghangsy e a

processor -egupled {9 {Me NRkenBHéEatist o8t Olr ¢ rdatardet ector and which
subj ects the detected data tqQ a conpression function and conpares the

wat ermark to alfeREFRrdnaeh@itsnpresasect BictenPeperati Hyv e iMe data and
al l ows fukmebred' ofl COHYIBIAANY cbpiihag COMMAViIB sSgRal®d € hdiddnar@nr dance

Vi deo’yr SaPBe TR s SVenPeERaRt KT TRY S5, PREoTE REPRIEITE 1o
di scl osedthénvides esdgngilye enpetiiénges hoatemeEnkdds shppvydeq signaludi o or
;’i deo fSi g%’g:ﬁé@f&ﬁkf‘%s@o%&%ﬁ%d%@é”ﬂ ka ! etd@%eQHgiagdg%o%Aﬁ% %fgnal '

ransmtting e video or audio signal to user, and enbedding a second
wat er mar kthe YiéeQigiahiadr &h8i assrghated fates hoase relakedck? &Sﬂ%y t he
user. ' TnwRESBH&RINGE W hredetbimangd hinmspect of the present

In accordance with another aspect of the present
invention, an apparatus for processing an input video signal to
control subsequent copying of the signal is disclosed. In one
embodiment, the apparatus includes a seed generator, a hash
function generator coupled to receive a seed from the seed
genexrator and output resulting data, a watermark generator
coupled to receive the seed and generate a watermark from the
seed, and to embed the watermark in a picture portion of the
input video, and a transmission channel coupled to transmit the
resulting data and the watermarked video to a receiver, the
resulting data being transmitted other than in a picture
portion of the video.

In accordance with yet another aspect of the present
invention, a method of processing a video signal having an
embedded watermark and associated data so as to prevent
unauvthorized copying of the video signal is disclosed. In one
embodiment, the method comprises the acts of determining, in
response to user input, whether recording of the video is to be
permitted, the determination being made by a copy control
system at a destination of the video signal, and only if
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I nvention, a nethod of marking a video or audio signal having an enbedded
wat ermark to prevent unauthorized copying of the . signal is disclosed. In
one enbodi nent, the nethod .includes determning in response to user input
if recording o~ the video. or audio signal is to be prevented, if recording
1S t C1l be redbrdink Esppevmnt@eﬁ enhﬁnumbatéagonuemassoaﬁak¢daddta with

transmttin thedébﬁegggérggg %%EQ P Eéﬁttsng §§ﬁ89§1n

wat er zr i ar k& ano aspect of e present ;
i nventi on, m@c&ehlhmpauldhe mxdemmbxgdab<dbumlnaMdeuLlwherelanthSSOC|ated

e e eLERRrRRC e Dokl SR AP IRTLGRYRT L5eBan,Lopul L enr nal

adapt ed to" Fonal .- acces
control hadamg.a control termnal P s for receiving a sel ect i on enabllng

recording of the vides gt aud eusl Al Ut sLiBL eabedder, Lorenbeddi ng

a second wat er gaving a ermnal cou an out put
t ~ex' m nal iofrenlidéonondi sebnwdp dewe o ovnnektand tece|VethLﬁEOM|deo or

aud-~. 0 i 0yal LLATLLNG; LOPYLLA o Mi1alne ARElAAKLAY, a&aeoygeueogeﬁ&na'

wherein thé vi deo or auélo Si g I ncl udes rst ‘wat er mark nd wherein
t he wat er mankludiseddar 1unubu1t-%rwknad?@®t@d sodrecsiymap Wideotmbonakst and

second wat %@&hkﬁggn r@é{?@ﬁﬁ&)& Oax{cf‘ecoc%‘é’e&'v%nﬁlssﬂegcﬁéﬁdcgg{:émthe '

Finally, in accordance wth still, another aspect e present
i nventi on, 3559Féé§eérdaﬁﬂ|%@*%&xFQkﬁtQQSQm §bPo§€§erWHF5hiPnaone enbodi nent

conprises pRelBteihagedt Ranese! dimg RA ¢Bp 8Bxi ARYL PALIudSY feceiv~.ng a
vi deo or audi Q si to be recorded, a . waternmark ditector coupled to the

i nput portF°§dﬁFbgB§ oRCEBTHI FRPHRPY HERE anCPREFEAt FERTOREHet @Ft ed
wat er mar ks:eaadvﬁﬁgpaeue@f seewtcmdag folr ehebyifdgorasoptihg &fstigabidedo

th di det k t ed d t Kk

enbedder oL RIEch ST Te (e o ro SeRbept roaRy el CRoeR T B T

TFi E DFZAMbNEﬁut ﬁegmiealﬁo%hdms dedumdbnalagcaasefcanSyele@m@nracsnvdamce
h the diggl

with the *:?8 P3HLE: ?Lféﬂiﬂ_i € bt Sho%gEaElerﬁgngigu%ﬁglﬁhvfﬁggéflzou%&bom

a variant of Figure i gure 1D a variant of Figure
shows pl ayba¥Rinal acvheaRi &he GPMHPET outputs the video signal with or

without the associated data in regponse to the conditional
access control. .
In accordance with still another aspect of the present
invention, a method of operating a video recorder is disclosed,
comprising the acts of receiving an input video signal having
an embedded watermark and associated data, detecting the
watermark, detecting the associated data, subjecting the
associated data to a predetermined compression function, and
allowing recording of the input video signal only if the
detected watermark matches the result of the compression
function.
In accordance with yet another aspect of the present
, invention, a video recorder is disclosed which includes an
interface to a recording wedium, an input port for receiving a
video signal to be recorded on the wedium, a watermark detector
cpupied to thé input port, a data detector coupled to the inpuc
_port to detect data at a predetermined location in the video
signal, and a processor coupled to compare the detected .
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di scl osure. Figure 3 shows a video recorder for the Figure 1A system
Figure 4 shows a bl ock di agram of another system Figure 5 shows a video
recorder for.~the Figure 4 system - 4c r 4 Figure 6A shows the system
of Figure 1; Figure 6B shows a j conbination STB and recorder. Figure 7
shows the systemof Figure 4 nodified for audio. Figure 8 shews an audi o
recorder for the Figure 7 system TAL NED | PT.TON Thi (S re is
of a syst@ﬁ??\ﬁ‘f‘%ﬁki%’ Gh&E (‘)gglsl’lr%nD% HEL: %E%S%e BT e go sppbll

At “utrrrzes the exi sti'ng I nfrastructure

and | egal radyaatages gitten wtidew dégndli net@ltie madianVBE itheNES@PRV)L scat a
and conbipes it with a new aspect available with video watermarks to
generate FRVBNTREGY al | owi ng cantrol |l ed copyi ng of video signals. Video
line 21 (in NTBE dacomtdrcte wathhetils. atethw:sicmpesttandatdl: eomesently is

used to carry closed c ion_da I d i ng . hi tain
accor danc%nVAiAr(?‘ﬁl?r\}\b % gnlt}*al%cggt E?F g%%%?g}ég%&%gﬁ%%%& vg;&&%Aﬁ%#F%?A- 74~
(Ct her tercevidedrostansaiiges kaverdisns| the facturads drdimngy the yidge
simlarl.y, . rat: i cul C L eQUIT €4 evi si on
sets sol dgf%n%ﬁeffﬁgt}feom%ggg&’tggagtxgﬂé ?%i,déd%ﬁal%é%%%aen lgggui re the
data on | &hgnall, tdetrcthins deredaggochgted ansri $dieovideco §d8D@ari ous pat hs.

|0 2ddi U g b nEGhd Wots, 467 bV edrpEaBL Ll dhnde il CopmMUNLGRkENS Act of
re r PC's

1996 al so requi receivers or _(personal conputers) wth video
tuner carfsrt maving of &pe yidaperigpeh By iif Shee wate*Pasti de

parental Bl ookiHt (Madhitd FORKeOLbmpFB8si 89 atulRAWT Rtating bhetheS., at
| east) to_provide parental blocking ensures that PC s (personal conputers),

as a pot eftfat class of storage/ recordi ng device, nust recognize video |ine
21 data. Wthow ddd@rdagel wiehuyeenenbtheE sspighiofimade phasent

bandw dt h/ capacjty avai,labl e.for _other.functiong.. As. rd bed..in El A 608,
field 1, H"rﬁ%“"zﬁ"‘%/s AIESWEI PIRYS ™t 653 %gi;?%esé;d"s’tlé’& ilgh%ﬁ%ge%r qf‘he ori gi nal
pi cture cimtenfacd TS @ ctegoesdihgveetiionf vl ds puputmre Viidde elpprldata

Ser vi ces. fw‘:fe ' bl ; a&%)émm\é%r Sgya1¢! asade

capti oni n@‘?@%gj?éenta %ec{c‘)%‘krl Eggggeét ﬁérggi%%%de | data ser vi%ces. .The p'raot ocol
provi ded Sgtectsr qrimdafaty SeEereed fdata | asqItiat@dh gt F&e VAESPr ot ocol

fcalnl aCC?h tlﬁ, 3af t;_%fd@%tgsegr fehﬁgéﬁassoghééﬁt&%@)x %f‘i?%@:&i had atheue. tTot
ol I ow ath o e ticket as shown i i qur g e tine of conten
(progr an)g"p'la’e‘b%ﬁ%t?’ﬁﬂ ch‘héu%ﬁf:gﬁt \é\%? o‘g?%eec?c%,dlaé:as & 4 FTWBEF TS s
gener at edf inyctal e athQerepatres tBe yahesmask o @ resulanddmtbenber

t Thi j h ket fi hash
genera Or%&;g@@%%ss &f(}nc de3oh E%ﬁ?&ﬁ%o{foﬁ@e .da?&‘aada@{waEQ%ﬁJrseEQQEh@@y as

function _ Iction e ~Thi's is a one-way has
( conpr esshaying reniwn fotheheomppeiaen| ix VIRGIR ¢t he cryptographic field to

determ ne the gf igidsddanicek alith. yéheasych&m LRl 9f edRneirecehtabl y be

known to pe a trustedg%%\é; S S%“C(h, maki t he se%rd* acce%shgge to hi mhas

the pot emtTERt 4P Rvedk Qgs{“@ %E%u?i‘f{}ge%c@“} 4 A8 nent t he
content peearéer ,uaitHdid zegstepyingr af othe doemalhiis discdddetli.onfnt he seed

S is provided t.o the wat r k edde . BQ; r}%t | Suls§edolybrid

di gi t al - aNAT ot 1sr9/es‘¥tém%k%‘;ts“ F’gg%] g?ci'ﬁ%g% }ytit ettshltégng{d §|C)so igital;

t he STB ootgrr ssignal, embedding a first watermark in the audio or video
signal, transmitting the video or audio signal to a user, and
embedding a second watermark in the video or audio signal in
response to an action by the user.

In accordance with still another aspect of the present
invention, a method of warking a video or audio signal having
an embedded watermark to prevent unauthorized copying of the
signal is disclosed. 1In one embodiment, the method includes
determining in response to user input if recording of the video

. or audio signal is to be prevented, if recording is to be
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an anal og signal or optionally both a digital and analog form _ of the
video signal. Signal transm ssion over other channels (e. g., the Internet)
is an alternative. Each block in the figures represents a conventi onal
integrated circuit or conmercially avail able conponent (circuit or

sof tware) or product or such a conventional elenent nodified as discl osed
here; thepiatehecdl, thHeiagnaest¢cond wdienebkeatkye emdas rshem ticinghehki gur es,
and any necessary nodification thereto i1l be apparent to one:skilled in
the art inN* e&hP¥oPugﬁPssagg%¥d§h§%.tqﬁnfglﬁgi5ﬁ5€fg¥ﬁ%£%gﬁ$§ﬁF35%SVider '
bl ock 10 coul d Ihe zearbadardei wiah syet abigtnndidfapact tc @fputher prwisehtt he seed,
ti cket and ma%&tnark ggner éioni&aérhgdlﬁyt Q%)s Eyare exgc%teg bé t he
conputer'§n€§ r&f* pfoté S|n%'ﬁn| D ¥ HEarrer STDEGEEH 20 “SubMi ts t he
seed S reeasgsciekydt oethivéunis | disdlddwde whimds jrmonshe@moddimdatai | i n
Figure 1B, to_generate. t r k. Wwhi I s the vent j.qnal | ed to
r (enbeddgﬁmlpﬁ sfaﬁeg& %1138&% g%a 11\fia:Eapa\p,)éli‘é}pg’%datstovir(?e%oeq'-&??p%I v&%refj 8¥2§g%A§
shown i n Biguaé, 1B, coatitthenil enteskie re @0 riaic hadesid ke conteelonermiayahash
function E bl ocks.22a, 22 . and_ el nt .23 ich i rts.t.he resulting
data FLRERD FRORETERS ot serid i i es tori Bl i Rel Jatre,pE
enbedder 28dis emghahe &7vakéwmmshcwbddide fimre embedfiagnat eemankl i s added
inaline -LiRe | O I.Rg . il ab roar k

techni quer2Fa-uagk shEcBviAS U Mt AnaRed el etCLE IR SUEBE
guar ant eetarmiorét obf the propditienal Estasgpsa gent xedmandx kegeiviagt tbhket is

transm ttggdg agl,k gﬁgpr FeS oV g . LLHMR h .dj gLlal
connunica??gﬁangfhggggéogiconve |ﬁ§t%$b3?§hﬁoﬁg aﬁgggérggé gﬁsﬁggi%BMAde
i nt er f aceCHkBUE GRITiRRHer ieRin ddfle@s exampdipasiagpre preludes, a

i ncl udi ng£i6¢ AEEARSEK, T4 [Whde fiPRRhe HALVHERQKS egBalaWLt ButBec¥aLgEMar K
he system (cabl e

V+Wand the ticket T_can {Ebindegggdentky transmtted to t ]
or f sateVIPER 9%)2BHE? oF B He A h Fso Figsto it AECPPd: WRtEBRRERE HRovi der
can use aretpoafias dtél €ise deaaditt istialg ereedeontrehed E the ticket T on,

e.g., video lipe 2 (The distinction.here between the content provider and
Systenloperatogl? f%¥bi*?éﬁin Kade it Stli& another aspect OP the

present invention, a videoc or audio recorder is disclosed,
which in one embodiment cowprises an interface to recording
medium, an input port for receiving a video or audio signal to
be recorded, a watermark detector coupled to the input port, a
processox coupled to receive an indication of detvected
watermarks, dand to prevent recording of the video or aﬁdio
signal onto the medium i1f two predetermined watermarks are
detected, and a watermark embedder operatively coupled to the
processor.
BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1A ghows a block diagram of a system in accordance
‘with the disclosure; Figure 1B shows detail 'of Figure 1A;.

Figure 1C shows a variant of Figure 1A; Figure 1D shows a
variant of Figure 1C.

Figure 2 shows playback in accordance with this
disclosure.

Pigure 3 ghows a video recorder for the Figure 1A system.

Figure 4 shows a block diagram of another system.

Figure S5 shows a video recorder for:the Figure 4 system.
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and only fox purposes of illustration.) An exanple of a method of

i ndependent transmtting the ticket T to the system operator would be to
provide it on a floppy disk. The system operator could then send it through
the system as MPEG user data. The line 21 nmethod of distributing the

ticket, as seen in . Figure 1C, has the advantage that it allows the system
operator to deploy the watermark/ticket addition systemat its head end 30

Wi th no changeEigBrehEAreRlihder SYSFeR ek BYgury ikif FASEFGcPHr 87°TEi Jure 1C

i s ot her WegenhdaRthgakrh Oadd G@®rlddr). I n this second case, the (ticket T)
data on line 21 of the video is extracteg fron1t V|d Falgnal ﬁgd sent as

MPEG 6 data byFiRETS8yd: 8RS NBIEGSYREERePT W ©%13WBtPd . be
treated |ike vidgarand s apotamta_noahcbyob@eslﬂmemet G'lghe'ausuays\iédeo
conpression artifacts, as transforns |like the discrete cosine'transformare
applied, quantizations are nade and bit rate reduction occurs. This
undesirabDETmmnEd DESCRDPTIME ticket. In Figure 1C, fromthe system
operator's hea e d.3 i V, ata in

t he MPEG strea Q QC1é$£ﬁ%ﬁ%£?& gt% Segﬂ'ﬁ¥§g}ﬁzlb%%eeaﬂogﬁﬁgggernark
V+Wi s semtxaézeanphesemtpmﬁ rgstauctnee tanck dieorli adypBERgRIgLivER11
STBs 34 vig 9?&&8“&&98%1 b{g2d9RS vpandn! REEPLITAON Rfc ol BAAVEBERLEALS Stream

Two cl asses o 34 nust be _considered: . | egacy (ol d) STBs and new

(upgr adedy'15PB3. NE¥GRERSET Eadl@bigai-Eh t%lql%ﬁlé"attl‘?é’“\ar fit EPngenerace

mcr. Ocogt &alvlaﬁﬁesairt wlwmr@sliﬁ&ol‘[decbﬁ?yn% rcgatv;ldlae shigkelsT owidése 21
as stan a e tel et e a 1 i
infornatl ?ihquagi%gqgéﬁ‘§u' ®s réq%uﬁbUQV&Si eégﬁgﬁéghgideo

si gnal aschruenﬁlydasausiﬁnsunﬁwswwpﬂhse@g@ayH$¥B§a§ﬁeanétPﬁﬁ@@ﬁ#bnienced
or prevenmgcg&ﬁ!y WRELHG P d RGO aaco‘ﬂaaﬁcé s.,mﬁlt%d&agh@g@caﬁemthe

content provider~s standpoint, si act accrue | ess revenue as
a resul t. ShHBREFERS : t BB, %ﬁﬁnﬁqanéﬂétPysﬁpnﬁleﬁﬁwm tRTRETpEEL VLSt PR
shifting ethdearé&CREGE NgYmilRyr ifediarbe dhatmsBude eessusenilapdbul d noh be
di sadvant aged. Thus the system as descri bed here ensures that the
consuner is in fact not disadvantaged and that |egacy STBs provide the
ticket on their video output. As shown.in Figures |A 1C and ID, the t STB
34 outputs the video with the watermark with the ticket, V+tWT. In the case
of Figure 1D, the ticket T is not ; controllable by the consunmer due to the
"l egacy" design of the STB 34a. Here the only possible user control is

pay- and-vi ew or not-pay-and-not-view. This is controlled by the switch 41
shown in the STB 34a of Figure 1D. New or upgraded STBs in accordance with
this disclosure provide additional control to the consuner and al so all ow
accrual of greater revenue for the systemoperator and |ot t content
provider. In this case, the consunmer can sel ect whether he wishes to sinply
vi ew t he program or whether he wi shes to view and record/store it. Wen he
makes his selection through a standard interface with an onscreen display
and renote control, the STBs conditional access (CA? sub-system 36 stores
an indicator of the activity - viewonly or view and record - which the
consuner * sel ect ed.
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This indicator is transmtted to the systemoperator via a conventional
cable/satellite TV/internet return path 39 (Figures | A, 1C which includes,
e.g., a telephone nodem using the tel ephone lines or, in those cable TV
systens which support it, a conventional cable plant return path. Return
path 39 f allows the systemoperator to charge the consuner for his ,
selection. Areport of the access is nade to the conventional system
operat or accounting system 35 for consuner billing purposes, via return
paél h 39. Aﬁ)h?tlémﬁ;OWﬁi{'ﬁbQﬂa{h . SCQRHS S'ﬁbusyéttﬁmdiﬁshaﬁ s?w ﬁibmhen‘k.

i ndi cation onsune request n of the r.ticket T
to the vi deg o%gsﬁrso IrFaf“E'le on entcafrglsgl loytorbe(y\}' g\zlxlgdre?h Sk ttlkule video is
provi ded odatafon H@@TBlSAOV\)P@ hanesetrivedt dukemg drepysniifssihe Coumuaht is to be
vi ewed and aeww;&athtshenzhhgda@ka% I &8I oyb@lephl%g Rfritbe SR 34 th the
ticket: G V+WT. Add the tic T to the video V consists now of either
i ntroduci n§- FheT?lrQﬂ@l‘“u&aFa“rmP?\ Adte odnddierale regwire TYiteRficdtvédScircuit)

: n thedSTBO%%@gZ ad;feﬁ{s&abﬁvé$rypdﬁé1ﬁsl) AIIg@\;Rgldmh cat @ari8} egfcamdhm rcuit
ocat e In ,O er | C outputs an a

i gnal 1o FREBNELHAMRASETTIATRCE ver FHGE” SHOWC CalmERr BRELD LePE A based
on the inpuv-dhip tantrodéo signal. It is the RF renmpdul ator which outputs

an ATSC di gl tal il Sloaleqh Dbl C8Cepkhg. 81 SRt 1Lab) contaiall e by

the consumer via ur es A and 1C the record
receives t ﬁ’éraﬁ‘é@bdﬂﬂ%égsﬁgﬁ%ew&hﬁ@r PUtofPenaaled CEBBRERFS)42 aBpdrti ons

of which apgrehevdan idiaget akl std’:‘ral:gegﬂife@:o%mhé dBsidey, @RBYEREESfAlzebUL
adapted as di,scl sedggfre to include gﬂel rﬁcord control function 43,
Ti cket /1 né{lgiod Fattor %’8”6’5&95 § {REAL i ARt PgRlr SRibm 9Pt to

circuitry fakecessorbantdidbh/espadityeafval iabldef @nethey haﬁdstjfaxmctlaa F two
Limes on tiggkGhidea lin EhR-EE8U! £1.00q UNT 9 HBSH N, Al 3o S8 TP B8y A

conpar at or wa errrar WI n e'video & ghal "detecte y a Wat er mar k
det ect or 5@LlosR@rcanti#oPHNg8or sthe niginnd PhcoRIR mprygnkecof®er 42 is

al | owed, I-ﬁctufggmﬂ@gmsf%immm@? f1eb | Mg agerdidianals | ogic
statenent is reﬁ;rned as bei n true: % %YJ As splown swi t.ch 58
(when cl os@df, 2LoMGDINEE - byF %}ﬂ)a?r'atl&PES BN PIME VR NSy SH 574

extract ed kpptheningketarennel 241 alstiant e othenidxtertiddt dathesaontijpets .

term nal OfThE%%SE‘oéejh %b%dg&t&iﬁh }g&%@geﬁ#{% 187 EauUpL e&é{lblge act ual

recording part recor IS conventio
pay-t o- r ecGn@uUEkathAte %spﬁGU\P%@JerFﬁmﬁ{CéﬁEﬁPé@telaf tilgkes (Qr rR-heircket T

det ect ed bygkBeis€EPTthtGONLEOke d3r RGP EBLe42, then this statenent
(conparison) is_re u]{ned gs no. This woul d be the case.if_the cqonsuner had

chosen to only UPelPtiRY E£BRt BALE 9% thte WFBRG 257 SWIT 1P F L8 hgdny Phg t he
vi deo, per hthpstbee auseateacolpiograod) prepurdetorsignahehasnaénteady been

made, then 363t My SLALREE  nliiod St W 189g8Re LA &F ' sfed generator
12. (This is, e.g., a random number generator.) This seed S
is then subject to a fixed and secure one-way hash function F
by hash function element 16. This is a one-way hash
(compression) function of the type well known in the
cryptographic field to determine the original ticket T. The
system operator cannot reliably be known to be a trusted party;
as such, making the seed accessible to him has the potential to
weaken the system security. Hence in this embodiment the
content provider, not the system operator, does this. 1In
addition, the seed S is provided to the watermark embedder 20.

Note that this is a hybrid digital-analog TV system.

Upstream of the STB 34, the signal is digital; the STB outputs
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the recording is not permtted. (Note that recorder 42 need not be a
digital recorder.) Wen recording the video and ticket to the recorder
nmedia 46 (in this case the nedia is a disc as shown in Figure | A), the
ticket T is again subject to the function F to generate a new version of
the ticket T'. In E this case the cryptographic counter has been
incremented: T' - F( T ) . Later when playing back the video content from
the recording nmedia 46 as shown in Figure 21 circuitry associated with the
dr ib ve 50I i ant aLa P EaEna2 bL. o;g:.Lorﬁlﬁ?y[l)@i:lﬁiya?ralga@aﬂnah@@rﬁmt ];sohhe tihcket
T by app y| g tJ on it: e erforns this
function, E tﬁycgédé% E§%§1 Slgﬁ%& FggPﬁ% %ﬁﬁﬁ1 e egsoéyerléﬁgn i

per sonal céﬁp‘ﬂltertl’w tlntarsen we eanplalhardaliee associ at ed MPEG decoder.

(Note that thergadss Hl%ckeﬁlH'tEﬁémﬂtgufr% @eﬂféé’é%t%“‘l e8hfdAdibAzRdi a; the
sem conduct or storage W th ap roprlate access circuit

medi a may bhe : 2
circuitry. )‘ni:ﬁg’é%ﬁdc%écuﬁﬁe‘?’é FAmMES A8 %Yo?]‘éﬁ’ilfbéﬁ FATRPFeN e (CEREUEEi ve or

sen conducher sst twaage ean{:.f@diu&n chUISiJE:M)at@oﬂ\f&xtaﬁ)hHa' elattdmdg i€ sé@r age)
nmedi um Then he drlve gor a riate g é{]:}%lt ?ﬁgerfor the ticket
r

i ncrementi Ag T8 GNRsNcE 86U t(“fﬁe §/°B%"[ RESPEEBPERr 42 of
Figure | A e sheymyinofhg ﬂeglumﬁ) aNdwaay héeedAEG dedbfiratiédn n t he pl ayer

52, the wat;ﬁw@{& Wlla aeaae% i3 Jectt%doﬁgdsﬁbﬁ%eqnagguﬁdt the 1§gﬁ£e£'£=

ticket T then playing 1s al and ay control
is inpl erreﬁ%‘é@l dl}ﬁ?%“é”ecasﬁortwtﬁ@c?@mﬁhg %Hlf@tﬂtoﬁrﬂ’ﬂls@em&leCkV&OT - F (
T ) - F (EohTd be Ambaddesi onad élﬁttlaﬁmyuﬂﬂgﬂfﬁcﬁ)éoﬁ@ﬁﬁé@ v(ﬁ'hSQhéhOV\ﬂ in
Figure 2) at %hls oi nt i.s to%'lpa‘pré% to the, video si nal,bg? 3 g vi deo
copy prot e8fF erlfea‘f‘ pEa FEPRF M MG EP oY EgPp GPAEFBRS such as
automati c gaenumwyolthandbmpumﬁ’@r cehtrpk. priduessiag thit advant age t hat
further VHS anajng v)éltgg'glat Qgérﬁlf o?% BhEXaRh e (9f e % ed%85)e r%é(}gi “Sab' €)

as well -10 as the a I i tal copies are wor
equi pnent #Pt BheweiEardrr Hetﬂe’éft%rtslme‘ﬁhea&/aﬁ@wmrlm ée§é¥l bled Fhéﬂepnlléan be

i npl enent edol@e@eﬁt@)er wateﬁlrh:ilf}ervemﬁmeﬁy&s Q%}ﬁ%@n%neibﬁﬂqycaaaéaltéy of
t he assom %%ane ng S%stem For i nstance) he wat er mar ki ng
%

system t hat Fsv T T @ar Vy2PPLifad |aé"| eﬁ YR PR Ei ngl e
field, then4a sAEffakmmntLhyFi@m:gf lanowateohadatembeddebe2 ¢ airtdledesuche t hat no

tinme varyipg, gechani hasﬁdgprgc@m 'peg oty 5@0%&?@} &ﬁgm

wat er mar ki n systen1c rries per rane owever on %S ar e
avai | abl e Pér Wakdht rigessts bee prrmd ténaceata 17 (R(FAS) &] n%fecFéG for other
uses. For sa€sfmdsk r@Asa8Svided S deR babhee tHidisa @fGélmﬂ%ctde&eed a8pdo$4- bi t

tickets. Thu ese enbodi ments_ require a ni num of 16 with the
act ual nurrge?é %# ?ﬂ?é’ g@%n’o‘erﬁ géﬁ'et he- trqtci?hes @rtterB‘Fﬁlfolc%la | 3%ed based
on the di gﬂuaeanmmmneanneﬂrs@&Mndasngg arﬁhwmaebeﬁbmhmtkungequi res
typi cal copnupi fld On 1Rr 8LRE Ok Seeitic A gjﬁ;&&ﬂ%@éw Shilel gRd stop

characteristics. Due to the nature o 0 conmmuni cati on channel, it
may be desPFE%I%PtﬁyaéﬁﬁF89 8 ofdcket of approprlate cryptographic

complexity, the ticket is transmitted as a series of characters
varying over time. These digital communication methods for
conveying m-bytes of data across an n-bit wide interface are
well understood, and can use any available protocol, including,
for instance, TCP/IP or PPP.

The video signal with the watermark V+W and the ticket T
can be independently transmitted to the system (cable or
satellite TV) operator/head end 30, or optionally the content
provider can use a standard closed captioning encoder to embed
the ticket T on, e.g., video line 21. (The distinction here

between the content provider and system operator is arbitrary
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formof forward error correction. Reed-Sol onon encoding is one exanple of a
forward error correction code that is commonly used for this purpose. Sone
enbodi ments al so enpl oy 16-bits per field when . carrying the ticket on
line 21. Thus, both the ticket . processing and watermark processing
require buffers for storage r such that decisions can be del ayed and ti ned
to occur when whol e data values are avail able. Design of these types of
buffers is apparent to those in the video and digital comrunications fields
inli glht Ohnd Mﬂ}dif&:el pﬁtgscgaes' of %lh@tfaﬁﬂc&hoveAdLéﬁérﬁﬂH %r.]fi a aétnocget hod
using line 21 of analog video.to.car the.ticke ween .the STB an
ecorder " of estanrae M AR BaE8 e S T Sa by R PaF a8
wat er mar k wedl @ dres tveprevids dltl abl @ Fhdrpyratiisén | FhansBTRw opedatobe used.
Thi's approagihd $1ahSQeRAtid |dHAegnt Cnéryy S lagUbBEG s afdard. In
particular, other video |ines could be used to hold the ticket as |ong as
they have the d&s dége- 3y methipdy €t i FE¥iRUE BT BBPNEL ¢ s At 881t 7t he STB
iS$Ba lrranngp_iggwqfc,]g haﬁ ilﬁ@é&cﬁz&ﬂtﬁgepeﬁ&i old ed1byst bre C@b&wc?fi_ebptab{awﬁh t he
. In addition, if the video. is.being nsmtted over a diglita
Chterface. ERATPRY ©BervatRER R EheF cadd IR WifEeR R Sfeerdn v)
8- VSB si gnab,wirloma kbadds ttw ahdevenaifdecafdety ekistidms storage
capabi |1 1y ;LBefLNgLieket (£R.AL b 1 DGR Slehl; 40E FTRigllothi s
case, the transm ssion or [ack of transm ssion of the correct icket is
acconpl i shéd- hnd 1t kdigaeesond Ieeeek Bhe c Ordtkedt iTond3tR | P deémiendd effe

copystate. thd +iRse igl buetdansy bR thekeladPWidnbe hr@nsend a@dmeggng the
MPEG User ﬁata descriptor. In s%ne cas be _desirable

) s, it .may to no
Lransmt. afots itk afeabYaRan’ A eon cOEROst cadbiont FayS b dis 2labPatd o
transmt abei teedtregCtlike Ckiddeo Bindr @calé pdtsntdiaNdy péas@sjdar theskevi deo

St gnal's whi,gh. CONALDEMNEN: 0t LADTELL: L e, ieGHELEDRYENRI chile Ui cket i

still controlTed inthe Te provides a way for ‘ensuring that the
cont ent owAdéscrelceicpsinpayrratormharheaprk hird payyrant zasignsr axieewpdg only or

for view ngnangi ¢ 6GRedirBEuctdiBES ockctirkS t Hig; y\alRicFa kb 8 dv AP Codt-ggc dat a
under consuper control in the STB which are used in this nmethod. Another
embodi nent © Eere“ﬁ'fed‘ure 4) uses a second watermark enbedder | ocated in the
STB 34 as a wat Br ridgkreeh@y keronb@he( Bigstémn kate ias our$ edhédwmsdt e=nd 139,t hhs net hod

of creat nQiXkQ@%%@chﬁQ%Qd Us iAW 90! Mpdtd 48R %ns‘é‘gé’ﬂ@p tsecrr%ﬁ@ksv‘? s
used. (Figure 4 shows elenents identical to those used in F gure 1A, or
similar, avddepesEmenkavyngtresmemiade Rbaberdecsiwitharaternadsd+¥f ifigure | A

with the | @bheras @omRR8BEEhictduret BBLEL U 4 itkekem i ¥hgwbdilracessuner
sel ection 6éll to view (but not, rei%dé@dthe ar}@hog vi deo S|fgnsl out put
fromthe STBT32%F & NI ROFRVETH° R e A Ch &SEBRS TR P P8t i on 61
is to viewMaRd da&corstretine vi deo signal output fromthe STB 34a is

Copy- Once: V+ i : d I ti 64
of Lo associ al S 1eehPae: Casa mhanarae- oo GieiRaend AN lEIE) %,

(The remai §dBf #d mevordegradel)i $TBgnyehegafalSTBs. gge unable to have

their internal microcontroller software upgraded. Thus they
treat the ticket T on line 21 as standard closed caption,
teletext or extended data. All of this information which is
provided to the STB is output in the analog video signal as
line 21 data.

Consumers with legacy STBs are not inconvenienced or
prevented from making a recording. This is a disadvantage from
the content provider’s standpoint, since he may in fact accrue
less revenue as a result. However, television industry
practice with respect to time shifting (video recording) may

indicate that such consumers should not be disadvantaged. Thus
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A watermark WL detector 66 first detects watermark WL. Ifno watermark WL i s
found, then recording (copying) is allowed since it is assuned free-copying
is available or the content has no copyright restrictions. If watermark W
is detected at 68, then the watermark W2 detector 72 detects watermark W2.
If W2 is not detected, then recording is allowed since this | defines the
one-copy-all owed state. The system "fails safe" in that recording is,

al lowed. Note that Wis typically sone predeterm ned function of the active

vi deo. Thetﬁ@idyssaﬁea@rdaso&ilaadi ReB® éﬂhairetshehusefhé Scdumerngsessarily

d b t te k d t
wat of mar keb e "o SRS IG SRS, FAB, TIAC GPRRY. STRRAPTHHSE, SREnBUTARS ¢ hem
wi t hout degnr adieig vhdedasgpatt i vas vshimo cmxntE‘egtlres lﬂe,rWleaﬂﬂl thl tthd f W2 is
det ect ed atfAnG MohBo\ils alhe %mL_Benl Etf‘eCQfa@'eQQafﬁ @iérp%@ gipgg this

defines the no- nDre copi es state. I's I's acconpl i shed by controlling
switch 76, VithiTch R Bt <Casgs@L( %g‘l#‘? oﬁfﬁfchr‘i*ﬁaFan?t 79)15 #%%et to be open.

Q herw se ¢¢ia1daBYe D&Y rﬂhtet @dhstmét Cdue’ & d Thel 0segadnd deisdga &f gfad
V+WL+W2 fr V\2 err\b,\ﬁdder r?f‘j' out ut fromswitch 76 to be recorded by the
r emai ni ng %ﬁ)t 43 own§ T T diitFe AP ¥nBP ?)bt?]t? HFETOFOPEERT b PAYZ3RFTVIRE vi deo
signal inpot rar-phe-astaiaterviéa halsis\lisuonteoVPedrisy ither sedtdedidon the
nmedi a 46a, h r_k ded in the video signal prior to
recordi ng onaﬁ: ih EBM%% AP\é\ZFE?%P%I d be recognized that in Figure 5,
whi | e separ at e N¢at ect wpgraged $2Bar én sarengrdagce\Wibhdivigs digedeswes in fact

be i npl enept&d den abiier SeHBL TdeRetbongd i QeREmbe as@fd MRy ah1skement with
internal reconfiguration as to allow differentiation of éf‘ang W2. This
OPFF LR

i npl enent atTOMas OF cBEF 3 PLadkvVEDRE B drite SWiskeBg ®F ayback of
nmedi a usi ngoritds: erbodderent Iins thi sptege ,bLﬂheI icopsameétesarn dedeet | evel of

security S'ﬁé:t%e'}o gh‘gg&@sg t_o s §ct| on t he g‘grgﬁp ‘ﬁ,‘% |h§__trr§gw red.
coO to

Al so, in many cases a-conp nge %fér eI Ipr u he pl ayer and
will ther e‘bySYFﬁSe\tént'l%‘ﬂb@Eht!@@Prééﬁt@sefﬂom M@ﬁnghgem@?@c &ds A system

Wi thout 1 hi& LAURh egrodg?h a %ttbhhabaslﬂ@éz%c%l aeéhrgﬁcwrfiac%ehr eismn, stl I
provi de val ue even w thout the added val ue of control. Wile

above descPPbeF e ERREER e (S‘lh§cf53§§dc?rf'fi’tbdé’n€&n?‘é§?s%f(Csf‘épéPQf%Y%Fé’xﬂ ces
for the sebetdypreaxah Sh)idtdrt bE tEGOEEd’Ii‘ﬂJ‘Vlttyhel‘eleVB drdityhiorg v ew paret | ude

the functig %_aglléy %k.pﬁtghett%%%ugg ggfe&EIdﬁg integrated into a single

apparatus. Figure e Syst em as descri bed above usi ng the sane
reference nunbéitss pondicaty s}ﬁowﬁgs‘!\h‘e“-%m ichet sy esercr8Fateni €ha cut put s

as shown \A@&mvéait%hag émmc@ﬁ%etf@/mt@%\m thcthe ;mtherwark and the
ticket (V+ 1-9'% ure 6B %l | at ed system havi nrgethgi STB 34
conmbi ned Wi CO?'% }&f r’rnﬁ ‘51 %Y & Fpafal iR ASSHRBWS e
out put si gtllaé tsalrwaanérbmadﬁ@rf,ed.nr tdeoélapdre 42 mpytdoes apyilchedupmort

recorder 5| s WECERT)doo SITILAC L ant NETRA] 8,48, Mo B Plavedgn pl ayer

86 outputting the video stream as %S the Vi the
wat er mar k ahbpws et SY%%'PP)GIT@?COFTE!E@I sth:m;e \rhgegonpures HorBiar mark (V+W .

It is appaé@mcélmt there,s@/&tter&f eLeFagé@@sS GA3ad 68 rRay Rvdaedohdn t he
above-descri bed system e |O%I ng t he above descri bed fi rshlﬁgat er mar k and

second wat 8Y Rk RBIT f g1 FYREST etori@rngon it e 88ove -
di scl osur epuspaldsecveéd texumrdeathassim | ar

After the conditional access sub-system 36 has stored the
indication of the consumer’s request, then the addition of the
ticket T to the video occurs. If the content is only to be
viewed, then the video is provided out of the STB 34 without
the ticket: V+W. If the content is to be viewed and recorded,
then the video is provided out of the STB 34 with the ticket:
V+W+T. BAdding the ticket T to the video V consists now of

either introducing the ticket data T in the encoder IC
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approach using the first watermark and second watermark nmay be applied to
controlling recording of audio. Hence Figure 7 shows a systemin nmany
respects simlar to that of Figure 4, however being adapted for providing
enhanced audio distribution with the possibility of paying to record. The
only structure labeled identically in Figure ? to Figure 4 is the system
operator headend 30. The other structures, although sonmewhat sim/lar, have
been redesignated to indicate that in this case they are adapted far audio

purposes. HeRegg w@e&@l&%mtpfﬂwﬁf‘é s34 suhigeh iéeztrfé‘h%@ﬂizcﬁ Oin g caudi o

mat eri al , enerates copy control 1 nformation CGMS IS applied to the
i nput  t er mAaFeBPARl atre AREPRT AL Fd@icuds legaked iRt ﬁé'P B&r m Hali®of which
is appli Ed t@r g eﬁdsddauchcowhlautox&l;grt@l af\. atABod esiddd I&ggﬁﬂlpu'f tHedi 0 \A\n th
wat er mar k A+WL vi a,conventi o n t.0 the
oyst em ope LGP IR Y 35CSRYOh (et enopRy ST e SABNE 1 Besdhphover
for instancde thpusatiglitiaflevbdeq ahionalel eksipnthh sRFr irembdobatsyt edmith t he
STS 96. STRulBulBCAdaBA aegneki IANY;sAggessaysianiel ockli Cltiist appl i ed
a consuner selfection on |iné B'96 al so I ncludes a wat er mar k
remar ker 16GF GRANEFPHAR enRYeERarfonmerd¥iachht rofB ¢ -condi ti onal access

system 98. The mtmgmrel@ AemMaRkerc ke taenrast MU sndvheecwat edmddecd audi o
streamin one_of t

eformlsthec once .and other is
copy- no- norAA31PH ‘6% %@FB% Ve W SrmsV ‘S%gﬁmﬁf’r&erﬁ%\l&?&‘tlf’ﬁé anal og
audi o A w tdf ehightdmitshawheinoddtall dmt FAbuwags3) nid uwdisndywat er mar k WL. The

associ at ed r r i i 0 na and
under controﬁw#&?{ﬁalr gjg%r gaél(%%%?o%se%gg?ﬁ%g%g r?l%’fa@?éeocgr gggégv@e@ d V\2 are
present andesaud gentxel Kanghiew 43. i (Tickehdlipe cHematangxrraeiarert8106 is

in the recr@i-pgr 086 dilkfeeby O Y-k aWdLe SiFRANAT\ BV £r ecord on
associ at ed rredl a 112. qugfure a shows a bl ock dlg‘g}ram of recorder 106 with

further detdil S8R PEERFPAE RS BT YBInPPEP DHEoR FoBWorties 6°
recorder 1&6ckscl ndesifa vhet eppalk A wddisebbohidd bt dayater maﬂ:dméée det ect or

116, and a e Wl tR! r rk W
det ect or %%%ﬁéglgﬁl ?g'?l g%€£¥&i |1?1 Ehg\ln%%?oéjn #‘ef'sleﬁ Thi s
is |ogi caI |2y wasabhae qater2erwbe h than |swdt§ht5@>nl%fcw$@slhéndvm‘@manﬁ W2 is
present. Ody rebobadh matier amusw@ae Preeserbcbsd siy tich a128weantth thier eby
preventi ngé[?gior di ng; 'H%‘ ervm swtch 128 is ¢l osed thereby conmmunicating
t he i nput BYWE h-1 t&&&@ M?%? RS MR 30 T Bﬁtkb?ftngc er mi nal
130 of recamghecontrol portion 108. It is to be understand that Figure 8
only shows the record control portion 108 of recorder 106, the remaining

portions which are not illustrated being the conventional recording
portions. This disclosure is illustWaFfv@l®End not limting; further
nodi fications will be apparent to one skilled in the art and are intended

to fall within the scope of, t ppended clal -15 Faqr.instance, the
present system &RdHeY od’wéltg @gdr"ﬁiﬁ'ﬁﬁ&ﬂsgﬂ oc"’]{\};ra?r]r&eg 8%0 fol | owi ng
vari ous st amthpadstor 197, cCuplhBb dhe CiWisiignal extracted by the

ticket/line 21 detector circuitry 52 to the output terminal of
switch 58. This output signal V+W is then coupled to the
actual recording part (not shown) of recorder 42, which is
conventional.

The pay-to-record feature has now been implemented. If
there is no ticket T detected by the record control 43 recorder
42, then this statement (comparison) is returned as no. This
would be the case if the consumer had chosen to only view the
content. If the wrong ticket T is accompanying the video,
perhaps because a recording of the video signal has already

been made, then again the statement is returned as false and

-G~




1. A nethod of contxoJ.li.ng copying of a video signal, conpris~.ng the
acts of supplxing the vzdeo signal (V); enbedding a watermark (W i.n the
vi deo signal; and providing associated data (T) in a predeterm ned | ocation
of the video signal, the associated data being related to the watermark in
a predeterm ned manner. 2. The method of Caim~., wherein the associ ated
data is a cryptographic va7.ue . 3. The nethod of Caim2, wherein the
cryptographic value is a hash function (F) of a seed (S) , arld the

vat er mark ichel becHAsihd li@Chbenpéémiét%dﬁaSth@ctmw cck-Ber hgshddancti . 0z~
of the seed. 4 The, nmet h d of 1, wherein he predg{}lﬁrm ned | ocat i on,

fox NTSC Twot-be @jdieisg nEeETrd%W ppRER: GECPER I fhEs TRABC Y nQut vi deo
signal to adekeal tsuliseqeentrdenpyedic tater(aaf t;hi:@nqaarsesmhg madseeik gener at or
(12); a hasgfj fungt| e ( ecel fromthe
seed genera 5F g%dél%l?%ﬁ?l %i‘é{}{-? mdg:?%pltgg%? f sea:é%lgnyé‘rl%fee& fA)
coupl ed t o thecépbpetidne Fsé@dgaﬁﬂr@@]@r aer QGM%@@rmfr K hfer (§F7Fi<¢|‘é ¥eedInand to
enbed the walier BREK dHe %r%%gfgpm tdRme@l- hhs bt néirdRontadnd

a' t xansm ssion channel coupled to transmit the resulting data and the

wat er mar kedf'vicdBé To a recei ver, the xesu~.ting data being transnitted

other than in arpiét uitférp@lbwﬁgoéaélh&h\él §@8eo-dontert £TBa eppar at us of
Claimb5, vvherelgﬁthe tergark iIs the hash function of. . the hash, functi on of

the hash fJCCFOIRPIMEHE 48eB° SR ANEERAYES of « PFURESFNg2E5H RS S gnal
(v) havi ng vdrthe rhe déheidrendtoe inat ke (p/!)a}and SaSSecgat ed At plé¥grsagednt 0
prevent unayhahLaed GaPHiNRelr P MG sl BRAkes GOTPRLSLED $he Agls of
etermining, Tn response to use er recordl ng of the v~.deo is
to be permT’t ed, Tlhea dsitvier ﬁpnaermrrl!ﬁsmilgsrréderyora, coy -cehencd Dfpst em (34)
at a destinathep 63 ié“eim‘ﬁlgﬁgnﬁé@”@é Sa Qﬂa.leeO%Ya'éef%‘&ﬁ%@ﬂpﬁ&en"%ﬁ%ttEd

transmtting fthe assaai ated data with the video sig by the copy control
systemto & rPOEEVHFHPIERHEAMRER %ﬂ%cwqdhé@wd%cg%rnm <H@§%|%q on,

wher ei n t hae-hsakel Faiik Fpidepefteter tiduied aﬁaammmgpmtael&hecraassom at ed

g?;gt Ogr a;ﬁrfeéﬂg;hOd Of Cl.al.r,n sémlconc?ucr{otrh%tggggglv?%t%d a%%gropi'lsataé

access circuit circuitry.) In any case, there is

conventionally an interface (the drive or semiconductor storage
control circuitry) to the actual recoxrding (storage) medium.
Then the drive (or appropriate circuitry) performs the
ticket incrementing to enhance security. (The player 52 may be
the recorder 42 of Figure 1A or a play only device.) Now at
the MPEG decoder 54 in the player 52, the watermark W is again
detected and checked against the current ticket T''. 1If a
match is found, then playing is allowed and play control is

implemented. 1In this case, the following equation must hold:

W= T/ = F( T ) =F (F(T))

An additional option under play control (also shown in
Figure 2) at this point is to apply to the video signal an
analog video copy protection of the type available from
Macrovision Corporation, such as automatic gain control and/or
color stripe. This has the advantage that further VHS analog

video copies are prevented (or at least are not usable) as well
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9. The nethod of Claim8, wherein. the cryptographic value ~.s a hash
function (F) of a seed (S) . and the watermark is the hash function of the
hash function of the hash Function of the seed. 10. The nethod of Claim7,
further conprising the acts of upon determi ning that recording of the video
Is to be pex'mtted, reporting by the copy Control systemto an accounting
system (35) that recording is to be permtted; and charging a fee to a

reci pient of the video signal by the accounting systemfor permtting-~the

recording. 5 ntfé_addl&mffals"chg&@glb%pﬁ%s”f)wgh@h CRENGSHEL JpRndb{ €l evi sion

receiver, conprising; an input term na apted to receive a video signal
(V) i ncl udeHERReRst Wi frvaterazkddebesh sl . ve associ ated data (T), the

associ at ed dat arm_ewageméﬁi lbsk@ibbe N@t&IMak ba ﬁm@Ieﬁtt&ﬁteﬁnhﬁed manner; a

condi ti onal cces (36 V|n a control term ece|V|ng a
user sel ecPiBIFT & éﬁg%) rer{bt %’gl'dl “ﬁwé’ ggoca A Ay Og é ¢onbi ner
(38) havi ngs%pqi@medowatemnmralngcsupﬁered tRpmnn@uapqe tief hheal . of the
condi ti ona, G9NEY N em (cBal) ; Qngvéffe?dl\é' g LBge idleQ signal . fromthe

I nput term na and ﬁaw ng an output termnal, wherein the éonbi.ner (3s)
out puts t heukfiigdensi gaks cWt"’h sdRIhpt Fbrtd t Hdelis oeHEE kel antdy LATYIRsponse to
the condi typsnale dECaS6aCoUt I calZiel NQusettna@PnBOKifd drgiifgll, further

conpri si ng canneCtio o an _ypl.i nk{éSQ erei n the conditional
access con‘f‘?%?an(lgé‘)s f‘f"ﬁ%s’?ﬁ ta§ptldgiihe I?‘%ﬂ? ﬁ?%ﬁ"’i’éﬁo “of user
sel ecti on. wdSermBHrkingt sy @arafiesl a+h31tﬂsl,pemhétreme t irewevesoondyetdl data i s

a Cxypt ogxgplhi Gr.o %bﬁﬁlﬁéﬁzf) th§8£1£$ds%‘;’e eirp leéénla 4%&@?% ;gém“ sing

a video recorder cou O reco o Si
met hod of ogeded ifeg athedaraseGOFdtr Segwiiy sﬁ’eﬁgoﬂﬁel‘aclt% d@ﬁlrﬁébél‘w ng an
i nput vi degssi Hnal-pvhaviess aherheddede vatardar kn(d) exssk awbeaiatetk dat a

() ; det egztaép?i etgemﬁg.tg&nr\mg 16d E‘gg\g.ls-\fr]:gtﬁ h%easaggglaftnumberag%; frames
dependent on the transport protocol employed based on the
digital communication system design. Thus one embodiment
requires typical communication protocols such as PPP which
employ start and stop characteristics. Due to the nature of a
video communication channel, it may be desirable to employ some
form of forward error correction. Reed-Solomon encoding is one
example of a forward error correction code that is commonly
used for this purpose.

Some embodiments also employ 16-bits per field when
carrying the ticket on line 21. Thus, both the ticket
processing and watermark processing require buffers for storage
such that decisions can be delayed and timed to occur when
whole data values are available. Design of these types of
buffers is apparent to those in the video and digital
communications fields in light of this disclosure.

While the above disclosure is of a method using line 21 of
analog video to carry the ticket between the STB and recorder
to enable pay-to-record features, any combination of a
watermark and consumer controllable information in an STB could
be used. This approach is also not limited to any particular
TV standard. In particular, other video lines could be used to

hold the ticket as long as they have the desired
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subj ecting the associated data to a predeterm ned conpression function; and
-19 al 7.owmi ng recording of the input video signal only if the detected

wat ermark mat ches the result of the conpression functipn_ 16. The nethod of
Claim15, wherein the Conpression uriction is a nmultip2e hash function) 17.
xha met hod of C aim 15, wherein the data is an a predetex~nined video |line
I X~ the vertical blanking i.nter,ral o the video signal.. 18. The nethod of
Claim 15, wherein the data is a cryptographic value. 19. A video recorder

(42), CONYHaHaRerfdkidy &t aggn«_&,ot@aﬂ&mrt@angor@ﬂé @@B am kNRgndor C for
recei ving deo 5| nal to be recor lum a watermark detector

(50) couplsé’cf\(‘tﬁ EhetFHh R Bt SORETRL ddg’tYeE Src?%?)me&oGBFBHglﬁotkt%e i nput
port tv dedmect data at a predeterm ned | ocation in the video' s~.gnal :
and a pr ocessor (gdcﬁt o upll%d %‘ cgré)arles’ the geEggﬁsqg \g%tde rk to a
conpr essi on functlon 0 enabre recorof' he vi deo

si gnal ont@qmlnﬁ@t@ﬁaq&t ﬁécbjomafrﬁ%ﬁ”i‘ls (éFm@\ﬂre'QoorThe MHeo

recor der Oefmghaaarit&tmaew)netbgacyiga{aqssmeemf HREL4MA) 5 & GePASh Function
of a hash ful™-,ction of the data. 21.” The video recorder of Claim19,

wher ei n t h&FSFQFSeFs high haggPaprage \%ﬁﬂi’é’llltXOtherQ?heAtﬁfEFﬁEd"%?
controlli ng:lpllabengoﬁrcﬂl.l\édd&ﬁ Shgr&rarecmr d8dsOotage MedieU Mrafidiid¥di®nng t he

acts of: 9.kl cl8 vi.deo si g fromth m. det ect i a wat er mar k
(W in the vﬁé@g z’faqsmlﬁestlectlﬁatlbea or(rff%agg%%&at &d ARCPH ?ﬁseh%ﬂ deo
si gnal ; suhjd ébei wgt¢mnira(ttactcgt acmxrmounstmhbtdmr(eﬁ) theapapy-

state. In these situations, the ticket could be transmitted

using the MPEG User data descriptor. In some cases, it may be
desirable to not transmit any ticket at all, but in other
cases, 1t may be desirable to transmit an incorrect ticket.

There are also other places in these video signals which
could be usgsed to transmit the ticket; however, the ticket is
still controlled in the STB. The STB provides a way for
ensuring that the content owner receives payment, whether that
payment is for viewing only or for viewing and recording.
Thus, it is the watermark and associated data under consumer
control in the STB which are used in this method.

Another embodiment (see Figure 4) uses a second watermark
embedder located in the STB 34 as a watermark remarker 60. (No
ticket is used here.) In this method of creating video and
record or view only video, a second watermark W2 is used.
(Figure 4 shows elements identical to those used in Figure 1A,
or similar, and thereby having reference numbers similar to
those of Figure 1A with the letter “a” appended.)

In the Figure 4 system, when the consumer selection 61 is
to view (but not record), the analog video signal output from
the STB 34a is No-More-Copy: V+W1+W2. When the consumer
selection 61 is to view and record, the video gignal output
from the STB 34a is Copy-Once: V+Wl. Under these
circumstances, the record controcl portion 64 of the associated
recorder 42a operates as shown in detail in Figure 5. (The

remainder of recorder 429 is conventional.)
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allowing further playing of the video.signal only if the watermark matches
a result of the conpression function operating on the data. 23. ~'he nethod
of Caim22, further Conprising the act of applying an anal og copy
protect~.on signal, to the played va,deo. 24. The nethod of C aim 22,
wherein the conpression function is a hash Function. 25. The nethod of

Cl ai m 22~ wherei x~ the data is a cryptographic value. 26. A video pl ayer
(52) conprising: an interface to a recording nedium (46) which outputs a

vi deo signal; a waiterfakk Weletledtor5ds €0t ekt tbewst demddke wii. deor.

I; a data det d (50)~to_det dat d with th
Vi Qoo i gnilp. Ve RRRO Lo CSTbACPes) T O THEGCEPRPE Ot OB oAnd

dat a~det ecsoncarvd: Vitsi e samdq @tes:-t:beydagem edraddiableoon Tmpmoasenon
function apdsCoMRAsES1LHE YELEURIKNLO arf GRifidnabil e LOTRIRREEAN, UNCL i On

operating on t and further playing only if the comparison is
a match. -8, then theevwiteemryl Hefebectrrnit Z%teﬁﬁérléi"?ﬁlf“\‘?éfkcéyﬁpreggl on

g unctlggs | f2aidasdt fdémgtztt:e@n @Terﬁr@&&hdﬂ@ﬁid enllowaa ggﬁ'@eA\H}d.%O pl ayer of
alm reln e data IS Ccr ra I C _val ue
ki s PR e g - Coltea L el BREE LN R R Es e B ST the
signal , coppat sremprdiagads sabfowsdppl yong tllma: audiso tgpivalleo @m@nal (V)
enbeddi ng ﬁré{i#éém tdeEs{IREéﬁdénV‘@f ':ﬂet De. Andin 2~ V‘rgéoﬁ 5&%‘

o % ng a second

transmtti e Vi or  au 0 a user,;
wat er mar k pmymmh@ ﬁpdéba‘brtlmjdllserswnmt |urmelce§sénstto an action by

the user. %Qco&?@nﬂ&ﬂc‘&&db?ffﬁéié Qtlwe&@céﬁﬁ‘ax&chb%c@yoﬂém gper i-s an
i ndication rel at] ngﬁéﬁﬁ@gxm&nt A nmet hod o~ marking a videa or audio

si gnal havBRBeEH e ﬁ%t%‘r%r’”ﬁ"?%}n?% td]'ee\féﬁtrlﬁnaﬂf hots ZédSRopyi ng of
t he signal imagepr iRdndgibbethet widtthout degrading the base active video

content is very difficult.

If W2 is detected along with W1 at 72, then no recording
is allowed since this defines the no-more copies state. This
is accomplished by controlling switch 76, which in this case
(yes from comparator 70) is set to be open. Otherwise
(recording permitted) switch 76 is closed and video signal
V+W1+W2 from W2 embedder 74 is output from switch 76 to be
recorded by the remaining (not shown) conventional portions of
recorder 42a. If the video signal input to the recorder 42a
has W1l but no W2 and is recorded on the media 46a, then the
watermark W2 is embedded in the video signal prior to recording
on the media 46a.

Also, it should be recognized that in Figure 5, while
separate detectors 66, 72 are shown for Wl and W2, these may in
fact be implemented in the same functional hardware (or
software) element with internal reconfiguration as to allow
differentiation of W1 and W2. This implementation is readily
achieved by one skilled in the art. Playback of media using
this embodiment is simpler but it provides a lower level of
security since no checking or detection of the watermarks is
required. Also, in many cases a compliant recorder will be
coupled to the player and will thereby prevent subsequent

copies from being generated. A system without this coupling
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determining in response to user input if recording of the video or audio
signal i~s to be prevented; if recording ie to be prevented, add~.ng a
second watermark (W2); and transmtting the video or audio signal with the
first and second watermarks. 32. The nethod of C aim 31, further conprising
the acts of ; deciding if the recording is not to be prevented; reporting
that recording is not to be prevented; arid charging a ee for not
preventing the recording. ~22 33. The nethod of C aim 31, uxther

conpri si ngsthe1 agdss vahukt sm@@rfadaﬁdl goRerA tdRfl stietopbnid Ralandi o or
vi deo sigxial; and add%Bg L the recor ed audi o or video signal- the second
v

wat er mar k. €489 Rthquey R o IE§dPE BHYY (G Fox connection to an
associ at ed r ecewivicre, thenpboser4psdm1bedpuys¢émsnanﬂ dadapbs£t tim theei ve a
vi deo or a%Q 09%%' FX tldvices 2oFOPAL LGN, %‘?gs? ”” | fg6al
havi ng a COREFOr tBr M Al “For receiving a selection ? enab i ng
recordi ng @fﬂcorréewll dderer iaurkthigigyital pracllwd%rtrmr Eunabeeliarii ty6 0¥ f or

enbeddi ng BoeRCOLed: RLEEEB Ke {P)i n2BErRaNE Nthd, %OQEEQ!Let%SﬂHﬂ&%hsCOUm ed to
an output termnal of the conditional "access coi ~tro7 a) and receiving

the video SFINERI Y SGWSI Epe~-S¥AYem ﬁ@n@?ﬁ%“r]?ﬁﬁjtabl"éﬁem*ﬂh’i‘g ra’i’r‘?ds’ﬁQ% ng an
out put ter reBakensdhelumbershebwt dABOEhawihg tHegrimplliahtidekayierf BoSt

wat er mar k e e| t he vat e nar k .enbe der t.put s |d 0. Qr, audlo si gha
with the fﬁﬁg Ek%ﬂggoﬁ ?%ﬁrﬁﬁﬁ? pQ éggse dﬁatﬁé Cghdltlgﬁa| access
control. with the watermark and the tlcket (V+W+T”)

Figure 6B shows a related system having the STB 34
combined with the recorder 42 in a single apparatus 84. As
shown, the output signal stream from the recorder/player 42 may
be applied to a recorder 88 if W=F(F(T)). Similarly, the media
46 may be played on player 86 outputting the videc stream as
shown, which is the video with the watermark and ticket
(V+W+T"”)} or merely the video with the watermark (V+W).

It is apparent that the sgsystems of Figﬁres 6A and 6B may
be used in the above-described system employing the above-

+  described first watermark and second watermark method for
controlling recording.

While the above disclosure is directed to video, a similar
approach using the first watermark and second watermark may be
applied to controlling recording of audio. Hence Figure 7
shows a system in many respects similar to that of Figure 4,
however being adapted for providing enhanced audio distribution
with the possibility of paying to record. The only structure
labeled identically in Figure 7 to Figure 4 is the system
operator headend 30. The other structures, although somewhat
similar, have been redesignated to indicate that in this case
they are adapted for audio purposes.

Hence the content provider 90, which is the source of the
audio material, generates copy control information CGMS which
is applied to the input terminal of a watermark embedder 92, to
the other terminal of which is applied ordinary audio input

signal A. The resulting output audio with watermark A+Wl is

-14-~



35 _ The set top box of Claim34, further aonp~rising: a connection to an
uplink or conmputer network, wherein the conditional access control

transmts on the uplink/network an indi.cati.on of the selection. 36~ A

vi deo or audi o recorder (42a), conprising: an ~.nterface to recording

medi unmy an input port for receiving a video or audio signal to be recorded,;
23 a watermark detector {66, 72) coupled to the input port; a processor
(68, 70) coupled to receive azz indication of detected watermarks, and to

prevent reeghMimikaded, NeiXi &QH it idHdd. ShahHd, @Bt ehtheysm lb?%k&té%
pxedet ex- M0, S d AE TRLER Al deLgel sealzgnsdlg%a%ﬁwﬁ&g Sihedder {74)

aperati vel
. Al . AYr . A9EoA3E&nstAsiceA+Ehé\Ofher.eA 1AL 8. érrcd%lertemevdsABnrdi%ﬁryhﬁShoAFf9.A

SL. Al H@.. ASSLA §5lerft sl odt AldrePogAl hby A2 AL 22088 P TIM L o
system 98 to which is applied a consumer selection on line 100.

The STB 96 also includes a watermark remarker 102 which
adds watermark W2 under control of conditional access system
98. The watermark remarker 102 then outputs the watermarked
audio stream in one of two forms. One form is the copy-once
and the other is copy-no-more. In other words, the two forms
are A+W1l or A+Wl+W2, the analog audio A with or without
watermark W2 but always including watermark Wl. The associated
compliant recorder 106 receives this analog audio signal, and
under control of its record control 108, does not record if Wi
and W2 are present and adds W2 to the audio if it is not
present and recorder 106 is in the recording mode, thereby
outputting audio stream A+W1l+W2 to record on associated media
112.

Figure 8 shows a block diagram of recorder 106 with
further detail, showing how the record control portion 108 of
audio recorder 106 includes a watermark Wl detector 114, a
watermark W2 detector 116, and a watermark W2 embedder 118.

The signal output from watermark W1l detector 114 is the
indication of watermark Wl being present at 122. This is
logically combined at 124 with the indication of whether
watermark W2 is present. Only if both watermark are present is
switch 128 opened, thereby preventing recording; otherwise
switch 128 is closed thereby communicating the input audio with
the added watermarks A+W1l+W2 on the output terminal 130 of
record control portion 108. It is to be understand that Figure
8 only shows the record contrel portion 108 of recorxrder 106,
the remaining portions which are not illustrated being the
conventional recording portions.

This disclosure is illustrative and not limiting; further
modifications will be apparent to one skilled in the art and

are intended to fall within the scope of the appended claims.
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)) *I *R+, n- - *?NMB7! embedding a watermark (W) in the video signal; and
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related to the watermark jin a predetermined manner.

2. The method of Claim 1, wherein the associated data is
a cryptographic value.

3. The method of Claim 2, wherein the cryptographic
value is a hash function (F) of a seed (S), and the watexmark
is the hash function of the hash function of the hash function
of the seed.

4. The method of Claim 1, wherein the predetermined
location, for NTSC TV, is video line 21.

5. An apparatus for processing an input video signal to
control subsgequent copying thereof, comprising:

a seed generator (12);

a hash function generator (16) coupled to receive a

" seed from the seed generator and output resulting data;

a watermark generator (24) coupled to receive the
seed and generate a watermark from the seed, and to embed
the watermark in a picture portion of the input video; and

a transmission channel coupled to transmit the
resulting data and the watermarked video to a receiver,
the resulting data being transmitted other than in a
picture portion of the video.
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10]]'6&10@@J&f6) g6&LeyBgPéra gy . 9f Claim 5, wherein the watermark is

52780 LohEk, SAQEG L bEIPUAL s 1o IR (s RAGKERG, 10m 0% (|
C,

r& ()- yLZIQME&é@ﬁ F1z10% &' ()-! &10%FzF& ()-'!&&10%z& ()-'!&&10%z& () -

YARA' A( A, AAA{ YT! " O&lO@&z&f()-'00&10%&f()-'@&0&100'"&f()- 10z 10z 10z

; &10%2 & () -! 4&10%22&'() yABoDvDWDxDyD; F8I } <!, 110%& ()-1,!10%& ()-1 10
. A method of processing a video gignal (V) having an

embedded watermark (W) and associated data (T) so as to prevent
unauthorized copying of the video signal, comprising the acts
of:
determining, in response to user input, whether
recording of the video is to be permitted, the
determination being made by a copy control systefn (34) at
a destination of the vides signal; and
only if recoxding is permitted, transmitting the
asgociated data with the video signal by the copy control
system to a recording mechanism (42) at the video signal
destination, wherein the watermark has a predetermined

relationship to the associated data.

8. +The wmethod of Claim 7, wherein the asgsociated data is
a cryptographic value.

9. The method of Claim 8, wherein the cryptographic
value is a hash function (F) of a seed (8), and the watermark

is the hash function of the hash function of the hash function
of the seed.

10. The method of Claim 7, further comprising the acts
of:

upon determining that recording of the video is to be

permitted, reporting by the copy control system to an
' accounting system (35) that recording is to be permitted;

and

charging a fee to a recipient of the video signal by
the accounting system for permitting the xecoxding.
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a combiner (38) having a control terminal coupled to
an output terminal of the condltlonal access control (36)
and receiving the video signal from the input terminal,
and having an output terminal, wherein the combiner (38)
outputs the video signal with or without the associated
data in response to the conditional access control.

12. The set top box of Claim 11, further comprising:

a connection to an uplink (39), and wherein the
conditional access cantrol (36) transmits te the uplink an
indication of user selection.

. 13. Tﬁe set top box of Claim 11, wherein the associated
data is a cryptographic value.

14. The set top box of Claim 11, further comprising a
video recorder coupled (42) to record the output video signal.

15. A method of operating a video recorder, comprising
the acts of:'

receiving an input video signal having an embedded
watermark (W) and associated data (T);

detecting the watermark;

detecting the associated- data;

subjecting the associated data to a predetermined
compresgion function; and
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16. The method of Claim 15, wherein the compression
function ig a multiple hash function,

17. The method of Claiwm 15, wherein the data is on a
predetermined video line in the vertical blanking interval of
the video signal.

18. The wmethod of Claim 15, wherein the data is a
cryptographic value.

19. A video recorder (42), comprising:

an interface to a recording medium;

an input port for receiving a video signal to be
recorded on the medium;

a watermark detector (50) coupled to the input poxt;

a data detector (52) coupled to the Jnput port to
detect data at a predetermined location in the videao
signal;'and

a processor (57) coupled to compare the detected
watermark to a compression function of the data; and to
enable recording of the video signal onto the medium if

the comparison is a match.
20. The video recorder of Claim 19, wherein the

compression function is a hash function of a hash function of
the data.

21. The video recorder of Claim 19, wherein the data is a
cryptographic value. ~ '
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22. A method of controlling playing of a video signal
recorded on a mediuwm, comprising the acts of:
playing the video signal from the medium;
detecting a watermark (W) in the video signal;
detecting data (T) associated with the video signal;
subjecting the data to a compression functien (F);
and
allowing further playing of the video. signal only if
the watermark matches a result of the compression function

operating on the data.

23. The method of Claim 22, further comprising the act of
applying an analeg copy protection signal to the played video.

24. The method of Claim 22, wherein the compression
function is a hash function.

25, The method of Claim 22, wherein the data is a
cryptographic value.

26. A video player (52) comprising:
' an interface to a recoxding medium (46) which outputs
a video signal; |

a watermark detector (54) coupled to receive the
video signal;

a data detector coupled (50) to detect a data
associated with the video sgignal;

a processor coupled (54) to the watermark detector
and data.detector and which subjects the detected data to
a compression function and cowpares the watermark to a
result of the compression function opérating on the data
and allows further playing only if the comparison is a
match.
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functlon is a hash function of a hash function.

28. The video player of Claim 26, wherein the data is a

cryptographic value.

29. A method of marking a video or audio sigmal to
prevent unauthorized copying of the signal, comprising the acts
of:

supplying the audio or video signal (V);

embedding a first watexrmark (Wl) in the audio or-
video signal;

transmitting the wvideo or audio signal to a user; and

embedding a second watermark (W2) in the video ox
audio signal in response to an acti&n by the userxr.

30. The method of Claim 29, where the action by the user
ig an indication relating to payment.

31. A method of marking a video or audio signal having an
enbedded watermark (W1l) to prevent unauthorized copying of the
signal, comprising the acts of:

determining in response to user input if recording of
the video or audio signal is to be prevented; '

if recording is to be prevented, adding a second
watermark (W2); and

transmitting the video or audio signal with the first

and second watermarks.

32. The method of Claim 31, further comprising the acts
of:
deciding if the recording is not to be prevented;
reporting that recording is not to be prevented; and
charging a fee for not preventing the recording.
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34. A set top video or audio box (34a) for comnnection to
an associated receiver, comprising: '

an input terminal adapted to receive a video oxr audio

" signal (V4+Wl1);

a conditional access control (36a) having a control
terminal for receiving a selection (61) enabling recording
of the video or audio sigmal;

a watermark embedder (60) for embedding a second
watermark (W2) and having a control terminal coupled to an
output terminal of the conditional access cohtrol (36a)
and receiving the video or audio signal (V+Wl) from the
input terminal, and having an output terminal, wherein the
video or audio signal includes a first watermark; wherein
the watermark embedder outputs the video or audio signal
with the first and second watermarks in response to the

conditional access control.

35. The set top box of Claim 34, further comprising:

a connection to an uplink or computexr network,
"wherein the conditional access control transmits on the
uplink/network an indication of the selection.

36 - A video or audio recorder (42a), comprising:
an interface to recording wedium;
an input port for receiving a video or audio signal

to be recorded;
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video or audio signal onto the medium if two predetexrmined
watermarks are detected; and

a watexrmark ewbedder (74) operatively coupled to the
processor.
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