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GENERATING AN ASYMMETRICAL KEY PAIR COMPRISING A FIRST PUBLIC KEY AND A | 201
FIRST PRIVATE KEY, AND SENDING A DATA REQUEST CARRYING THE FIRST PUBLIC
KEY TO A SERVER

v

RECEIVING A CIPHERTEXT AND A SECOND PUBLIC KEY SENT BY THE SERVER,
WHEREIN THE SECOND PUBLIC KEY IS A PUBLIC KEY IN AN ASYMMETRICAL KEY PAIR
OBTAINED BY THE SERVER, THE ASYMMETRICAL KEY PAIR OBTAINED BY THE /"202
SERVER FURTHER COMPRISES A SECOND PRIVATE KEY, AND THE CIPHERTEXT 1S
INFORMATION OBTAINED BY ENCRYPTING A SEED PARAMETER FOR GENERATING AN
OFFLINE PAYMENT CODE USING A SHARED KEY; THE SHARED KEY IS AKEY
GENERATED BASED ON THE SECOND PRIVATE KEY AND THE FIRST PUBLIC KEY USING
A PRESET KEY-AGREEMENT ALGORITHM

Y

GENERATING A SHARED KEY BASED ON THE FIRST PRIVATE KEY AND THE SECOND
PUBLIC KEY USING THE KEY-AGREEMENT ALGORITHM, AND USING THE SHARED KEY
TO DECRYPT THE CIPHERTEXT TO OBTAIN THE SEED PARAMETER

FIG. 2

RECEIVING A DATA REQUEST CARRYING A FIRST PUBLIC KEY AND SENT BY A CLIENT,
WHEREIN THE DATA REQUEST IS FOR REQUESTING THE SERVER TO RETURN A SEED | —301
PARAMETER FOR GENERATING AN OFFLINE PAYMENT CODE, THE FIRST PUBLIC KEY
1S A PUBLIC KEY IN AN ASYMMETRICAL KEY PAIR GENERATED BY THE CLIENT, AND
THE ASYMMETRICAL KEY PAIR GENERATED BY THE CLIENT FURTHER COMPRISES A

FIRST PRIVATE KEY

L

OBTAINING AN ASYMMETRICAL KEY PAIR COMPRISING A SECOND PUBLIC KEY AND A 302
SECOND PRIVATE KEY, AND GENERATING A SHARED KEY BASED ON THE SECOND o
PRIVATE KEY AND THE FIRST PUBLIC KEY USING A PRESET KEY-AGREEMENT
ALGORITHM

L

USING THE SHARED KEY TO ENCRYPT A SEED PARAMETER TO WHICH THE DATA
REQUEST CORRESPONDS, AND SENDING A CIPHERTEXT OBTAINED FROM 303
ENCRYPTION AND THE SECOND PUBLIC KEY TO THE CLIENT SO THAT THE CLIENT
GENERATES A SHARED KEY BASED ON THE FIRST PRIVATE KEY AND THE SECOND
PUBLIC KEY USING THE KEY-AGREEMENT ALGORITHM AND USES THE SHARED KEY
TO DECRYPT THE CIPHERTEXT TO OBTAIN THE SEED PARAMETER
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