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different message, namely an RRC connection reconfiguration message which does not include 

a handover command (i.e. without mobility control information). 

The re-initialization of the communication between the mobile station and the secondary base 

station is based on the incremented freshness counter in that a new security key S-KeNB is 

derived for the communication there between under the control of the master base station. In 5 

this respect, the mobile station and the secondary base station are capable of establishing the 

secure communication link, after detection of the potential security breach, using the same, 

derived security key S-KeNB.  

As the above procedure is so different from what is presently carried out upon detection of a 

potential security breach, independently from the above, the following suggested improving the 10 

re-establishment of security within a secondary cell group. 

According to another embodiment of the invention, a mobile station (i.e. UE) is suggested, the 

mobile station being initialized for communication with a master and a secondary base station in 

a wireless communication system, wherein the mobile station receives from the master base 

station a reconfiguration message (for example an RRC connection reconfiguration message) 15 

which includes a freshness counter.  

For clarification purposes only, it shall be emphasized that the reconfiguration message does not 

include a handover command. 

In response to receipt of the reconfiguration message, the mobile station derives a security key 

S-KeNB for the communication with the secondary base station. More particularly, the mobile 20 

station derives the security key S-KeNB based on the incremented freshness counter included in 

the re-configuration message.  

The secondary key S-KeNB, is subsequently used, by the mobile station, for re-initializing the 

communication with the secondary base station, thereby enabling the mobile station to establish 

a secure communication link with the secondary base station. 25 

Notably, the re-configuration message received from the master base station includes the 

incremented freshness counter. Accordingly, the mobile station can derive that it is to trigger re-

initialization of the communication with the secondary base station. In other words, should the 

re-configuration message not be for the communication with the secondary base station no 

incremented freshness counter would be included therein. 30 
























































































