CLAIMS

What is claimed is:

1. A computer-implemented method for blockchain network data element processing and
storage, the computer-implemented method comprising:

receiving, by a blockchain data element processing server and from a client computing
device, a request to store a data element into a blockchain network, the request comprising
identity information of the client computing device, wherein the blockchain data element
processing server stores a black library;

determining, by the blockchain data element processing server, whether the client
computing device is authorized to store the data element in the blockchain network based on
the identity information of the client computing device;

in response to determining that the client computing device is authorized to store the
data element in the blockchain network, determining, by the blockchain data element
processing server and using the black library, whether the data element is a sensitive data
element; and

in response to determining that the data element is not a sensitive data element,
transmitting, by the blockchain data element processing server and to the blockchain network,
a blockchain data element generated based on the data element and that is signed using a private
key of the blockchain data element processing server, wherein the blockchain data element
comprises an encrypted data element and a hash value of the data element, the encrypted data
element comprising the data element that is encrypted using an encryption algorithm;

receiving, by the blockchain data element processing server and from the client
computing device, a request to obtain the data element in the encrypted data element, wherein
the request comprises the encrypted data element, and wherein the encrypted data element is
retrieved by the client computing device from the blockchain network bypassing the
blockchain data element processing server; and

sending, by the blockchain data element processing server, the data element to the client

computing device.

2. The method of any preceding claim, further comprising:
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in response to determining that the client computing device is not authorized to store
the data element in the blockchain network, declining, by the blockchain data element

processing server, the request from the client computing device.

3. The method of any preceding claim, further comprising:
in response to determining that the data element is a sensitive data element, declining,

by the blockchain data element processing server, the request from the client computing device.

4. The method of any preceding claim, wherein the black library comprises a plurality of
sensitive data elements, and wherein determining whether the data element is a sensitive data
element according to the black library comprises performing a comparison between the data

element and the plurality of sensitive data elements in the black library.

5. The method of claim 4, wherein the plurality of sensitive data elements in the black

library comprise one or more keywords under surveillance or censorship.

6. The method of any preceding claim, wherein the blockchain network verifies a digital
signature of the blockchain data element from the blockchain data element processing server,
and in response to determining that the digital signature is valid, stores the blockchain data

element.

7. The method of any preceding claim, further comprising:

receiving, by the blockchain network and from the client computing device, a request
for a data element stored in the blockchain network;

determining, by the blockchain network, whether the client computing device is
authorized to obtain the data element; and

in response to determining that the client computing device is authorized to obtain the
data element, sending, by the blockchain network, a response to the client computing device,

the response comprising the encrypted data element.

8. The method of any preceding claim, further comprising:
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receiving, by the blockchain network and from the client computing device, a request
for a data element stored in the blockchain network;

determining, by the blockchain network, whether the client computing device is
authorized to obtain the data element; and

in response to determining that the client computing device is not authorized to obtain
the data element, rejecting, by the blockchain network, the request for the data element from

the client computing device.

9. The method of claim 7, further comprising:

receiving, by the blockchain data element processing server and from the client
computing device, a request to obtain the data element in the encrypted data element;

determining, by the blockchain data element processing server, whether the client
computing device is authorized to obtain the data element;

in response to determining that the client computing device is authorized to obtain the
data element, obtaining, by the blockchain data element processing server, the data element
from the encrypted data element using a decryption algorithm;

determining, by the blockchain data element processing server, whether the data
element is a sensitive data element; and

in response to determining that the data element is not a sensitive data element, sending,
by the blockchain data element processing server, the data element to the client computing

device.

10. The method of claim 7, further comprising:

receiving, by the blockchain data element processing server and from the client
computing device, a request to obtain the data element in the encrypted data element;

determining, by the blockchain data element processing server, whether the client
computing device is authorized to obtain the data element; and

in response to determining that the client computing device is not authorized to obtain
the data element, rejecting, by the blockchain data element processing server, the request from

the client computing device to obtain the data element in the encrypted data element.
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11. An apparatus for blockchain network data element processing and storage, the
apparatus comprising a plurality of modules for performing the method of any one of claims 1

to 10.

12. A system for blockchain network data element processing and storage, the system
comprising:

one or more processors; and

one or more computer-readable memories coupled to the one or more processors and
having instructions stored thereon that are executable by the one or more processors to perform

the method of any one of claims 1 to 10.
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