METHODS AND A COMPUTING DEVICE FOR DETERMINING WHETHER A
MARK IS GENUINE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims the priority benefit of U.S. Provisional Patent
Application 62/307,901, filed on March 14, 2016 and incorporated herein by reference.

TECHNICAL FIELD

[0002] The present disclosure is related generally to anti-counterfeiting technology and,
more particularly, to methods and a computing device for determining whether a mark is

genuine.

BACKGROUND

[0003] Counterfeit products are, unfortunately, widely available and often hard to spot.
When counterfeiters produce fake goods, they typically copy the labeling and bar codes in
addition to the actual products. At a superficial level, the labels and bar codes may appear
genuine and even yield valid data when scanned (e.g., decode to the appropriate Universal
Product Code). While there are many technologies currently available to counter such
copying, most of these solutions involve the insertion of various types of codes, patterns,
microfibers, microdots, and other indicia to help thwart counterfeiting. Such techniques
require manufacturers to use additional equipment and material and add a layer of

complexity to the production process.
SUMMARY OF INVENTION

[0003a] According to a first aspect of the present invention, there is provided, on a
computing device, a method for determining whether a candidate mark is genuine, the
method comprising:

receiving a captured image of a genuine mark;



measuring, using the captured image, a characteristic of the genuine mark at a
plurality of locations within the genuine mark, resulting in a set of metrics for the
characteristic for the genuine mark;

generating, based on the set of metrics, an electronic signature for the genuine mark;

repeating the receiving, measuring, and generating steps for each of a plurality of
genuine marks, resulting in a plurality of genuine signatures;

carrying out a statistical correlation analysis of the plurality of genuine signatures;

determining, based on the statistical correlation analysis, which signatures are
sufficiently correlated to indicate that the marks they represent were printed on the same
printer;

based on the correlation determination, clustering the genuine signatures of the
plurality into a plurality of clusters;

generating a sibling signature for each of the plurality of clusters;

receiving a captured image of a candidate mark;

measuring, using the captured image, a characteristic of the candidate mark at a
plurality of locations within the genuine mark, resulting in a set of metrics for the
characteristic for the candidate mark;

generating, based on the set of metrics, an electronic signature for the candidate
mark;

comparing the electronic signature of the candidate mark with the sibling signature
of each of the plurality of clusters to identify which cluster is the best match for the
candidate mark;

comparing the electronic signature of the candidate mark to each of the electronic
signatures of the cluster identified to be the best match;

determining whether the candidate mark is genuine based the comparison of its
electronic signature with each of the electronic signatures of the cluster identified to be the

best match; and

la



generating a message to a user based on the genuineness determination.

[0003b] According to a second aspect of the present invention, there is provided, on a
computing device, a method for determining whether a candidate mark is genuine, the
method comprising:

receiving a captured image of a genuine mark;

measuring, using the captured image, a characteristic of the genuine mark at a
plurality of locations within the genuine mark, resulting in a set of metrics for the
characteristic for the genuine mark,

wherein the plurality of locations corresponds to a plurality of location identifiers;

generating, based on the set of metrics, an electronic signature for the genuine mark;

repeating the receiving, measuring, and generating steps for each of a plurality of
genuine marks, resulting in a plurality of genuine signatures;

determining, based on a statistical correlation analysis of the plurality of genuine
signatures, which genuine signatures are sufficiently correlated to indicate that the marks
they represent were printed on the same printer;

based on the statistical correlation analysis, clustering the genuine signatures of the
plurality into a plurality of clusters;

generating a sibling signature for each of the plurality of clusters;

deriving a hash identifier for the sibling signature using a subset of the plurality of
location identifiers;

receiving a captured image of a candidate mark;

measuring, using the captured image, a characteristic of the candidate mark at a
plurality of locations within the candidate mark, resulting in a set of metrics for the
characteristic for the candidate mark;

generating, based on the set of metrics, an electronic signature for the candidate
mark;

deriving a hash identifier for the electronic signature of the candidate mark using a

subset of the plurality of location identifiers;
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comparing the hash identifier of the candidate mark with the hash identifier of each
of the plurality of clusters to identify which cluster is the best match;

comparing the electronic signature of the candidate mark to each of the electronic
signatures of the cluster identified to be the best match;

determining whether the candidate mark is genuine based the comparison of its
electronic signature with each of the electronic signatures of the cluster identified to be the
best match; and

generating a message to a user based on the determination.
[0003c] According to a third aspect of the present invention, there is provided a computing
device that carries out actions comprising:

receiving a captured image of a genuine mark;

measuring, using the captured image of the genuine mark, a characteristic of the
genuine mark at a plurality of locations within the genuine mark, resulting in a set of
metrics for the characteristic for the genuine mark;

generating, based on the set of metrics for the genuine mark, an electronic signature
for the genuine mark;

repeating the receiving, measuring, and generating steps for each of a plurality of
genuine marks, resulting in a plurality of genuine signatures;

carrying out a statistical correlation analysis of the plurality of genuine signatures;

determining, based on the statistical correlation analysis, which signatures are
sufficiently correlated to indicate that the marks they represent were printed on the same
printer;

based on the correlation determination, clustering the genuine signatures of the
plurality into a plurality of clusters;

generating a sibling signature for each of the plurality of clusters;

receiving a captured image of a candidate mark;
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using the captured image of the candidate mark, measuring the characteristic at a
plurality of locations within the candidate mark, resulting in a set of metrics for the
characteristic for the candidate mark;

generating, based on the set of metrics for the candidate mark, an electronic
signature for the candidate mark;

comparing the electronic signature of the candidate mark with the sibling signature
of each of the plurality of clusters to identify which cluster is the best match for the
candidate mark;

comparing the electronic signature of the candidate mark to each of the electronic
signatures of the cluster identified to be the best match;

determining whether the candidate mark is genuine based the comparison of its
electronic signature with each of the electronic signatures of the cluster identified to be the
best match; and

generating a message to a user based on the genuineness determination.

DRAWINGS

[0004] While the appended claims set forth the features of the present techniques with
particularity, these techniques, together with their objects and advantages, may be best
understood from the following detailed description taken in conjunction with the

accompanying drawings of which:

[0005] FIG. 1 is an example of a system in which various embodiments of the

disclosure may be implemented.
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[0006] FIG. 2 is another example of a system in which various embodiments of the

disclosure may be implemented.

[0007] FIG. 3 shows the architecture of a computing device according to an

embodiment.
[0008] FIG. 4 shows an example of a mark according to an embodiment.

[0009] FIG. 5 is a flow chart of a process carried out by one or more computing devices

according to an embodiment.

[0010] FIG. 6 is a flow chart of a process carried out by one or more computing devices

according to another embodiment.

[0011] FIG. 7A and FIG. 7B show an example of how a computing device calculates

projected average pixel values according to an embodiment.
[0012] FIG. 8 shows an example of a mark according to another embodiment.

[0013] FIG. 9A and FIG. 9B show another example of how a computing device

calculates projected average pixel values according to an embodiment.

[0014] FIG. 10 shows an example of a plot of a profile of an edge according to an

embodiment.

[0015] FIG. 11 shows an example of the edge profile of FIG. 10 after the computing

device has applied a band-pass filter according an embodiment.

[0016] FIG. 12 illustrates the respective similarity measured among a typical set of
marks including a genuine, four siblings of the genuine, and a larger number of counterfeits,

according to an embodiment.

[0017]  FIG. 13 is an example of a system in which various embodiments of the

disclosure may be implemented.
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[0018] FIG. 14A, FIG. 14B, and FIG. 14C are flow charts of processes carried by one or

more computing devices according to an embodiment.

[0019] FIG. 15 is another example of a system in which various embodiments of the

disclosure may be implemented.

[0020] FIG. 16A, FIG. 16B, and FIG. 16C are flow charts of processes carried by one or

more computing devices according to an embodiment.

[0021] FIG. 17 shows the architecture of a computing device according to an

embodiment.
[0022] FIG. 18 shows an example of a mark according to an embodiment.
[0023] FIG. 19 shows an example of a mark according to another embodiment.

[0024] FIG. 20 shows an example of how a computing device sorts a set of metrics and

selects the location identifiers of a subset of the metrics according to an embodiment.

[0025] FIG. 21 shows an example of how a computing device forms a hash identifier
blocks from location identifiers corresponding of multiple subsets of metrics according to

an embodiment.

[0026] FIG. 22 shows an example of how a computing device compares two hash-

identifier blocks and scores the results of the comparison in an embodiment.

[0027] FIG. 23 shows an example of how a computing device combines multiple hash-

identifier blocks into an overall hash identifier in an embodiment.

[0028] FIG. 24 and FIG. 25 illustrate the process that a computing device carries out to
convert the degree of correlation between the two sets of autocorrelated values for a given
characteristic (or given set of metrics for a characteristic) to a match score for that

characteristic or set of metrics in an embodiment.

[0029] FIG. 26, FIG. 27, and FIG. 28 show examples of power series generated by a

computing device in an embodiment.
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[0030] FIG. 29 shows an example of how a computing device generates an electronic

signature for a mark in an embodiment.

[0031] FIG. 30 illustrates candidate similarity match versus a genuine signature,

according to an embodiment.
[0032] FIG. 31 illustrates sibling signatures, according to an embodiment.

[0033] FIG. 32 illustrates how sibling marks correlate with one another, according to an

embodiment.

[0034] FIG. 33 illustrates the correlation of non-sibling, non-related signatures,

according to an embodiment.

[0035] FIG. 34 illustrates the correlation of anti-sibling signatures, according to an

embodiment.

[0036] FIG. 35 illustrates the use of sibling and/or anti-sibling signatures to search a

database (e.g., via a binary tree) in an embodiment.
[0037] FIG. 36 illustrates a similarity score, according to an embodiment.

[0038] FIG. 37 illustrates the single cluster data of FIG. 36 processed into five smaller

clusters.

[0039] FIG. 38 illustrates another example matching score, according to an

embodiment.

[0040] FIGS. 39 and 40 show examples of a spatial frequency spectrum correlation

profile according to various embodiments.

DESCRIPTION

[0041] The present disclosure is generally directed to methods and a computing device
for determining whether a mark is genuine. According to various embodiments, a

computing device (or logic circuitry thereof) receives (e.g., via a camera or via a
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communication network) an image of a candidate mark (e.g., a one-dimensional or two-
dimensional barcode), uses the image to make measurements (e.g., linearity, color, or
deviation from best-fit grid) of a characteristic of a feature (an edge, a cell, a bar, a subarea,
a blank area, or an artifact) of the candidate mark, resulting in a profile for that feature. The
computing device filters out, from the feature profile, all spatial frequency components that
are indicated to be sibling frequency components. In some embodiments, the computing
device carries out the reverse procedure, and filters out all spatial frequency components

except for those indicated to be sibling frequency components.

[0042] In an embodiment, the feature that the computing device measures is an edge of
the mark, and the characteristic of the edge that the computing device measures is its
projected average pixel values. For example, the computing device may determine projected
average pixel values in a portion of the candidate mark that includes the edge (e.g., along
one or more edges of a barcode), resulting in a profile for the edge. The computing device

may use various filtering techniques.

[0043] For example, the computing device may filter out, from the edge profile, all
spatial frequency components except for a first band of spatial frequency components (e.g.,
by applying a band-pass filter), resulting in a first filtered profile for the edge. The
computing device may then repeat this filtering process for a second band of spatial
frequency components (e.g., by applying a second band-pass filter to the original edge
profile), resulting in a second filtered profile for the edge, and may repeat this filtering
process for further spatial frequency bands. The computing device compares the first
filtered profile of the candidate mark with an equivalent first filtered profile of a genuine
mark (e.g., a filtered profile that the computing device obtained from an application of the
same band-pass filter to a first profile of the same edge of the genuine mark). The
computing device also compares the second filtered profile of the candidate mark with an
equivalent second filtered profile of the genuine mark. The computing device determines

whether the candidate mark is genuine based on these comparisons.

[0044] In an embodiment, for each comparison that the computing device makes with

between a filtered profile of the candidate mark and a filtered profile of the genuine mark,
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the computing device assigns a correlation score. By mapping the band-pass filters applied
to the feature profiles (of the candidate mark and the genuine mark) to the correlation scores
(e.g., plotting each correlation score versus the band-pass filter that was applied to create
the filtered profiles being compared), the computing device creates a spatial frequency
spectrum correlation profile. The computing device determines whether the candidate mark

is genuine based on its analysis of the spatial frequency spectrum correlation profile.

[0045] According to various embodiments, the computing device analyzes only a sub-
portion of the spatial frequency spectrum correlation profile in order to identify the origin of
the candidate mark. For example, the computing device may focus on the lowermost (e.g.
lowest four) bands of the spatial frequency spectrum correlation profile in order to

determine whether the candidate mark is a photocopy of the genuine mark.

[0046] According to various embodiments, a computing device (or logic circuitry
thereof) uses unintentionally-produced artifacts within a genuine mark to define an
identifiable electronic signature (“signature”), and extracts certain features of the signature
in order to enhance the ease and speed with which numerous genuine signatures can be

searched and compared with signatures of candidate marks.

[0047] According to an embodiment, a computing device receives a captured image of a
candidate mark, measures a characteristic of the candidate mark in multiple locations of the
candidate mark using the captured image, resulting in a set of metrics (in some cases,
multiple sets of metrics) for that characteristic. The computing device generates a signature
for the candidate mark based on the set of metrics. The computing device derives a hash
identifier (“HID”) using location identifiers corresponding to a subset of the locations at
which it measured the characteristic (e.g., raster index numbers of the locations that yielded
the highest-magnitude measurements). The computing device determines, based on a
comparison of the HID of the candidate mark to a previously-derived and stored HID of a
genuine mark, whether the respective HIDs closely match one another. If the computing
device determines that the HID of the candidate mark closely matches (according to a
predetermined threshold) the HID of the genuine mark, then the computing device retrieves

the signature of the genuine mark from a media storage device (wherein the signature of the
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genuine mark contains data regarding an artifact of the genuine mark) and compares the

signature of the candidate mark with the retrieved signature of the genuine mark.

[0048] In another embodiment, a computing device (or logic circuitry thereof) receives
a captured image of a genuine mark, measures a characteristic of the candidate mark using
the captured image, resulting in a set of metrics (in some cases, multiple sets of metrics) for
that characteristic. The computing device generates a signature for the genuine mark based
on the set of metrics. The computing device derives an HID from the signature using
location identifiers corresponding to a subset of the locations at which it measured the
characteristic (e.g., raster index numbers of the locations that yielded the highest-magnitude
measurements) and stores the HID in a media storage device in association with the
signature. In one embodiment, the computing device stores the HID and signature in a
database in such a way that the computing device can subsequently query the database using
the HID (or using an unknown HID that may closely match the HID of the signature of the

genuine mark).

[0049] According to various embodiments, an HID of a candidate mark may closely
match the HIDs of multiple genuine marks. Comparing the HID of a candidate mark with
HIDs of genuine marks is, however, less computationally intensive and uses less memory
than comparing actual signatures. Thus, by using HIDs in an initial pass through a set of
known signatures of genuine marks, a computing device or logic circuitry can significantly

cut down on the number of actual signatures that need to be compared.

[0050] This disclosure will often refer to a “mark.” As used herein, a “mark” is a visible
indicator that is intentionally put on a physical object. A mark may be something that
identifies a brand (e.g., a logo), something that bears information, such as a barcode (e.g., a
two-dimensional (“2D”) barcode as specified in the International Organization for
Standardization (“ISO”) and the International Electrotechnical Commission (“IEC”)
standard ISO/IEC 16022), an expiration date, or tracking information such as a serial
number), or a decoration. A mark is visible in some portion of the electromagnetic
spectrum, though not necessarily with the naked eye. A “feature” of a mark is something on

the mark that is visible (either to the aided or unaided eye). A “characteristic” of a feature is
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some measureable aspect of the feature, such as its linearity, color, or deviation from a best-

fit grid.

[0051] A “profile” is a set of measurements of one or more characteristics of a feature.
In various embodiments, one or more computing devices described herein may use one or
more profiles in order to determine whether or not a mark is genuine. The following is a
non-exhaustive list of types of profiles: an edge profile, a cell profile, a subarea profile, and

an artifact profile.

[0052] The term “artifact” as used herein is a feature of a mark that was produced by the
machine or process that created the mark, but not by design or intention (i.e., an
irregularity). An artifact may have measurable characteristics. An artifact of a mark may
occur outside of the intended borders of the mark. Examples of artifacts and their
measurable characteristics include: (a) deviation in average color of a subarea (e.g., a cell of
a 2D barcode) from an average derived from within the mark (which may be an average for
neighboring cells of the same nominal color), (b) bias in the position of a subarea relative to
a best-fit grid of neighboring subareas, (¢) areas of a different one of at least two colors
from a nominal color of the cells, (d) deviation from a nominal shape of a continuous edge
within the mark, and (e) imperfections or other variations resulting from the mark being
printed, such as extraneous marks or voids. In some embodiments, an artifact is not

controllably reproducible.

[0053] The term “logic circuitry” as used herein means a circuit (a type of electronic
hardware) designed to perform complex functions defined in terms of mathematical logic.
Examples of logic circuitry include a microprocessor, a controller, or an application-specific
integrated circuit. When the present disclosure refers to a computing device carrying out an
action, it is to be understood that this can also mean that logic circuitry integrated with the

computing device is, in fact, carrying out the action.

[0054] The term “mobile communication device” as used herein is a communication
device that is capable of sending and receiving information over a wireless network such as

a cellular network or a WiFi network. Examples of mobile communication devices include
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cell phones (e.g., smartphones), tablet computers, and portable scanners having wireless

communication functionality.

[0055] The term “spatial frequency” as used herein refers to the periodicity of the
variation in pixel color (e.g., grayscale color) over a distance. The units of spatial frequency
are pixels per unit of linear distance. For convenient reference, spatial frequency may also
be expressed herein in terms of wavelength (e.g., the distance between adjacent peaks in
pixel grayscale variation). For example, applying a band-pass filter to permit only
components whose wavelengths are between 0.3 millimeters and 3 millimeters is equivalent
to applying a band-pass filter to permit only components whose spatial frequencies are
between 3.33 pixels per millimeter and 0.33 pixels per millimeter. Thus, when the term

“spatial frequency band” is used herein, it may include a range of spatial wavelengths.

[0056] The terms “closely match,” “closely matching,” and “closely matched” as used
herein refer the results of a determination made based on a comparison between values
(e.g., two hash identifiers) that yields a similarity between the values that reaches or
exceeds a predetermined threshold. For example, if the predetermined threshold is 20
percent, then two hash identifiers may be said to “closely match,” be “closely matching,” or
are “closely matched” if 20 percent or more of the constituent parts (e.g., 20 percent or
more of the constituent hash identifier blocks) of one hash identifier are equal in value to 20

percent or more of the constituent parts of the other hash identifier.

[0057] The term “location identifier” as used herein refers to a numerical value that
maps to a location in a mark. The mapping relationship between a location identifier and the
location within the mark may be one-to-one. An example of a location identifier having a

one-to-one mapping relationship with a location in a mark is a raster index number.

[0058] The term “clustering” as used herein refers to a computing device carrying out
the task of grouping a set of signatures (or data derived from such signatures—e.g., HIDs of
the signatures) in such a way that signatures in the same group (“cluster”) are more similar
(by some at least one criterion) to each other than to those in other cluster. A computing

device may carry out a clustering operation on a set of clusters to create a “supercluster.”
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The clusters and superclusters of signatures are stored in one or more media storage devices

and may be accessed via a database program.

[0059] Turning to FIG. 1, a mark-applying device 100 applies a genuine mark 102
(“mark 1027) to a legitimate physical object 104 (“object 104”). In some embodiments, the
object 104 is an article of manufacture, such as a piece of clothing, handbag, or fashion
accessory. In other embodiments, the object 104 is a label, such as a barcode label or
packaging for some other physical object. The mark 102 may be something that identifies a
brand (e.g., a logo), something that bears information (e.g., a barcode), or a decoration.
Possible embodiments of the mark-applying device 100 include a printer (e.g., a laser or
thermal printer), an etching device, an engraving device, a mold-applying device, a
branding device, a stitching device, and a thermal-transfer device. The mark-applying
device 100 applies the mark 102 by, for example, printing, etching, engraving, molding,
branding, stitching, or thermally transferring the mark 102 onto the object 104. The mark
102 includes one or more artifacts. In some embodiments, the mark 102 also includes

intentionally-produced anti-counterfeiting features, such as microscopic patterns.

[0060] A first image-capturing device 106 (e.g., a camera, machine-vision device, or
scanner) captures an image of the mark 102 after the mark 102 is applied. The
circumstances under which the first image-capturing device 106 captures the image of the
mark 102 are controlled, such that there is reasonable assurance that the image is, in fact,
that of a genuine mark 102. For example, the time interval between the mark-applying
device 100 applying the mark 102 and the first image-capturing device 106 obtaining the
image of the mark 102 may be small, and the first image-capturing device 106 may be
physically located next to the mark-applying device 100 along a packaging line. Thus, when
the term “genuine mark” is used, it refers to a mark that was applied by a mark-applying

device at a legitimate source (i.e., not copied illegally or surreptitiously).

[0061] The first image-capturing device 106 transmits the captured image to a first
computing device 108. Possible embodiments of the first computing device 108 include a
desktop computer, a rack-mounted server, a laptop computer, a tablet computer, and a

mobile communication device. In some embodiments, the first image-capturing device 106
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is integrated with the first computing device 108, in which case the first image-capturing
device 106 transmits the captured image to logic circuitry of the first computing device 108.
The first computing device 108 or logic circuitry therein receives the captured image and
transmits the captured image to a second computing device 110. Possible implementations
of the second computing device 110 include all of those devices listed for the first

computing device 108.

[0062] Upon receiving the captured image, the second computing device 110 generates
one or more filtered profiles of one or more features of the genuine mark 102. Actions that
the second computing device may perform in carrying out this task in an embodiment are
those set forth in FIG. 5, which will be described in more detail below. The second

computing device 110 stores the filtered profiles in the media storage device 112.

[0063] According to an embodiment, the captured image of the genuine mark becomes
part of a fused image prior to being being used to generate a filtered profile. For example,
assume that the first image-capturing device 106 captures multiple (two or more) images of
the genuine mark and transmits the captured images to the first computing device 108. The
first computing device 108 fuses the images (e.g., by averaging them together) into a single
images (the “fused image”) and transmits the fused image to the second computing device
110. The second computing device 110 then uses the fused image to generate one or more
filtered profiles of one or more features of the genuine mark 102 by employing one or more
of the techniques described herein. Alternatively, the first computing device 108 could send
the multiple captured images to the second computing device 110, and then the second
computing device could fuse the images (and generate one or more filtered profiles based

on the resulting fused image).

[0064] Continuing with FIG. 1, an unverified physical object 114 (“unverified object
114”), which may or may not be the legitimate physical object 104, needs to be tested to
ensure that it is not counterfeit or otherwise illegitimate. Possible embodiments of the
unverified object 114 are the same as those of the legitimate physical object 104. On the
unverified object 114 is a candidate mark 116. Possible embodiments of the candidate mark

116 are the same as those of the genuine mark 102. A second image-capturing device 118
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(e.g., a camera, machine-vision device, or scanner) captures an image of the candidate mark
116 and transmits the image to a third computing device 120. As with the first image-
capturing device 106 and the first computing device 108, the second image-capturing device
118 may be part of the third computing device 120, and the transmission of the captured
image of the candidate mark 116 may be internal (i.e., from the second image-capturing
device 118 to logic circuitry of the third computing device 120). The third computing
device 120 (or logic circuitry therein) receives the captured image and transmits the

captured image to the second computing device 110.

[0065] According to an embodiment, the captured image of the candidate mark becomes
part of a fused image prior to being being used to generate a filtered profile. This may be
accomplished in the same way described above with respect to the captured image of the

genuine mark 102.

[0066] Upon receiving the captured image, the second computing device 110 generates
one or more filtered profiles of one or more features of the candidate mark 116. Actions that
the second computing device may perform in carrying out this task in an embodiment are

those set forth in FIG. 6, which will be described in more detail below.

[0067] Turning to FIG. 2, an example of a system that may be used in another
embodiment is described. Located at a packaging facility 200 are a label printer 202, a
label-applying device 204, a packaging line 206, an image-capturing device 208, and a first
computing device 210. The label printer 202 applies genuine marks, including a genuine
mark 212 (“mark 2127), to a number of labels that are carried on a label web 214. Possible
embodiments of a genuine mark include a one-dimensional (“1D”) barcode and a 2D
barcode. The label applying device 204 applies the labels (including individually-shown
labels 216 and 218 of FIG. 2) to legitimate physical objects, two of which are shown in FIG.
2 with reference numbers 220 and 222 (“first object 220” and “second object 2227). FIG. 2
shows the physical objects as being boxes (e.g., boxes containing manufactured products),
but the objects do not have to be boxes or containers. Possible embodiments of the

legitimate physical objects include those listed previously for the object 104 of FIG. 1.
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[0068] The image-capturing device 208 captures an image of the mark 212 and
transmits the captured image to a first computing device 210. The first computing device
210 receives the captured image and transmits the captured image to a second computing
device 224 via a communication network 226 (“network 2267). Possible embodiments of
the network 226 include a local-area network, a wide-area network, a public network, a
private network, and the Internet. The network 226 may be wired, wireless, or a

combination thereof.

[0069] Upon receiving the captured image, the second computing device 224 generates
one or more filtered profiles of one or more features of the genuine mark 212. Actions that
the second computing device 224 may perform in carrying out this task in an embodiment
are those set forth in FIG. 5, which will be described in more detail below. The second

computing device 224 stores the filtered profiles in the media storage device 228.

[0070] Continuing with FIG. 2, at some point in the chain of distribution from the
packaging facility 200 to a point of distribution (e.g., a point of sale), a user 230 (e.g., a
salesperson or law enforcement worker) handles an unverified physical object 232
(“unverified object 232”) that has an unverified label 234 that carries a candidate mark 236.
Indicia on the unverified object 232 or information encoded in the candidate mark 236
might suggest that the unverified object 232 originated from a legitimate source, such as the
packaging facility 200 (or the company for which the packaging facility 200 is handling the
original objects on the packaging line 206). In this scenario, the user 230 wishes to

determine whether the unverified object 232 is counterfeit or otherwise illegitimate.

[0071] The user 230 launches an application on a third computing device 238 which, in
FIG. 2, is depicted as a smartphone. The third computing device 238, under control of the
application (and possibly in response to additional input from the user 230) captures an
image of the candidate mark 236 (e.g., using a camera 314, depicted in FIG. 3). The third
computing device 238 decodes the explicit data in the candidate mark 236 (e.g., data in a
bar code, which indicates the identity of a product to which the bar code is applied), and

transmits the captured image to the second computing device 224 via the network 226.
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[0072] Upon receiving the captured image, the second computing device 224 generates
one or more filtered profiles of one or more features of the candidate mark 236. Actions that
the second computing device 224 may perform in carrying out this task in an embodiment

are those set forth in FIG. 6, which will be described in more detail below.

[0073] In one implementation, one or more of the computing devices 108, 110, and 120
of FIG. 1 and one or more of the computing devices 210, 224, and 238 of FIG. 2 have the
general architecture shown in FIG. 3. The device depicted in FIG. 3 includes logic circuitry
302, a primary memory 304 (e.g., volatile memory, random-access memory), a secondary
memory 306 (e.g., non-volatile memory), user input devices 308 (e.g., a keyboard, mouse,
or touchscreen), a display 310 (e.g., an organic, light-emitting diode display), and a network
interface 312 (which may be wired or wireless). The memories 304 and 306 store
instructions and data. Logic circuitry 302 executes the instructions and uses the data to carry
out various procedures including, in some embodiments, the methods described herein
(including, for example, those procedures that are said to be carried out by a computing
device). Some of the computing devices may also include a camera 314 (e.g., the third

computing device 238, particularly if it is implemented as a mobile communication device).

[0074] In an embodiment, a genuine mark (such as the genuine mark 212 of FIG. 2) is
made up of a number of features referred to herein as “subareas.” The subareas may
correspond to “cells” according to ISO/IEC 15415 and may be uniformly-sized. To help
illustrate some of the concepts discussed herein, attention is directed to FIG. 4, which
illustrates a mark 400 having a first subarea 450, a second subarea 452, a third subarea 454,
and a fourth subarea 456. A characteristic of the first subarea 450 is its average
pigmentation, which a computing device may measure and determine to deviate
significantly (e.g., to a degree that exceeds a predetermined threshold) from that of other
subareas. A characteristic of the second subarea 452 is its offset from a best-fit grid 458. A
computing device may measure this deviation and determine the amount of deviation to be
significantly higher than that of other subareas. A characteristic of the third subarea 454 is
the incidence of voids. A computing device may measure the incidence of voids and
determine that the third subarea 454 includes significantly higher incidence of voids than

other subareas. Finally, a feature that can be found in the fourth subarea 456 is an edge 460.
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A characteristic of the edge 460 is its linearity. A computing device may measure this

linearity and determine that the linearity is significantly less than edges of other subareas.

[0075] Turning to FIG. 5, an example of a procedure that the second computing device
110 or second computing device 224 carries out in an embodiment is described. At block
502, the computing device receives an image of the genuine mark. At block 504, the
computing device uses the received image to make measurements of a feature of the
genuine mark, resulting in a set of measurements. If a feature whose characteristics are
being measured happens to be an artifact, then the set of measurements will consequently
include data regarding the artifact. The set of measurements may be one of several sets of
measurements that the computing device generates about the genuine mark. The computing
device may carry out the measurements in different locations on the genuine mark. In doing
so, the computing device can divide the mark into multiple subareas (e.g., in accordance
with an industry standard). In an embodiment, if the mark is a 2D barcode, the computing
device carries out measurements on all of or a subset of the total number of subareas (e.g.,

all of or a subset of the total number of cells) of the mark.

[0076] Examples of features of the genuine mark that the computing device may
measure include: edges, bars, areas between bars, extraneous marks, regions, cells, and
subareas. Examples of characteristics of features that the computing device may measure
include: shape, aspect ratio, location, size, contrast, prevalence of discontinuities, color
(e.g., lightness, hue, or both), pigmentation, and contrast variations. In some embodiments,
the computing device takes measurements of the same characteristic on the same features
from mark to mark, but on different features for different characteristics. For example, the
computing device might measure the average pigmentation on a first set of subareas of a
mark, and on that same first set of subareas for subsequent marks, but measure edge
linearity on a second set of subareas on the mark and on subsequent marks. The two sets of
subareas (for the different features) may be said to be “different” if there is at least one
subarea that is not common to both sets. For example, the computing device may measure
(for all or a subset of subareas of the mark): (1) the average pigmentation of some or all of

the subareas of the mark (e.g., all or some of the cells), (2) any deviation in the position of
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the subareas from a best-fit grid, (3) the prevalence of stray marks or voids, and (4) the

linearity of one or more edges of the subarea.

[0077] At block 506, the computing device creates a profile for the feature based on the
measurements. At block 508, the computing device creates a first filtered profile for the
feature. For example, the computing device applies a first band-pass filter to the profile. At
block 510, the computing device creates a second filtered profile for the feature. For
example, the computing device applies a second band-pass filter to the profile. At block
512, the computing device stores the first and second filtered profiles (e.g., in the media

storage device 112 or the media storage device 228).

[0078] In an embodiment, a computing device (such as the second computing device
110 or second computing device 224) measures the pixel value (e.g., the grayscale value) of
each pixel along a line starting from the interior of a portion of a mark and extending out
beyond an edge of the mark and calculates an average of all of the measured pixels (referred

to as the “projected average pixel value”).

[0079] Turning to FIG. 6, an example of a procedure that the second computing device
110 or second computing device 224 carries out in an embodiment is described. At block
602, the computing device receives an image of a candidate mark. At block 604, the
computing device uses the received image to make measurements of a feature of the
candidate mark. At block 606, the computing device creates a profile for the feature based
on the measurements. At block 608, the computing device creates a first filtered profile for
the feature. At block 610, the computing device creates a second filtered profile for the
feature. The computing device may carry out blocks 606, 608, and 610 using the image of
the candidate mark in the same way described above (e.g., blocks 506, 508, and 510) for the
genuine mark. At block 612, the computing device compares the first and second filtered
profiles with equivalent first and second profiles of the genuine mark (e.g., retrieving the
first and second profiles of the genuine mark from the media storage device). Based on the
comparison, the computing device determines, at block 614, whether the candidate mark is
genuine. If the computing device determines that the candidate mark is not genuine then (at

block 616) the computing device indicates that candidate mark cannot be verified (e.g., by
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transmitting a message to the third computing device 110, which the third computing device
110 displays to the user). If the computing device determines that the candidate mark is
genuine then (at block 618) the computing device indicates that candidate mark has been
verified (e.g., by transmitting a message to the third computing device 110, which the third

computing device 110 displays to the user).

[0080] As noted above, one possible feature for which a computing device (in an
embodiment) can take measurements of a characteristic (e.g., block 504 or block 604) is an
edge. Turning to FIG. 7A, for example, a portion 700 of a barcode has an interior area 702
(typically printed in black) and an edge 704. FIG. 7A also depicts a first reference axis 706
and extending out beyond the edge 704 to a second reference axis 708. There are many
possible values for the distance between the first reference axis 706 and the second
reference axis 708. For example, the distance may be the distance to the next printed area
(the white space gap) or one-half the width of the printed area in which the computing
device is taking measurements currently operating (the interior area 702). The distance may
a larger or smaller fraction of the width of the interior area 702. In other embodiments, both
the first reference axis 706 and the second reference axis 708 are within the interior area
702. In other embodiments, both axes are outside of the interior area 702 (e.g., only in the
white space). The computing device in this embodiment measures the grayscale value (e.g.,
on a scale from O to 255) of each of the pixels along a first line 710, along a second line
712, along a third line 714, and along a fourth line 716. Each of the first line 710, second
line 712, third line 714, and fourth line 716 starts at the first axis 706, extends out towards

and beyond the edge 704, and terminates at the second axis 708.

[0081] In FIG. 7A, the lines 710, 712, 714, and 716 are depicted in FIG. 7A as being
perpendicular to the first reference axis 706 and second reference axis 708, but need not be.
Although depicted in FIG. 7A has being spaced apart from one another, the lines 710, 712,
714, and 716 may have no space in between one another. Furthermore, although four lines
are depicted, there may be fewer (even as few as one) or more. Additionally, the lines 710,
712, 714, and 716 may be straight, but need not be. For example, if the barcode (of which
the portion 700 is part) is on a curved surface, then the lines 710, 712, 714, and 716 might
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be straight in the x-y plane, but be curved with respect to the z-axis (e.g., bulging outwardly

from the page).

[0082] Although the edge 704 is depicted as generally linear with regard to the y
direction, it need not be. For example, the edge could be an offset curve (e.g., resemble a
wavy line). Furthermore, while the first reference axis 706 and second reference axis 708

are depicted as being generally parallel to the edge 706, they need not be.

[0083] In an embodiment, if the feature is an edge, for a given edge of a mark, the
computing device develops profile for the edge (blocks 506 and 606). The edge profile, in
an embodiment, includes a data series of the projected average pixel values calculated for a
portion of the mark that includes the edge. The computing device calculates a projected
average pixel value of the pixels along each of the first line 710, second line 712, third line
714, and fourth line 716. The computing device may carry out this projected average pixel
value operation on multiple edges of the mark, and do so on the entire length of an edge or
less than the entire length of an edge. For example, on a 2D barcode, such as that shown in
FIG. 4, the computing device may carry out the operation on any combination of: top edges
of one or more cells, bottom edges of one or more cells, left edges of one or more cells, and
right edges of one or more cells. In another example, on a 1D barcode, such as that shown
in FIG. 8, the computing device may carry out the projected average pixel value operation
on each of the bars of the portions of the bars of the barcode. For example, the computing
device could carry out the operation on the portion 802 of the thirteenth bar (shaded for
clarity) of the barcode of FIG. 8, which includes the leading edge of that bar, and carry out
the operation on the portion 804, which includes the trailing edge. The computing device

may carry out this operation on the leading and trailing edges of each of the bars.

[0084] Turning to FIG. 7B, the pixels of the first line 710 are represented by four
individual pixels. Naturally, there may be many more pixels, but only four are shown for
ease of description. Pixels 1 and 2 each have a value of 255, Pixel 3 has a value of 84, and
Pixels 4 and 5 each have a value of 0. The average of those values (the projected average

pixel value) is 106.
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[0085] Taking an average along the projection lines allows the computing device to
account for artifacts that are within the interior area 702 of the barcode portion 700 in
addition to the artifacts along the edge 704. For example, FIG. 9A shows a portion 900 of a
barcode having an interior area 902 in which there are extraneous voids 904, and an edge
906, beyond which are extraneous marks 908. The computing device in this embodiment
measures the grayscale value each of the pixels along a first line 910, along a second line
912, along a third line 914, and along a fourth line 916. FIG. 9B illustrates that the projected
average pixel value (130) along the first line 910 is partly a result of extraneous voids 918,
920, and 922, as well as extraneous mark 924. These extraneous marks and voids affect the
individual values of pixels, so that Pixel 2 has a value of 220, Pixel 3 has a value of 100,

Pixels 4 has a value of 25, and Pixel 5 has a value of 53.

[0086] FIG. 10 depicts a plot of an example of an edge profile. The vertical axis
represents the projected average pixel value (e.g., gray value) taken along a line (e.g., as
described in conjunction with FIG. 7A and FIG. 9A) in the region of an edge of a mark. The
horizontal axis represents the position along the first reference axis 706 (e.g., in units of
pixel index values, or the order of a pixel in a continuous line of pixels along the reference

axis).

[0087] According to an embodiment, to carry out blocks 508, 510, 608, and 610, the
computing device applies a series of band-pass filters, one at a time, to the profile of an
edge of the mark, and may do so for multiple edge profiles (e.g., for each edge for which the
computing device has developed an average value profile). The band-pass filter eliminates
all spatial frequency components except for those frequency components that fall within the
range of the band-pass filter. FIG. 10 shows an example of an edge profile before the
computing device has applied a band-pass filter. FIG. 11 shows a plot representing the edge
projection of FIG. 10 after the computing device applies a band-pass filter.

[0088] There are many possible types of filters and filtering techniques that may be
used in various embodiments. For example, it has been discovered that there exists a
detectable relationship between different marks printed by the same marking equipment

when subjected to a signature analysis as set forth above. Being neither as strong as the
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similarity measured between a genuine item and it’s matching signature, nor as weak as the
similarity score of a true counterfeit, the similarity measured falls somewhere between the
two extremes. This property will sometimes be referred to herein as “the sibling
phenomenon.” Similarly, marks exhibiting it will sometimes be referred to as “siblings” of
the mark from which the genuine signature used in the comparison was derived. A “sibling
signature” refers to data that is (1) derived from measuring characteristics (e.g., resulting
from artifacts) of sibling marks, and (2) is usable to identify sibling marks. The term
“individual signature” will sometimes be used to refer to the overall signature of a mark to

distinguish from its “sibling signature” in the description.

[0089] FIG. 12 illustrates the respective similarity measured among a typical set of
marks including a genuine mark, four siblings of the genuine mark, and a larger number of

counterfeits.
HID Embodiment

[0090] Turning to FIG. 13, an example of a system in which various embodiments of
the disclosure may be implemented is shown. The procedures carried out within this system
are shown in the flow charts of FIG. 14A, FIG. 14B, and FIG. 14C. FIG. 1 is described here
in parallel with FIG. 14A, FIG. 14B, and FIG. 14C.

[0091] A mark-applying device 100 applies a genuine mark 102 (“mark 102”) to a
legitimate physical object 104 (“object 104”) (block 202 of FIG. 14A). In some
embodiments, the object 104 is an article of manufacture, such as a piece of clothing,
handbag, or fashion accessory. In other embodiments, the object 104 is a label, such as a
barcode label or packaging for some other physical object. The mark 102 may be something
that identifies a brand (e.g., a logo), something that bears information (e.g., a barcode), or a
decoration. Possible embodiments of the mark-applying device 100 include a printer (e.g., a
laser or thermal printer), an etching device, an engraving device, a mold-applying device, a
branding device, a stitching device, and a thermal-transfer device. The mark-applying
device 100 applies the mark 102 by, for example, printing, etching, engraving, molding,
branding, stitching, or thermally transferring the mark 102 onto the object 104. The mark
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102 includes one or more artifacts. In some embodiments, the mark 102 also includes

intentionally-produced anti-counterfeiting features, such as microscopic patterns.

[0092] A first image-capturing device 106 (e.g., a camera, machine-vision device, or
scanner) captures an image of the mark 102 after the mark 102 is applied (block 204). The
circumstances under which the first image-capturing device 106 captures the image of the
mark 102 are controlled, such that there is reasonable assurance that the image is, in fact,
that of a genuine mark 102. For example, the time interval between the mark-applying
device 100 applying the mark 102 and the first image-capturing device 106 obtaining the
image of the mark 102 may be small, and the first image-capturing device 106 may be
physically located next to the mark-applying device 100 along a packaging line. Thus, when
the term “genuine mark” is used, it refers to a mark that was applied by a mark-applying

device at a legitimate source (i.e., not copied illegally or surreptitiously).

[0093] The first image-capturing device 106 transmits the captured image to a first
computing device 108. Possible embodiments of the first computing device 108 include a
desktop computer, a rack-mounted server, a laptop computer, a tablet computer, and a
mobile phone. In some embodiments, the first image-capturing device 106 is integrated with
the first computing device 108, in which case the first image-capturing device 106 transmits
the captured image to logic circuitry of the first computing device 108. The first computing
device 108 or logic circuitry therein receives the captured image and transmits the captured
image to a second computing device 110. Possible implementations of the second

computing device 110 include all of those devices listed for the first computing device 108.

[0094] The second computing device 110 receives the captured image and uses the
captured image to measure various characteristics of the mark 102, resulting in a set of
metrics that include data regarding artifacts of the mark 102 (block 206). As will be
described further, the set of metrics may be one of several sets of metrics that the second
computing device 110 generates about the mark 102. The second computing device 110
may carry out the measurements in different locations on the mark 102. In doing so, the
second computing device 110 can divide the mark 102 into multiple subareas (e.g., in

accordance with an industry standard). In an embodiment, if the mark 102 is a 2D barcode,
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the second computing device 110 carries out measurements on all of or a subset of the total
number of subareas (e.g., all of or a subset of the total number of cells) of the mark 102.
Examples of characteristics of the mark 102 that the second computing device 110 may
measure include: (a) feature shape, (b) feature aspect ratios, (c) feature locations, (d) feature
size, (e) feature contrast, (f) edge linearity, (g) region discontinuities, (h) extraneous marks,
(1) printing defects, (j) color (e.g., lightness, hue, or both), (k) pigmentation, and (l) contrast
variations. In some embodiments, the second computing device 110 takes measurements on
the same locations from mark to mark for each characteristic, but on different locations for
different characteristics. For example, the first second computing device 110 might measure
the average pigmentation on a first set of locations of a mark, and on that same first set of
locations for subsequent marks, but measure edge linearity on a second set of locations on
the mark and on subsequent marks. The two sets of locations (for the different
characteristics) may be said to be “different” if there is at least one location that is not

common to both sets.

[0095] In an embodiment, the results of characteristic measuring by the second
computing device 110 include a set of metrics. There may be one or more sets of metrics for
each of the measured characteristics. The second computing device 110 analyzes the set of
metrics and, based on the analysis, generates a signature that is based on the set of metrics
(block 208). Because the set of metrics includes data regarding an artifact (or multiple
artifacts) of the mark 102, the signature will be indirectly based on the artifact. If the mark
102 carries data (as in the case of a 2D barcode), the second computing device 110 may also
include such data as part of the signature. Put another way, in some embodiments, the
signature may be based on both artifacts of the mark 102 and on the data carried by the
mark 102.

[0096] In an embodiment, in order to generate the signature, for each measured
characteristic of the mark 102, the second computing device 110 ranks the metrics
associated with the characteristic by magnitude and use only those metrics that reach a
predetermined threshold as part of the signature. For example, the second computing device
110 might refrain from ranking those metrics that are below the predetermined threshold. In

an embodiment, there is a different predetermined threshold for each characteristic being
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measured. One or more of the predetermined thresholds may be based on a noise threshold

and on the resolution of the first image-capturing device 106.

[0097] In an embodiment, the second computing device 110 obtains one hundred data
points for each characteristic and collects six groups of measurements: one set of
measurements for pigmentation, one set of measurements for deviation from a best-fit grid,
one set of measurements for extraneous markings or voids, and three separate sets of

measurements for edge linearity.

[0098] As part of the ranking process, the second computing device 110 may group
together metrics that are below the predetermined threshold regardless of their respective
locations (i.e., regardless of their locations on the mark 102). Also, the second computing
device 110 may order the metrics (e.g., by magnitude) in each characteristic category as part
of the ranking process. Similarly, the second computing device 110 might simply discount
the metrics that are below the predetermined threshold. Also, the process of ranking may
simply constitute separating metrics that are above the threshold from those that are below

the threshold.

[0099] In an embodiment, the second computing device 110 orders the measured
characteristics according to how sensitive the characteristics are to image resolution issues.
For example, if the first image-capturing device 106 does not have the capability to capture
an image in high resolution, it might be difficult for the second computing device 110 to
identify non-linearities of edges. However, the second computing device 110 may have no
problem identifying deviations in pigmentation. Thus, the second computing device 110
might, on this basis, prioritize pigmentation over edge non-linearities. According to an
embodiment, the second computing device 110 orders the measured characteristics in
reverse order of resolution-dependence as follows: subarea pigmentation, subarea position

bias, locations of voids or extraneous markings, and edge non-linearities.

[0100] According to an embodiment, the second computing device 110 weights the
measured characteristics of the mark 102 based on one or more of the resolution of the first
image-capturing device 106 and the resolution of the captured image of the mark 102. For
example, if the resolution of the first image-capturing device 106 is low, then the second
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computing device 110 may give more weight to the average pigmentation of the various
subareas of the mark 102. If the resolution of first image-capturing device 106 is high, then
the second computing device 110 may give measurements of the edge irregularities of

various subareas higher weight than other characteristics.

[0101] If the mark 102 includes error-correcting information, such as that set forth by
ISO/IEC 16022, then the second computing device 110 may use the error-correcting
information to weight the measured characteristics. For example, the second computing
device 110 could read the error-correcting information, use the error-correcting information
to determine which subareas of the mark 102 have errors, and under-weight the measured

characteristics of such subareas.

[0102] According to an embodiment, in generating the signature, the second computing
device 110 weights the measurements for one or more of the characteristics of the mark 102
based on the mark-applying device 100. For example, assume that the mark-applying device
100 is a thermal transfer printer. Further assume that it is known that, for those marks
applied by the mark-applying device 100, edge projections parallel to the substrate material
direction of motion are unlikely to yield edge linearity measurements of a magnitude
sufficient to reach the minimum threshold for the edge linearity characteristic. The second
computing device 110 may, based on this known idiosyncrasy of the mark-applying device

100, under-weight the edge linearity characteristic measurements for the mark 102.

[0103] Continuing with FIG. 13, the second computing device 110 uses location
identifiers corresponding to a subset of the metrics of the signature to derive an HID (block
210). In one embodiment, the second computing device 110 uses index numbers
corresponding to a subset of the highest-magnitude metrics of the signature to derive an
HID. Note that “highest-magnitude” metrics do not necessarily connote features of a mark
that are visible to the unaided eye or even directly measurable by techniques other than
those described herein. As will be discussed in further detail below, the second computing
device 110 may, in deriving the HID, use index numbers corresponding to a subset of each
set of metrics as a block within an overall HID. The second computing device 110 stores the

signature and the HID (e.g., using a database program) in a media storage device 112 (e.g,,
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a redundant array of independent disks) (block 212) such that the HID is associated with the
signature. In some embodiments, the HID can also be used to look up the signature (e.g., the
second computing device 110 uses a database program to set the HID as an index key for
the signature). In some embodiments, the media storage device 112 is made up of multiple
devices that are geographically and temporally distributed, as is often the case with cloud
storage services. In some embodiments, one or more of the characteristic measuring,
analysis of the various sets of metrics, generation of the signature, derivation of the HID,
and storage of the signature and the HID are carried out by the first computing device 108.
In other embodiments, all of those steps are carried out by the first computing device 108
and the media storage device 112 is directly accessed by the first computing device 108. In
the latter embodiment, the second computing device 110 is not used. In still other
embodiments, the second computing device 110 transmits the signature and HID to a
separate database server (i.e., another computing device), which stores the signature and
HID in the media storage device 112. It is to be understood that the media storage device
112 is not necessarily a single, on-site storage device, but rather may be one or more storage

devices and may remotely located and accessed via a cloud-based service.

[0104] Continuing with FIG. 13, an unverified physical object 114 (“unverified object
114”), which may or may not be the legitimate physical object 104, needs to be tested to
ensure that it is not counterfeit or otherwise illegitimate. Possible embodiments of the
unverified object 114 are the same as those of the legitimate physical object 104. On the
unverified object 114 is a candidate mark 116. Possible embodiments of the candidate mark
116 are the same as those of the genuine mark 102. A second image-capturing device 118
(e.g., a camera, machine-vision device, or scanner) captures an image of the candidate mark
116 (block 250 of FIG. 14B) and transmits the image to a third computing device 120. As
with the first image-capturing device 106 and the first computing device 108, the second
image-capturing device 118 may be part of the third computing device 120, and the
transmission of the captured image of the candidate mark 116 may be internal (i.e., from the
second image-capturing device 118 to logic circuitry of the third computing device 120).
The third computing device 120 (or logic circuitry therein) receives the captured image and
transmits the captured image to the second computing device 110. The second computing

device 110 uses the captured image to measure various characteristics of the candidate mark
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116, including the same characteristics that the second computing device 110 measured on
the genuine mark 102. The result of this measurement is a set of metrics for the
characteristic (block 252). Over successive measurements, the result may include one or
more sets of metrics for each of the measured characteristics. The second computing device
110 then generates a signature that is based on the set (or sets) of metrics (block 254), and
does so using the same technique it used to generate a signature for the genuine mark 102. If
the candidate mark 116 is, in fact, the genuine mark 102 (or generated by the same process
as the genuine mark 102), then the signature that the second computing device 110 creates
will, like the signature generated from the captured image of the genuine mark 102, be
based on the artifacts of the genuine mark 102. If, on the other hand, the candidate mark 116
is not the genuine mark 102 (e.g., is a counterfeit), then the signature generated by this latest
image will be based on whatever other characteristics the candidate mark 116 exhibits—
artifacts of the counterfeiting process, an absence of artifacts from the mark-applying device
100, etc. The second computing device 110 uses location identifiers corresponding to a
subset of the metrics of the signature of the candidate mark 116 (e.g., index numbers of a
subset of the highest-magnitude metrics) to derive an HID for the candidate mark 116
(block 256) (in the same manner set forth above with respect to block 210), and compares
(e.g., through querying a database) the HID of the candidate mark 116 with HIDs of
genuine marks stored in the media storage device 112 (block 258). As an outcome of the
comparison, the second computing device 110 either receives no closely-matching results
(e.g., no results that pass the predetermined threshold), or receives one or more closely-
matching HIDs from the media storage device 114 (block 260). If the second computing
device 110 receives no closely-matching results, then the second computing device 110
indicates (e.g., by transmitting a message) to the third computing device 120 indicating that
the candidate mark 116 cannot be verified (e.g., transmits a message indicating that the
candidate mark 116 is not genuine) (block 262). The third computing device 120 receives
the message and indicates, on a user interface, that the candidate mark 116 cannot be
verified (or that the candidate mark 116 is counterfeit). In some embodiments, the third
computing device 118 carries out one or more of the measuring, generating, and deriving
steps, and transmits the signature (or HID, if the third computing device 118 derives the

HID) to the second computing device 110.
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[0105] If, on the other hand, the second computing device 110 finds one or more HIDs
that closely-match the HID of the candidate mark 116, then the second computing device
110 will respond by retrieving, from the media storage device 112, the signatures that are
associated with the closely-matching HIDs (block 264). The second computing device 110
then compares the actual signature that it generated for the candidate mark 116 with the
retrieved genuine signatures (block 266 of FIG. 14C). The second computing device 110
repeats this process for each signature to which a closely-matching HID is associated. If the
second computing device 110 is not able to closely-match the signature of the candidate
mark 116 with any of the retrieved signatures (block 268), then the second computing
device 110 indicates (e.g., by transmitting a message) to the third computing device 120
indicating that the candidate mark 116 cannot be verified (block 270). The third computing
device 120 receives the message and indicates, on a user interface, that the candidate mark
116 cannot be verified. If, on the other hand, the second computing device 110 is able to
closely-match the signature of the candidate mark 116 with a retrieved signature, then the
second computing device 110 indicates (e.g., by transmitting a message) to the third

computing device 120 that the candidate mark 116 is genuine (block 272).

[0106] Turning to FIG. 15 an example of a system that may be used in another
embodiment is described. Procedures that may be carried out within this system are shown
in the flow charts of FIG. 16A, FIG. 16B, and FIG. 16C. FIG. 15, FIG. 16A, FIG. 16B, and
FIG. 16C are described here in parallel.

[0107] Located at a packaging facility 300 are a label printer 302, a label-applying
device 304, a packaging line 306, an image-capturing device 308, and a first computing
device 310. The label printer 302 applies genuine marks, including a genuine mark 312
(“mark 3127), to a number of labels that are carried on a label web 314 (block 402 of FIG.
16A). Possible embodiments of a genuine mark include a one-dimensional (“1D”) barcode
and a 2D barcode. The label applying device 304 applies the labels (including individually-
shown labels 316 and 318 of FIG. 15) to legitimate physical objects (block 404), two of
which are shown in FIG. 15 with reference numbers 320 and 322 (“first object 320” and
“second object 3227). FIG. 15 shows the physical objects as being boxes (e.g., boxes

containing manufactured products), but the objects do not have to be boxes or containers.
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Possible embodiments of the legitimate physical objects include those listed previously for

the object 104 of FIG. 13.

[0108] The image-capturing device 308 captures an image (or multiple images) of the
mark 312 (block 406) and transmits the captured image (or multiple images) to a first
computing device 310. The first computing device 310 receives the captured image (or
images) and transmits the captured image (or (i) creates a fused image based on the multiple
captured, as described above, or (i1) transmits the multiple captured images) to a second
computing device 324 via a communication network 326 (“network 3267). Possible
embodiments of the network 326 include a local-area network, a wide-area network, a
public network, a private network, and the Internet. The network 326 may be wired,

wireless or a combination thereof.

[0109] If the second computing device 324 receives multiple images of the mark 406, it
may then fuse the multiple images (e.g., by averaging) to create a fused image. The second
computing device 324 receives the captured image (e.g., as part of a fused image) and
carries out quality measurements (e.g., such as those set forth in ISO 15415) on the mark
312 using the image (e.g., using the fused image) (block 408). For example, the second
computing device 324 may determine whether there is unused error correction and fixed
pattern damage in the mark 312. The second computing device 324 then uses the captured
image to measure characteristics of the mark 312, resulting in one or more sets of metrics
that include data regarding artifacts of the mark 312 (block 410). For example, the second
computing device 324 may measure (for all or a subset of subareas of the genuine mark
312): (1) the average pigmentation of some or all of the subareas of the genuine mark 312
(e.g., all or some of the cells), (2) any deviation in the position of the subareas from a best-
fit grid, (3) the prevalence of stray marks or voids, and (4) the linearity of one or more
edges of the subarea. Each set of metrics corresponds to a measured characteristic, although
there may be multiple sets of metrics for a single characteristic. For example, for each
subarea being measured—say, one hundred subareas out of one thousand total subareas of
the mark 312—there may be a metric for average pigmentation, a metric for deviation from
best fit, a metric for the prevalence of stray marks, and three metrics for edge linearity.

Thus, the resulting set of metrics would be one hundred metrics for pigmentation, one
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hundred for deviation for best fit, one hundred metrics for stray marks or voids, and three
hundred metrics (three sets of one hundred metrics each) for edge linearity. In an
embodiment, each set of metrics is in the form of a list, wherein each entry of the list
includes information identifying the position in the mark 312 (e.g., a raster-based index
number) from which the second computing device 324 took the underlying measurement

and a data value (e.g., a magnitude) derived from the measurement itself.

[0110] The second computing device 324 then analyzes the metrics to identify those
metrics that will be used to generate an electronic signature for the mark 312 (block 412),
and generates the signature based on the analysis (block 414). The second computing device
324 identifies a subset of the highest-magnitude metrics of the signature (block 416),
derives an HID block using location identifiers corresponding to the identified subset (block
418), creates an HID based on the HID block (block 420 of FIG. 16A), and stores the HID
in association with the signature (block 422) in a media storage device 328 (whose possible
implementations are the same as those described for the media storage device 112 of FIG.
13). In some embodiments, the second computing device 324 repeats blocks 416 and 418
for each set of metrics of the signature (e.g., once for the set of measurements for
pigmentation, once set of measurements for deviation from a best-fit grid, once for the set
of measurements for extraneous marks or voids, and once for each of the three separate sets
of measurements for edge linearity). In some embodiments, the first computing device 310
carries out one or more of blocks 402 through 420 and transmits the signature or the HID to

the second computing device 324.

[0111] Continuing with FIG. 15, at some point in the chain of distribution from the
packaging facility 300 to a point of distribution (e.g., a point of sale), a user 330 (e.g., a
salesperson or law enforcement worker) handles an unverified physical object 332
(“unverified object 332”) that has an unverified label 334 that carries a candidate mark 336.
Indicia on the unverified object 332 or information encoded in the candidate mark 336
might suggest that the unverified object 332 originated from a legitimate source, such as the
packaging facility 300 (or the company for which the packaging facility 300 is handling the
original objects on the packaging line 306). In this scenario, the user 330 wishes to

determine whether the unverified object 332 is counterfeit or otherwise illegitimate.
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[0112] The user 330 launches an application on a third computing device 338 which, in
FIG. 15, is depicted as a smartphone. The third computing device 338, under control of the
application (and possibly in response to additional input from the user 330) captures an
image of the candidate mark 336 (block 450 of FIG. 16B) (e.g., using a camera 514,
depicted in FIG. 17). The third computing device 338 decodes the explicit data in the
candidate mark 336 (block 452) (e.g., data in a bar code, which indicates the identity of a
product to which the bar code is applied), and transmits the captured image to the second
computing device 324 via the network 326. The second computing device 324 then uses the
captured image to measure a characteristic of the candidate mark 336, resulting in one or
more sets of metrics (block 454), resulting in one or more sets of metrics for each of the
measured characteristics. The second computing device 324 then analyzes the metrics to
identify those metrics that will be used to generate an electronic signature for the mark 336
(block 456), and generates the signature based on the analysis (block 458). The second
computing device 324 may repeat blocks 454 and 456 for each characteristic to be measured
for the mark, and even repeat these blocks multiple times for a single characteristic
(vielding a “signature-worthy” set of metrics on each iteration). The second computing
device 324 identifies a subset of the highest-magnitude metrics of the signature (block 460)
and derives an HID block the set of metrics (of the signature) using location identifiers
associated with the identified subset (block 462). The second computing device 324 may
repeat blocks 454 and 456 for each set of metrics of the signature, yielding multiple HID
blocks (in essence, one HID block for each set of metrics). In some embodiments, the third
computing device 338 carries out blocks 454 through 462 and transmits the signature or
HID to the second computing device 324. The second computing device 324 then carries
out the procedures described above with respect to FIG. 14B and FIG. 14C, which are
reproduced in FIG. 16B and FIG. 16C. In other words, the second computing device 324
carries out blocks 464, 466, 468, 470, 472, 474, 476, and 478 of FIG. 16B and FIG. 16C in
the same fashion that the second computing device 110 of FIG. 13 carried out blocks 258,
260, 262, 264, 266, 268, 270, and 272 of FIG. 14B and FIG. 14C.

[0113] In one implementation, one or more of the computing devices 108, 110, and 120
of FIG. 13 and one or more of the computing devices 310, 324, and 338 of FIG. 15 have the

general architecture shown in FIG. 17. The device depicted in FIG. 17 includes logic
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circuitry 502, a primary memory 504 (e.g., volatile memory, random-access memory), a
secondary memory 506 (e.g., non-volatile memory), user input devices 508 (e.g., a
keyboard, mouse, or touchscreen), a display 510 (e.g., an organic, light-emitting diode
display), and a network interface 512 (which may be wired or wireless). The memories 504
and 506 store instructions and data. Logic circuitry 502 executes the instructions and uses
the data to carry out various procedures including, in some embodiments, the methods
described herein (include, for example, those procedures that are said to be carried out by a
computing device). Some of the computing devices may also include a camera 514 (e.g., the

third computing device 338, particularly if it is implemented as a mobile device).

[0114] In an embodiment, a genuine mark (such as the genuine mark 312 of FIG. 15) is
made up of a number of locations referred to herein as “subareas.” The subareas may
correspond to “cells” according ISO/IEC 15415 and may be uniformly-sized. To help
illustrate some of the concepts discussed herein, attention is directed to FIG. 18, which
illustrates a mark 600 having a first subarea 650, a second subarea 652, a third subarea 654,
and a fourth subarea 656. A characteristic of the first subarea 650 is that its average
pigmentation deviates significantly (e.g., to a degree that exceeds a predetermined
threshold) from other subareas. A characteristic of the second subarea 652 is that its offset
from a best-fit grid 658 is significantly higher than that of other subareas. A characteristic of
the third subarea 654 is that it includes significantly higher incidence of voids than other
subareas. Finally, a characteristic of the fourth subarea 656 is that it includes an edge 660

whose linearity is significantly less than edges of other subareas.

[0115] In an embodiment, to carry out the process of analyzing the metrics obtained
from measuring characteristics of a mark (such as in block 412 of FIG. 16A and block 456
of FIG. 16B), a computing device (such as the second computing device 324) performs the
following tasks. The computing device generates the best-fit grid 658. In doing so, the
computing device identifies ideal locations for boundaries between the various subareas of
the mark. The computing device selects subareas whose characteristic measurements are to
be used for generating the signature for the mark. In an embodiment, the computing device
carries out this selection based on which subareas have characteristics whose measurements

deviate the most (e.g., above a predetermined threshold) from a normal or optimal
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measurement expected for that subarea. Examples of the kind of subareas that the

computing device would select in this scenario include:

[0116] (1) Subareas whose average color, pigmentation, or intensity are closest to the
global average threshold differentiating dark cells from light cells as defined by a 2D
barcode standard—i.e., the “lightest” dark cells and the “darkest” light cells. The first
subarea 650 falls within this category. In an embodiment, if the computing device identifies
a given subarea as having a deviant average pigmentation density, the computing device
may need to reassess subareas for which the identified subarea was a nearest neighbor.
When the computing device carries out such reassessment, the computing device may

discount the identified subarea as a reference.

[0117] (2) Subareas whose position deviates the most (e.g., above a predetermined
threshold) from an idealized location as defined by the best-fit grid 658. In some
embodiments, the computing device determines whether a given subarea falls into this
category by identifying the edges of the subarea, determining the positions of the edges, and
comparing the positions of the edges to their expected positions, which are defined by the
best-fit grid 658. In other embodiments, the computing device generates a histogram of the
boundary region between two adjacent subareas of opposite polarity (e.g., dark/light or
light/dark), with the sample region overlapping the same percentage of each subarea relative
to the best-fit grid 658, and evaluates the deviation of the histogram from a 50/50 bimodal
distribution. The second subarea 652 falls within this category.

[0118] (3) Subareas that contain extraneous markings or voids, either light or dark. In
an embodiment, the computing device determines whether a subarea falls within this
category by generating a luminance histogram for the subarea and determining whether the
distance between the outermost dominant modes of the histogram is sufficiently (e.g., above

a pre-determined threshold) great. The third subarea 654 falls within this category.

[0119] (4) Subareas having one or more edges that have one or more of (a) a length that
exceeds a pre-determined threshold, (b) continuity for a length that exceeds (or falls below)
a predetermined threshold), and (¢) a linearity that exceeds (or falls below) a predetermined
threshold. In an embodiment, the computing device determines whether a subarea falls
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within this category by calculating a pixel-wide luminance value over the length of one
subarea, offset from the best-fit grid 658 by the length of half of a subarea, run
perpendicular to the grid line bounding that edge in the best-fit grid 658. The fourth subarea
656 falls within this category.

[0120] After the computing device measures the characteristics of the mark (genuine or
candidate), the computing device makes the measured characteristics of the mark available

as an index-array associated list (associable by subarea (e.g., cell) position in the mark).

[0121] Turning to FIG. 19, in another example, assume that the mark being analyzed is
a 1D linear barcode 700. Features that a computing device (such as the second computing
device 324) may use to form an electronic signature include: variations 702 in the width of
or spacing between bars; variations 704 in the average color, pigmentation or intensity;
voids 706 in black bars (or black spots in white stripes); and irregularities 708 in the shape

of the edges of the bars.

[0122] Turning to FIG. 20 and FIG. 21, the process that a computing device (such as the
second computing device 324) carries out to identify a subset of the highest magnitude
metrics of the electronic signature for a mark at block 416 of FIG. 16A and block 460 of
FIG. 16B (and derive an HID from the location identifiers associated with the subset) will
now be described. For each measured characteristic (and for each set of metrics for a
characteristic in those cases where a characteristic is measured multiple times) the
computing device takes the set of metrics that make up part of an electronic signature and
sorts the set by value. In FIG. 20, for example, a first set 802 of metrics (depicted as a list)
represents the pigmentation for various cells of a 2D barcode, with each cell having an
associated index number. The data for each cell is unitless at this point, but when the
computing device originally took the pigmentation measurement, it did so in terms of gray
value. The first set 802 is just one of multiple sets of metrics that make up the electronic
signature for the 2D barcode. The computing device sorts the first set 802 by the magnitude
of the data value and extracts a subset 804 of index numbers corresponding to a subset 806
of the highest-magnitude data values. The computing device then makes the subset 804 of

index values an HID block for the first set 802 of metrics.
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[0123] In another example, in FIG. 21, a first set 902 of metrics corresponds to a first
characteristic of the mark (e.g., the genuine mark 312 or the candidate mark 336), a second
set 904 of metrics corresponds to a second characteristic of the mark, and a third set 906 of
metrics (the “nth set” or final set) corresponds to a third characteristic of the mark. There
may be any number of sets of metrics, however. Each member of each set of metrics in this
example includes (1) an index value, which correlates with the raster position of the subarea
of the mark from which a measurement of the characteristic was obtained, and (2) a data
value, which is a magnitude that is either the measurement itself or is derived from the
measurement (e.g., after some statistical processing and normalization). The computing
device sorts each set of metrics by data value. For each set of metrics, the computing device
extracts the index values corresponding to a highest-magnitude subset of the data values. In
this example, each highest-magnitude subset is the top twenty-five data values of a set of
metrics. The computing device derives a first HID block 908 from the index values
corresponding to the highest-magnitude subset of the first set 902 of metrics. The
computing device similarly derives a second HID block 910 from the index values
corresponding to the highest-magnitude subset of the second set 904 of metrics. The
computing device continues this process until it has carried out this process for each of the
sets of metrics (i.e., through the nth set 906 of metrics to derive a third or “nth” HID block
912), resulting in a set of HID blocks. The computing device forms the HID by aggregating
the HID blocks. In this example, the HID blocks contain the extracted index values

themselves.

[0124] Turning to FIG. 22, an example of how a computing device (e.g., the second
computing device 324) compares an HID generated for a candidate mark to an HID of a
genuine mark (e.g., as described in conjunction with blocks 464 and 466 in FIG. 16B)
according to an embodiment is shown. The computing device attempts to match index
values that make up the respective HID blocks of the candidate mark and the genuine mark,
with like sets of index values being matched against one another for an “apples to apples”
comparison (e.g., the extracted subset of the index values for pigmentation of the candidate
mark is compared to the extracted subset of the index values for pigmentation of the
genuine mark). The computing device counts each match towards a match score. Thus, for

example, the block 1002 of the genuine mark and the block 1004 of the candidate mark
34



WO 2017/160715 PCT/US2017/022097

have a match score of 21, while the block 1006 of the candidate mark and the block 1008 of

the genuine mark have a match score of 4.

[0125] Turning to FIG. 23, an example of how a computing device (e.g., the second
computing device 324) compares an overall HID of a genuine mark with that of a candidate
mark according to an embodiment is described. The computing device takes each individual
HID block of an HID value 1100 of a genuine signature and compares it to the
corresponding block of an HID value 1102 of a candidate signature and assigns a match
score (e.g., as described above with respect to FIG. 22). The computing device then
combines each of the scores into an overall match score. If the overall match score meets or
exceeds a predetermined threshold score, then the computing device deems the HIDs to be
closely matched. For example, the computing device may use a predetermined threshold
score of 120, meaning that if the score is 120 or more, then the computing device would
deem the two HIDs to be closely matching. This threshold could be as low as zero. In some
embodiments the computing device disregards the minimum and simply take the “top <n>”
HID scores (e.g., the top 10). In such a case, the computing device would consistently be
performing a test on the top 10 best HID matches. This addresses the possibility of having
an inaccurate HID cutoff and thereby generating a false negative through the filtering step
(at the expense of unnecessary computations on actual non-genuine candidates). The
computing device then retrieves the signature associated with the genuine HID value 1100.
The computing device repeats this process until it has compared the candidate HID value
1102 with a number (perhaps all) of the HID values stored in a database of genuine mark
signatures. The outcome of this process will be a subset of the whole set of genuine mark
signatures, each of which the computing device can then compare (via a more “brute force”

method) to the signature of the candidate mark.

[0126] There are various ways by which one or more of the computing devices
described herein may compare electronic signatures (e.g., of a candidate mark and a genuine
more) with one another. In an embodiment, the computing device compares one electronic
signature (e.g., of a candidate mark) with another electronic signature (e.g., of a genuine
mark) (e.g., at blocks 266 and 472) using direct numerical correlation. For example, the

computing device (e.g., the second computing device 324) array-index matches the raw sets
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of metrics of the two marks for each characteristic. The computing device also subjects each
raw set of the genuine mark to normalized correlation to a like-order extracted metric set
from a candidate mark. The computing device then uses the correlation results to arrive at a

match/no match decision (genuine vs. counterfeit).

[0127] In another example, the computing device compares a candidate signature with a
genuine signature through the use of autocorrelation, such as by by comparing the
autocorrelation series of the sorted metrics of the candidate mark with the autocorrelation
series of the (stored) sorted genuine signature. For clarity, the well-known statistical

operation:

ny x;yi—Xxi LVi
Janf—@ x;)? \/nZyiz—(Zyi)z

rxy =

is the common Normalized Correlation Equation, where r is the correlation result, n is the
length of the metric data list, and x and y are the metrics data sets for the genuine mark and
the candidate mark, respectively. When the computing device carries out the autocorrelation

function, the data sets x and y are the same.

[0128] To produce the autocorrelation series according to an embodiment, the
computing device carries out the operation set forth in the Normalized Correlation Equation
multiple times, each time offsetting the series x by one additional index position relative to
the series y (remembering that y is a copy of x). As the offset progresses, the data set
“wraps” back to the beginning as the last index in the y data series is exceeded due to the x
index offset. According to an embodiment, the computing device accomplishes this by
doubling the y data and “sliding” the x data from offset O through offset n to generate the

autocorrelation series.

[0129] In some embodiments, at block 212 in FIG. 14A and at block 422 in FIG. 16A,
instead of storing the entire signature in the media storage device, the second computing
device instead stores a set of polynomial coefficients that describe (to a predetermined order

and precision) a best-fit curve matching the shape of the autocorrelation results. This is
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feasible because the second computing device carries out the process of generating the
signature on sorted metrics data and, as a result, the autocorrelation series for the
characteristic data (i.e., the metrics that help represent the artifacts within the genuine mark)

is typically a simple polynomial curve.

[0130] In an embodiment, a computing device (e.g., the second computing device 110
or second computing device 324) computes ryy, where each term X; is an artifact represented
by its magnitude and location, and each term yi=x.+), where j is the offset of the two
datasets, for j=0 to (n-1). Because the x; are sorted by magnitude, and the magnitude is the
most significant digits of x;, there is a very strong correlation at or near j=0, falling off
rapidly towards j=n/2. Because y is a copy of x, j and n-j are interchangeable, the
autocorrelation series forms a U-shaped curve, an example of which is shown in FIG. 24,
which is necessarily symmetric about j=0 and j=n/2. Thus, the computing device in this
embodiment need only calculate half of the curve, although in FIG. 24 the whole curve

from j=0 to j=n is shown for clarity.

[0131] In one implementation, a computing device (such as the second computing
device 110 or second computing device 324) carries out block 266 of FIG. 14C or block
472 of FIG. 16C using the actual autocorrelation numbers, and then repeats the process on
the candidate mark using the polynomial-modeled curve. In practice, it has been found that
a 6th-order equation using six-byte floating-point values for the coefficients will tend to
match the genuine signature data within a one percent curve fit error or “recognition
fidelity.” The resulting match scores that the computing device obtains may be within one
percent of one another. This may be true of both the high match score (as would be
expected if the candidate mark was genuine) and of a low match score (as would be

expected if the candidate mark was not genuine).

[0132] In an embodiment, a computing device that analyzes metrics of a mark for the
purpose of generating an electronic signature (e.g., as set forth in block 412 of FIG. 16A,
and block 456 of FIG. 16B) bounds and normalizes the metrics that it uses to generate the
signature. For example, the computing device may express the polynomial coefficients to a

fixed precision, express the autocorrelation data itself as values between -1 and +1, and use,
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as the sort order list, the array index location within the analyzed mark (genuine or
candidate). If the mark being analyzed is a 2D data matrix, the array index may be a raster-
ordered index of cell position within the mark, ordered from the conventional origin datum
for the symbology being used. In one common type of 2D data matrix, the origin is the

point where two solid bars bounding the left and bottom sides of the grid meet.

[0133] According to an embodiment, a computing device compares (attempts to match)
the genuine signature with the candidate signature (e.g., as set forth in block 266 of FIG.
14C or block 472 of FIG. 16C) as follows. The computing device reconstitutes the
signatures using the stored polynomial coefficients, autocorrelates the metrics in each list
(i.e., for each characteristic measured) to generate polynomial coefficients, and compares
the two sets of polynomial coefficients (compares the two autocorrelation series). The
computing device may carry out this comparison in a number of ways. For example, the
computing device may attempt to correlate the autocorrelation series of the candidate mark
against the (reconstituted) autocorrelation curve of the signature of the genuine mark.
Alternatively, the computing device may construct a curve for each of the autocorrelation
series (candidate and genuine) and performing a curve-fit error on the pair of curves. FIG.
24 and FIG. 25 illustrate this process. The degree of correlation between the two sets
autocorrelated values for a given characteristic (or given set of metrics for a characteristic)
becomes a match score for that characteristic or set of metrics. The computing device then
determines whether the candidate mark is genuine or not basic on all of the match scores for

the various characteristics.

[0134] In an embodiment, a computing device that analyzes metrics of a mark for the
purpose of generating an electronic signature (e.g., as set forth in block 412 of FIG. 16A,
and block 456 of FIG. 16B) applies a power series analysis to the autocorrelation data for
the candidate mark and to the autocorrelation data for the genuine mark. The computing

device may apply such a power series analysis using a discrete Fourier transform (“DFT”):

=
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where X; is the k” frequency component, N is the length of the list of metrics, and x is the
metrics data set. The computing device calculates the power series of the DFT, analyzes
each frequency component (represented by a complex number in the DFT series) for
magnitude, and discards the phase component. The resulting data describes the distribution
of the metric data spectral energy, from low to high frequency, and it becomes the basis for
further analysis. Examples of these power series are shown graphically in FIG. 26, FIG. 27,
and FIG. 28.

[0135] In an embodiment, a computing device that analyzes metrics of a mark for the
purpose of generating an electronic signature (e.g., as set forth in block 412 of FIG. 16A,
and block 456 of FIG. 16B) employs two frequency-domain analytics: Kurtosis and
Distribution Bias. In this context, Distribution Bias refers to a measure of energy
distribution around the center band frequency of the total spectrum. To carry out Kurtosis,

the computing device may use the following equation:

g:l(yn - 7)4
N(N — 1)s*

kurtosis =

where Y is the mean of the power series magnitude data, s is the standard deviation of the

magnitudes, and N is the number of analyzed discrete spectral frequencies.

[0136] To calculate the Distribution Bias in an embodiment, the second computing
device uses the following equation:
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Distribution Bias =

where N is the number if analyzed discrete spectral frequencies.

[0137] When using frequency-domain analytics (e.g., using the DFT) in an
embodiment, a computing device considers the following criteria: The smooth polynomial
curve of the signature of a genuine mark (arising from the by-magnitude sorting) yields
recognizable characteristics in the spectral signature when analyzed in the frequency

domain. A candidate mark, when the metrics data are extracted in the same order as those
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extracted from the genuine mark, will present a similar spectral energy distribution if the
symbol is genuine. In other words, the genuine sort order “agrees” with the candidate’s
metric magnitudes. Disagreement in the sorted magnitudes, or other superimposed signals
(such as photocopying artifacts), tend show up as high-frequency components that are
otherwise absent in the genuine symbol spectra, thus providing an additional measure of
mark authenticity. This addresses the possibility that a counterfeit autocorrelation series
might still satisfy the minimum statistical match threshold of the genuine mark. The
distribution characteristics of the DFT power series of such a signal will reveal the poor
quality of the match via the high frequencies present in the small amplitude match errors of
the candidate series. Such a condition could be indicative of a photocopy of a genuine mark.
In particular, the computing device deems a high Kurtosis and a high Distribution Ratio to
be present in the spectra of a genuine mark. In some embodiments, the computing device
uses this power series distribution information in conjunction with the match score as a

measure of confidence in the verification of a candidate mark.

[0138] Turning to FIG. 29, in an embodiment, a computing device generates an
electronic signature for a mark (e.g., as set forth in block 208 of FIG. 14A, block 254 for
FIG. 14B, block 414 of FIG. 16A, and block 458 of FIG. 16B) by encoding the signature as
a string of bytes, which may be represented as American Standard Code for Information
Interchange (“ASCII”) characters, rather than as numeric magnitude data. This alternative
format allows the computing device to use the signature data directly as an index for
looking up the mark in a media storage device. In this embodiment, rather than storing the
location and magnitude of each signature metric for the genuine mark, the computing device
stores the presence (or absence) of significant signature features and each of the evaluated
locations within the genuine mark. For example, in the case of a 2D Data Matrix symbol
that does not carry or encode a unique identifier or serial number, the computing device
stores the signature data of the mark as a string of characters, each encoding the presence or
absence of a feature exceeding the minimum magnitude threshold for each characteristic in
a subarea, but not encoding further data about the magnitude or number of features in any
one characteristic. In this example, each subarea in the mark 1700 of FIG. 29 has four bits
of data, one bit for each of set of metrics, where a ‘1’ indicates that the particular metric has

a significant feature at that subarea. For example, 0000 (hexadecimal 0) may mean that
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none of the four tested characteristics are present to a degree greater than the threshold
magnitude in that particular subarea. A value of 1111 (hexadecimal F) would meaning that
all four of the tested characteristics are present to a degree greater than the minimum in that

particular subarea.

[0139] In the example of the mark 1700, the first six subareas are coded as follows. (1)
A first subarea 1702 has no artifact for average luminance: it is satisfactorily black. It has
no grid bias. It does have a large white void. It has no edge shape artifact: its edges are
straight and even. The computing device thus codes it as 0010. (2) A second subarea 1704
has a void and an edge shape artifact. The computing device thus codes it as 0011. (3) A
third subarea 1706 is noticeably gray rather than black, but has no other artifacts. The
computing device thus codes it as 1000. (4) A fourth subarea 1708 has no artifacts. The
computing device thus codes it as 0000. (5) A fifth subarea 1710 has a grid bias but no other
artifacts. The computing device thus codes it as 0100. (6) A sixth module 1712 has no
artifacts. The computing device thus codes it as 0000. Thus, the first six modules are coded
as binary 001000111000000001000000, hexadecimal 238040, decimal 35-128-64, or ASCII
#€ @. Using a 2D Data Matrix code as an example, with a typical symbol size of 22x22
subareas, the ASCII string portion containing the unique signature data would be 242
characters in length, assuming the data is packed two modules per character (byte). The
computing device stores the signature strings of genuine marks in a database, flat file, text
document or any other construct appropriate for storing populations of distinct character

strings.

[0140] According to an embodiment, the process by which a computing device (e.g., the
second computing device 324) tests a candidate mark to determine whether the mark is

genuine in an ASCII-implemented embodiment is as follows:

[0141] (1) The computing device analyzes the candidate mark and extracts its ASCII

string.

[0142] (2) The computing device performs a search query via a database program using

the ASCII string.
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[0143] (3) The computing device (under the control of the database program) subjects
signatures stored in a media storage device to a test for an exact match of the complete
candidate search string. If the computing device does not find an exact string match, the
computing device may attempt to locate an approximate match, either by searching for sub-

strings or by a “fuzzy match” search on the whole strings.

[0144] (4) Where the search returns a match to one reference string of at least a first,
minimum confidence match threshold, the computing device deems the genuine mark and
candidate mark to be the same. In other words, the computing device identifies the
candidate mark to be genuine. If, on the other hand, the search returns no string with a
percentage match above a second, lower threshold, the computing device rejects the

candidate mark as counterfeit or invalid.

[0145] (5) Where the search returns one reference string with a percentage match
between the first and second thresholds, the computing device may deem the result to be
indeterminate. Where the search returns two or more reference strings with a percentage
match above the second threshold, the computing device may deem the result to be
indeterminate. Alternatively, the computing device may conduct a further analysis to match

the candidate mark’s string with one of the other stored reference strings.

[0146] (6) When the result is indeterminate, the computing device may indicate (e.g., on
a user interface or by transmitting a message to the third computing device 240) indicating
that that the result is indeterminate. The computing device may prompt the user to submit
another image of the candidate mark for testing. Instead, or in addition, the computing
device may employ a retry method for encoding the individual features in the captured
image of the candidate mark. The computing device may apply the retry method to any
subarea whose signature data in the candidate mark is close to the magnitude minimum
threshold for that metric. If the mark being tested uses an error correction mechanism, the
retry method may be applied to any subarea or part of the candidate mark that the error
correction mechanism indicates as possibly damaged or altered. Instead, or in addition, the
computing device may de-emphasize any signature data with a magnitude that is close to

that minimum magnitude threshold, for example, by searching with its presence bit asserted
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(set to 1) and then again with the bit un-asserted (set to 0), or by substituting a “wild-card”
character. Alternatively, the computing device may recompute the percentage match query
by underweighting or ignoring those bits representing features that are close to the

threshold.
Mutual vs. Unique Signature Information

[0147] In terms of composition, signatures of marks can be thought of as a summation
of three signals: Uniquely Identifying information (UI), Shared or Mutual information (MI),
and noise (N). The Uniquely Identifying information is what can be thought of as the unique
‘fingerprint’ component of the mark, while the Mutual information is the carrier of the
sibling signature where common features are shared across multiple marks. The noise
component can be either systematic (an artifact of the verification device, for instance) or
random, and in either case does not contribute positively to the signature identification

process.

[0148] Extending the above discussion, in the case of a genuine item it can be seen that
both UI and MI correlate well, impacted to the negative by the relative magnitude of N. In
the case of a sibling, the Ul component is generally uncorrelated, but here MI shows a
definite similarity between the two sibling signatures. For counterfeit marks, all three

component signals are uncorrelated. FIG. 30 graphically illustrates this concept.
Sibling Production

[0149] Generally, siblings occur as part of plate-based printing processes, such as
lithographic or flexographic printing. During a production run, every impression made by a
particular plate may share a sibling relationship where the signature data is somewhat
correlated. For plates with multiple impressions of the same artwork, the siblings are
produced per-impression. It is typical of a flexographic plate to have multiple instances of
the pattern to be printed arranged such that, when mounted to a plate cylinder, one
revolution of the cylinder produces multiple impressions of the (same) artwork pattern. For
example, a six impression plate may yield six printed marks per cylinder revolution. In this

case, every 6th mark is part of its own ‘sibling set.” In other words, as this process runs, the
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production batch will have 6 distinct sets of related siblings (one per plate impression). For
certain characteristics of certain features, there may be no detectable correlation between
sibling marks. That is, according to certain characteristics of certain features, they appear as
‘counterfeits’ with respect to one another from a signature analysis standpoint. See, for
example, FIG. 31. In an embodiment, however, using certain other characteristics, a
computing device may identify a correlation and determine that the marks are siblings. This

aspect will be discussed below in more detail.

[0150] Note that sibling production is not a deliberate or actively managed process. It is
a natural attribute of marks produced by the above discussed printing methods, and as such

constitutes an “emergent” print property of which use can be made.
Sibling Recognition

[0151] As illustrated in FIG. 12, sibling signatures exhibit an elevated similarity when

their data is subjected to statistical correlation analysis.
Signal Separation

[0152] According to various embodiments, a computing device recognizes when sibling
signature information is present, and uses this information during mark analysis, e.g., by
distinguishing between an independently produced counterfeit and an illicit copy of a mark
made with the legitimate marking equipment. To carry out this process in an embodiment,
the computing device separates the mutual from the unique information while minimizing

the effects of noise.

[0153] In an embodiment, the computing device identifies the mutual information
component within a set of sibling signatures by taking the average of all the signatures.
Since the UI components are by definition uncorrelated, their individual contributions will

average out (along with the random noise component), leaving only the shared sibling ML

[0154] Once the computing device isolates M1, it can subtract the MI from the original
individual signatures, thereby creating signatures with the MI removed. From a signature

analysis standpoint, this effectively converts siblings into non-siblings, since once the
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shared information has been removed there remain only non-correlating signals. How this is

useful shall be discussed further below.
Anti-siblings

[0155] A form of shared information includes conditions where an anti-correlation
exists between an instance of a mark and its siblings. Here, when the computing device
compares a mark to its anti-sibling, the result is an elevated correlation result in the
negative. That is, while a sibling relationship will generally produce a cross-correlation
between two marks of between 0.1 and 0.4, and anti-sibling will yield a signature
correlation of between -0.1 and -0.4. Remembering that truly independent marks (non-
siblings or counterfeits) will be uncorrelated with scores near zero, the anti-correlation
phenomenon indicates that a process is at work creating a measurable relationship between
the signatures derived from multiple marks. Therefore, even though the measured
relationship is one of opposites, therein still resides information indicating a likely similar

mark origination, which the computing device can use.

[0156] The plots shown in FIGS. 32-34 illustrate example signature data for the three

relationships discussed above.
Applications of the Sibling Phenomenon

[0157] In an embodiment, the computing device may perform at least three primary
analytical operations on signature data to create useful applications of the sibling

information:

. Carry out cross-correlation operations on individual signatures to thereby

establish that sibling relationships exist among a population of signatures.

. Calculate the common signature information making up the sibling signature

(i.e., the shared information) for a set of siblings.

. “Clean” siblings of their shared sibling signature information and thereafter
treat them as non-sibling marks in subsequent search and signature data processing

operations.
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[0158] Having identified that sibling relationships exist between signatures in a
database, and having extracted those sibling signatures, the computing device is able to

perform useful operations on the database and constituent signature data.

[0159] For example, the computing device may narrow the search space for finding the
correct original genuine signature within the repository when executing a verification
operation on a candidate mark. With the sibling signatures of the mark data held in the
database, the computing device can perform a two-step search, effectively reducing the size
of the data block to which it applies the exhaustive low-frequency waveform search
operation. At a high level, the procedure carried out by the computing device according to

an embodiment is as follows:

. Analyze all signatures in the database and carry out a clustering operation on the

signatures based on ML
. For each cluster,

e Extract the sibling signature
e Store the sibling signature in the database in association with the corresponding

cluster.

. Upon reception of a candidate mark, select the correct cluster by comparing the

cluster signatures with the incoming candidate signature.
. Pass the best-matching cluster in its entirely into a matching procedure.

By narrowing down the search in an initial pass through a set of cluster signatures of
genuine marks, a computing device or logic circuitry can significantly cut down on the

number of signatures that need to be compared.
Use of Sibling Processing Techniques in the Context of HID

[0160] In an embodiment, a computing device may use sibling identification and
processing to further optimize the techniques described above with respect to the HID
embodiment.
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[0161] What is described above is a set of clustered original genuine fingerprint data
that can be searched by comparing an incoming candidate to each cluster’s sibling
signature, with the one yielding the highest similarity being the correct cluster upon which
to perform an exhaustive secondary search. The fingerprint processing from there proceeds

as described above.

[0162] In many embodiments, the primary groupings of siblings will be their impression
position on the printing plate. For extremely large production lots, even reducing the size of
the search block to a single group using the sibling signature may yield a search latency
exceeding the limits imposed by real-time verification requirements. Reducing the size of
the clusters (e.g., by narrowing the search to HIDs corresponding to a particular, identified
printer, as indicated by sibling data) may be used to reduce the search space (i.e., the
computing device need only carry out the most computationally expensive comparison

process on a subset of signatures) and thereby speed up the process.

[0163] For example, turning to FIG. 35, a computing device builds a search tree by
running a clustering procedure (e.g., a well-known clustering procedure such as K-means
clustering) on the signatures. This procedure will yield bottom tier of clusters. For each
cluster, the computing device extracts a single sibling signature that represents all of the
members of that cluster. The computing device then runs the same clustering procedure on
the resulting clusters and thereby identifies superclusters. The computing device then
continues for n levels, thereby building the search tree. When the computing device receives
a candidate mark, it extracts a signature from the mark (using one or more of the techniques
previously described—measuring characteristics, etc.), including a sibling signature, enters
the search tree at the top, compares the candidate sibling signature, finds the best match, and
so on. The result is that the computing device is comparing the candidate against
successively more precise sibling signatures that resolve into smaller and smaller subsets
until ultimately it reaches get to the bottom tier of the tree, where it ultimately carries out
the more exhaustive comparison on the full, individual signatures. The computing device
then gives one or more notifications as noted above in the previous sections. Note that,

instead of sibling signatures, each successive supercluster or cluster could be represented by
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an HID, and the comparison (for sameness) can be made using the HIDs (until the final

cluster on the bottom tier).

[0164] Continuing with FIG. 35, assume that a computing device receives a candidate
mark (“incoming mark”) in a manner previously described. Further assume that the
computer device has access to a database of marks that are indexed as described in
conjunction with the HID Embodiment, with the further feature that, as shown in FIG. 35,
each sibling (e.g., each individual, identified printer) has its own supercluster and/or cluster
associated with it and appropriately indexed in the database. The computing device may: (a)
analyze the mark using one or more of the techniques described herein, (b) identify a sibling
signature within the candidate mark (e.g., to identify which printer produced the candidate
mark [e.g., identify which plate printed the mark or which plate impression group the mark
belongs to]), (c) use the identified sibling signature to select which supercluster to search,
(d) use further sibling signature data (or other non-sibling characteristics) to determine
which cluster within the selected supercluster to search, (e) repeat this process of narrowing
down the search space as needed and as based on the structure of the database, and (f)
conduct the final search of the search space using either a brute force method or using one

or more of the HID techniques described above.
Signature Decay

[0165] It has been observed in studies that sibling signatures sometimes exhibit a decay
property; that is, they change over time with a quantifiable time constant. The plot of FIG.

36 illustrates this concept.

[0166] In creating the plot of FIG. 36, the computing device uses the first item in the
series as the reference signature against which all the other signatures are compared. Again,
the typical periodic series of peaks is evident, showing that the test set indeed contains
sibling marks. However, a decay of the sibling similarity is observed in the data, meaning
that the strength of the sibling similarity has a localized aspect with respect to the
production sequence of the marks. In short, the closer to each other two marks reside within

the production series, the stronger their shared similarity measure.
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[0167] Carried out long enough — that is, extending the above chart much further to the
right — one would observe the sibling similarity peaks eventually extinguish completely.
What that means physically is that there would be marks produced by the same plate
impression but devoid of the shared mutual information necessary to ‘behave’ like siblings.
Including all these marks in the same cluster would produce poor performance during
cluster searches due to the resulting sibling signature being the average of many weakly
correlated signatures. Any such derived signature would match with similar weakness to
any candidate, even if that candidate mark ‘belonged’ to the compared cluster / plate

impression group.

[0168] In these instances the computing device employs a method of periodically
creating a new cluster as it moves along the mark series. This has the effect of ‘cutting up’
the (potentially enormous) single set of sibling marks into smaller, more manageable sets.
Of particular benefit, the frequency of establishing new clusters can be controlled as
desired, and thus yield clusters sized as appropriate for fast secondary searches, or even for

exhaustive processing using the full mark signature comparison methods.

[0169] The plot of FIG. 37 illustrates the single cluster data of FIG. 36 processed into
five smaller clusters. Note how the shared similarity measure within each new cluster is
much improved, meaning that the sibling signatures derived for each cluster may be used as

a way of selecting an incoming candidate signature into the correct cluster.
Statistical Analysis of Signature Data

[0170] In an embodiment, the computing device creates multiple filtered profiles for a
genuine mark over multiple spatial frequency bands and stores those filtered profiles in a
media storage device. Subsequently, when the computing device receives an image of a
candidate mark that is to be tested for genuineness, the computing device (a) creates filtered
profiles for the candidate mark (e.g., blocks 508, 510, 608, and 610), (b) compares the
filtered profile for the candidate mark in a particular spatial frequency band with the filtered
profile of the genuine mark in the same spatial frequency band (e.g., by running a statistical
correlation function on the data series of the filtered profile of the genuine mark and the
filtered profile of the candidate mark) (e.g., block 612), (¢) assigns a correlation score based
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on the statistical correlation, (d) repeats (b) and (c) for multiple frequency bands, and (e)
creates a spatial frequency spectrum correlation profile based on the collection of
correlation scores. For example, the correlation score may be the numerical series

correlation for the genuine and candidate metrics data band-filtered at a particular frequency
band.

Sibling Series Patterns

[0171] FIG. 38 depicts a plot showing the similarity between characteristics of single
references mark (the first in the plot series) and a group of marks created in the same
production batch on the same printing device. As can be seen, there are a series of sibling
peaks (data points that possibly map to a sibling signature) which, in this example, have a
period of seven (i.e., the plate used to produce this series of marks had seven impressions
around the print cylinder). When a computing device obtains the data reflected in this plot
and conducts an analysis, the computing device would conclude that the data between the
sibling peaks conforms to an approximately repeating shape. This data, representing the six
marks between each sibling peak, may be used by the computing device to characterize the
similarity of the non-siblings against a reference mark when evaluated in order of print
production. In effect, what the computing device may do is plot and identify the “stable
dissimilarity” that is characteristic between different sibling sets. Thus, the computing
device, in an embodiment, may establish (at the front end when the mark is produced) or
identify (during verification of a candidate mark) a signature of the printing process that
produced this series of marks. The computing device may apply this principle in a variety of
ways. For example, if the computing device collects a set of counterfeit data over a period
of time, and a subsequent law enforcement raid yields a seizure of counterfeit marks or
production equipment, the computing device can fit the collected counterfeit sibling
signature data against the signature data obtained from the computing device analyzing
(according to one or more techniques described herein) the seized marks or marks produced
by the seized equipment. This may then be used as evidence in the prosecution of the
counterfeiter and to establish with certainty that the equipment seized did indeed produce

the counterfeits found in circulation.
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[0172] In an embodiment, the spatial frequency spectrum correlation profile is made up
of a data series that includes the correlation scores ordered in a predetermined manner. FIG.
39 shows an example of a spatial frequency spectrum correlation profile, depicted as a plot.
The horizontal axis is made up of numerical values assigned to each of the band-pass filters.
For example, band-pass filter #1 might admit spectral components from wavelengths of 3
millimeters to 6 millimeters, band-pass filter #2 might admit spectral components from
wavelengths of 6 millimeters to 12 millimeters, etc. The vertical axis is made up of the
correlation scores of the correlation operation carried out by the computing device on the

respective filtered profiles of the candidate mark and the genuine mark.

[0173] In an embodiment, the computing device compares the spatial frequency
spectrum correlation profile of a candidate mark and that of a genuine mark and determines,
based on the comparison, whether the candidate mark is the genuine mark. Additionally or
alternatively, the computing device determines whether the candidate mark was printed
using the same printing plate as the genuine mark (e.g., after making a determination that
the candidate mark is not genuine). The shape of the spatial frequency spectrum correlation
profile indicates the result and the computing device may interpret this shape as part of
carrying out block 614. For example, FIG. 39 shows the typical ‘hump’ shape of a genuine
mark (line 2102) and the low, flat line of a counterfeit mark (line 2104). FIG. 40 shows a
genuine (line 2202) vs. a photocopy of the same genuine mark (line 2204).

[0174] It should be understood that the exemplary embodiments described herein should
be considered in a descriptive sense only and not for purposes of limitation. Descriptions of
features or aspects within each embodiment should typically be considered as available for
other similar features or aspects in other embodiments. It will be understood by those of
ordinary skill in the art that various changes in form and details may be made therein
without departing from their spirit and scope. For example, the steps of the various flow
charts can be reordered in ways that will be apparent to those of skill in the art.
Furthermore, the steps of these flowcharts as well as the methods described herein may all

be carried out on a single computing device.
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CLAIMS

What is claimed is:
1. On a computing device, a method for determining whether a candidate mark is
genuine, the method comprising:

receiving a captured image of a genuine mark;

measuring, using the captured image, a characteristic of the genuine mark at a
plurality of locations within the genuine mark, resulting in a set of metrics for the
characteristic for the genuine mark;

generating, based on the set of metrics, an electronic signature for the genuine mark;

repeating the receiving, measuring, and generating steps for each of a plurality of
genuine marks, resulting in a plurality of genuine signatures;

carrying out a statistical correlation analysis of the plurality of genuine signatures;

determining, based on the statistical correlation analysis, which signatures are
sufficiently correlated to indicate that the marks they represent were printed on the same
printer;

based on the correlation determination, clustering the genuine signatures of the
plurality into a plurality of clusters;

generating a sibling signature for each of the plurality of clusters;

receiving a captured image of a candidate mark;

measuring, using the captured image, a characteristic of the candidate mark at a
plurality of locations within the genuine mark, resulting in a set of metrics for the
characteristic for the candidate mark;

generating, based on the set of metrics, an electronic signature for the candidate
mark;

comparing the electronic signature of the candidate mark with the sibling signature
of each of the plurality of clusters to identify which cluster is the best match for the
candidate mark;

comparing the electronic signature of the candidate mark to each of the electronic

signatures of the cluster identified to be the best match;
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determining whether the candidate mark is genuine based the comparison of its
electronic signature with each of the electronic signatures of the cluster identified to be the
best match; and

generating a message to a user based on the genuineness determination.

2. The method of claim 1, wherein the statistical correlation analysis comprises:
calculating an average of the plurality of genuine signatures; and
identifying mutual information of the plurality of genuine signatures based on the
calculated average, wherein the mutual information comprises features that are shared by

genuine signatures printed from the same printer.

3. The method of claim 2, further comprising removing the mutual information from
each of the plurality of signatures in a cluster of the plurality of clusters prior to comparing
the electronic signature of the candidate mark to each of the electronic signatures of the

cluster identified to be the best match.

4. The method of claim 1, wherein generating a sibling signature for a cluster
comprises identifying common features are shared across each of the electronic signatures

of the cluster.

5. The method of claim 1, wherein comparing the electronic signature of the candidate
mark with the sibling signature of each of the plurality of clusters comprises comparing an
autocorrelation series of the metrics of the candidate mark with an autocorrelation series of

the stored metrics of the sibling signature.

6. The method of claim 1, wherein comparing the electronic signature of the candidate
mark with the electronic signature of each of the plurality electronic signatures of the cluster
determined to be the best match comprises comparing an autocorrelation series of the
metrics of the candidate mark with an autocorrelation series of the metrics of each of the

plurality of electronic signatures of the cluster.
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7. The method of claim 1, wherein each of the plurality of locations is a subarea of the

genuine mark and the characteristic is an average pigmentation of the subarea.

8. The method of claim 1, wherein each of the plurality of locations is a subarea of the
genuine mark and the characteristic is a deviation in the position of the subarea from a best-

fit grid.

9. The method of claim 1, wherein each of the plurality of locations is a subarea of the

genuine mark and the characteristic is the occurrence of stray marks or voids in the subarea.

10. The method of claim 1, wherein the characteristic is the projected average pixel

values of an edge of the genuine mark.

11. The method of claim 1, wherein the genuine mark is a printed barcode.

12. The method of claim 1, further comprising:
receiving one or more additional captured images of the genuine mark,
wherein measuring a characteristic of the genuine mark using the captured image
comprises:
fusing the captured image of the genuine mark with the one or more
additional captured images to create a fused image, and
using the fused image, measuring a characteristic of the genuine mark
at a plurality of locations within the genuine mark, resulting in a set of

metrics for the characteristic.

13. On a computing device, a method for determining whether a candidate mark is
genuine, the method comprising:

receiving a captured image of a genuine mark;

measuring, using the captured image, a characteristic of the genuine mark at a
plurality of locations within the genuine mark, resulting in a set of metrics for the

characteristic for the genuine mark,
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wherein the plurality of locations corresponds to a plurality of location identifiers;

generating, based on the set of metrics, an electronic signature for the genuine mark;

repeating the receiving, measuring, and generating steps for each of a plurality of
genuine marks, resulting in a plurality of genuine signatures;

determining, based on a statistical correlation analysis of the plurality of genuine
signatures, which genuine signatures are sufficiently correlated to indicate that the marks
they represent were printed on the same printer;

based on the statistical correlation analysis, clustering the genuine signatures of the
plurality into a plurality of clusters;

generating a sibling signature for each of the plurality of clusters;

deriving a hash identifier for the sibling signature using a subset of the plurality of
location identifiers;

receiving a captured image of a candidate mark;

measuring, using the captured image, a characteristic of the candidate mark at a
plurality of locations within the candidate mark, resulting in a set of metrics for the
characteristic for the candidate mark;

generating, based on the set of metrics, an electronic signature for the candidate
mark;

deriving a hash identifier for the electronic signature of the candidate mark using a
subset of the plurality of location identifiers;

comparing the hash identifier of the candidate mark with the hash identifier of each
of the plurality of clusters to identify which cluster is the best match;

comparing the electronic signature of the candidate mark to each of the electronic
signatures of the cluster identified to be the best match;

determining whether the candidate mark is genuine based the comparison of its
electronic signature with each of the electronic signatures of the cluster identified to be the
best match; and

generating a message to a user based on the determination.

14. The method of claim 13, wherein the plurality of locations is associated with a

plurality of location identifiers, the method further comprising:
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deriving a hash identifier for the candidate mark using a subset of the plurality of
location identifiers, wherein the subset of the plurality of locations is sibling-specific;
wherein comparing the electronic signature of the candidate mark with the sibling
signature of each of the plurality of clusters comprises
determining, based on a comparison of the hash identifier of the
candidate mark with a hash identifier of each of the sibling signatures of the
plurality of clusters, whether the hash identifier of the candidate mark closely
matches a hash identifier of any of the sibling signatures,
if the hash identifier of the candidate mark is determined to closely
match a hash identifier of a sibling signature, then searching only the cluster

for further electronic signature matches.

15. The method of claim 13, further comprising:
deriving a hash identifier for the candidate mark using index values corresponding to
the subset of the plurality of locations associated with highest-magnitude metrics of the set
of metrics of the candidate mark;
wherein comparing the electronic signature of the candidate mark with the sibling
signature of each of the plurality of clusters comprises
determining, based on a comparison of the hash identifier of the
candidate mark with a hash identifier of a sibling signature of a cluster of the
plurality of clusters, whether the hash identifier of the candidate mark closely
matches the hash identifier of the sibling signature;
if the hash identifier of the candidate mark is determined to closely
match the hash identifier of the sibling signature, then retrieving, from a

media storage device, an electronic signature of the genuine mark.

16. The method of claim 13, wherein the plurality of location identifiers comprises a

plurality of index values.

17. The method of claim 13, wherein each of the plurality of locations is a subarea of

the mark being measured and the characteristic is an average pigmentation of the subarea.
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18. The method of claim 13, wherein each of the plurality of locations is a subarea of
the mark being measured and the characteristic is a deviation in the position of the subarea

from a best-fit grid.

19. The method of claim 13, wherein each of the plurality of locations is a subarea of
the mark being measured and the characteristic is the occurrence of stray marks or voids in

the subarea.

20. The method of claim 13, wherein the characteristic is the projected average pixel

values of an edge of the genuine mark.

21. The method of claim 13, further recomprising:
receiving one or more additional captured images of the genuine mark,
wherein measuring a characteristic of the genuine mark using the captured image
comprises:
fusing the captured image of the genuine mark with the one or more
additional captured images to create a fused image, and
using the fused image, measuring a characteristic of the genuine mark
at a plurality of locations within the genuine mark, resulting in a set of

metrics for the characteristic.

22. A computing device that carries out actions comprising;

receiving a captured image of a genuine mark;

measuring, using the captured image of the genuine mark, a characteristic of the
genuine mark at a plurality of locations within the genuine mark, resulting in a set of
metrics for the characteristic for the genuine mark;

generating, based on the set of metrics for the genuine mark, an electronic signature
for the genuine mark;

repeating the receiving, measuring, and generating steps for each of a plurality of

genuine marks, resulting in a plurality of genuine signatures;
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carrying out a statistical correlation analysis of the plurality of genuine signatures;

determining, based on the statistical correlation analysis, which signatures are
sufficiently correlated to indicate that the marks they represent were printed on the same
printer;

based on the correlation determination, clustering the genuine signatures of the
plurality into a plurality of clusters;

generating a sibling signature for each of the plurality of clusters;

receiving a captured image of a candidate mark;

using the captured image of the candidate mark, measuring the characteristic at a
plurality of locations within the candidate mark, resulting in a set of metrics for the
characteristic for the candidate mark;

generating, based on the set of metrics for the candidate mark, an electronic
signature for the candidate mark;

comparing the electronic signature of the candidate mark with the sibling signature
of each of the plurality of clusters to identify which cluster is the best match for the
candidate mark;

comparing the electronic signature of the candidate mark to each of the electronic
signatures of the cluster identified to be the best match;

determining whether the candidate mark is genuine based the comparison of its
electronic signature with each of the electronic signatures of the cluster identified to be the
best match; and

generating a message to a user based on the genuineness determination.

23.  The computing device of claim 22, wherein each of the plurality of locations is a
subarea of the mark being measured and the characteristic is an average pigmentation of the

subarea.
24.  The computing device of claim 22, wherein each of the plurality of locations is a

subarea of the mark being measured and the characteristic is a deviation in the position of

the subarea from a best-fit grid.
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25. The computing device of claim 22, wherein the characteristic is the projected

average pixel values of an edge of the mark being measured.

26. The computing device of claim 22, further recomprising:
receiving one or more additional captured images of the genuine mark,
wherein measuring the characteristic of the genuine mark using the captured image
comprises:
fusing the captured image of the genuine mark with the one or more
additional captured images to create a fused image, and
using the fused image, measuring a characteristic of the genuine mark
at a plurality of locations within the genuine mark, resulting in a set of

metrics for the characteristic for the genuine mark.
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