1 DI SABLI NG OPERATI ON OF FEATURES ON A HANDHELD MOBI LE COVMUNI CATI ON

DEVI CE BASED UPON LOCATION FIELD 5 [00011 The present disclosure is
directed toward a w rel ess handhel d comuni cati on device, and nore
particularly, to controlling a canera nodule on the device using
restrictions within defined geographi cal boundaries. BACKGROUND [00021
Wth the advent of nore robust w rel ess communi cations systens, 10
conpati bl e handhel d communi cation devicels are becom ng nore preval ent, as
wel | as advanced. In a broader sense, these devices are referred to as
handhel d el ectronic devices, which include devices w thout commrunication
functions. Were in the past such handheld comuni cati on devices typically
accommodat ed eDISKBLING QPERATTIONQFFHATYRES N & HAMNMELDMOQBIdder s and
PDAs), today's cons@GMMUNBIATEONDIEVECEBASERURON 1OCAVIGN capabl e of
perform ng both types of transm ssions, including sending and receiving
e-mail. The suppliers of such nobil e cempnIwi cati on devi ces and underl yi ng
service providers are anxious to neet these demands, but the comnbination of
voi ce argd fopsijual NERSREAGisAsuEk diragediohard 4 wirelessdmathdd es such as

those found in PDAs, have caused designers to have to inprove the neans b
whi ch i nf or $RERPWHCationidgKige. and mere pRtioparh (o E%ETOBP&%F@IW?%?S%O 9 as g
provide bet igkeeRflslrtddliloll within defificd/2@prdoicAPbduidiesi Lin The menus and
icon presentations necessary tor effiCiéent user interface with these nore

"~ conplicated devices. [00031 Due toBALIKOGROENBnces in technol ogy, digital
canera conponents are now snall enough to be placed inside handheld

conmmuni cat i @F}Pgﬁ\/i CegriRO eh%hvén@eogq%‘%rg_e%@gte wifeles@ Db Anik& s?‘EB@te?&s?r e

digital pic . The addrtion of gital canera to these devices has
proven 1 beompstible lmdhidld commmipatie dganes &t beepuingtmaem . prévalwni.cas, wethay

cor por at| 0N, AN QOYeTVIBHLS!  20eREL e %cRlcts Y Yerlled ek HAREALRPLRRATE" 2
devices, which include devices without communication functions. Where in the past such
handheld communication devices typically accommodated either voice (cell phones) or
text transmission (pagers and PDAs), today's consumer often demands a combination

15 device capable of performing both types of transmissions, including sending and
receiving e-mail. The suppliers of such mobile communication devices and underlying
service providers are anxious to meet these demands, but the combination of voice and
textual messaging, as well as other functionalities such as those found in PDAs, have
caused designers to have to improve the means by which information is input into the

20  devices by the user, as well as provide better facilitation for the user to navigate within

the menus and icon presentations necessary for efficient user interface with these more

complicated devices.

[6003] Due to recent advances in technology, digital camera components are now
small enough to be placed inside handheld communication devices so that the devices are
25  able to take and store digital pictures. The addition of a digital camera to these devices
has proven to be quite popular among the general population. However, many
corporations and governmental agencies are wary of small portable cameras, like those

provided by these devices.
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474659v1 2 [0004] Canera | enses are commonly nmade of glass or plastic.
They are used to direct beans of light onto the i nage sensor. The
aperture, which is controlled automatically in nost digital caneras,
controls the anount of |ight that passes through the lens to the inmage
sensor. The digital shutter regulates the inage sensor's exposure to 5
light. Specifically, the digital shutter sinply turns off the inage sensor,
essentially serving to close the "shutt2r", and thus elimnating the need
for the noving parts found in an anal og canera. However, sone digital
caneras supplenent a digital shutter with a nechanical shutter. [0005] The
focal length of a digital canmera is determ ned by the inmage sensor's 10
size and th[ﬂﬂd&]standéarﬁermﬂmﬂsbeaﬂeewmunmﬂyhmdsmf@m drcpl@ﬁcpﬁhﬁyogaapbcbtb As

t he i mage ensqr get |l er the. focal |engt || al so, be redu
Si ni : ar Igy, %E@ﬁ?a’gﬁn%r Egﬁ arlg they, pmagg), seuser- tgo o W%;Vﬁ’ﬁﬁelﬁ ‘f“ﬁrgﬂ?‘%cal
l'ength wi || 5 3bBfidaRy hPEUa Hkital Bendr@s 8bntiadlE Ian@ﬁnt dtMmight tﬁét?a!s@s thaouahl thle

J

adjustable to alimted extent. In digital caneras, the adjustability of
the focal |lengithitiegmage serspedThe digial esﬁguhaé‘ﬁrﬁl%fm%g?eseeer‘aﬁPO%e ©006]

In ad t a e-
coupl eh%de\ﬁl%}g) ”%é&gicéﬁ%sﬂlggcgﬁpﬁ? ?Sﬁgtg%raérﬁp%mnﬁ@om gllse g%ﬁ% Sé&ﬁh s}gnsor
Bot h of t hsesengencoseshe {shngédyandtthnes dlmgjnatmgrth@nmwmdm imevimggdags found an
signal s 000 The resolytion of t rod ced. by,.t. ensor
s Tef | ned Phatalos ARG SIONSVEs Somh il Ranaa aiipleL il shBY S0 E e

mllion pixgkshanival fuférkel s 20 enable the canera to produce pictures of
hi gher resolution. For a 4x6 picture, a two negapi xel digital canera

produces an_inage th astand rd 35 mera. Sim/arly
Por ' 6x10 0B e, o boeelconiin cnia. e th Grtc MoOrErir, DUt dgeg ST o
that is;conpat gl el @stan@t ABHaRE 1dRD tﬁ@@’ﬁl’ij@@t thARORotdgphed.e Ay e isdagdal s
produced by the inmage sensor are sent to the 25 m croprocessor, where they

are pr ocesswisargstsonralieytheddcal dength @tlb@l@;@lb? redapede | Waladyias the eppmse nedos ct ur e
formats | nci!hg ng_]lét 5 be ﬂﬁ)&%raﬂﬂ;‘q, k6l eﬁE%hl Wil aldo R ductB e TR f&cglrlgnﬁﬁlgf

. the lens is usually adjustable to a limited extent. In digital cameras, the adjustability of
the focal length is described as the optical zoom of the camera.

15 {0006] In a digital camera, the image sensor is typically either a CCD (charge-
coupled device) or a CMOS (complimentary metal oxide semiconductor) sensor. Both of

these sensors transform the light information into electrical signals.

[0007] The resolution of the images produced by the image sensor is defined in
terms of pixels or megapixels, which is approximately one million pixels. More pixels
20  enable the camera to produce pictures of higher resolution. For a 4x6 picture, a two
megapixel digital camera produces an image that is comparable to a standard 35mm
camera. Similarly for a 8x10 picture, a three megapixel digital camera produces an

image that is comparable to a standard 35mm camera.

[0008] The electric signals produced by the image sensor are sent to the
25  microprocessor, where they are processed and configured to be stored in an electronic
format. Picture formats include TIFF, JPEG, and other familiar types. The picture can
then be saved to a fixed storage device inside the camera or a removable storage device
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then be saved to a fixed storage device inside the canera or a renovabl e
storage device 474659vl 3 associated wth the canera. Exanples of storage
devices are on-board flash nenory, conpact flash nmenory cards, and secure
digital (SD) cards. Picture files are normally conpressed by software to
i ncrease avail abl e storage space. [00091 The display for a digital canera
is comonly a LCD (liquid crystal 5 display). The display can be used to
previ ew the "scene" before taking the phbtograph as well to show pictures
stored on the canera or associ ated storage device. The display al so
normal ly facilitates user configuration of camera settings. Specifically,
the user typically wutilizes buttons or controls on the device housing to
navi gat e t hgseiaghiwiialthesaneiantExahgds ofaftorhafe dedomrae ofi®op@Ofl3h nidrhorgf t he

conponents of a djigital canmera cap be | ocate i thin e usin of,. a
handhel d el @ERaghilEShdagmMY, caf e%?cé%éwlﬁgnyﬁ@%eﬁ%@egﬁﬁﬂ& R ty to
include phol,aotloy sofirPicGhaEe al al®R bkt dpaese devices are generally
stored onto a'fixed” nenory within the device. Qher devices make use of

t he renovabl e nenory options typically used to store pi ctur&izgj n di %jtal
caneras. 1500091111 Pt displey clarer digiighsamera,isogorpgonlyka Ifildt (e gpyst

confidenti ak. u [, SREAHER ’ YRS RRALSHLGER
confi deﬁi gz}hs@%@j @?h%g{ay%%&ﬁ%k%d&?@% ures %aﬁceﬁf ﬁﬁeégé be stgor eg on't easdevi ce
and subsequeell toyshowarictnics soceduinrthe emséry or Fsasiated stofdgd davica| Thadispday alko can

be inmproperly djvul and/ or used. for. inmproper I QULkOUS
presence of nq\%ﬁ‘ﬂ'h}ﬁ garcgﬁ‘%SWﬁ F%’ﬁj%“ﬁﬁ“’a &he n%aisgl%{lﬁ% L%%gﬁﬁgl% H&ﬁ%#ggﬁ#%ﬁ
makes it 20ydiZA{ bettnk of 86ntlks b BesRSict hotdiy toodavigard the gmphicdlnsepintestaod
disclosure is directed to a security systemthat can be utilized to

di sabl e cerefdhpcait.ures of the devices, such as an associated camera.
Additionally, the present disclosure presents a way for an adm nistrator

to contipl EBLISRI N JRN bfdelcURPbAGRP d Figdl cAamBRQEA BB MocaR Witsh the héddHbOV1 4
of a handheld electronic device, thereby expanding the device’s functionality to include
photography. The pictures taken with these devices are generally stored onto a fixed
memory within the device. Other devices make use of the removable memory options

typically used to store pictures in digital cameras.

15 [0011] Portable cameras can be used to take pictures of confidential documents,
classified research, prototypes, and other confidential subject matter. The pictures can
then be stored on the device and subsequently transmitted wirelessly. Thus, confidential
material can be imprdperly divulged and/or used for improper purposes. The ubiquitous
presence of handheld communication devices in the business environment makes it

20  difficult for businesses to control their use. The present disclosure is directed to a
security system that can be utilized to disable certain features of the devices, such as an
associated camera. Additionally, the present disclosure presents a way for an

administrator to control certain device functionality on a geographical basis.
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BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0012] Exenplary nethods and arrangenents
conducted and configured according to the advantageous sol utions presented
herein are depicted in the acconpanying drawi ngs wherein: 5 [0013] FIG la
is an elevational view of a handheld communication device cradled in a
user's hand; [0014] FIG Ib is an elevational rear view of a handheld
communi cation device showi ng an integrated canmera assenbly; [0015] FIG 2
is block diagram of an exenplary communidation systemin which a 10
handhel d conmuni cati on device may be used; [0016] FIG 3 is an expl oded
perspective view of an exenplary wrel ess handheld electronic device

i ncorporating a trackball assenbly; [0017] FIG 4 is a block diagram
illustrating conponents BRIEF DESCRIPTION OR THE DRAWING&S, configuration in
connection with a conmuni cati on network and handheld 15 communi cation

device; [O FI G illustrates an exenplary ' I X
[0019] FI Q1bla1, usté%%%@@%ﬁﬁ?ﬂﬁ%%ﬁ{i ‘“’ﬁ’%\‘%%‘raé‘hl%é@%ﬁ?% 4‘%’8’%} FI G
7 i |1 ustr atigsthenadusEpdoak YsohdioRd Yorkeykaahdeinayeutepictbd QR 1fhe FicComfBanying
illustrates an exenplary Dvorak keyboard |ayout; 20 [0022] FIG 9

i |1 ustrat esdrawiopErRIsreleyboard | ayout paired with a traditional ten- key
keyboard; 474659v1 5 [0023] FIG 10 illustrates ten digits conprising the

nuner al s; 0-ofdjr anggdGasa RndlevafbRiP HRALofENRaReld cogiudicaiord device alled
astride the zero; [0024] FIG 11 illustrates a numeric phone key

arr angenmentinggseisdiandg to the | TU Standard E. 161 including both nuneral s
and letters; 5 [0025] FIG 12 is a front view of an exenplary handhel d

el ectronic ﬁﬁﬂ]ce FIG. 1b is an elevational rear view of a handheld communication device

showing an integrated camera assembly;

[0015] FIG. 2 is block diagram of an exemplary communication system in which a

10  handheld communication device may be used;

[0016) FIG. 3 is an exploded perspective view of an exemplary wireless handheld

electronic device incorporating a trackball assembly;

[0017] FIG. 4 is a block diagram illustrating components of a host system m an
exemplary configuration in connection with a communication network and handheld

15 communication device;
[0018] FIG. 5 illustrates an exemplary QWERTY keyboard layout;
[0019] FIG. 6 illustrates an exemplary QWERTZ keyboard layout;

[0020] FIG. 7 illustrates an exemplary AZERTY keyboard layout;

[0021] FIG. 8 illustrates an exemplary Dvorak keyboard layout;
20 [0022] FIG. 9 illustrates a QWERTY keyboard layout paired with a traditional ten-
key keyboard,;
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including a full QAERTY keyboard; [0026] FIG 13 is a front view of another
exenpl ary handheld el ectronic device including a full QAERTY keyboard,;
[0027] FIG 14 is a front view of an exenplary handhel d el ectroni c device
10 including a reduced QNERTY keyboard; [0028] FIG 15 is an el evational
view of the front face of another exenplary handheld el ectronic device

i ncluding a reduced QNERTY keyboard; [0029] FIG 16 is a detail view of the
reduced QNERTY keyboard of device of FISG 15; 15 [0030] FIG 17 is a
detail view of an alternative reduced QAERTY keyboard; [0031] FIG 18 is a
bl ock diagramrepresenting a wrel ess handhel d conmuni cati on device
interacting in a conmunication network; [0032] FIG 19 illustrates an
exenpl ary djoazglam siRiGi b iltustratew tenl digitlesangeising the ovmenalsc®? iapwngeidtas on a
conmmruni cation network and g.satellite; .and.20 [0033] FIG 20 is a flow
chart ill ustF’:‘;Hg‘?ni‘? e&ﬁ’f‘de%h‘g}”ﬁ%e%ﬁ%‘%%%ﬁ?mtﬁfze *method for restricting
operation of the canera on the handhel d comuni cation device. 474659v1l 6
DETAI LED DH@63|PTI OYIGO0BAkustistes Atnufiietie phbey kiynabayencm necading he theoles

i nportant aspects_of the _handheld e| ectronic device to which this

di scl osur e $@ndsrd Bdpbinciugding both pymeralsgnd detieBe  users will grasp the device
in both hands, it is intended that a predom nance of users will 5 cradle
the devige jopagne hane i1p UGN EantTHRAE LS tdhabxdniitaty RdIdhelanéleatoniy devitdie
device can be affected using the thunb of the same hand in which the
device is HablddinzhéuléQWERTNgwyl?ﬁai@ of the device nust be kept relatively
small; of its dinensions, limting the wdth of the device is nost

i mportant w resp 49 ; | ’ by . SR cRech@é device

Mor eover, HOB?G pr eﬁgﬁf elg 1?%2%’6:%1:&2@&03‘9&8%?1‘ %%éé%éﬁi%g be mai nt ai ned at

| ess than tianludihgadnl] QWERTY Keslppwrdixi mat el y four inches). Keeping the
device within these di nensional

[0027] FIG. 14 is a front view of an exemplary handheld electronic device
10 including a reduced QWERTY keyboard;

[0028] FIG. 15 is an elevational view of the front face of another exemplary
handheld electronic device including a reduced QWERTY keyboard;

[0029} FIG. 16 is a detail view of the reduced QWERTY keyboard of device of
FIG. 15;

15 j00630] FIG. 17 is a detail view of an alternative reduced QWERTY keyboard;
[0031] FIG. 18 is a block diagram representing a wireless handheld communication

device interacting in a communication network;

[0032] FIG. 19 illustrates an exemplary diagram showing the mobile device in

communication with a communication network and a satellite; and

20  [0033] FIG. 20 is a flow chart illustrating an exemplary embodiment of a method

for restricting operation of the camera on the handheld communication device.
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limts provides a hand cradl eable unit that users prefer for its useability
and portability. Limtations with respect to the height (length) of the
device are less stringent since nore inportance is placed on naintaining

t he device's hand-cradl eablability. Therefore, in order to gain greater
size, the device can be advantageously configured so that its height 15 is
greater than its wdth, but still remain easily supported and operated in
one hand. [00351 Users have indicated a®reference for handhel d devices
that also feature a digital canera in addition to voice and data

communi cation functionality. Digital canmeras operate along simlar
principles as their analog counter parts. Digital caneras are conprised of
a lens, an imge capture devi cCDETAINED DESCFRIETHON:t 0 process the image, 20
a storage device to store inmges, and a screen to display inmages.
Traditionally, a nultitude of buttons and switches | ocated on the_ canera
housi ng pr of@P34d t heAuisatimated Hherditpbormnenelof the meneeimpastent aspectgdpfdhe

camera settin and, nanipul at e of: i . - A L.C ra
control but@ﬁﬁﬁﬁgeB?%?%?é%Y§e%%3®?§é§&6%&$ﬁﬁkﬁ%ﬂéﬁﬁﬁd5$ﬁgﬁgbhan§ﬁeig
devi ce to pisers will gaipalic ascasia toth lidnds,[it Bgnandddahatagmedomiihaneg of heerswitkr a.

Further details 25 regardi ng cqonponents and operation of. the.caperal camera
modul e i | | crpde dheglexich dyoney %lfimﬁwht%?’?,m&égwrw? Co 32%\5&“"7{?"‘[‘366%] The

descri pti 0N, PSrOWINRIH RO TuSAVSIRS sdnf! REhdliR ¥hich e A6ViSd BekR Ritpoforetthe
those skilled in the art. Several exanples are discussed_ in the description

thereby disizd ofsthagevior musiesckapt celativghpsraall; of itsimensions, lipgibag fles width of 0037]

When a canera |S.incorpor. j eésgm%%rrggépj : LG 5
there is a‘%ﬁfkﬁFFéFI?%glcg§&§#ﬁgﬂkﬁggggﬁpce Into p §%§§bﬁﬁbg§¥%ﬁbF%€iaphy
i s prohibi tereovietihdprefondd ahgathatwidthaog ther devinet ldmamtained ethless thapdse a
canmera or other functionalit restrictjon.on_the devi ile.it |

| ocat edCi t?ﬁnﬂn?t?ﬁ%&é’l’?%é‘??tiﬂétf@ﬂr H’r"é%{ﬁ iR %&eev,wea %%ﬂ\gﬁ?sﬁ idslPr%n?n\?le
policy is dgsaspRRMHeS UHAnd RetdidabR dniteht wen! préfer & its Useatdlig and pevtblsitityl S
limted based upon adm nister settings for the handheld device..10 [0038]

I n addi t i onLimjtatines withiresaect o therheight Rengihhefiibe devuemarg dese atringentguee QT an

importance is placed on maintaining the device’s hand-cradleablability. Therefore, in
order to gain greater size, the device can be advantageously configured so that its height

15  is greater than its width, but still remain easily supported and operated in one hand.

[0035] Users have indicated a preference for handheld devices that also feature a
digital camera in addition to voice and data communication functionality. Digital
cameras operate along similar principles as their analog counter parts. Digital cameras
are comprised of a lens, an image capture device, a microprocessor to process the image,
20 a storage device to store images, and a screen to display images. Traditionally, a
multitude of buttons and switches located on the camera housing provided the user with
the controls to take pictures, adjust camera seftings, and manipulate the stored pictures.
A dedicated camera control button is preferably provided on the housing of the handheld
device to provide quick access to the program for controlling the camera. Further details
25  regarding components and operation of the camera/camera module will be explained later

in this description.
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i nclude nenory, a position determner, a controller, and preferably a
configuration signal receiver. The nenory of the device is capabl e of
storing various types of data including data defining geographic
boundaries of a restricted area and data defining a restriction inposed on
the wirel ess handhel d communi cati on device relative to the restricted area.
15 The information stored in nenory can be received wrel essly, downl oaded
through a specialized port, or preloaded on the device. The position
determ ner typically receives satellite-based information that defines a
present geographical position of the device and the position information
can be used to determ ne whether the device is presently located in the
restricted @026 bascTheatesaiptiompelowsmentions gespl dqhis dhdt ateoionsideried duewm to

restricted areas .20 stared in_nenmory. The coniroll er. P

functional i 9330151{‘&%1%2]\‘)? e p3e% E‘Bo%‘a?‘ﬁgs %‘étcﬁsrc}‘}?s tlflgtﬁgo{#egc\ﬁ?gl? RePoeie
devi ce is phieS6dd Mote@padife chdmpl@mmsterrheised haeta. Preferably, a
configuration signal receiver is also |ocated within the device that

receives configuration data from an ent e(Lpri se grggiﬁ*r&i stratar.. Th&s.
configurati@3ata rWeel fetme? SmAREOEHE PPk nf‘g?rf“é‘f‘fﬁnolns vIeE
preferall y §BR i9GqtaR fb@'cm?ﬁﬂg%a&%e%wt $8ced SwHeRS bidt6drashyak @ashisind. | S
stored in nenory. "Furthernore, The controll'er can disable the L
camer a/ canmeMathodsl andapglasaust dre porsenited herain thatdmpges @ camera@r ofhepdunchenalidy i n

t he tricted. 474659 . . . i
andhel . coTRIELET B CAUGT Agga i IR vilh 08 5ol s MPlherhlf, an
processi ng smaaktratikenpslicynie afescribed suth dht db¢ dunctionatigy ofrealrmdheld diegisatis ol

means. The processing neans allows faqr receiyi rocessi ng and
out put ti ng E‘I”%‘W‘@ﬁ‘i‘lép 13154gT ?%ﬁ‘n%&?‘p@‘?f‘?‘f%e@%f’g&l signals. One exanpl e
of possible 5 processing neans includes a m croprocessor. The processor

neans if al pR3gpPabl | Luitiopadithe Highal faunagahe hindekksonimbmttidntdevichean
various conponents and attachnments to the devaiﬁée inc%udi ng.conmouni.cat i on

subsyst ens @ebde memary ginggition delgopingh @ cRRARIIG ane aFLer léf_raecé’gﬂa{fau‘?'h%@a
e e OSoRAEH,  p ct,  BBLS Ay s s i

data defining geographic boundaries of a restricted area and data defining a restriction

imposed on the wireless handheld communication device relative to the restricted area.

15 The information stored in memory can be received wirelessly, downloaded through a

specialized port, or preloaded on the device. The position determiner typically receives

satellite-based information that defines a present geographical position of the device and

the position information can be used to determine whether the device is presently located

in the restricted area based on a comparison to geographical boundaries of restricted areas

20 stored in memory. The controller adapts the functionality of the device based on the

determination of whether the device is presently located in the restricted area. Preferably,

a configuration signal receiver is also located within the device that receives

configuration data from an enterprise administrator. This configuration data received

from the enterprise administrator is preferably the geographical boundaries of the

25  restricted areas and is stored in memory. Furthermore, the controller can disable the

camera/camera module when the device has been determined to be located in the

restricted area.
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10 the wirel ess handhel d communi cati on devi ce based on whether the device
is located in the restricted area. These restrictions can be established by
i npl enenting an IT policy at an organi zational |evel, group |level, or

i ndi vi dual user level. The restrictions can be nodified by an

adm ni strator or other person with the authority to change the policy
settings on the IT policy server. Exanples of nmenory neans include a flash
menory 15 device, a read-only nmenory dev ce, and a random access nenory
~device. Furthernore, the nmenory neans i s capable of storing additional
information that is described belowin greater detail, in relationto FIG
18, including prograns 358, application data, address books 352,

i denti fi catjoo39]i nf orlnasriotier elpbudimerstt dhe HAbAheld Eopoitingoatiomfdevivat wdh 862,
connection jnformation 360 and other personal infornmation nagenent (PIM
354, 20 | 0OBHYRE! SABER BHUME, LPREFIEG Reltam PB0rT JERp IR e B g ng
geogr aphi cajhearROgid édtitoPinchie THRir6@sélhg hicahN@ldwat fr lrbdedrifis rpry®eking and
informati on and determ ning whether the device is presently located in the
restricted opeting plgctoniadyased fonowpwiag cewplisignalie ddnepHnbds obBesiths i es
of the re Stgﬁtjogés?ﬂg ?x?e%ﬁ?riﬂcﬂﬂiegﬁetﬂic%p? &sdr N TR RbYessot MR 94 hisBkapable of
det er mi il ng" neans~for ascertai ni ng ‘the present” geographi cal p05|lt)| on iIs
preferabl y feafomsing"mangementghsdatlated 4o theovariogs symspanents G pitachnieats toyhs ens
that function.sim.larly are .also esﬁgi beg Iacf.erl. 474659v1 9 [0042] The
cont rol meadf¥iqeinsiuding copmpucatn pupsisiers A MGABDyn on the device when it
is determned that the device is presently located in the restricted area.
[0043] |In aposbler ertirdhemoty, maasedidros dhtarthatelufined yedgrpheakbhoundgriesnof a
“administrative policy.on a w rgl ess t&gﬁdhel d havi ng an incorporated canera

i s present ewstrictsd pRerating Mea and e Jaat detmss; asstasion %ot ¥ eleqively WSt fihel d

communi gat | @R viRYdsS BatdiRid d8hihiSsatdRasvRRHasal o QUBHar ihe tedke 3 [REEA iict ed
operating area of the device; ascertaining a present geographical_ position

of the devitbe residt¢darery Blhese Festriciioneeanscsiahlidedbyilmalementingien Hr palicy gk
et SR PSS ublsateri oy ansapil i o o2

restrict ed mpdifiadl ibygaraadministrator or other person with the authority to change the policy

settings on the IT policy server. Examples of memory means include a flash memory

15  device, a read-only memory device, and a random access memory device. Furthermore,

the memory means is capable of storing additional information that is described below in

greater detail, in relation to FIG. 18, including programs 358, application data, address

books 352, identification information, device state 350, IT policy information 362,

connection information 360 and other personal information management (PIM) 354.

20 [0041] The position determining means for ascertaining a present geographical
position of the device utilizing satellite-derived information and determining whether the
device is presently located in the restricted operating area based on comparison o
geographical boundaries of the restricted operating area stored in memory. The position
determining means for ascertaining the present geographical position is preferably based

25  on the global positioning system (GPS). Other systems that function similarly are also

described later.
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10 and inposing a restriction on the device when it is determned that the
device is presently located in the restricted area. Additionally, the data
defining the restrictions to be inposed can be stored on the wreless
handhel d conmuni cati on device. These restrictions are to be inposed when
the device is located in the restricted area. Furthernore, the wrel ess
handhel d communi cati on device receives data that defines 15 geographi cal
boundaries of a restricted operating ared of the device. The above
described elenents can be conbi ned together to produce different
variations of methods to restrict the operation of the device. [0044] The
above described device restrictions can be a nunber of different device
restricti onfp04For exHuptantrol neass deposenitheed¢fmed esmeiactestriciomnon thé davieaner a,

the 20 co ni cat{on network on whi.ch th evjce S ¢C bl e of operating,
ringers, reWBehbE qﬁ@&#&?“@ﬁﬁ&%@?“ﬁﬁ%ﬁ@$m Ygﬁ?#ﬁﬁ?ﬁﬁfﬁﬁﬁg Wil oadi ng of
data, short range communi cation ports, or the like. Wile the restrictions
maybe descrjgpag] i n r@l abber t@nbddemens)Tes ametibiefor renodtelyctimpiananting ban
substituted for the canera including the above |isted sybsystens or

functi onal adipistrativs palige op A yHFeSy Ceeaving gigBYBPOT; ﬁf‘%ﬁadﬁgﬁ%"med‘
described, i hﬁ:ﬂgﬂ.sih@(ﬁp%sest&%g 885 LRl Widiewd Aiah8d YomnQrikARbE Aeviod Shat ©

restrict the operation of a canmera that is nounted on or connected to a
handhel d notéfires gergraphicahboundadesiferestErtedoparating aeniob ierdenics; yeertayung

handhel d 474659v1 10 device. 300 OG- ek ; 0,
and cormuni RRTSEH &PERPHC é%oé\tllofltoefacﬂ‘gggﬁgcaﬁmgzéfé%agﬁﬁ?g&ﬁ?g mf%@ F’@,aﬁegnd
19. In a prgétemiigide evienadi terdevict iepdicaily dbcatedrin tie re@fitted opaaingdred basedibove
descri bed functiong_is re triZ?eEE%asgdyuéﬁh the(ﬁe gra hiéﬁl Iocatéon of
Lhe. devi ce. OBAATPERIRAPrEC PRE: BOEMPRicakbaRdiR fdhe relce TsrutERes o
stored By ONaddignddSink @estrddtich dlBh@déicdWRESHE AlletermBed ithie thedeicd idprefhnts s
comuni cation network 319, as shown in FIG 19. However, it is also

possi bl e t hicatefhdndhe aestaeted lecar e gydditionally, Abp latasdefining thee BIsYEHORNIQ 8¢ he
devi ce 300 | %o%%n%ﬁ.t £ squ%(ﬁio%r% S}T;]ire-i—éysshﬂﬂh@ldp&ﬁlflﬁﬁlﬁ%t%n defitdestrResset of

geogr aphi ca oundari es w canera restriction is desired. This
restrictions are to be imposed when the device is located in the restricied area.

Furthermore, the wireless handheld communication device receives data that defines
15  geographical boundaries of a restricted operating area of the device. The above described
elements can be combined together to produce different variations of methods to restrict

the operation of the device.

[0044] The above described device restrictions can be a number of different device
restrictions. For example, it is desirable to restrict the use of a camera, the
20 communication network on which the device is capable of operating, ringers, removable
media, speaker phone, e-mail programs, downloading of data, short range communication
ports, or the like. While the restrictions maybe described in relation to the camera, other
restrictions can be substituted for the camera including the above listed subsystems or

functional aspects of the handheld device.

25  [0045] As previously described, it is desirable for certain individuals or
organizations to restrict the operation of a camera that is mounted on or connected to a

handheld mobile communication device. Exemplarily embodiments of the handheld

4746591



data delimting the geographical boundaries is preferably defined in terns
of coordinates. 10 O her data may be used to define the geographi cal
boundaries as is desired in order to effectively process the data received
by the handheld 300 froma positioning system Preferably, the positionis
determ ned via satellite data, but the position can also be determ ned
using data received fromthe conmunicati on network 319 upon which the
device 300 is operating. 15 [00461 As déPicted in FIG 19, the device 300

I s capabl e of receiving data transmtted via satellite 520 to determ ne
position. The satellite 520 is preferably a GPS satellite, yet in other
enbodi nents the satellite 520 can be another type of satellite, such as a
GLONASS ( G dzbirk 300 hhd assgcihizdicgatpbmntSatmetal 1560, Sybtampurdeation| withea setgllitpped

to transmt data to a receiver for term natign of .nosjition .nf tion.
The data 20%rERSfETY st He b4 fble‘t %%?eirrgﬁa?_frg’gd §nt’idFreed1ig{n 00%%13 i on,
whi ch can bgouseshebdr thb@bory AGESS fuddorlfis desttnted Wased ugew iteeg@Peaphizal
determ ne position. In order to obtain an  accurate position get,erm nat i on,

data from floeatiogiof the davices Alats Tepriding the prsBictad QUTaHAE PE2 B E8Te poh's stored

| nformatd on can P& obtgingd, 'tlJ @Pér%ﬁ RELGed ALiLh WildhSs 2bAnfRlBtSP néhaas M
dat a. aher positioning sys s may” use a simlar or different satellite
confi gur at i 319, 2Gshoes un FEGESt Hdwawet, itds 88Gpessibietint tndats Kir|therestrigted geneyr t
woul d be able to nmake t necessary. adapt ations to_all . deys 00 to
function wiil BHECARS ¥ ‘i"élfeeﬁgvé‘feewq fsecgwg?‘g:}r? aA%féﬁﬂ j gi#ﬁ% Figta @f\é%gaﬁél
variants of Jd8Rss $ 4&lof asogdihic! BalrndatiesHthiarhidWdmetdVesigictidn Baledingireritiat i on
Systen) allow for greater accuracy in position g,e[qef'r%lnat i on tl hrough the
use of addidatoddimifiag the sppgrpRipieal bpundagies dreferblyAstarr By lermiol QO of

the devige bher d4d dndde dska (BRMfind BietboBrapfiRal RluhilarftS 3k #1@dsiid ¥ GRRA Ko f OF

posi tion determ nati position information can be in turn rel ayed
or transni téffedtivey tphecessathe didw receivied dyeths drandedl 00 from 8 HosyiopWE FYSER. or

ot her contrgl rposes. [.0047], Addi ti.onal | V- I ' i L d
communi cat i%ﬁf‘%%}ﬁcéeé’%‘[ﬂffﬁﬁs lﬂjgéngm t'et %atﬁlél E@‘a’ug‘?ﬁ%‘ht gﬁlv?nnfcélp ggg)hﬁetv\ork
i nfrastruct g@m3dd vsidg G418 reéRmed efrciGhé Sommuaitation network 319 upon which the

device 300 is operating.

15  [0046} As depicted in FIG. 19, the device 300 is capable of receiving data
transmitted via satellite 520 to determine position. The satellite 520 is preferably a GPS
satellite, yet in other embodiments the satellite 520 can be another type of satellite, such
as a GLONASS (Global Orbiting Navigation Satellite System) satellite, equipped to
transmit data to a receiver for determination of position information. The data

20  transmitted by the satellite 520 relates to time information, which can be used by the
processor 338 of a receiving device 300 to determine position. In order to obtain an
accurate position determination, data from four different satellites is preferred while
position information can be obtained if only three satellites are able to transmit data.
Other positioning systems may use a similar or different satellite configuration

25  requirement than the GPS system. One skilled in the art would be able to make the
necessary adaptations to allow the device 300 to function with the appropriate satellite
system. Additionally, other variants of GPS such as differential GPS and WAAS (Wide
Area Augmentation Systern) allow for greater accuracy in position determination through

the use of additional data. Preferably, the determination of the location of the device is
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area of coverage such that three transmtters of the wireless network can
comuni cate wth the device 300, a triangulation nethod of device |ocation
may be inplenmented. Oher techniques for |ocating the handhel d

comuni cati on device 300 using conmunication network transm ssions for
position determ nation of the device are also 10 considered within the
scope of this disclosure and are easily appreciated by those persons
skilled in these arts. [0048] An adminidirator or user of the device, can
store data defining the geographical boundaries of the restricted area
using current position information on the device. This enables a user or
adm nistrator to wal k or otherw se nove about the 15 peri phery of around
the restri chait wisgrasspecialty desgnetloprdedssorefor lpesition nigtermingtion. hd hispesitien ed

zone. As the.user wal ks the perineter, boundary |ocation coordin an be
gener at ed lﬂgqr??atlcfrh%anéé%’inc@“g%ay i% ﬁfaﬂ%rf#ﬁg?? 3 r&é%‘gdreglp ipg‘g‘feg%’éﬁst%gz?i of
the restri cdiqqaya;;\ggoseg'&a)th@%ﬂg@r JReat i on coordi nates are obtai ned by
positioning or holding the handhel d device at a particular |ocation

roximate to _the geographi cal boundary.and defining the | ocati 20 as a
get of coorl@PHd: eg (Agﬁdlti)ﬁ : P%@%S’PV%X%%E%‘) @ICBIH'F’?“‘BW%PH e%‘ﬁ‘l?/g@) 8*5%568 The
user or s ag:{g{éﬂnﬂgﬁ@ﬂsi@aﬂﬂe%@léﬁs iR ity ds@cthle @19, P tHel RRice 3801 BN&L"

e

usi ng the I ne geographi cal locations. Aternatively, the geographical
| ocati ons caer becayseagetsuchithht fhaee wansmjtters o ke wielgsshugtvaknegngonpreEngades. An

adm ni st rat or, n devi ti.l t fxegr[yp' I
boundari es ‘glfth gl?er (ei‘ké{?creel %@2& g-lr eg'ﬁ f“%g} ﬂlle‘g%%ﬁo&g%evﬁcgel b;?%ntlﬂgy gggg@e 0 &%15

est abl i shi ngthepetetialiqued fwl ilodatiag r dleathandhdd ¢dremumtativad daviea. 3@hcesinde
data defining the _geographical baundary has heen store n the devi.ce, the
data can bé’%“é‘l‘fgﬁ‘ﬁt‘gfl t"‘f‘g{géran%’&‘ﬁ?l?’%ﬁ %é é’P%@P‘.’ %?tﬁgmgﬁthcfnrgqt%g VS 350 e
enabl edjot 0 HnSiliEred Wi 18 sSdpRlot thifl Alsdtobifte Bid1QE cadily hrRIRIIIHIAREIcDersons
comuni cation devices as part of an applied admnistrative or IT 474659vl

12 pol i cy.skilled inithese @ be transnitted to the devices through a variety of
different ways, but it is preferably wirelessly transmtted to the

devices. Fuobgr, {0, dihibbubd B uski BRSHL SRVRE 64N RrRER asimag el an
adm nistrative or IT policy as will be described in
geographical boundaries of the restricted area using current position information on the
device. This enables a user or administrator to walk or otherwise move about the
15  periphery of around the restricted premises or area to define the boundary of the restricted
zone. As the user walks the perimeter, boundary location coordinates can be generated
using the device and which define the geographical boundary of the restricted area. The
boundary location coordinates are obtained by positioning or holding the handheld device
at a particular location proximate to the geographical boundary and defining the location
20 as a set of coordinates (or other location data) as part of the saved data. The user or
administrator can store multiple locations to create a “fence” using the defined
geographical locations. Alternatively, the geographical locations can be used to define
entry points to a building or premises. An administrator can use the device as a way of
setting the geographical boundaries of a restricted area that is to be used in the course of
25  establishing special IT policies relative to the defined area. Once the data defining the
geographical boundary has been stored on the device, the data can be transmitted to a

control server. The control server can be enabled to distribute the stored data to other

wireless handheld communication devices as part of an applied administrative or IT
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greater detail hereinbelow 5 100491 Once the position of the device 300
has been determned, its location in relation to the geographical
boundaries of the restricted operating area 530 is determ ned. As
exenplarily shown in FIG 19, the device 300 is |ocated within a restricted
zone 530. In a preferred enbodi nent, a position determner 337 is

I npl emented to receive satellite- based information that defines a present
geogr aphi cal position of the device 30018nd 10 deternmine if the device 300
is located in the restricted area 530 based on a conparison to

geogr aphi cal boundaries of the restricted area 530 stored in nenory. The
-information regarding the position of the device 300 is preferably
processed bpoliaysPbedaid tan dsingmited to thealgivicesntbrongh i vetisty pi ddErent wews, bThen,

this data i.s used_ by .the. position d rmner 337.10 rmne.the lLocation
of the devilieISSB’f?f?ﬂ%/brl% YE %’%’f Tfa(S‘S‘Pﬁéeﬁr «505{15? c%eé“d: e%’;ir ean!l g%%ér%goc.hgbﬁ%‘éu

det er ni nat i @msdissiofiRaf Bé Blatly 8 PRSHLnGAnGhistdtBede VT pelicGOM witlibeliRsoribddinon a
continuous basis or at predefined intervals in order to optimze battery

life of thegrgrlesdctaildmeeinkgeWe the device 300 is located within the
restricted area 530, a controller adapts the functionality of the canera

based on t h@okgjPosersRRE Pokifst bF Shd avicd SPRs Bha Chirmird! 85 1dda6éd @Ns are
preferably set by an adm nistrator and these 20 restrictions can be ai ned

at dif f er ermelatioptcths soegraphienl bowidatiemef the rrsirictsyl operping aren 55 is dtermisdl d be
conpl ete di . Di I Wﬁﬁin ; can
be handl ed %@%"'Z‘@ﬁl?ég {l?/@gloﬁ \iva?’gthgsﬁg%g%?(gg lgmégt?ﬁft e tggﬁsétﬁgt%g%@%én a
user att enpinsa preferrad embadiinent, aporitian fletamineri374ds meglengaed tnrebavaliagilitayed on
the screen 322 indicating t t he user that the, devj.ce 0 i,s.inslde
restricted sed “&LS‘GF‘mPH tgﬁo‘?qﬁé‘f:s érﬁfﬁﬁﬂ’%ﬁﬁ‘fg,mp&'ﬁc@l FES! %’%P?i%le[ fencs géd;an@
tenpor afy dictahliREMe dkickR00GaIestad ibfle rebhicted 28D Ebacedlin abblpEbn t¢an be
desi gned such that the canera 550 is disabled for a predeterm ned period of

time. Thi sgeeeraphigeliervndains didheswticted ars ga0 sored inngmeRh Thfeinigation
per od of tiopE g e BEAGh oDl 8 306 Kbl pRicER5 TP ¢ SRR e
presumabl y disduit as ipeeviestyrdestriatd maden, iibis alatads usdddry thepositen detgrmiiner 33@ ta he
determine the location of the device 300 with respect to the restricted area/zone 530. The
15  determination of the relative position of the device 300 can be made on a continuous
basis or at predefined intervals in order to optimize battery life of the device 300. While
the device 300 is located within the restricted area 530, a controller adapts the

functionality of the camera based on the imposed camera restriction.

[0050] The camera restrictions are preferably set by an administrator and these
20 restrictions can be aimed at different aspects or levels of functionality. One restriction
would be complete disablement of the camera 550. Disablement of the camera 550 can
be handled by restrictive software associated with the camera 550. When a user attempts
to access the camera function, a message can be displayed on the screen 322 indicating to
the user that the device 300 is inside a restricted area 530. In another embodiment, the
25  restriction is a temporary disablement of the camera 550. This temporary disablement
can be designed such that the camera 550 is disabled for a predetermined period of time.
This arrangement can be used in situations in which the user is attending a meeting being

held in a restricted area 530 for a certain period of time. Once the time elapses and the
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canmera 550 is allowed to return to its normal state of operation. This
prevents the need for resending additional infornmation over the wireless
comuni cation network 319 to allow canera 550 operation. For exanple, the
predeterm ned tine can be a set real tine 5 or an el apsed period of tine.
Anot her restriction that can be placed on the canera 550 is that a
source-identifying watermark can be enbedded in the digital inmage taken
with the camera. This identifying watedfark can include a device seri al
nunber, a tel ephone nunber associated with the device 300, carrier
identification information, or the like so as to positively identify the
devi ce 300 and probabl e user associated with the picture. Gther 10 canera
restricti onseamdll frss phisemshly Hefh sheprestrichidt ineetingf argd, dbén Pigoabalify dp Hpe v

limting focal djistance nong Qt hers. [0051].] d et Ll gLi t he

oper at i on O?Wr%g%‘iisa?rﬂggfﬁfl %%mg-ﬂcagtﬁinggnélgga?? g’% IIJ%?)%’%@%' rr’f:a%tl;/S %r?%nrtrgp%tgélggi For

exanpl e, angPrERANZAHKoRR inRinsitidroove thé indicldsh eomprinhii@n netivotih @19 tevi ce
such that it would only enabl e operation_on | ocal .network such

.W-Fi
15 connect i FpW eAntaie S8 geastion i koR §xatmRlpy the ipggefgﬁamsql HPE R Of & S&%R??‘itgﬂ? r olm
communi cati pg, \, &tSﬁ(P b%g{d] JFUE nmﬁérqgstﬂ%ifo‘ﬁﬁﬁ&%an Stphicabort e caingR B0es

1 e X
net wor k,” such as e ular network. ew se, certain restrictions can

be i nposed that s snnkerigentifyling svatérmariycandhecembierided inghe digitakimage saken wtithghe dat a

exceeds a predeternlne unt set by adminkstr . 1l e

appl i cat i on®FREY f Ss‘dggfll 'W@tﬁmﬁifgacﬁnalglr%u‘?ﬁ Eé'td}g%%rs {1%1 %uénl%eg’oa geg‘%lgl one
i ntensive, flkifbetQssdeimicdavit the dpnedddD, tartibeidentifeation imférhatios ton therltkielso am
accept abl e connectiaon can _be nade_ _such g t he or%a.ni éat.' on's. W-Fj
connect i on. tomesttiyebyrigendily th dsviganPe ard Bk %ﬁ?/“%r??? figte 1&’&8?8“: Ft thr?r

devi ce {dmc&jn?é}? rSGdioRS afts ?Ei?sirs]ible SRASAGHARIbRHoAGS D [longeipty A tingr

ot her annoyl ng functions du g schedul'ed neetings. ditionally, the

or gani zat i ofocalndigtimceyinséngtasbdri.nit access to renovabl e media (encrypt data
on renovabl e nedia), 25 disable speaker phone capability, disable
BLUETOOTH( r i’fpmuni ' i idH B caliRESI0 BfhePASAL ri8&ions
organi zat i oi\‘)gﬁ oli c@%&%ﬁiﬁtﬂg%ﬁ?éusl y cme.nti oned, et he data defi ning
t he geogr aphiagak ilposedaForexangyle, snargahization ey desh treregioiot thpoperatigmekthet hj s

data is st OEleev%el Suc h&aI:rr?tn%EdeBg yOJnalgIQeop%lea {of%n 471682 %Welwork such as Wi-Fi

15  connection in the organizations facilities and prevent the device from communicating via

other communication networks, such as the wide areca network, such as the cellular
network . Likewise, certain restrictions can be imposed on sending and receiving data. If
the requested amount of data exceeds a predetermined amount set by administrator or if
the data application itself is determinéd by an administrator to be too data intensive, the
20  device will prohibit the access to the data until an acceptable connection can be made
such as the organization’s Wi-Fi connection. Furthermore, an organization may wish to
disable certain device functions such as e-mail, messaging programs, ringers, games, ot
other annoying functions during scheduled meetings. Additionally, the organization
might wish to limit access to removable media (encrypt data on removable media),
25  disable speaker phone capability, disable BLUETOOTH® communications, or other

similar functions based upon organizational policies.

[0052] As previously mentioned, the data defining the geographical boundaries is
stored on the device 300. Preferably, this data is stored in the memory 324 of the device
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14 300 which is electrically connected with the processor 338. The data
defining the geographical restrictions is preferably transferred via the
wi rel ess communi cati on network 319. The data defining the geographical
restrictions and canera restrictions can be received by the device via the
standard device receiver 312. In at | east one 5 enbodi nent, a configuration
signal receiver processes configuration data that has been transmtted
froman enterprise admnistrator. This é&#énfiguration signal receiver can be
adapted to function with the bel ow described IT policy system [0053] The

| T policy system presented herein is intended to serve as an exenplary

i npl ementation of an I T policy system The description provided herein is
desi gned t 3001@hich! issdl¢caficalli cuwnhduted svittihiak corocassani3Bat iThe ddtay defnig)thecan
comruni cate with an I T .policy seLrv t hr ough, a.host system [ 0054].The
Tobi | e devi Eeemghion, gestristgns, &TH%H%EWBF%&%O‘C‘& ARt Weles ﬁ%‘hﬂ & Jdul e
362, as shoypybk 315 CThd Gata HRAnME ML EdoripHi¢hierestAbtidniAhe FBAEA rédhdctions can
comuni cation protocols that are required for the nobile device 300 to

comuni cat ebelSeogiveth tohéenilpdreyin il slaadard deics BARVENY hosi & @EnPSuch
~as an ent e f 3fn Sy S) EMaliiion P Rechii: FRBIE AftaaHAP dath thdl i By ed Lo

i nterface. An exanpl W rel®ss tructure and an enterprise
system i s giramsimitied ffdrfb.an4nterdriseadimsnistesson | Bleis configusation sigrahrdcelyet ean bg 0055]

The connect dyl e 360 incl ydes, a set .of. AP | i cati on Programm ng 20
| nt erfaces)a‘gﬁﬁat‘bg’ﬁmﬂ%’ ‘i"ﬁlf g’ﬁi’ﬁl"@"d&?ﬁﬁwdtlﬁ Oﬁ'ﬁ’g%g@nﬁevi ce 300 to allow the
nobi | e device 300 to use any nunber of services associated with the

enterprise system The connect nodule 360 allows the nobile device 300 to
est abl i sh aj0os3|d- t o-HrdTyedity eystan presattedbdreid is tdendad kacgerveoas gpi ggemplath t he

host system A subset qof plications for which access .,s_ .proyided t he
connect noddRlemERtioy r&ﬁ&ﬁs@&‘q Y98 T&‘? dszgripugn @6%@3#&? r‘f“‘l’) 6%#?5@% g‘}/ host
system{p tifgstidhb® @6 \Haf@hekd Comhltnfatiah dBdic€l30@ dafl cdmMMunedats srithranwiT ed

manner. These instructions can then be passed to the IT policy nodul e 362

to nodify tpaicysanedbippgh a host system.

[0054] The mobile device 300 includes a connect module 360, and an IT policy
module 362, as shown in FIG. 18. The connect module 360 implements the
communication protocols that are required for the mobile device 300 to communicate
15  with the wireless infrastructure and any host system, such as an enterprise system, with
which the mobile device 300 is authorized to interface. An example of a wireless
infrastructure and an enterprise system is given in FIG. 4, which is described in more

detail below.

[0055] The connect module 360 includes a set of APIs (Application Programming
20  Interfaces) that can be integrated with the mobile device 300 to allow the mobile device
300 to use any number of services associated with the enterprise system. The connect
module 360 allows the mobile device 300 to establish an end-to-end secure, authenticated
communication pipe with the host system. A subset of applications for which access is
provided by the connect module 360 can be used to pass IT policy commands from the
25  host system to the mobile device 300. This can be done in a wireless or wired manner.

These instructions can then be passed to the IT policy module 362 to modify the
474659v1



15 configuration of the device 300. Alternatively, in some cases, the IT
policy update can also be done over a wired connection. [0056] The IT
policy nodule 362 receives IT policy data that encodes the IT policy. The
| T policy nodule 362 then ensures that the IT policy data is authenticated
by 5 the nobile device 300. The IT policy data can then be stored in the
flash menory 324 in its native form After the IT policy data is stored, a
gl obal notification can be sent by the 1¥T policy nodule 362 to all of the
applications residing on the nobile device 300. Applications to which the
| T policy pertains then respond by reading the IT policy data to |ook for
I T policy rules that are applicable. 10 [0057] The IT policy nodule 362 can
i ncl ude a pwafigurafiorobf Blh@itmace 3000 Aleroativelye in gerael cangs;t the Iﬁp)pi/lﬁ)c spdathean o

read the IT pqli rul es mg cases, another nodule or application can
provi de thé‘l%’gt?es‘@"eo@rmé ‘fofnf)c Py rules, described in more detail
below, are retrieved as byte streans, which are then sent (recursively, in

a sense) into the parser to determine the values of each IT policy rule
defined wi tjoos6]t he dmeullegolick pmﬂilley3625raceitra IT pohty Ideiasiﬂlatsmd@rrﬁ@dﬂrrent s,

the I'T policy mgdul 2 ca ne whi hons. are dby
the I T pol iR?i’C&a rﬂﬂ’?‘%ﬂ’d’g lg%ﬁgt ‘T“i?f’ﬁ't‘rlef)ﬁ"af glegﬂlpﬁ %ag%ls aé‘pﬁfl | %az'i c?ﬁ
ei ther af thesRbaaasdiece 360, TABRT bERdy dﬁ%&c&tﬁﬁénﬁéﬁofwtmﬂwmushglﬁorybmm e of
the notification, the applications can call the parser or th E}OHC

modul e 362 ilstrative farey Adier the)dd noliey delg iyjdpredng gleb #Ifﬂqlﬁéa’f@ﬂm ﬁvﬂ ¥t ant
I T policy rg Eﬁl aéprnmggtﬁew % alfQe"RE %gfﬁf‘:%u{;)& Re d'hfgyoﬂ%@mc{bggiﬁlllc@d jOO

appl i cations support rules in th Icy are coded to know t he
type of datApplizatiupec whidiche Eikpolislyeertaing thea respondhb reading ghe Fpolichdata BEP

User Nane" knao be a string; therefore, the value in
the I T pol |189k8§(t?]5pf"¥|9ﬁmie(§6f?a§ WE%éb?O this rule is interpreted as a
string. As another exanple, the setting for the 25 "Set Maxi nrum Password

Attenpts” IT policy rule is known to be an integer, and 474659v1 16
10 {0057] The IT policy module 362 can include a parser (not shown), which can be

used by the applications to read the IT policy rules. In some cases, another module or
application can provide the parser. Grouped IT policy rules, described in more detail
below, are retrieved as byte streams, which are then sent (recursively, in a sense) into the
parser to determine the values of each IT policy rule defined within the grouped IT policy
15 rule. In at least some embodiments, the IT policy module 362 can determine which
applications are affected by the IT policy data and sends a notification to only those
applications. In either of these cases, for applications that are not running at the time of
the notification, the applications can call the parser or the IT policy module 362 when
they are executed to determine if there are any relevant IT policy rules in the newly

20  received IT policy data.

[0058] All applications that support rules in the IT Policy are coded to know the
type of data to expect. For example, the value that is set for the "WEP User Name" IT
policy rule is known to be a string; therefore, the value in the IT policy data that
corresponds to this rule is interpreted as a string. As another example, the setting for the

25  "Set Maximum Password Attempts" IT policy rule is known to be an integer, and
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therefore the value in the IT policy data that corresponds to this rule is
interpreted as such. [00591 After the IT policy rules have been applied to
t he applicable applications or configuration files, the IT policy nodul e
362 sends an acknow edgenent back to the host 5 systemto indicate that
tl}e IT policy data was recei ved and successfully applied. [00601 Referring
nowto FIG 4, a block diagramis shown illustrating conponents of another
exenpl ary configuration of a host systedf250 that the nobile comunication
devi ce 300 can comrunicate with in conjunction with the connect nodul e 360.
The host system 250 will typically be a corporate enterprise or other

| ocal area network (LAN), but 10 nay al so be a honme office conputer or sone
ot her pri vaheefys tienyaldeoin edippodicy |data thet cerappide te Hlowmulieris Et@preted ashe

host system 250 is depicted as a LAN of an organi zation to which a user of
t he nobil e ni cati on device 300 belongs. Typically, a plurality of

nobi | e devices can conmunicate wirelessly with the host system 250 t hrough
one or nore nodes 202 of the wirel ess network 200. 15 [00611 The host
system 250 [0089]r i seAfternhsiiepoliel rules Wavekbeen apsied néd thecappheableeapplitaioesnoh

ot her by a network 260. For_instanc user's deskt co ter 262a wWith
an acco rrpa“r??hﬁ@“aﬁ?%&eé tg%ElT P‘gf":yt”r‘l‘gﬁ&%g@ endsih chn%%l%ﬁ%ﬁweggﬁ?c&{o ﬁ?e‘%foég 300
is situated,Qim 18 ikdUCHRNEE IT plicyldaea ﬁaﬁébﬁv&%dfsaécesdﬁﬂm?gub& _
comuni cati 6n device 300 can be coupled to the conputer 262a by a serial
or a Universal Serial Bus (USB) connection, for 20 exanple. O her user
conputers 262b-262n are al so si ted on the network 260, and each y or
may not be @86flpped %ﬁf?rﬁnéﬁo‘é’éeg:xga%ﬁ ﬁﬁd‘&‘fh&%qa’é" 15 ég‘?wﬁ'ﬁgmg?%ﬁﬁl Cé’%ﬂen%i
faci l'i t at esyr fnBhet Saslighfty Qbnfifif H{IHPIH Ofbst §ystbm PMhdPha mdbilk \CBingnsicansy i C
encryption keys to facilitate secure comiunications, geographical

restricti ondgvider3homh communicatemith arcoppetionowith ghe aepract ogalerathi Thgrash

of t en port oaeh PRy ARG Aot Slaist 8 ol tooq MARIR L AR ER" ©
use. 4i¥658u alkd be Bionmanbficaebinpnted onsdoadther povath eystani foe exampledndbe i on
device 300 exa p.iens(i'ilmlajvg?n FIG. 4, the host system 250 is depicted as a LAN of an organization to
which a user of the mobile communication device 300 belongs. Typically, a plurality of
mobile devices can communicate wirelessly with the host system 250 through one or

more nodes 202 of the wireless network 200.

15  [0061] The host system 250 comprises a number of network components connected
to each other by a network 260. For instance, a user’s desktop computer 262a with an
accompanying cradle 264 for the user’s mobile communication device 300 is situated on
a LAN connection, The cradle 264 for the mobile communication device 300 can be
coupled to the computer 262a by a serial or a Universal Serial Bus (USB) connection, for

20  example. Other user computers 262b-262n are also situated on the network 260, and each
may or may not be equipped with an accompanying cradle 264. The cradle 264 facilitates
the loading of information (e.g. PIM data, private symmetric encryption keys to facilitate
secure communications, geographical restrictions) from the user computer 262a to the
mobile communication device 300, and may be particularly useful for bulk information

25  updates often performed in initializing the mobile communication device 300 for use.
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certificates used in the exchange of nessages. [0062] It w Il be understood
by persons skilled in the art that the user conputers 262a-262n wll
typically also be connected to ot her peripheral devices, such as printers

5 and the like that are not shown in FIG 4. Furthernore, only a subset of
net wor k conmponents of the host system 250 are shown in FIG 4, and it wll
be understood by persons skilled in the art that the host system 250 w ||
conprise additional conponents that ard7not explicitly shown in FIG 4 for
this exenplary configuration. Mre generally, the host system 250 may
represent a smaller part of a larger network of the organization, 10 and
may conprise different conponents and/or be arranged in different

t opol ogi es Theaforiusibn stooivadad td ehe xeoille acommuicationadeyicef 308 fday Anclhd63]
To facilitate, the operation of the nobil e comunication device 300 and the
wireless c ates Upestin e g@ﬁﬁ@ meefessage-rel at ed data between the
nobi |l e comruni cati on device 300 and conponents of the host system 250, a
nunber of w reless 15 conmuni cati on support conponents 270 can be provided.
In sone i npjoeeyNt at ifpRgll bk adersood be JRrsensTiiNed Al ihe rrtsthppihe us@wopgaens s 270

can include a nessage nmanagenent server 272, a bi data server, 274, a
cont act ser%ﬁ@?‘zﬁ’(’s ,""ﬂzr‘iﬂ’l ldéx}?_oc'ée m&@téﬁl t‘hﬁ%ﬁl Ben[@‘?@l Sel‘ﬁiéesdﬁfﬁcaé H‘F&Fﬁﬁe_r
modul e 278 jyachiddas aat bie RO SfomE s FeG, 48GuARdmRRe, ! Jhwgaﬁgl}b%arzgpﬁémr@dl tor

282, as well as other software conponents for_allow ng a
admi ni st r atesmpoves pf thgurast systeomBhY lare ghovrruini BI&T ide and) évidlebpwderstopdaby

alternative_ _enbogi t ..t e_one { SN o1 #TeLVA o [<1S
functionali eflsoo S@:[)l?%ﬁl Hlee #&%%@?@9‘ daitor 2 g[ gnrgﬁr{lsﬁgadﬁifjog%ecf) ?%%nésrty
edi tor 282.thdihee avppplititle ahgem anFKG. 2470r #lis exdmpldrydenfigurstamaMeropencelly, and
an IT polic erver 2 The | T policy_ server, 286 incl ude racessor
285, 2" net ibF ROTAFFT ASR TRGBRALA FEHLR Pl it 198 Pekvikot dbs o g on
cont r ol 25rdhBaP BsihRHide U rQEnt BengoheR® bh&¥r BE hRiged 36 dﬁfb@e&%ﬁﬁlﬁgﬁé than

bel ow. The

functions related to the standardized |IT policy as describe
net wor k inttéatfsé@%’nZg@eﬁmlémrytqwoﬁmelﬁéfi:@ 4erver 286 to conmunicate with
the various conponents of the host system 250 474659v1 18

[0063] To facilitate the operation of the mobile communication device 300 and the
wireless communication of messages and message-related data between the mobile
communication device 300 and components of the host system 250, a number of wireless
15 communication support components 270 can be provided. In some implementations, the
wireless communication support components 270 can include a message management
server 272, a mobile data server 274, a contact server 276, and a device manager module
278. The device manager module 278 includes an IT Policy editor 280 and an IT user
property editor 282, as well as other software components for allowing an IT
20  administrator to configure the mobile communication device 300. In an altemative
embodiment, there may be one editor that provides the functionality of both the IT policy
editor 280 and the IT user property editor 282. The support components 270 also include
a data store 284, and an IT policy server 286. The IT policy server 286 includes a
processor 288, a network interface 290 and a memory unit 292. A processor 288 controls
25 the operation of the IT policy server 286 and executes functions related to the
standardized IT policy as described below. The network interface 290 allows the IT
policy server 286 to communicate with the various components of the host system 250
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and the nobil e devices 300. The nenory unit 292 can store functions used in
inplenmenting the IT policy as well as related data. Those skilled in the
art are famliar wth the inplenentation of these various conponents.

O her conponents may also be included as is well known to those skilled in
the art. Further, in sonme inplenentations, 5 the data store 284 can be part
of any one of the servers. [0064] In this exenplary enbodi nent, the nobile
comuni cati on device 300 communicates WBth the host system 250 through a
node 202 of the wireless network 200 and a shared network infrastructure
224, such as a service provider network or the public Internet. Access to
the host system 250 nay be provided through one or nore routers (not 10
shown) , andmdotiputriobie dievicee S00f Theemeosty syt 292 280 sty Hpetianseusedom
behind a firewall

. 2 d
secure node™ eé’“%#@’llé[o cg%\é’i?%le?ﬁ%gf%gf@ﬁ? ?llﬂﬁ?fgg’t%g Itoro Foige '?'he

Proxy servegit? @k irﬁm@hédtmtéfythéwssﬁm@l @bﬁFoﬂdﬂtst 2hct Wolriertke fiajy ol o
server within the host system 250. [0Q0651 In sane_inpl enentations, the host

syst em 250 xe@lndfrdnaﬂ i ellokngivingto dhase\gianjed 15 the qrf. (Rygthetin sofpe INRERERREONSo Ut or
(not shaqwn) é‘éh‘% N the host system 250 and

t he m)b:%I e %%%%@té%&fﬁ%ﬁg%%:@ﬁ 0. %ﬁe W refsgss VPN router allows a VPN
connection to be established directly through a specific wreless network

to the nobile communication device 300. The wirel ess VPN router can be
used with t09864]| nt erlnethispexsmniay ¢mimdinentsiths nepbile psgaymunieatiop. deyiceq300

W reless ne r C i t hat
each nobi | eéo\({ji%\tln cceatf%ér{;‘ms'h{?1 x gt te%&@ a(?gl%g\séslﬁae Q%Hg&e:“ﬁr%%géﬁﬁll%?%%ppush
i nf or mat i ormiica ﬂamdbuehrmrkimﬂas&ucaureéﬁﬂ fuichnas a,scrvwd\pmm@@emork usthngmhhc
wi rel ess VPN rout an of f-the.shel.f VPN co

does not r é‘g‘?fe%setﬁél?e oé{ weted n%@smﬁ%l’%%gy d&ﬁgﬂg‘éﬁ;‘a‘?ﬂg én}ﬂr%u egss not
i nf raStirOUCtéhb&rn) AndPNmpnE efdviced of ahe Posf Sl Y5O enay dpauns nfr@sitehindont r ol
Pr ot ocol (TCP)/IP or User 25 Datagram Protocol (UDP)/1P connection for

del i veri ng fnswaller progi seripr 268 IThe proxy iserverfif) H’reVle‘%%ﬁ?P'@ B ANR WIEESS00 i n

this alterngtlye ghﬂg@hf Bthehbs @ystéiﬁ%@.g'fﬂe ﬂu%xy server 266 intelligently routes data

to the correct destination server within the host system 250.

and

[0065] In some implementations, the host system 250 can include a wireless VPN
15  (Virtual Private Network) router (not shown) to facilitate data exchange between the host
system 250 and the mobile communication device 300. The wireless VPN router allows a
VPN connection to be established directly through a specific wireless network to the
mobile communication device 300. The wireless VPN router can be used with the
Internet Protocol (IP) Version 6 (IPV6) and IP-based wireless networks. This protocol
20 can provide enough IP addresses so that each mobile device has a dedicated IP address,
making it possible to push information to a mobile device at any time. An advantage of
using a wireless VPN router is that it can be an off-the-shelf VPN component, and does
not require a separate wireless gateway and separate wireless infrastructure. A VPN
connection can preferably be a Transmission Control Protocol (TCP)IP or User
25 Datagram Protocol (UDP)/IP connection for delivering the messages directly to the

mobile communication device 300 in this alternative implementation.
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[ 00661 Messages intended for a user of the nobile comunication device 300
are initially received by a nessage server 268 of the host system 250.
Such nessages may originate fromany nunber of sources. For instance, a
nmessage nmay have been sent by a sender fromthe conputer 262b within the
host system 250, or froma different nobile 5 device (not shown) connected
to the wireless network 200 or a different wireless network. Additionally
t he message may have been sent from a dilPferent conputing device, or other
devi ce capabl e of sendi ng nessages, via the shared network infrastructure
224, possibly through an application service provider (ASP) or |Internet
service provider (I1SP). 10 [00671 The nessage server 268 typically acts as
t he pri maryjobedler f addessages tiftendedfohange offthamebidgesmmpaicdtionudeaick\308 amai |

messages, W thin the qrgani zati on an v the  shar net wor k

i T st T U HGUS SSENEd O e g 250 g s A6 SR O S DBETIER ™ 1 0
send and r egfiivRe FBHSAYTRdber bY Rusds! Borasshaekad fdsstbd haf hdeebeeaGetbita
managed by the nessagé server 268. In some inplenentations host

th
syst em 250 sengerdioom theseonymiten A62b prithinheshost syany 294, %G@Qm?kf@ffﬁ@gg’é‘@'%ﬂ‘-’ser ver
268 may al s t j . Li.Qn i
manag e?lresﬁt ,&)?V?cgl @gﬁﬁid&g??eg%rg{]eg%gdrrtgnghgg?lr%%%aﬁ&gégggpgﬁ gza\?\ﬁ Fﬁ%gtal(@%%g?g and
t ask |i st s, ndtworkex Adgitional [yOheSrhesdhgn mag dsiag deem sentr feomi a/ ddffepgnt tdomprsgs age

server 268, they are_typically ored in.a data store soci at.ed wi t.h the
message ser{R¥Iccped. © _%/a‘hevfcgaﬁpai’iﬁ’ré’% %ﬁ%dﬁ‘?sﬁ%gﬁ%’s,“at ﬁ%‘ ngxprgdspgt}v‘gr%y be
a separat e RgheRhRe Q04! posSiBBNthASughadrAailiRhton? Sdvicipkdviddri (AISP) loe InRARAgE
server 268 communi cates. Messages can be subsequently retrieved and

del i vered tw¥rieeprevidgr @8essi ng t he nessage server 268. For instance, an

e-mail client application operating on a user's conputer 262a nmay request
the e-mai| nessages associated with that user's account stored on the data

store agsoCjoabHd W t1he! ResHES 8aU6r 268 IFHVAYy #AS as The PeinHes saesceafot thdien
retrieved fromthe data store and stored locally on the conmputer 262a. The
data store exshengesf mpswges paticulady saal massgess, wHbindhgorgayrationapdioser th each

message tNalaldl deffdk i RtAbEH 253 Eth TRR b BCRPRIPIRRULA A BY:CR: 3%

send and receive messages is typically associated with a user account managed by the
message server 268. In some implementations, the host system 250 may comprise
15  multiple message servers 268, The message server 268 may also be adapted fo provide
additional functions beyond message management, including the management of data

associated with calendars and task lists, for example.

{0068] When messages are received by the message server 268, they are typically
stored in a data store associated with the message server 268. In at least some
20  embodiments, the data store may be a separate hardware unit, such as data store 284, with
which the message server 268 communicates. Messages can be subsequently retrieved
and delivered to users by accessing the message server 268. For instance, an ¢-mai1 client
application operating on a user’s computer 262a may request the e-mail messages
associated with that user’s account stored on the data store associated with the message
25  server 268. These messages are then retrieved from the data store and stored locally on
the computer 262a. The data store associated with the message server 268 can store
copies of each message that is locally stored on the mobile communication device 300.
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20 Alternatively, the data store associated with the nessage server 268
can store all of the nessages for the user of the nobile comrunication
device 300 and only a snaller nunber of nessages can be stored on the
nobi | e conmmuni cati on device 300 to conserve device nmenory 324. For

i nstance, the nost recent nessages (i.e. those received in the 5 past two
to three nonths for exanple) can be stored on the nobile conmunication

devi ce 300. [0069] When operating the ABbile comunication device 300, the
user may wish to have e-mail nessages retrieved for delivery to the nobile
comuni cati on device 300. The nmessage application operating on the nobile
comuni cati on device 300 may al so 10 request nessages associated with the
user's accoMﬁmdtmm tlteedamastsmgascmtubwithﬁﬁe mEbsage nesgatfd appldre atliobtheray be
configured (either r by an adm lSt at or

accor dance sls?geﬁrfo’bﬁbeaﬂ?efaq IEOIT% BoTrEye {051 %’Iﬁcg 99 5“‘?@83’ étsma?%lert he
direction ofuntee oﬂﬁﬁésagé!‘)tcaﬁ%%t@éc?oﬂmfelIﬁ@ﬂletdoﬁﬁmnﬁﬂaﬁbﬂ dbvice®B00pWdInéde:
occurrence of sone pre-defined event. In some inplenentations, the nDblle
conmuni cat | BHiCGVFBEYIFY. Far mstaness ithemgst &egertswswﬁme Hinse aeceived g the
messages agqgiPRRas meLRohiS B kahBlc) b BPRLLE on BUITHUAICBIARICHEYh 8800 are
autonatlcal y re recte to the nbbile comuni cation device 300 as they
are recei vellby t he nmessage server 268. [0070] The nessage managenent
server 272 can be used to specifically provide support for the managenent
of nmessages, such as e-mail nessages, that are to be handled 20 by nobile
devi ces. Iy, bl i S ver
265, the mlBee raranat pPRERIAE A oBicab A B0 e R A
how nessage® haae &nmlnheﬂsmgas etrimvddi foe delorrputel tha hiobie demintpicdiden devins IP8ssage

managenent server 272 .also facilitates t hand| S.CO osed
on £ b mobi T Teen iR oot StaBs miliiechnupiduih 50 280 mEoaRE
server @68 fe@liess Hié?:ﬁgé&eﬁfsodﬂﬁbd Weth)the 215<3r[50&3611nt Faim eheaimpdstge &dﬂ&r%SSm
managenent server nonjtor the user's.  "npail box" (e t he nessage

Store assochatsas wRlivaiom mpebe SonemBeh (St by ethﬁe‘és%gj‘é by 304 gdpipisiTator,

possibly in accordance with an organization’s IT policy) to make this request at the

direction of the user, at some pre-defined time interval, or upon the occurrence of some
-pre-defined event. In some implementations, the mobile commumication device 300 is
15 assigned its own e-mail address, and messages addressed specifically to the mobile
communication device 300 are automatically redirected to the mobile communication

device 300 as they are received by the message server 268.

[0070] The message management server 272 can be used to specifically provide
support for the management of messages, such as e-mail messages, that are to be handled
20 by mobile devices. Generally, while messages are still stored on the message server 268,
the message management server 272 can be used to control when, if, and how messages
are sent to the mobile communication device 300. The message management server 272
also facilitates the handling of messages composed on the mobile communication device

300, which are sent to the message server 268 for subsequent delivery.

25  [0071] For example, the message management server 272 may monitor the user’s

“mailbox” (e.g. the message store associated with the user’s account on the message
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21 server 268) for new e-nmail nessages, and apply user-definable filters
to new nessages to determne if and how the nessages are relayed to the
user's nobil e conmunication device 300. The nessage nanagenent server 272
may al so conpress and encrypt new nessages (e.g. using an encryption
techni que such as Data Encryption Standard (DES), 5 Triple DES, or Advanced
Encryption Standard (AES)) and push themto the nobile comrunication

devi ce 300 via the shared network infragtructure 224 and the wirel ess
network 200. The message managenent server 272 may al so recei ve nessages
conposed on the nobile comunication device 300 (e.g. encrypted using
Triple DES), decrypt and deconpress the conposed nessages, re-format the
conposed negprge6s)ifor ks bnedl messigeat anﬂ@pplrye.yselvddﬂnablp idtgrs to dewanessages i nat ed

fromthe user's co ut.er a, and re-ro 0 :Q t he
message ser‘&éﬁ‘% %eeﬂ?ssa??ﬁﬁ’?] %@'F? & ﬁh‘f)r%gegle%r %S@%é%?xﬁ?%%?z@{l i ons
associ at ed yuyida msmgﬁfeséagafmaﬂagexﬁ@t BErverSETY mhy @Iiba:bdipﬁd’ss ned eharept dew t he
nobi | e comuni cati on device 300 can he deflned gﬁg%g at or

i n accor daresseges{e.BTusys Wb?l}“%@netﬁqlﬁ‘#%cf“ é‘ag%'?%é‘é? %3 Gﬁé
server Z72. TE@Q%%%NRX 85 dﬁﬁ&y@éﬁ&{ %ga&;d&lae( AT L& GRITHREE & 'tt&nmogl@é“ ce

300 may recei'vé encryp te nmessag es m Ni mum enc%@tl on key
si zes, whet daimamitagion nigvive SAges ﬂwémddenﬁworkymﬁ@%tﬂb?ﬁw 374 sing bl wirgless

mhether copi es f | secure nessa sen ion
devi ce 300 %0@‘&082} ERESSEE lganaﬁFl@ éstr?e%ﬁctgg altsggﬁcess g %I oﬁaﬁ ?d
restricti ongy gRMndhileRbAGRMEicatioNBSSRUFD (@gNenchymed Aing TpladiiS)edecrypt and
comuni cation device 300 limting the ability to S%Q%e%ctu S: 9

er
net wor k 200decpmpreay theifampated dpesstashdgarEt thegapgos %ﬁsa{ E}?Bt ed
to prov dje t‘ﬂ%f%u f&)g@:#rrt‘alh W b ﬁ%ﬂlcmeaésepalc&&mgw%haemC&ﬂt@rauteﬁﬁ@age
|nforna I on of pre- i ne por 1ons (e.g. | ocks™) of a nessage stored on
t he nessagecauposed m2S8gdsdo tH@enmelseWEBZQﬁoﬁWdﬁi‘@ml on devi ce 300. For
exanple, in sone cases, when a nmessage is initially retrieved by the
nobi | e communi cati on device 300 fromthe nessage server 268, the nessage

managenent gRLYEr 273 Ry pRIpaRIO Y Yedtfiionk Ma8focRidd! with rfesbdes A ok td be

nobi | e

sent from and/or received by the mobile communication device 300 can be defined (e.g.
by an administrator in accordance with IT policy) and enforced by the message
15 management server 272. Examples may include whether the mobile communication
device 300 may receive encrypted and/or signed messages, minimum encryption key
sizes, whether outgoing messages must be encrypted and/or signed, and whether copies
of all secure messages sent from the mobile communication device 300 are to be sent to a
pre-defined copy address. Additionally, restrictions can be placed on messages sent from
20 the mobile communication device 300 limiting the ability to send pictures over the

network 200.

[0073] The message management server 272 may also be adapted to provide other
control functions, such as only pushing certain message information or pre-defined
portions (e.g. “blocks”) of a message stored on the message server 268 to the mobile
25  communication device 300. For example, in some cases, when a message is initially
retrieved by the mobile communication device 300 from the message server 268, the
message management server 272 may push only the first part of a message to the mobile
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474659v1 22 conmmuni cation device 300, with the part being of a pre-defined
size (e.g. 2 KB). The user can then request that nore of the nessage be
delivered in simlar-sized blocks by the mnessage managenent server 272 to
t he nobi |l e comruni cati on device 300, possibly up to a maximum pre-defined
nmessage size. Accordingly, the nessage managenent server 272 5 facilitates
better control over the type of data and the anobunt of data that is

communi cated to the nobile communi cati oR2devi ce 300, and can help to
mnimze potential waste of bandwi dth or other resources. [0074] The
nobi | e data server 274 enconpasses any other server that stores

information that is relevant to the corporation. The nobile data server 274
may i ncl udepmnhfidation idsviooB800,i with e pat belng abagwe-defined) size (bag- & BB ubent

reposrtorles custonmer rel ations

ent er pri se PEHHHR HREHRA ?rﬁﬁgﬂ%afﬁ?ﬁs%e r%ﬁger%f%ﬁeeﬁﬁ%% Beerver
276 can pr Qi{ésgﬁgelxﬁﬁrﬁ%éméﬂt QrvEOr7280 liesthosife coaniaidation devitd 300, psssiblyﬁp ®
simlar fashion as the address book on the nobhile communi cation dgrd% e 300

Accor di ngl ya mmmual @Tﬁxﬂéﬁﬂ%ﬁﬁ%ége sifen dceerdingbh thegeRaaseangagement Se1V
name, pRone, L . n%r "Bl Oné!&rlﬁél afdf GRS & BBk ! afd WL smotht WREAARhACS

anong of her contact server 276 can also provide a gl obal
addr ess | i stontriwaticatmintoaihlesmphite compramicatipm fdevieat308.n afd cam hielpofo pHRIMEZNt act s

associated with ost .. [0076] It will be understood by
per sons serqeé’El‘a‘t‘ﬁastten%ﬁ’efPﬁ‘x{ ?%ﬁ%rﬁ%’%"%e management server 272, the
nobi | e data server 274, the cont act server 276, the device 20 manager

nodul e 278, the data store 284 and the IT policy server 286 do not need to
be i npl enermo'm]on séﬂmrmbbilqordyai savers 874/ eneompasses nanyhethiio servely thag ra@s0.  For

exanpl e, or all of thefu ctions assao I at h h

nmanagenent lggﬂrﬁlé‘i‘onzt??t Isgstepant i H}eecafpﬁr%tﬂj ﬁ °ﬁbe #%tésg}é’eﬁzsfg@gfggggi &
some otfper mRLyEst linfitdde, LeHasdy 6l R ARDdocuichiriepasitoni ey, xtustdnher ﬂelmbnﬂmst em
250 may conprise multi e nessage managenment server ﬁ {)artr cularly
in vari ant mpaseenerGRMSYSIERS Q8 CAICTRIISE ESSANYH Blangip PHEaNo need to
be supported.

[6075] The contact server 276 can provide information for a list of contacts for the
user in a similar fashion as the address book on the mobile communication device 300.
Accordingly, for a given contact, the contact server 276 can include the name, phone
15 number, work address and e-mail address of the contact, among other information. The
contact server 276 can also provide a global address list that contains the contact

information for all of the contacts associated with the host system 250.

[0076] It will be understood by persons skilled in the art that the message
management server 272, the mobile data server 274, the contact server 276, the device
20 manager module 278, the data store 284 and the IT policy server 286 do not need to be
implemented on separate physical servers within the host system 250. For example, some
or all of the functions associated with the message management server 272 may be
integrated with the message server 268, or some other server in the host system 250.
Alternatively, the host system 250 may comprise multiple message management servers
25 272, particularly in variant implementations where a large number of mobile devices

need to be supported.
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474659v1 23 [0077] Alternatively, in some enbodinments, the IT policy
editor 280, the IT user property editor 282 and the data store 284 can be
the IT policy server 286. In sonme cases, the device manager nodul e 278 can
al so be inplenented on the IT policy server 286. The processor 288 of the
| T policy server 286 can be used to performthe various steps of 5 a nethod
for providing IT policy data that is custom zable on a per-user basis. The
processor 288 can execute the IT Policy2Bditor 280 and I T User Property
Editor 282. In sone cases, the functionality of the editors 280, 282 can
be provided by a single editor. In sone cases, the nenory unit 292 can
provide the data store 284. [0078] The devi ce nanager nodul e 278 provi des
an | T admi njoeTT]at or Adicritizely]l & spnaxphimbadimester thi AT epoliee editirt280nthiedh use | T

commun ca 1 BAPRBVARLE" SomndABe fien bt Sopite Tl P s el i | 7
policy rul ege Hevié@iﬂaﬂg%e?%wﬂ@m &in 8188 baiifpRRRhics ki the ST Politshservatzisse
comuni cati on device O that are perm tted such _as phone, web browsef or

I nstant MSEhsprgesssarg8s of the IT-poliey saryeri 286 &an barsed|te perfum the yarigpssleps o
speci fi ¢ val ues f.0 [ o) I 0 L& tHaQl TRIUI r es
on the o 1 Bessolor afRk 3 by WS Bl 18 QaubBBP BRALGE g8, T

WLANI Vol Pl \fizbkassnfisg wan ekamnte the &TiPotigy Edigori 280rmadtlE Usee Prpperiy Edifprt 2620 In

al gorithnms, password rules, .etc.), speciLfyi t hemes_ ar |i catian hat
are al | owedoms S8R ﬁﬁ’f&“’?ﬁ%ﬁ?’ P%a‘ﬁgalﬁ%ﬁ?%%ﬁ@gﬁ%hﬁwr%ﬁ%gfg lrlllg%teﬁlgof'ilie.
[0079] Def i fyntd b, Ak ntcRIM ufiit PPDEESstoVile Rl datistarul8s can be distributed by
way of 20 bundling themwth the nmessaging service software, or as a

st andal one update that can be applied to an IT policy table.

Al ternativel and i addi.tion to the, di i bution of . propr.i.etary.rules,
| T admi ni stWﬁ?gr s can'S Ai¥’e Wﬁ?@gﬁfﬁ“ﬁ%‘ﬂf’ Wseﬁfotv S 7o'} ms%éornﬁlaﬁh £
exi sti ngy Cuéﬁﬁﬁbdlmsaoiﬂt&ﬁcé Wi@SwhizhaBe IS edmidisttdie intedds @ cdnffighed- paiouy

applications.” [0080] The above described IT policy systemcan effectively
be used on seftBigsdi im@hllemm@w%@ngbﬁzcemﬁrés fpatigaad mesﬁr %fﬁ%‘ﬂ“%‘é’ﬁes to

B O orte ekt IPAMERTuiclf tof AlOUlaFioR OF Rtalh Bt dH Gl @A icbile
communication device 300 that are permitted such as phone, web browser or Instant

Messenger use. The IT policy rules can also be used to set specific values for

15 configuration settings that an organization requires on the mobile communication device

300 such as auto signature text, WLAN/VoIP/VPN configuration, security requirements

(e.g. encryption algorithms, password rules, etc.), specifying themes or applications that

are allowed to run on the mobile communication device 300, and the like.

[0079] Definitions of known supported IT policy rules can be distributed by way of
20  bundling them with the messaging service software, or as a standalone update that can be
applied to an IT policy table. Alternatively, and in addition to the distribution of
proprietary rules, IT administrators can invoke the IT policy editor 280 to add or modify
existing custom IT policy rules to be used by their own or third-party applications.

[0080] The above described IT policy system can effectively be used on
25  communication devices 300, where the administrator wishes to prohibit certain features

of the device such as camera functionality, BLUETOOTH® communications, Wi-Fi
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474659v1 24 communi cations, and other functionality limtations including
t hose descri bed above, as desired. Thus the systemis capable of renotely
i npl enenting an administrative policy on the wreless handheld

comuni cation devices within the system For exanple, the adm nistrator
can set rules using the IT policy editor 280 to inpose restrictions on the
5 operation of a canera if the device is within a restricted operating
area. These restrictions are transnittéd to the device 300 using the above
descri bed procedure or one that is simlar. Once the conmunication is
received by the IT policy nodule 362, the restrictions can be passed to
the appropriate prograns controlling the canera. By |imting these

functi onal idolmBurii¢atioss, pad Sttt Eurictiopity lichitatorsencnding tiersadesegibedh ebavenarent

for 10 the conpan its IT inf astructu bove escrl

i nf rast r uctdssiged: sctgﬁﬁiﬁ‘i‘?"%#ﬁ FarPGIr’]FI?é r§ERot I“Ei[e”f‘%’%flﬁ&n& g al%%gBOhV ded
as an ex a”%fﬂﬁﬂﬁr&ééa%naﬂd BOE muhRAti 0BG Gaithin gheSsigtemanFérTexaaiple Yhear e
considered wthin the scope of this disclosure. Further details concerning

t he handhel afiministratni can $ab muldge vieg tlgoﬁ Belisygedier R8Q i ipRse restriqions 98 thsict ur e
i s descrd bed bel ow.. 15 [0 f I I fiews chart
of a ne hoaol:IeEaE ofln%fo% i %%‘cggéétt%eg? ?lggggomlﬁeggg%@?tg@o eﬁéﬁgghﬁé}a\éhel d

comuni cat i lestrideotiseee BABniisedsioai devidee3N® usinesthe aboviealescribed pmeihrrp oeneht ed
remotely through an adnlnl trative, oI| usin

policy syst®ah SEBaaprene 58 @CW g’(’nﬁic Igap(ﬁgy IF)'ge)fgietil“%/ed at

the device RQficidHsocdh ’é@%)assca’ hb&heaépgr@a‘atengmgrmommnmathemmr iRg are
20 then stored on the device 300 (block 607 Dat a defining the

restricti onémitimgiihese r?w@@malw&ﬁ & ippevsitie  provids APYE QRCTREng P Y gRReR OB 00
and recgj vegd b d 09 I t he
Fd &e Xon;%%ycgﬁfd boun dar| eS@gl’f]lg@ )The laBoR Ric&EBEL SHGEIRRAIEERE |

recei pt of géogr restrictions occurs at the same
time based ¢tpoRutibeingrianEhpslidyoo the devies ISTmpJo'Ilfvdca}S o eyamplecand pties|sytgms er ver

not shown), These restric e stored. for . 25
[0082] The. ior Eo@RmnisaRE St B Rovey arcrrigeat UiiE fue o MEuiickbue,
ascert ai nedpytR BetaBeéddbiting thehdndieldicomatutdationddiidedo abhg)witiTaetheall

determ nation is nade whether
infrastructure is described below.

15 [0081] Referring to FIG. 20, an exemplary flow chart of a method for imposing
restrictions on the camera of the handheld communication device 300 is shown. These
restrictions can be implemented remotely through an administrative policy using the
above describe IT policy system. Geographical boundaries are transmitted to, and
received at the device 300 (block 605). This data defining geographical boundaries are

20  then stored on the device 300 (block 607). Data defining the restrictions to be imposed
are preferably transmitted to the device 300 and received by the device 300 (block 609).
In a preferred embodiment, the receipt of geographical boundaries and restrictions occurs
at the same time based upon the transmission of the IT policy from the IT policy server

(not shown). These restrictions are stored for later use (block 611).

25 [0082] The present geographical position/location of the device 300 is ascertained
using satellite-derived information (block 613). Then a determination is made whether
the device 300 is located within the stored geographical boundaries (block 615). If it has
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the device 300 is located within the stored geographi cal boundaries (bl ock
615). If it has 474659v1l 25 been determ ned that the device 300 is within
one of the stored geographical boundaries, then the appropriate subsystem
or functional aspect restrictions are inposed (block 617). However, if the
device 300 is not within the stored geographi cal boundary the present

| ocation of the device 300 is nonitored. Likew se once the restriction has
been inposed 5 on the device 300, the pa@8ition of the device is eval uated
to determi ne when the device has left the restricted area. The
restrictions can be one of the above described restrictions. Furthernore,
whil e the storage of the restrictions has been descri bed above, in other
enbodi nent sbdeh eleneaﬁmed ttat the desice 30@ iswithinoee of ihetstared gengraphiopl bdwadaries,
determ nati t he .| ocation of 00.1.s re uired

e.3
geogr aphi ca e%l e\ﬁBPW"PﬁgterSE YRR 9t Ei'(?ﬁﬁ %Beciﬁes jdigns & rﬁnﬁ%sgd&lpgl? 8EBr ded)
or transnitiggdeded, if i 8RNdLIOBRMYSHNE EHestéred ighegrapitéat oundies didl frestnt

herein. The subsystems or functional aspect as restricted is _one of a
canera nodgraionpf e davicesi®Q|ie mogitpregdy &kewéser%@?dl°@1§‘¥‘6’r%é’e%9’i‘@écd
speaker PhofEmedicyitl 380.40E pbAITRIBE ER!d-0Re SUBRNSE Mo @RtinSicWhd tnk AR Vihen
desi gni ig a han el"& *Conmmubi cat i on evice 300, other 15 considerations are
i mport ant alsaswielf theArqstutcmdt paeh. pibbl estriconsr emebe eehchyf tthe abed Idem’lbed of

t he device 300 j.n that.there is r. sur area for

i ncl usi on oSS Fhermane vgglﬂ;ltb%st&?gsafﬁ}e %n?téog Sthﬁlg%cnl(ﬁsmbﬁgg |%1‘ief

true for thg otidriciModig@ntsahé ads@ictioh is H@efaillt RBfrictiag endbnly e dimnnmnom/om e it
i s nost advant ageous_to include a displ

screen, 3 at oyt puts
i nf or mat i onthe dpcatien plsthe devip3Y) 1§Meéclé%ﬁe%ﬂ@hi%ﬁﬁ‘@?lg?sd’ﬁ$t9cq%’éé?‘éhe above
a 20 keyp Oa]?rgdﬁ%mé?:ﬂg éi‘edo?déél? ok itaGShitel 6l @lcAd Qe 300 Ry 6&‘30%3'89@3&90 by

t he user. s provided bel ow the keyboard 332, a proble
occurs in b@sc@edﬂieeemoT@eeubwetemmréfemt@Q@ ashedt &s iregbugted Wg)meﬁfeii camsz ef or e

it is preferr screen h

t her eby sol WP 'g ’t?\?’b?fc}m"gﬁ‘% elHT Pr{amt ﬁgﬂ}lg%hor% ééea%d p%l nge&sﬁ&d% not
bl ock the vivBWesfcohdmurickion sutdpstelpandrgmdidt a entry periods. 25 [0084] To
facilitate textual data entry, an al phabetic keyboard is provided. In one

[0083] When designing a handheld communication device 300, other

15 considerations are important as well. A potential problem is presented by the small size
of the device 300 in that there is limited exterior surface area for the inclusion of user
input and device output features. This is especially true for the "prime real estate” of the
front face of the device, where it is most advantageous to include a display screen 322
that outputs information to the user. The display screen 322 is preferably located above a

20 keyboard 332, which is utilized for data entry into the device 300 by the user. If the
screen 322 is provided below the keyboard 332, a problem occurs in being able to see the
screen 322 while inputting data. Therefore it is preferred that the display screen 322 be
above the input area, thereby solving the problem by assuring that the hands and fingers
do not block the view of the screen 322 during data entry periods.

25  [0084] To facilitate textual data entry, an alphabetic keyboard is provided. In one
version, a full alphabetic keyboard is utilized in which there is one key per letter. This is
preferred by some users because it can be arranged to resemble a standard keyboard with
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version, a full al phabetic keyboard is utilized in which there is one key
per letter. This is preferred by sone users because it can be arranged to
resenbl e a standard keyboard with 474659v1l 26 which they are nost
famliar. In this regard, the associated |etters can be advantageously
organi zed in QAERTY, QAERTZ, AZERTY or Dvorak |ayouts, anong others,
thereby capitalizing on certain users' famliarity wth these speci al
letter orders. In order to stay w thin26he bounds of a limited front
surface area, however, each of the keys nust be 5 comensurately smnal

when, for exanple, twenty-six keys nust be provided in the instance of the
English | anguage. An alternative configuration is to provide a reduced
keyboar d i nwhibh tieyate hest$tmiianelncthistregaré ais assmigedrtﬁﬁemtdaa e gd@ntagt:mgky

makes 1t podSErd P oWERYe SWERTE: AZPE TR RIH Pl garorr e o
i nstance WhaBitdiAdd dn keboadess' BniRa@y wigtthest spedifl I8iteH draérh.y Idbfien®i ayed
devi ce 300. Sone users will prefer e solution of the |ar keys over

t he smal | erwighiaghe baﬂﬂdﬁt‘)flash?l?éé‘é@)&? yurfasgaresy MoWaYSs gach tﬁr‘gﬁﬁﬁ BWFtRS ons
b d
e prov'sdﬁe ol%ﬂe??n% aRl eynglglag'&ﬁé ot @k din pm@ &!%,n ik NRyS GHRE e ﬁ%ﬁﬁ&i%%

letters ased’ on a tlcu ar key actuation; a problem
the full ke:ylhtamecbfah@ EdglishFasguagablAn altdmative lvanBgirasion idite orovidnarédaed s

acconpl i sh i i.zi uat i accompdat e thin.15, t he
devi ce 300 %\'ﬁitlﬁ ‘?ﬁ@gc??a‘éz?ﬁg vﬁng‘eolf %ﬁ% o i eé’neq?‘w ?‘?lajf evi ce
300, a nmenmexwRROTHTS Gl BEERGRr kéys@al lbe\mdumd witiidhi maltd3dt pesipledbr those
handhel d unit 300 for _receiving, storin proces E a% out i ng data
during use. fe‘lvﬁ’ék@fsd? gach brelapges iasnin dhe mﬁ%@?ﬁ Wbenaa%él g%Vé’P 8 B4 l‘éi’gtonnaeans
IS sol vyl h?@r gllﬁrg\ﬁ Lishef dRhceSJobn onﬁ dsts lwifllprér@iue Stutién BINAB Slrk& Kegy boar d

on the present osed handhel d el ectronlc devi ce 300. 20 [00851 Keys,
typically odveatlmssiallmmtes,rbubnt ip nedesgrayithabsafiveare prelnafr@wm\nellunombmmde@nt ry

d but l.
e D e S0 CRRE il shRfl ARG NN W Sl 4 0
probl em t heppties@iey ahmaddstgladprebem therfull kdghdaakaRiids. pPlefmlﬂjnltgnsmhadaudes an

auxiliary input 328 that acts cursor nav1 ati,onal tool and whjch is
al so exteri @quympmtlé &c spﬁiuﬁl,lm d*sgeglgmt fiware accommo%ated w1hun

15  the device 300. As with the other software programs embodied within the device 300, a

memory and microprocessor are provided within the body of the handheld unit 300 for
receiving, storing, processing, and outputting data during use. Therefore, the problem of
needing a textual data input means is solved by the provision of either a full or reduced

alphabetic keyboard on the presently disclosed handheld electronic device 300.

20  [0085] Keys, typically of a push-button or push-pad nature, perform well as data
entry devices but present problems to the user when they must also be used to affect
navigational control over a screen-cursor. In order to solve this problem the present
handheld electronic device 300 preferably includes an auxiliary input 328 that acts as a
cursor navigational tool and which is also exteriorly located upon the front face of the

25  device 300, as shown in FIG. la. ls front face location is particularly advantageous
because it makes the tool easily thumb-actuable like the keys of the keyboard 332. A
particularly usable embodiment, the navigational tool is a trackball 150 which is easily

utilized to instruct two-dimensional screen cursor movement in substantially any
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25 device 300, as shown in FIG 1la. Its front face location is particularly
advant ageous because it nakes the tool easily thunb-actuable |ike the keys
of the keyboard 332. A particularly usable enbodi nent, the navigational
tool is a trackball 150 which is easily wutilized to instruct

t wo- di mensi onal screen cursor novenent in substantially any 474659v1 27
direction, as well as act as an actuator when the ball of the trackball 150
is depressible like a button. The placéhent of the trackball 150 is
preferably above the keyboard 332 and bel ow the display screen 322; here,
It avoids interference during keyboarding and does not block the user's
view of the display screen 322 during use. 5 [0086] Preferably, a row 9 of
function kedigction, @s oxelldmdichast we ectudthiewtiers thieeball 3 2he trackbahid SR ¢y BermesdibB32.

This row 9 of functi keys pref.eraply.i .gned t.ogether.with th

navi gat i on b, fhe Hbandi dh Peckpladh SEPGTerey Bt ithynise

al i gnment  ofndtRRSE theK@YSlay browh 321 ehetts 61 awiidd iitatfetdnee dufif@kbdivafdig and
functions associated with navigation on the display screen 322 of the
devi ce 300.dospRet thackitheuseysyiew ofthmdisplanicreen22 R U%e 10 provi ded are
descri bed bel ow, but these function keys can be assigned different
functions by a manufacturer. Additionally, while the keys are preferably
assi gned fi mﬁ%_llf unctprgagbly, ato®OIof GRE6A KEYY B prbadéd baivean therdisple32ser
programuable. The call key 6 |located on the left_end of the row 9 is used

to place orangribslsyboatl 382.cEhissow Reffunctine kepsetraplyys aligned degethes withtgy a
user to pul 1+a|v¥g%%% mﬂk?@év?éé ﬁs”@ﬂi&fl% x&?e‘?ab‘if L SRl 1508 ThEUliSEnent B thede MENU

can be a fu a meriu s already presented on the screen or a short
menu Wit h Isgk aliéwoihs uséraanrinfuitivet Ineation forf fpnttidos lagsociatidcwith ndvigdtion wg dhe

Then, the tr.ackball 1 [ r,ovi d for navigation t he sgreen 322 of
fovi e 300 oY Sy of ab afdor Sy erk oF 3 hibfkal TulciPys E Tah e
cursor @N tHevided e AscFibEEBEloWButi thest Firlclius keljscah bl amsgried dliffetentdundtipns down,
left, right, and any conbination thereof. Furthermgre, the '

al )
depr essi bl &2 2uaywadurche Additionally, adpledhgkeys ag Ruefezably Bfﬁlg_ngd %ﬁa‘iﬂﬁ%@ upon
the current;,lgeatd HRqAentd e foABHE ﬂa}_ It?))g%sél:rfprﬁﬁﬁmﬁﬁb&? TheScallAGHERAUET @

t
gi ven programicon, that programw aunched. Likewi se, if the nenu
I s shown aneh thhéeftendsafithé Bvo? és used faplace of answeer epicoerlish@Next, the menu key 5

is used to allow a user to pull up or display a menu on the screen of the device. This

15 menu can be a full menu if a menu is already presented on the screen or a short menu
with selections shown for the mostly likely choices of the user. Then, the trackball 150 is
provided for navigation on the screen 322 of device 300. The trackball 150 is rotatable,
allowing navigation of a cursor on the display screen 322 in various directions including
up, down, left, right, and any combination thereof. Furthermore, the ball is depressible.

20  When the ball is depressed, a selection is made based upon the current location of the
cursor. Thus if the cursor is located over a given program icon, that program will be
Jaunched. Likewise, if the menu is shown and the cursor is over a particular item on the
menu and the ball is depressed selection of that menu item will be made. Next, a back
key 7 is provided, and this key 7 is capable of navigating to a previously displayed menu,

25  selection, or device state. Thus, if the e-mail program is open and a message is displayed,
pressing the back key 7 will cause the display to return to the general e-mail program
listing all messages. If the back key 7 is further depressed, then display returns to a home

screen or the interface from which the user selected the e-mail program. This back key 7
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menu and the ball is depressed selection of that nmenu itemw || be nade.
Next, a back key 7 is provided, and this key 7 is capable of navigating to
a previously displayed nenu, 25 selection, or device state. Thus, if the
e-mail programis open and a nessage is displayed, pressing the back key 7
wi |l cause the display to return to the general e-mail program listing al
nmessages. |f the back key 7 is further depressed, then display returns to a
home screen or the interface from whi cB8the user selected the e-nail
program This back key 7 474659v1l 28 can be used until the user interface
shown on the display screen 322 returns to a default state. Users can
relate this to the functionality typically associated with an escape key as
wel |, such dahate usbduntilrthe nser swbrdeeisbowi ondhndisplae deraend3 3 2stuysneip) odefadt at e

is returned., By.. locati he ck k .. next 8 | e
user can meERECSUSER P?‘bﬁgﬂ%ﬁbﬂ ® gﬁ% Eﬁ“c@gr?éfye??}c%l ??gastﬂ’gﬁar‘\%& g&g?gxels?’?é? 3%5?

| ocat ed setwelf, su6ly hat B2 dubient éettior iWlcaptellddeantiahe Previvus dlascBmamatedkeBy 8 i s
provi ded enabling the user to ter m%i%e calls or otherw s%dl scognect from

a voi ce conlReatingans bask kendinexidadbe wepkball Lip: R asepcan pakeselsgionsdng sk
edges ofs tg}fecﬁ@ﬁ@ & H%ﬁﬁaﬁ%fd&ﬂéd 1300f k34 GB3ne 3R erdnEf Helo¥WD i n

FIG 3. These tuncti keys c be used to provide buttons to control
vol une, spedisdonpeqp koyB anprowided enabling 1ige ussnter igrminaig|callpen otharmvissiliscoriest | i ng,

or other fupctionality as.desir nuf I

devi ce 300.§‘fr6(5]8v?i°e|°r?¥"§5 ca?c()’ﬂ‘f %gag% %ﬁg&%ﬂ%@ﬁ%ﬁ%ﬁ%pﬁgg@g@? rtkcl)ér)nédcg% gd]ggi ce

300 may be thsdevidasrhas bottdédsaBoj 131, $3n033canidtshbive in BIG.Ife Tlese Sindton

worl d." One exanple would be PDA t hat storesl such tmﬁnﬂﬁso as cal endars
0

and cont actKSYAfGER ke PE5H, topBiovidg Bbiong 49 Agpizoloyolymes shrc gFay Sgiection,

comuni Gat | Hgha HiddRt REEvaABY, £RHing Br SBSt fubiédosalily@R Fesitd byithOmatifaiturei | |
be detrinentally viewed in that at |east synchronization is a highly

desired chenuwet@ithsddvicedO0handhel d devi ces 300 today. Moreover, the
utility of the device 300 is significantly enhanced when connect abl e
within a system and particularly when connectable on a wireless basis in

a system i ngoych bohhsypl c@nfiplafiGis! (ABSEAGKIY AESronkO d8iedNRdaiagdbe
standalone in that it is not connectable to the "outside world." One example would be a

PDA that stores such things as calendars and contact information, but is not capable of

15  synchronizing or communicating with other devices. In most situations such isolation

will be detrimentally viewed in that at least synchronization is a highly desired

characteristic of handheld devices 300 today. Moreover, the utility of the device 300 is

significantly enhanced when connectable within a system, and particularly when

connectable on a wireless basis in a system in which both voice and text messaging are

20 accommodated.

[0088] Further aspects of the environments, devices and methods of employment
described hereinabove are expanded upon in the following details. An exemplary
embodiment of the handheld electronic device 300 as shown in FIG. 1a can be cradled in
the palm of a user’s hand. The size of the device 300 is such that a user is capable of
25  operating the device 300 using the same hand that is holding the device 300. In a
preferred embodiment, the user is capable of actuating all features of the device 300
using the thumb of the cradling hand. While in other embodiments, features may require
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[ 0088] Further aspects of the environnents, devices and nethods of

enpl oynent descri bed herei nabove are expanded upon in the foll ow ng
details. An exenplary enbodi nent of the handhel d el ectronic device 300 as
shown in FIG 1 a can be cradled in the palmof a user's hand. The size of
the device 300 is such that a user is capable of 25 operating the device
300 using the sane hand that is holding the device 300. In a preferred
embodi nent, the user is capable of actudfing all features of the device 300
using the thunb of the cradling hand. Wiile in other enbodi nents, features
may require 474659v1l 29 the use of nore than just the thunb of the
cradling hand. The preferred enbodi nent of the handhel d devi ce 300

f eat ures a theyoel o@3Rarojust the tHmteobHthe wcheallidg Wk Bigoprefoied lsmbediment ofbl e

by the thu f and dlin he devige 300. Th ser - I hol d
the devi c@%gﬁn‘fhﬁhﬁs Eﬁegs{lrg?fﬁ‘gfg? k‘s}g’%@l %at%ggﬁ%cﬁﬁ%ﬁep&%cg?@m%%%%i ce
300. Furt hefctmbR, bybthé famisef theindicadliigh@ie dsvicaser Th asertrhasndlso heldakd uat e
t he keys on_the device 300. In order tgwgﬁconnodate aJn}&ia@&hp of the
devi ce” 300 dsy1ceRE0 3 Bich ganaperisigsnable twe JEping eﬁé}egﬁ‘{'wsé hoWHSIROE G,

| a) tham itg,l i | i Ltd fier. YRS PRA%ITRL ¢l Y two
and thr (rase |t%%%g%¥ﬂ%{ﬁ&g€ngnégserﬁeﬂla%stﬂﬂ mu?iebg tfggagh%htﬁgiknensi gﬁs. [_0_0%%] ﬁ{The
handhel d el®dtrtopienmiesdasepadoaridiog wfte device 300 by turavierage pergomnt islengat 10

di splay porti.on. The out di.spl.ay portian be i.Spl 2,
such as an @%ﬁt &t Sﬁ?%?g;bi&% Ilﬁf ﬂb’%ﬁs I'Ey™ 8’\/%@3&% B@c&&@%@%@%&?&%@%ﬁ on

i ncl udes a #Pproxahibtely tab aki@)ised Mdliescoun by@oahicans iytsd weduch dimtansiensuch as
actuabl e buttons or they can be of a software nature, typically constituted

by virtual representations of physical keys on a display screen (referred

to herein "sof re.k "Nkt 1S a_gont enpl that .th r
i nput can g@{'%!aovi dé@’%‘?ﬁhﬂﬁ{gﬁ%}tf%? F%’r\ce§ tlﬁélu %antlfy‘%&éi’g%’f"“k‘té‘ﬁs:“? %Eg)(%:lﬁ key
of the 1 urdbplaypafiokeyke haputalispleasirtiGnean ot displhe saedn 3, wiehek as &Cbe t he
i nput of a character, a command or a function. In this context,
" char act er soF o8hes sElar disple%de¥ce0 exenpl arily include al phabetic letters,
| anguage synbols, nunbers, punctuation, insignias, icons, pictures, and
even a bl ank space. |nput

[0090] The input portion includes a plurality of keys that can be of a physical

nature such as actuable buttons or they can be of a software nature, typically constituted
by virtual representations of physical keys on a display screen (referred to herein as

15 “software keys”). It is also contemplated that the user input can be provided as a
combination of the two types of keys. Each key of the plurality of keys has at least one
actuable action which can be the input of a character, a command or a function. In this
context, "characters" are contemplated to exemplarily include alphabetic letters, language
symbols, numbers, punctuation, insignias, icons, pictures, and even a blank space. Input

20  commands and functions éan include such things as delete, backspace, moving a cursor
up, down, left or right, initiating an arithmetic function or command, initiating a
command or function specific to an application program or feature in use, initiating a
command or function programmed by the user and other such commands and functions
that are well known to those persons skilled in the art. Specific keys or other types of

25 input devices can be used to navigate through the various applications and features
thereof. Further, depending on the application or feature in use, specific keys can be
enabled or disabled.

474659v1



20 commands and functions can include such things as del ete, backspace,
novi ng a cursor up, down, left or right, initiating an arithnmetic function
or conmand, initiating a command or function specific to an application
programor feature in use, initiating a command or function programred by
t he user and ot her such commands and functions that are well known to

t hose persons skilled in the art. Specific keys or other types of 25 input
devi ces can be used to navigate through3Phe various applications and
features thereof. Further, depending on the application or feature in use,
specific keys can be enabled or disabled. 474659vl1 30 [00911 In the case
of physical keys, all or a portion of the plurality of keys have one or
nmor e i ndi ci[@08il]spl ayledhatast Mlphyslcqi l@m fallow aapaition oﬁﬂlctpierabtyr ¢fkays bave he

Char act er (ST BRI SoAe o et [Bnpepet geh iy L bR FERRARR {15,

key. In theyd &%ﬁtamsee ekiRE@vd Kehe m@q?] 1@11&1‘ iRliki@yreprebemiogi dr Icharmta‘(s)ﬁed
adj acent the key, i.s understood that this mg be a pernmanent SI gnl a
that is, nilﬂ@?ldé‘ﬂ@é d/op fynstieR(shiypically 8@9?‘&@6’8&\% rg"éﬂ’teh‘és

the | nStSanCtﬁe ﬁ{dnlﬂEX?a Bricifis (W}Eledt AR RY, %th; ‘ﬁﬁ&brﬁ&?d that ﬁ}érrﬁ%n
indiciaTfor t e eterrp rarily shown nedr the key on the screen
322. [0092[bd mpeﬂtmnuasm‘ngﬁa suit tsxvﬁmrenﬂm pritied pm &mi/&alcﬁ @pVQrH?@SIﬂééhﬁekﬁo’& ve

enabl od by TH0L Ryl S pR R aiReaRe asple Raicth 2% s SIROL G rry
generate th&byﬁﬂ@l&%ﬁpe@ﬁgashbwakﬁbylﬂ&:k@dmamﬁ:deeneamrand or functl on Such
one or

di spl ay screens may inclu nore touch interfaces, including a
touchscreen. A non-exhaustive |ist of touchscreens i ncludes, for exanple,

Stive t ; &
{ouchscr cenBUSRIT | it BRCTRICRYRE dEE Bn ks fca® kERnary SRRt MRy
t ouchscyreensn tHeO@i9idy Bousen, Cﬁiuchlflﬂ dmef dnkdémése \is eaanecbeyaommu@dael disptayy

di fferent ways as appreC|ated y those Sk'%ﬁ ed in the art &
enbodi ment , SHEs EE xR Foith ﬁaﬁtséuk&ygen%s & GBAAREr %eﬂwtai*?a@etlﬂ cated

plurality Oéonﬁ‘ﬁﬁﬁ &Oruk&¥oh. f Uch@i QAL dcFdtn maFRREILESAOH @bref BBEH nferfaces,
including a touchscreen. A non-exhaustive list of touchscreens includes, for example,
resistive touchscreens, capacitive touchscreens, projected capacitive touchscreens,

15  infrared touchscreens and surface acoustic wave (SAW) touchscreens.

[0093] Physical and software keys can be combined in many different ways as
appreciated by those skilled in the art. In one embodiment, physical and software keys
are combined such that the plurality of enabled keys for a particular application or feature
of the handheld electronic device 300 is shown on the display screen 322 in the same

20  configuration as the physical keys. Thus, the desired character, command or function is
obtained by depressing the physical key corresponding to the character, command or
function displayed at a corresponding position on the display screen 322, rather than
touching the display screen 322. To aid the user, indicia for the characters, commands
and/or functions most frequently used are preferably positioned on the physical keys

25 and/or on the area around or between the physical keys. In this manner, the user can
more readily associate the correct physical key with the character, command or function
displayed on the display screen 322.
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of the handhel d el ectronic device 300 is shown on the display screen 322 in
the same 20 configuration as the physical keys. Thus, the desired
character, command or function is obtained by depressing the physical key
corresponding to the character, conmand or function displayed at a
correspondi ng position on the display screen 322, rather than touching the
di splay screen 322. To aid the user, indicia for the characters, conmands
and/ or functions nost frequently used aPé preferably positioned on the
physi cal keys 25 and/or on the area around or between the physical keys. In
this manner, the user can nore readily associate the correct physical key
with the character, command or function displayed on the display screen
322. 474659009431 [ dB® Arhﬁaxksechamctm,l sommands aet finctoansraasodintealmalith iicﬁcht)ialtdn S

associ ated with keyboa typing in general are traditional

using vari JuRing 4y ‘?’E‘Ffairfge %/a%ét‘o%ﬁ]l@f agr@ﬂ%??@HSIBg a8 PRV %I’ll "’%?at es,
for instanc@muicn bth@eSMERRY kil Sa4tek, Ifgymstance, @ tmrqwmmmdeyﬁoael IVERTZ,
AZERTY, and Dvorak keyboard confb%uratl ons of the 5 English- Ianguagtjhe

al phabet . [@tbes]ingiude BRERERELHALER TYayamdi Dyatak keyhoayd, gepfigurations’ o

Engl i sh- Ia Q‘W key arrangenent 44 (see FIG 5). In this
conflguratl 9%1 %gﬁﬁhﬁq and Y are the letters on the top left,

al phabetic row. 1t was desi gned by Christopher Sholes, who invented the
typewiter. The keyboard Iaﬁ out was organjzed by himto prevent people 10

from typ| nd"ﬂ?ﬁi f astThétWﬁ krybeard lageysis %WWIISBW%PhaHﬁ%ded
in the gyxgngmilgéme%*e%ﬁgee ! RPR Eiretub ASWE E, IOAOGIY Thee MUERTZ

keyboard | nor ma use Ger man- spea regi ons. This
al phabetic lkmts anrthageprieft, aﬁlghabstuskmnm Ik rwﬁl@slgﬁed by (Ehnsmpthgtnﬁh@m, aft’hoon

G 1ers fr dMERE 48 G Ihekbgfo%a%a %%Ef 55 o ST B R Gt (el

"Z". Thigs lﬁodaQﬁa o st drd AmniTHE hdTRdye. TROITUWERTEY tieyout ks itictidedrin @ man
and the letters and "Z" often appear next to each other in the Gernman
| anguage. drawing for Sholes' patent application in 1878.

[0096] The QWERTZ keyboard layout is normally used in German-speaking
regions. This alphabetic key arrangement 44 is shown in FIG. 6. In this configuration,
Q, W, E, R, T and Z are the letters on the top left, alphabetic row. It differs from the
15 QWERTY keyboard layout by exchanging the "Y" with a "Z". This is because "Z" is a
much more common letter than "Y" in German and the letters "T" and "Z" often appear

next to each other in the German language.

[0097] The AZERTY keyboard layout is normally used in French-speaking
regions. This alphabetic key arrangement 44 is shown in FIG. 7. In this configuration,
20 A,Z E R, Tand Y are the letters on the fop left, alphabetic row. It is similar fo the
QWERTY layout, except that the letters Q and A are swapped, the letters Z and W are

swapped, and the letter M is in the middle row instead of the bottom one.

[0098] The Dvorak keyboard layout was designed in the 1930s by August Dvorak
and William Dealey. This alphabetic key arrangement 44 is shown in FIG. 8. It was

25  developed to allow a typist to type faster. About 70% of words are typed on the home
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[ 0097] The AZERTY keyboard layout is normally used in French-speaking
regions. This al phabetic key arrangenent 44 is showmn in FIG 7. In this
configuration, 20 A Z, E, R T and Y are the letters on the top left,

al phabetic row It is simlar to the QAERTY | ayout, except that the letters
Q and A are swapped, the letters Z and Ware swapped, and the letter Mis
in the mddle rowinstead of the bottom one. [0098] The Dvorak keyboard

| ayout was designed in the 1930s by Aug&st Dvorak and WIIliam Deal ey. This
al phabetic key arrangenent 44 is shown in FIG 8. It was 25 developed to
allow a typist to type faster. About 70% of words are typed on the hone
474659v1 32 row conpared to about 32% with a QAERTY keyboard | ayout, and
nmor e wor ds rawecompapeddtouahionty 3Bt With anQWERTY ikeybeard) layout, and negrgworfo ates,,

fingers of a RT i St tr.ave bout, 16 mi ile
for the D/&Y%%Wi‘é’wg?éﬁgg]m %%H’e?gg’t ffl%htk]hé)ilmaiig erﬁsg‘gﬁéegﬁgé #%??ﬁﬁ:%t q]%%/?boar ds
and typew iahsatsl 6ahiesObit@nly dbopt Em@lefadhaDoogkwdidt. numeri c key arrangenents.

An exenplary nuneric key arrangenent is shown in FIGS. 5-8 where the
nunbers 1-9 and O are positioned above the al phabetic keys. |n another

known nunmer | ey arrangement ., nunbers sh keys with .the .al phabetic
characters ,[h@t}ﬁh as ﬁlﬁl@%?tbcp E?%W%ge%m@@ﬁ\)‘?é%%a%q twg‘fmgeﬁ%f"f? e e

exenpl asy HieRhies Ko¥g dwitRNS@hEd Hez shevgenichtsE| GAn9 exothisiire aumerer ke
keypad 46 i's 10 spaced fromthe al phabetic/nuneric key arrangepent. The
numeri ¢ keyraasaeent fehowe & FiGe Srihar thenumbergl-9 and U'agg positigaer 149ve thepp

row, "4", "B4 i 6" r %&Qh SRR AV, arrandement. Zaumbess in a
third row, r?gbﬁtgz"kﬁ' gﬁl ottég%mr%g\?v, conscilg: e%m%mq%eﬁt’%huﬁbe%aiﬁ%%}?ﬁﬁd on a
known "t en-theglphawtip vhenctkeybohad thetopadw ool QWEBITYykeyhoardme¥dt enotherone

key arrangenent. 42 i s also known S. shown. i LG ) hown
R ErG 10 SRR et SRR Ened s SN A, S i g dinddl iSbad S B
sur f acqot r ephded frone thet Aphabutid/marertf kdyharmgeanett. "The tueeric Keysadsifr inelades

treatnment is such that the surface of the Ig%y WS ,distinctive fromthe
surface of tBE AWRbERYS', "Ep ef ertmnegd 11 ARSI ate "Prelt ARMESH &0 £ SCPRE 19%r m of

a raised buqp 9r »egREFRE iflh TRkErd -and MD'SinldBRtom row, consistent with what may

be found on a known "ten-key" computer keyboard keypad. Additionally, a numeric

phone key arrangement 42 is also known, as shown in FIG. 10,

15 [0100] As shown in FIG. 10, the numeric phone key arrangement 42 may also
utilize a surface treatment on the surface of the center "5" key. This surface treatment is
such that the surface of the key is distinctive from the surface of other keys. Preferably
the surface treatment is in the form of a raised bump or recessed dimple 43. This bump
or dimple 43 is typically standard on telephones and is used to identify the "5" key

20  through touch alone. Once the user has identified the "5" key, it is possible to identify
the remainder of the phone keys through touch alone because of their standard placement.
The bump or dimple 43 preferably has a shape and size that is readily evident to a user
through touch. An example bump or dimple 43 may be round, rectangular, or have
another shape if desired. Alternatively, raised bumps may be positioned on the housing

25  around the "5" key and do not necessarily have to be positioned directly on the key, as

known by those of skill in the art.
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or dinple 43 is typically standard on tel ephones and is used to identify
the "5" key 20 through touch alone. Once the user has identified the "5"
key, it is possible to identify the remai nder of the phone keys through
touch al one because of their standard placenent. The bunp or dinple 43
preferably has a shape and size that is readily evident to a user through
touch. An exanple bunp or dinple 43 may be round, rectangular, or have
anot her shape if desired. Alternativel y33raised bunps may be positioned on
t he housing 25 around the "5" key and do not necessarily have to be
positioned directly on the key, as known by those of skill in the art.
474659v1 33 [0101] It is desirable for handhel d el ectronic devices 300 to
i ncl ude a cididllned It mxiesimblerfpr haylbddretchonic detiedsSPhdminchdy bgambiinedEx anpl es

of such nobile co ni cation . devices, i ncl ude bile stations, cell|ular
tel ephones,teﬁ'?“gﬁyg‘g%éﬁmﬂé‘fﬂﬁlor?a@%ﬁ(ﬂmﬁwb%‘g‘i Ef‘?ﬂﬁgs Ofl(sﬁf%%g‘ {,’ﬁ? N N T
devi ces, andkviehRicRide bl HatidRy Bl SeleihOnets Qreldkd personalndiFitdl avwisiass

dependi ng |nFPart on the physical size of _the handhel d el ectronic_device
300. Sone GPAShdwe-veaydegwgserices, pRd RiBgISo Yagous ksybeasds weysrdavith sushd phone

key pads; @&%% déﬂ%g@%@%ﬁ%d}g% the Bhydfed SDEBPME hEABER MGl £E3GPO havi ng

a full keyboa aracter 1s assocl ate each one
of a pl ur al $aye offthgsepss temheddil keyborid) seduapd keyhoarErapidiphbnd kaygqudge keyboard,
there are at |least 26 keys in the plurality, one 10 for each letter of the

English al t. | . ' ' e lha b= - habet ,
one. of t he BB Boar o 11 EE0GERAR L AR Ot T 8 Ba i G R0y iR 2

t he QNERTYorke yhxoalphibetiy chirader is gssobiatedngith exshnwne of i pLoA]ty Of ehybioal keyst hat
uses a full_keyboard for. .al phabeti ¢ characters and .incorpqrates.a conbi ned
nuner ¢ Key Bt i an ERglsi eReveekesboart, e pie 2150020 KSvg orliecpling, 60¢
charactigys phadch 1Keyof MelBhglkip MRSt C LR 3EHBAEAR Ushe @@Eggm,mgﬁguhi@
QNERTY keyboard. Anot her device that incorporates a conbi ne

al phabet i c/alpftabet enkelthe kexboarl lavoissAescrbe aove 3 usypliseraplpyeds apd with tles
nunmeri c ch i { G rangemnment istent with th
TSt andardREI) kisboRgl RS béinp {ifiofdph] BTARTENt consistent with the

[0103} One device that uses a full keyboard for alphabetic characters and
incorporates a combined numeric keyboard is shown in FIG. 12. In this device, numeric
15 characters share keys with alphabetic characters on the fop row of the QWERTY
keyboard. Another device that incorporates a combined alphabetic/numeric keyboard is
shown in FIG. 13. This device utilizes numeric characters in a numeric phone key
arrangement consistent with the ITU Standard E.161, as shown in FIG. 10. The numeric
characters share keys with alphabetic characters on the left side of the keyboard.

20 [0104] In order to further reduce the size of a handheld electronic device 300
without making the physical keys or software keys too small, some handheld electronic
devices 300 usc a reduced keyboard, where more than one character/command/function is
associated with each of at least a portion of the plurality of keys. This results in certain
keys being ambiguous since more than one character is represented by or associated with

25  the key, even though only one of those characters is typically intended by the user when
activating the key.
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characters share keys with al phabetic characters on the left side of the
keyboard. 20 [0104] In order to further reduce the size of a handheld

el ectronic device 300 wi thout making the physical keys or software keys
too small, sonme handheld el ectronic devices 300 use a reduced keyboard,
where nore than one character/comuand/ function is associated with each of
at least a portion of the plurality of keys. This results in certain Kkeys
bei ng anbi guous since nore than one chaBdcter i's represented by or
associated wth 25 the key, even though only one of those characters is
typically intended by the user when activating the key. 474659v1l 34

[ 01051 Thus, certain software usually runs on the processor of these types
of handhel [d)l&‘s]ect r dftivs, datdic esft80@ wwallie trensromdhe prgpessor of thesst typest PEr or

word has b i.nt Predi ctive,.text t hnol ogi,es can al so
ot ot oo il TSt Mextee BRT ety S preti Sifas 10 WP ot s 28

net hodol ogi @fen@éd Bythk MiSdrl PeedictiVe St RicBAGLb giodIcaaHoatdmaARall otorRecPEadihed | ve
editor application. This helps facilitate easy spelli n%hsagn conposi tion,

since the swellipgrerars Frefievedest mﬁthafi?lpglés obfFR o%ﬁlufiw Iyatien GREIRe | i st
dth b ot
an e[sg 1646199% Redi tﬂ%reﬁﬁ‘&ealpéper ab,lg slt? qa&ma{eféss)fsrpeﬂmgaﬁac&ﬁ SRR,

usage. tmare p has t he abrl to recogni ze
char act er | sitdeghe sd@we mwsfetdblit infigvecsorfitvane wuhtaﬂargpword hstlaad theaabgiizde,

such as, in_the ¢ rds ending in "ing." Such systens
can al so "I@%?Wmt@%§m€VﬁP£§nQFG*QP%FY OhFOTL W8 %aki ng note of frequently
used words to increase the predictive aspect of the software. Wth

predictive editor applications, the display of the device depicts possible
character [a66lencesTieosafsspn p:ﬁfﬂgblyoalmwhask&yﬂbﬂﬂk de rﬂmizvxmheraeﬂﬁt @t@d

T lly, th d di, d Th
salect of hetedoes b ARgRTRRID 78 RRginle iotenaFe Hept S Be oapnas Rl
predi ctive ek eAAAPU Ghg. PrAGHS erﬂﬁuéh&alw'llédrﬁ'elﬂe typlﬁgmstylhe,f&emaaﬁdqng

arrangenent and key ard described herein, without limtatio 01071 The
nul ti-tap nAned f’(‘?ﬂ“‘é‘l‘i‘éﬁ‘&é@ ayordselosincieate g Predictive; 3mpert of éhenﬂﬁfﬁ’éq‘ oWVl ears

I:grnvgﬁ[ ImoL; AAGicHoE editd0 afflicBliodsShe WP Bf UtRYICIRvRET &PIbt PYéstifle Uhafhcter
sequences corresponding to the keystrokes that were entered. Typically, the most
commonly used word is displayed first. The user may select other, less common words

15  manually, or otherwise. Other types of predictive text computer programs may be utilized

with the keyboard arrangement and keyboard described herein, without limitation.

[0107] The multi-tap method of character selection has been in use a number of
years for permitting users o enter text using a touch screen device or a conventional
telephone key pad such as specified under ITU E 1.161, among other devices. Multi-tap
20  requires a user fo press a Key a varying number of times, generally within a limited period
of time, to input a specific letter, thereby spelling the desired words of the message. A
related method is the long tap method, where a user depresses the key until the desired

character appears on the display out of a rotating series of letters.

[0108] A “text on nine keys” type system uses predictive letter patterns to allow a
25  user to ideally press each key representing a letter only once to enter text. Unlike multi-

tap which requires a user to indicate a desired character by a precise number of presses of
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t el ephone key pad such as specified under I TU E 1.161, anong ot her devices.
Multi-tap 20 requires a user to press a key a varying nunber of tines,
generally within a limted period of time, to input a specific letter,
thereby spelling the desired words of the nessage. A related nethod is the
| ong tap nethod, where a user depresses the key until the desired

character appears on the display out of a rotating series of letters.
[01081 A "text on nine keys" type systedPuses predictive letter patterns to
allowa 25 user to ideally press each key representing a letter only once
to enter text. Unlike multi- tap which requires a user to indicate a
desired character by a precise nunber of presses of 474659vl 35 a key, or
keyst r okes,a kdygor ka@ystrolan; the Mexkeay-aihesypd eystanasesna ptedisttim' tevedicéonaxy and

dictionary and  established letter patterns f to intelligently
guess whi chSB‘gBS}B‘?l Isfiery Patternsy glft%@%f‘%r@s lﬁgeray ﬂht ng (4 'B%‘?eyg

i ntended tQpaniREs re];pe%erﬁé@ By Cd ¥ tha@dthe ubdrCintepBed Yo |eﬁteﬂr ITHR prbdiciivel tegt Of
words, acronyns, abbreviations and the |ike that can be 5 used in the

conposi ti ordigtionamis pringridp 2 liskabwardsyacransms, greyiptionstaad 4hs ke te pangbe

per nut atd nunber of keystrokes entered by a user are
conpare toéf%glpégr%dgbﬁ%gnﬁ%ﬁ%xrtedl ctive text dictionary and a subset of
the permutations is shown to the user to allow selection of the intended

character string. The pernutations are generally sorted by likelihood of 10
occurrence 0L is Gm:mllm abldpéssibl cheragieimiseingo PermBiationFreeRIeEsatadn bY e

predictive texl;teﬁlotfilk Shoge%réﬁtqu&j thé?—%?e E'&p%%:&ist Wo%ﬁ‘ﬁqhé E{}edfcﬂ@é?ex’(‘m ds.

Where t he plb Si ar acter I ons o not any words in
t he predi ctdivigoriafXxinddi sibisetrodithe pédnatasems ivfshows tathicivsérad allemsehectpamféhﬂns f or

a selected | an can be. appljed to suggest the st likel aracter
string per nﬂfeég?‘ﬁﬁgam%ﬁrd stivén F@alﬁﬁﬂé‘“{a &% SEn5 pﬁ?ﬂcélﬁ r%(gﬁﬁ%cfda

addi tiofpl  keusthcek@ict B defeifiined Grofhe hutnbBer sfasbrae thawbedlin the piddictive ﬁexkeys
of reduced keyboards are laid out wth_ various arra\yg enments of Eharact ers,

commands ardicienast asherigus metrios ampintaiaed {or these Mordse g bers theopasFible er
char act ef S sdifl® piut o8 to Y RERH arly V&L o th@%}&dléﬁ&dte@tb&&%r@fye dReleeoki vely
established letter patterns for a selected language can be applied to suggest the most

likely character string permutations, and then require the user to input a number of

15 additional keystrokes in order to enter the desired word.

[0110] The keys of reduced keyboards are laid out with various arrangements of
characters, commands and functions associated therewith. In regards to alphabetic
characters, the different keyboard layouts identified above are selectively used based on a
user's preference and familiarity; for example, the QWERTY keyboard layout is most

20  often used by English speakers who have become accustomed to the key arrangement.

[0111] FIG. 14 shows a handheld electronic device 300 that carries an example of a
reduced keyboard using the QWERTY keyboard layout on a physical keyboard array of
twenty keys comprising five columns and four rows. Fourteen keys are used for
alphabetic characters and ten keys are used for numbers. Nine of the ten numbers share a
25  key with alphabetic characters. The "space” key and the number "0" share the same key,

which is centered on the device and centered below the remainder of the numbers on the
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user's preference and famliarity, for exanple, the QAERTY keyboard | ayout
is nost 20 often used by English speakers who have becone accustoned to the
key arrangenent. [01111 FIG 14 shows a handhel d el ectronic device 300
that carries an exanple of a reduced keyboard using the QAERTY keyboard

| ayout on a physical keyboard array of twenty keys conprising five colums
and four rows. Fourteen keys are used for al phabetic characters and ten
keys are used for nunbers. N ne of the 8@n numbers share a 25 key with

al phabetic characters. The "space" key and the nunber "0" share the sane
key, which is centered on the device and centered bel ow the remai nder of
the nunbers on the 474659vl 36 keyboard 332. The four rows include a
first row S@&ybeard 33 ribha fowr H2s inclods  first v 8 a sgerd raw 53y thirdrrow MeandThe

fi | i ncl ud ' | | itd. col
64 2" F our chiouBf e SeeThé it et hefide airBERE 6= SR ot dh Al U1
first row @fums6esa@dufibladn 680dnd Bififttl commibés.i Badhroffthe kdyy is kteefiltstvoid e t he

keys in the fourth, 5 bottomrow 56 have different sizes relative_to one
anot her and®® geqond rRwy2, japd ithigd fow of lstqﬁ‘f‘f%nlﬁ’oi}@q%ﬁ‘ﬁ%gﬂe kexs i ihe foyih and

col unms gar eoo%ﬂbﬁ?l%oﬁh% nadd Bipkadh: khes k&%ﬁ;teihteane ?in]{ﬂdéf bt td O 1RFs gﬁteﬂaqtrstal ign

conpletely wt e colums because of eir differing sizes: col umms
subst ant i althgeeabwsyF0,i2t .t Fee tovsgind gelumab ampsirgight, rlthgughike ks in hedogth
[01121 FI G __15.shows g. handhel.d el.ectronjc deqvi 3 . |l e
10 physi cal™Pesfbdardf aj}gi“ac;? et% i y&fgflsﬁnl}/smﬁfeﬁ&gfa \?’gq%e%'{]@r‘rfﬁgﬁgﬂlg&f gitjlr?er?ows.
A detai |l ed colinmw sabstishiallk alipoaith tikddngitdpabadnkadfile ddvise 306. Four t een keys
on the keyboard 332 are associated with al phabetic characters and ten keys
are associated with nunbers. The four rows include a first row 50, a

second row a thi rr.Qw,54. and urth r. . i o]

i nclude a f@iyt] col Jﬂﬁ ég Slgwge%gﬁﬂ&&%{fﬁg%c&%??%aéﬁﬁi érr(g)e(t:ho lP\érrg %4%@?‘3%” h
1ﬁ col ﬁlﬂﬁ Qﬁmysi@ﬂd{e@bédrﬂ tabrag @If uwent§ &eydybwith fife tolemne yad Hewrerodisf fAedetatledsi zes
t han t he ot her

keys, and_the rows are_non-linear. |In particylar, .the rows
are V- shapetow G s KeHRod 4t ' BrRyied 1 Tk 16 FPUeB BT PP KEPRUZify ¢ he
poi nt of t hgs¥iatd§itl PpHERSic & a86RAhA kdnikey$ hredk@tatedBiith MbifbeRs!t B foud
colums 60, 62, 66, 68 angle inwardly toward the m ddle
rows include a first row 50, a second row 52, a third row 54, and a fourth row 56. The
five columns include a first column 60, a second columm 62, a third column 64, a fourth
15 column 66, and a fifth column 68. Many of the keys have different sizes than the other
keys, and the rows are non-linear. In particular, the rows are V-shaped, with the middle
key in the third column 64 representing the point of the V. The columns are generally
straight, but the outer two columns 60, 62, 66, 68 angle inwardly toward the middle
column 64. To readily identify the phone user interface (the second user interface), the
20 numeric phone keys 0-9 include a color scheme that is different from that of the

remaining keys associated with the QWERTY key arrangement.

[0113] In this example, the color scheme of the numeric phone keys has a two tone
appearance, with the upper portion of the numeric keys being a first color and the lower
portion of the numeric keys being a second color. In the example, the upper portion of
25  the keys is white with blue letters and the lower portion of the keys is blue with white -
letters. Most of the remaining keys associated with the QWERTY key arrangement are
predominantly the second, blue color with white lettering. The first color may be lighter
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colum 64. To readily identify the phone user interface (the second user
interface), the 20 nuneric phone keys 0-9 include a color schene that is
different fromthat of the remaining keys associated with the QAERTY key
arrangenment. [01131 In this exanple, the color schene of the nuneric phone
keys has a two tone appearance, with the upper portion of the nuneric keys
being a first color and the |ower portion of the numeric keys being a
second color. In the exanple, the upper3portion of 25 the keys is white
with blue letters and the | ower portion of the keys is blue with white

|l etters. Most of the renmaining keys associated with the QAERTY key
arrangenment are predom nantly the second, blue color with white |lettering.
The first cthhmwthensmyondecdlorght darkerthas 5o gec@d coloan In h@dlaercdh@kexhoéwd 3%

darker than the seg color.. |In, it he [ i-n

"send" key'§15 ebﬁa“gﬁﬁ y 6200 28 $ﬂq«w§§2gu ﬁg§hg¥?§qp§gl ?gge 9Fh%§§e
upper | ef tlef QdRder OF tﬁ&ﬁeﬁﬁMam and theaaradt ey BGiSCboskﬁ)ae{Bm mepqq:et righted in
the upper right corner. The "send" key 6 and ' % nﬁé@ %

di fferent comsE Jeweses tksxd e andy g?ﬁéﬁrﬁ@fh@‘ie %reﬁ'é%)/@or ap the

di stingyl shohhenh! bOiM Qe tn 037 toldhAGHE i sofiPomePRaf: BNAdiRA inkeys

6, 8 may have ferent colors fromoné another. In the ‘exanple shown, the
"send" key Bendd apd demi"dens 6% ntayidve didferant pgloxseﬁpm D¢ feothert Ig@lpq)@@nm be

lized, if d d. 1 G, &% ghous duced
thA;ERll'iearr;ﬁ]i]Bgﬁéh‘FQS? ad %3}&%15%%6& g ﬁgg{gcf}{ &7's gn} @g;ﬁgﬁg@én‘%&?ﬂm Fﬁgugi

but the nungilized,phéRRedkey arrangerrent 42 is p03|t| oned in the first 60,
second 62, and third 64 colums instead of being centered on the keyboard
332. The first row 50 of keys incI udes in order the follow ng key

Cop ond Beldl o CTGEKh A B0 RIS e RRiFd QRERTY, analBnent of 115"
in orderg "Afhabetic daractdhyd M as ﬁﬂn&d in"FIG! 14, butthe nirokrié hdfhdceyhrrlaﬁgm 54

i ncludes the follow ng key conblnatlons [ rder: "ZX/ 7", "CV/ 8 9"

N sy andi oK Spaan e BECA0. 5B SRt hird B lmrs ekl FHEE POHSTS

key conmbi naly aaskdyBoRidBD: TREX: Tow 56BRKSICincludes in order the following key
combinations for the text entry and telephony mode: "QW/1", "ER/2", "TY/3", "UI", and

"OP". The second row 52 includes the following key combinations in order: "AS/4",
| 15 "DF/5", "GH/6", "JK/,", and "L/.". The third row 54 includes the following key
combinations in order: "ZX/7", "CV/8", "BN/9", "M/sym" and "backspace/delete”. The
fourth row 56 includes the following key combinations in order: "next/*", "space/0",
"shift/#", "alt" and "return/enter”. The keys in each of the rows are of uniform size and

the rows and columns are straight.

20 [0115] Another embodiment of a reduced alphabetic keyboard is found on a
standard phone keypad. Most handheld electronic devices 300 having a phone key pad
also typically include alphabetic key arrangements overlaying or coinciding with the
numeric keys as shown in FIG. 11. Such alphanumeric phone keypads are used i many,
if not most, traditional handheld telephony mobile communication devices such as

25  cellular handsets.
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"shift/#", "alt" and "return/enter”. The keys in each of the rows are of

uni formsize and the rows and colums are straight. 20 [01151 Anot her
enbodi ment of a reduced al phabetic keyboard is found on a standard phone
keypad. Most handhel d el ectroni c devices 300 having a phone key pad also
typically include al phabetic key arrangenents overlaying or coinciding with
the nuneric keys as shown in FIG 11. Such al phanuneric phone keypads are
used in many, if not nost, traditional 38andhel d tel ephony nobile

comuni cati on devices such as 25 cellular handsets. 474659v1 38 [0116] As
descri bed above, the International Tel ecomunications Union ("ITU") has
est abl i shed phone standards for the arrangenent of al phanuneric keys. The
standard pjeabe nuneisd deskﬁb’edaﬁﬁoaa,gtﬂiﬁﬂﬂﬁemhm TielecbthfaBnicaorsiGniah [QTI’&U&I ic

letters) and 11 (with alpha et.i tters) corresponds | TU_St and

E. 161, enti teqse%ata'glbahﬁ(aam gt farghe arrangemegtof ﬁ%@ﬁ% i fandar

Tel ephones l\grﬂtﬂe Ruhefic 8y hitSehbAd shodn iBFIEsefh fﬂéfalﬁ?ab&hd“ﬁtteréﬁﬁnﬁﬁﬁl with?
Tel ephone twork." Thi's standard is al so known as ANSI Tl .703- 19 5/ 1999

and | SO | EGlpwbstigletiog) corrrsgeandsitad Tn andand: Fi 161 apntisled & Aérmlgemnt ehPiges,

2Pt Y, 951t e B0 Sy AR OHLAREORLB Ao s YRy 27O

char act er s As=ec itate Telephdnee detwork mﬁh:ls §tandasb e al};bhkmowxh areANSY pAJ03-

BI1 | Eor ol ERa e OREcod e i opaiing Hiscupeenprpbents Il Fr Der
GHI

GH aptly described as a top-to-bottom ascending order three—by—three-over—zero pattem.
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4 GH &H

GHI

JKL JKL 5 JKL JKL JKL MNO MNO 6 MNO MNO WN PQR PQR 7 PQRS

PRS PRS STU STU 8 TUWV TW TW WW WK 9 WKYZ WKY WKY XYZ YZ 0 OQZ [01181

It should al so be appreciated that other al phabetic character and nunber

5

conbi nati ons can be used beyond those identified above when deened usef ul
to a particular application.

a conventi

a touch screen display,
40 a user to press a key a varying nunber of tines,
limted period of tine,

parti cul ar

rel ated ne

until the

el ectroni c device 300 provides an additi onal

onal

key,

&

[01191 As noted earlier,
has been in use for a nunber of years

t el ephone key pad such a89specified
anong ot her devi ces.

under

Mul ti-tap requires

YRAH £OBYEIEPNSr surface of the

A

multi-tap software
permtting users to enter text using
| TU E 1. 161 or
474659v1
generally within a
to input a specific letter associated with the
t hereby spelling the desired words of the nessage.
pIi7]i S t Ihel tAlbly Yehiv MRhiifiel theheplebaticislearactarp newsiated wite ekay
sired character appears on the display. 5 [0120] As shown in

FIG |b, a s prsonepignpkane

on

handhel d

means for input to the device

300. The [canera 550 can be confrolled by the a Qkﬁ%%at've ecurity
pol i cy. TheNumkeren anH U thidldeyi tet3Ha | ht egr at 849 n¢ REYR¥ns preferably
| ocat ed on th@% ear [side of the device. [SiTHpted pextggo the Tepp IS @A
flash 560 [capable of| producing a |light spurce at dj stances of 10 at | east
one neter.| The lens |is protectied from scratches by| alfswenegct | v&Euenger i ng.
Addi ti onal l-ys—the—tens—proteetive—coverng,—and—page—sensor —are stTong
enough to jresi g9t nechanical fprcedZassotiated with ndB@l use #BG
port abl e electronicdevi-ce—Exarples—eofsuch—forcps—inetudersgueezing] t he
device in {the hand or damgpi ng thaBdevi ce. ARKD, DEF DEF
3 DEF DEF DEF GHI GHI
4 GHI GHI GHI JKL JKL
5 JKL JKL JKIL MNO MNO
6 MNO MNO MN PQR PQR
7 PQRS PRS PRS STU STU
8 TUV TUV TUV ovw VWX
9 WXYZ WXY WXY XYZ YZ
0 0QZ
[0118] It should also be appreciated that other alphabetic character and number
5  combinations can be used beyond those identified above when deemed useful to a
particular application.
[0119] As noted earlier, multi-tap software has been in use for a number of years

permitting users to enter text using a conventional telephone key pad such as specified

under ITU E 1.161 or on a touch screen display, among other devices. Multi-tap requires
4746591



situated next to the canera 550 is a reflective surface 565 which enables a
user to 15 appropriately aimthe canera 550 for inage acquisition. The
canera 550, reflective surface 565, and the flash 560 are part of the
canera assenbly 570. This canmera assenbly 570 is further connected to the
canera nodul e 335. [0121] The canera 550 is capable of taking still inmages
or video inmages, and preferably recording the acconpanying audi 0. The

di splay 322 can show images up to 20 tdfi franes per second while the
canera application is running. The focus range of the canera 550 is
preferably from 10cm (or nearer) to infinity. The canera 550 al so contains
a digital zoomfunction to magnify the inmage up to five tines. [0122] The
handhel d el £gdef @iressddiely aeradffh eonbarion fimas,dedérally eithinar limitelpedidd of timkpown i n

FIG 3) for initiating the takin of pi.ctur he. har so be
25 progr anfednpwra ¢ ilefea aspsiated aih H‘r"“e%"’é"i“f’rﬂf’q??@ @‘8@?’%&? Hn%ﬁ?o‘%ﬁ‘é%
sel ecting a,5Q5 bERROALDS. K0 rSAESRRAFRNY ﬁﬁﬁbh@fﬁp rﬁéiﬁod? HRfcn Wiek Hg}_ﬁ@‘ss@.@am ed

and the canera 474659vT 41 application will | aunched. An additi onal
depreSS|on1b6kﬂn@ﬂd§dukaw@hdhawﬁmRﬁymﬁ%EUh@dﬁpbﬁ i mge acquisition (taking
a picture). [01231 After the picture is taken, the imge is displayed on
the device's display screen 322. The display 322 shows the picture al ong

with a set U[‘tﬁflz ptio ghrow %@I@hlﬁ hecanRrd! §§0 mdBNted 6h 6 extédristffceCtihe

i ncl ude, e not Imt dlscardlng/deletlng t he picture, saving
t he pi ct ur chandheléelediemiic ée\fmﬁﬁﬂyprogldvs argadditiona] meansdor inprictdhedivice 308nor v,

2 Cal Tor | BRGIAEETD o CeaRAT Rl Ra s ARpay B IRAAL B TREpBbe e 11
wirel ess trtﬁ@ﬂ@‘h&éhx@rlntegiﬁtddpdz&hItlikf:leudpre%ly%datddrmdﬂlar%ss]ag]fm@ diﬁ'lioci ce) ,
E-mail, or Messenger Service. 10 If the}i%ﬂf%£§CIdes t.0 save t

t he pi ct ur Simgednextiodhelens ixailash 368 capg uGing et sutie Al 1§} qeﬁo

devi ce ftnﬁsﬁt et Iﬂet%fendflf%‘ 1584 lis PRRSAGE FronP R@rakhed B aabﬂ)‘(&twél%ﬁﬁérlriged
options includes directly attaching the image to an e-mall nessagg once the

pi ct ure hasAdditionallakthe lensdputesivageneriag, andamage SAWORHP strypg enqugh e £sish user

of the devi fh€chanical forces associated with normal use of a portable electronic device. Examples

of such forces include squeezing the device in the hand or dropping the device. Also,
situated next to the camera 550 is a reflective surface 565 which enables a user to

15  appropriately aim the camera 550 for image acquisition. The camera 550, reflective
surface 565, and the flash 560 are part of the camera assembly 570. This camera
assembly 570 is further connected to the camera module 335.

[0121] The camera 550 is capable of taking still images or video images, and
preferably recording the accompanying audio. The display 322 can show images up to
20 ten frames per second while the camera application is running. The focus range of the
camera 550 is preferably from 10cm (or nearer) to infinity. The camera 550 also contains

a digital zoom function to magnify the image up to five times.

[0122] The handheld electronic device 300 contains a dedicated hard key 401
(shown in FIG. 3) for initiating the taking of pictures, but the hard key can also be
25 programmed for additional uses. By pressing the dedicated hard key or selecting a

corresponding on-screen menu option, the camera will be enabled and the camera
474659v1



to bypass the steps of saving the imge and then | ater attaching the imge.
15 [0124] Wile the canera application is running, the device 300 is
capabl e of perform ng other non-canera functions, such as receiving e-nail
nmessages and phone calls. After a predeterm ned amount of inactivity while
in the canera application, the canera and display 322 will enter a sleep
node where the nmenory stores the current programlocation, but the power
bei ng supplied to the display 322 and cdrera is no 20 |onger provided.
[0125] In addition to facilitating picture taking, the canera application
allows users to determne certain settings for the canera and the pictures
to be taken. One option enables the display screen 322 to zoomin and out
of the pi ctamdicdicspiflyedawnched.. AAradditional dspteson phtheidedicatbé hpiddenresulto be
adapted to different resol. n sizes. Typical 25 resolution sizes in
pi xel s are: f%’&%i%“‘sﬁ?ﬁg%gaéﬂ%%go 1024x768, 1M 1.3M or 2M One such
i mage resolution size is preferably set as the default imge resolution
size. 474659v1 42 Additionally, image quality adjustnents can be used to
adj ust the [0i23e accdiiteithe pictiog is ttzﬂ:enpﬁma'n:age ﬁodbplexahm&xz: ddvidersadjeplay

qualities inclu n | . fl an f|ne e,.bei referably
det as the Berare by Aengy SRR EPERRS RS wihdey FIBHOSUTR RGEIHN be
i npl energ edudef ndyesel AR OOHS ican Elldlmie[ @ut hieenot Mhkitdd &S MiRaiRyRRitvngithe Set
to automatic, 5 but, can be adjusted to on or off nodes of operatlon Al so,

the camera PSWER Sa%ne taﬁopwtem 1 &0 AEVieR) REIQTia Ay inga theaBictise to Hemppitle
bal ance. hﬁﬂégﬂ%&ﬁﬁ tth@fglcﬁm e éf?éi g&? ba€ Hm%dt Qggocﬁﬁng'u{eeg&w Qnt fir ough
et Op I ONn I N

a series of pre Inclu C, nny, oor
ni ght, t ung@lllelnID sountadt] orosendingrthe pi@heé @ﬁdﬂsyly tBramgbsis anfIwirdless mahmmon e

bal ance control e f or .aut.omat user

et ort ace | medpad Bele ARUSIREGRRS SR SHRE, il eiiRbog R S
emdt t edithy Ifhh\;:1 aeari d&uﬁﬁ)ﬁo whenthz []ﬁbtﬁi‘d,l rike igii:‘uirakﬁﬂ bepﬂﬂ%@ﬁ Entﬁselﬁlelf fifkd oar

I ndl cator to the user t hat n .1 nnage een acqulre | KEW Se, an Opthﬂ
for the usdiEmoyable meaory: by %ae‘/liﬁ %fﬁlﬁr@gfeﬂéo Sensls-matl massagss ione ok thesabove
interface ahQnthed dphiod ilRide® Airk@lyPMthcRing 3he iRl @ arfe-mail message once the

picture has been taken and displayed on the screen 322. This enables a user of the device

to bypass the steps of saving the image and then later attaching the image.

15  [0124] While the camera application is running, the device 300 is capable of
performing other non-camera functions, such as receiving e-mail messages and phone
calls. After a predetermined amount of inactivity while in the camera application, the
camera and display 322 will enter a sleep mode where the memory stores the current
program location, but the power being supplied to the display 322 and camera is no

20  longer provided.

[0125] In addition to facilitating picture taking, the camera application allows users
to determine certain settings for the camera and the pictures to be taken. One option
enables the display screen 322 to zoom in and out of the picture displayed on it. Another
option permits the picture to be adapted to different image resolution sizes. Typical
25  resolution sizes in pixels are: 160x120, 320x240, 640x480, 1024x768, 1M, 1.3M, or 2M.

One such image resolution size is preferably set as the default image resolution size,
474659V



time stanp to a picture when it is taken. This information can further be
controlled by an 15 adm nistrator with rights to control the IT security
settings for the device. [0127] Pictures taken by the canera will be
preferably stored in the flash nenory 324 of the handheld el ectronic

devi ce 300. The anmount of nenory used by the handheld electronic device
300 to store pictures should be at |east 10MB, with the actual anpbunt set
by the user. Wen the user is setting tH28 amount of nenory storage, the

di splay 20 shoul d show approxi mately how many pictures the user can store
at that setting based on the current resolution setting. Wen the storage
limt is reached, the user is warned that the nenory storage is full.
However, i fAddigotdindineod cpbmytardpm'tmembavimbe 84 to dpguihppmdge wquisition by

removabl e storage d Vi ce, e user can glect .t ore the pictu es o o t he
r enovabl e s"i"BF%Fﬁ%‘% 8@8&’6“8? °f QEpags Qyaliiissdngi ‘%Z‘lf)m‘fg ?@

one enmbodi Niatye efeﬁ%ﬂﬂs%t & e 98MEH sétfing PEHcAhORY] tivkrs rana El@sh Jeaidg@mmg
EXIF nmetadata i nformati on support: manuf act ur er / nake, nodel, firnmware

474659v1 43be mmlesn@tﬁd in thedmage pesisitiongroytines sldie flash erffff@%lbj BsLRet torRULMRAtic, dat e
& time, YOOt ROBL taﬂﬁ%@% gn @Pgﬂ%@d& o‘f’%ﬂéﬂgﬂ(’éﬂ aMsB”He%@#hHEﬂQ@Bﬂbﬂ@l

EXI F coI or space, I mensi on tiona net adat a
informati ommspmdﬂ]rgasoﬁ“damcm ani;ust tifeowhiixt bquendl"lmaa;dgmgmﬂh@f vqmogxahapm cal
| ocation that the éture wa en. .Fur her%D & |dept1f|c% an

i or 1 ortas e by Bed BBt iy phPERE prbet PERRE AR AR, sy

device Or US8KdyS MUBE MER! Afhghtn,t 4R flubitRe@! aPrefdddbly)] thd defadlti foi tiat @hite
managenment of sfored pi ctures, a picture application can be provided as

part of thé%&¥VP§@M§ﬂ§6m@mﬁﬁ@OPWW@ﬁE@WPHWBCappI|cat|on can be run directly
by the user or can be run automatically for a predetermned tine after a
picture is taken. The 10 picture application gives users a nunber of

optionsig o masege t Neicrushr Btd#aB8in 4M€asPBhd fiboditbi@Vienérates shutief bainds that be
renaned or del eted. Another option allows the deta s of - a selected

pi cture to drecmitiaside. thpdevasd 300oFhen aiptaen is trkpm.aueE 3t treail e iasigsier Wb,
slze, t ypeusef ﬁﬁ? LV bh Yl ha@ Wef ARfuHES BRidel TR optitiPid e RE bPRecRYs! e T OF

the user to
plctures is provided through the user interface along with an option fo add a date and/or a

time stamp to a picture when it is taken. This information can further be controlled by an

15 administrator with rights to control the IT security settings for the device.

[0127] Pictures taken by the camera will be preferably stored in the flash memory
324 of the handheld electronic device 300. The amount of memory used by the handheld
electronic device 300 to store pictures should be at least 10MB, with the actual amount
set by the user. When the user is setting the amount of memory storage, the display
20 should show approximately how many pictures the user can store at that setting based on
the current resolution setting. When the storage limit is reached, the user is warned that
the memory storage is full. However, if the handheld electronic device 300 is equipped
with a removable storage device, the user can elect to store the pictures onto the

removable storage instead of the flash memory 324.

25 {0128] In at least one embodiment, the images are saved in JPEG format with the

following EXIF metadata information support: manufacturer/make, model, firmware
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sel ected picture as the background i mage for the handhel d conmuni cati on
devi ce 300. 15 Yet another option allows for a selected picture to be
designated as a caller IDinmage. Still another option allows for changing
the order of the pictures to be shown on the display screen 322. Another
option to edit pictures includes the ability to crop an existing inmage.
Furt hernore, another option allows the user to group selected pictures into
a photo al bum The photo al bums shoul d4al | ow for view ng by slideshow The
novenent 20 of pictures through the slideshow nay be controlled manual ly or
automatically with preset transitions. Exanples of automatic preset
transitions could include |Is, 2s, or 5s. The default transition is manual.
The sl i deshewiagnriehtato)& &ej rdsolutiompewbuticnnunit ghtg. & tiie, Y& hChgositiooisghow i s

runni ng, the display 322 wll t turn of d on user, i,n LVity.
67307 anotSRBoRdrt EiRi e EeIP BT e T Ppise DGh S g iftenion.
communi cat | QiHigohafl§Yihe Gndaihts AForREbA lcén 'c§nﬂﬁ§lbf:hthﬁdmhﬁin@%n Hldecadles €d pti on
gi ven bel ow provi des one exanple of a system of send ngl %t recel Vi, ng

ficati

messages. @ehﬁﬁapbly%ltlmoﬁﬂ‘@t fisanigturgrivies takene ot elmpre,thiﬁ oFrinfpryatipng s
nerely an e I ﬁgﬁg te
with ad |t|°)(§ﬁa Sogbfs SO%IaP(%[S‘%Iﬁ?% elh%%/?nmé ‘E@ﬁegﬁ g@‘éfﬁ&r%é’pr &Ben erﬂ?égystem
10 may, formeusdupl e, be connected to an ISP on which a user of a the
system 10 has an account, located within a 5 conpany, possibly connected
to a local area network (LAN), and connected to the Internet 20, or

connected t e | nter . I .

connecti on @555{1he I hﬁ’eﬁﬁ%‘t&%éélﬁgg F %Sgsﬂorr%?%cﬁgg ﬁ,ﬁagnet gé#l]l\é&!%?\#h%he
message  sqirveidedifs partyofitRe ﬂaqaéeémrﬁvmic The p'mmerpp;dlcpﬁmmcandievmn Iducmﬂymt er
system or BV RESHEUA SHOTHECA HUOR APFFS IR PRG0S BPRBITE, g thnge
over theg | niguReppRti f gwe@ugé}s 2hliRbe BIUpAsh S HidBbe Meir pidtGRt. VAt opBsili re a

nmessage server system a handhel d device 300 configured for recejving

and possi blaflosisrfar agicurieetp | besenameth phe¢lpipd. béra%%%apa%aﬂm theadetais it on
a nessage s%ﬁc%gl pﬁ%tM%st%%evéﬁr&Y.e Detaildodt Sl fEd flonftd cbUBifGhdeY ndid, &4,

beyond j ust sen
type, resolution, and capture date/time. Another option allows for the user to set a

selected picture as the background image for the handheld communication device 300.
15  Yet another option allows for a selected picture to be designated as a caller ID image.
Still another option allows for changing the order of the pictures to be shown on the
display screen 322. Another option to edit pictures includes the ability to crop an existing
image. Furthermore, another option allows the user to group selected pictures into a
photo album. The photo albums should allow for viewing by slideshow. The movement
20  of pictures through the slideshow may be controlled manually or automatically with
preset transitions. Examples of automatic preset transitions could include 1s, 2s, or Js.
The default transition is manual. The slideshow can also be set to loop continuously.

While the slideshow is running, the display 322 will not turn off based on user inactivity.

[0130] Another IT infrastructure example in which the handheld communication
25 device 300 can operate is described below. The description given below provides one

example of a system of sending and receiving messages. Other systems are known and
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and receiving e-mail; they also include dynam c database storage engi nes
t hat have 15 predefi ned database formats for data |i ke cal endars, to-do
lists, task lists, e-mail and docunentation. [0132) The wirel ess gateway
85 and infrastructure 90 provide a link between the Internet 20 and

wi rel ess network 112. The wireless infrastructure 90 determ nes the nost
likely network for locating a given user and tracks the user as they roam
between 20 networks. A nessage is then d&livered to the handhel d

communi cation device 300 via a wreless transm ssion froma base station
in the wireless network 112 to the handheld conmunication device 300.
[0133) As shown in FIG 2, a conposed e-mail nessage 15 is sent by the
e-mai | senberisiftovidet as anerely srhexdmplerafes pResibiFhvay e sdiapetheSdevicei cass at
t he message server 40, f%{zd.and is normally stored in a message store. Sone
messagi ng SPEYRHLCHCw{h pdditond sYSIE®Shandhel d comuni cation device 300
request that stored nessages be forwarded by the 474659v1l 45 nessage
server to the device 300. O her systens provide for automatic routing of
such nessgoesl] t heys smesageBlGry addmesissudessysgna 16 pea, floc exanmde, | be

address associated with_. the .device 300, In, a ferred enbodi.nent,. _

descri bed i99npestedHeand el op Wiy 6\‘lb?err?g§stg‘@§§tmb%ﬁ%ssa§’e?fc?'ﬁl oﬁaég‘g‘é’ﬂ%msaer ver

account Sas%ﬁiéﬁh%dﬁ)%ﬁ)f} Borhasted T¥ St €SBaP YRR RwackNQIEND mangushedtedto @id i ce
e

conput er, whi ongs to the user of a communication _device 300 are

redi rect ed Inteouet 28e oneemegied de the Intamet 20 treughyinlararic ASP o rARGDFEEIR S as
o e M , I .
&y are IERREg WY Bln A ORREN o WRE SYShamLA! (AR 2ridikudes 2

host systent a redirection” progra ‘ vice
wi rel ess VRNrvep4d afay bs implethcated foeexampiebr s aetwbtk cmnpwierkwithio thedirewalugh t he

encoded nessage pr.ocessi ng, Systens ods desgri.hed rein he
applied to %@qﬂﬂ%ﬂ%‘" RELPTMR teﬁé‘ﬂ';”’ﬂ?q @?@%gﬁwﬁ%ﬁf §"§,1 eh?rbﬁaé:ﬁsi/\%srtgg}é}amﬂ G
2 1S usRf Ul injeRtab 88 TeShail Skdngd o RO Bitbide20TRAIthoed dtRet medsagiig SpvRms

mentioned briefly above. The central host system 30 w || tyéoi %al leX tbe a
cor por at e ohight @0hrequiry @rmesapge gsyer system 40, a handheld device 300° configured for

receiving and possibly sending e-mail will normally be associated with an account on a

message server. Message servers such as server 40 typically extend beyond just sending
and receiving e-mail; they also include dynamic database storage engines that have
15  predefined database formats for data like calendars, to-do lists, task lists, ¢-mail and

documentation.

[0132] The wireless gateway 85 and infrastructure 90 provide a link between the
Internet 20 and wireless network 112. The wircless infrastructure 90 determines the most
likely network for locating a given user and tracks the user as they roam between
20  networks. A message is then delivered to the handheld communication device 300 via a
wireless transmission from a base station in the wireless network 112 to the handheld

communication device 300.

[0133} As shown in FIG. 2, a composed e-mail message 15 is sent by the e-mail
sender 10, located on the Internet 20. This message 15 arrives at the message server 40
25 and is normally stored in a message store. Some messaging systems require that the

handheld communication device 300 request that stored messages be forwarded by the
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may instead be a home office conputer or sone other private system where
mai | 15 nmessages are bei ng exchanged. Wthin the host system 30 is the
nmessage server 40, running on a conputer within the firewall of the host
system that acts as the main interface for the host systemto exchange
e-mail with the Internet 20. In the systemof FIG 2, the redirection
program 45 enabl es redirection of data itens fromthe server 40 to a
communi cat i on devi ce 300. Although the A&direction program45 is shown to
reside on 20 the sanme machi ne as the nmessage server 40 for ease of
presentation, there is no requirenent that it nust reside on the nessage
server. The redirection program 45 and the nessage server 40 are designed
t 0 co- oper ahessagecheivet ay tietdevive 4D0.0Wthdresygash prigidsf for autbmana tdubing tob such
commruni cation devigces 300. In thjs installatior the.lr irectiont rogram
45 takes cORFSiESH R TFRRers A BiFessehtsng 2 snseills el Aiseh Avraef vt 2

speci fic usge dansk 200. ' BA prefdn®ed ienbRBimdnll @bl e figMicPatail Belbiv] ivadakest 0 t he
comuni cation devices 300. This push technigue may use a wireless friendly

encodi ng, YA hMaRGER ARV pRGcaNt asersiairyirithiohert ISygep sifh 35 Arhoimfat i on
to a mhile, Yl‘fe? gr OH&E%OI?%{IEP Gl ¥el qagﬁen&gégﬁa OGRS N onifeviceaeyr | LYy
clude each conmi

firewal " to i ni cat1 on device associated wth the host
syst em 30. 4 tifctéd frohothn messdse Gervay 4¢ e the qrmymubecatran devibe 80thas they apsat hs
for getti ng i.nformation to the handhel d conmuni cati on devi ce 300. One

met hod for F‘Eﬁ}t‘éﬁdng 5 information onto the handhel d communi cati on devi ce
300 is through a port designated 72, using a device cradle 264. This nethod
tends to be useful for bulk information updates often perforned at
initializat[ptdd]of a Adalititnellyl thesystem cAFIG2 theludeea BOG sytetn 30 heedigstionsy st em

30 or a conputer 35 wthin t stem 30.. The er n_nethed for. data
exchange i rggrgpl_%hgp WC%H"HSB @%ﬁ“&ﬁ?g%"ﬂ Ror Ifoblteggpi ?Pg'ra“f’ igr wireless
i nf or Mgl OThetvsik 1905 POWBuHHE lefcod@d niddsage FoytefiingAB @R lahs Rtthodh dessgbeda
wireless VPN router 75 or through a traditignal |nternet conne(f(ti on.to a

wirel ess gdiesiainagyeaneficd tainproslsshaviemany dEeispeiopg osicq dhe ey & Gpove.
The concepty of u@nliih Gh8SStaEhe 2B maAR &-hall &Yk tibh Systérh §h&3®ned briefly

above. The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail
15 messages are being exchanged. Within the host system 30 is the message server 40,
running on a computer within the firewall of the host system, that acts as the main
interface for the host system to exchange e-mail with the Internet 20. In the system of
FIG. 2, the redirection program 45 enables redirection of data items from the server 40 to
a communication device 300. Although the redirection program 45 is shown to reside on
20 the same machine as the message server 40 for ease of presentation, there is no
requirement that it must reside on the message server. The redirection program 45 and
the message server 40 are designed to co-operate and interact to allow the pushing of
information to communication devices 300. In this installation, the redirection program
45 takes confidential and non-confidential corporate information from a specific user and
25  redirects it out through the corporate firewall to the communication devices 300. This
push technique may use a wircless friendly encoding, compression and encryption

technique to deliver all information to a mobile device, thus effectively extending the
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industry and inplies that a VPN connection could be established directly
through a specific wireless network 110 to a handhel d comruni cati on device
300. The possibility 15 of using a wireless VPN router 75 has only recently
been avail abl e and could be used when the new Internet Protocol (IP)
Version 6 (1PV6) arrives into | P-based wireless networks. This new
protocol w Il provide enough I P addresses to dedicate an I P address to
every handhel d comuni cation devi ce 3004and thus nake it possible to push
information to a handhel d comuni cati on device 300 at any tine. A principal
advantage 20 of using this wireless VPN router 75 is that it could be an

of f-the-shel f VPN conponent, thus not requiring the use of a separate

Wi rel ess gakcewity fBbwalhdo indledeesxhi coinmamtication udegice B0 AsdiPited enthethei lmst woul d
preferably be aziyansnission Control Protocol (TCP)/IP or User Datagram
Protocol ({ UBBFM connection to deliver the messages directly to the
handhel d conmuni cati on device 300. If a wireless VPN 75 is not avail abl e,
then a link to 25 the Internet 20 is the nbst conmon connection nechani sm
avai | abl e go#33]as beenshahas i iHGd 2abiare . mdy7 56 58uly dliferngtbE3pdthd fort fsting

automatic redirection te FIG 2, .a conpo e-{mi | S 5

| eavi ng t he™Ermpaen é‘éﬁ%%i’a‘l@eg FPW&F“W}&W@E?E’& 5&?’\/@?&5@ %ﬂﬁo? g
redirectsed Qforilfon 66ithe ahddhRIdNRGHATR Adn!RvicBS0Dandehth Qgﬂﬁlﬂébigﬁ’été@n
device 300. As this redirection takes place, the nessage 15 is )
re- envel opeld, usingi mdedes ewdigt 2680, Thisamethpd dends|ty H?r@ﬁﬁlgﬂhbymﬂn&%?@hsi on
and encrypt| I I . . i 4. 0 5 1In
Thi's ey, " e o) bRl e IR R0 BE L B L B e R,
no | ess seahehesttsystamiF0 drieeyormmner Iewithinnhe syktak 30p Therdtisy adim methodHons 35

within the firewall. Al ssages exchanged bet .the redirection
program 45 e’\f,\@én K&t e'?f’bﬂ?fﬂﬁi%’ﬁ ?%ﬁ’%’%?fgﬁgg Veﬁﬁléef g&% °fseP hi s
nessage) o ephekagh PIGIE D iy de abbhplRhed SraiRhla Wirelbdyi BP0 whiér Brotehopgh i S t 0
mai ntain the addressing information of the original nessage except the

sender' s arfitradidonabisrjelcoBnegtion Ksd Wirplepssaigw D3 Wirless dfgreaustere Meach
the appropriai.Aeat ool Pk b SL wHdQWS/INGouthl #8Mis héklifl the wikids&Ct

t he nobile
industry and implies that a VPN connection could be established directly through a

specific wireless network 110 to a handheld communication device 300. The possibility
15  of using a wireless VPN router 75 has only recently been available and could be used
when the new Intemet Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless
networks. This new protocol will provide enough IP addresses to dedicate an IP address
to every handheld communication device 300 and thus make it possible to push
information to a handheld communication device 300 at any time. A principal advantage
20  of using this wireless VPN router 75 is that it could be an off-the-shelf VPN component,
thus not requiring the use of a separate wireless gateway 85 and wireless infrastructure
90. A VPN connection would preferably be a Transmission Control Protocol (TCP)/IP or
User Datagram Protocol (UDP)/IP connection to deliver the messages directly to the
handheld communication device 300. If a wireless VPN 75 is not available, then a link to
25 the Intenet 20 is the most common connection mechanism avatlable and has been

described above.
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user's desktop address. Using the user's e-mail address fromthe handheld
communi cati on device 300 allows the received nessage to appear as though
the nessage 15 originated fromthe user's desktop system 35 rather than the
handhel d conmuni cati on device 300. [0137] Wth reference back to the port
72 and cradle 65 connectivity to the handheld conmunication device 300,
this connection path offers many advantages for enabling one-tine data
exchange of large itens. For those skilf#éd in the art of personal 20
digital assistants (PDAs) and synchronization, the nbst commopn data
exchanged over this link is Personal Information Managenent (PIM data 55.
When exchanged for the first tinme, this data tends to be large in
quantity, ok3a] in rdathe atanatio ediredtion systemrof FIGbAralodroppdsed e-napsk messaghed

onto the handhel.d ¢conmunj cat, opn. devi ce 300 where | n. o ; e
road. This Seffype ﬁﬁem%“gﬁggo B@Vﬁ§§tatg? BISBeRay %ruéﬁgacl)lsdelg,r e#%%‘%%ﬁ?rﬁ%@
setting 25 dfir&tibh g@g&aﬁn A8GY ihd Nandayd kbhnsisedatias devicSE00. MEs aliis Rédresthaci fi ¢

private key, the rtificate (Cert) of the user and their S@rt i ficate
Revocat i on tekesplacectie eswee | Tirge-eprelopadeakigicated 3t 89, apd g PossBl¥ REREER™S o
that the de j}gl;{wﬁ T ' ; [ P5elIn
persona:%i ty&g{ﬁg&gﬁg a?ftgg%o ofa!l%ccesm ng&g}blbgg’%f%%% ‘rt%g;?]%@e 4’;4659v1
48 CRLs arthisneayyahdsyagex bbiaggea avére landheld coinmaniration devieh d)0 pepieleent a

| arge anobunt of _thg.data that is.required by th [ Ce A1PCP
and ot her - BRE Gaed HEL e gt on B ERETP VE o A S L5 el el

el ectroni c gleshes IRhahged NERedn thBe rédiretiti yprograit add ngndf thel Gandhekhd i ts
cooperation in a wireless network is exenplified in the bl ock dh%g am of

FIG 18. Trresemynieatioslowre 30X erefrably ushihjs marrast Frpadage Jeshei Bk, “I'n the
art wljy appleerahs dube e@,nggé el nREANRNLS B8R semel idtb&RdiiofNT MEGRBEAIY tO
make t he vice work in particular network environments. [0139] FIG 3 is
an expl odedmessege sivopti the seuiees efid thverepgiperiasddeesap diimllowsgaply massagen t¢ he
SZ\S/ie(r:ﬂ;l y of re%c ethp: %;n)gr%gll‘ia eedlesetlcr}a{igr?,l a%dda?s\é)l ﬁﬁ)w%qge «fBG- FRAPLS MAEL QR Rlovhibe
user’s desktop address. Using the user’s e-mail address from the handheld
communication device 300 allows the received message to appear as though the message
15  originated from the user’s desktop system 35 rather than the handheld communication

device 300.

[0137] With reference back to the port 72 and cradle 65 connectivity to the
handheld communication device 300, this connection path offers many advantages for
enabling one-time data exchange of large items. For those skilled in the art of personal
20  digital assistants (PDAs) and synchronization, the most common data exchanged over
this link is Personal Information Management (PIM) data 55. When exchanged for the
first time, this data tends to be large in quantity, bulky in nature and requires a large
bandwidth to get loaded onto the handheld communication device 300 where it can be
used on the road. This serial link may also be used for other purposes, including setting
25 up a private security key 111 such as an S/MIME or PGP specific private key, the
Certificate (Cert) of the user and their Certificate Revocation Lists (CRLs) 60. The
private key is preferably exchanged so that the desktop 35 and handheld communication

device 300 share one personality and one method for accessing all mail. The Cert and
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benefits from various manufacturing sinplifications. The internal
conponents are constructed on a single PCB (printed circuit board) 102.
The keyboard 332 is constructed froma single piece of nmaterial, and in a
preferred enbodinent is made fromplastic. The keyboard 332 sits over done
swi tches (not shown) |ocated on the PCB 102 in a preferred 15 enbodi nent.
One switch is provided for every key on the keyboard in the preferred
embodi ment, but in other enbodi nents noA& than one switch or |ess than one
switch per key are possible configurations. The support franme 101 hol ds

t he keyboard 332 and navigation tool 328 in place above the PCB 102. The
support frane 101 al so provides an attachnent point for the display (not
shown). A |@REs 4@Jonnalbrsxchirzed beer sayh & dinjbesauss the repaesarfer lawgeamansteinbl ed,

t he support frane 1Q1 and e PCB 102 ar, i Xa t.t ached, .. .0f her
and the di Spf 99%i %ﬁtﬁaé?q&‘}rs‘i&.g& st o ROMBME” D% %%ﬁ@edp%%%l% R ellnfl 1"
[0140] The ;paub@ation tool 328 is frictionally engaged with the support

frame 101, but in a preferred enbodi ment the navigation tool 328 is
renovabl e when the device is assenbled. This allows for replacenent of the

epl Scermnt00Hn & @bt Ferme, yBangn SaoPakcdegirer B0 S hEdsembly o) ary
embodi mant &hﬁ{;@g@ra %\h hid ri‘@‘ﬁb@}%r&tﬁﬁ 10.QOkirdidsk riebwarktis agdoslified b Ghdblsed

device. 474659 en the 'navigation tool 328 has a trackball. 150, the
trackbal | 1degrangd|RIGe 4% Bhesedigmescre grempiany nbynshd these pepensSHIYHRth ¢ ool

328. The re%g\@h éf)%be%%%gh%ﬁ%@%ldal LRMndns Wﬁo@fﬁq&ﬁ&{ OHQRshlL td! kO fthé@n

outer renovable ri I'nner renovable ring S122. These rings 122,
123 ensur e ddvide wdik imparfigddrinetwdrhehviB®neatsd t he trackbal | 150 are properly
held 5 in place against the support franme 101. [0141] The camera nodul e
335 is located together with a backplate 104 on the rear side of the

o (oL BT S o RIS i

modul es (no inserted camer a . The canera
nmodul e B85 inhiwssembheotthnthnadieis elettronis devicadd® hThe constiustion elredaviss0, a

r lb? S h 560, l?er;l%ﬁt% %1'0{(1r %rtriou% OmgnGu s rgt Q?nrlplﬂ%%gci)xlls.s ofthemﬂlite%]al aéo?nﬁot&gﬂ@ 0 FIG
constructed on a single PCB (printed circuit board) 102. The keyboard 332 is constructed
from a single picce of material, and in a preferred embodiment is made from plastic. The
keyboard 332 sits over dome switches (not shown) located on the PCB 102 in a preferred

15 embodiment. One switch is provided for every key on the keyboard in the preferred
embodiment, but in other embodiments more than one switch or less than one switch per
key are possible configurations. The support frame 101 holds the keyboard 332 and
navigation tool 328 in place above the PCB 102. The support frame 101 also provides an
attachment point for the display (not shown). A lens 103 covers the display to prevent

20 damage. When assembled, the support frame 101 and the PCB 102 are fixably attached
to each other and the display is positioned between the PCB 102 and support frame 101.

[0140] The navigation tool 328 is frictionally engaged with the support frame 101,
but in a preferred embodiment the navigation tool 328 is removable when the device is
assembled. This allows for replacement of the navigation tool 328 if it becomes damaged
25  or the user desires replacement with a different type of navigation tool 328. In the

exemplary embodiment of FIG. 3, the navigation tool 328 is a trackball 150 based device.
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[0142] A serial port (preferably a Universal Serial Bus port) 330 and an
ear phone jack 140 are fixably attached to the PCB 102 and further held in
pl ace by left side elenment 105. Buttons 130, 131, 132, 133 are attached to
swi tches (not shown), which are connected to the PCB 102. 15 [0143] Fi nal
assenbly involves placing the top piece 107 and bottom pi ece 108 in
contact with support franme 101. Furthernore, the assenbly interconnects
right side elenment 105 and | eft side ef®nent 106 with the support frame
101, PCB 102, and lens 103. These side elenments 105, 106 provide

addi ti onal protection and strength to the support structure of the device
300. In a preferred enbodi nent, backplate 104 is 20 renovably attached to
t he ot her eWhmathh mugattdneoelemdes aeakba]l IFfethp treekball il 59 itertf e e resnovieg,

represent | g L e cOmmuY £l ol dSMbSerA0Y o BhALAGH LN Uac at | on

network 31 [ usl on o M Cr opr ocessor 8
whi ch cont ripfewgh B tﬁ@%f&i boer Aindvablediagi 108 ad0an uﬁieeramnmhllelm@th%n These
subsystem 311 performs al |l communj cati on i%%ans ss| q(% ﬁgg rece th
the wir el edingd2a2fsnrurs gt themavigationiorh & %F‘Ied’é i th

an auxi lg ar; 4839vdy. 50 (170 subsystem 328, a serl aI port
(preferngl Mgl%ﬁ%%u?%gf%‘égggcﬁ‘g Bus port) 330, a display 322, a keyboard

332, a speaker 334, a mcrophone 336, random access rrem)ry (RAM 326,

flash menory 324, canera nodul e 335, and position ner, 337.. O her
comuni cat i l)éhéllsubsifileé’ﬁ@ew% 33t Wdocatrd fpgathe g‘y”s atg 9% opdheishior al | y

I ndi cated S (i’esof; n&e%c%d Zﬁobgﬁgeﬁ'x%&m% (39391§Q a%?@oﬁ%cﬂiﬁ'rbmo%ﬂ Mm@eomke of a

comuni cat i on syst em hat of a sh OI’ range conmuni cation

subsyst em s:uodtuless(noBﬁHdm(tcd irc plaeof @atqamnrarm@ldnle Eﬂle aamengfmegug3¥fevi ce

d t d nt. ddi ¢
335 1< bl AEeEBr FPGH SREPRLROp SpRpa A rhBRE 0 g a8 SRPRNAREE PCC

execut i gn 0565 Mﬁﬁéﬁd&mﬁsﬂﬁ%ﬁdﬁr@lﬁovﬁﬂmtﬂi@ 180 comuni cati on devi ce 300.
[ 01451 The above described auxiliary 1/0O subsystem 328 can take the form of
a _

[0142] A serial port (preferably a Universal Serial Bus port) 330 and an earphone
jack 140 are fixably attached to the PCB 102 and further held in place by left side
element 105. Buttons 130, 131, 132, 133 are attached to switches {not shown), which are

commnected to the PCB 102.

15  [0143] Final assembly involves placing the top piece 107 and bottom piece 108 in
contact with support frame 101. Furthermore, the assembly interconnects right side
element 105 and left side element 106 with the support frame 101, PCB 102, and lens
103. These side elements 105, 106 provide additional protection and strength to the
support structure of the device 300. In a preferred embodiment, backplate 104 is

20 removably attached to the other elements of the device.

[0144} The block diagram of FIG. 18, representing the communication device 300
interacting in the communication network 319, shows the device's 300 inclusion of a
microprocessor 338 which controls the operation of the device 300. The communication
subsystem 311 performs all communication transmission and reception with the wireless

25  network 319. The microprocessor 338 further connects with an auxiliary input/output
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variety of different subsystens including the above described navigation
tool 328. The navigation tool 328 is preferably a trackball 150 based
device, but it can be a four way navigational pad, joystick, thunbwheel,
touch pad, or a roller barrel. Oher auxiliary 1/0O 15 devices can incl ude
external display devices and externally connected keyboards (not shown).
Wi | e the above exanpl es have been provided in relation to the auxiliary
|/ O subsystem other subsystens capabl & of providing input or receiving
output fromthe handheld electronic device 300 are considered within the
scope of this disclosure. [01461 In a preferred enbodi nent, the

comuni cation device 300 is designed to 20 wirelessly connect with a
comuni cat i(D0) setisystetn 32892 séviirpore @smferdbﬂc;aa Umiversat Seridt Bus iphd) 330 e display

connunlcatlon devi.ce 300 may esi gned ate on require a cri ber
Gent 1ty o & PR S A ONeAkaLS S GBERmaN F 1 MR tectRabors FRASD
devi ce 300 3 %ntm%ﬁ&%%r BN modElR ?-BSSya‘:ﬁHelfﬂsYﬂdn' déraradineie3 B MM

interface 344’ into whi the SIMRU M car d shown) may be placed The
SI M RUI M i moswmfunicatignsisubastanes 349@116 eeher devigs %hSBfSWélSéWW@HV dndicated

te d e 74 a
1 ach menory SOFEHE i, B i oSacn S A1 it PACERII of £ PORRRIEon (1°

operating sybéwtem dBi ce ﬂfa@gbﬁna; stamd rdagen. cdﬂhmhmcatiloa spleaysteinnguclsyat em i n

a preferred. e is stored in,flash nofr. 324 the o at i system
"0 ot her © SRORTAGTED ramuppeetn modsE Brfyarbisnc sdavo- e finefid®
storage el eR{ponédiOt AddHBRNY), the%ldrds;%@esﬁflzlsbe@l abl8 tb I?eﬁ&ﬁﬂ opérhtingegpreci at e,
the operating system device application or parts thereof may be | oaded in
RAM 326 or fonetinsyendt preferalbo epables 1omgeution apfprseﬁ@i%oﬂ@%wpﬁe R, e
flash nor ograns/ appl i cations 358 for execution on the
devi ce 300 1 nclu |§§h§ﬁﬂ§%§ﬁgss book 352, a personal information nmanager
(PIM 354, the device state 350, connect modul e 10 360, and I T policy
nodul e 362. Furthernore, prograns 358 and other information 356  can, be

segregat ed [Op#F st orBhgebore ﬂPﬁ‘,mb?(bngh@'bfﬂ@ sabsysigm $fecaeipke dhesfppm diever
anot her empdl IR 4Bt b GbkysBil FEMAMY R Abdlel debdftRd hatbRtiFORoPs 260 CRRd ON

met hod such
navigation tool 328 is preferably a trackball 150 based device, but it can be a four way

navigational pad, joystick, thumbwheel, touch pad, or a roller barrel. Other auxiliary /O
15 devices can include external display devices and extemally connected keyboards (not
shown). While the above examples have been provided in relation to the auxiliary /O
subsystem, other subsystems capable of providing input or receiving output from the

handheld electronic device 300 are considered within the scope of this disclosure.

[0146] In a preferred embodiment, the communication device 300 is designed to
20  wirelessly connect with a communication network 319. Some communication networks

that the communication device 300 may be designed to operate on require a subscriber

identity module (SIM) or removable user identity module (RUIM). Thus, a device 300

intended to operate on such a system will include SIM/RUIM interface 344 into which

the SIM/RUIM card (not shown) may be placed. The SIM/RUIM interface 344 can be
25  one in which the SIM/RUIM card is inserted and ejected.
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that a program 358 is allocated additional space in order to store data
associated with such program Oher known allocation nmethods exist in the
art and those persons skilled 15 in the art will appreciate additional ways
to allocate the nmenory of the device 300. [01491 In a preferred enbodi nent,
the device 300 is pre-loaded with a limted set of prograns that enable it
to operate on the conmunication network 319. Another programthat can be
prel oaded is a PIM 354 application thatShas the ability to organi ze and
manage data itens including but not limted to e-mail, cal endar events,

voi ce 20 nessages, appointnents and task itens. In order to operate
efficiently, nmenory 324 is allocated for use by the PIM 354 for the
storage of j@s47Ci at @l atlakemplany embpdafient,rthel flashnhemlonyBid4 is edabledité pravideiaon
that PIM 354 manages i s seam essly integrated, ~synghroni nd updat ed
{hr ough  heQBRARORIIRE RBTREISEE: rice Howans B dafy VB AR pregRit

i nfor mat i ony QR An RGHTEReCAIRMIBEN (5 Hored 1R \Wash mEMBrBINAC HeWpb@BhE Sfbtert th 25

anot her enbodi ment, can al so be perfornmed through the serial port 330 or
ot her shor totherampedisemtain slord io reasuonly memers ROMpehepilah#ipraga elepsat @al be

i nstall t hrough , 474659 2. cli LDyt i el 19,
seri al ortShgg’ﬁgorA‘?/itgosgtEi@}e%s o?l?enrglgn%gpqg%i‘%ﬁi c@%%ﬁ%ﬁ%@%ﬁé Elego

[ 01501 Wherapplieatida or parts3Bérebfmeynixbloeded in RAMG26@y othenmiatile ateimony.wi t hi n t he
wi rel ess communi cati on network 319, it can send and receive signals froma
nobile 5 communication service. Exanples of comunication systens enabl ed

for two-way ni gation_incl ude . |00 t &0k t F&-m

( Gener al Pa@&‘gﬁwl?{adﬁ% r fegéér)réadng %@%ﬁghgﬁ{lhﬂ]ﬂgﬁ} uni veér}galj%bglf e 5

Eel Ieco_rrrru )ni m—agﬂaﬁmlfﬁﬁltcﬂdim)ﬁ mfdm%ccuotiohe)rﬂﬂ@lﬂev(cEﬁuﬁia ripaé}jdiﬁgfa afddre)sﬁboddal )
vol ution) network, and_ the CDVA i,on ti cces net wor
and those rﬁﬁ%rﬂ?&goﬁ%‘n‘éiﬁ"ﬂ@?{”ﬂ@%ﬁ%gﬁ‘@sﬁﬁg(’ﬁ%?@"éﬁ ﬁ'%ﬁéa?’ icﬁlnﬁérlp% ‘and,
dat a- onjgy tR@NARE 8O b6y BbMILY 365 € FufirmdRY phoddaths B5hribESintination assT er .
[ 01511 For the systens |isted above, the communicatjon device 300 nust be

proper |y encabltecsegtseated upen storase in deoflgsh memery) B4t ¢fdhe dadce 409 Blo®sysron

net wor k 3lganother embodiment of the flash memory 324 utilizes a storage allocation method such

that a program 358 is allocated additional space in order to store data associated with
such program. Other known allocation methods exist in the art and those persons skilled

15  inthe art will appreciate additional ways to allocate the memory of the device 300.

[0149] In a preferred embodiment, the device 300 is pre-loaded with a limited set
of programs that enable it to operate on the communication network 319. Another
program that can be preloaded is a PIM 354 application that has the ability to organize
and manage data items including but not limited to e-mail, calendar events, voice
20 messages, appointments and task items. In order to operate efficiently, memory 324 is
allocated for use by the PIM 354 for the storage of associated data. In a preferred
embodiment, the information that PIM 354 manages is secamlessly integrated,
synchronized and updated through the communication network 319 with a user’s
corresponding information on a remote computer (not shown). The synchronization, in
25  another embodiment, can also be performed through the serial port 330 or other short

range communication subsystem 340. Other applications may be installed through
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O her systens may not require such identifying information. A GPRS, UNI TS,
and EDGE require the use of a SIM (Subscriber Identity Module) in order to
all ow 15 comuni cation with the conmunicati on network 319. Likew se, npst
CDVA systens require the use of a RUM (Renovable Identity Mddule) in
order to communicate with the CDVA network. The RU M and SIMcard can be
used in multiple different comunication devices 300. The conmuni cati on
device 300 nmay be able to operate soneSfeatures w thout a SIMRU M card,
but it will not be able to conmunicate with the 20 network 319. In sone

| ocations, the comuni cation device 300 will be enabled to work wth

speci al services, such as "911" energency, wthout a SSMRU Mor with a
non- functi@nhagiob! WitiRthédivdmtdds ndtvBirk RY| Ivbiiait porf 33@ B4via |otloeat shartwiange n t he
device allows fqr remval or _insertion of a SIMRU M card (not shown).
Thi's i nt er fSEENEHoAtoR Subsytendd 340. - ed | i ke that of a disk drive or a PCMC A
sl ot or other known attachnent 25 nmechanismin the art. The SIMRU M card
features nmenory and holds key configurations 351, and other information
353 such asjoisgnt i f iwhéd die dvikes3Ois iy érmbled foeltab-ahyi cvionurBtdtion. within the
Furthernore, a SIMRU M card can b? enabl ed toﬂﬁ ore infor rr%i on 47&659v1
53 about t fEelgseFommameation aetverkt 3 ¥% b7 pendoad, Fegsive, Jienals frue & poBile

i nf or matg one, WobdlcRion PEeRREL. | YELRPRIsCEE COHRRCETIT Sbtahay bhdI0Gr fdwiRY
conmmuni cati on between the comrunication device 300 and comruni cati on

net wor k 319canymyrteationliecludepbaizre net limisedctonths $iEEa: (GraergbPacket Ralio Servisghbl ed

as descri bed . abov QM i i Mnd &}% t bk e
such enabl errl%‘rﬁ{?l%’ ﬁﬁmiumn%e%comr%?g%{e?on ?ﬁ%@@é de{’,ﬁ?‘%ﬁ%‘%}% tlhé abﬂe to
bot h t r ansnjBnhaidd Daeefoy &lotal Bvolatio®metwary artdithe COMNA(Code Donsiore Multifle 319.
The transfer of communjcation can be fromthe, device 00 or t vice
300. I n or dBFesy ASHERTRI AX eHW? hRERETkSo AR LR ?f‘ﬁnhgvﬁjgr kpaﬁﬁie&sw&fe%%?
devi ce 3P0 hircvHah@ dfL &y RERAIb B thainBy @ad FdrRR6H Bidshwieledsniag kel
internal antenna 10 318 for transmtting signals to the comunication

network 319. Likew se the communication device 300 in the preferred

embodi ment iﬂSISia]qUI ppPe()CII' rﬁ‘etsr}st%ﬂfét is%éd %Bg‘(fae?qge communication device 300 must be

properly enabled to transmit and receive signals from the communication network 319.

Other systems may not require such identifying information. A GPRS, UMTS, and
EDGE require the use of a SIM (Subscriber Identity Module) in order to allow
15 communication with the communication network 319. Likewise, most CDMA systems
require the use of a RUIM (Removable Identity Module) in order to communicate with
the CDMA network. The RUIM and SIM card can be used in multiple different
communication devices 300. The communication device 300 may be able to operate
some features without a SIM/RUIM card, but it will not be able to communicate with the
20 network 319. In some locations, the communication device 300 will be enabled to work
with special services, such as “911” emergency, without a SIM/RUIM or with a non-
functioning SIM/RUIM card. A SIM/RUIM interface 344 located within the device
allows for removal or insertion of a SIM/RUIM card (not shown). This interface 344 can
be configured like that of a disk drive or a PCMCIA slot or other known attachment
25 mechanism in the art. The SIM/RUIM card features memory and holds key
configurations 351, and other information 353 such as identification and subscriber
related information. Furthermore, a SIM/RUIM card can be enabled to store information
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316 for receiving conmunication fromthe communi cati on network 319. These
antennae 316, 318 in another preferred enbodi nent are conbined into a
single antenna (not shown). As one skilled in the art woul d appreciate,

t he antenna or antennae 316, 318 in 15 another enbodi ment are externally
nount ed on the device 300. [0153] When equi pped for two-way conmunicati on,
the comrmuni cati on device 300 features a communi cation subsystem 311. As is
well known in the art, this conmmunicatisdn subsystem 311 is nodified so
that it can support the operational needs of the device 300. The subsystem
311 includes a transmtter 314 and receiver 312 including 20 the associ at ed
antenna or antennae 316, 318 as descri bed above, |ocal oscillators (LOs)
313, and a ghoat desiseg inthdil geids@ficativn,hearricraangdr @fdesss ddole aifounatent  Wathaa

digital signal SP) .320. [0 A signal received by th
conmuni cat ?HHP‘HBR/ FE%?%‘S ﬁ“é"“f’]‘c?ag?n tdﬁﬁ'(%? \1@@] BYOTHY CORPERSaion B lé’ﬁﬁ“ t%ﬂeen
i nput i nto @niReRtaeh ddvide 30l toniimidiioh AbfEk STDRPGosEMIE. 1S 25 capable

of perform ng conmon receiver functions including signal anplification,
frequency down conversion, filtering, channel selectlon and the like, and

analog to digital 474659vl 54 ) .CO r.si ersion, al | ows
the DSP 3_20[03%2 erf df rﬂl%?@nw&}?ai(@k%e@sﬁ%ﬁ a‘i“glblﬁ ﬁfﬁ%‘ffﬂ%‘fg 88?1 53‘1
denmodul af i 0gaRchilReAINEARR Bl d0ENAbE feﬁﬁi‘e a§Rh e&m«m@ hiie DSR-%&P from
the receiver 312. The DSP 320 is al so capabl e of issuing control commands

to the recetommugdationsnatdshdepice H0 ia ableiie both teapsmi gad raegive infernpstiondrosp | s
capabl e of f?lendl ng ;}c%tléxpget{vgﬁﬂl\éer lt%n'sfér gia& E;{t%}n’caﬁ‘/@b Iﬂﬁletdﬁ‘gc?)sp

i mpl emented TN @ Icgain Qont or| emented I n
320. Li kewi 309 orttbéhe deoive300.c bt order mmnmmnma& wigh tlmpabinmnh:fatibm aetenik 3% g

signals to the co nj cati ne rk 319. .T P 320 comruni cat es t he
si gnal s to @@%@ﬁ%%%%#%&#?@%ﬂ@f&qma@‘F e%%r?ﬁtfﬁ?’gétaggenﬁ% ntrol
functionp, $1&cho@SrahfiRitAROERERS €4 'tﬁ@%(ﬂﬁhtﬁu@&l@hrﬁétwoﬂl@ 3The dSliipeeike i the

emtted by the deV| ce 300 through an antenna 318 conpected to the
transmitt erc@mmunication device 300 in the preferred embodiment is equipped with another antenna

316 for receiving communication from the communication network 319. These antennae
316, 318 in another preferred embodiment are combined into a single antenna (not
shown). As one skilled in the art would appreciate, the antenna or antennae 316, 318 in

15  another embodiment are externally mounted on the device 300.

[0153] When equipped for two-way communication, the communication device
300 features a communication subsystem 311. As is well known in the art, this
communication subsystem 311 is modified so that it can support the operational needs of
the device 300. The subsystem 311 includes a transmitter 314 and receiver 312 including

20 the associated antenna or antennae 316, 318 as described above, local oscillators (L.Os)
313, and a processing module 320 which in a preferred embodiment is a digital signal
processor (DSP) 320.

[0154] A signal received by the communication device 300 is first received by the
antenna 316 and then input into a receiver 312, which in a preferred embodiment is
25 capable of performing common receiver functions including signal amplification,

frequency down conversion, filtering, channel selection and the like, and analog to digital
- 4746591



[0155] It is contenplated that conmunication by the device 300 with the
wireless network 319 can be any type of comrunication that both the
wirel ess network 319 and device 300 are enabled to transmt, receive and
process. In general, these can be 15 classified as voice and data. Voice
comuni cation is comruni cation in which signals for audible sounds are
transmtted by the device 300 through the conmunication network 319. Data
is all other types of communication that4the device 300 is capabl e of
performng within the constraints of the wireless network 319. [0156] In
the instance of voice comrunications, voice transm ssions that originate
20 from the comruni cati on device 300 enter the device 300 though a

M cr ophone @8B) cinersion. cTpAdD eoBBBsionatioms thet RSP BAQ te pefiarimsmpts qameplex

m croprocessor 338 for,.further . conditigning_a r,0cessi .

ni cr opr oc es%oé‘?‘ln'gg‘éat@gn%g&{c’ﬁ@ Suf ﬁ%llragmpgﬁﬁ (Epﬁgggg‘%g%%v\%?c S(’:I%Er{zp%o A A

transm tt erredddedhy DFPOYIGIREM! the réRivee 8l12.5 I MeddSP BRO0 idalss capubhd 6ft Bsuid 4.

Then, the transmtter 314 sends the signauggﬁo he an ennafé&ﬁi EGifg,enits

the si gnal scangobepripantisite heggonyers 1o fHuFiEms 8h? ﬁ%wi_ FROBfEC thet Pty

when ey 1 e6R) Xetapatid o BitiiSioRne HARA 311 WhdliCohRACKKICRTs APIEABRSID ! hat
It 1s trans e DSP

is a voice signal, mtted to th 5P 320 which further sends
the signal dwomite gainr oprimd ealgonth888impltmented Ha tiec POBr 2@ s s bikewisp4dboy1 55

338 provides a si.gnal to.th eaker . 334 .0f the deyj r can
hear the vof¥g™ gﬂ’r?ﬂnﬁieé’éﬁei g%(f IE)Sh ﬁ?pa&fg’s ogggﬁsé%%’ glél&éqgfﬁgﬂ%l %\gﬁlg{eﬂ%&g&?n a
preferred efhQ@ikn"®Iv Tife DSP3DLLmiramidates whd signdlsitd belsgmk ex thedranemitter 314

transm ssion. [0157] In another enbodiment, the voice transni ssion y be
recei ved byandh 97@EﬁﬁﬂﬁF%%ﬁF%%“ﬂéWF@@m%GBdhﬁﬂﬂPﬁgﬁg?5F%ﬂﬁg£gP8%Png§“be

shown ofy t hengighliak SEAREN3A% ablicd B0 CRBINhakieRalsnd 6ameals @he

conmuni cati on Ice 300 1s’also capable of "retrieving nmessages from a
voi ce nessagamsguiteByfice operated by the comunication network operator. In
a preferred enbodi ment, the device 300 displays information in relation to
t he voi ce nessage, such as the nunber of voice nmessages or an indication

that 10 a pRus)Vvoi e [BSHAGpIASd P 6RhuARai b P BRY dviR B08YleIRe wireless
network 319 can be any type of communication that both the wireless network 319 and
device 300 are enabled to transmit, receive and process. In general, these can be
15 classified as voice and data. Voice communication is communication in which signals
for audible sounds are transmitted by the device 300 through the communication network
319. Data is all other types of communication that the device 300 is capable of
performing within the constraints of the wircless network 319.

[0156] In the instance of voice communications, voice transmissions that originate
20  from the communication device 300 enter the device 300 though a microphone 336. The
microphone 336 communicates the signals to the microprocessor 338 for further
conditioning and processing. The microprocessor 338 sends the signals to the DSP 320
which controls the transmitter 314 and provides the correct signals to the transmitter 314.
Then, the transmitter 314 sends the signals to the antenna 318, which emits the signals to
25  be detected by a communication network 319. Likewise, when the receiver 312 obfains a
signal from the receiving antenna 316 that is a voice signal, it is transmitted to the DSP
320 which further sends the signal to the microprocessor 338. Then, the microprocessor
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[0158] In a preferred enbodi ment, the display 322 of the conmmuni cation
device 300 provides an indication about the identity of an incom ng call,
duration of the voice conmunication, tel ephone nunber of the communi cation
device, call history, and other related information. It should be

appreci ated that the above described enbodi nents are 15 given as exanpl es
only and one skilled in the art may effect alterations, nodifications and
variations to the particul ar enbodi nent §5w t hout departing fromthe scope
of the application. [0159] As stated above, the conmunication device 300
and conmmuni cati on network 319 can be enabled to transmt, receive and
process data. Several different types 20 of data exist and sone of these
types of dai3s pabvillestesighad tr the epbaker Fdrof terdestise 300 andihe usgrven bfardhe ¥pice

Cl et roni c PTG 4: el oemy seeivag TR gegicl R e Befert St 1,

can al S0 i NGlLyKE to AlREfor AIPEHI voiad ttanstakions pi cture files, attachments
and htm . Wile these are given as exanples, other types of nessages are

considered within the scope of this disclosure as 25 well. 474659vl 56

0160] Wen t -mi | originates f tside of th i d
s conmun G484 " o Thiawdthet eEgodausnt e vorp, FORTBIE U8 %y PR e dR ng
ant enna 316 feudiffidn detidd 300 kP FadsPatédSs ©RCRIBeahowd dn the @i¥plapecreacsiyer

312, the e-mail nessage is further rocessed by the DSP 320, and it %hen
reaches t heofrihe copymowicstion dggee 3he Themommynyicatian dsyicg 380 ds alsgcarable o

| NSEIUCTT ONRe A%ido LG R drbin AV OIS hEkEHAD SRl RARIHLA By hRbibfiicafion ! O
di spl ay, store or process e e-nmai sage as directed by the program
In a simnl asetwadkneperatanch amprefemad tmbetimagte theadevieeiD0pdisplayd infpmeties sed by

the mcroprocessor, 338 for transm ssion to the.conmmunication net.work, 319,
E s r STeBBRR 1 e vPiie TS SaCH ah HebupreT PO e or o iR e
messagejd 0 4 e VHisdmBtshiSls paként obltBe dfbriting kBt er 314 processes the e-nai |
nmessage and transmits it to the transm ssion antenna 318, which broadcasts

a signal to be received by a communi cati on network 319. Wile

[0158] In a preferred embodiment, the display 322 of the communication device
300 provides an indication about the identity of an incoming call, duration of the voice
commﬁnication, telephone number of the communication device, call history, and other
related information. It should be appreciated that the above described embodiments are
15 given as examples only and one skilled in the art may effect alterations, modifications
and variations to the particular embodiments without departing from the scope of the

application.

[0159] As stated above, the communication device 300 and communication
network 319 can be enabled to transmit, receive and process data. Several different types
20 of data exist and some of these types of data will be described in further detail. One type
of data communication that occurs over the communication network 319 includes
electronic mail (e-mail) messages. Typically an e-mail is text based, but can also include
other types of data such as picture files, attachments and html. While these are given as
examples, other types of messages are considered within the scope of this disclosure as

25 well
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t he above has been described generally, those skilled in this art wll
appreci ate those nodifications which are necessary to enable the

comuni cation device 300 to properly transmt the e-nmail nessage over a

gi ven comruni cati on network 319. 15 [0161] Furthernore, the e-nmail nessage
may instead be transmtted fromthe device 300 via a serial port 330,

anot her communi cati on port 340, or other wireless conmunication ports 340.
The user of the device 300 can generate5d nessage to be sent using the
keyboard 332 and/or auxiliary 1/0 328, and the associated application to
generate the e-mail nmessage. Once the e-mail nessage is generated, the user
may 20 execute a send conmand which directs the e-mail nessage fromthe
conmuni cat i [oh60]devi d&‘héiﬂmet@ntaﬂeoxd:ginatcmﬁoax A ourcetondeide 81 the dq:wi@nam&tml ary

enbodi nent, a ke r nuneric k used
to conpose CtOHEmg“%‘/?g gli‘?e‘geé’%?ﬁgo ﬁ‘s?rﬁ'%g eé‘fﬂ?‘&ﬁ'l@%%‘a"wﬁﬁ? t %y 1/0
devi ce 328 tmsmiRd thh@esteivePn1]. OFrdxﬁehd@acsﬂaf 81838¢ e3Bail &kﬁsage W]fuhﬁezt he
above has been described in relation to e-nmail nessages, one skilled in

the art coutecessedi by WedPEY BHe prddbdhen reashes  the i BITARQIESOF ha3S- t yHRSs of

Or:gts?ang prog&’g%s an33g‘}$§%§§5 W%??%t‘%}ﬁg‘y @m %k%gﬁgﬁtﬁ% receg ved

by the ni cringinetessordig§ds, stohleodpxoaesssth@baanUmeapm @pdlt@;t@llw ihe tpdgratihe
operating stem f t he devi ce 300,

message on thd YPEP BFEE2 W & ei’Hﬁ’i éﬂfségge H%S hs?lap‘f?gsﬂﬁé’gﬁ‘%?s&@g&@a" or

storing it mﬁrdﬁﬂ@:e%BBQ@ferfaﬁsrﬂﬁﬁBﬁ!b thé4ommunhaticlendtaork30, ithofirsexamop e, a
downl oaded 5 f[f | i cation such as a %zme wil]l be placed into _a suitable

place in t hﬂé‘e s P Orefuely fusther gansmifsethg spmaid n?@?ﬁge'ﬁ’iéh"oﬁé@g%lﬁ?{gﬂéyspé‘?n of
the device 30Q mgtekb @Q@Q?@éé QAWeldil ﬁ@&%?@édda&&smﬁ@ 688 $hel (Pank M08 Wntenna

application as own 101631 Exenpfary enbodi nents have been descri bed
her ei nabov €3 18e giiclli trgpdchstmal ighal telbeotmvnddamwm@gms@@nawquwkrﬁﬁe%hﬂe

handhel d cq ica deyi ¢ es 300 a e 0
net wor ks Wi tng ﬁ fl%iobfie e(%sc 88 Senerally, osseh leéﬁ% {hrl]s art mpﬁ:%fa'te fhose
modifications which are necessary to enable the communication device 300 to properly

transmit the e-mail message over a given communication network 319.

15 [0161] Furthermore, the e-mail message may instead be transmitted from the
device 300 via a serial port 330, another communication port 340, or other wireless
communication ports 340. The user of the device 300 can generate a message to be sent
using the keyboard 332 and/or auxiliary I/O 328, and the associated application to
generate the e-mail message. Once the e-mail message is generated, the user may

20 execute a send command which directs the e-mail message from the communication
device 300 to the communication network 319. In an exemplary embodiment, a
keyboard 332, preferably an alphanumeric keyboard, is used to compose the e-mail
message. In a preferred embodiment, an auxiliary 1/O device 328 is used in addition to
the keyboard 332.

25  [0162] While the above has been described in relation to e-mail messages, one
skilled in the art could easily modify the procedure to function with other types of data
such as SMS text messages, internet website_s, videos, instant messages, programs and
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appreci ated, however, that a focus of the present disclosure is the

enabl enment of restricting a subsystemor functional aspect of a handhel d
comuni cation device within a set of geographical boundaries. 474659v1 58
Clainms: 1. A method for renotely inplenenting adm nistrative policy on a

wi rel ess handhel d communi cation device (300) with an incorporated canera
(335), said nethod conprising: storing data at the wrel ess handhel d
~comuni cation device (300) that define&7geographical boundaries of a
restricted operating area of the device; ascertaining a present
geographi cal position of the device utilizing satellite derived information
and determ ning whether the device is presently located in the restricted
oper ating aimgoress etne@ntha datanprardcsived by ﬂlbenistuprtmdssgedg&aﬂﬂqi datd is pleceddari es

of the restricted ti area;. and i np ca str |on on the
devi ce wherfPPROTE oG ik OPAIRE Restoice, be peid dan, ORIt B e
restricted GeRatin dgvﬁ!eﬁe@.sdgetdﬁethm@mg Foarvwiiieh ke tie datathas bbg ﬂaaelae(aar t he

wi r el ess handhel comruni cati on devi ce that defines the camera restrjction

that is |rrrﬁ§@wlbﬁl thp @ppraprale Eegnomy Adthen thecdsiiet 0t Posragils: edowaloadedn
whether of Nexfifldif shch AARRiINbe dilted 1S bishibREpIAAR MR aSRir) 3840

that thé de canera r nis tenporar di sabl enent of "the canera
(335) for ahpdedet 300 Thedoperating pgsterochf the dﬂ‘h@h@lmiﬂa?ag allewiforaprrepritai m 1,

further conprising renoving.the ry di sabl enment of the canmera (335)
when it is%&?@-??gﬁeﬁs‘gapﬂlé%t‘?ﬂésﬁ?‘gggﬁ{ea geogr aphi cal position of the
device is outside the restricted operating area. 3. The nethod as recited

in claiml1, wherein said wreless handheld comunication device transmts
data to, an@lé3cei vExetplay f erobodimentonhavei dba¢n alescritetd wberkingbdvei zégardingadi o

frequency Sﬁa%ﬁﬁ‘él& ‘electronic devices 300 and wireless handheld communication devices 300 as

10  well as the communication networks within which they cooperate. It should be
appreciated, however, that a focus of the present disclosure is the enablement of
restricting a subsystem or functional aspect of a handheld communication device within a

set of geographical boundaries.
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4. The nmethod as recited in claim3, wherein the data transmtted between
said wreless handhel d communi cati on device and the comuni cati on network
supports voice and textual nmessaging. 59 5. A wireless handheld

comuni cation device (300) with an incorporated canera (335), said device
conprising: a nenory (324) storing dat® defining geographi cal boundaries of
a restricted area; a position determ ner (337) that receives

satel | ite-baggghsi Nnformation that defines a present geographical position
of the device and determ nes whether the device is presently |located in
the restricted area based on a conparison to the geographical boundaries
of the restt.ict el metbad sororeowtély imphaprepting sdministeritve gloliey ontmwingthspt s t he
functional it f.,the canera (335 d.on the determ_nati f et her
the devi ce 1ReBA SRRGTFRa 8 e, CORE et MicondPabl Tanl E0oF, 7
menmory (327mefibdQombAtias: data defining a canera restriction inposed on the
w rel ess handhel d comuni cati on device (300) relative to the restricted

area, wherein tfgriglelihiaes aRRiralctLBhddheld edmintinicaiB®davite dzoaplipeent of
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imposing a camera restriction on the device when it is determined that the

device is presently located in the restricted area, wherein

the method further comprises storing data at the wireless handheld
communication device that defines the camera restriction that is imposed on the
wireless handheld communication device based on whether the device is located in
the restricted area; characterized in that the defined camera restriction is temporary

disablement of the camera (335) for a predetermined time period.

2. The method as recited in claim 1, further comprising removing the
temporary disablement of the camera (335) when it is ascertained that the present

geographical position of the device is outside the restricted operating area.

3. The method as recited in claim 1, wherein said wireless handheld
communication device transmits data to, and receives data from, a communication

network utilizing radio frequency signals.

4. The method as recited in claim 3, wherein the data transmitted between said
wireless handheld communication device and the communication network supports

voice and textual messaging.



accommodati ng textual input to the handhel d comunicati on device and an
auxiliary user input |ocated essentially between the display and keyboard.
60 8. The handhel d comuni cation device as recited in claim7, wherein
said auxiliary user input conprises a trackball (150). 9. The handhel d
conmmuni cation device as recited in cla9m5, further conprising a radio
transmtter (314) capable of transmtting data to a comruni cati on network

utilizing radio ,f\r@H&i@sﬁcMarﬁl'lngl’aal;(ﬁnﬁﬁﬂicgticfrﬁﬁb@cé RS®) Vet (ﬁlﬁko@%pﬁéd e of
receiving data fromthe comunication network utilizing radio frequency
si gnal s. 1GankEhe(33ahdud|ddvicompmprisiag:i on device as recited in claim9
wherein the data transmtted between said handhel d conmuni cation device
(300) and the comeméryaf{lE) stetingrdatas wefioings geographicahdbduadanies offessagi ng.

restricted area;

a position determiner (337) that receives satellite-based information that
defines a present geographical position of the device and determines whether the
device is presently located in the restricted area based on a comparison to the

geographical boundaries of the restricted area stored in memory; and

a controller that adapts the functionality of the camera (335) based on the
determination of whether the device is presently located in the restricted area;

whereby

~ said memory (327) also stores data defining a camera restriction imposed
on the wireless handheld communication device (300) relative to the restricted area,
wherein the defined camera restriction is temporary disablement of the camera for
a predetermined time period, characterized in that the controller temporarily
disables the camera (300) for the predetermined time period based on the

determination of whether the device is presently located in the restricted area.

6. The handheld communication device as recited in claim 5, wherein the
controller is arranged to remove the temporary disablement of the camera (335)
when it is ascertained that the present geographical position of the device is outside

the restricted area.

7. The handheld communication device as recited in claim 5 or 6, further
comprising:
a lighted display (322) located above a keyboard (332) suitable for

accommodating textual input to the handheld communication device and an

auxiliary user input located essentially between the display and keyboard.
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8. The handheld communication device as recited in claim 7, wherein said

auxiliary user input comprises a trackball (150).

9.  The handheld communication device as recited in claim 5, further comprising
a radio transmitter (314) capable of transmitting data to a communication network
utilizing radio frequency signals and a radio receiver (312) capable of receiving

data from the communication network utilizing radio frequency signals.

10. The handheld communication device as recited in claim 9, wherein the data
transmitted between said handheld communication device (300) and the

communication network supports voice and textual messaging.



