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Multimedia contents and software are quite predominantly disseminated
commercially on data carriers which can be written to only once and constitute the
trade product together with the contents stored thereon. A separate commercial
dissemination of the contents independent of such data carriers would in principle
be possible, for instance by remote access to networks including a payment
function, but fails because of a lack of protection against unauthorized copying.

From Utility Model Document DE 298 02 270 Ul there is known a
multimedia system comprising a base station, a portable operating device and a
communication module for use in the multimedia systemn, In this reference, the
communication between the aforesaid components and between the user and the
multimedia system, respectively, is described: there are also quoted possibilities
for the data security such as a supervision, implemented on a chip card, of an
access to an order and payment function, without, however, explicitly disclosing a
method of securing data. o

The invention provides a method of securing data in a portable mass storage
against unauthorized copying, which can be performed with little expenditure and
using available technology. In accordance with the method of the invention the
data is first stored in the mass storage in a serambled form. In a replay system for
the data at least one SAM module (Safe Access Module) is used which has stored

there are al so

ygb@hafoﬁberfcﬁﬁﬁﬁg fie factifld, modul e



1 6 SEP 2003 thereon a personal identity code of an authorized user. The
descranbling keys required for descranbling the data are storﬁgrsgggb[ﬂe SAM

nodul e.of the authorized user. Assigned to tthe data is an aut on
code which is stored on the SAM nodul e. Then an authori zati on code encoded
by neans of the personal 5 identity code is forned on the SAM nodule. This
encoded aut horization code is stored on the nass storage with the

scranbl ed data. Prior to a replay of the data, the encoded authorization

code i s decodedhtrgon hepGiddainduntiey bydsBRAS aBfhoki r ' | ode,
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the picture fi epl .System i ccordance with the invention

for performng # ﬁg %Egtb%&%rfogggcgﬁﬂl%yws &lia.gdgga_.re,& Reswonalizntion of thsy data

accommodat i ng omeherasdss Stethgd9s efbitéd) For the non-scrambled replay of the data an
authorization code is required which may only be obtained via the SAM module

15 of the authorized user because it is linked with the personal identity code of the
authorized user. '

In a further development of the method the descrambling keys required for
descrambling the data are also encrypted with personal data of the authorized user
stored on the SAM module, so that they can be decrypted only when using the

20  appropriate SAM module.

In a further configuration of the method the data is output inseparably with a
personal identification of the authorized user when the data is replayed via a
suitable replay system. Thie personal identification may consist of a logo or the

like, which in the case of image data is displayed in a corner of the picture field.

25 The replay system in accordance with the invention for performing the method
essentially comprises: a read module for accommodating the mass storage, which
is preferably a medium which is adapted to be written to by the user, such as, e.g.,
a miniaturized hard disk or an optical storage disk adapted to be written to by the
user; a card reader for the SAM module; a data conditioning electronics for

30  descrambling the data read out of the mass storage; and an output device for the



Is preferably a nediumwhich is adapted to be witten to by the user.. such
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as, e.g., a mniaturized hard disk or an optical storage di sk & to
be witten to by the wuser; a card reader for the SAM nodul e; a data
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storage; and an output device for the 1 6 SEP 2003 -3 descranbl ed data. In
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met hod of the invention; Fig. 3 shows an algorithmfor checking the replay
aut hori zati on ac@ireheP 83 £ i opvention: . Fig. 4 _shows
the replay process acpgcg d@%@%‘ﬁé&ﬁ%ﬁ%&#%&?ﬁ@%@%ﬂﬁé apgREent frgey

di agram as shot¢ feHowing descriptivh aad fepi the dsaveihgol vl P RIFérendE i thaldb 8nd et hod
i n accordance w cIil‘,the i nvention diagrammatically shows the essenti al

conponents of the System An interface device accomobdated in a conpact
housing is generally denoted by reference nunber 10 and conprises three 20

interfaces 12, 1#ig.16 i€ Qrvlebk Fidgparh ¥ .l as out.put
termnal 18 for a video out putld devidéfga g%%t@f%nﬁ%uﬁgﬂc E‘%Pq?g-i n

socket forlla nigserding to the invention;

Fig. 2 shows an algorithm for the personalization of the data in the mass
storage according to the method of the invention:

Fig. 3 shows an algorithm for checking the replay authorization according to
the method of the invention; '

15 Fig. 4 shows the replay process according to the method of the invention,

The block diagram as shown in Figure 1 of a replay system for performing the
method in accordance with the invention diagrammatically shows the essential
components of the system. An interface device accommodated in a compact
housing is generally denoted by reference number 10 and comprises three

20  interfaces 12, 14, 16 for plug-in type components as well as an output terminal 18
for a video output device 20. The interface 12 has & plug-in socket for a mass
storage 22 which has a fingerprint sensor 24 on a surface accessible to the user. A
first SAM module 26 is a part of the interface 12. A second SAM module is
contained in the plug-in type mass storage 22, which may be a miniaturized hard

25  disk or also a semiconductor storage, for instance in FLASH technology.

The interface 14 accommodates a chip card reader 28 in the format of a PC
card (abbreviation for PCMCIA card). In conjunction with a chip card 30, also

referred to as smart card, the chip card reader 28 constitutes a payment system for



storage 22 which has a fingerprint sensor 24 on a surface accessible to the
user. A first SAMnodule 26 is a part of the interface 12. A $¢cSppiiRAM
nodul e-is contained in the plug-in type nmass storage 22, which may be a

m niaturized hard 25 disk or also a seniconductor storage, for instance in
FLASH t echnol ogy. The interface 14 accommpdates a chip card reader 28 in
the format of a PC card (abbreviation for PCMCIA card). In conjunction
with a chip card 30, also referred to as smart card, the chip card reader
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Via the nodem 32 or the network adapter a renpte network may be accessed,
more 5 particul aChnhebiag thhe i | eyical | g Yoo TORELOT S
connected to the output term naﬁﬁ%ﬁ%ﬁ%#ﬁh@?%ﬁr aélg%‘ffggaﬁﬁgtcﬁ%
interface. Themausismay2 systhemetrwyrkf addpeera bembtetdetdon iyt hetfesae shdrenot e
control 34..An_internal cessor 36 includes the necessary functionality
for descran%l i Hé&c#&%l&eo%’gmioni ng of the data read out of the nmass
storage 22 for the replay on the output device 20. The processor 36 is
coupled with a synaeletiBioaedt of aGKomfor L che ] f . 1 d Q.

devi ce by nmeans of which the conditiO(J)rnlls\%%##ﬁg%ggpgﬁéﬁt%ﬁa%%%c de
dependent on al@¥beidesigaed 4smeSCARMinterfach i s recorded on the mass storage

22 with the data. 15 The nethod in accordance with the invention is
4. |t substantiall consi sts

illustrated in t r f Fiqures.2,_.3.an
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the data. The data involved is nore particular
10 and conditioning of the data read out of the mass storage 22 for the replay on the

output device 20. The processor 36 is coupled with a synchronized clock 37,
which is a part of a monitoring device by means of which the conditioning of the
data for replay is made dependent on a certified time stamp which is recorded on
the mass storage 22 with the data,

15 The method in accordance with the invention is illustrated in the charts of
Figures 2, 3 and 4. It substantially consists of three stages. In the first stage of the
method, illustrated in Figure 2, a personalization of the data in the mass storage
takes place. The process is started by transmitting a system certificate to the
provider of the data. The data involved is more particularly multimedia

20 information, MMI in short. By the system certificate the replay system identifies
itself before the MMI provider as a suitable system. A private key is then received
on the part of the MMI provider from the SAM module of the replay system to
generate a replay authorization code. The private key involved may be a personal
identity code or also compressed data derived from the fingerprint sensor 24, or a

25  combination thereof. The replay authorization code is then stored on the SAM
module. '

Subsequently, payment is effected by means of the payment system 28, 30,
whereupon the MMI data is downloaded in a scrambled form and stored on the



20 information, MM in short. By the systemcertificate the replay system
identifies itself before the MM provider as. a suitable system A private
key is then received on the part of the MM -provider from t hel 8ARP 88Ul e
of the replay systemto generate a replaysauthorization code. The private
key involved nmay be a personal identity code or also conpressed data
derived fromthe fingerprint sensor 24, or a 25 conbination thereof. The
repl ay authorization code is then stored on the SAM nodul e. Subsequently,

paynent is ef f &Vidnasy stesages22 ThedMickaye ntcesyury fon RBeraBBling WREVBHNGH, t he
MM data is dO\Mg g}adce inn_ a e:%;fnbl ed fﬁﬁm and stored on the 1 6 SEP 2003
-5= MM nmmass storag " R 19 irs SAM @odileyins &y enpsypted fom agd stesedyM
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stage, an encrypted authorization code IS sent
stored in the mafgstoragec2age together with the 10 MM data. If the data
supplied by the fingerprint sensor is incorporated into the private Kkey,

such data may be Jr ed or ated on by the SAM npdul e integrated in
the mass storage ‘A%Z‘%%ﬁigsi sﬁe(?t %@gg{'\%tppr_ﬁg"% B8R Fnenerptedaghorigation sodwist he
verification oécntbjeﬂ[egﬂlmypm&@e@égﬁg@{&éﬁ?%m }nQA St té’ g%ﬁ% t ed

aut hori zatiion code read out of the mass storagée 1'S decry AM
modul e by WeanMkdatae private key; the |

If the data supplied by the fingerprint sensor is incorporated into the private

key, such data may be processed or operated on by the SAM module integrated in
the mass storage 22.

The method step as shown in Figure 3 relates to the verification of the replay

15 authorization. To this end, the encrypted authorization code read out of the mass
storage is decrypted in the SAM module by means of the private key; the
authorization code retrieved in this manner is then compared with the
authorization code stored on the SAM module. In case the authorization codes are

+ identical, the replay process will be enabled.

20 In the replay process as illustrated in Figure 4, first the MMI key is decrypted
in the SAM module by means of the private key. Then the MMI data is read out of
the mass storage and is descrambled by means of the decrypted MMI key. The
descrambled MMI data is then overlaid with the personal logo or the watermark

and supplied to the output device.

25 Due to the certified time stamp optionally recorded with the MMI data the
permitted replay of the data can be limited in time.



“aut hori zation code retrieved in this manner is then conpared with the

aut hori zation code stored on the SAM nodule. In case the aut hori‘fﬁtstpqg_ng_
codes are identical, the replay process W1l be enabled. 20 In e replay
process as illustrated in Figure 4, first the M key is decrypted in the
SAM nodul e by neans of the private key. Then the MM data is read out of
the mass storage and is descranbl ed by neans of the decrypted MM key. The
descranbled MM data is then overlaid with the personal |ogo or the
watermark and supplied to the output device. 25 Due to the certified tine
stamp optionally recorded with the MM data the permtted replay of the
data can be linmited intine. 6- 1 6 SEPH&EM ains 1. A nethod of securing
data in a portable mass storage (22) against unauthorized copying, in

Char act er zed i n tht A oiqEer SowiP W Rl ot bRR i CRRRERSE 57T
scranbl ed for munijthérized co@ih@\in pigicelar fopithd protedeba ofinulte@dia infoempds onal
SAM nodul e_for secured access ?2_7) in the following referred to as SAM

modul e, i s usednnipyare fharasesredinth@i eon a personal identity code of the
aut hori zed user, 10 c) at |east one descranbling key required for

descranbl i ng theoa,‘j?’izeg‘%aifasis%9%%-&99135@01%@@/{@%%?%‘%@“% he aut hori zed

user, d) an auth Ion code i s assigne a and I's stored on the
SAM nodule (27); e) an authorization code encoded by neans of the personal

identity code is b)iisateplayesystem fohtheFAtd a1elist 6ne pefional SAMRodube foded
aut hori zation code js stored on the mass storage (22); gisi prior to a replay
of the data, tReeLEsca56%RE ()t indhe follomang redrreed to ag S4AM smpdilp, is used which

has stored thereon a personal identity code of the authorized user;

10 c) at least one descrambling key required for descrambiling the data is stored
on the SAM module (27) of the authorized user;

d) an authorization code is assigned to the data and is stored on the SAM
module (27); '

e} an authorization code encoded by mezns of the personal identity code is
15  formed on the SAM module (27); '

f) the encoded authorization code is stored on the mass storage (22);

g) prior to a replay of the data, the encoded authorization code is decoded by
the SAM module (27) by means of the personal identity code;

h) the decoded authorization code is compared with the authorization code
20 stored on the SAM module (27), and descrambling by means of the descrambling
key of the data read out of the mass storage (22) is enabled only when the

authorization codes are identical.

AMENDED SHEET



‘the SAM nodul e (27) by neans of the personal identity code; h) the decoded
aut hori zation code is conpared with the apthorization code 20 st qr@§EP A0S he
SAM nodul e (27), and descranbling by nmeans of the descranbling key of the
data read out of the mass storage (22) is enabled only when the

aut hori zation codes are identical. AMENDED SHEET 7 1 6 SEP 2003 2. The

met hod accordi ng t @ dhamethbd actradingtte clazd, cheradterizedin that prioritqide pur chase
of the data from,a provider, a systemcertificate is. transnmtted fromthe
M medur et o PR 058 o DUV S e R et W B hE S
according to o Alhddul¥ todhe SIOHIRELRT VetRkdiy thbBtep S€Ssion 5 key is used
for the secureé@%dransfero o?‘ﬁjtahe aut hor zatbil}on cogle to the SAM nodul e of

the authorized user. 4. The nethod according to any of the preceding
cl ai s, char act eri Zedhé¢ methol atcording peclaomalar 2j cigpradeized imthete sehpommass

storage (22) an identification,consj st|] f .personal fea s qf, the

aut hori zed us Yi‘%”-‘F%f%é’EF SERpred| ﬁ@é‘gga’t“ﬁ a@&“ﬁ&%@‘)ﬁl&ﬁner t hat
the data can hg 120k Wi th the identification. 5. The nethod
according to any of the preceding clains, characterized in that the

personal identity code of the authorized user is formed at |least in part
from data suppl i ed 4b¥heamethedecqording teamsafithé prepedifig cliims, nkariaietizedémr di ng to

any of the preceding clains, characterized in t hat t.pbe ymass storage
(22) i's arrand®d ?rm%goﬁgmgethsgata@dhﬁ @%ﬂm@@a@ﬁ% ?aﬂpéﬁpwstg em
7. The met hod o?ga%x%%ln&&éﬁtﬁéﬁﬁh i E%s&is?é}ﬁ{eﬁ%gﬁihl%@diﬁtﬁ‘tﬂehﬁiaihhe

fingerprint sensor IS arranged on a surface of the plug-in type
nmodul e. 80 Thaeuctes manhen drav thetidaty dan bawytpuk onhlyewigh the edbintifcationi s,
characterized in :

5. The method according to any of the preceding claims, characterized in

that the personal identity code of the authorized user is formed at least in part

from data supplied by a fingerprint sensor (24).

6. The method according to any of the preceding claims, characterized in
15 that the mass storage (22) is arranged in a module adapted to be plugged into 2
replay system.

7. The method according to claims 5 and 6, characterized in that the

fingerprint sensor (24) is arranged on a surface of the plug-in type module.

8. The method according to any of the preceding claims, characterized in
20 that the communication and transaction with the provider of the data is conducted
by means of a first SAM module (26) arranged in the replay system, and the
personalization of the data is carried out by means of a second SAM module (27)

assigned to the mass storage (22).

9. The method according to claims 6 and 8, characterized in that the SAM
25 module (27) assigned to the mass storage (22) is integrated in the piug-in type
module.

10. The method according to any of the preceding claims, characterized in

that the mass storage (22) is configured as a miniaturized hard disk.

AMENDED SHEET



20 that the communication and transaction with the provider of the data is
conducted by neans of a first SAM nodul e é26) arranged in the repiaﬁﬁE
b12008

system and the personalization of the data is carried out by ne

second SAM nodul e (2711_h assigned to the mass storage (22). 9. The method
according to cl ai nsll Tanmeghodrcaordingtoizng of claim$ hto 9,isbareprrizezsn thegthee (27)
assigned to the nmass_ st e 2) ks kntegrated in the plug-in type

module. 10, THESRRTERr GRLG Farfghed i AR ARt B HERRY o1 ai 1o,
characterized in that the nmass storage (22) is configured as a

mini aturized hard dj%Rhe AENIERGHERT o cRimli, SRRacH:3d I thatlthe flag hod
according to any of clains | to 9, characterized in that the nmass storage
(22) is confi gsermiepnductdt siomge srmemonizhly aorngeddn ap énterface mMudulenadepied tabt or di ng
to claim ]51 gﬂara%t.eri ed jn that the flash sem conductor storage is

r emovabl y 2ar r HeRFYINC AR TeRAE SYHET- nodul e adapted to be 5 plugged into the
replay system 13. The nethod according to claim 12, characterized in that
the interface nodujleTaeHetHodeRcardptb ehinl 1eadRdcterizéd inliher HiBidi@thcaccor di ng
to any of the preceding clains, characterized in that for purchasing the
data a communi meduleporprises p SAddcridoradart h a provider is 10 effected by
nmeans of a renote access to a network. 15. The nethod according to claim

14, characterized i at the transaction ith the provi Ls.eff.ected
using a card _read_erﬁr‘rggﬁ%hﬁﬁiaf&ﬁod?ggaw 8&&8’%§dmﬁlc[ﬂﬂ%§%%%nﬁqeﬁr epl ay
system and whiht fongirbitiengdh€ Bath a GofthunR@€6h ahd BinsabtbrowitbAbovidet is eader
accommodating the at |east one SAM nodule (26). 15 16. The nethod according

to any ofl0t he gifested biymepans of asmateagcgst toranedeiotkn  t hat t he descranbling key
is for its part encrypted with personal data stored on the

15. The method according to claim 14, characterized in that the transaction
with the provider is effected using a éard reader module which is adapted to be

plugged into the replay system and which includes a chip card reader (28) and 2
SAM card reader accommodating the at least one SAM module (26).

15 16. The method according to any of the preceding claims, characterized in
that the descrambling key is for its part encrypted with personal data stored on the
SAM module and is decrypted with such data during replay.

17. The method according to any of the preceding claims, characterized in
that a certified time stamp is generated and stored with the data on the mass
20 storage (22). '

18. A replay system for performing the method according to any of the
preceding claims, characterized by:
- aread module for accommodating the mass storage (22);
- a card reader (28) for the SAM module;
25 - 2 data conditioning electronics for descrambling the data read out of the
mass storage (22); and
- an output device (20) for the descrambled data.

19. The replay system according to claim 16, further characterized by a
payment system based on a chip card reader (28), for conditional access to a data

30 provider via a remote network.

AMENDED SHEET
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"SAM nodul e and is decrypted with such data
according to any of the preceding clains, _c
certified tine stanp i s generated and stofe
storage (22). 18. A replay systemfor perfo
any of the preceding clains, characterized
accommodati ng the mass storage (22); - ac

nodul e; 25 - a dat ditioning electronjcg.for, descr.anbl.i.n ta read
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descranbl ed dagzd reher (39fis cORtiAiteS¥SE HilhAE §PE BCGhrd th Bk POMAR fofmbd her
characterized by a paynent system based onl|a chip card reader (28), for
conditional access to a data 30 provider vila a renote network. AVENDED

SHEET 9- | 1 6 SEP 2003e pdplayTdystemegricardingyte tagynofi claomsi] $1tp 20pcharacterized
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claims 18 to 2Qad 603 el MhdsaRffageX 20 with e Bgdroni toring device is provided
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