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MODEL PARAMETER TRAINING METHOD, APPARATUS, AND
DEVICE BASED ON FEDERATION LEARNING, AND MEDIUM

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Application No. 201910158538.8, filed
on March 1, 2019, filed with Chinese National Intellectual Property Administration, and
entitled “MODEL PARAMETER TRAINING METHOD, APPARATUS, AND DEVICE
BASED ON FEDERATION LEARNING, AND MEDIUM?”, the entire disclosure of which is

incorporated herein by reference.

TECHNICAL FIELD

[0002] The present disclosure relates to the technical field of data processing, and in
particular to a model parameter training method, apparatus, and device based on federation

learning, and a medium.

BACKGROUND

[0003] “Machine learning” is one of the core research areas of artificial intelligence, and
how to continue machine learning on the premise of protecting data privacy and meeting legal
compliance requirements is a trend in the field of machine learning. In this context, people
researched and put forward the concept of “federation learning”.

[0004] Federation learning uses technical algorithms to encrypt the model. Both parties of
the federation can also perform model training to obtain model parameters without providing
their own data. Federation learning protects user data privacy through parameter exchange
under the encryption mechanism. The data and the model itself will not be transmitted, and the
data of the other party cannot be guessed. Therefore, there is no possibility of data leakage, nor
does it violate more stringent data protection laws such as General Data Protection Regulation
(GDPR), which can maintain data integrity at a high level while ensuring data privacy.
However, the current federation learning technology must rely on a trusted third party to model
the data of the federation parties through the third party, which makes the application of

federation learning limited in some scenarios.
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SUMMARY

[0005] The main objective of the present disclosure is to provide a model parameter training
method, apparatus, and device based on federation learning, and a storage medium, which aims
to realize that model training can be carried out without a trusted third party and only using data
from both federation parties to avoid application restrictions.

[0006] In order to achieve the above objective, the present disclosure provides a model
parameter training method based on federation learning, including the following operations:
[0007] when a first terminal receives encrypted second data sent by a second terminal,
obtaining a loss encryption value and a first gradient encryption value according to the
encrypted second data;

[0008] randomly generating a random vector with same dimension as the first gradient
encryption value, blurring the first gradient encryption value based on the random vector, and
sending the blurred first gradient encryption value and the loss encryption value to the second
terminal;

[0009] when receiving a decrypted first gradient value and a decrypted loss value returned
by the second terminal based on the blurred first gradient encryption value and the loss
encryption value, detecting whether a model to be trained is in a convergent state according to
the decrypted loss value; and

[0010] if the model to be trained is in the convergent state, obtaining a second gradient
value according to the random vector and the decrypted first gradient value and determining a
sample parameter corresponding to the second gradient value as a model parameter of the
model to be trained.

[0011] Besides, in order to achieve the above objective, the present disclosure further
provides a model parameter training apparatus based on federation learning, including:

[0012] a data acquisition module configured to, when a first terminal receives encrypted
second data sent by a second terminal, obtain a loss encryption value and a first gradient
encryption value according to the encrypted second data;

[0013] a first sending module configured to randomly generate a random vector with same
dimension as the first gradient encryption value, blur the first gradient encryption value based
on the random vector, and send the blurred first gradient encryption value and the loss
encryption value to the second terminal;

[0014] a model detection module configured to, when receiving a decrypted first gradient
value and a decrypted loss value returned by the second terminal based on the blurred first

gradient encryption value and the loss encryption value, detect whether a model to be trained is
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in a convergent state according to the decrypted loss value; and

[0015] a parameter determination module configured to, if the model to be trained is in the
convergent state, obtain a second gradient value according to the random vector and the
decrypted first gradient value and determine a sample parameter corresponding to the second
gradient value as a model parameter of the model to be trained.

[0016] In addition, in order to achieve the above objective, the present disclosure further
provides a model parameter training device based on federation learning, including: a memory,
a processor, and a model parameter training program based on federation learning stored on the
memory and executable on the processor, the model parameter training program based on
federation learning, when executed by the processor, implements operations of the model
parameter training method based on federation learning as described above.

[0017] In addition, in order to achieve the above objective, the present disclosure further
provides a storage medium. A model parameter training program based on federation learning is
stored on the storage medium, and the model parameter training program based on federation
learning, when executed by a processor, implements operations of the model parameter training
method based on federation learning as described above.

[0018] The present disclosure provides a model parameter training method, apparatus, and
device based on federation learning, and a medium. The method includes: when a first terminal
receives encrypted second data sent by a second terminal, obtaining a loss encryption value and
a first gradient encryption value according to the encrypted second data; randomly generating a
random vector with same dimension as the first gradient encryption value, blurring the first
gradient encryption value based on the random vector, and sending the blurred first gradient
encryption value and the loss encryption value to the second terminal; when receiving a
decrypted first gradient value and a decrypted loss value returned by the second terminal based
on the blurred first gradient encryption value and the loss encryption value, detecting whether a
model to be trained is in a convergent state according to the decrypted loss value; and if the
model to be trained is in the convergent state, obtaining a second gradient value according to
the random vector and the decrypted first gradient value, that is, removing the random vector in
the decrypted first gradient value to restore the true gradient value to obtain the second gradient
value and determining a sample parameter corresponding to the second gradient value as a
model parameter of the model to be trained. The present disclosure only uses the data
transmission and calculation between the first terminal and the second terminal to finally obtain
the loss value, to determine the model parameter in the model to be trained. Thus, the model

can be trained without relying on a third party and only using data from two parties to avoid
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application restrictions. Meanwhile, the second data received by the first terminal in the present
disclosure is the encryption data of the intermediate result of the model. The data during the
communication between the first terminal and the second terminal is encrypted and obfuscated.
Therefore, the present disclosure will not disclose the original feature data, and can achieve the

same level of security assurance, ensuring the privacy and security of terminal sample data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 is a schematic structural diagram of a device of hardware operating
environment according to an embodiment of the present disclosure.

[0020] FIG. 2 is a schematic flowchart of a model parameter training method based on
federation learning according to a first embodiment of the present disclosure.

[0021] FIG. 3 is a schematic detailed flowchart of operation S30 in the first embodiment of
the present disclosure.

[0022] FIG. 4 is a schematic detailed flowchart of operation S10 in the first embodiment of
the present disclosure.

[0023] FIG. 5 is a schematic flowchart of the model parameter training method based on
federation learning according to a second embodiment of the present disclosure.

[0024] FIG. 6 is a schematic flowchart of the model parameter training method based on
federated learning according to a third embodiment of the present disclosure.

[0025] FIG. 7 is a schematic flowchart of the model parameter training method based on
federated learning according to a fourth embodiment of the present disclosure.

[0026] FIG. 8 is a schematic diagram of functional modules of a model parameter training
apparatus based on federation learning according to a first embodiment of the present
disclosure.

[0027] The realization of the objective, functional characteristics, and advantages of the

present disclosure are further described with reference to the accompanying drawings.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0028] It should be understood that the specific embodiments described here are only used
to explain the present application, and are not used to limit the present application.

[0029] As shown in FIG. 1, FIG. 1 is a schematic structural diagram of a device of
hardware operating environment according to an embodiment of the present disclosure.

[0030] In an embodiment of the present disclosure, a model parameter training device based
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on federation learning can be a terminal device such as a smart phone, a personal computer, a
tablet, a portable computer, and a server.

[0031] As shown in FIG. 1, the model parameter training device based on federation
learning may include a processor 1001, such as a CPU, a communication bus 1002, a user
interface 1003, a network interface 1004, and a memory 1005. The communication bus 1002 is
configured to implement communication between those components. The user interface 1003
may include a display, an input unit such as a keyboard. The user interface 1003 may also
include a standard wired interface and a wireless interface. The network interface 1004 may
further include a standard wired interface and a wireless interface (such as a WI-FI interface).
The memory 1005 may be a high-speed random access memory (RAM) or a non-volatile
memory, such as a magnetic disk memory. The memory 1005 may also be a storage device
independent of the foregoing processor 1001.

[0032] Those skilled in the art should understand that the structure of the model parameter
training device based on federation learning shown in FIG. 1 does not constitute a limitation on
the model parameter training device based on federation learning, which may include more or
fewer components, a combination of some components, or differently arranged components
than shown in the figure.

[0033] As shown in FIG. 1, the memory 1005 as a computer storage medium may include
an operating system, a network communication module, a user interface module, and a model
parameter training program based on federation learning.

[0034] In the terminal shown in FIG. 1, the network interface 1004 is mainly configured to
connect to a background server and perform data communication with the background server.
The user interface 1003 is mainly configured to connect to a client and perform data
communication with the client. The processor 1001 may be configured to call the model
parameter training program based on federation learning stored in the memory 1005, and
perform the following operations of the model parameter training method based on federation
learning.

[0035] Based on the above hardware structure, various embodiments of the model
parameter training method based on federation learning in the present disclosure are proposed.
[0036] The present disclosure provides a model parameter training method based on
federation learning.

[0037] As shown in FIG. 2, FIG. 2 is a schematic flowchart of a model parameter training
method based on federation learning according to a first embodiment of the present disclosure.

[0038] In this embodiment, the model parameter training method based on federation
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learning includes:

[0039] Operation S10, when a first terminal receives encrypted second data sent by a
second terminal, obtaining a loss encryption value and a first gradient encryption value
according to the encrypted second data.

[0040] In this embodiment, when receiving the encrypted second data sent by the second
terminal, the first terminal obtains the loss encryption value and the first gradient encryption
value according to the encrypted second data. The first terminal and the second terminal can be
terminal devices such as smart phones, personal computers, tablet computers, portable
computers, and servers. The second data is calculated by the second terminal based on its
sample data and corresponding sample parameters, and is the intermediate result of the model.
Then the second terminal encrypts the second data, and can generate a public key and a private
key through the key pair generation software. Then, the generated public key is used to encrypt
the second data through a homomorphic encryption algorithm to obtain the encrypted second
data, so as to ensure the privacy and security of the transmitted data. Besides, the method for
obtaining the loss encryption value and the first gradient encryption value is: when the first
terminal receives the second data sent by the second terminal, obtaining first data corresponding
to the second data and a sample label corresponding to the first data; calculating a loss value
based on the first data, the encrypted second data, the sample label, and a preset loss function,
and using a public key of the second terminal (the second terminal will send its public key to
the first terminal), encrypting a calculation factor for calculating each loss value through a
homomorphic encryption algorithm to obtain the encrypted loss value, which is the loss
encryption value; and obtaining a gradient function according to the preset loss function,
calculating the first gradient value according to the gradient function, and using the public key
of the second terminal to encrypt the first gradient value through the homomaorphic encryption
algorithm to obtain the encrypted first gradient value, which is the first gradient encryption
value. For the specific acquisition process, refer to the following embodiments, which will not
be repeated here.

[0041] Operation S20, randomly generating a random vector with same dimension as the
first gradient encryption value, blurring the first gradient encryption value based on the random
vector, and sending the blurred first gradient encryption value and the loss encryption value to
the second terminal.

[0042] After obtaining the loss encryption value and the first gradient encryption value, the
first terminal randomly generates a random vector with the same dimension as the first gradient

encryption value, and blurs the first gradient encryption value based on the random vector, that
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is, if the first gradient encryption value is [[g]], the random vector is R, then the first gradient
encryption value after blurring is [[g+R]], and then the first gradient encryption value after
blurring and the loss encryption value are sent to the second terminal. Correspondingly, when
the second terminal receives the first gradient encryption value and the loss encryption value,
the first gradient encryption value and the loss encryption value are decrypted by the private
key of the second terminal to obtain the decrypted first gradient value and the loss value.

[0043] Operation S30, when receiving a decrypted first gradient value and a decrypted loss
value returned by the second terminal based on the blurred first gradient encryption value and
the loss encryption value, detecting whether a model to be trained is in a convergent state
according to the decrypted loss value.

[0044] When receiving the decrypted first gradient value and the decrypted loss value
returned by the second terminal based on the blurred first gradient encryption value and the loss
encryption value, the first terminal detects whether the model to be trained is in the convergent
state according to the decrypted loss value. Specially, as shown in FIG. 3, the operation of
detecting whether a model to be trained is in a convergent state according to the decrypted loss
value includes:

[0045] Operation al, obtaining a first loss value previously obtained by the first terminal,
and recording the decrypted loss value as a second loss value.

[0046] After obtaining the decrypted loss value, the first terminal obtains the first loss value
previously obtained by the first terminal, and records the decrypted loss value as the second loss
value. It should be noted that when the model to be trained is in a non-convergent state, the first
terminal will continue to obtain the loss encryption value according to the encrypted second
data sent by the second terminal, and then send the loss encryption value to the second terminal
for decryption, then, receives the decrypted loss value returned by the second terminal until the
model to be trained is in a convergent state. The first loss value is also the loss value after
decryption by the second terminal. It can be understood that the first loss value is the decrypted
loss value sent by the second terminal last time, and the second loss value is the decrypted loss
value currently sent by the second terminal.

[0047] Operation a2, calculating a difference between the first loss value and the second
loss value, and determining whether the difference is less than or equal to a preset threshold.
[0048] After obtaining the first loss value and the second loss value, the first terminal
calculates the difference between the first loss value and the second loss value, and determines
whether the difference is less than or equal to the preset threshold. The specific value of the

preset threshold can be set in advance according to specific needs, and there is no specific

7



10

15

20

25

30

limitation on the value corresponding to the preset threshold in this embodiment.

[0049] Operation a3, when the difference is less than or equal to the preset threshold,
determining that the model to be trained is in the convergent state.

[0050] Operation a4, when the difference is greater than the preset threshold, determining
that the model to be trained is in a non-convergent state.

[0051]  When the difference is less than or equal to the preset threshold, the first terminal
determines that the model to be trained is in the convergent state; when the difference is greater
than the preset threshold, the first terminal determines that the model to be trained is in the
non-convergent state.

[0052] Operation S40, if the model to be trained is in the convergent state, obtaining a
second gradient value according to the random vector and the decrypted first gradient value and
determining a sample parameter corresponding to the second gradient value as a model
parameter of the model to be trained.

[0053] If it is detected that the model to be trained is in the convergent state, the first
terminal obtains the second gradient value according to the random vector and the decrypted
first gradient value, that is, the random vector in the decrypted first gradient value is removed to
restore the true gradient value to obtain the second gradient value, and then the sample
parameter corresponding to the second gradient value is determined as the model parameter of
the model to be trained.

[0054] The present disclosure provides a model parameter training method based on
federation learning. The method includes: when a first terminal receives encrypted second data
sent by a second terminal, obtaining a loss encryption value and a first gradient encryption
value according to the encrypted second data; randomly generating a random vector with same
dimension as the first gradient encryption value, blurring the first gradient encryption value
based on the random vector, and sending the blurred first gradient encryption value and the loss
encryption value to the second terminal; when receiving a decrypted first gradient value and a
decrypted loss value returned by the second terminal based on the blurred first gradient
encryption value and the loss encryption value, detecting whether a model to be trained is in a
convergent state according to the decrypted loss value; and if the model to be trained is in the
convergent state, obtaining a second gradient value according to the random vector and the
decrypted first gradient value and determining a sample parameter corresponding to the second
gradient value as a model parameter of the model to be trained. The present disclosure only uses
the data transmission and calculation between the first terminal and the second terminal to

finally obtain the loss value, to determine the model parameter in the model to be trained. Thus,
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the model can be trained without relying on a third party and only using data from two parties
to avoid application restrictions. Meanwhile, the second data received by the first terminal in
the present disclosure is the encryption data of the intermediate result of the model. The data
during the communication between the first terminal and the second terminal is encrypted and
obfuscated. Therefore, the present disclosure will not disclose the original feature data, and can
achieve the same level of security assurance, ensuring the privacy and security of terminal
sample data.

[0055] Further, as shown in FIG. 4, FIG. 4 is a schematic detailed flowchart of operation
S10 in the first embodiment of the present disclosure.

[0056] Specially, operation S10 includes:

[0057] Operation S11, when the first terminal receives the encrypted second data sent by
the second terminal, obtaining first data and a sample label corresponding to the first data.
[0058] In this embodiment, after receiving the second data sent by the second terminal, the
first terminal obtains the corresponding first data and the sample label corresponding to the first
data. The first data and the second data are the intermediate results of the model. The first data
is calculated by the first terminal based on its sample data and corresponding sample parameter,
and the second data is calculated by the second terminal based on its sample data and
corresponding sample parameter. Specifically, the second data may be a sum of the product of
the sample parameter in the second terminal and a variable value corresponding to the feature
variable in the intersection of the sample data of the second terminal, and a square of the sum of

the product. The calculation formula corresponding to the original second data can be:
U, =W, X, =W,X, +W,X, W, X, . The square of the sum of products is expressed as: U, .

W, W, ---W_ represents the sample parameter corresponding to the second terminal. The

number of variable values corresponding to the feature variable in the second terminal is equal
to the number of sample parameters corresponding to the second terminal, that is, a variable
value corresponds to a sample parameter, x represents the feature value of the feature variable,
1, 2...n represents the corresponding variable value and the number of sample parameters. For

example, when there are three variable values for each feature variable in the intersection of the

sample data of the second terminal, then U, = WI\XA =W, X, +W,X,, +W,X,, . It should be noted

that the second data sent by the second terminal to the first terminal is encrypted second data.
After calculating the second data, the second terminal uses the public key of the second
terminal to encrypt the second data through the homomaorphic encryption algorithm to obtain

the encrypted second data, and sends the encrypted first data to the second terminal. The second
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data sent to the first terminal, that is, the encrypted second data can be expressed as [[u, ]] and

[[ux11

[0059] The process of calculating the first data by the first terminal is similar to the process
of calculating the second data by the second terminal. For example, the formula for calculating
the sum of the product of the variable value corresponding to the feature variable in the
intersection of the sample parameter in the first terminal and the sample data of the first
terminal is: Ug = W; Xg =W X;; W, X5 W X . W,,W,---W,_ represents the sample
parameter corresponding to the feature value of each feature variable of the sample data in the
first terminal.

[0060] Operation S12, calculating a loss value based on the first data, the encrypted second
data, the sample label, and a preset loss function, and encrypting the loss value through a
homomorphic encryption algorithm to obtain the encrypted loss value, which is the loss
encryption value.

[0061] After receiving the encrypted second data and obtaining the corresponding first data
and the corresponding sample label, the first terminal calculates the loss value based on the first
data, the encrypted second data, the sample label, and the preset loss function, and encrypts the
loss value through the homomorphic encryption algorithm to obtain the encrypted loss value,

which is the loss encryption value.

1 H 1 T 1 T
[0062] Specially, the loss value is represented as loss. IOSS=|092—Ey\N x+§(w X)z.

T T T 2
U=W X=W,X, +W;X (WTx) =u?=(u, +Uu, ) =u?+u2+2u,u, . y represents the

label value of the sample label corresponding to the first data, and the value of the label value
corresponding to the sample label can be set according to specific needs. In this embodiment,
“0” and “1” may be used to represent the label values corresponding to different sample labels.
When the first terminal calculates the loss value, the first terminal uses the public key of the
second terminal (the second terminal will send its public key to the first terminal), and encrypts
the calculation factor for calculating each loss value through the homomorphic encryption

algorithm to obtain the encrypted loss value. The encrypted loss value (that is, the loss

encryption value) is denoted as [[loss]]. log 2, YW'X and (w"x)? are the calculation factors for

calculating the loss value. [[Ioss]]z[[IogZ]]+(—%J*[[wax]]+%[[(WTX)Z]]. Mull=[lu, +ug 1= [u, JI+u 1.
Now ) [=[wy? =2 T e T T2wus T = o2 T+ fua 20, [u, .
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[0063] Operation S13, obtaining a gradient function according to the preset loss function,
calculating a first gradient value according to the gradient function, and encrypting the first
gradient value through the homomorphic encryption algorithm to obtain the encrypted first
gradient value, which is the first gradient encryption value.

[0064] Then, the gradient function is obtained according to the preset loss function, the first
gradient value is calculated according to the gradient function, and the first gradient value is
encrypted through the homomaorphic encryption algorithm to obtain the encrypted first gradient
value, which is the first gradient encryption value.

[0065] Specially, the formula for the first terminal to calculate its corresponding gradient
. . . . 1 . 1 . .
value (that is, the first gradient value) is: ¢ = Z(E yw X_le yx . After the first gradient value

is calculated, the first terminal uses the public key of its second terminal to encrypt the first
gradient value through the homomorphic encryption algorithm to obtain the encrypted loss

value (i.e., the first gradient encryption value). Correspondingly, the formula of the first
gradient encryption value is: [[g]]= 2 [[d]]x. [[d]]:H[% yWTx—lJ%yﬂ=(%[[yWTx]]+[[—1]]j%y.

[0066] It should be noted that in this embodiment, parameter servers are used, both the first
terminal and the second terminal have independent parameter servers for the aggregation and
update synchronization of their respective sample data, while avoiding the leakage of their
respective sample data. In addition, the sample parameters corresponding to the first terminal
and the second terminal, that is, the model parameters are stored separately, which improves the
security of the data of the first terminal and the second terminal.

[0067] In this embodiment, the loss value is calculated according to the received encrypted
second data from the second terminal, the first data of the first terminal, and the sample label
corresponding to the first data, and the homomaorphic encryption algorithm is used to encrypt
the loss value to obtain the loss encryption value, such that during the process of calculating the
loss value, the first terminal cannot obtain the specific sample data of the second terminal,
realizing that during the process of calculating model parameters by the first terminal in
conjunction with the second terminal sample data, the loss value required to calculate the model
parameters can be calculated on the basis of not exposing the sample data of the second
terminal, which improves the privacy of the sample data of the second terminal during the
process of calculating the model parameters.

[0068] Based on the foregoing embodiment, a second embodiment of the model parameter

training method based on federation learning in the present disclosure is proposed.
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[0069] As shown in FIG. 5, in this embodiment, the model parameter training method based
on federation learning further includes:

[0070] Operation S50, calculating an encryption intermediate result according to the
encrypted second data and the first data, encrypting the encryption intermediate result with a
preset public key, to obtain a double encryption intermediate result.

[0071] As one of the ways to obtain the gradient value of the second terminal, in this
embodiment, the first terminal may calculate the encryption intermediate result according to the
encrypted second data and the obtained first data, and then encrypt the encrypted intermediate
result with the preset public key to obtain the double encryption intermediate result. The preset
public key is a public key generated by the first terminal according to the key pair generation
software, and is the public key of the first terminal.

[0072] Operation S60, sending the double encryption intermediate result to the second
terminal, so that the second terminal calculates a double encryption gradient value based on the
double encryption intermediate result.

[0073] Then, the double encryption intermediate result is sent to the second terminal, so
that the second terminal calculates the double encryption gradient value based on the double
encryption intermediate result, and the second terminal sends the double encryption gradient
value to the first terminal.

[0074] Operation S70, when receiving the double encryption gradient value returned by the
second terminal, decrypting the double encryption gradient value through a private key
corresponding to the preset public key, and sending the decrypted double encryption gradient
value to the second terminal, to enable the second terminal to decrypt the decrypted double
encryption gradient value to obtain a gradient value of the second terminal.

[0075] When receiving the double encryption gradient value returned by the second
terminal, the first terminal decrypts the double encryption gradient value once through a private
key (i.e., the private key of the first terminal) corresponding to the preset public key, and sends
the decrypted double encryption gradient value to the second terminal, such that the second
terminal decrypts the decrypted double encryption gradient value twice through its private key
(i.e., the private key of the second terminal) to obtain the gradient value of the second terminal.
Thus, the second terminal may update the model parameter according to the gradient value of
the second terminal.

[0076] In this embodiment, the first data and the second data communicated between the
first terminal and the second terminal are all encrypted data of the intermediate result of the

model, and there is no leakage of the original feature data. In addition, other data transmission
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processes are also encrypted, which can train the model parameter of the second terminal and
determine the model parameter of the second terminal while ensuring the privacy and security
of the terminal data.

[0077] Based on the foregoing embodiments, a third embodiment of the model parameter
training method based on federation learning in the present disclosure is proposed.

[0078] As shown in FIG. 6, in this embodiment, the model parameter training method based
on federation learning further includes:

[0079] Operation S80, receiving encryption sample data sent by the second terminal,
obtaining a first partial gradient value of the second terminal according to the encryption
sample data and the first data, and encrypting the first partial gradient value through the
homomorphic encryption algorithm to obtain the encrypted first partial gradient value, which is
a second gradient encryption value.

[0080] As yet another way to obtain the gradient value of the second terminal, in this
embodiment, the second terminal may send the encryption sample data to the first terminal, so
that the first terminal calculates the partial gradient value of the second terminal according to
the encryption sample data. Specifically, the first terminal receives the encryption sample data
sent by the second terminal, and then obtains the first partial gradient value of the second
terminal according to the encryption sample data and the first data obtained according to the
encrypted second data, uses the public key of the second terminal to encrypt the first partial
gradient value through a homomaorphic encryption algorithm to obtain the encrypted first partial
gradient value, which is the second gradient encrypted value.

[0081] Operation S90, sending the second gradient encryption value to the second terminal,
to enable the second terminal to obtain a gradient value of the second terminal based on the
second gradient encryption value and a second partial gradient value calculated according to the
second data.

[0082] Then, the second gradient encryption value is sent to the second terminal, such that
the second terminal obtains the gradient value of the second terminal based on the second
gradient encryption value and the second partial gradient value calculated according to the
second data. Specially, the second terminal calculates the second partial gradient value
according to the second data, and decrypts the received second gradient encrypted value to
obtain the first partial gradient value. Then, the first partial gradient value and the second partial
gradient value are combined to obtain the gradient value of the second terminal, and the second
terminal can update the model parameters according to the gradient value of the second

terminal.
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[0083] In this embodiment, the first terminal obtains a part of the gradient of the second
terminal (that is, the first partial gradient value) through the received encryption sample data
sent by the second terminal, then sends the encrypted first partial gradient value (that is, the
second gradient encryption value) to the second terminal, such that after decryption by the
second terminal, the first partial gradient value is obtained, thereby the first partial gradient
value and the second partial gradient value (calculated locally by the second terminal) are
further combined to obtain the gradient value of the second terminal, and the model parameters
are updated according to the gradient value of the second terminal. In the above manner, this
embodiment trains the model parameter of the second terminal to determine the model
parameter of the second terminal, and since the data communicated by the first terminal and the
second terminal are both encrypted, the privacy and security of the terminal data can be
guaranteed.

[0084] Besides, it should be noted that, as another way of obtaining the gradient value of
the second terminal, the same method as in the first embodiment may be used to calculate the
gradient value of the second terminal. Specially, the first terminal sends the encrypted first data
to the second terminal. When the second terminal receives the encrypted first data sent by the
first terminal, obtaining the loss encryption value and the gradient encryption value of the
second terminal according to the encrypted first data; randomly generating a random vector
with same dimension as the gradient encryption value of the second terminal, blurring the
gradient encryption value of the second terminal based on the random vector, and sending the
blurred gradient encryption value of the second terminal and the loss encryption value of the
second terminal to the first terminal; when receiving a decrypted gradient value and a decrypted
loss value of the second terminal returned by the first terminal based on the blurred gradient
encryption value of the second terminal and the loss encryption value of the second terminal,
detecting whether a model to be trained is in a convergent state according to the decrypted loss
value of the second terminal; and if the model to be trained is in the convergent state, obtaining
a gradient value of the second terminal according to the random vector and the decrypted
gradient value of the second terminal, that is, remove the random vector in the decrypted
gradient value of the second terminal to restore the true gradient value to obtain the gradient
value of the second terminal, and then determining a sample parameter corresponding to the
gradient value of the second terminal as a model parameter of the model to be trained. This
process is basically similar to that in the above-mentioned first embodiment, and reference may
be made to the above-mentioned first embodiment, which will not be repeated here.

[0085] Further, based on the above embodiments, a fourth embodiment of the model
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parameter training method based on federation learning in the present disclosure is proposed. In
this embodiment, after the operation S30, as shown in FIG. 7, the model parameter training
method based on federation learning further includes:

[0086] If the model to be trained is in a non-convergent state, then performing operation A:
obtaining a second gradient value according to the random vector and the decrypted first
gradient value, updating the second gradient value, and updating the sample parameter
according to the updated second gradient value.

[0087] In this embodiment, if the model to be trained is in a non-convergent state, that is,
when the difference is greater than the preset threshold, the first terminal obtains the second
gradient value according to the random vector and the decrypted first gradient value, that is,
removes the random vector in the decrypted first gradient value to restore the true gradient
value, to obtain the second gradient value, and then updates the second gradient value, and
correspondingly updates the sample parameter according to the updated second gradient value.
[0088] The method for updating the sample parameter is: calculating the product of the
updated second gradient value and the preset coefficient, and subtracting the product from the
sample parameter to obtain the updated sample parameter. Specifically, the formula used by the
first terminal to update its corresponding sample parameter according to the updated gradient
value is: w=wo-rg. W represents the sample parameter after the update, and wo represents the
sample parameter before the update; # is a coefficient, which is preset, that is, # is a preset
coefficient, and its corresponding value can be set according to specific needs; g is the updated
gradient value.

[0089] Operation B: generating a gradient value update instruction and sending the gradient
value update instruction to the second terminal, to enable the second terminal to update a
gradient value of the second terminal according to the gradient value update instruction, and
updates the sample parameter according to the updated gradient value of the second terminal.
[0090] The first terminal generates a corresponding gradient value update instruction and
sends the instruction to the second terminal, such that the second terminal updates the gradient
value of the second terminal according to the gradient value update instruction, and updates the
corresponding sample parameter according to the updated gradient value of the second terminal.
The update method of the sample parameter of the second terminal is basically the same as the
update method of the gradient value of the first terminal, and will not be repeated here.

[0091] It should be noted that the execution of operation B and operation A has no
particular order.

[0092] Further, based on the above embodiments, a fifth embodiment of the model
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parameter training method based on federation learning in the present disclosure is proposed. in
this embodiment, after the operation S30, the model parameter training method based on
federation learning further includes:

[0093] Operation C, after the first terminal determines the model parameter and receives an
execution request, sending the execution request to the second terminal, to enable the second
terminal, after receiving the execution request, to return a first prediction score to the first
terminal according to the model parameter and a variable value of feature variable
corresponding to the execution request.

[0094] In this embodiment, after the first terminal determines the model parameters, the
first terminal detects whether the execution request is received. After the first terminal receives
the execution request, the first terminal sends the execution request to the second terminal.
After the second terminal receives the execution request, the second terminal obtains its
corresponding model parameter and obtains the variable value of the feature variable
corresponding to the execution request. The first prediction score is calculated according to the
model parameter and the variable value, and the first prediction score is sent to the first terminal.

It is understandable that the formula for the first terminal to calculate the first prediction score
is WI\XA =W Xy +Wo X, - - W X,

[0095] Operation D, after receiving the first prediction score, calculating a second
prediction score according to the determined model parameter and the variable value of the
feature variable corresponding to the execution request.

[0096] After the first terminal receives the first prediction score sent by the second terminal,
the first terminal calculates the second prediction score according to the determined model
parameter and the variable value of the feature variable corresponding to the execution request.

The formula for the first terminal to calculate the second prediction score is:
T
We Xg = W, Xy + W, X, - - W X, .

[0097] Operation E, adding the first prediction score and the second prediction score to
obtain a prediction score sum, inputting the prediction score sum into the model to be trained to
obtain a model score, and determining whether to execute the execution request according to
the model score.

[0098] When the first terminal obtains the first prediction score and the second prediction
score, the first terminal adds the first prediction score and the second prediction score to obtain
the sum of the prediction scores, and inputs the sum of the prediction score into the model to be
trained to obtain the model score. The expression for predicting the sum of scores is:
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W' X =W, X, +W] X, . The expression of the model to be trained is: P(y =qx)=mx;m .
[0099] After obtaining the model score, the first terminal can determine whether to execute
the execution request according to the model score. For example, when the model to be trained
is a fraud model and the execution request is a loan request, if the calculated model score is
greater than or equal to the preset score, the first terminal determines that the loan request is a
fraud request and refuses to execute the loan request; if the calculated model score is less than
the preset score, the first terminal determines that the loan request is a real loan request, and
executes the loan request.

[0100] In this embodiment, after receiving the execution request through the first terminal,
the execution request is analyzed through the model to be trained to determine whether to
execute the execution request, which improves the security during the process of executing the
request by the first terminal.

[0101] The present disclosure further provides a model parameter training apparatus based
on federation learning.

[0102] As shown in FIG. 8, FIG. 8 is a schematic diagram of functional modules of a model
parameter training apparatus based on federation learning according to a first embodiment of
the present disclosure.

[0103] The model parameter training apparatus based on federation learning includes:
[0104] a data acquisition module 10 configured to, when a first terminal receives encrypted
second data sent by a second terminal, obtain a loss encryption value and a first gradient
encryption value according to the encrypted second data;

[0105] a first sending module 20 configured to randomly generate a random vector with
same dimension as the first gradient encryption value, blur the first gradient encryption value
based on the random vector, and send the blurred first gradient encryption value and the loss
encryption value to the second terminal;

[0106] a model detection module 30 configured to, when receiving a decrypted first
gradient value and a decrypted loss value returned by the second terminal based on the blurred
first gradient encryption value and the loss encryption value, detect whether a model to be
trained is in a convergent state according to the decrypted loss value; and

[0107] a parameter determination module 40 configured to, if the model to be trained is in
the convergent state, obtain a second gradient value according to the random vector and the
decrypted first gradient value and determine a sample parameter corresponding to the second
gradient value as a model parameter of the model to be trained.
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[0108] Further, the data acquisition module 10 includes:

[0109] a first acquisition unit configured to, when the first terminal receives the encrypted
second data sent by the second terminal, obtain first data and a sample label corresponding to
the first data;

[0110] a first encryption unit configured to calculate a loss value based on the first data, the
encrypted second data, the sample label, and a preset loss function, and encrypt the loss value
through a homomaorphic encryption algorithm to obtain the encrypted loss value, which is the
loss encryption value; and

[0111] a second encryption unit configured to obtain a gradient function according to the
preset loss function, calculate a first gradient value according to the gradient function, and
encrypt the first gradient value through the homomorphic encryption algorithm to obtain the
encrypted first gradient value, which is the first gradient encryption value.

[0112] Further, the model parameter training apparatus based on federation learning further
includes:

[0113] a first encryption module configured to calculate an encryption intermediate result
according to the encrypted second data and the first data, encrypt the encryption intermediate
result with a preset public key, to obtain a double encryption intermediate result;

[0114] a first calculation module configured to send the double encryption intermediate
result to the second terminal, so that the second terminal calculates a double encryption gradient
value based on the double encryption intermediate result; and

[0115] a second decryption module configured to, when receiving the double encryption
gradient value returned by the second terminal, decrypt the double encryption gradient value
through a private key corresponding to the preset public key, and send the decrypted double
encryption gradient value to the second terminal, to enable the second terminal to decrypt the
decrypted double encryption gradient value to obtain a gradient value of the second terminal.
[0116] Further, the model parameter training apparatus based on federation learning further
includes:

[0117] a second encryption module configured to receive encryption sample data sent by
the second terminal, obtain a first partial gradient value of the second terminal according to the
encryption sample data and the first data, and encrypt the first partial gradient value through the
homomorphic encryption algorithm to obtain the encrypted first partial gradient value, which is
a second gradient encryption value; and

[0118] a second sending module configured to send the second gradient encryption value to

the second terminal, to enable the second terminal to obtain a gradient value of the second
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terminal based on the second gradient encryption value and a second partial gradient value
calculated according to the second data.

[0119] Further, the model parameter training apparatus based on federation learning further
includes:

[0120] a parameter updating module configured to, if the model to be trained is in a
non-convergent state, obtain a second gradient value according to the random vector and the
decrypted first gradient value, update the second gradient value, and update the sample
parameter according to the updated second gradient value; and

[0121] an instruction sending module configured to generate a gradient value update
instruction and send the gradient value update instruction to the second terminal, to enable the
second terminal to update a gradient value of the second terminal according to the gradient
value update instruction, and updates the sample parameter according to the updated gradient
value of the second terminal.

[0122] Further, the model parameter training apparatus based on federation learning further
includes:

[0123] a third sending module configured to, after the first terminal determines the model
parameter and receives an execution request, send the execution request to the second terminal,
to enable the second terminal, after receiving the execution request, to return a first prediction
score to the first terminal according to the model parameter and a variable value of feature
variable corresponding to the execution request;

[0124] a second calculation module configured to, after receiving the first prediction score,
calculate a second prediction score according to the determined model parameter and the
variable value of the feature variable corresponding to the execution request; and

[0125] a score acquisition module configured to add the first prediction score and the
second prediction score to obtain a prediction score sum, input the prediction score sum into the
model to be trained to obtain a model score, and determine whether to execute the execution
request according to the model score.

[0126] Further, the model detection module 30 includes:

[0127] a second acquisition unit configured to obtain a first loss value previously obtained
by the first terminal, and record the decrypted loss value as a second loss value;

[0128] a difference determination unit configured to calculate a difference between the first
loss value and the second loss value, and determine whether the difference is less than or equal
to a preset threshold,;

[0129] a first determination unit configured to, when the difference is less than or equal to
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the preset threshold, determine that the model to be trained is in the convergent state; and

[0130] a second determination unit configured to, when the difference is greater than the
preset threshold, determine that the model to be trained is in a non-convergent state.

[0131] The functions of each module in the above-mentioned model parameter training
apparatus based on federation learning correspond to the operations in the embodiment of the
above-mentioned model parameter training method based on federation learning, and their
functions and implementation processes will not be repeated here.

[0132] The present disclosure further provides a storage medium. A model parameter
training program based on federation learning is stored on the storage medium, and the model
parameter training program based on federation learning, when executed by a processor,
implements the operations of the model parameter training method based on federation learning
of any one of the above embodiments.

[0133] The specific embodiments of the storage medium of the present disclosure are
basically the same as the foregoing embodiments of the model parameter training method based
on federation learning, and will not be repeated here.

[0134] It should be noted that in this document, the terms “comprise”, “include” or any
other variants thereof are intended to cover a non-exclusive inclusion. Thus, a process, method,
article, or system that includes a series of elements not only includes those elements, but also
includes other elements that are not explicitly listed, or also includes elements inherent to the
process, method, article, or system. If there are no more restrictions, the element defined by the
sentence “including a...” does not exclude the existence of other identical elements in the
process, method, article or system that includes the element.

[0135] The serial numbers of the foregoing embodiments of the present disclosure are only
for description, and do not represent the advantages and disadvantages of the embodiments.
[0136] Through the description of the above embodiment, those skilled in the art can clearly
understand that the above-mentioned embodiments can be implemented by software plus a
necessary general hardware platform, of course, it can also be implemented by hardware, but in
many cases the former is a better implementation. Based on this understanding, the technical
solution of the present disclosure can be embodied in the form of software product in essence or
the part that contributes to the existing technology. The computer software product is stored on
a storage medium (such as ROM/RAM, magnetic disk, optical disk) as described above,
including several instructions to cause a terminal device (which can be a mobile phone, a
computer, a server, an air conditioner, or a network device, etc.) to execute the method

described in each embodiment of the present disclosure.

20



[0137] The above are only some embodiments of the present disclosure, and do not limit
the scope of the present disclosure thereto. Under the inventive concept of the present
disclosure, equivalent structural transformations made according to the description and
drawings of the present disclosure, or direct/indirect application in other related technical fields

are included in the scope of the present disclosure.
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What is claimed is:

1. A model parameter training method based on federation learning, wherein the method is
only based on data from both federation parties, and the federation parties comprises a first
terminal and a second terminal, the method comprising the following operations:

when the first terminal receives encrypted second data sent by the second terminal,
obtaining a loss encryption value and a first gradient encryption value according to the
encrypted second data;

randomly generating a random vector with same dimension as the first gradient encryption
value, blurring the first gradient encryption value based on the random vector, and sending the
blurred first gradient encryption value and the loss encryption value to the second terminal;

when receiving a decrypted first gradient value and a decrypted loss value returned by the
second terminal based on the blurred first gradient encryption value and the loss encryption
value, detecting whether a model to be trained is in a convergent state according to the
decrypted loss value; and

if the model to be trained is in the convergent state, obtaining a second gradient value
according to the random vector and the decrypted first gradient value and determining a sample
parameter corresponding to the second gradient value as a model parameter of the model to be

trained.

2. The model parameter training method based on federation learning of claim 1, wherein
the operation of when a first terminal receives encrypted second data sent by a second terminal,
obtaining a loss encryption value and a first gradient encryption value according to the
encrypted second data comprises:

when the first terminal receives the encrypted second data sent by the second terminal,
obtaining first data and a sample label corresponding to the first data;

calculating a loss value based on the first data, the encrypted second data, the sample label,

and a preset loss function, and encrypting the loss value through a homomorphic encryption
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algorithm to obtain the encrypted loss value which is the loss encryption value; and

obtaining a gradient function according to the preset loss function, calculating a first
gradient value according to the gradient function, and encrypting the first gradient value
through the homomorphic encryption algorithm to obtain the encrypted first gradient value

which is the first gradient encryption value.

3. The model parameter training method based on federation learning of claim 2, further
comprising:

calculating an encryption intermediate result according to the encrypted second data and
the first data, encrypting the encryption intermediate result with a preset public key, to obtain a
double encryption intermediate result;

sending the double encryption intermediate result to the second terminal, to enable the
second terminal to calculate a double encryption gradient value based on the double encryption
intermediate result; and

when receiving the double encryption gradient value returned by the second terminal,
decrypting the double encryption gradient value through a private key corresponding to the
preset public key, and sending the decrypted double encryption gradient value to the second
terminal, to enable the second terminal to decrypt the decrypted double encryption gradient

value to obtain a gradient value of the second terminal.

4. The model parameter training method based on federation learning of claim 2, further
comprising:

receiving encryption sample data sent by the second terminal, obtaining a first partial
gradient value of the second terminal according to the encryption sample data and the first data,
and encrypting the first partial gradient value through the homomorphic encryption algorithm to
obtain the encrypted first partial gradient value which is a second gradient encryption value;
and

sending the second gradient encryption value to the second terminal, to enable the second
terminal to obtain a gradient value of the second terminal based on the second gradient
encryption value and a second partial gradient value calculated according to the second data.
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5. The model parameter training method based on federation learning of claim 3, wherein
after the operation of detecting whether a model to be trained is in a convergent state according
to the decrypted loss value, the method further comprises:

if the model to be trained is in a non-convergent state, obtaining a second gradient value
according to the random vector and the decrypted first gradient value, updating the second
gradient value, and updating the sample parameter according to the updated second gradient
value; and

generating a gradient value update instruction and sending the gradient value update
instruction to the second terminal, to enable the second terminal to update a gradient value of
the second terminal according to the gradient value update instruction, and update the sample

parameter according to the updated gradient value of the second terminal.

6. The model parameter training method based on federation learning of claim 1, wherein
after the operation of obtaining a second gradient value according to the random vector and the
decrypted first gradient value and determining a sample parameter corresponding to the second
gradient value as a model parameter of the model to be trained, the method further comprises:

after the first terminal determines the model parameter and receives an execution request,
sending the execution request to the second terminal, to enable the second terminal, after
receiving the execution request, to return a first prediction score to the first terminal according
to the model parameter and a variable value of feature variable corresponding to the execution
request;

after receiving the first prediction score, calculating a second prediction score according to
the determined model parameter and the variable value of the feature variable corresponding to
the execution request; and

adding the first prediction score and the second prediction score to obtain a prediction
score sum, inputting the prediction score sum into the model to be trained to obtain a model

score, and determining whether to execute the execution request according to the model score.

7. The model parameter training method based on federation learning of claim 1, wherein
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the operation of detecting whether a model to be trained is in a convergent state according to the
decrypted loss value comprises:

obtaining a first loss value previously obtained by the first terminal, and recording the
decrypted loss value as a second loss value;

calculating a difference between the first loss value and the second loss value, and
determining whether the difference is less than or equal to a preset threshold;

when the difference is less than or equal to the preset threshold, determining that the model
to be trained is in the convergent state; and

when the difference is greater than the preset threshold, determining that the model to be

trained is in a non-convergent state.

8. A model parameter training apparatus based on federation learning, wherein the
apparatus is only based on data from both federation parties, and the federation parties
comprises a first terminal and a second terminal, the apparatus comprising:

a data acquisition module configured to, when the first terminal receives encrypted second
data sent by the second terminal, obtain a loss encryption value and a first gradient encryption
value according to the encrypted second data;

a first sending module configured to randomly generate a random vector with same
dimension as the first gradient encryption value, blur the first gradient encryption value based
on the random vector, and send the blurred first gradient encryption value and the loss
encryption value to the second terminal;

a model detection module configured to, when receiving a decrypted first gradient value
and a decrypted loss value returned by the second terminal based on the blurred first gradient
encryption value and the loss encryption value, detect whether a model to be trained is in a
convergent state according to the decrypted loss value; and

a parameter determination module configured to, if the model to be trained is in the
convergent state, obtain a second gradient value according to the random vector and the
decrypted first gradient value and determine a sample parameter corresponding to the second

gradient value as a model parameter of the model to be trained.
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9. The model parameter training apparatus based on federation learning of claim 8§,
wherein the data acquisition module includes:

a first acquisition unit configured to, when the first terminal receives the encrypted second
data sent by the second terminal, obtain first data and a sample label corresponding to the first
data;

a first encryption unit configured to calculate a loss value based on the first data, the
encrypted second data, the sample label, and a preset loss function, and encrypt the loss value
through a homomorphic encryption algorithm to obtain the encrypted loss value which is the
loss encryption value; and

a second encryption unit configured to obtain a gradient function according to the preset
loss function, calculate a first gradient value according to the gradient function, and encrypt the
first gradient value through the homomorphic encryption algorithm to obtain the encrypted first

gradient value which is the first gradient encryption value.

10. The model parameter training apparatus based on federation learning of claim 9,
further comprising:

a first encryption module configured to calculate an encryption intermediate result
according to the encrypted second data and the first data, encrypt the encryption intermediate
result with a preset public key, to obtain a double encryption intermediate result;

a first calculation module configured to send the double encryption intermediate result to
the second terminal, to enable the second terminal to calculate a double encryption gradient
value based on the double encryption intermediate result; and

a second decryption module configured to, when receiving the double encryption gradient
value returned by the second terminal, decrypt the double encryption gradient value through a
private key corresponding to the preset public key, and send the decrypted double encryption
gradient value to the second terminal, to enable the second terminal to decrypt the decrypted

double encryption gradient value to obtain a gradient value of the second terminal.

11. The model parameter training apparatus based on federation learning of claim 9,
further comprising:
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a second encryption module configured to receive encryption sample data sent by the
second terminal, obtain a first partial gradient value of the second terminal according to the
encryption sample data and the first data, and encrypt the first partial gradient value through the
homomorphic encryption algorithm to obtain the encrypted first partial gradient value which is
a second gradient encryption value; and

a second sending module configured to send the second gradient encryption value to the
second terminal, to enable the second terminal to obtain a gradient value of the second terminal
based on the second gradient encryption value and a second partial gradient value calculated

according to the second data.

12. The model parameter training apparatus based on federation learning of claim 10,
further comprising:

a parameter updating module configured to, if the model to be trained is in a
non-convergent state, obtain a second gradient value according to the random vector and the
decrypted first gradient value, update the second gradient value, and update the sample
parameter according to the updated second gradient value; and

an instruction sending module configured to generate a gradient value update instruction
and send the gradient value update instruction to the second terminal, to enable the second
terminal to update a gradient value of the second terminal according to the gradient value
update instruction, and update the sample parameter according to the updated gradient value of

the second terminal.

13. The model parameter training apparatus based on federation learning of claim 10,
further comprising:

a third sending module configured to, after the first terminal determines the model
parameter and receives an execution request, send the execution request to the second terminal,
to enable the second terminal, after receiving the execution request, to return a first prediction
score to the first terminal according to the model parameter and a variable value of feature
variable corresponding to the execution request;

a second calculation module configured to, after receiving the first prediction score,
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calculate a second prediction score according to the determined model parameter and the
variable value of the feature variable corresponding to the execution request; and

a score acquisition module configured to add the first prediction score and the second
prediction score to obtain a prediction score sum, input the prediction score sum into the model
to be trained to obtain a model score, and determine whether to execute the execution request

according to the model score.

14. The model parameter training apparatus based on federation learning of claim 8,
wherein the model detection module includes:

a second acquisition unit configured to obtain a first loss value previously obtained by the
first terminal, and record the decrypted loss value as a second loss value;

a difference determination unit configured to calculate a difference between the first loss
value and the second loss value, and determine whether the difference is less than or equal to a
preset threshold;

a first determination unit configured to, when the difference is less than or equal to the
preset threshold, determine that the model to be trained is in the convergent state; and

a second determination unit configured to, when the difference is greater than the preset

threshold, determine that the model to be trained is in a non-convergent state.

15. A model parameter training device based on federation learning, wherein the device is
only based on data from both federation parties, and the federation parties comprises a first
terminal and a second terminal, the device comprising: a memory, a processor, and a model
parameter training program based on federation learning stored on the memory and executable
on the processor, the model parameter training program based on federation learning, when
executed by the processor, implements the following operations:

when a first terminal receives encrypted second data sent by a second terminal, obtaining a
loss encryption value and a first gradient encryption value according to the encrypted second
data;

randomly generating a random vector with same dimension as the first gradient encryption
value, blurring the first gradient encryption value based on the random vector, and sending the
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blurred first gradient encryption value and the loss encryption value to the second terminal;

when receiving a decrypted first gradient value and a decrypted loss value returned by the
second terminal based on the blurred first gradient encryption value and the loss encryption
value, detecting whether a model to be trained is in a convergent state according to the
decrypted loss value; and

if the model to be trained is in the convergent state, obtaining a second gradient value
according to the random vector and the decrypted first gradient value and determining a sample
parameter corresponding to the second gradient value as a model parameter of the model to be

trained.

16. The model parameter training device based on federation learning of claim 15, wherein
the model parameter training program based on federation learning, when executed by the
processor, further implements the following operations:

when the first terminal receives the encrypted second data sent by the second terminal,
obtaining first data and a sample label corresponding to the first data;

calculating a loss value based on the first data, the encrypted second data, the sample label,
and a preset loss function, and encrypting the loss value through a homomorphic encryption
algorithm to obtain the encrypted loss value, which is the loss encryption value; and

obtaining a gradient function according to the preset loss function, calculating a first
gradient value according to the gradient function, and encrypting the first gradient value
through the homomorphic encryption algorithm to obtain the encrypted first gradient value,

which is the first gradient encryption value.

17. The model parameter training device based on federation learning of claim 16, wherein
the model parameter training program based on federation learning, when executed by the
processor, further implements the following operations:

calculating an encryption intermediate result according to the encrypted second data and
the first data, encrypting the encryption intermediate result with a preset public key, to obtain a
double encryption intermediate result;

sending the double encryption intermediate result to the second terminal, so that the
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second terminal calculates a double encryption gradient value based on the double encryption
intermediate result; and

when receiving the double encryption gradient value returned by the second terminal,
decrypting the double encryption gradient value through a private key corresponding to the
preset public key, and sending the decrypted double encryption gradient value to the second
terminal, to enable the second terminal to decrypt the decrypted double encryption gradient

value to obtain a gradient value of the second terminal.

18. A storage medium, wherein a model parameter training program based on federation
learning is stored on the storage medium, the storage medium is only based on data from both
federation parties, the federation parties comprises a first terminal and a second terminal, and
the model parameter training program based on federation learning, when executed by a
processor, implements the following operations:

when a first terminal receives encrypted second data sent by a second terminal, obtaining a
loss encryption value and a first gradient encryption value according to the encrypted second
data;

randomly generating a random vector with same dimension as the first gradient encryption
value, blurring the first gradient encryption value based on the random vector, and sending the
blurred first gradient encryption value and the loss encryption value to the second terminal;

when receiving a decrypted first gradient value and a decrypted loss value returned by the
second terminal based on the blurred first gradient encryption value and the loss encryption
value, detecting whether a model to be trained is in a convergent state according to the
decrypted loss value; and

if the model to be trained is in the convergent state, obtaining a second gradient value
according to the random vector and the decrypted first gradient value and determining a sample
parameter corresponding to the second gradient value as a model parameter of the model to be

trained.

19. The storage medium of claim 18, wherein the model parameter training program based
on federation learning, when executed by the processor, further implements the following
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operations:

when the first terminal receives the encrypted second data sent by the second terminal,
obtaining first data and a sample label corresponding to the first data;

calculating a loss value based on the first data, the encrypted second data, the sample label,
and a preset loss function, and encrypting the loss value through a homomorphic encryption
algorithm to obtain the encrypted loss value, which is the loss encryption value; and

obtaining a gradient function according to the preset loss function, calculating a first
gradient value according to the gradient function, and encrypting the first gradient value
through the homomorphic encryption algorithm to obtain the encrypted first gradient value,

which is the first gradient encryption value.

20. The storage medium of claim 19, wherein the model parameter training program based
on federation learning, when executed by the processor, further implements the following
operations:

calculating an encryption intermediate result according to the encrypted second data and
the first data, encrypting the encryption intermediate result with a preset public key, to obtain a
double encryption intermediate result;

sending the double encryption intermediate result to the second terminal, so that the
second terminal calculates a double encryption gradient value based on the double encryption
intermediate result; and

when receiving the double encryption gradient value returned by the second terminal,
decrypting the double encryption gradient value through a private key corresponding to the
preset public key, and sending the decrypted double encryption gradient value to the second
terminal, to enable the second terminal to decrypt the decrypted double encryption gradient

value to obtain a gradient value of the second terminal.
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