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Blockchain-Implemented Svyvstems and Methods tor Concurrent Bvtecode Interpretation

[0001] This invention relates generally to computer-implemented methods of processing
blockchain transactions, and more particularly to implementing locking scripts within the
structure of blockchain transaction processing to support concurrent and/or asynchronous
thread execution. This invention 1s particularly suited to, but not limited to, use 1n methods

and apparatus that process and transact in smart contract transactions.

[0002] In this document, the term “blockchain” refers to any of several types of electronic,
computer-based, distributed ledgers. These include consensus-based blockchain and
transaction-chain technologies, permissioned and un-permissioned ledgers, shared ledgers
and variations thereof. The most widely known application of blockchain technology 1s
the Bitcoin blockchain, although other blockchain implementations have been proposed
and developed. While the example of Bitcoin may be referred to herein for the purpose of
convenience and 1llustration in the present disclosure, 1t should be noted that the invention
1s not limited to use with the Bitcoin blockchain; and alternative blockchain
implementations and protocols fall within the scope of the present invention. For example,
the invention may be useful 1n other blockchain implementations that have limitations
similar to Bitcoin regarding what constraints can be encoded within transactions. The term

“Bitcoin” 1s used herein to include any variant of the Bitcoin protocol.

[0003] A blockchain 1s a peer-to-peer, electronic ledger that 1s implemented as a computer-
based, decentralised, distributed system made up of blocks, which 1n turn are made up of
transactions and other information. A blockchain system or blockchain network comprises
a plurality of blockchain nodes and a set of operations. A blockchain node might be
configured to perform some or all of the operations 1n the set of operations. Various
blockchain nodes might be implemented as computer hardware, computer software, or a
combination of both, operated by a node operator, wherein node operators can be
independent and unrelated to other node operators. Blockchain nodes might each maintain
a copy of the blockchain ledger, or some portion of 1it. The set of operations might include
creating transactions, propagating transactions, reading the blockchain ledger, evaluating

the blockchain ledger, generating (mining) a new block for proposed addition to the
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blockchain ledger, communicating with other blockchain nodes, and providing wallet

functions for a user to manage blockchain assets.

[0004] The blockchain ledger 1s decentralised, 1n that there 1s no single blockchain node or
entity that decides when the ledger gets modified. Instead, the blockchain nodes each are
programmed with knowledge of rules of the blockchain protocol 1n order to verify the
blockchain ledger and verify that actions taken by other blockchain nodes are consistent
with those rules. The term “blockchain” may refer to the fact that a blockchain ledger
comprises a series of chained blocks, each representable as a data structure in computer
memory, readable by a computer process and transmittable as a data transmission. A block
comprises one or more transactions, also representable as data structures 1n computer
memory, readable by a computer process and transmittable as a data transmission. The
blocks are chained, 1n that each new block that 1s officially added to the blockchain
contains immutable references to an immediately previous block, which contains

immutable references to i1ts immediate prior block, and so on.

[000S5] One of the rules of the blockchain protocol would be that once a block 1s added to
the blockchain, 1t cannot be changed, 1.e., 1t 1s immutable, and the only modification
possible of the blockchain ledger 1s the addition of a new block. Since blockchain nodes
are programmed with that as a rule, they would not modify blocks 1n their copy of the
blockchain ledger, but only add blocks, and even then, only add blocks after running a
verification process on the proposed block to ensure 1t complies with the blockchain
protocol. Since blocks are immutable once added to the ledger, transactions 1n a block are

also immutable.

[0006] Some of the nodes of the blockchain network operate to create transactions. It 1s
contemplated that the creation of transactions can involve operations involving an
electronic wallet node, an agent node, or some other node of the blockchain network.
When a blockchain node creates a transaction, 1t creates a data object that contains the
details of the transaction and then sends or broadcasts that data object to other blockchain
nodes that 1t can connect to over the blockchain network, 1n a peer-to-peer fashion
typically. Some blockchain nodes operate as “miners” and collect one or more

transactions, form a data structure corresponding to a block, perform some computations to
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validate the transactions that are put into the block, solve a puzzle, place the solution to the
puzzle into the data structure and attempt to propagate the block to other blockchain nodes.
The puzzle might be 1n the form of a nontrivial computation that 1s specific to the data of
the transactions and the present state of the blockchain ledger, such as the number of

blocks 1n the ledger and data from the last block added.

[0007] By having the puzzle be dependent on the transactions, a rogue blockchain node
cannot propagate a block that was made up ahead of time. By having a nontrivial puzzle to
solve, a rogue blockchain node cannot simply 1nject blocks 1into the blockchain network,
but requires that a blockchain node do some significant computational task to prove that 1t
put in the effort (1n effect, showing a solution to a hard problem 1s a “proof-of-work™).
Preferably, in a blockchain protocol, the proof-of-work 1s nontrivial, but verification that
the puzzle was solved and the work was done 1s easy. That means that the other
blockchain nodes do not necessarily have to trust the blockchain node that 1s proposing the
new block to add to the ledger. If verified by another blockchain node, that blockchain
node will add the new block to the end of 1ts copy of the blockchain ledger and propagate
the new block to other blockchain nodes. As other blockchain nodes perform the same
verification, they will also conclude that the block 1s valid and 1s to be added to the
blockchain ledger, so they will add 1t to their copy of the blockchain ledger. If a
blockchain node determines that the proposed new block 1s not valid, 1t will not add 1t to 1ts
copy of the blockchain ledger and will not propagate 1t. Because validity 1in the blockchain
1S consensus-based, a transaction 1s considered valid 1f a majority of nodes agree that a

transaction 1s valid.

[0008] A blockchain system typically operates such that node owners and operators do not
necessarily trust other node owners and operators. Instead, the protocols make 1t
computationally infeasible to perform certain operations that are not permitted by the
protocol, such as modifying earlier blocks, proposing a new block without a corresponding
proof-of-work, or including invalid transactions. Specific trust 1s not needed when 1t 1s
computationally infeasible to perform an operation that 1s not allowed by the blockchain

protocol in a manner that would go unnoticed by other nodes.
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[0009] In order for a transaction to be included 1n a block that gets written to the
blockchain, (1) the mining blockchain node (or a validation node) would validate the
transaction, (2) the mining blockchain node would attempt to propagate a block that
contained that transaction, and (3) the other nodes would verify the validity of the block
and validity of the transactions 1n that block. As the mining blockchain node would be
programmed or configured with those rules 1n mind, the mining blockchain node would not
likely include a transaction that failed to verify into a block, as such a block would not be
accepted by other nodes and the mining node would obtain no benefit. One such benefit of
mining for some blockchain systems i1s that 1f a block 1s accepted, the block 1s allowed to
include a “reward” transaction, wherein a specified amount of value 1s allocated to the
operator of that node without the need for a corresponding reduction of value from some
other entity. In this manner, successful miners are compensated by value created with the
block. In addition, as explained below, transactions can include transaction fees, which
would also go to the miner controlling the mining blockchain node and which also require

that the transaction be verifiable as valid 1n order for that miner to see any compensation.

[0010] A transaction 1n a blockchain network contains various data elements, including a
transaction value and other data elements. In a decentralised, distributed ledger system, the
ledger 1s public, so anyone can view the ledger and see transactions. In a blockchain
ledger, there 1s a genesis transaction that starts the blockchain and ascribes some unit of
value to that genesis transaction. In examples herein, for explanatory purposes, the unit of

value 1s a cryptocurrency, but other variations that employ other digital assets are possible.

[0011] A transaction other than the genesis transaction and reward transactions involves
“spending” the value of one or more existing transactions on the blockchain ledger, and
when such a transaction 1s added to the blockchain ledger, 1t in turn can be spent. Each
unspent transaction specifies, 1n a public manner, the requirements needed 1n order to
spend the value of that transaction. A simple requirement might be “You must first prove
that you are Alice, and then you can spend this”. Alice might then create a new transaction
that “spends” that transaction’s value, where Alice’s new transaction proves that it came
from Alice and has a pointer to that previous transaction. For reward transactions, there 1s

a transaction value but the reward transaction does not “spend” a previous transaction. Of



WO 2019/116184 PCT/IB2018/059757

course, for Alice’s transaction to be accepted by the blockchain network, 1t cannot refer to

an already spent transaction and must actually prove that Alice created it.

[0012] By the blockchain protocol and thus by agreement of the blockchain nodes, a
transaction 1s not valid if 1t points to a previous transaction output that has already been
spent, 1.e., for which the ledger contains a valid existing transaction input that points to that
previous transaction output. To prevent any interloper from creating a new transaction
input that “spends” the value represented by a previous unspent transaction output, each
transaction output includes data representing requirements imposed on any claimant who
would create such a transaction and since unspent transaction outputs are immutable, that

data cannot be altered. Of course, spent transactions are also immutable.

[0013] In the example above, Alice might have created the spending transaction so that the
value 1n the previous transaction that she alone had the ability to unlock could be
transferred to Bob, 1.e., so that there would now be a new unspent transaction that only Bob
had the ability to unlock and thereby spend. Alice’s created spending transaction might
include data corresponding to the following requirement: “Anyone 1s free to point to this
transaction — and thereby spend all of 1ts value — i1f they can supply sufticient information
to prove that they know Bob’s private key”. Assuming Bob i1s careful, Bob would be the
only person able to create a valid transaction that spends that transaction. In effect, Bob
owns that value and 1s the only one who could spend that value. Note that this does not
require that Bob trust any of the operators of blockchain nodes or trust any other party who
has the ability to create transactions. All Bob needs to trust 1s that a rogue party cannot

entirely take over a majority of the blockchain nodes.

[0014] In a specific case, one transaction entirely spends exactly one previous unspent
transaction and that one transaction can be entirely spent by a later transaction or not at all.
In the general case, a transaction has one or more transaction inputs and one or more
transaction outputs, where each transaction input references a transaction output of a
previous transaction (and that transaction output has a spendable value), and each
transaction output has a spendable value (that remains unspent until 1t 1s spent/referenced
by a transaction input of a future transaction). A transaction output of a transaction

specifies a spendable unit of the transaction in that 1t 1s spent entirely or not at all. In some
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examples described herein, a transaction 1s referred to as being “spent”, and 1t should be
understood that where a transaction has multiple transaction outputs, the description might

cover cases where fewer than all of the transaction’s outputs are spent.

[0015] Where a transaction can have multiple transaction outputs, different transaction
outputs of that transaction can be spent at different times. When the transaction 1s created,
1ts transaction outputs are considered unspent. Each transaction output can be spent by a
transaction input of a later transaction or remains unspent. If a transaction has a
transaction input that attempts to spend a transaction output of a previous transaction after
the transaction output of the previous transaction has already been spent, blockchain nodes

would reject that as being an invalid transaction.

[0016] In the case where a party, Alice, controls an unspent transaction output valued at X
and wants to spend only a part, Y, of that transaction output, Alice can specify a new
transaction that has multiple transaction outputs, one that 1s a transaction output with value
Y that can only be spent by Bob, and one that 1s a transaction output with value X-Y that
can only be spent by Alice. In effect, the original transaction output 1s entirely spent, but

there 1s a new transaction output “making change” that belongs to Alice.

[0017] The number of transaction inputs of a transaction and the number of transaction
outputs of that transaction need not be the same. However, in order to be a valid
transaction, the sum of the values specified 1n the transaction output(s) of the transaction
should not exceed the sum of the values of the previous transaction output(s) that are spent
by the transaction input(s) of the transaction, and 1n some cases will be less, with some
exceptions. For the genesis transaction and reward transactions, the sum of the values of
the transaction output(s) can be greater than the sum of the values of the transaction
input(s), or there need not be any inputs at all, but for regular transactions, the transaction
would be 1invalid 1f the sum of the values of 1ts transaction output(s) exceeded the sum of
the values of its transaction input(s). For some transactions, the sum of the values of 1ts
transaction output(s) can be less than the sum of the values of 1ts transaction input(s), in
which case, the successful miner adds a transaction fee transaction for the difference, thus
balancing and creating an incentive for the miner to process the transaction. In the Bitcoin

protocol, this 1s a Coin base transaction that 1s added to a block and has spendable outputs
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equal to the sum of the transaction fees of all of the other transactions included 1n a Bitcoin
block (i.e., the sum of the differences of all the inputs and outputs of all the included

transactions), plus the reward for creating a new block.

[0018] Each transaction output of a transaction includes the constraints that must be met in
order to spend that output’s value. In some blockchain protocols, the constraints are
embedded 1n a “locking script” that specifies data and script commands that define what
those constraints are. The locking script acts as an encumbrance on the value represented
1n a transaction output, in that another actor cannot “spend” the value represented 1n a

transaction output unless they can “unlock™ the locking script of that transaction output.

[0019] Each transaction input to a spending transaction spends a transaction output of a
previous transaction. An “unlocking script” of the spending transaction input specifies
data and script commands for satistying the constraints specified by the locking script of
the previous transaction output. Only by satistying these constraints can that spending
transaction spend that transaction output of the previous transaction. Thus, a valid
transaction specifies at least one input, and each input of a valid spending transaction
includes a pointer to a previous transaction output (the one being spent) and an unlocking
script that “unlocks” the locking script of the previous transaction output. A blockchain
node that operates according to the corresponding blockchain protocol will execute the
locking script and the unlocking script together to verity the transaction input. In a
particular system, the scripts are stack-based and a veritying blockchain node will start
with an empty stack, execute the unlocking script, which may leave data objects on the

stack, then execute the locking script, which may use data objects on the stack.

[0020] When the verifying blockchain node combines the locking script and the unlocking
script and executes the combination, the result after execution will either be “TRUE” or
“FALSE”. In some cases, execution of the scripts ends with a FALSE result before the
script 1s completely executed. For example, suppose that for a given script execution, there
are two values that are always equal 1n a valid script execution regardless of what else
happens 1n the script. If partway through execution of that script, a comparison 1s done
between those two values and they are not equal, execution of the script can stop right after

that comparison and return a FALSE result. The rest of the script need not be executed.
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[0021] If the verifying blockchain node combines the locking script and the unlocking
script, executes the combination, and the result 1s TRUE (i.e., the unlocking script contains
everything necessary to unlock the transaction output), then the veritying blockchain node
would verity the transaction to be valid (assuming other requirements are met, such as a
proper timestamp, proper formatting, not pointing to an already spent transaction output,
etc.). If the verifying blockchain node verifies the transaction to be valid, 1t will propagate
1t for mining. Other blockchain nodes will do the same computation to conclude that the
transaction 1s valid. In this manner, valid transactions that have inputs that point only to
unspent transaction outputs and have unlocking scripts that unlock those unspent

transaction outputs will propagate and eventually become part of a block that eventually

becomes part of the ledger.

[0022] On the other hand, 1f a rogue node tries to propagate an invalid transaction, other

nodes will find 1t invalid and not propagate 1it.

[0023] Once a transaction 1s valid and accepted into the blockchain, 1ts contents cannot be
changed. That means that the locking script 1s fixed at the time of creation of the
transaction. The unlocking script, however, 1s not necessarily fixed at that time, as the
unlocking script 1s contained within a later spending transaction and need not be created

until the later spending transaction 1s created.

[0024] In the typical case, the unlocking script cannot just be created by anyone, but only
by a party that 1s authorised to spend the previous transaction output. As in the example
above, the locking script might be “Anyone 1s free to point to this transaction output — and
thereby spend all of its stated value — 1f they can supply sufficient information to prove that
they know Bob’s private key”, and the unlocking script might be of the form “Bob has
signed the transaction with his private key and here 1s the result: <sig Bob>. Then the
verifying blockchain node will process those two statements and reach a conclusion of
TRUE or FALSE. This process works well when 1t 1s easy to verify that <sig Bob> 1s a
valid signature for Bob, 1t 1s easy for Bob (or someone else with knowledge of Bob’s
private key) to generate such a signature, and very difficult for someone else to generate a
valid signature without knowing Bob’s private key. As a result, value can be transferred in

a trustless system. The originator of the transaction that Bob 1s about to spend need not
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trust the system or trust Bob, as it 1s cryptographically difficult to form a valid and
verifiable result that would be accepted by a consensus of the blockchain nodes without

first knowing Bob’s private key.

[0025] A blockchain node can easily verify that Bob signed the transaction and verify that
the signature 1s the only requirement of the locking script. Of course, there might be rogue
nodes that do not verity where other nodes do verity and could verity where other nodes do
not verify, but as long as the rogue nodes cannot overpower the well-behaved nodes on the
blockchain network, the rogue nodes would be unable to push through 1invalid transactions

or stop valid transactions from being propagated or mined.

[0026] When validating a spending transaction, a node executes the unlocking script(s) of
one more transaction inputs and corresponding locking scripts of one or more previous
transaction outputs. When such script execution evaluates as TRUE, and other validation
conditions, 1f applicable, are met, the transaction 1s valid as far as that node 1s concerned.
That node would then propagate the validated transaction to other network nodes,
whereupon a miner node can choose to include the transaction in a block. Thus, 1n order
for a transaction to be written to the blockchain, 1t must (1) be validated by a node that
receives the transaction, (2) be relayed (but only if the transaction 1s validated) to the other
nodes 1n the network, (3) be added to a new block built by a miner, (4) be propagated as
part of the proposed block, and (5) have that proposed block accepted as an addition to the

public ledger of past transactions by consensus of the nodes.

[0027] The transaction 1s considered to be confirmed when a sufficient number of blocks
are added to the blockchain to make the transaction practically irreversible. Since a
transaction 1s immutable, the blockchain protocol can block unilateral reversals of a
transaction. Of course, 1f Alice transfers value X to Bob and Alice wants that value X
back, she can get 1t 1f Bob agrees, in which case the Alice-to-Bob-for-X transaction 1s not
reversed or cancelled, but there 1s a new transaction that Bob 1nitiates, the Bob-to-Alice-

for-X transaction.

[0028] Once a transaction 1s included 1n a block, the transaction 1s considered immutable,

and once a block 1s committed to the blockchain, the block 1s considered immutable.
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There may be short periods of time where forks in the blockchain exist and there 1s some
ability to roll back the blockchain, but generally, the more time that passes, the less likely
any rolling back would be possible. Herein, unless otherwise indicated, 1t 1s assumed that

transactions and blocks are immutable after being fully committed to the blockchain.

[0029] One method of ensuring immutability 1s through the use of cryptographic
techniques. For example, there are cryptographic operations, such as hashes and digital
signatures, that take as their input some data sequence and provide an output data sequence
that corresponds 1n some way to that input data sequence. The operations are such that, for
a given cryptographic output (e.g., a hash or digital signature) that was generated from a
given cryptographic input (e.g., a transaction or block), 1t 1s computationally infeasible or
impossible using available computing resources to find a different cryptographic input that
results 1n the same cryptographic output. Consequently, a verifier can assume that 1f a
cryptographic input 1s consistent with a cryptographic output, it 1s the cryptographic input
that was used to generate the cryptographic output and not some other modified

cryptographic input.

[0030] In a blockchain network, where each node 1s not required to trust each other node,
transactions are so verified and blocks are so verified, and unverifiable transactions and
blocks are 1gnored and unused, the transactions and blocks are deemed to be effectively
immutable and this might be a consequence of an assumption that if a hash or a digital
signature corresponds correctly to a transaction or a block, the transaction or block has not

been modified from its original.

[0031] Some blockchain nodes will store the entire ledger, whereas others might store only
the unspent transaction outputs (UTXO, for the Bitcoin ledger). The unspent transaction
outputs correspond to the value that 1s spendable, and preferably, each unspent transaction
output has a locking script for which a verifiable unlocking script cannot be easily
generated by anyone other than the “owner” of that value. Of course, that 1s not a
requirement, but 1t would be expected that any transaction output for which a verifiable
unlocking script can be easily generated by anyone will quickly be spent in a transaction
that transfers 1ts value to another transaction output that 1s only spendable by the person

who first notices 1t. As a result, the blockchain can be used to transfer control of a
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cryptocurrency value, and more generally, a digital asset from one participant in the
blockchain system to another participant in the blockchain system and records of
transactions, comprising spent transaction outputs and unspent transaction outputs, are
recorded 1n a public, immutable ledger, making 1t easy to verify flows of digital assets and

prevent double spending of those digital assets.

[0032] As used herein, a “digital asset” may refer to one or more digital assets. A digital
asset whose control 1s transferred may be, 1n this example, a collection of multiple digital
assets, the collection 1tself being a digital asset. In an embodiment, a cryptocurrency 1s a
token-based cryptocurrency where each token represents a share of an asset (e.g., a share
of a company) and a single transaction involves multiple types of tokens (e.g., involves

shares 1n one or more different companies).

[0033] Transactions contain locking scripts and unlocking scripts, which can form
computational objects. Once committed to the blockchain, the transactions become
immutable, and that feature has uses beyond just the immutable transfer of control over
digital assets 1n the form of cryptocurrency. In addition to transferring value, immutable
transactions can be used to implement other operations, such as notary recording of events,
implementation of smart contracts wherein rights and obligations of parties are encoded 1n
the transactions and transfer value according to the terms of the smart contract according to

the blockchain protocol.

[0034] On the Bitcoin platform, the scripts are written using a stack-based scripting
language, but other approaches might be used instead. When executing instructions of a
stack-based scripting language, a processor (such as a part of a blockchain node) stores
data on a first-1n, last-out data structure called a stack. The processor can push values onto
the top of the stack or pop values from the top of the stack or possible access (read/write)
other values stored 1n the stack. Various operations performed to the stack can result in
pushing or popping or otherwise accessing one or more of the values on the stack,
performing operations thereon, and changing the order of elements on the stack (which
might be equivalent to two pop operations and two pushes with the first push being the first
item popped). For example, an OP EQUAL operation might pop the top two 1items from
the stack, compare them, and push a result (e.g., 1 if equal or O 1f unequal) to the top of the



WO 2019/116184 PCT/IB2018/059757
12

stack. In some scripting languages employed by some of the present embodiments, there
may be at least two stacks: a main stack and an alternate stack. Some operations of the
scripting language can move 1items from one stack to another stack. For example,
executing an OP TOALTSTACK operation causes the processor to move a value from the

top of the main stack to the top of the alternate stack.

[0035] With the scripts that are included 1n a transaction, a smart contract can be
implemented wherein the terms of the contract are encoded into the scripts. An example
might be of the form “If Bob has paid Carol X and Dave has granted permission for the
transaction, Alice will pay Bob half of X, and that can be encoded as part of a locking
script that would only evaluate to TRUE if (among other conditions) there 1s a prior
transaction where Bob paid Carol and a prior transaction where Dave encoded his
permission. As used herein, “prior transaction” might refer to any transaction that has
already been added to the blockchain, not necessarily the previous transaction that has an
output that a spending transaction spends. In effect, a smart contract can represent a
machine-executable program that comprises rules that define inputs 1n order to produce

results, which can then cause actions to be performed dependent upon those results.

[0036] In addition to the transfer of values, transactions might also transfer other objects of
value or possessory interests. For example, a transaction might transfer some nominal
cryptocurrency value but also include data corresponding to the assertion that “whoever 1s
able to spend this transaction 1s also the rightful owner of the house and land at 123 Marley
Circle”. The possessory interest might be obscured 1n the public record, to the same effect.
For example, the transaction might include data corresponding to the assertion that
“whoever 1s able to spend this transaction 1s also the rightful owner of that certain property
held 1n trust under trust number 12345 held at Central Bank of Trust”. Herein, this 1s
referred to as a token, which represents and effects transfer of real-world entities via the
blockchain. A potentially sensitive or secret item can be represented by the token which
has no discernible meaning or value. The token thus serves as an 1dentifier that allows the

real-world item to be referenced from the blockchain.

[0037] As explained herein, a smart contract 1s “smart” 1n the sense that the creator, or

some other specific entity, 1s not tasked with enforcement and/or execution of the smart
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contract. Instead, interaction with specific entities can be encoded at specific steps in the
smart contract, and the smart contract can otherwise be automatically self-executing and
self-enforced. In some examples, automatic execution refers to any entity being able to
spend an unspent transaction output for their benefit. Note that, in such examples, the “any
entity” that 1s able to spend the unspent transaction output refers to an entity that 1s able to
create the unlocking script without being required to prove knowledge of some secret. In
other words, the spending transaction can be validated without veritying that the source of
the data has access to a cryptographic secret (e.g., private asymmetric key, symmetric key,
etc.). Also, 1in such examples, self-enforcement occurs as a consequence of validation
nodes of the blockchain network validating a spending transaction according to the
constraints of the smart contract. In some examples, “spending” an unspent transaction
output refers to creating a spending transaction output that references the unspent
transaction output and executes as valid. A side effect of spending such a transaction
output 1s that the blockchain network will process a locking script and an unlocking script
to validate a new transaction, the spending transaction. If valid, that previous transaction
output 1s considered spent. By including certain value in a transaction output and making
1t so that anyone can spend that output, there 1s an incentive for parties to create such
spending transactions, and thus 1s 1t likely that steps of the smart contract will be
performed, 1f not by participants 1n the smart contract, then by others operating blockchain

nodes.

[0038] The scripts that form the locking script and unlocking script that are recorded as
part of a transaction are immutable, and so the locking script cannot normally be modified
or reference portions of future transactions, as those are unknown at the time the
transaction 1s fixed. An unlocking script of a transaction input can refer to portions of the
previous transaction output pointed to by the transaction input or prior transactions in the
blockchain other than the previous transaction. This may limit how a transaction can be

used.

[0039] It 1s desirable to provide additional functionality and improved methods and
systems for using blockchain technology 1n one or more of these aspects. Thus, 1n
accordance with the present invention, there 1s provided a system and/or method as defined

1n the appended claims.
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SUMMARY

[0040] In various embodiments, a computer-implemented method 1s provided that creates
and/or validates a spending blockchain transaction that includes 1) a plurality of locking
scripts each representing an instance of an execution thread (which can be execution
threads forked from an execution thread represented by a locking script of a previous
blockchain transaction and/or execution threads of at least one previous blockchain
transaction that are managed and/or controlled for inter-thread communication and control )
or 11) a locking script representing an execution thread joined from a plurality of execution
thread instances represented by at least one previous blockchain transaction. Once created
and/or validated, the spending blockchain transaction can be communicated on a

blockchain network for storage in a blockchain ledger.

[0041] Additionally or alternatively, the computer-implemented method may create and/or
validate blockchain transactions that implement thread-specific locking scripts and
associated fork, join and barrier constructs for concurrent or asynchronous execution
threads of execution. Such blockchain transactions can be validated and communicated on
a blockchain network for storage in a blockchain ledger. The blockchain transactions can

be used as part of a smart contract.

[0042] Additionally or alternatively, a spending blockchain transaction may be created by
a node of the blockchain network. The spending blockchain transaction can point to a
locking script of a previous blockchain transaction which represents an execution thread.
The spending blockchain transaction can further include a plurality of locking scripts each
representing an instance of an execution thread forked from the thread of execution

represented by the locking script of the previous blockchain transaction.

[0043] In one embodiment, the execution thread represented by the locking script of the
previous blockchain transaction may include a bytecode sequence, and at least one
execution thread instance represented by plurality of locking scripts of the spending
blockchain transaction can be generated by replicating the bytecode sequence of the

locking script of the previous blockchain transaction.
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[0044] In another embodiment, the execution thread represented by the locking script of
the previous transaction may include a bytecode sequence and interpreter code, and at least
one execution thread instance represented by plurality of locking scripts of the spending
blockchain transaction can be generated by replicating the bytecode sequence and the

interpreter code of the locking script of the previous blockchain transaction.

[0045] In yet another embodiment, the method can store or access a collection of valid
bytecode sequences, and at least one execution thread instance represented by plurality of
locking scripts of the spending blockchain transaction can be generated by replicating a

valid bytecode sequence of the collection.

[0046] In still another embodiment, the method can store or access a collection of valid
bytecode sequences and valid interpreter code, and at least one execution thread instance
represented by plurality of locking scripts of the spending blockchain transaction may be
generated by replicating a valid bytecode sequence and valid interpreter code of the

collection.

[0047] In another embodiment, the spending blockchain transaction may be created by
generating execution state information (such as next execution pointers) for the execution
thread instances represented by the plurality of locking scripts of the spending blockchain
transaction and including the execution state information (such as next execution pointers)
1into the plurality of locking scripts of the spending blockchain transaction. Once created
and/or validated, the spending blockchain transaction can be communicated on a

blockchain network for storage in a blockchain ledger.

[0048] Additionally or alternatively, a spending blockchain transaction may be received by
a node of the blockchain network. The spending blockchain transaction may include a
plurality of locking scripts each representing an instance of an execution thread forked
from a thread of execution represented by the locking script of a previous blockchain
transaction. The node may validate the spending blockchain transaction by verifying the
locking script of the spending blockchain transaction against one or more conditions. The
verifying may involve matching at least one of the plurality of locking scripts of the

spending blockchain transaction to the locking script of the previous blockchain
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transaction. The verifying may also involve using next execution pointers for the plurality
of locking scripts of the spending blockchain transaction that represent the execution
thread instances to execute the plurality of locking scripts of the spending blockchain
transaction and generate resultant execution state information and checking such resultant

execution state information for validity.

[0049] In one embodiment, the execution thread represented by the locking script of the
previous blockchain transaction may include a bytecode sequence and possibly interpreter
code, and the plurality of locking scripts of the spending blockchain transaction can be
required to include the same bytecode sequence and possibly the same interpreter code for
validation of the spending blockchain transaction to succeed. In this case, the veritying
can involve matching the bytecode sequence and possibly interpreter code for each one of
the plurality of locking scripts of the spending blockchain transaction to the bytecode
sequence and possibly interpreter code of the locking script of the previous blockchain
transaction. Validation of the spending blockchain transaction can be determined based on

the results of such matching.

[0050] In another embodiment, the execution thread represented by the locking script of
the previous blockchain transaction may include a bytecode sequence and possibly
interpreter code, and the plurality of locking scripts of the spending blockchain transaction
can be 1) the same bytecode sequence and possibly the same interpreter code of the locking
script of the previous blockchain transaction or 11) a distinct bytecode sequence and
possibly interpreter code that belongs to a collection of valid locking scripts for validation
of the spending blockchain transaction to succeed. In this case, the verifying can involve
generating a hash data value that corresponds the locking script of the previous blockchain
transaction and adding the hash data value to a collection of hash data values that
correspond to the collection of valid locking scripts. A hash data value can be generated
for each locking script of the spending transaction and compared to the collection of hash
data values. Validation of the spending blockchain transaction can be determined based on

the results of such hash data value comparisons.

[0051] Additionally or alternatively, a spending blockchain transaction can be created by a

node of the blockchain network. The spending blockchain transaction can point to a
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plurality of locking scripts of one or more previous blockchain transactions, wherein the
plurality of locking scripts each represent an instance of an execution thread. The
spending blockchain transaction can also include a locking script representing an execution
thread joined from the execution thread instances pointed to by the spending blockchain
transaction. Once created and/or validated, the spending blockchain transaction can be

communicated on a blockchain network for storage in a blockchain ledger.

[0052] In one embodiment, the locking script representing the execution thread joined
from the execution thread instances pointed to by the spending blockchain transaction can
be generated by replicating a bytecode sequence of the plurality of locking scripts of the

one or more previous blockchain transactions.

[00S3] In another embodiment, the locking script representing the execution thread joined
from the execution thread instances pointed to by the spending blockchain transaction can
be generated by replicating a bytecode sequence and interpreter code of the plurality of

locking scripts of the one or more previous blockchain transactions.

[0054] In yet another embodiment, the method can store or access a collection of valid
bytecode sequences, and the locking script representing the execution thread joined from
the execution thread instances pointed to by the spending blockchain transaction can be

generated by replicating a valid bytecode sequence of the collection.

[00S5] In still another embodiment, the method can store or access a collection of valid
bytecode sequences and valid interpreter code, and the locking script representing the
execution thread joined from the execution thread instances pointed to by the spending
blockchain transaction can be generated by replicating a valid bytecode sequence and valid

interpreter code of the collection.

[0056] In another embodiment, the spending blockchain transaction can be created by
generating execution state information (such as a next execution pointer) for the execution
thread joined from the execution thread instances pointed to by the spending blockchain
transaction and including the execution state information (such as the next execution

pointer) 1into the locking script of the spending blockchain transaction.
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[0057] Additionally or alternatively, a spending blockchain transaction can be received by
a node of the blockchain network. The spending blockchain transaction can point to a
plurality of locking scripts of one or more previous blockchain transactions, wherein the
plurality of locking scripts each represent an instance of an execution thread. The
spending blockchain transaction can also include a locking script representing an execution
thread joined from the execution thread instances pointed by the spending blockchain
transaction. The node can validate the spending blockchain transaction by verifying the
locking script of the spending blockchain transaction against one or more conditions. The
verifying can involve matching the locking script of the spending blockchain transaction to
the plurality of locking scripts of the one or more previous blockchain transactions. The
verifying can also involve executing the plurality of locking scripts of the one or more
previous blockchain transactions to generate resultant execution state information and then

merging or combining such resultant execution state information.

[0058] In one embodiment, the plurality of locking scripts of the at least one previous
blockchain transaction can include a common bytecode sequence and possibly interpreter
code, and the locking script of the spending blockchain transaction can be required to
include the common bytecode sequence and possibly the same interpreter code for
validation of the spending blockchain transaction to succeed. In this case, the veritying
can involve matching the bytecode sequence and possibly interpreter code for the locking
script of the spending blockchain transaction to the bytecode sequence and possibly
interpreter code of each one of the plurality of locking scripts of the previous blockchain
transaction. Validation of the spending blockchain can be determined based on the results

of such matching.

[0059] In another embodiment, the locking script of the spending blockchain transaction
can be the same bytecode sequence and possibly the same interpreter code of the plurality
of locking scripts of the one or more previous blockchain transactions, or can be a different
bytecode sequence and possibly interpreter code that corresponds to a collection of valid
locking scripts. In this case, the verifying can involve generating a hash data value that
corresponds the locking script of the previous blockchain transaction and adding the hash
data value to a collection of hash data values that correspond to the collection of valid

locking scripts. A hash data value 1s generated for each locking script of the spending
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transaction and compared to the collection of hash data values. Validation of the spending

blockchain can be determined based on the results of such hash data value comparisons.

[0060] Additionally or alternatively, a spending blockchain transaction can be created by a
node of the blockchain network. The spending blockchain transaction can point to a
plurality of locking scripts of one or more previous blockchain transactions each of which
represents an instance of an execution thread. The spending blockchain transaction can
also 1include a corresponding plurality of locking scripts whose execution involves inter-
thread communication or control between the execution thread instances pointed to by the
spending blockchain transaction. Once created and/or validated, the spending blockchain
transaction can be communicated on a blockchain network for storage in a blockchain

ledger.

[0061] In one embodiment, the plurality of locking scripts of the spending blockchain
transaction can be generated by replicating bytecode sequences of the plurality of locking

scripts of the one or more previous blockchain transactions.

[0062] In another embodiment, the plurality of locking scripts of the spending blockchain
transaction can be generated by replicating a bytecode sequences and interpreter code of

the plurality of locking scripts of the one or more previous blockchain transactions.

[0063] In yet another embodiment, the spending blockchain transaction can be created by
generating execution state information (such as next execution pointers) for the execution
thread instances represented by the plurality of locking scripts of the spending blockchain
transaction and including the execution state information (such as next execution pointers)

1into the plurality of locking scripts of the spending blockchain transaction.

[0064] Additionally or alternatively, a spending blockchain transaction can be received by
a node of the blockchain network. The spending blockchain transaction can point to a
plurality of locking scripts of one or more previous blockchain transactions each of which
represents an instance of an execution thread. The spending blockchain transaction can
also 1include a corresponding plurality of locking scripts whose execution involves inter-
thread communication or control between the execution thread instances. The node can

validate the spending blockchain transaction by veritying the plurality of locking scripts of



WO 2019/116184 PCT/IB2018/059757
20

the spending blockchain transaction against one or more conditions. The verifying can
involve matching the plurality of locking scripts of the spending blockchain transaction to
the plurality of locking scripts of the one or more previous blockchain transactions. The
verifying can also involve executing the execution thread instances represented by the
plurality of locking scripts of the one or more previous blockchain transactions 1n order to
provide the inter-thread communication and/or control between the execution thread

instances.

[0065] In one embodiment, the plurality of locking scripts of the at least one previous
blockchain transaction can include a bytecode sequence and possibly interpreter code, and
the plurality of locking scripts of the spending blockchain transaction can be required to
include the bytecode sequence and the interpreter code of the plurality of locking scripts of
the one or more previous blockchain transactions for validation of the spending blockchain
transaction to succeed. In this case, the verifying can involve matching the bytecode
sequence and possibly interpreter code for each locking script of the spending blockchain
transaction to the bytecode sequence and possibly interpreter code of the corresponding
locking script of the one or more previous blockchain transactions. Validation of the

spending blockchain can be determined based on the results of such matching.

[0066] Additionally or alternatively, the operations of the spending blockchain transactions

can encode operations for a smart contract implemented using the blockchain.

[0067] It 1s also desirable to provide a system, comprising: a processor, and memory
including executable instructions that, as a result of execution by the processor, causes the

system to perform any of the methods as claimed.

[0068] It 1s also desirable to provide a non-transitory computer-readable storage medium
having stored thereon executable instructions that, as a result of being executed by a
processor of a computer system, cause the computer system to at least perform any of the

methods as claimed.
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DESCRIPTION OF THE FIGURES

[0069] These and other aspects of the present invention will be apparent from and
elucidated with reference to the embodiment described herein. An embodiment of the
present invention will now be described, by way of example only, and with reference to the

accompanying drawings, in which:

[0070] FIG. 1A illustrates a blockchain network 1n which various embodiments can be

implemented.

[0071] FIG. 1B illustrates an example of a blockchain transaction, specific to a Bitcoin

blockchain environment.

[0072] FIGS. 2 and 3A — 3D illustrate a sequence of blockchain transactions (TX1, TX2,
TX3, TX4, TXS, TX6) of a smart contract, wherein the sequence of blockchain
transactions 1) forks execution of an execution thread to generate multiple execution
threads under control of a fork construct or operation and 11) employs inter-thread
communication and cooperation between the multiple execution threads under control of a
barrier construct or operation and 111) merges the multiple execution threads under control
of a join construct or operation. Note that the blockchain transactions TX3 and TX4 when
committed to the blockchain can represent concurrent or asynchronous execution of the
multiple execution threads (e.g., Thread A Locking Script of TX3 and the Thread B
Locking Script of TX4) represented by the sequence of blockchain transactions.

[0073] FIGS. 4 and 3 1illustrate another sequence of blockchain transactions of a different
smart contract, wherein the sequence of blockchain transactions 1) forks execution of an
execution thread to generate multiple execution threads under control of a fork construct or
operation and 11) merges the multiple execution threads under control of a join construct or
operation. This sequence of blockchain transactions avoids inter-thread communication
and cooperation between the multiple execution threads under control of a barrier construct
or operation. Note that the blockchain transactions TX3 and TX4 when committed to the
blockchain can represent concurrent or asynchronous execution of the multiple threads of
execution (e.g., Thread A Locking Script of TX3 and the Thread B Locking Script of TX4)

represented by the sequence of blockchain transactions.
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[0074] FIG. 6 illustrates the creation, validation and mining of the blockchain transaction
TX2 of the sequence of FIGS. 2 and 3A — 3D, wherein the resulting blockchain transaction
TX2 1s a spending transaction that forks execution of an execution thread (1.e., the Thread
A Locking Script) that 1s executed as the locking script of the previous blockchain
transaction TX1 to generate multiple execution threads (1.e., continuation of the Thread A
Locking Script and a new Thread B Locking Script) under control of a fork construct or
operation that 1s executed as part of a Thread A Locking Script of the previous blockchain
transaction TX1. The continuation of the Thread A Locking Script and a new Thread B

Locking Script are executed as locking scripts of the spending blockchain transaction TX2.

[0075] FIG. 7 illustrates the creation, validation and mining of the blockchain transaction
TX3 of the sequence of FIGS. 2 and 3A — 3D, wherein the resulting blockchain transaction
TX3 1s a spending transaction with a single execution thread (1.e., the Thread A Locking

Script) that logically follows the blockchain transaction TX2 of FIG. 6.

[0076] FIG. 8 illustrates the creation, validation and mining of the blockchain transaction
TX4 of the sequence of FIGS. 2 and 3A — 3D, wherein the resulting blockchain transaction
TX4 1s a spending transaction with a single execution thread (1.e., the Thread B Locking

Script) that logically follows the blockchain transaction TX2 of FIG. 6.

[0077] FIG. 9 illustrates the creation, validation and mining of the blockchain transaction
TXS of the sequence of FIGS. 2 and 3A — 3D, wherein the resulting blockchain transaction
TXS5 1s a spending transaction with multiple execution threads (1.e., Thread A Locking
Script and Thread B Locking Script) that employ inter-thread communication and
cooperation between the multiple execution threads under control of a barrier construct or
operation that 1s executed as part of the locking script(s) (i.e., Thread A Locking Script
and/or Thread B Locking Script) of the previous blockchain transactions TX3 and TX4.

[0078] FIG. 10 illustrates the creation, validation and mining of the blockchain transaction
TX6’ of the sequence of FIGS. 4 and 5, wherein the resulting blockchain transaction TX6’
1S a spending transaction with a single execution thread (e.g., Thread C Locking Script)

that 1s executed under control of a join construct or operation that 1s executed as part of the

locking script(s) (e.g., Thread A Locking Script and/or Thread B Locking Script) of the
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previous blockchain transactions TX3 and TX4. The new Thread C Locking Script 1s

executed as the locking script of the spending blockchain transaction TX6’.

[0079] FIG. 11 1s a schematic representation that illustrates the execution of the interpreter
code of the locking script of a blockchain transaction, which cooperates with the execution
of a built-1n software interpreter of the run-time system (e.g., blockchain client) of a
validation node 1n order to interpret the bytecode sequence of the locking script in

accordance with an embodiment.

[0080] FIG. 12 illustrates a computing environment 1n which various embodiments can be

implemented.

DETAILED DESCRIPTION

[0081] Reference will first be made to FIG. 1A, which 1llustrates an example blockchain
network 100 associated with a blockchain in accordance with an embodiment of the
present disclosure. In the embodiment, the blockchain network 100 comprises blockchain
nodes that might be implemented as peer-to-peer distributed electronic devices each
running an instance of software and/or hardware that performs operations that follow a
blockchain protocol that 1s, in whole or 1n part, agreed to among operators of blockchain
nodes. In some examples, these distributed electronic devices are simply referred to as
“nodes”, such as nodes 102 1n FIG. 1A. An example of a blockchain protocol 1s the

Bitcoin protocol.

[0082] A node 102 may comprise any suitable computing device (e.g., a server 1n a data
centre, a client computing device such as a desktop computer, laptop computer, tablet
computer, smartphone, etc.), by multiple computing devices 1n a distributed system of a
computing resource service provider, or by any suitable electronic client device such as the
computing device 2600 of FIG. 12. Nodes 102 can have inputs to receive data messages or
objects representative of proposed transactions, such as a transaction 104. Nodes 102
might be queryable for information they maintain, such as their understanding of the state

of a transaction.
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[0083] As shown in FIG. 1A, some nodes 102 are communicatively coupled to one or
more other of the nodes 102. As for which nodes 102 can communicate with which other
nodes, those details need not be centrally determined. It can be sufficient that active nodes
1n the blockchain network 100 are able to communicate with one or more other nodes 102
such that a message that 1s passed from one node 102 to another node 102 can propagate
throughout the blockchain network 100 (or some significant portion of 1t), assuming that
the message 1s one that the blockchain protocol indicates should be forwarded. One such
message might be the publication of a proposed transaction by one of the nodes 102A,
which would then propagate along a path such as a path 106. Another such message might

be the publication of a new block proposed for inclusion onto a blockchain.

[0084] The nodes 102 can maintain a blockchain ledger that contains data corresponding to
blocks 1n the blockchain. The blocks are cryptographically immutable 1n that a subsequent
block relies on a value that 1s computed on a block when 1t becomes immutable and any
modifications to an immutable block can be easily recognised by other blockchain nodes as
an 1nvalid block. The blockchain ledger can also contains data corresponding to
transactions that are possibly mutable and are not yet committed to the blockchain. The
blockchain ledger might be a complete copy of the blockchain ledger of the blockchain
network or a portion thereof. Some nodes might maintain only unspent transactions, while
others might maintain the entire ledger. In this manner, the ledger 1s a distributed ledger,
as each node can have 1ts own copy. A node preferably only modifies 1ts copy according
to rules of the protocol and for all nodes that fully follow those rules, their copy should, at
times, be the same as other nodes, save for some propagation time for blocks and
transactions. A node 102 should include the ability to verify blocks 1t receives and
transactions 1n those blocks. A rule of the blockchain protocol might be that a node 1s not
to propagate a block or a transaction to other nodes 1f 1t determines that the block or
transactions 1s invalid. With that rule, blocks and transactions that are valid and verified to

be valid will propagate the blockchain network, whereas invalid ones will not.

[0085] Some of the nodes 102 1n a blockchain network are miner nodes that perform the
operation of collecting transactions and creating blocks of transactions so that a new block
can be committed to the blockchain. A miner node might be expected to perform some

operation that 1s both complex (to avoid rogue nodes from easily creating improper blocks)
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and that 1s dependent on the data of the included transactions (so that a rogue node cannot
perform the complex operation ahead of time), where the performance of those tasks 1s
easily verified by other nodes. As those other nodes verify the work of the miner node
and, upon verification, they accept the block into their copy of the blockchain and
propagate 1t. This commits the new block to the distributed ledger of the blockchain. In
some examples, a block 1s a group of transactions, often marked with a timestamp and a
“fingerprint” (e.g., a hash) of the previous block. In this manner, each block becomes
linked to a previous block, thereby creating the “chain” that links the blocks in the
blockchain. In embodiments, valid blocks are added to the blockchain by a consensus of
the nodes 1n the blockchain network. Also, in some examples, a blockchain comprises a

list of validated blocks.

[0086] In an embodiment, at least some of the nodes operate as validating nodes that
validate transactions as described in the present disclosure. In some examples, the
blockchain evidences value 1n the form of digital assets and together the transactions of the
blockchain provide a chain from a genesis transaction (that starts the blockchain) or from
reward transactions that generate newly “mined” digital assets as an incentive to miner
node operators, to subsequent transactions. The end of one part of the chain would be an
unspent transaction, or portion thereof, and each transaction on the blockchain specifies
one or more outputs, some of which might be spent and some unspent, where an output
comprises a specification of a value of that output and the requirements needed for
someone to “spend” that output by inserting a valid transaction (1.e., one that at least meets
the specified requirements) that would extend that part of the chain. As used herein, an

unspent transaction output might be referred to as a UTXO.

[0087] The requirements needed for someone to spend a UTXO are specified in the
locking script of the UTXO. A valid spending transaction would be one that (1) specifies
one or more previous UTXOs as the transaction’s inputs, where the specification could be
with pointers to the UTXOs, (11) satisfies the requirements of the locking script(s) for each
of those UTXOs, and (111) has inputs such that the sum of the values of all of the UTXOs
pointed to by those inputs 1s less than or equal to the sum of the values of all of the outputs
of the transaction. The data representing the satistaction of the requirements of a locking

script can be provided by an unlocking script. A validating node can process the unlocking
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script, followed by the locking script and an output of that process 1s eitther an invalid

result or a validation of the spending transaction.

[0088] The process can be a stateless process, so that 1if one node runs that unlocking script
and that locking script and the result 1s a validation that would be the outcome at other
nodes. Therefore, a spending transaction that satisfies the locking script of the output of a
previous transaction already on the blockchain that has not been already spent will
propagate and eventually be committed to the blockchain. The node that created the
spending transaction that gets committed would 1n turn have specified the requirements, in
1ts own locking script(s), that are required for anyone to spend that new transaction’s
output’s value(s). The process 1s considered stateless 1n that the scripts need not refer to
references outside the script and are not dependent on variables or other state outside of
those scripts, with some small exceptions. As a result, an unlocking script and a locking

script can be evaluated 1n 1solation.

[0089] In other vanations, the blockchain system might include functionality that allows
for external data to be included 1n the script evaluation process. In such cases, the external
data can be controlled and/or secured 1n such a way that when an unlocking script and a
locking script are evaluated using the external data, the evaluation 1s consistent across

nodes performing the evaluation.

[0090] FIG. 1B illustrates an example of a transaction 150 as might be stored 1n a
blockchain ledger used by the blockchain nodes 102 of FIG. 1A. Other variations with
similar functionality are possible. The data elements or fields of a transaction might be as
shown 1n FIG. 1B and might include additional fields beyond those described in this
disclosure. As shown, there 1s a blockchain version field 152 that has a value to indicate a
blockchain protocol version of the transaction 150. A #vin field 154 indicates how many
transaction inputs (explained below) are present in the transaction 150. Other fields might
be present and not illustrated, but for each transaction input (illustrated here as the example
Vin[y] 160), there 1s a set of fields including a transaction ID (TxID) 161 of a previous
transaction, an index 162 to one of the transaction outputs of that previous transaction (the
transaction that supplies the transaction output to match transaction input 160), where the

TxID 161 and the index 162 together form a pointer 163 that references the transaction
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output of the previous transaction. As used herein, the term “previous transaction” when
used 1n context with respect to a current or present transaction refers to a specific prior
transaction (or transactions) having a transaction output that 1s referred to (and “spent”) by
the current or present transaction. In examples, the current or present transaction might be

referred to as the “spending transaction.”

[0091] In some blockchain implementations, there 1s no centralised mechanism for
assigning unique TxID values and 1nstead, there 1s a decentralised mechanism for
generating a unique TxID for a transaction, such as by generating a hash of the contents of
the transaction 1tself. Since a valid transaction cannot have all of the exact same content as
another valid transaction, each valid transaction will have a unique hash for 1its TxID (aside
from the astronomically low probability of a hash collision). However implemented, 1t 1s
assumed herein that each transaction has a unique transaction ID. Due to the nature of
hashing, once a TxID 1s generated from a transaction’s content, none of that content can be

changed and have the TxID remain valid for that transaction.

[0092] As shown in FIG. 1B, the set of fields for the transaction input Vin|y] 160 also
includes an Unlocking Script Length field 164 indicating a length of an unlocking script
that follows, an Unlocking Script field 165 containing an unlocking script (commonly
referred to as “scriptSig” 1n the Bitcoin protocol) for the vin[y] 160 that “unlocks” a
corresponding locking script of the transaction output pointed to by the pointer 163, and a

sequence # field 166 that might be used to constrain the transaction 1350.

[0093] Although FIG. 1B only explicitly shows one transaction input and one transaction
output, more than one of each are possible. Following the transaction inputs, there 1s a
#vout field 170 that indicates how many transaction outputs (also explained below) are
present in the transaction 150. For each transaction output (i1llustrated here as the example
Vout[x] 180), there 1s a set of fields including an output value field 181 that indicates the
transaction value provided by this transaction output Vout[x] 180, a

Locking Script Length field 182 indicating a length of a locking script that follows, and a
Locking Script field 183 containing a locking script (commonly referred to as
“scriptPubKey” 1n the Bitcoin protocol) for this transaction output Vout[x] 180. As

explained, the transaction value of this transaction output can be “spent” by anyone able to



WO 2019/116184 PCT/IB2018/059757
28

create a spending transaction that has a transaction input that has an unlocking script that a
blockchain node will verity as TRUE when performing a verification using that unlocking
script and that locking script. Other fields might follow the transaction output fields, such
as a lock time field 190 that can constrain the transaction150 to be not active prior to a
specified future time or prior to a specified future block. Where each transaction input of a
spending transaction points to a corresponding transaction output of a previous transaction
output and the previous transaction output includes the transaction value, the transaction

1input need not contain a field indicating that transaction value.

[0094] In the present disclosure, various script operation codes (or op codes) and
keywords are referenced for performing various operations. The Bitcoin protocol uses a
scripting system called “Script” for performing various operations. However, 1t 1s
contemplated that other blockchain technologies could implement different instruction sets,
and therefore the operation codes described 1n the present disclosure are considered
illustrative of the operations performed by the operation code rather than the specific
operation code 1n Script. In some embodiments, the scripting system 1s a Turing
incomplete instruction set (e.g., lacks support for loops, recursion, goto statements, etc.).

In other embodiments, the scripting system can be a Turing complete instruction set.

[0095] Certain embodiments of the present disclosure can operate under the assumption
that the scripting system or other system for implementing the sets of instructions
described allow for more than 200 instructions (e.g., operation codes or op codes) in a

single script. Likewise, certain embodiments of the present disclosure further assume that:

o the functionality provided by certain low-level operation codes (or low-level
bytecode operations) are present and enabled 1n the system that executes the
operation codes scripts/sets of instructions; and/or

e the functionality provided by certain high-level operation codes (or high-level
bytecode operations) can be implemented by the creation of customized functions
which are written to provide the desired behavior. These customized functions
might be written to implement the functionality of op codes which are present in
the language but have been disabled, or may be “new” op codes which provide

specific functionality not natively provided for in the scripting language.
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Examples of low-level operation codes that can be supported by the scripting system

include:

e (OP 1SUB, in which the value "1" 1s subtracted from the top stack item

e (OP 2DUP, which duplicates the top two stack 1items

e OP ADD, which adds the top two 1items on the stack

e (OP CAT, which concatenates the top two 1tems on the stack

e (OP CHECKSIG, 1in which a public key and signature are popped from the stack
and verified against a signature of the transaction fields according to the SIGHASH
type. If the signature 1s valid, 1 1s returned, O otherwise.

e (OP CHECKSIGVERIFY, which functions the same as OP CHECKSIG, but
OP VERIFY 1s executed afterward

e (OP DROP, which removes or pops the top item of the stack

e (OP DUP, which duplicates the top stack item

e (OP ELSE, which, if the preceding OP IF or OP NOTIF or OP ELSE was not

executed, then these statements are executed; otherwise, 1f the preceding OP IF or

OP NOTIF or OP ELSE was executed, then these statements are not executed
e (OP ENDIF, which ends an 1f/else block

e OP EQUAL, which returns 1 if the inputs are exactly equal, O otherwise
e OP EQUALVERIFY, which 1s the same as OP EQUAL, but runs OP VERIFY

afterward

e (OP FROMALTSTACK, which puts the input onto the top of the main stack and

removes 1t from the alternate stack

e (OP HASH256, in which the input 1s hashed twice: first with SHA-256 and then
with RIPEMD-160

e OP IF, which, if the top stack value 1s not False, the statements are executed and
the top stack value 1s removed

e (OP LEFT, which keeps only characters left of the specified point 1n a string

e (OP MUL, which multiplies the top two 1items on the stack
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OP NOTIF, which, 1f the top stack value 1s False, the statements are executed and

the top stack value 1s removed

OP RIGHT, which keeps only characters right of the specified point in a string
OP ROLL, in which the item that 1s n items deep 1n the stack 1s moved to the top
OP ROT, which rotates the top three items on the stack to the left

OP SIZE, which pushes the string length of the top element of the stack (without
popping 1t)

OP SUBSTR, which returns a section of a string

OP SWAP, in which the top two items on the stack are swapped

OP TOALTSTACK, which puts the input onto the top of the alternate stack and

removes 1t from the main stack

OP TUCK, in which the 1item at the top of the stack 1s copied and inserted before

the second-to-top 1tem

OP VERIFY, which marks the transaction as invalid if top stack value 1s not true

These low-level operation codes are currently supported by the scripting system of the

Bitcoin protocol.

[0096] Examples of high-level operation codes that can be supported by the methods and

systems of the present disclosure include:

OP ECPX, which returns the x-coordinate of the elliptic curve point
OP BIGMOD, which returns the remainder after dividing the top two 1tems on the
stack

OP BIGMODADD, which performs modulus addition of the top two items of the
stack modulus the third 1tem of the stack

OP BIGMODINVERSE, which performs modulus negative exponent operation
OP BIGMODMUL, which performs modulus multiplication of the top two 1tems
of the stack modulus third item of the stack

OP DERENCODE, which encodes the top two 1tems on the stack in DER format
OP ECPMULT, which performs elliptic curve point multiplication (also referred to

as elliptic curve scalar multiplication) of the top two 1tems on the stack
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These high-level operation codes can provide specific functionality not natively provided

for 1n the scripting system of the Bitcoin protocol.

[0097] The validation of a spending transaction can involve verification of a locking script
(scriptPubKey) of the unspent output of a previous transaction pointed to by the pointer
163 of the transaction input Vin[x] 160 of the spending transaction against the unlocking
script (scriptSig) 165 of the same transaction input Vin[x] 160 of the spending transaction.
In a more general case, each transaction can have multiple inputs and/or multiple outputs,
1n which case the locking script might be the locking script for one of a plurality of
transaction outputs of the previous transaction and the unlocking script might be the
unlocking script for one of a plurality of transaction inputs of the spending transaction.
Such validation can be performed by stack-based transaction verifier that outputs a TRUE
or FALSE result depending on whether 1ts inputs are valid. In other varniations, the
transaction verifier can refer to external trusted data or state. The teachings here might

also apply to blockchain systems that do not use stack-based transaction verifiers.

[0098] With a stack-based transaction verifier, the locking script and the unlocking script
are processed 1n 1solation and not dependent on variables or other state outside of those
scripts, with some small exceptions. As a result, the locking script will not refer to fields
of the previous transaction outside of the locking script itself. The locking script also
cannot refer to fields of the spending transaction, because the spending transaction did not
exist at the time that the previous transaction, and therefore also the locking script, were
created and made immutable. Furthermore, the unlocking script cannot operate directly on
fields of the spending transaction. These restrictions are useful 1n that they ensure that any
properly programmed blockchain node would come to the same result given that same
locking script and the same unlocking script. One exception to this 1s that a script might
have the ability to check a signature 1n one of the scripts against a signature generated from
the transaction as a whole. In an embodiment, scripts can use the OP CHECKSIG

op code for this purpose.

[0099] In a stack-based operation, the transaction verifier executes the unlocking script by
processing each op code in the script in turn. Some op codes result in processing, some

result 1n data being accessed on a stack, or some combination. Once execution of the
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unlocking script 1s complete, there may be data remaining on the stack. If the execution of
the unlocking script 1s without scripting errors or op codes that terminate execution, the
transaction verifier then executes the locking script, which can use that data that 1s present
on the stack. Where the locking script and the unlocking script are written using the same
set of op codes, this 1s similar 1n effect to executing a single script comprising a
concatenation of the unlocking script followed by the locking script. However, having a
check for scripting errors at the end of the execution of the unlocking script’s op codes
and before execution of the locking script’s op codes can prevent problems caused by
malformed unlocking scripts. Once the execution of the scripts 1s complete, the result that
remains at the top of the stack 1s the result of the verification. If TRUE 1s on the top of the
stack, that 1s considered a verification that the unlocking script actually unlocks the locking
script. In this regard, the unlocking script satisfies all of the requirements of the locking

script.

[00100] Note that the locking scripts for the blockchain transactions can impose, via
signatures and other cryptographic techniques, constraints on what must be in the
corresponding unlocking scripts of the blockchain transactions. One such constraint 1s that
the unlocking script must contain some arbitrary data. Some constraints might be “weak
constraints” or more general constraints, such as a constraint that the unlocking script must
contain some data that has a length of four bytes, or some specific number of bytes without
constraining those bytes to be any particular values. A stronger, or more specific
constraint 1s that the data must produce a specific hash value when the data 1s hashed. This
latter constraint typically requires that the data be of a specific length and be a specific
value for the data as 1t might be nearly impossible for someone to determine a different
value that would result in the same hash. The constraint might be implemented 1n a script
by the unlocking script pushing that data onto the stack, or pushing on a hash of that data
onto the stack, having the locking script push the needed hash onto the stack and then
executing the OP EQUAL op code and then the OP VERIFY op code. Those op codes
would return true 1f those two pushed 1items matched and return false 1f they did not. In the
more general case, constraints can be imposed that require certain data to be present or data

with certain characteristics to be present.
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[00101] An example of a weak constraint 1s that the unlocking script must include certain
data that might comprise the serialized set of spending transaction fields without
necessarily requiring that those fields be any specific values. In this manner, a locking
script can constrain the script of an unlocking script that unlocks that locking script’s
output to include fields of the spending transaction from where the unlocking script came.
This eftectively allows the locking script to perform operations on the fields of the
spending transaction that the unlocking script leaves on the stack. Another example of a
weak constraint 1s that the unlocking script must contain certain data, possibly obtained
from a specified place, but where there 1s not a constraint on the value of the data. This
allows for some weak constraints that can be imposed even 1f the value of the data 1s not

determined until well after the locking script 1s immutable.

[00102] The operations of locking scripts and unlocking scripts of blockchain
transactions, including specifying certain constraints and the data that the constraints might
include, can be used to implement a “smart contract”. A smart contract can define terms
and conditions of a contract involving who can do what, when they can do 1t, and who gets
paid what and when. Where the terms and conditions can be represented as constraints,
weak or strong, on an unlocking script or other parts of a spending transaction, those terms

and conditions of a smart contract can be enforced by the blockchain protocol.

[00103] In an illustrative example, Alice loans Bob some money and Bob agrees to pay
Alice back. The locking scripts and unlocking scripts of a sequence of blockchain
transactions can be implemented as a smart contract to represent the payments that Bob
makes to Alice. For example, the smart contract could be constructed such that Bob makes
a payment to Alice every month for the next three months, and, 1f a payment 1s missed,
Bob’s debt goes into debt collection phase. In the debt collection phase, Alice can release
the transaction and turn 1t over to a debt collector who will collect the debt from Bob.

Such a smart contract can be created using variations on the locking scripts and unlocking

scripts described herein.

[00104] In another example, Alice 1s a very charitable person who 1s giving away 1 unit
of a digital asset every month. Her rules are that anyone can claim the digital asset, but

only 1 unit can be claamed per month. Alice creates a smart contract in the manner
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described 1n the present disclosure and seeds i1t with an 1nitial pool of 3 units of the digital
asset. Alice can construct a script that allows any entity to take 1 unit of the digital asset
per month, which 1s replicated to allow the remaining portion of the digital asset to be

claimed over a sequence of blockchain transactions for each month.

[00105] The unlocking scripts and locking scripts of a sequence of blockchain
transactions can embody bytecode sequences that implement a trustless deterministic state
machine that represents the states of a smart contract over time. More specifically, the
bytecode sequences can be thought of as a computer program that embodies a state
machine with a set of state rules and a well-defined set of states, whereby execution of the
bytecodes of the bytecode sequences (computer program) provide for transitions between
the states of the state machine. Some of the state rules can be quite complex and have
multiple paths. In such cases, some of the computations or operations that the bytecode
sequences perform can be done concurrently or asynchronously with respect to other

computations or operations.

[00106] A locking script can contain constraints that are imposed on an unlocking script
and can thus require 1njection of certain data into a spending transaction input’s unlocking
script, such as serialized fields of the spending transaction itself, serialized fields of the
previous transaction that contains the locking script being executed, a current state value,
input from a determined source (optional), and execution data that specifies the conditions
and operations of the state machine required to calculate a next state from the current state

and other 1nputs.

[00107] The locking script can include interpreter code and a sequence of bytecodes.
The interpreter code can be configured to incrementally and sequentially interpret and
execute the sequence of bytecodes. The execution of the sequence of bytecodes can be
seen as to forming a thread of execution, similar to traditional programs. In traditional
software programs, new execution threads can be created and later joined together using a
Fork-Join Model. This can enable new threads to continue executing until the containing
program terminates, the thread 1s requested to stop, or 1t naturally finishes executing. The
execution program can wait for a thread to finish, and continue execution using a Join

operation. The present disclosure adapts this model of execution for use in blockchain



WO 2019/116184 PCT/IB2018/059757
33

transactions 1n the context of smart contracts. To allow this behaviour, the locking script
being interpreted employs certain markers or constructs that allows the interpreter code to
determine when the different functionality (including fork, join, and barrier constructs) 1s
required. These constructs support state machines that perform operations or computations
concurrently or asynchronously with respect to other computations or operations. The fork
construct creates multiple distinct execution paths (or “threads of execution” or “execution
threads” or “execution thread instances”) from one state or execution path (or “thread of
execution” of “execution thread” or “execution thread instance”)). The execution threads
spawned by the fork construct can be referred to as child execution threads. The one
execution thread that spawns the child execution threads can be referred to as a parent
execution thread. The fork construct can be used to perform computations or operations 1n
parallel with one another (such as in a common map/reduce workflow) or spawn a new
contract. The join construct joins together multiple distinct execution paths (or “threads of
execution” or “execution threads” or “execution thread instances”) into one execution path
(or “thread of execution” or “execution thread” or “execution thread instance”). The one
execution thread spawned by the join construct can be referred to as a child execution
thread. The multiple execution threads that are joined to form the child execution thread
can be referred to as parent execution threads. The join construct can be used to merge
together multiple execution threads of a smart contract or construct another smart contract
from the results of multiple smart contracts. The barrier construct 1s used to manage and
control communication and cooperation between multiple distinct execution paths (or

“threads of execution” or “execution threads” or “execution thread instances”).

[00108] FIG. 2 illustrates an example embodiment of a sequence of blockchain
transactions (TX1, TX2, TX3, TX4, TXS, TX6), wherein the sequence of blockchain
transactions 1) forks execution of an execution thread to generate multiple execution
threads under control of a fork construct and 11) employs inter-thread communication and
cooperation between the multiple execution threads under control of a barrier construct and
111) merges the multiple execution threads under control of a join construct. The execution
threads are execution paths of one or more state machines that can be part of a smart

contract or parts of different smart contracts.
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[00109] Note that the blockchain transactions TX3 and TX4 when committed to the
blockchain can represent concurrent or asynchronous execution of the multiple execution
threads (e.g., Thread A Locking Script of TX3 and the Thread B Locking Script of TX4)
represented by the sequence of blockchain transactions. This might be useful where a
smart contract needs to be executed 1n multiple concurrent or asynchronous steps.
Specifically, over the course of a contract, tasks can sometimes be carried out concurrently
or asynchronously in the course of contracting. For example, a contract to build a house
might have various stages of completion for tile work and various stages of completion for
landscaping, which might be doable 1n parallel. By allowing the smart contract to employ
blockchain transactions that are executed concurrently or asynchronously with respect to
one another, distinct fragments of the contact can be executed independently of each other,

1n an asynchronous way.

[00110] The fork construct 1s encoded as part of the locking script of the blockchain
transaction TX1. The fork construct forks or clones the execution thread (or execution
thread instance) of blockchain transaction TX1 through the use of constraints on the
locking scripts of the spending blockchain transaction TX2. At a transactional level, the
fork construct requires that for a given locking script, there needs to be at least two or more
locking scripts 1n the spending blockchain transaction. In the example shown, the fork
construct of the locking script of the blockchain transaction TX1 supports the creation of
multiple execution threads through the corresponding Thread A Locking Script and the
Thread B Locking Script of the two transaction outputs of the blockchain transaction TX2.

[00111] The barrier construct 1s encoded as part of the Thread A Locking Script of the
blockchain transaction TX3 and/or the Thread B Locking Script of the blockchain
transaction TX4. The barrier construct provides for control over inter-thread
communication and cooperation between the Thread A Locking Script and the Thread B
Locking Script. Such controls can involve constraining an execution thread to be at a
specific point of execution, or stalling (waiting) or sleeping the execution of one execution
thread (e.g., Thread B Locking Script) until released by another execution thread (e.g.,
Thread A Locking Script), or other thread synchronization conditions. Such controls can
be used to avoid race conditions where the multiple execution threads race against one

other to complete their tasks. At a transactional level, the barrier construct requires that,
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for each one of the thread-specific locking scripts to be managed or controlled, there needs
to be a pointer to the thread-specific locking script as well as a corresponding thread-

specific locking script in the spending blockchain transaction.

[00112] The join construct 1s encoded as part of the Thread A Locking Script of and/or
the Thread B Locking Script and used to create the blockchain transaction TX6. The join
construct can ensure that the Thread A Locking Script and the Thread B Locking Script
have terminated and can combine or merge the resulting execution states of the Thread A
Locking Script and the Thread B Locking Script into a single thread of execution (e.g.,
Thread C Locking Script). This can be useful where the smart contract needs to process
the result data produced by the multiple execution threads. At a transactional level, the join
construct requires that, for each one of the thread-specific locking scripts to be joined,
there needs to be a pointer to the corresponding locking script in the spending blockchain

transaction.

[00113] FIG. 3A illustrates the creation, validation and mining of the blockchain
transaction TX2 of FIG. 2 where the locking script of the previous blockchain transaction
TX1 encodes a fork construct. This exemplary fork construct forks the execution of the
Thread A Locking Script of the previous blockchain transaction TX1 to generate two
execution threads (or execution thread instances) as the locking scripts of the two
transaction outputs A, B of the blockchain transaction TX2 (e.g., transaction output A
includes a continuation of the Thread A Locking Script of the previous blockchain
transaction TX1, and transaction output B includes a new Thread B Locking Script). In
this case, the blockchain transaction TX2 1s created as shown, which includes a single
transaction input and two transaction outputs for the continuation of the Thread A Locking
Script and the new Thread B Locking Script. The single transaction input includes an
unlocking script for the Thread A Locking Script for the previous blockchain transaction
TX1. The transaction output A for the continuation of the Thread A Locking Script (or
part thereot) 1s replicated from the transaction output of the previous blockchain
transaction TX1. The transaction output B for the new Thread B Locking Script 1s
determined from the execution of the fork construct. It 1s contemplated that there can be
different scenarios for new Thread B Locking Script as described below 1n more detail.

Once created, the blockchain transaction TX2 1s sent or broadcast to the blockchain
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network for validation. Upon successful validation, the blockchain transaction TX2 can be

mined by the mining nodes of the blockchain network for storage in the blockchain 208 as

shown.

[00114] In one scenario (referred to as “Fork with Replicated Threads™), the operations
for the new Thread B Locking Script of the transaction output B are replicated from the
operations of the Thread A Locking Script. In this case, two distinct execution threads that
share the same operations might execute with different input data. This 1s variant useful 1n
common MapReduce type situations. In this “Fork with Replicated Threads” scenario, the
creation and/or validation of the blockchain transaction TX2 can involve processing each
transaction output of the blockchain transaction TX2 to check that the locking script of the
transaction output of the blockchain transaction TX2 matches the locking scripting of the
single transaction output of the previous blockchain transaction TX1. If this check fails for
any one of the transaction outputs of the blockchain transaction TX2, a failure condition
can be raised and the blockchain transaction TX2 can be deemed invalid. If this check
passes, the fork construct can continue where the execution state of the locking script of
the transaction output of the blockchain transaction TX2 can be checked to ensure that 1t
corresponds to a specified execution state, which can be the same or different for the
locking scripts of the transaction outputs of the blockchain transaction TX2. If this further
check fails for any one of the transaction outputs of the blockchain transaction TX2, a
failure condition can be raised and the blockchain transaction TX2 can be deemed 1nvalid.
If this further check passes for all transaction outputs of the blockchain transaction TX?2
and any additional checks are satisfied, the blockchain transaction TX2 can be deemed

valid.

[00115] In another scenario (referred to as “Fork supporting Distinct Threads™), the
operations for the new Thread B Locking Script of output B can be the same of different
(or distinct) from the operations of the Thread A Locking Script. In this case, a collection
of valid hash values corresponding to valid locking scripts can be statically stored (e.g., as
part of the interpreter code of the locking script) or dynamically stored (e.g., in the
bytecode sequence being interpreted as part of the locking script). The creation and/or
validation of the blockchain transaction TX2 can involve determining the hash value for

the locking script of the previous blockchain transaction pointed to by the transaction input
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of the blockchain transaction TX2, and adding this hash value to the collection of hash
values 1f desired. Each transaction output of the blockchain transaction TX2 1s processed
to check that hashing the locking script of the transaction output of the blockchain
transaction TX2 produces a hash value that matches one of the valid hash values of the
collection. If this check fails for any one of the transaction outputs of the blockchain
transaction TX2, a failure condition can be raised and the blockchain transaction TX2 can
be deemed 1nvalid. If this check passes, the fork construct can continue where the
execution state of the locking script of the transaction output of the blockchain transaction
TX2 can be checked to ensure that 1t corresponds to a specified execution state, which can
be the same or different for the locking scripts of the transaction outputs of the blockchain
transaction TX2. If this further check fails for any one of the transaction outputs of the
blockchain transaction TX2, a fatlure condition can be raised and the blockchain
transaction TX2 can be deemed 1nvalid. If this further check passes for all the transaction
outputs of the blockchain transaction TX2 and any additional checks are satisfied, the

blockchain transaction TX2 can be deemed valid.

[00116] FIG. 3B illustrates the creation, validation and mining of the blockchain
transaction TX3 of FIG. 2 where execution of the Thread A Locking Script of the previous
blockchain transaction TX2 1s continued. In this case, the blockchain transaction TX3 1s
created as shown, which includes a single transaction input and a single transaction output
that includes the continuation of the Thread A Locking Script. The transaction input
includes an unlocking script for the Thread A Locking Script of the previous blockchain
transaction TX2. The transaction output for the continuation of the Thread A Locking
Script (or part thereof) 1s replicated from the transaction output of the previous blockchain
transaction TX2 for the Thread A Locking Script. Once created, the blockchain
transaction TX3 1s sent or broadcast to the blockchain network for validation. Upon
successful validation, the blockchain transaction TX3 can be mined by the mining nodes of

the blockchain network for storage 1n the blockchain 208.

[00117] In embodiments, the creation and/or validation of the blockchain transaction
TX3 can involve processing the transaction output of the blockchain transaction TX3 to
check that the locking script of the transaction output of the blockchain transaction TX3

matches the locking script of the transaction output of the previous blockchain transaction
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TX2 for the Thread A Locking Script. If the check for the transaction output of the
blockchain transaction T X3 fails, a failure condition can be raised and the blockchain
transaction TX3 can be deemed 1invalid. If the check for the transaction output of the
blockchain transaction TX3 passes, the execution state of the locking script of the
transaction output of the blockchain transaction TX3 can be checked to ensure that 1t
corresponds to a specified execution state. If this further check fails, and the blockchain
transaction TX3 can be deemed 1nvalid. If this further check passes and any additional

checks are satisfied, the blockchain transaction TX3 can be deemed valid.

[00118] FIG. 3B also illustrates the creation, validation and mining of the blockchain
transaction TX4 of FIG. 2 where execution of the Thread B Locking Script of the previous
blockchain transaction TX2 continues. In this case, the blockchain transaction TX4 1s
created as shown, which includes a single transaction input and a single transaction output
for the continuation of the Thread B Locking Script. The transaction input includes an
unlocking script for the Thread B Locking Script for the previous blockchain transaction
TX2. The transaction output for the continuation of the Thread B Locking Script (or part
thereof) 1s replicated from the transaction output of the previous blockchain transaction
TX2 for the Thread B Locking Script. Once created, the blockchain transaction TX4 1s
sent or broadcast to the blockchain network for validation. Upon successful validation, the
blockchain transaction TX4 can be mined by the mining nodes of the blockchain network

for storage in the blockchain 208.

[00119] In embodiments, the creation and/or validation of the blockchain transaction
TX4 can involve processing the transaction output of the blockchain transaction TX4 to
check that the locking script of the transaction output of the blockchain transaction TX4
matches the locking script of the transaction output of the previous blockchain transaction
TX2 for the Thread B Locking Script. If the check for the transaction output of the
blockchain transaction T X4 fails, a failure condition can be raised and the blockchain
transaction TX4 can be deemed invalid. If the check for the transaction output of the
blockchain transaction T X4 passes, the execution state of the locking script of the
transaction output of the blockchain transaction TX4 can be checked to ensure that 1t
corresponds to a specified execution state. If this further check fails, a failure condition

can be raised and the blockchain transaction TX4 can be deemed invalid. If this further
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check passes and any additional checks are satisfied, the blockchain transaction TX4 can

be deemed valid.

[00120] FIG. 3C illustrates the creation, validation and mining of the blockchain
transaction TX5 of FIG. 2, which involves execution of the Thread A Locking Script of the
previous blockchain transaction TX3 and the execution of the Thread B Locking Script of
the previous blockchain transaction TX4 under the control of a barrier construct. In this
case, the blockchain transaction TX5 1s created as shown, which includes two transaction
inputs (one that includes an unlocking script for the Thread A Locking Script for the
previous blockchain transaction TX3 and another that includes an unlocking script for the
Thread B Locking Script for the previous blockchain transaction TX4) and two transaction
outputs for the Thread A Locking Script and the Thread B Locking Script. The transaction
output A for the Thread A Locking Script (or part thereof) 1s replicated from the
transaction output of the previous blockchain transaction TX3. The transaction output B
for the Thread B Locking Script (or part thereof) 1s replicated from the transaction output
of the previous blockchain transaction TX4. Once created, the blockchain transaction TX5
1S sent or broadcast to the blockchain network for validation. Upon successful validation,
the blockchain transaction TX5 can be mined by the mining nodes of the blockchain

network for storage in the blockchain 208.

[00121] In embodiments, the creation or validation of the blockchain transaction TX5
can involve processing each transaction output of the blockchain transaction TXS5 to check
that the locking script of the transaction output of the blockchain transaction TXS matches
the locking script of the corresponding transaction output of the previous blockchain
transaction (e.g., TX3 or TX4 1n this example). If this check fails for any one of the
transaction outputs of the blockchain transaction TXS, a failure condition can be raised and
the blockchain transaction TX5 can be deemed 1invalid. If this check passes, the barrier
construct can continue where the execution state of the locking script of the transaction
output of the blockchain transaction TX5 can be checked to ensure that 1t corresponds to a
specified execution state. The resultant execution state can be dictated by one or more
parameters of the barrier construct. Such parameters can involve constraining a thread for
execution to be at a specific point of execution, or stalling (waiting) or sleeping the

execution of one thread of execution (e.g., Thread B Locking Script) until released by
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another thread of execution (e.g., Thread A Locking Script), or other thread
synchronization conditions. Such controls can be used to avoid race conditions where the
multiple threads of execution race against one other to complete their tasks. If this further
check fails for any one of the transaction outputs of the blockchain transaction TX5, a
failure condition can be raised and the blockchain transaction TX3 can be deemed 1nvalid.
If this further check passes for all transaction outputs of the blockchain transaction TXS
and any additional checks are satistied, the blockchain transaction TXS can be deemed

valid.

[00122] FIG. 3D 1illustrates the creation, validation and mining of the blockchain
transaction TX6 of FIG. 2 where multiple execution threads (the Thread A Locking Script
and Thread B Locking Script) of the previous blockchain transaction TXS are joined into a
single execution thread (Thread C Locking Script) of the blockchain transaction TX6 under
control of a join construct. In this case, the blockchain transaction TX6 1s created as
shown, which includes two transaction inputs (one that includes an unlocking script for the
Thread A Locking Script of the previous blockchain transaction TXS and another that
includes an unlocking script for the Thread B Locking Script of the previous blockchain
transaction TX35) and one transaction output for a new Thread C Locking Script. The
transaction output for the Thread C Locking Script can be determined from the execution
of the join construct. It 1s contemplated that there can be different scenarios for the Thread
C Locking Script as described below 1n more detail. Once created, the blockchain
transaction TX6 1s sent or broadcast to the blockchain network for validation. Upon
successful validation, the blockchain transaction TX6 can be mined by the mining nodes of

the blockchain network for storage in the blockchain 208.

[00123] In one scenario (referred to as “Join with Replicated Thread”), the operations for
the new Thread C Locking Script are replicated from the common operations of the Thread
A Locking Script and the Thread B Locking Script. In this scenario, the creation and/or
validation of the blockchain transaction TX6 can involve processing the single transaction
output of the blockchain transaction TX6 to check that the locking script of the transaction
output matches the locking script for each one of the two transaction outputs (Thread A
Locking Script and Thread B Locking Script) of the previous blockchain transaction TXS.

If this check fails for any one of the parent locking scripts, a failure condition can be raised
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and the blockchain transaction TX6 can be deemed 1nvalid. If this check passes, the join
construct can continue where the Thread A Locking Script and Thread B Locking Script
are executed to some statically defined, or dynamically deduced specific positions and then
the resultant execution states can be combined or merged to derive an 1nitial execution
state for the execution of the Thread C Locking Script to some defined position. If this
further check fails, a failure condition can be raised and the blockchain transaction TX6
can be deemed 1nvalid. If this further check passes and any additional checks are satistied,

the blockchain transaction TX6 can be deemed valid.

[00124] In another scenario (referred to as “Join supporting Distinct Thread”), the
operations for the new Thread C Locking Script can be the same or different (or distinct)
from the operations of the Thread A Locking Script and the Thread B Locking Script. In
this case, a collection of valid hash values corresponding to valid locking scripts can be
statically stored (e.g., as part of the interpreter code of the locking script) or dynamically
stored (e.g., in the bytecode sequence being interpreted as part of the locking script). The
creation and/or validation of the blockchain transaction TX6 can involve determining the
hash values for the Thread A Locking Script and the Thread B Locking Script of the
previous blockchain transaction TXS pointed to by the transaction inputs of the blockchain
transaction TX6, and adding these hash values to the collection of hash values 1f desired.
The transaction output of the blockchain transaction TX6 1s processed to check that
hashing the locking script of the transaction output of the blockchain transaction TX6
produces a hash value that matches one of the valid hash values of the collection. If this
check fails, a failure condition can be raised and the blockchain transaction TX6 can be
deemed 1invalid. If this check passes, the join construct can continue where the Thread A
Locking Script and Thread B Locking Script are executed to some statically defined, or
dynamically deduced specific positions and then the resultant execution states can be
combined or merged to dertve an 1nitial execution state for the execution of the Thread C
Locking Script to some defined position. If this further check fails, a failure condition can
be raised and the blockchain transaction TX6 can be deemed invalid. If this further check
passes and any additional checks are satistied, the blockchain transaction TX6 can be

deemed valid.



WO 2019/116184 PCT/IB2018/059757
44

[00125] In all of these scenarios for the join construct, the specified execution state of the
transaction TX 6 can ensure that the Thread A Locking Script and/or the Thread B Locking
Script have terminated execution and can involve combining or merging the resulting
execution states of the Thread A Locking Script and the Thread B Locking Script. This

can be useful where the smart contract needs to process the result data produced by the

multiple threads of execution.

[00126] FIG. 4 illustrates another sequence of blockchain transactions of a different
smart contract, wherein the sequence of blockchain transactions 1) forks execution of an
execution thread to generate multiple execution threads under control of a fork construct or
operation and 11) merges the multiple execution threads under control of a join construct or
operation. This sequence of blockchain transactions avoids inter-thread communication

and cooperation between the multiple execution threads under control of a barrier construct

or operation.

[00127] The blockchain transactions TX2, TX3 and TX4 of FIG. 4 can be created,
validated and mined as described above with respect to FIGS. 3A — 3B. Note that the
blockchain transactions TX3 and TX4 when committed to the blockchain can represent
concurrent or asynchronous execution of the multiple threads of execution (e.g., Thread A
Locking Script of blockchain transaction TX3 and the Thread B Locking Script of

blockchain transactionTX4) represented by the sequence of blockchain transactions.

[00128] FIG. 5 illustrates the creation, validation and mining of the blockchain
transaction TX6’ of FIG. 4, where the execution thread of the Thread A Locking Script of
the previous blockchain transaction TX3 and the execution thread of the Thread B Locking
Script of the previous blockchain transaction TX4 are joined 1nto a single execution thread
(Thread C Locking Script) of the blockchain transaction TX6’ under control of a join
construct. In this case, the blockchain transaction TX6’ 1s created as shown, which
includes two transaction inputs (one that includes an unlocking script for the Thread A
Locking Script of previous blockchain transaction TX3 and another that includes an
unlocking script for the Thread B Locking Script of previous blockchain transaction TX4)
and one transaction output for the new Thread C Locking Script. The transaction output

for the Thread C Locking Script can be determined from the execution of the join
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construct. It 1s contemplated that there can be different scenarios for the Thread C Locking
Script as described below 1n more detail. Once created, the blockchain transaction TX6’ 1s
sent or broadcast to the blockchain network for validation. Upon successful validation, the
blockchain transaction TX6’ can be mined by the mining nodes of the blockchain network

for storage 1n the blockchain 208.

[00129] In the “Join with Replicated Thread” scenario, the operations for the Thread C
Locking Script are replicated from the common operations of the Thread A Locking Script
and the Thread B Locking Script. In this scenario, the validation of the blockchain
transaction TX6 can involve processing the single transaction output of the blockchain
transaction TX6 to check that the locking script of the transaction output matches the
Thread A Locking Script of the transaction output of the previous blockchain transaction
TX3 and the Thread B Locking Script of the transaction output of the previous blockchain
transaction TX4. If this checks fails for any one of the parent thread locking scripts, a
failure condition can be raised and the blockchain transaction TX6’ can be deemed 1nvalid.
If this check passes, the join construct can continue where the execution state of the
locking script of the transaction output of the blockchain transaction TX6’ can be checked
to ensure that 1ts corresponds to a specified execution state and the execution states of the
parent threads of the Thread A Locking Script of the previous blockchain transaction TX3
and the Thread B Locking Script of the previous blockchain transaction TX4 can be
merged together. If this further check fails, a failure condition can be raised and the
blockchain transaction TX6’ can be deemed invalid. If this further check passes and any

additional checks are satisfied, the blockchain transaction TX6’ can be deemed valid.

[00130] In the “Join supporting Distinct Thread” scenario, the operations for the new
Thread C Locking Script can be the same or different (or distinct) from the operations of
the Thread A Locking Script and the Thread B Locking Script. In this case, a collection of
valid hash values corresponding to valid locking scripts can be statically stored (e.g., as
part of the interpreter code of the locking script) or dynamically stored (e.g., in the
bytecode sequence being interpreted as part of the locking script). The creation and/or
validation of the blockchain transaction TX6’ can involve determining the hash values for
the Thread A Locking Script of the previous blockchain transaction TX3 and the Thread B

Locking Script of the previous blockchain transaction TX4 pointed to by the transaction
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inputs of the blockchain transaction TX6’, and adding these hash values to the collection of
hash values 1f desired. The transaction output of the blockchain transaction TX6’ 1s
processed to check that hashing the locking script of the transaction output of the
blockchain transaction TX6’ produces a hash value that matches one of the valid hash
values of the collection. If this check fails, a failure condition can be raised and the
blockchain transaction TX6’ can be deemed invalid. If this check passes, the join
construct can continue where the execution state of the locking script of the transaction
output of the blockchain transaction TX6’ can be checked to ensure that 1t corresponds to a
specified execution state and the execution states of the parent threads of the Thread A
Locking Script of the previous blockchain transaction TX3 and the Thread B Locking
Script of the previous blockchain transaction TX4 can be merged together. If this further
check fails, a failure condition can be raised and the blockchain transaction TX6’ can be
deemed 1nvalid. If this further check passes and any additional checks are satistied, the

blockchain transaction TX6’ can be deemed valid.

[00131] In all of these scenarios for the join construct, the specified execution state of the
transaction TX 6’ can ensure that the Thread A Locking Script and/or the Thread B
Locking Script have terminated execution and can involve combining or merging the
resulting execution states of the Thread A Locking Script and the Thread B Locking Script.
This can be useful where the smart contract needs to process the result data produced by

the multiple threads of execution.

[00132] FIG. 6 1llustrates exemplary details of the blockchain transaction TX2 of FIG. 2
where execution of the locking script of the previous blockchain transaction TX1 involves
execution of the fork construct. The fork construct forks execution of an execution thread
(1.e., the Thread A Locking Script) that 1s executed as the locking script of the previous

blockchain transaction TX1 to generate multiple execution threads (1.e., a continuation of

the Thread A Locking Script and a new Thread B Locking Script).

[00133] Asillustrated schematically, the previous blockchain transaction TX1 has a
single transaction input Vin[x] that includes an unlocking script (labeled “scriptSi1g”). The
previous blockchain transaction TX1 also has a transaction output Vout[x] representing a

Thread A Locking Script (labeled “scriptPubKey”) that includes a bytecode sequence and
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interpreter code. The bytecode sequence 1s a computer program that can be thought of as a
state machine that embodies a set of state rules with a well-defined set of states, whereby
execution of the bytecodes of the bytecode sequence (computer program) provide for
transitions between the states of the state machine. The interpreter code supports
interpretation of the bytecode sequence of the Thread A Locking Script. The Thread A
Locking Script also includes a current state execution pointer (or “current execution
pointer”’) and serialized state data (labeled “virtual memory”) that together represent a
current state within the states of the state machine represented by the bytecode sequence of
the Thread A Locking Script. The current execution pointer included as part of the Thread
A Locking Script refers to an execution point of the bytecode sequence corresponding to
the current state. The serialized state data includes as part of the Thread A Locking Script
represents the state of the state machine represented by the bytecode sequence at the
execution point referred to by the current execution pointer included in the Thread A

Locking Script.

[00134] As can be seen in the example of FIG. 6, the spending blockchain

transaction TX2 has a single transaction input Vin[x], and two separate transaction outputs,
one Vout[x] representing the Thread A Locking Script and the other Vout[y] representing
the Thread B Locking Script. The single transaction input Vin|x] of the spending
blockchain transaction TX2 includes a pointer to the transaction output Vout[x] of the
previous blockchain transaction TX1 and an unlocking script (“scriptSig”) for the Thread
A Locking Script of the transaction output Vout|x] of the previous blockchain transaction
TX1. Both transaction outputs Vout[x] and Vout|[y] include a bytecode sequence and
interpreter code. The bytecode sequence and interpreter code of the Thread A Locking
Script of Vout[x] of the spending blockchain transaction TX2 can be replicated from
bytecode sequence and interpreter code of the Thread A Locking Script of Vout[x] of the

previous blockchain transaction TX1.

[00135] The Thread A Locking Script of the transaction output Vout[x] of the spending
blockchain transaction TX2 also includes a next state execution pointer (or “next execution
pointer’’) and serialized state data (labeled “virtual memory”) that together represent a next
state within the states of the state machine represented by the bytecode sequence of the

Thread A Locking Script. The next execution pointer included as part of the Thread A
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Locking Script refers to an execution point of the bytecode sequence of the Thread A
Locking Script corresponding to this next state. The serialized state data includes as part
of the Thread A Locking Script represents the state of the state machine represented by the
bytecode sequence at the execution point referred to by the next execution pointer included

in the Thread A Locking Script.

[00136] Note that the serialized state data that 1s included 1n the Thread A Locking Script
of the spending blockchain transaction TX2 can be determined when creating the spending
blockchain transaction TX2 by generating or accessing the next execution pointer that 1s
included 1n the Thread A Locking Script of the spending blockchain transaction TX2,
using the serialized state data of the Thread A Locking Script of the previous blockchain
transaction TX1 to restore the current state of execution of the bytecode sequence of the
Thread A Locking Script, and then executing the bytecode sequence of the Thread A
Locking Script. Such execution begins at the point (or operation) corresponding to the
current execution pointer of the Thread A Locking Script that 1s included in the previous
blockchain transaction TX1 and terminates at the point (or operation) corresponding to the
next execution pointer of the Thread A Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[x] of the spending

blockchain transaction T X2.

[00137] Note that the number of bytecode operations of the Thread A Locking Script of
the spending blockchain transaction TX2 that will be executed when creating and
validating the spending blockchain transaction TX2 1s dictated by the difference between
the current execution pointer of the Thread A Locking Script as included 1n the previous
blockchain transaction TX1 and the next execution pointer of the Thread A Locking Script
of the spending blockchain transaction TX2. This difference in execution pointers can be
varied by design by selecting or varying the next execution pointer of the Thread A
Locking Script of the spending blockchain transaction TX2. In this manner, the number of
bytecode operations of the Thread A Locking Script of the spending blockchain transaction
TX2 that will be executed when creating and validating the spending blockchain
transaction TX2 can be either constrained or be used 1n parameterizing a constraint on the
spending transaction. This parameterized constraint can be used to limit the number of

bytecode operations executed between transactions (for example, to avoid inefficient



WO 2019/116184 PCT/IB2018/059757
49

operation of the bytecode sequence of the smart contract), to logically partition the
bytecode sequence of the smart contract into distinct segments that are executed over a
sequence of spending transactions, to calculate a reward for the entity creating the new

transaction based on the parameterized constraint, or for other possible uses.

[00138] The transaction output Vout|y] of the spending blockchain transaction TX2 for
the new Thread B Locking Script 1s determined from the execution of the fork construct. It
1s contemplated that there can be different scenarios for new Thread B Locking Script as

described below 1n more detail.

[00139] In the “Fork with Replicated Threads” scenario, the bytecode sequence and
interpreter code for the new Thread B Locking Script can be replicated from the bytecode
sequence and interpreter code of the Thread A Locking Script of Vout[x] of the previous
blockchain transaction TX1. In this case, two distinct execution threads (the Thread A
Locking Script of Vout[x] of the spending blockchain transaction TX2 and Thread B
Locking Script of Vout|y] of the pending blockchain transaction TX2) that share the same
operations might execute with different input data. This 1s variant useful in common
MapReduce type situations. In this scenario, the Thread B Locking Script of the
transaction output Vout[y] of the spending blockchain transaction TX2 also includes a next
state execution pointer (or “next execution pointer’) and serialized state data (labeled
“virtual memory’’) that together represent a next state within the states of the state machine
represented by the bytecode sequence of the Thread B Locking Script. The next execution
pointer included as part of the Thread B Locking Script refers to an execution point of the
bytecode sequence of the Thread B Locking Script corresponding to this next state. The
serialized state data includes as part of the Thread B Locking Script represents the state of
the state machine represented by the bytecode sequence at the execution point referred to

by the next execution pointer included 1n the Thread B Locking Script.

[00140] Note that the serialized state data that 1s included 1n the Thread B Locking Script
of the spending blockchain transaction TX2 can be determined when creating the spending
blockchain transaction TX2 by generating or accessing the next execution pointer that 1s
included 1n the Thread B Locking Script of the spending blockchain transaction TX2, using
the serialized state data of the Thread A Locking Script of the previous blockchain
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transaction TX1 to restore the current state of execution of the bytecode sequence of the
Thread B Locking Script, and then executing the bytecode sequence of the Thread B
Locking Script. Such execution begins at the point (or operation) corresponding to the
current execution pointer of the Thread A Locking Script that 1s included in the previous
blockchain transaction TX1 and terminates at the point (or operation) corresponding to the
next execution pointer of the Thread B Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[x] of the spending

blockchain transaction T X2.

[00141] In the “Fork with Replicated Threads” scenario, the number of bytecode
operations of the Thread B Locking Script of the spending blockchain transaction TX2 that
will be executed when creating and validating the spending blockchain transaction TX2
can be dictated by the difference between the current execution pointer of the Thread A
Locking Script as included 1n the previous blockchain transaction TX1 and the next
execution pointer of the Thread B Locking Script of the spending blockchain transaction
TX2. This difference 1in execution pointers can be varied by design by selecting or varying
the execution pointer of the next execution pointer of the Thread B Locking Script of the
spending blockchain transaction TX2. In this manner, the number of bytecode operations
of the Thread B Locking Script of the spending blockchain transaction TX?2 that will be
executed when creating and validating the spending blockchain transaction TX2 can be
either constrained or be used in parameterizing a constraint on the spending transaction.
This parameterized constraint can be used to limit the number of bytecode operations
executed between transactions (for example, to avoid inefticient operation of the bytecode
sequence of the smart contract), to logically partition the bytecode sequence of the smart
contract into distinct segments that are executed over a sequence of spending transactions,
to calculate a reward for the entity creating the new transaction based on the parameterized

constraint, or for other possible uses.

[00142] In the “Fork with Replicated Threads” scenario, the creation and/or validation of
the blockchain transaction TX2 can involve processing each transaction output of the
spending blockchain transaction TX2 to check that the bytecode sequence and interpreter
code (or a hash value of a combination of such data) of the locking script of the given

transaction output matches the bytecode sequence and interpreter code (or a hash value of a
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combination of such data) of the Thread A Locking Script of the single transaction output
Vout[x] of the previous blockchain transaction TX1. If this check fails for any one of the
transaction outputs, a failure condition can be raised and the blockchain transaction TX2
can be deemed 1nvalid. If this check passes, the fork construct can continue where the
execution state of the bytecode sequence of the locking script of the transaction output of
the blockchain transaction TX2 can be checked to ensure that 1t corresponds to a specified
execution state, which can be the same or different for the two locking scripts of the
transaction outputs of the spending blockchain transaction TX2. If this further check fails
for any one of the transaction outputs, a failure condition can be raised and the blockchain
transaction TX2 can be deemed 1nvalid. If this further check passes for all the transaction
outputs of the spending blockchain transaction TX2 and any additional checks are

satisfied, the spending blockchain transaction TX2 can be deemed valid.

[00143] Note that 1n other embodiments, a spending blockchain transaction can include
more than two transaction outputs representing more than two child execution threads that
are forked from the parent execution thread of the locking script of the previous blockchain
transaction. In the “Fork with Replicated Thread” scenario, the locking scripts of the
transaction outputs of the spending blockchain transaction represent a plurality of
execution threads each replicated from the locking script of the previous blockchain
transaction. In embodiments, the locking script for each transaction output can include a

number of elements including:

e A child thread bytecode sequence to be executed;

o Interpreter code to interpret and execute the child thread bytecode

sequence

o Next Execution Pointer representing a position of execution 1n the child

thread bytecode sequence; and

e A copy or snapshot of virtual memory that represents the execution state

of the child thread bytecode sequence at the Next Execution Pointer.
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In other embodiments, the locking script for each transaction output can include additional
or other data elements. Furthermore, the unlocking script (“scriptSig”’) of the transaction
input of the spending blockchain transaction (which points to the parent execution thread
of the locking script of the previous blockchain transaction that 1s forked by the forked
construct) can contain the following: 1) a copy of part of the spending blockchain
transaction itself, and 11) a copy of the previous blockchain transaction pointed to the
transaction input. Note that when validating the spending blockchain transaction, the
unlocking script 1s placed first in virtual memory (stack) and thus accessible for use later
by the specific interpreter virtual bytecodes of the corresponding locking script. By
including these two 1items as part of the unlocking script (“scriptSig”) of the transaction
input of the spending blockchain transaction, validation of the spending blockchain

transaction and the fork construct can take place.

[00144] Table A below provides pseudocode describing a virtual bytecode

(VOP FORK DUP) of a fork construct that follows the “Fork with Replicated Threads”
scenario described herein. The virtual bytecode VOP FORK DUP can be included in the
bytecode sequence of a locking script and interpreted using the interpreter code included 1n
the locking script to carry out the operations of Table A. The virtual bytecode

VOP FORK DUP can be interpreted when creating and/or validating a spending
blockchain transaction as described herein. In this case, the operations extract the locking
script of the previous blockchain transaction as stored in the unlocking script of the
transaction input of the spending blockchain transaction and pointed to by the transaction
input. The operations loop through the set of transaction outputs of the spending
blockchain transaction, which can be represented by a parameter that 1s statically stored
(e.g., as part of the interpreter code of the locking script) or dynamically stored (e.g., in the
bytecode sequence being interpreted as part of the locking script). For each transaction
output, the operations check that the bytecode sequence and interpreter code (or a hash
value for a combination of such data) of the locking script included 1n the transaction
output matches the bytecode sequence and interpreter code (or a hash value for a
combination of such data) of the locking script of the previous blockchain transaction as
stored 1n the unlocking script of the transaction input of the spending blockchain

transaction. If this check fails for any one of the transaction outputs, a faillure condition
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can be raised and the blockchain transaction can be deemed invalid. If this check passes,
the interpretation of the join construct can continue where the Next Execution Pointer for
the bytecode sequence of the locking script for the transaction output 1s checked to be at a
specific position. The Next Execution Pointers for the bytecode sequences of the locking
scripts for the transaction outputs can be either the same or different. If this further check
fails for any one of the transaction outputs, a failure condition can be raised and the
blockchain transaction can be deemed invalid. If this further check passes for all
transaction outputs and any additional checks are satisfied, the blockchain transaction can
be deemed valid. If the validation of the VOP FORK DUP virtual bytecode succeeds, the
execution of one or more bytecodes of the child thread locking script of the spending
blockchain transaction can continue and checked to ensure that 1s matches the snapshot of
virtual memory that represents the execution state of the child thread bytecode sequence at

the Next Execution Pointer for validation of the spending blockchain transaction.

Table A

// VOP FORK DUP

1. Extract the Locking Script of the Previous Tx as stored in the Unlocking
Script of the Input of the Spending Tx

2. Loop through set of Outputs in Spending Tx

// Check forking constraints

a. Extract Locking Script included 1n the Output of the Spending
1'x

b. Check that the bytecode sequence and interpreter code (or the
hash value for a combination of such data) for the Locking
Script included 1n the Output of the Spending Tx matches the
bytecode sequence and interpreter code (or the hash value for a
combination of such data) for the Locking Script of the Previous
1'x

i. If false, VOP fails and script fails

c. Extract Next Execution Pointer for the Locking Script included

1in the Output of the Spending Tx
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// Check the positions of execution. This can be either be derived by
an additional following parameter, or a specific fixed position.

d. Check Next Execution Pointer == A Specific Position
i. If false, VOP fails and script fails

3. Continue execution.

[00145] In another scenario (referred to “Fork supporting Distinct Threads™), the
bytecode sequence and/or interpreter code for the new Thread B Locking Script can be the
same or different (or distinct) with respect to the bytecode sequence and interpreter code of
the Thread A Locking Script of the previous blockchain transaction T1. In this scenario, a
collection of valid hash values corresponding to valid bytecode sequences and interpreter
code can be statically stored (e.g., as part of the interpreter code of the locking script) or
dynamically stored (e.g., in the bytecode sequence being interpreted as part of the locking
script). The Thread B Locking Script of the transaction output Vout[y] of the spending
blockchain transaction TX2 also includes a next state execution pointer (or “next execution
pointer”’) and serialized state data (labeled “virtual memory”) that together represent a next
state within the states of the state machine represented by the bytecode sequence of the
Thread B Locking Script. The next execution pointer included as part of the Thread B
Locking Script refers to an execution point of the bytecode sequence of the Thread B
Locking Script corresponding to this next state. The serialized state data includes as part
of the Thread B Locking Script represents the state of the state machine represented by the
bytecode sequence at the execution point referred to by the next execution pointer included

1in the Thread B Locking Script.

[00146] In this “Fork supporting Distinct Threads” scenario, the serialized state data that
1s included 1n the Thread B Locking Script of the spending blockchain transaction TX2 can
be determined when creating the spending blockchain transaction TX2 by generating or
accessing the next execution pointer that 1s included in the Thread B Locking Script of the
spending blockchain transaction TX2, initializing the current state of execution of the
bytecode sequence of the Thread B Locking Script, and then executing the bytecode

sequence of the Thread B Locking Script. Such execution terminates at the point (or
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operation) corresponding to the next execution pointer of the Thread B Locking Script.
Such execution can also use input determined by execution of the unlocking script

(“scriptS1g”) of Vin|[x] of the spending blockchain transaction TX2.

[00147] In the “Fork supporting Distinct Threads” scenario, the number of bytecode
operations of the Thread B Locking Script of the spending blockchain transaction TX2 that
will be executed when creating and validating the spending blockchain transaction TX2
can be dictated by the difference between an 1nitial execution pointer of the bytecode
sequence of the Thread B Locking Script and the next execution pointer of the Thread B
Locking Script of the spending blockchain transaction TX2. This difference in execution
pointers can be varied by design by selecting or varying the next execution pointer of the
Thread B Locking Script of the spending blockchain transaction TX2. In this manner, the
number of bytecode operations of the Thread B Locking Script of the spending blockchain
transaction TX2 that will be executed when creating and validating the spending
blockchain transaction TX2 can be either constrained or be used 1n parameterizing a
constraint on the spending transaction. This parameterized constraint can be used to limit
the number of bytecode operations executed between transactions (for example, to avoid
inefficient operation of the bytecode sequence of the smart contract), to logically partition
the bytecode sequence of the smart contract into distinct segments that are executed over a
sequence of spending transactions, to calculate a reward for the entity creating the new

transaction based on the parameterized constraint, or for other possible uses.

[00148] In the “Fork supporting Distinct Threads” scenario, the creation and validation
of the spending blockchain transaction TX2 can involve determining the hash value for the
combination of bytecode sequence and interpreter code of the Thread A Locking Script of
the previous blockchain transaction TX1, and adding this hash value to the collection set, 1f
need be. The processing then loops through the transaction outputs (Vout[x] and Vout|y])
of the spending blockchain transaction TX2 where each 1teration of the loop checks that
hashing the combination of the bytecode sequence and interpreter code of the locking
script of the particular transaction output produces a hash value that matches one of the
valid hash values of the collection. If this check fails for any one of the transaction
outputs, a failure condition can be raised and the blockchain transaction can be deemed

invalid. If this check passes, the fork construct can continue where the execution state of
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the bytecode sequence of the locking script of the transaction output can be checked to
ensure that 1t corresponds to a specified execution state. The specified execution states for
the bytecode sequences of the locking scripts of the transaction outputs can be the same or
different. If this further check fails for any one of the transaction outputs, a failure
condition can be raised and the spending blockchain transaction TX2 can be deemed
invalid. If these further checks pass and any additional checks are satisfied, the spending

blockchain transaction TX2 can be deemed valid.

[00149] Note that in other embodiments, a spending blockchain transaction that involves
a fork construct can include more than two transaction outputs representing more than two
child execution threads that are forked from the parent execution thread of the locking
script of the previous blockchain transaction. In the “Fork supporting Distinct Threads”
scenario, the locking scripts of the transaction outputs of the spending blockchain
transaction represent the distinct execution threads of the spending blockchain transaction.

In embodiments, the locking script of each transaction output can include a number of

elements 1including:
e A child thread bytecode sequence to be executed:;

e Interpreter code to interpret and execute the child thread bytecode

sequence;

e Next Execution Pointer representing a position of execution in the child

thread bytecode sequence; and

e A copy or snapshot of virtual memory that represents the execution state

of the child thread bytecode sequence at the Next Execution Pointer.

In other embodiments, the locking script for each transaction output can include additional
or other data elements. Furthermore, the unlocking script (“scriptSig”’) of the transaction
input of the spending blockchain transaction (which points to the parent execution thread
of the locking script of the previous blockchain transaction that 1s forked by the forked
construct) can contain the following: 1) a copy of part of the spending blockchain

transaction 1tself, and 11) a copy of the previous blockchain transaction pointed to the
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transaction input. Note that when validating the spending blockchain transaction, the
unlocking script 1s placed first in virtual memory (stack) and thus accessible for use later
by the specific interpreter virtual bytecodes of the corresponding locking script. By
including these two 1items as part of the unlocking script (“scriptSig”) of the transaction
input of the spending blockchain transaction, validation of the spending blockchain

transaction and the fork construct can take place.

[00150] Table B below provides pseudocode describing a virtual bytecode

(VOP FORK DISTINCT) of a tork construct that follows the “Fork supporting Distinct
Threads” scenario described herein. The virtual bytecode VOP FORK DISTINCT can be
included 1n the bytecode sequence of a locking script and interpreted using the interpreter
code included 1n the locking script to carry out the operations of Table B. The virtual
bytecode VOP FORK DISTINCT can be interpreted when creating and/or validating a
spending blockchain transaction as described herein. The operations extract the locking
script of the previous blockchain transaction as stored in the unlocking script of the
transaction input of the spending transaction. The operations loop through the set of child
thread locking scripts (which corresponds to the set of transaction outputs) of the spending
blockchain transaction, which can be represented by a parameter that 1s statically stored
(e.g., as part of the interpreter code of the locking script) or dynamically stored (e.g., 1in the
bytecode sequence being interpreted as part of the locking script). The operations read the
hash values corresponding to the combination of bytecode sequence and interpreter code of
each child thread locking script (or transaction output). In embodiments, these hash values
can be statically stored (e.g., as part of the interpreter code of the locking script) or
dynamically stored (e.g., in the bytecode sequence being interpreted as part of the locking
script). For example, in conjunction with the VOP FORK DISTINCT virtual bytecode,
the bytes of data that follow the virtual bytecode can specity the set of child thread locking
scripts (and thus the set of bytecode sequence/interpreter hash values and corresponding
transaction outputs) along with character delimiters used for determining the bounds of the
bytecode sequence/interpreter hash values for the set of child thread locking scripts. The
operations 1nitialize a collection of hash values corresponding to valid bytecode sequences
and interpreter code combinations. This collection of hash values can be represented by

data that 1s statically stored (e.g., as part of the interpreter code of the locking script) or
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dynamically stored (e.g., 1n the bytecode sequence being interpreted as part of the locking
script). Then, the hash value for the combination of bytecode sequence and interpreter
code of the locking script of the previous blockchain transaction 1s computed and added to
the collection. The operations then loop through the set of transaction outputs of the
spending blockchain transaction. For each transaction output, the operations extract the
locking script from the corresponding output of the spending blockchain transaction,
computes the hash value of the combination of bytecode sequence and interpreter code of
the extracted locking script, and checks that the computed hash value exists 1n the
collection of hash values. If this check fails for any one of the transaction outputs, a failure
condition can be raised and the spending blockchain transaction can be deemed invalid. If
this check passes, the fork construct can continue where the execution state of the locking
script of the transaction output of the spending blockchain transaction can be checked to
ensure that 1t corresponds to a specified execution state, which can be the same or different
for the locking scripts of the transaction outputs of the spending blockchain transaction. If
this further check fails for any one of the transaction outputs, a faillure condition can be
raised and the blockchain transaction can be deemed 1invalid. If this further check passes
for all of the transaction outputs and any additional checks are satistied, the spending
blockchain transaction can be deemed valid. If the validation of the

VOP FORK DISTINCT virtual bytecode succeeds, the execution of one or more
bytecodes of the child thread locking script of the spending blockchain transaction can
continue and checked to ensure that 1s matches the snapshot of virtual memory that
represents the execution state of the child thread bytecode sequence at the Next Execution

Pointer for validation of the spending blockchain transaction.

[00151] In addition, 1t 1s also possible to have the child thread bytecode sequences of the
outputs of the spending blockchain transaction included 1n the parent thread bytecode
sequence of the previous blockchain transaction. In this case, 1t 1S possible to then just
check that the child thread bytecode sequence exists in the parent thread bytecode
sequence and then continue executing the bytecode sequence from a specific position to

which 1s containing the child thread operations.
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Table B

// VOP FORK DISTINCT

1. Extract the Locking Script of the Previous Tx as stored in the Unlocking
Script of the Input of the Spending Tx

2. Initialize collection of hash values corresponding to valid combinations
of bytecode sequences and interpreter code

3. Compute the hash value for the combination of bytecode sequence and
interpreter code of the Locking Script of the Previous Tx, and add this
hash value to the collection of hash values

4. Determine (e.g., from the bytecode sequence of the Locking Script of the
Previous Tx) the number of child thread Locking Scripts

5. Loop through the set of child thread Locking Scripts

a. Determine (e.g., from the parent thread bytecode sequence of the
Locking Script of the Previous Tx) the hash value for the
combination of bytecode sequence and interpreter code
corresponding to the child thread Locking Script, and add this
hash value to the collection of hash values

6. Loop through the set of Outputs of the Spending Tx

// Check forking constraints

a. Extract the Locking Script from the Output of the Spending Tx
b. Compute the hash value for the combination of bytecode
sequence and interpreter code of the extracted Locking Script
c. Check that the computed hash value exists 1n the collection of
hash values
1. If false, VOP tails and script fails
d. Extract the Next Execution Pointer in the Locking Script of the
Output of the Spending Tx

// Check the positions of execution. This can be either be derived
by an additional following parameter, or a specific fixed

position.

e. Check Next Execution Pointer == A Specific Position
1. If false, VOP fails and script fails

7. Continue execution.
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[00152] FIG. 7 illustrates exemplary details of the blockchain transaction TX3 of FIG. 2
which continues execution of the Thread A Locking Script of the previous blockchain
transaction TX2. As illustrated schematically, the previous blockchain transaction TX2
has a single transaction input Vin[x] and a two separate transaction outputs, one transaction
output Vout|[x]| representing the Thread A Locking Script and the other transaction output
Vout|y] representing the Thread B Locking Script. Both transaction outputs include a
bytecode sequence and interpreter code. The transaction input Vin[x] of the previous
blockchain transaction TX2 includes a pointer to the transaction output Vout[x] of the

previous blockchain transaction TX1 and an unlocking script (“scriptSig”).

[001S3] Note that the Thread A Locking Script of the transaction output Vout|x] of the
previous blockchain transaction TX2 includes a current state execution pointer (or “current
execution pointer”) and serialized state data (labeled “virtual memory”™) that together
represent a current state within the states of the state machine represented by the bytecode
sequence of the Thread A Locking Script. The current execution pointer included as part
of the Thread A Locking Script refers to an execution point of the bytecode sequence of
the Thread A Locking Script corresponding to this current state. The serialized state data
includes as part of the Thread A Locking Script represents the state of the state machine
represented by the bytecode sequence at the execution point referred to by the current

execution pointer included in the Thread A Locking Script.

[00154] As can be seen 1n the example of FIG. 7, the spending blockchain

transaction TX3 has a single transaction input Vin[x] and a single transaction output
Vout[x]. The transaction input Vin[x] includes a pointer to the transaction output Vout[x]
of the previous blockchain transaction TX2 and an unlocking script (labeled “scriptSig”)
for the Thread A Locking Script of the transaction output Vout[x] of the previous
blockchain transaction TX2. The transaction output Vout|x] represents the Thread A
Locking Script (labeled “scriptPubKey”) that includes a bytecode sequence and interpreter
code. The interpreter code supports interpretation of the bytecode sequence of the Thread
A Locking Script. The bytecode sequence and interpreter code of the Thread A Locking
Script of Vout[x] of the spending blockchain transaction TX3 can be replicated from
bytecode sequence and interpreter code of the Thread A Locking Script of Vout[x] of the

previous blockchain transaction TX2.
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[00155] The Thread A Locking Script of the spending blockchain transaction TX3 also
includes a next state execution pointer (or “next execution pointer’’) and serialized state
data (labeled “virtual memory”) that together represent a next state within the states of the
state machine represented by the bytecode sequence of the Thread A Locking Script. The
next execution pointer included as part of the Thread A Locking Script refers to an
execution point of the bytecode sequence of the Thread A Locking Script corresponding to
the next state. The serialized state data includes as part of the Thread A Locking Script
represents the state of the state machine represented by the bytecode sequence at the
execution point referred to by the next execution pointer included 1n the Thread A Locking

Script.

[00156] The senalized state data that 1s included 1n the Thread A Locking Script of the
spending blockchain transaction TX3 can be determined when creating the spending
blockchain transaction TX3 by generating or accessing the next execution pointer that 1s
included 1n the Thread A Locking Script of the spending blockchain transaction TX3,
using the serialized state data of the Thread A Locking Script of the previous blockchain
transaction TX2 to restore the current state of execution of the bytecode sequence of the
Thread A Locking Script, and then executing the bytecode sequence of the Thread A
Locking Script. Such execution begins at the point (or operation) corresponding to the
current execution pointer of the Thread A Locking Script that 1s included 1n the previous
blockchain transaction TX2 and terminates at the point (or operation) corresponding to the
next execution pointer of the Thread A Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[x] of the spending

blockchain transaction T X3.

[00157] Note that the number of bytecode operations of the Thread A Locking Script of
the spending blockchain transaction TX3 that will be executed when creating and
validating the spending blockchain transaction TX3 1s dictated by the difference between
the current execution pointer of the Thread A Locking Script as included in the previous
blockchain transaction TX2 and the next execution pointer of the Thread A Locking Script
of the spending blockchain transaction TX3. This difference 1in execution pointers can be
varied by design by selecting or varying the next execution pointer of the Thread A

Locking Script of the spending blockchain transaction TX3. In this manner, the number of
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bytecode operations of the Thread A Locking Script of the spending blockchain transaction
TX3 that will be executed when creating and validating the spending blockchain
transaction TX3 can be either constrained or be used 1n parameterizing a constraint on the
spending transaction. This parameterized constraint can be used to limit the number of
bytecode operations executed between transactions (for example, to avoid 1nefficient
operation of the bytecode sequence of the smart contract), to logically partition the
bytecode sequence of the smart contract into distinct segments that are executed over a
sequence of spending transactions, to calculate a reward for the entity creating the new

transaction based on the parameterized constraint, or for other possible uses.

[00158] The creation and/or validation of the spending blockchain transaction TX3 can
involve processing the transaction output Vout[x] of the spending blockchain

transaction TX3 to check that the bytecode sequence and interpreter code (or a hash of a
combination of such data) of the Thread A Locking Script of the transaction output
Vout[x] matches the bytecode sequence and interpreter code (or a hash of a combination of
such data) of the Thread A Locking Script of the transaction output Vout[x] of the previous
blockchain transaction TX2. If this check fails, a failure condition can be raised and the
blockchain transaction can be deemed invalid. If this check passes, the operations can
continue where execution state of the Thread A Locking Script of the spending blockchain
transaction TX3 can be checked to ensure that 1t corresponds to a specified execution state.
If this further check fails, a failure condition can be raised and the blockchain transaction
can be deemed 1invalid. If this further check passes and any additional checks are satisfied,

the blockchain transaction can be deemed valid.

[00159] FIG. 8 1llustrates exemplary details of the blockchain transaction TX4 of FIG. 2
which continues execution of the Thread B Locking Script of the previous blockchain
transaction TX2. As illustrated schematically, the previous blockchain transaction TX2

has a single transaction input Vin[x] and two separate transaction outputs, one transaction
output Vout[x] representing the Thread A Locking Script and the other transaction output
Vout|y] representing the Thread B Locking Script. Both transaction outputs include a
bytecode sequence and interpreter code. The single transaction input Vin[x] of the
previous blockchain transaction TX2 includes a pointer to the transaction output Vout[x] of

the previous blockchain transaction TX1 and an unlocking script (“scriptSig”).
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[00160] Note that the Thread B Locking Script of the transaction output Vout|y] of the
previous blockchain transaction TX2 includes a current state execution pointer (or “current
execution pointer’) and serialized state data (labeled “virtual memory) that together
represent a current state within the states of the state machine represented by the bytecode
sequence of the Thread B Locking Script. The current execution pointer included as part
of the Thread B Locking Script refers to an execution point of the bytecode sequence of the
Thread B Locking Script corresponding to this current state. The serialized state data
includes as part of the Thread B Locking Script represents the state of the state machine
represented by the bytecode sequence at the execution point referred to by the current

execution pointer included in the Thread B Locking Script.

[00161] As can be seen in the example of FIG. 8, the spending blockchain

transaction TX4 has a single transaction input Vin[x] and a single transaction output
Vout[x]. The transaction input Vin[x] includes a pointer to the transaction output Vout|y]
of the Thread B Locking Script of the previous blockchain transaction TX2 and an
unlocking script (labeled “scriptSig”) for the Thread B Locking Script of the previous
blockchain transaction TX2. The transaction output Vout[x] represents the Thread B
Locking Script (labeled “scriptPubKey”) that includes a bytecode sequence and interpreter
code. The interpreter code supports interpretation of the bytecode sequence of the Thread
B Locking Script. The bytecode sequence and interpreter code of the Thread B Locking
Script of Vout[x] of the spending blockchain transaction TX4 can be replicated from
bytecode sequence and interpreter code of the Thread B Locking Script of Vout[y] of the

previous blockchain transaction TX2.

[00162] The Thread B Locking Script of Vout[x] of the spending blockchain
transaction TX4 also includes a next state execution pointer (or “next execution pointer’)
and serialized state data (labeled “virtual memory”) that together represent a next state
within the states of the state machine represented by the bytecode sequence of the Thread
B Locking Script. The next execution pointer included as part of the Thread B Locking
Script refers to an execution point of the bytecode sequence of the Thread B Locking
Script corresponding to the next state. The serialized state data includes as part of the

Thread B Locking Script represents the state of the state machine represented by the
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bytecode sequence at the execution point referred to by the next execution pointer included

1in the Thread B Locking Script.

[00163] The senalized state data that 1s included in the Thread B Locking Script of the
spending blockchain transaction TX4 can be determined when creating the spending
blockchain transaction TX4 by generating or accessing the next execution pointer that 1s
included 1n the Thread B Locking Script of the spending blockchain transaction TX4, using
the serialized state data of the Thread B Locking Script of the previous blockchain
transaction TX2 to restore the current state of execution of the bytecode sequence of the
Thread B Locking Script, and then executing the bytecode sequence of the Thread B
Locking Script. Such execution begins at the point (or operation) corresponding to the
current execution pointer of the Thread B Locking Script that 1s included 1n the previous
blockchain transaction TX2 and terminates at the point (or operation) corresponding to the
next execution pointer of the Thread B Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[x] of the spending

blockchain transaction T X4.

[00164] Note that the number of bytecode operations of the Thread B Locking Script of
the spending blockchain transaction TX4 that will be executed when creating and
validating of the spending blockchain transaction TX4 1s dictated by the difference
between the current execution pointer of the Thread B Locking Script as included 1n the
previous blockchain transaction TX2 and the next execution pointer of the Thread B
Locking Script of the spending blockchain transaction TX4. This difference in execution
pointers can be varied by design by selecting or varying the next execution pointer of the
Thread B Locking Script of the spending blockchain transaction TX4. In this manner, the
number of bytecode operations of the Thread B Locking Script of the spending blockchain
transaction TX4 that will be executed when creating and validating the spending
blockchain transaction TX4 can be either constrained or be used in parameterizing a
constraint on the spending transaction. This parameterized constraint can be used to limit
the number of bytecode operations executed between transactions (for example, to avoid
inefficient operation of the bytecode sequence of the smart contract), to logically partition

the bytecode sequence of the smart contract into distinct segments that are executed over a
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sequence of spending transactions, to calculate a reward for the entity creating the new

transaction based on the parameterized constraint, or for other possible uses.

[00165] The creation and/or validation of the spending blockchain transaction TX4 can
involve processing the transaction output Vout|x] of the spending blockchain

transaction TX4 to check that the bytecode sequence and interpreter code (or a hash of a
combination of such data) of the Thread B Locking Script of the transaction output Vout[x]
matches the bytecode sequence and interpreter code (or a hash of a combination of such
data) of the Thread B Locking Script of the transaction output Vout|y] of the previous
blockchain transaction TX2. If this check fails, a failure condition can be raised and the
blockchain transaction can be deemed invalid. If this check passes, the operations can
continue where execution state of the Thread B Locking Script of the spending blockchain
transaction TX4 can be checked to ensure that 1t corresponds to a specified execution state.
If this further check fails, a failure condition can be raised and the blockchain transaction
can be deemed invalid. If this further check passes and any additional checks are satistied,

the blockchain transaction can be deemed valid.

[00166] FIG. 9 1llustrates exemplary details of the blockchain transaction TXS of FIG. 2
which continues execution of the Thread A Locking Script of the previous blockchain
transaction TX3 and execution of the Thread B Locking Script of the previous blockchain

transaction T X4 under control of the barrier construct.

[00167] As illustrated schematically, the previous blockchain transaction TX3 has a
single transaction input Vin|x] that includes an unlocking script (labeled “scriptSig”). The
previous blockchain transaction TX3 also has a transaction output Vout[x] representing the
Thread A Locking Script (labeled “scriptPubKey”) that includes a bytecode sequence and
interpreter code. The interpreter code supports interpretation of the bytecode sequence of
the Thread A Locking Script. The Thread A Locking Script also includes a current state
execution pointer (or “current execution pointer’) and serialized state data (labeled “virtual
memory’ ) that together represent a current state within the states of the state machine
represented by the bytecode sequence of the Thread A Locking Script. The current
execution pointer included as part of the Thread A Locking Script refers to an execution

point of the bytecode sequence corresponding to the current state. The serialized state data
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includes as part of the Thread A Locking Script represents the state of the state machine
represented by the bytecode sequence at the execution point referred to by the current

execution pointer included in the Thread A Locking Script.

[00168] As illustrated schematically, the previous blockchain transaction TX4 has a
single transaction input Vin[x] that includes an unlocking script (labeled “scriptSig”). The
previous blockchain transaction TX4 also has a transaction output Vout[x] representing the
Thread B Locking Script (labeled “scriptPubKey™) that includes a bytecode sequence and
interpreter code. The interpreter code supports interpretation of the bytecode sequence of
the Thread B Locking Script. The Thread B Locking Script also includes a current state
execution pointer (or “current execution pointer’) and serialized state data (labeled “virtual
memory’ ) that together represent a current state within the states of the state machine
represented by the bytecode sequence of the Thread B Locking Script. The current
execution pointer included as part of the Thread B Locking Script refers to an execution
point of the bytecode sequence corresponding to the current state. The serialized state data
includes as part of the Thread B Locking Script represents the state of the state machine
represented by the bytecode sequence at the execution point referred to by the current

execution pointer included 1n the Thread B Locking Script.

[00169] As can be seen 1n the example of FIG. 9, the spending blockchain transaction
TX5 has two separate transaction inputs Vin[x], Vin[y] and two corresponding transaction
outputs Vout[x], Vout|y]. The transaction input Vin|x] of the spending blockchain
transaction TXS includes a pointer to the transaction output Vout[x] for the Thread A
Locking Script of the previous blockchain transaction TX3 and an unlocking script
(“scriptS1g”) for the Thread A Locking Script of Vout[x] of the previous blockchain
transaction TX3. The transaction input Vin|y] of the spending blockchain transaction TX35
includes a pointer to the transaction output Vout|[x] for the Thread B Locking Script of the
previous blockchain transaction TX4 and an unlocking script (“scriptSig”) for the Thread
B Locking Script of Vout[x] of the previous blockchain transaction TX3. The transaction
output Vout|[x]| represents the Thread A Locking Script. The transaction output Vout|y]
represents the Thread B Locking Script. Both transaction outputs include a bytecode
sequence and interpreter code. The interpreter code supports interpretation of the bytecode

sequence of the given transaction output.
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[00170] The bytecode sequence and interpreter code of the Thread A Locking Script of
Vout[x] of the spending blockchain transaction TX5 can be replicated from the bytecode
sequence and interpreter code of the Thread A Locking Script of Vout[x] of the previous
blockchain transaction TX3. The Thread A Locking Script of Vout[x] of the spending
blockchain transaction TX3S also includes a next state execution pointer (or “next execution
pointer”’) and serialized state data (labeled “virtual memory) that together represent a next
state within the states of the state machine represented by the bytecode sequence of the
Thread A Locking Script. The next execution pointer included as part of the Thread A
Locking Script refers to an execution point of the bytecode sequence of the Thread A
Locking Script corresponding to the next state. The serialized state data includes as part of
the Thread A Locking Script represents the state of the state machine represented by the
bytecode sequence at the execution point referred to by the next execution pointer included

in the Thread A Locking Script.

[00171] Note that the serialized state data that 1s included 1n the Thread A Locking Script
of the spending blockchain transaction TXS can be determined when creating the spending
blockchain transaction TXS by generating or accessing the next execution pointer that 1s
included 1n the Thread A Locking Script of the spending blockchain transaction TXS,
using the serialized state data of the Thread A Locking Script of the previous blockchain
transaction TX3 to restore the current state of execution of the bytecode sequence of the
Thread A Locking Script, and then executing the bytecode sequence of the Thread A
Locking Script. Such execution begins at the point (or operation) corresponding to the
current execution pointer of the Thread A Locking Script that 1s included in the previous
blockchain transaction TX3 and terminates at the point (or operation) corresponding to the
next execution pointer of the Thread A Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[x] of the spending

blockchain transaction T X35.

[00172] Note that the number of bytecode operations of the Thread A Locking Script of
the spending blockchain transaction TX5 that will be executed when creating and
validating of the spending blockchain transaction TXS5 1s dictated by the difference
between the current execution pointer of the Thread A Locking Script as included 1n the

previous blockchain transaction TX3 and the next execution pointer of the Thread A
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Locking Script of the spending blockchain transaction TX5. This difference in execution
pointers can be varied by design by selecting or varying the next execution pointer of the
Thread A Locking Script of the spending blockchain transaction TXS. In this manner, the
number of bytecode operations of the Thread A Locking Script of the spending blockchain
transaction TX5 that will be executed when creating and validating the spending
blockchain transaction TX5 can be either constrained or be used 1n parameterizing a
constraint on the spending transaction. This parameterized constraint can be used to limit
the number of bytecode operations executed between transactions (for example, to avoid
inefficient operation of the bytecode sequence of the smart contract), to logically partition
the bytecode sequence of the smart contract into distinct segments that are executed over a
sequence of spending transactions, to calculate a reward for the entity creating the new

transaction based on the parameterized constraint, or for other possible uses.

[00173] The bytecode sequence and interpreter code of the Thread B Locking Script of
Vout[y] of the spending blockchain transaction TX5 can be replicated from the bytecode
sequence and interpreter code of the Thread B Locking Script of Vout[x] of the previous

blockchain transaction T X4.

[00174] The Thread B Locking Script of Vout|y] of the spending blockchain transaction
TXS also includes a next state execution pointer (or “current execution pointer’’) and
serialized state data (labeled “virtual memory) that together represent a next state within
the states of the state machine represented by the bytecode sequence of the Thread B
Locking Script. The next execution pointer included as part of the Thread B Locking
Script refers to an execution point of the bytecode sequence of the Thread B Locking
Script corresponding to the next state. The serialized state data includes as part of the
Thread B Locking Script represents the state of the state machine represented by the
bytecode sequence at the execution point referred to by the next execution pointer included

1in the Thread B Locking Script.

[00175] Note that the serialized state data that 1s included in the Thread B Locking Script
of the spending blockchain transaction TXS can be determined when creating the spending
blockchain transaction TX5 by generating or accessing the next execution pointer that 1s

included 1n the Thread B Locking Script of the spending blockchain transaction TX35, using



WO 2019/116184 PCT/IB2018/059757
69

the serialized state data of the Thread B Locking Script of the previous blockchain
transaction TX4 to restore the current state of execution of the bytecode sequence of the
Thread B Locking Script, and then executing the bytecode sequence of the Thread B
Locking Script. Such execution begins at the point (or operation) corresponding to the
current execution pointer of the Thread B Locking Script that 1s included 1n the previous
blockchain transaction TX4 and terminates at the point (or operation) corresponding to the
next execution pointer of the Thread B Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[y] of the spending

blockchain transaction T X35.

[00176] Note that the number of bytecode operations of the Thread B Locking Script of
the spending blockchain transaction TXS5 that will be executed when creating and
validating of the spending blockchain transaction TXS 1s dictated by the difference
between the current execution pointer of the Thread B Locking Script included 1n the
previous blockchain transaction TX4 and the next execution pointer of the Thread B
Locking Script of the spending blockchain transaction TXS. This difference 1in execution
pointers can be varied by design by selecting or varying the next execution pointer of the
Thread B Locking Script of the spending blockchain transaction TXS. In this manner, the
number of bytecode operations of the Thread B Locking Script of the spending blockchain
transaction TX3S that will be executed when creating and validating the spending
blockchain transaction TX5 can be either constrained or be used 1n parameterizing a
constraint on the spending transaction. This parameterized constraint can be used to limit
the number of bytecode operations executed between transactions (for example, to avoid
inefficient operation of the bytecode sequence of the smart contract), to logically partition
the bytecode sequence of the smart contract into distinct segments that are executed over a
sequence of spending transactions, to calculate a reward for the entity creating the new

transaction based on the parameterized constraint, or for other possible uses.

[00177] Note that execution state of the Thread A Locking Script and/or the execution
state of the Thread B Locking Script that results from the execution of these locking scripts
during creation and validation of the spending blockchain transaction TXS can be dictated
by one or more parameters of the barrier construct or operation. Such parameters can

involve constraining a thread for execution to be at a specific point of execution, or stalling
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(waiting) or sleeping the execution of one thread of execution (e.g., Thread B Locking
Script) until released by another thread of execution (e.g., Thread A Locking Script), or
other thread synchronization conditions. Such controls can be used to avoid race conditions

where the multiple threads of execution race against one other to complete their tasks.

[00178] The creation and/or validation of the blockchain transaction TXS can involve
processing the transaction output Vout[x] of the blockchain transaction TXS5 to check that
the locking script of the transaction output Vout[x] matches the locking script of the
corresponding transaction output Vout[x] of the previous blockchain transaction TX3 for
the Thread A Locking Script, and processing the transaction output Vout|y] of the
blockchain transaction TX35 to check that the locking script of the transaction output
Vout[y] matches the locking script of the corresponding transaction output Vout[x] of the
previous blockchain transaction TX4 for the Thread B Locking Script. If the check for any
one of the transaction outputs of the blockchain transaction TX3S fails, a failure condition
can be raised and the blockchain transaction TX5 can be deemed invalid. If this check
passes, the barrier construct can continue where the execution states of the Thread A
Locking Script and Thread B Locking Scripts of the transaction outputs of the blockchain
transaction TXS can be checked to ensure that they correspond to specified execution
states. The resultant execution state of the Thread A Locking Script and/or the resultant
execution state of the Thread B Locking Script can be dictated by one or more parameters
of the barrier construct or operation. Such parameters can involve constraining a thread for
execution to be at a specific point of execution, or stalling (waiting) or sleeping the
execution of one thread of execution (e.g., Thread B Locking Script) until released by
another thread of execution (e.g., Thread A Locking Script), or other thread
synchronization conditions. Such controls can be used to avoid race conditions where the
multiple threads of execution race against one other to complete their tasks. If this further
check fails, a faillure condition can be raised and the spending blockchain transaction TX5
can be deemed 1invalid. If this further check passes and any additional checks are satisfied,

the spending blockchain transaction TXS can be deemed valid.

[00179] Note that in other embodiments, a spending blockchain transaction that involves
a barrier construct can include more than two transaction inputs and corresponding

transaction outputs representing more than two execution threads that are managed or
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controlled. For the spending blockchain transaction that involves the barrier construct, the
locking scripts of the transaction outputs of the spending blockchain transaction represent
the resultant execution threads. In embodiments, the locking script for each transaction

output can contain a number of elements including:
e A thread bytecode sequence to be executed;
o Interpreter code to interpret and execute the thread bytecode sequence;

e Next Execution Pointer representing a position of execution in the thread

bytecode sequence; and

e A copy or snapshot of virtual memory that represents the execution state

of the thread bytecode sequence at the Next Execution Pointer.

In other embodiments, the locking script for each transaction output can include additional
or other data elements. Furthermore, the unlocking scripts (“scriptSig”) of the transaction
inputs of the spending blockchain transaction (which point to the multiple execution
threads of the locking scripts of the previous blockchain transactions that are the subject of
the barrier construct) each contain the following: 1) a copy of part of the spending
blockchain transaction itself, and 11) a copy of the previous blockchain transaction pointed
to the respective transaction input. Note that when validating the spending blockchain
transaction, the unlocking script 1s placed first in virtual memory (stack) and thus
accessible for use later by the specific interpreter virtual bytecodes of the corresponding
locking script. By including these two 1tems as part of the unlocking scripts (“scriptSig”)
of the transaction 1inputs of the spending blockchain transaction, validation of the spending

blockchain transaction and the barrier construct can take place.

[00180] Table C below provides pseudocode describing a virtual bytecode

(VOP BARRIER) of a barrier construct as described herein. The virtual bytecode
VOP BARRIER can be included 1n the bytecode sequence of a locking script and
interpreted using the interpreter code included in the locking script to carry out the
operations of Table C. The virtual bytecode VOP BARRIER can be interpreted when

creating and/or validating a spending blockchain transaction as described herein. Note that
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the barrier construct can constrain another thread to be a specific point or further 1n 1ts
execution for the execution of that thread to continue. If the validation of the

VOP BARRIER virtual bytecode succeeds, the execution of one or more bytecodes of the
child thread locking scripts for the respective transaction outputs of the spending
blockchain transaction can continue and checked to ensure that 1s matches the snapshot of
virtual memory that represents the execution state of the child thread bytecode sequence at

the Next Execution Pointer for validation of the spending blockchain transaction.

Table C

// VOP BARRIER
1. Loop through set of Input/Output Index Pairs in Spending Tx

a. Extract the Locking Script of the Previous Tx as stored 1n the
Unlocking Script of the corresponding Input of the Spending Tx

b. Extract the Locking Script for the corresponding Output of the
Spending Tx

c. Check that the bytecode sequence and interpreter code (or a hash
value of a combination of such data) of the Locking Script for
the corresponding Output of the Spending Tx matches the
bytecode sequence and interpreter code (or hash value of a
combination of such data) of the Locking Script of the Previous
Tx as stored 1n the Unlocking Script of the corresponding Input

1. If false, script fails

d. Extract Current State of Previous Tx and append to list of

Current States

// Check the positions of execution. This can be either be derived by an
additional following parameter, or a specific fixed position.

2. Loop through set of Outputs in Spending Tx

a. Extract Locking Script of the corresponding Output of the
Spending Tx

b. Determine Next Execution Pointer from Current Execution
Pointer and State Data of Previous Tx

c. Check Next Execution Pointer = Next Execution Pointer 1n the
Locking Script of the Spending Tx

1. If false, script fails

3. Continue execution.
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[00181] FIG. 10 1llustrates exemplary details of the blockchain transaction TX6’ of FIG.
5 which joins execution of the Thread A Locking Script of the previous blockchain
transaction TX3 and execution of the Thread B Locking Script of the previous blockchain

transaction TX4 under control of a join construct as described herein.

[00182] As illustrated schematically, the previous blockchain transaction TX3 has a
single transaction input Vin[x] that includes an unlocking script (labeled “scriptSig”). The
previous blockchain transaction TX3 also has a transaction output Vout|x] representing the
Thread A Locking Script (labeled “scriptPubKey”) that includes a bytecode sequence and
interpreter code. The interpreter code supports interpretation of the bytecode sequence of
the Thread A Locking Script. The Thread A Locking Script of the transaction output
Vout[x] also includes a current state execution pointer (or “current execution pointer’) and
serialized state data (labeled “virtual memory”) that together represent a current state
within the states of the state machine represented by the bytecode sequence of the Thread
A Locking Script. The current execution pointer included as part of the Thread A Locking
Script refers to an execution point of the bytecode sequence corresponding to the current
state. The serialized state data includes as part of the Thread A Locking Script represents
the state of the state machine represented by the bytecode sequence at the execution point

referred to by the current execution pointer included 1n the Thread A Locking Script.

[00183] As illustrated schematically, the previous blockchain transaction TX4 has a
single transaction 1input Vin|x] that includes an unlocking script (labeled “scriptSig”). The
previous blockchain transaction TX4 also has a transaction output Vout[x] representing the
Thread B Locking Script (labeled “scriptPubKey”) that includes a bytecode sequence and
interpreter code. The interpreter code supports interpretation of the bytecode sequence of
the Thread B Locking Script. The Thread B Locking Script of the transaction output
Vout[x] also includes a current state execution pointer (or “current execution pointer’) and
serialized state data (labeled “virtual memory”) that together represent a current state
within the states of the state machine represented by the bytecode sequence of the Thread
B Locking Script. The current execution pointer included as part of the Thread B Locking
Script refers to an execution point of the bytecode sequence corresponding to the current

state. The serialized state data includes as part of the Thread B Locking Script represents
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the state of the state machine represented by the bytecode sequence at the execution point

referred to by the current execution pointer included in the Thread B Locking Script.

[00184] As can be seen 1n the example of FIG. 10, the spending blockchain transaction
TX6’ has two separate transaction inputs Vin[x], Vin[y] for the two threads to be joined
and one transaction output Vout[x]| that represents the Thread C Locking Script. The
transaction input Vin[x] of the spending blockchain transaction TX6’ includes a pointer to
the transaction output Vout[x] for the Thread A Locking Script of Vout|[x] of the previous
blockchain transaction TX3 and an unlocking script (“scriptSig™) for the Thread A Locking
Script of Vout[x] of the previous blockchain transaction TX3. The transaction input
Vin|y] of the spending blockchain transaction TX6’ includes a pointer to the transaction
output Vout[x] for the Thread B Locking Script of Vout[x] of the previous blockchain
transaction TX4 and an unlocking script (“scriptSi1g”) for the Thread B Locking Script of

Vout[x] of the previous blockchain transaction TX4.

[00185] The transaction output Vout[x] of the spending blockchain transaction TX6’
includes a bytecode sequence and interpreter code. The interpreter code supports
interpretation of the bytecode sequence of the Thread C Locking Scrip of the transaction
output Vout[x]|. The Thread C Locking Script of Vout[x] of the spending blockchain
transaction TX6’ also includes a next state execution pointer (or “current execution
pointer”’) and serialized state data (labeled “virtual memory) that together represent a next
state within the states of the state machine represented by the bytecode sequence of the
Thread C Locking Script. The next execution pointer included as part of the Thread C
Locking Script refers to an execution point of the bytecode sequence of the Thread C
Locking Script corresponding to the next state. The serialized state data includes as part of
the Thread C Locking Script represents the state of the state machine represented by the
bytecode sequence at the execution point referred to by the next execution pointer included
1in the Thread C Locking Script. The transaction output Vout[x] of the spending blockchain
transaction TX6’ for the new Thread C Locking Script 1s determined from the execution of
the join construct. It 1s contemplated that there can be different scenarios for new Thread

C Locking Script as described below 1n more detail.
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[00186] In the “Join with Replicated Thread” scenario, the bytecode sequence and
interpreter code for the new Thread C Locking Script can be replicated from the bytecode
sequence and 1nterpreter code of the Thread A Locking Script of Vout[x] of the previous
blockchain transaction TX3 or from the bytecode sequence and interpreter code of the

Thread B Locking Script of Vout[y] of the previous blockchain transaction TX4.

[00187] In the “Join with Replicated Thread” scenario, the serialized state data that 1s
included 1n the Thread C Locking Script of the spending blockchain transaction TX6’ can
be determined when creating the spending blockchain transaction TX6’ by executing the
Thread A Locking Script and Thread B Locking Script to some statically defined, or
dynamically deduced specific positions and then combining or merging the resultant
execution states to derive an 1nitial execution state for the bytecode sequence of the Thread
C Locking Script, and then executing the bytecode sequence of the Thread C Locking
Script. Such execution terminates at the point (or operation) corresponding to the next
execution pointer of the Thread C Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[x] and/or the
execution of the unlocking script (“scriptSig”) of Vin|y] of the spending blockchain

transaction TX6’.

[00188] In the “Join with Replicated Thread” scenario, the number of bytecode
operations of the Thread C Locking Script of the spending blockchain transaction TX6’
that will be executed when creating and validating of the spending blockchain transaction
TX6’ can be dictated by the difference between the current execution pointer of the Thread
A Locking Script as included 1n the previous blockchain transaction TX3 (or the current
execution pointer of the Thread B Locking Script as included 1n the previous blockchain
transaction TX4) and the next execution pointer of the Thread C Locking Script of the
spending blockchain transaction TX6’. This difference in execution pointers can be varied
by design by selecting or varying the next execution pointer of the Thread C Locking
Script of the spending blockchain transaction TX6’. In this manner, the number of
bytecode operations of the Thread C Locking Script of the spending blockchain transaction
TX6’ that will be executed when creating and validating the spending blockchain
transaction TX6’ can be either constrained or be used in parameterizing a constraint on the

spending transaction. This parameterized constraint can be used to limit the number of
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bytecode operations executed between transactions (for example, to avoid 1inefficient
operation of the bytecode sequence of the smart contract), to logically partition the
bytecode sequence of the smart contract into distinct segments that are executed over a
sequence of spending transactions, to calculate a reward for the entity creating the new

transaction based on the parameterized constraint, or for other possible uses.

[00189] In the “Join with Replicated Thread” scenario, the creation and/or validation of
the blockchain transaction TX6’ can involve processing the transaction output Vout[x] of
the blockchain transaction TX6’ to check that the bytecode sequence and interpreter code
(or a hash of a combination of such data) of the Thread C Locking Script of the transaction
output matches the bytecode sequence and interpreter code (or a hash of a combination of
such data) of the Thread A Locking Script of the transaction output Vout[x] of the previous
blockchain transaction TX3 and/or matches the bytecode sequence and interpreter code (or
a hash of a combination of such data) of the Thread B Locking Script of the single
transaction output Vout|[x] of the previous blockchain transaction TX4. If this check fails,
a failure condition can be raised and the blockchain transaction can be deemed 1nvalid. If
this check passes, the join construct can continue where the execution states of the locking
scripts of the transaction inputs of the blockchain transaction can be checked to ensure that
they correspond to specified execution states and then such execution states can be
combined or merged together. If this further check fails, a failure condition can be raised
and the spending blockchain transaction TX6’ can be deemed 1invalid. If this further check
passes and any additional checks are satisfied, the spending blockchain transaction TX6’

can be deemed valid.

[00190] Note that in other embodiments, a spending blockchain transaction that involves
a join construct can include more than two transaction inputs representing more than two
parent execution threads that are merged together to form the child execution thread of the
locking script of the spending blockchain transaction. In the “Join with Replicated
Thread” scenario, the locking script of the spending blockchain transaction that joins the
multiple execution threads of the locking scripts of the previous blockchain transaction(s)

can include a number of elements including;

e A child thread bytecode sequence to be executed:;
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e Interpreter code to interpret and execute the child thread bytecode

sequence;

e Next Execution Pointer representing a position of execution i1n the child

thread bytecode sequence; and

e A copy or snapshot of virtual memory that represents the execution state

of the child thread bytecode sequence at the Next Execution Pointer.

In other embodiments, the locking script of the spending blockchain transaction that joins
the multiple execution threads of the locking scripts of the previous blockchain
transaction(s) can include additional or other data elements. Furthermore, the unlocking
scripts (“scriptSig”) of the transaction inputs of the spending blockchain transaction (which
point to the multiple execution threads of the locking scripts of the previous blockchain
transactions to be joined by the join construct) each contain the following: 1) a copy of part
of the spending blockchain transaction 1tself, and 11) a copy of the previous blockchain
transaction pointed to the respective transaction input. Note that when validating the
spending blockchain transaction, the unlocking script 1s placed first in virtual memory
(stack) and thus accessible for use later by the specific interpreter virtual bytecodes of the
corresponding locking script. By including these two 1tems as part of the unlocking scripts
(“scriptS1g”) of the transaction inputs of the spending blockchain transaction, validation of

the spending blockchain transaction and the join construct can take place.

[00191] Table D below provides pseudocode describing a virtual bytecode

(VOP JOIN DUP) for joining the execution threads of the locking scripts of multiple
previous blockchain transactions under control of a join construct that follows the “Join
with Replicated Thread” scenario. The virtual bytecode VOP JOIN DUP can be included
the bytecode sequence of a locking script and interpreted using the interpreter code
included 1n the locking script to carry out the operations of Table D. The virtual bytecode
VOP JOIN DUP can be interpreted when creating and/or validating a spending
blockchain transaction as described herein. The operations extract the locking script of the
of the spending blockchain transaction as stored 1n the unlocking script of a transaction

input. The operations loop through the set of transaction inputs of the spending blockchain
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transaction. For each transaction input, the operations extract the locking script of the
previous blockchain transaction as stored in the unlocking script of the corresponding
transaction input and pointed to be the transaction input, and checks that the bytecode
sequence and interpreter code (or a hash value of a combination of such data) of the
locking script of the spending blockchain transaction matches that contained 1n the locking
script of the previous blockchain transaction as stored in the unlocking script of the
corresponding transaction input. If this check fails for any one of the transaction inputs, a
failure condition can be raised and the blockchain transaction can be deemed invalid. If
this check passes, the operations of the join construct can continue wherein the Next
Execution Pointer for the locking script of the spending blockchain transaction 1s checked
against some statically defined, or dynamically deduced specific position. If the Next
Execution Pointer 1s correct, the execution states for the locking scripts of the previous
blockchain transactions are extracted and the virtual memory instances are merged together
to form a single virtual memory state for the resultant thread of execution. If the Next
Execution Pointer 1s incorrect, a failure condition can be raised and the spending
blockchain transaction can be deemed invalid. If the validation of the VOP JOIN DUP
virtual bytecode succeeds, the execution of one or more bytecodes of the child thread
locking script of the spending blockchain transaction can continue and checked to ensure
that 1s matches the snapshot of virtual memory that represents the execution state of the
child thread bytecode sequence at the Next Execution Pointer for validation of the

spending blockchain transaction.

Table D

// VOP JOIN DUP

1. Extract the Locking Script of the Spending Tx as stored 1in the Unlocking
Script of an Input of the Spending Tx

2. Loop through the set of Inputs in the Spending Tx

a. Extract the Locking Script of the Previous Tx as stored in the
Unlocking Script of the corresponding Input of the Spending Tx

b. Check that the bytecode sequence and interpreter code (or a hash
value of a combination of such data) of the Locking Script of the
Spending Tx matches the bytecode sequence and interpreter
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code (or a hash of a combination of such data) for the Locking
Script of the Previous Tx

1. If false, VOP tails and script fails

// Check the positions of execution. This can be either be derived by an
additional following parameter, or a specific fixed position.

3. Extract Next Execution Pointer for the Locking Script of the Spending
1x

4. Check Next Execution Pointer == A Specific Position
c. If false, VOP fails and script fails

5. Extract virtual memory for each parent thread locking script

// Merge the virtual memory for the parent thread locking scripts to a
single virtual memory state

6. Merge virtual memory 1nstances

7. Continue execution.

[00192] In a “Join supporting Distinct Thread” scenario, the bytecode sequence and/or
interpreter code for the new Thread C Locking Script can be the same or different (or
distinct) from the bytecode sequence and/or interpreter code of the Thread A Locking
Script of the previous blockchain transaction T3 and the bytecode sequence of the Thread
B Locking Script of the previous blockchain transaction T4. In this scenario, the bytecode
sequence and interpreter code for the new Thread C Locking Script can be copied from a

collection of valid bytecode sequences and interpreter code used 1n the locking scripts.

[00193] In the “Join supporting Distinct Thread” scenario, the serialized state data that 1s
included 1n the Thread C Locking Script of the spending blockchain transaction TX6’ can
be determined when creating the spending blockchain transaction TX6’ by executing the
Thread A Locking Script and Thread B Locking Script to some statically defined, or
dynamically deduced specific positions and then combining or merging the resultant
execution states to derive an initial execution state for the bytecode sequence of the Thread
C Locking Script, and then executing the bytecode sequence of the Thread C Locking

Script. Such execution terminates at the point (or operation) corresponding to the next
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execution pointer of the Thread C Locking Script. Such execution can also use input
determined by execution of the unlocking script (“scriptSig”) of Vin[x] and/or the
execution of the unlocking script (“scriptSig”) of Vin|y] of the spending blockchain

transaction TX6’.

[00194] In the “Join supporting Distinct Thread” scenario, the number of bytecode
operations of the Thread C Locking Script of the spending blockchain transaction TX6’
that will be executed when creating and validating of the spending blockchain transaction
TX6’ can be dictated by the next execution pointer of the Thread C Locking Script of the
spending blockchain transaction TX6’. In this manner, the number of bytecode operations
of the Thread C Locking Script of the spending blockchain transaction TX6’ that will be
executed when creating or validating the spending blockchain transaction TX6’ can be
either constrained or be used 1n parameterizing a constraint on the spending transaction.
This parameterized constraint can be used to limit the number of bytecode operations
executed between transactions (for example, to avoid inefficient operation of the bytecode
sequence of the smart contract), to logically partition the bytecode sequence of the smart
contract into distinct segments that are executed over a sequence of spending transactions,
to calculate a reward for the entity creating the new transaction based on the parameterized

constraint, or for other possible uses.

[00195] In the “Join supporting Distinct Thread” scenario, a collection of valid hash
values corresponding to valid locking scripts can be accessed or maintained. The creation
and/or validation of the spending blockchain transaction TX6’ can involve processing the
transaction output Vout[x] of the spending blockchain transaction TX6’ to check that
Thread C Locking Script of the transaction output Vout[x] produces a hash value that
matches one of the valid hash values of the collection. If this check fails, a failure
condition can be raised and the blockchain transaction TX6’ can be deemed invalid. If this
check passes, the operations of the join construct can continue wherein the Next Execution
Pointer for the new thread of execution that 1s to be joined 1s checked against some
statically defined, or dynamically deduced specific position. If the Next Execution Pointer
1S correct, the execution states for the threads of execution of the locking scripts of the

previous blockchain transactions are extracted and merged together. If the Next Execution
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Pointer 1s incorrect, a failure condition can be raised and the blockchain transaction can be

deemed 1nvalid.

[00196] In all of these scenarios, the join construct can ensure that the Thread A Locking

Script and/or the Thread B Locking Script have terminated execution and can involve
combining or merging the resulting execution states of the Thread A Locking Script and

the Thread B Locking Script. This can be useful where the smart contract needs to process

the result data produced by the multiple threads of execution.

[00197] Note that in other embodiments, a spending blockchain transaction that involves
a join construct can include more than two transaction inputs representing more than two

parent execution threads that are merged together to form the child execution thread of the
locking script of the spending blockchain transaction. In the “Join with Distinct Thread”
scenar10, the locking script of the spending blockchain transaction that joins the multiple

execution threads of the locking scripts of the previous blockchain transaction(s) can

include a number of elements including;
e A child thread bytecode sequence to be executed:;

o Interpreter code to interpret and execute the child thread bytecode

sequence;

o Next Execution Pointer representing a position of execution 1n the child

thread bytecode sequence; and

e A copy or snapshot of virtual memory that represents the execution state

of the child thread bytecode sequence at the Next Execution Pointer.

In other embodiments, the locking script of the spending blockchain transaction that joins
the multiple execution threads of the locking scripts of the previous blockchain
transaction(s) can include additional or other data elements. Furthermore, the unlocking
scripts (“scriptSi1g”’) of the transaction inputs of the spending blockchain transaction (which
point to the multiple execution threads of the locking scripts of the previous blockchain

transactions to be joined by the join construct) each contain the following: 1) a copy of part

of the spending blockchain transaction 1tself, and 11) a copy of the previous blockchain
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transaction pointed to the respective transaction input. Note that when validating the
spending blockchain transaction, the unlocking script 1s placed first in virtual memory
(stack) and thus accessible for use later by the specific interpreter virtual bytecodes of the
corresponding locking script. By including these two 1items as part of the unlocking scripts
(“scriptSi1g”’) of the transaction inputs of the spending blockchain transaction, validation of

the spending blockchain transaction and the join construct can take place.

[00198] Table E below provides pseudocode describing a virtual bytecode

(VOP JOIN DISTINCT) for joining the execution threads of the locking scripts of
multiple previous blockchain transactions under control of a join construct that follows the
“Join supporting Distinct Thread” scenario. The virtual bytecode VOP JOIN DISTINCT
can be included the bytecode sequence of a locking script and interpreted using the
interpreter code included 1n the locking script to carry out the operations of Table E. The
virtual bytecode VOP JOIN DISTINCT can be interpreted when creating and/or
validating a spending blockchain transaction as described herein. The operations loop
through the number of parent thread locking scripts (which corresponds to the number of
transaction 1inputs) of the spending blockchain transaction, which can be represented by a
parameter that 1s statically stored (e.g., as part of the interpreter code of the locking script)
or dynamically stored (e.g., in the bytecode sequence being interpreted as part of the
locking script). The operations read the hash values corresponding to the combination of
bytecode sequence and interpreter code of each parent thread locking script. In
embodiments, these hash values can be statically stored (e.g., as part of the interpreter code
of the locking script) or dynamically stored (e.g., in the bytecode sequence being
interpreted as part of the locking script). For example, in conjunction with the

VOP JOIN DISTINCT virtual bytecode, the bytes of data that follow the virtual bytecode
can specify the number of parent thread locking scripts (and thus the number of bytecode
sequence/interpreter hash values and corresponding transaction inputs) along with
character delimiters used for determining the bounds of the bytecode sequence/interpreter
hash values for the number of number of parent thread locking scripts. The operations
init1alize a collection of hash values corresponding to valid bytecode sequences and
interpreter code combinations. This collection of hash values can be represented by data

that 1s statically stored (e.g., as part of the interpreter code of the locking script) or
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dynamically stored (e.g., 1n the bytecode sequence being interpreted as part of the locking
script). Then, the hash value for the combination of bytecode sequence and interpreter
code of the parent thread locking scripts of the previous blockchain transactions 1s
computed and added to the collection. The operations then loop through the set of
transaction inputs of the spending blockchain transaction. For each transaction input, the
operations extract the locking script of the spending blockchain transaction as stored in the
unlocking script of the corresponding transaction input, extract the locking script of the
previous blockchain transaction as stored in the unlocking script of the corresponding
transaction input of the spending blockchain transaction, and checks that a hash value for a
combination of the bytecode sequence and interpreter code of the locking script of the
spending blockchain transactions exists in the collection of hash values and that a hash
value for a combination the bytecode sequence and interpreter code of the locking script of
the previous blockchain transaction (which corresponds to the transaction input) exists in
the collection of hash values. If this check fails for any one of the transaction inputs, a
failure condition can be raised and the blockchain transaction can be deemed invalid. If
this check passes, the operations for the join construct can continue wherein the Next
Execution Pointer for the locking script of the spending blockchain transaction 1s checked
against some statically defined, or dynamically deduced specific position. If the Next
Execution Pointer 1s correct, the execution states for the parent thread locking scripts of the
previous blockchain transactions are extracted and merged together to form single virtual
memory state for the child thread of execution. If the Next Execution Pointer 1s incorrect,
a fallure condition can be raised and the spending blockchain transaction can be deemed
invalid. If the validation of the VOP JOIN DISTINCT virtual bytecode succeeds, the
execution of one or more bytecodes of the child thread locking script of the spending
blockchain transaction can continue and checked to ensure that 1s matches the snapshot of
virtual memory that represents the execution state of the child thread bytecode sequence at

the Next Execution Pointer for validation of the spending blockchain transaction.
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Table E

// VOP JOIN DISTINCT

1. Extract the Locking Script of the Spending Tx as stored in the
Unlocking Script of an Input of the Spending Tx

2. Imitialize collection of hash values corresponding to valid combinations
of bytecode sequences and interpreter code

3. Loop through the set of Inputs of the Spending Tx

// Check Previous Threads

a. Extract the Locking Script of the Previous Tx as stored 1n the
Unlocking Script of the corresponding Input of the Spending Tx

b. Determine hash value for the combination of the bytecode
sequence and interpreter code of the Previous Tx Locking Script,
and add this hash value to the collection of hash values

4. Determine the hash value of the combination of the bytecode sequence
and interpreter code in the Locking Script of the Spending Tx

5. Check that the hash value for the combination the bytecode sequence

and interpreter code of the Locking Script of the Previous Tx exists in
the collection of has values

1. If false, VOP fails and script fails

// Check the positions of execution. This can be either be derived by an
additional following parameter, or a specific fixed position.

6. Extract Next Execution Pointer for the Locking Script of the Spending
1x

7. Check Next Execution Pointer == A Specific Position
c. If false, VOP fails and script fails

8. Extract virtual memory for each parent thread locking script

// Merge the virtual memory for the parent thread locking scripts to a
single virtual memory state
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9. Merge virtual memory instances

10. Continue execution.

[00199] In an example case of the “Join with Replicated Thread” scenario, we can
assume that one or more previous blockchain transaction have locking scripts representing
the execution of a collection of threads from the same bytecode. Both threads are at a state
1n which, to continue to the next state, they need to merge. The new spending transaction 1s
created, an example of which 1s shown 1n Figure 7. The new spending transaction includes

a single transaction output that includes a locking script, which contains the following:

e the same bytecode sequence as the other two parent threads of execution, which 1s

an encapsulation the whole program being executed on the blockchain;
e Interpreter code that 1s used to interpret and execute the bytecode sequence.

e Next Execution Pointer representing a position of execution in the bytecode

sequence, and

e A copy or snapshot of virtual memory that represents the execution state of the

bytecode sequence at the Next Execution Pointer.

This spending blockchain transaction merges the two threads of execution represented by
the locking scripts of the previous blockchain transaction(s) and thus includes multiple

transaction inputs, one that points to each thread of execution being merged.

[00200] In embodiments, the bytecode sequence of the thread-specific locking scripts of
the blockchain transactions as described herein are computer instructions that are designed
for interpretation by the execution of the interpreter code which 1s included 1n the
respective blockchain transactions. The execution of the interpreter code translates the
bytecodes of the bytecode sequence of the thread-specific locking script into op-codes or
commands that are supported by the software interpreter of the run-time system (e.g.,
blockchain client) of the validation node, which translates such opcodes or commands to
machine code that 1s executed on the CPU hardware of the validation node as shown 1n

FIG. 11. The execution of the interpreter code can support the translation of high-level
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bytecodes or commands that extend or supplement the low-level bytecode operations that
are supported by the software interpreter of the run-time system of the validation node. For
example, the interpreter code can support the translation of virtual bytecodes that represent
the fork construct (such as variations of VOP FORK DUP or VOP FORK DISTINCT
virtual bytecodes as described above), the barrier construct (such as the VOP BARRIER
virtual bytecode described above) and/or the join construct (such as the variations of
VOP JOIN DUP or VOP JOIN DISTINCT virtual bytecodes described above) into
combinations of bytecode operations that are supported by the software interpreter of the
run-time system of the validation node. In this case, the interpreter code can support the
translation of such virtual bytecode operations into op codes or commands that belong to
the Bitcoin Script language and supported by the software interpreter of the run-time
system of the validation node. In another example, the interpreter code can support the
translation of script bytecode operations written 1n a high-level programming language for
interpretation by the software interpreter of the run-time system of the validation node. In
this case, the interpreter code can support the translation of the script bytecode operations
written 1n a high-level programming language into op codes or commands that belong to
the Bitcoin Script language and supported by the software interpreter of the run-time
system of the validation node. The execution of the software interpreter can translate the
opcodes' or commands 1nto machine code sequentially one bytecode at a time (e.g., simple
interpretation) or possibly employ just-in-time compilation methods where the bytecode
sequence segment (or portions thereof) are compiled into machine code as necessary at
runtime and then the resulting machine code 1s executed. The resulting machine code can

possibly be cached and reused later without needing to be recompiled.

[00201] Note that the locking scripts of the blockchain transactions described herein can
often contain state, which 1s updated during execution. In the context of a smart contract,
this state can be broken down 1n two types, “global shared state” which 1s used across the
thread-specific locking scripts of the smart contract, or “private state” which 1s used
internally by one thread-specific locking script of the smart contract. To support forking
and joining threads of execution, appropriate strategies can be used to support both “global

shared state” and “private state.” These strategies can be either:
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Static — the appropriate actions to take with state 1s dealt with by the interpreter
1n a single static fashion, which 1s applied in the same way for each fork or join during the
execution of the thread-specific locking scripts of the blockchain transactions of the smart

confract.

Dynamic — the appropriate actions are taken on a case-by-case basis. How state
1s shared with new threads at forking and used during the joining of threads 1s explicitly

defined 1n the bytecode sequence being executed by the interpreter.

Thus, an embodiment of the invention may provide a computer-implemented method
comprising: creating and/or validating a spending blockchain transaction that includes 1) a
plurality of locking scripts each representing an instance of an execution thread (which can
be execution threads forked from an execution thread represented by a locking script of a
previous blockchain transaction and/or execution threads of at least one previous
blockchain transaction that are managed and/or controlled for inter-thread communication
and control) or 11) a locking script representing an instance of an execution thread joined
from a plurality of execution thread instances represented by at least one previous

blockchain transaction; and

communicating the spending blockchain transaction on a blockchain network for

storage 1n a blockchain.

The spending blockchain transaction can be created by a node of the blockchain network;
and/or the spending blockchain transaction can point to a locking script of a previous
blockchain transaction which represents an execution thread. Additionally or alternatively,
the spending blockchain transaction includes a plurality of locking scripts each
representing an instance of an execution thread forked from the execution thread
represented by the locking script of the previous blockchain transaction. Additionally or
alternatively, the node sends the spending blockchain transaction to other nodes of the

blockchain network for validation and storage in the blockchain.
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The execution thread represented by the locking script of the previous blockchain
transaction includes a bytecode sequence, and at least one of the execution thread instances
represented by plurality of locking scripts of the spending blockchain transaction 1s
generated by replicating the bytecode sequence of the locking script of the previous

blockchain transaction.

Alternatively, the execution thread represented by the locking script of the previous
transaction includes a bytecode sequence and interpreter code, and at least one of the
execution thread instances represented by plurality of locking scripts of the spending
blockchain transaction 1s generated by replicating the bytecode sequence and the
interpreter code of the locking script of the previous blockchain transaction. Alternatively,
the node stores or accesses a collection of valid bytecode sequences, and at least one of the
execution thread instances represented by plurality of locking scripts of the spending
blockchain transaction 1s generated by replicating a valid bytecode sequence of the
collection. In yet another alternative, the node stores or accesses a collection of valid
bytecode sequences and valid interpreter code, and at least one of the execution thread
instances represented by plurality of locking scripts of the spending blockchain transaction
1s generated by replicating a valid bytecode sequence and valid interpreter code of the

collection.

Additionally or alternatively, the creation of the spending blockchain transaction involves
generating execution state information (such as next execution pointers) for the plurality of
locking scripts of the spending blockchain transaction that represent the execution thread
instances and including the execution state information (such as next execution pointers)

1into the plurality of locking scripts of the spending blockchain transaction.

The spending blockchain transaction can be recetved by a node of the blockchain network.
Additionally or alternatively, the spending blockchain transaction points to a locking script
of a previous blockchain transaction which represents an execution thread. Additionally or
alternatively, the spending blockchain transaction includes a plurality of locking scripts
each representing an instance of an execution thread forked from the execution thread

represented by the locking script of the previous blockchain transaction. Additionally or
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alternatively, the node validates the spending blockchain transaction by verifying the

locking script of the spending blockchain transaction against one or more conditions.

In some embodiments, the verifying involves matching at least one of the plurality of
locking scripts of the spending blockchain transaction to the locking script of the previous
blockchain transaction. Additionally or alternatively, the verifying involves checking
execution state information (such as next execution pointers) of the execution thread
instances representing by the plurality of locking scripts of the spending blockchain
transaction. Additionally or alternatively, the execution thread represented by the locking
script of the previous blockchain transaction includes a bytecode sequence and possibly
interpreter code, and the plurality of locking scripts of the spending blockchain transaction
are each required to include the same bytecode sequence and possibly the same interpreter
code for validation of the spending blockchain transaction to succeed. Additionally or
alternatively, the verifying involves matching the bytecode sequence and possibly
interpreter code for each one of the plurality of locking scripts of the spending blockchain
transaction to the bytecode sequence and possibly interpreter code of the locking script of
the previous blockchain transaction, whereby validation of the spending blockchain
transaction 1s determined based on the results of such matching. The execution thread
represented by the locking script of the previous blockchain transaction includes a
bytecode sequence and possibly interpreter code, and the plurality of locking scripts of the
spending blockchain transaction can be 1) the same bytecode sequence and possibly the
same 1nterpreter code of the locking script of the previous blockchain transaction or 11) a
distinct bytecode sequence and possibly interpreter code that belongs to a collection of

valid locking scripts for validation of the spending blockchain transaction to succeed.

Additionally or alternatively, the verifying involves generating a hash data value that
corresponds the locking script of the previous blockchain transaction, adding the hash data
value to a collection of hash data values that correspond to the collection of valid locking
scripts, and comparing a hash data value 1s generated for each locking script of the

spending transaction to the collection of hash data values, whereby validation of the
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spending blockchain transaction 1s determined based on the results of such hash data value

comparisons.

The spending blockchain transaction can be created by a node of the blockchain network;
and/or the spending blockchain transaction points to a plurality of locking scripts of one or
more previous blockchain transactions, wherein the plurality of locking scripts each
represent an instance of an execution thread; and/or the spending blockchain transaction
includes a locking script representing an execution thread joined from the execution thread
instances pointed to by the spending blockchain transaction; and/or the spending
blockchain transaction 1s sent by the node to other nodes of the blockchain network for

validation and storage 1n a blockchain.

The locking script representing the execution thread joined from the execution thread
instances pointed to by the spending blockchain transaction can be generated by replicating
a bytecode sequence of the plurality of locking scripts of the one or more previous
blockchain transactions; or the locking script representing the execution thread joined from
the execution thread instances pointed to by the spending blockchain transaction 1s
generated by replicating a bytecode sequence and interpreter code of the plurality of
locking scripts of the one or more previous blockchain transactions; or the node stores or
accesses a collection of valid bytecode sequences, and the locking script representing the
execution thread joined from the execution thread instances pointed to by the spending
blockchain transaction 1s generated by replicating a valid bytecode sequence of the
collection; or the node stores or accesses a collection of valid bytecode sequences and valid
interpreter code, and the locking script representing the execution thread joined from the
execution thread instances pointed to by the spending blockchain transaction 1s generated

by replicating a valid bytecode sequence and valid interpreter code of the collection.

Additionally or alternatively, the creation of the spending blockchain transaction involves
generating execution state information (such as a next execution pointer) for the execution
thread joined from the execution thread instances pointed to by the spending blockchain
transaction and including the execution state information (such as the next execution

pointer) into the locking script of the spending blockchain transaction.
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The spending blockchain transaction can be received by a node of the blockchain network;
and/or the spending blockchain transaction points to a plurality of locking scripts of one or
more previous blockchain transactions, wherein the plurality of locking scripts each
represent an instance of an execution thread; and/or the spending blockchain transaction
includes a locking script representing an execution thread joined from the execution thread
instances pointed to by the spending blockchain transaction; and/or the node validates the
spending blockchain transaction by verifying the locking script of the spending blockchain

transaction against one or more conditions.

In one or more embodiments, the verifying involves matching the locking script of the
spending blockchain transaction to the plurality of locking scripts of the one or more
previous blockchain transactions; and/or the verifying involves checking execution state
information (such as the next execution pointers) for the plurality of locking scripts of the
one or more previous blockchain transactions and then merging or combining such
execution state information; and/or the plurality of locking scripts of the at least one
previous blockchain transaction include a common bytecode sequence and possibly
interpreter code, and the locking script of the spending blockchain transaction 1s required
to include the common bytecode sequence and possibly the same interpreter code for
validation of the spending blockchain transaction to succeed; and/or the verifying involves
matching the bytecode sequence and possibly interpreter code for the locking script of the
spending blockchain transaction to the bytecode sequence and possibly interpreter code of
each one of the plurality of locking scripts of the previous blockchain transaction, whereby
validation of the spending blockchain 1s determined based on the results of such matching;
and/or the locking script of the spending blockchain transaction can be the same bytecode
sequence and possibly the same interpreter code of the plurality of locking scripts of the
one or more previous blockchain transactions, or can be a distinct bytecode sequence and
possibly interpreter code that corresponds to a collection of valid locking scripts; and/or
the verifying can involve generating a hash data value that corresponds the locking script
of the previous blockchain transaction, adding the hash data value to a collection of hash
data values that correspond to the collection of valid locking scripts, generating a hash data

value 1s generated for each locking script of the spending transaction and comparing it to
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the collection of hash data values, whereby validation of the spending blockchain 1s

determined based on the results of such hash data value comparisons.

The spending blockchain transaction can be created by a node of the blockchain network;
and/or the spending blockchain transaction points to a plurality of locking scripts of one or
more previous blockchain transactions each representing an instance of an execution
thread; and/or the spending blockchain transaction includes a corresponding plurality of
locking scripts whose execution involves inter-thread communication or control between
the execution thread instances pointed to by the spending blockchain transaction; and/or
the spending blockchain transaction 1s sent to other nodes of the blockchain network for

validation and storage 1n a blockchain.

The plurality of locking scripts of the spending blockchain transaction can be generated by
replicating bytecode sequences of the plurality of locking scripts of the one or more
previous blockchain transactions; or the plurality of locking scripts of the spending
blockchain transaction 1s generated by replicating a bytecode sequences and interpreter
code of the plurality of locking scripts of the one or more previous blockchain transactions;
and/or the creation of the spending blockchain transaction involves generating execution
state information (such as next execution pointers) for the execution thread instances of the
locking scripts of the spending blockchain transaction and including the execution state
information (such as next execution pointers) into the plurality of locking scripts of the

spending blockchain transaction.

Additionally or alternatively, , the invention can comprise a computer-implemented

method, comprising:

the spending blockchain transaction 1s received by a node of the blockchain
network; and/or the spending blockchain transaction points to a plurality of locking scripts
of one or more previous blockchain transactions each representing an instance of an
execution thread; and/or the spending blockchain transaction includes a corresponding
plurality of locking scripts whose execution involves inter-thread communication or
control between the execution thread instances pointed to by the spending blockchain

transaction; and the node validates the spending blockchain transaction by veritying the
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plurality of locking scripts of the spending blockchain transaction against one or more

conditions.

The veritying may involve matching the plurality of locking scripts of the spending
blockchain transaction to the plurality of locking scripts of the one or more previous
blockchain transactions; and/or the veritying involves checking execution state information
(such as the next execution pointers) for the plurality of locking scripts of the one or more
previous blockchain transactions 1n order to provide the inter-thread communication or
control between the execution thread instances pointed to by the spending blockchain
transaction; and/or the plurality of locking scripts of the at least one previous blockchain
transaction include a bytecode sequence and possibly interpreter code, and the plurality of
locking scripts of the spending blockchain transaction are required to include the bytecode
sequence and the interpreter code of the plurality of locking scripts of the one or more
previous blockchain transactions for validation of the spending blockchain transaction to
succeed; and/or the verifying involves matching the bytecode sequence and possibly
interpreter code for each locking script of the spending blockchain transaction to the
bytecode sequence and possibly interpreter code of the corresponding locking script of the
one or more previous blockchain transactions, whereby validation of the spending

blockchain 1s determined based on the results of such matching.

[00202] We turn now to Figure 12. FIG. 12 1s an illustrative, simplified block diagram of
a computing device 2600 that may be used to practice at least one embodiment of the
present disclosure. In various embodiments, the computing device 2600 may be used to
implement any of the systems illustrated and described above. For example, the
computing device 2600 may be configured for use as a data server, a web server, a portable
computing device, a personal computer, or any electronic computing device. As shown 1n
FIG. 12, the computing device 2600 may include one or more processors 2602 that may be
configured to communicate with, and are operatively coupled to, a number of peripheral
subsystems via a bus subsystem 2604. The processors 2602 may be utilized for the
processing of the unlocking and locking scripts as part of validating a spending transaction
as described herein. These peripheral subsystems may include a storage subsystem 2606,
comprising a memory subsystem 2608 and a file/disk storage subsystem 2610, one or more

user interface input devices 2612, one or more user interface output devices 2614, and a
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network interface subsystem 2616. Such storage subsystem 2606 may be used for
temporary or long-term storage of information, such as details associated with transactions

described 1n the present disclosure.

[00203] The bus subsystem 2604 may provide a mechanism for enabling the various
components and subsystems of computing device 2600 to communicate with each other as
intended. Although the bus subsystem 2604 1s shown schematically as a single bus,
alternative embodiments of the bus subsystem may utilize multiple busses. The network
interface subsystem 2616 may provide an interface to other computing devices and
networks. The network interface subsystem 2616 may serve as an interface for receiving
data from, and transmitting data to, other systems from the computing device 2600. For
example, the network interface subsystem 2616 may enable a data technician to connect
the device to a wireless network such that the data technician may be able to transmit and
recetve data while 1n a remote location, such as a user data centre. The bus subsystem
2604 may be utilized for communicating data such as details, search terms, and so on to the
supervised model of the present disclosure, and may be utilized for communicating the
output of the supervised model to the one or more processors 2602 and to merchants and/or

creditors via the network interface subsystem 2616.

[00204] The user interface input devices 2612 may include one or more user input
devices such as a keyboard; pointing devices such as an integrated mouse, trackball,
touchpad, or graphics tablet; a scanner; a barcode scanner; a touch screen incorporated 1nto
the display; audio input devices such as voice recognition systems, microphones; and other
types of input devices. In general, use of the term “input device” 1s intended to include all
possible types of devices and mechanisms for inputting information to the computing
device 2600. The one or more user interface output devices 2614 may include a display
subsystem, a printer, or non-visual displays such as audio output devices, etc. The display
subsystem may be a cathode ray tube (CRT), a flat-panel device such as a liquid crystal
display (LCD), light emitting diode (LED) display, or a projection or other display device.
In general, use of the term “output device” 1s intended to include all possible types of
devices and mechanisms for outputting information from the computing device 2600. The

one or more user interface output devices 2614 may be used, for example, to present user
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interfaces to facilitate user interaction with applications performing processes described

and variations therein, when such interaction may be appropriate.

[00205] The storage subsystem 2606 may provide a computer-readable storage medium
for storing the basic programming and data constructs that may provide the functionality of
at least one embodiment of the present disclosure. The applications (programs, code
modules, 1nstructions), when executed by one or more processors, may provide the
functionality of one or more embodiments of the present disclosure, and may be stored 1n
the storage subsystem 2606. These application modules or instructions may be executed
by the one or more processors 2602. The storage subsystem 2606 may additionally
provide a repository for storing data used in accordance with the present disclosure. The
storage subsystem 2606 may comprise a memory subsystem 2608 and a file/disk storage

subsystem 2610.

[00206] The memory subsystem 2608 may include a number of memories, including a
main random-access memory (RAM) 2618 for storage of instructions and data during
program execution and a read only memory (ROM) 2620 1in which fixed instructions may
be stored. The file/disk storage subsystem 2610 may provide a non-transitory persistent
(non-volatile) storage for program and data files and may include a hard disk drive, a
floppy disk drive along with associated removable media, a Compact Disk Read Only
Memory (CD-ROM) drive, an optical drive, removable media cartridges, and other like

storage media.

[00207] The computing device 2600 may include at least one local clock 2624. The
local clock 2624 may be a counter that represents the number of ticks that have transpired
from a particular starting date and may be located integrally within the computing device
2600. The local clock 2624 may be used to synchronize data transtfers in the processors for
the computing device 2600 and all of the subsystems included therein at specific clock
pulses and may be used to coordinate synchronous operations between the computing
device 2600 and other systems 1n a data centre. In one embodiment, the local clock 2624
1s an atomic clock. In another embodiment, the local clock 1s a programmable interval

timer.
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[00208] The computing device 2600 may be of various types, including a portable
computer device, tablet computer, a workstation, or any other device described below.
Additionally, the computing device 2600 may include another device that may be
connected to the computing device 2600 through one or more ports (e.g., USB, a
headphone jack, Lightning connector, etc.). The device that may be connected to the
computing device 2600 may include a plurality of ports configured to accept fibre-optic
connectors. Accordingly, this device may be configured to convert optical signals to
electrical signals that may be transmitted through the port connecting the device to the
computing device 2600 for processing. Due to the ever-changing nature of computers and
networks, the description of the computing device 2600 depicted in FIG. 12 1s intended
only as a specific example for purposes of illustrating the preferred embodiment of the
device. Many other configurations having more or fewer components than the system

depicted in FIG. 12 are possible.

[00209] The specification and drawings are, accordingly, to be regarded 1n an illustrative
rather than a restrictive sense. However, 1t will be evident that various modifications and
changes may be made thereunto without departing from the scope of the invention as set
forth 1n the claims. Likewise, other variations are within the scope of the present
disclosure. Thus, while the disclosed techniques are susceptible to various modifications
and alternative constructions, certain 1llustrated embodiments thereof are shown 1n the
drawings and have been described above 1n detail. It should be understood, however, that
there 1s no intention to limit the invention to the specific form or forms disclosed but, on
the contrary, the intention 1s to cover all modifications, alternative constructions and

equivalents falling within the scope of the invention, as defined 1n the appended claims.

[00210] The use of the terms “a” and “an” and “the” and similar referents 1n the context
of describing the disclosed embodiments (especially 1n the context of the following claims)

1S to be construed to cover both the singular and the plural, unless otherwise indicated or

i B 4 &
3

B 4 4
3

clearly contradicted by context. The terms “comprising”, “having”’, “including”, and
“containing’ are to be construed as open-ended terms (i.e., meaning “including, but not
limited to”) unless otherwise noted. The term “connected”, when unmodified and referring
to physical connections, 1s to be construed as partly or wholly contained within, attached to

or joined together, even i1f there 1s something intervening. Recitation of ranges of values in
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the present disclosure are merely intended to serve as a shorthand method of referring
individually to each separate value falling within the range unless otherwise indicated and
each separate value 1s incorporated into the specification as if 1t were individually recited.
The use of the term “set” (e.g., “a set of items”) or “subset”, unless otherwise noted or
contradicted by context, 1s to be construed as a nonempty collection comprising one or
more members. Further, unless otherwise noted or contradicted by context, the term
“subset” of a corresponding set does not necessarily denote a proper subset of the

corresponding set, but the subset and the corresponding set may be equal.

[00211] Conjunctive language, such as phrases of the form “at least one of A, B, and C”,
or “at least one of A, B or C”, unless specifically stated otherwise or otherwise clearly
contradicted by context, 1s otherwise understood with the context as used 1n general to
present that an 1item, term, etc., may be either A or B or C, or any nonempty subset of the
set of A and B and C. For instance, 1n the illustrative example of a set having three
members, the conjunctive phrases “at least one of A, B, and C” and “at least one of A, B or
C” refer to any of the following sets: {A}, {B}, {C}, {A, B}, {A, C}, {B, C}, {A, B, C}.
Thus, such conjunctive language 1s not generally intended to imply that certain
embodiments require at least one of A, at least one of B and at least one of C each to be

present.

[00212] Operations of processes described can be performed 1n any suitable order unless
otherwise 1ndicated or otherwise clearly contradicted by context. Processes described (or
variations and/or combinations thereof) may be performed under the control of one or
more computer systems configured with executable instructions and may be implemented
as code (e.g., executable instructions, one or more computer programs Or one Or more
applications) executing collectively on one or more processors, by hardware or
combinations thereof. The code may be stored on a computer-readable storage medium,
for example, in the form of a computer program comprising a plurality of instructions
executable by one or more processors. The computer-readable storage medium may be

non-transitory.

[00213] The use of any and all examples, or exemplary language (e.g., “such as”)

provided, 1s intended merely to better illuminate embodiments of the invention and does
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not pose a limitation on the scope of the invention unless otherwise claimed. No language
1n the specification should be construed as indicating any non-claimed element as essential

to the practice of the invention.

[00214] Embodiments of this disclosure are described, including the best mode known to
the inventors for carrying out the invention. Varations of those embodiments may become
apparent to those of ordinary skill 1n the art upon reading the foregoing description. The
inventors expect skilled artisans to employ such variations as appropriate, and the
inventors intend for embodiments of the present disclosure to be practiced otherwise than
as specifically described. Accordingly, the scope of the present disclosure includes all
modifications and equivalents of the subject matter recited 1in the claims appended hereto
as permitted by applicable law. Moreover, any combination of the above-described
elements 1n all possible variations thereof 1s encompassed by the scope of the present

disclosure unless otherwise indicated or otherwise clearly contradicted by context.

[00215] All references, including publications, patent applications, and patents, cited are
hereby incorporated by reference to the same extent as i1f each reference were individually

and specifically indicated to be incorporated by reference and were set forth 1n 1ts entirety.

[00216] It should be noted that the above-mentioned embodiments 1llustrate rather than
limit the invention, and that those skilled in the art will be capable of designing many
alternative embodiments without departing from the scope of the invention as defined by
the appended claims. In the claims, any reference signs placed in parentheses shall not be
construed as limiting the claims. The word "comprising” and "comprises”, “having,” and
the like, does not exclude the presence of elements or steps other than those listed 1n any
claim or the specification as a whole. In the present specification, “comprises’” means
“includes or consists of”” and “comprising” means “including or consisting of”. The
singular reference of an element does not exclude the plural reference of such elements and
vice-versa. Unless otherwise stated or clear from context, the term “and/or” 1n a list of
1items 1ndicates the presence of at least one 1item 1n the list without excluding or requiring
any 1tems of the list to be present. Embodiments of this disclosure may be implemented by
means of hardware comprising several distinct elements, and by means of a suitably

programmed computer. In a device claim enumerating several means, several of these
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means may be embodied by one and the same i1item of hardware. The mere fact that certain
measures are recited 1n mutually different dependent claims does not indicate that a

combination of these measures cannot be used to advantage.
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Claims

1. A computer-implemented method comprising:

storing a previous blockchain transaction in a blockchain maintained by a
blockchain network, the previous blockchain transaction including a locking script

representing an instance of a parent execution thread;

creating and/or validating a first blockchain transaction that includes a plurality
of locking scripts each representing an instance of a child execution thread which is forked
from the parent execution thread in response to a corresponding first construct or operation

included in the locking script of the previous blockchain transaction; and

communicating the first blockchain transaction on the blockchain network for

storage in the blockchain wherein:

the first blockchain transaction points to the locking script of the previous

blockchain transaction which represents the parent execution thread.
2. The computer-implemented method of claim 1, wherein

the locking script of the previous blockchain transaction includes a bytecode
sequence and optionally interpreter code, and at least one of the plurality of locking scripts
of the first blockchain transaction includes a copy of the bytecode sequence and optionally
a copy of the interpreter code of the locking script of the previous blockchain transaction,

or

the locking script of the previous blockchain transaction includes a bytecode
sequence and optionally interpreter code, and the plurality of locking scripts of the first
blockchain transaction include i) a copy of the bytecode sequence and optionally a copy of
the interpreter code of the locking script of the previous blockchain transaction or ii) a
distinct bytecode sequence and optionally interpreter code that belongs to a collection of

valid locking scripts.

3. The computer-implemented method of claim 1 or claim 2 , wherein:
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the plurality of locking scripts of the first blockchain transaction each include
execution state information (such as a next execution pointer) for a respective child

execution thread.
4. The computer-implemented method of any of claims 1 to 3, further comprising:

validating the first blockchain transaction by matching at least one of the
plurality of locking scripts of the first blockchain transaction to the locking script of the

previous blockchain transaction; and/or

validating the first blockchain transaction by matching the bytecode sequence
and optionally interpreter code for each one of the plurality of locking scripts of the first
blockchain transaction to the bytecode sequence and optionally interpreter code of the
locking script of the previous blockchain transaction, whereby validation of the first

blockchain transaction is determined based on the results of such matching; and/or

validating the first blockchain transaction by generating a hash data value that
corresponds the locking script of the previous blockchain transaction, adding the hash data
value to a collection of hash data values that correspond to the collection of valid locking
scripts, and comparing a hash data value generated for each locking script of the first
blockchain transaction to the collection of hash data values, whereby validation of the first
blockchain transaction is determined based on the results of such hash data value

comparisons; and/or

validating the first blockchain transaction by checking execution state
information of the child execution thread instances representing by the plurality of locking
scripts of the first spending blockchain transaction.

5. The computer-implemented method of any of claims 1 to 4, further comprising:

creating and/or validating a second blockchain transaction that includes a
locking script representing an instance of a child execution thread joined from a plurality
of parent execution thread instances represented by locking scripts of at least one other
previous blockchain transaction stored in the blockchain in response to a corresponding
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second construct or operation included in at least one locking script of the at least one other
previous blockchain transaction; and

communicating the second blockchain transaction on the blockchain network for

storage in the blockchain.
6. The computer-implemented method of claim 5, wherein:

the second blockchain transaction points to a plurality of locking scripts of the at
least one other previous blockchain transaction, wherein the plurality of locking scripts
represent the plurality of parent execution thread instances joined by the second block

transaction; and/or wherein:

the plurality of locking scripts of the at least one other previous blockchain
transaction each include a bytecode sequence and optionally interpreter code, and the
locking script of the second blockchain transaction includes a copy of the bytecode
sequence and optionally the interpreter code of one of the locking scripts of the one or

more previous blockchain transaction, or

the plurality of locking scripts of the at least one other previous blockchain
transactions each include a bytecode sequence and optionally interpreter code, and the
locking script of the second blockchain transaction includes i) a copy of the bytecode
sequence and optionally the interpreter code of one of the locking scripts of the one or
more previous blockchain transaction, or ii) a distinct bytecode sequence and optionally

interpreter code that belongs to a collection of valid locking scripts.
7. The computer-implemented method of claim 5 to 6 , wherein:

the locking script of the second blockchain transaction includes execution state
information for the child execution thread joined from the plurality of parent execution

thread instances.

8. The computer-implemented method of any of claims 5 to 7, further comprising:
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validating the second blockchain transaction by matching a locking script of the
at least one other previous blockchain transaction to the locking script of the second

blockchain transaction; and/or

validating the second blockchain transaction by matching the bytecode sequence
and optionally interpreter code of a locking script of the at least one other previous
blockchain transaction to the bytecode sequence and optionally interpreter code of the
locking script of the second blockchain transaction, whereby validation of the second

blockchain transaction is determined based on the results of such matching; and/or

validating the second blockchain transaction by generating a hash data value that
corresponds a locking script of the at least one other previous blockchain transaction,
adding the hash data value to a collection of hash data values that correspond to the
collection of valid locking scripts, and comparing a hash data value generated for the
locking script of the second blockchain transaction to the collection of hash data values,
whereby validation of the second blockchain transaction is determined based on the results

of such hash data value comparisons; and/or

validating the second blockchain transaction by checking execution state
information of the child execution thread represented by the locking script of the second
blockchain transaction.

9. The computer-implemented method of any of claims 1 to 8, further comprising:

creating and/or validating a third blockchain transaction that includes a plurality
of locking scripts representing execution threads of at least one other previous blockchain
transaction stored in the blockchain for inter-thread communication and control in response
to a corresponding third construct or operation included in at least one locking script of the

least one other previous blockchain transaction; and

communicating the third blockchain transaction on the blockchain network for

storage in the blockchain.

10. The computer-implemented method of claim 9, wherein:
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the third blockchain transaction points to a plurality of locking scripts of the at
least one other previous blockchain transaction, wherein the plurality of locking scripts
represent the plurality of execution threads that are managed or controlled by the third

blockchain transaction and/or
wherein:

the plurality of locking scripts of the at least one other previous blockchain
transaction each include a bytecode sequence and optionally interpreter code, and the
plurality of locking scripts of the third blockchain transaction includes a copy of the
bytecode sequence and optionally the interpreter code of one of the locking scripts of the at

least one other previous blockchain transaction, or

the plurality of locking scripts of the at least one other previous blockchain
transaction each include a bytecode sequence and optionally interpreter code, and the
locking scripts of the third blockchain transaction includes i) a copy of the bytecode
sequence and optionally the interpreter code of one of the locking scripts of the at least one
other previous blockchain transaction, or ii) a distinct bytecode sequence and optionally

interpreter code that belongs to a collection of valid locking scripts.
11. The computer-implemented method of claims 9 to 10, wherein:

the locking scripts of the third blockchain transaction include execution state
information for the execution threads managed and controlled by the third blockchain

transaction.
12. The computer-implemented method of any of claims 9 to 11, further comprising:

validating the third blockchain transaction by matching a locking script of the at
least one other previous blockchain transaction to a locking script of the third blockchain

transaction; and/or

validating the third blockchain transaction by matching the bytecode sequence
and optionally interpreter code of a locking script of the at least one other previous
blockchain transaction to the bytecode sequence and optionally interpreter code of a
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locking script of the third blockchain transaction, whereby validation of the third
blockchain transaction is determined based on the results of such matching; and/or

validating the third blockchain transaction by generating a hash data value that
corresponds a locking script of the at least one other previous blockchain transaction,
adding the hash data value to a collection of hash data values that correspond to the
collection of valid locking scripts, and comparing a hash data value generated for a locking
script of the third blockchain transaction to the collection of hash data values, whereby
validation of the third blockchain transaction is determined based on the results of such

hash data value comparisons; and/or

validating the third blockchain transaction by checking execution state
information of the execution threads managed and controlled by the third blockchain

transaction.

13. A computer-implemented method according to any one of claims 1 to 12, wherein the
first blockchain transaction and/or the second blockchain transaction and/or the third

blockchain transaction is part of a smart contract.
14. A system, comprising:
a processor; and

memory including executable instructions that, as a result of execution by the
processor, causes the system to perform at least part of the computer-implemented method

of any one of claims 1 to 13.

15. A non-transitory computer-readable storage medium having stored thereon executable
instructions that, as a result of being executed by a processor of a computer system, cause
the computer system to perform at least part of the computer-implemented method of any

one of claims 1 to 13.
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