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FIELD OF THE INVENTION

The invention relates generally to the field of digital computer systems, and more particularly
to systems and methods for facilitating the invocation by a program being processed by a computer
in one address space, of processing of methods and procedures in another address space, which may
be implemented either on the same computer or on another computer. The invention particularly
provides a system and method for obtaining and dynamically loading "stub” information which
facilitates invocation by a program operating in one address space of a remote method or procedure

in another address space, and possibly on another computer.



17 to systens and nethods for facilitating the invocation by a program
bei ng processed by a conputer 18 I n one address space, of processing of
nmet hods and procedures in another address space, which nay 19 be

i npl emented either on the same conputer or on another conputer. The

I nvention particularly 20 provi des a system and net hod for obtaining
and dynam cally | oading "stub" information which 21 facilitates

i nvocation by a program operating in one address space of a renote nethod
or procedure 22 I n anot her address space, and possibly on anot her

conput er. -2- 1 BACKGROUND OF THE

| NVENTI ON 2 I n nodem "enterprise” conputing, a nunber of

personal conputers, workstations, and other 3 devi ces such as mass
storage subsystens, network printers and interfaces to the public tel ephony
4 system are typically interconnected in one or nore conputer

net woy ks. The personal conpuigdickaiiuNd OF THIOINVENGIORNS are used by

i ndi vidual users to performprocessing in connection with data and prograns
6 that may be stored in the network nmass storage subsystens. In such an

arrangenent, the personal 7 conmput er s/ wor kst ati ons, operating a
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net wog kK nmakat ngily Oe 3@Ledsin Rlte/ it e ok, mass storage subsystems. In such an arrangement, the personal

7 " computers/workstations, operating as clients, typically download the data and programs from the

8 network mass storage §ub§§stems for processing. In addition, the personal computers or

9 workstations will enable processed data to be uploaded to the network mass storage subsystems for
10 storage, to a network printer for printing, to the telephony interface for transmission over the public
11 telephony system, or the like. In such an arrangement, the network mass storage subsystems,
12 network printers and telephony interface operate as servers, since they are available to service
13 requests from all of the clients in the network. By organizing the network in such a manner, the
14 servers are readily available for use by all of the personal compufers/workstations in the network.
15 Such a network may be spread over a fairly wide area, with the personal computers/workstations
16 being interconnected by communication links such as electrical wires or optic fibers.

17 In addition to downloading information from servers for processing, a client, while processing
18 a program, can remotely initiate processing by a server computer of particular routines and
19 procedures (generally "procedures"), in connection with certain "parameter” information provided
20 by the client. After the server has processed the procedure, it will'provide results of its processing
21 to the client, which the client may thereafier use in its processing operations. Typically in such
22 "remote procedure calls” the program will make use of a local "stub” which, when called, transfers
23 the request to the server which implements the particular procedure, receives the results and provides
24 them to the program. Conventionally, the stub must be compiled with the program, in which case
25 the information needed to call the remote procedure must be determined at compile time, rather than

26 at the time the program is run. Since the stub available to the client’s programs is static, it may be at



12 network printers and tel ephony interface operate as servers, since
they are available to service 13 requests fromall of the clients in

t he network. By organi zing the network in such a manner, the 14 servers
are readily available for use by all of the personal conputers/workstations
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area, with the personal conputers/workstations 16 bei ng i nterconnected
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In addition to downl oading information from servers for processing, a
client, while processing 18 a program can renotely initiate processing
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and dynamic loading of a“stub provided to enable a program bperating in one address space to

remotely invoke processing of a method or procedure in another address space, so that the stub can
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be loaded by the program when it is run and needed, rather than being statically determined when the
10 program is compiled. Indeed, the stub that is loaded can be obtained from the resource providing the
11 remote method or procedure, and so it (the stub) can exactly define the invocation requirements of
12 the remote method or procedure. Since the stub can be located and dynamically loaded while the
13 program is being run, rather that being statically determined when the program is compiled, run-time

14 errors and inefficiencies which may result from mis-matches between the stub that is provided and
15 the requirements of the remote method or procedure that is invoked can be minimized. |

16 In brief summary, the invention provides a stub retrieval and loading subsystem for use in
17 connection with a remote method invocation system. The stub retrieval and loading subsystem
18 controls the retrieval and loading of a stub for a remote method, into an execution environment, to

19 facilitate invocation of the remote method by a program executing in the execution environment. The

20 stub retrieval subsystem includes a stub retriever for initiating a retrieval of the stub and stub loader
21 for, when the stub is received by the stub retriever, loading the stub into the execution environment,
22 thereby to make the stub available for use in remote invocation of the remote method. In one

23 ©  embodiment, the stub retrieval and loading subsystem effects the retrieval and loading for a program
24 operating in one address space provided by one computer, of stub class instances to effect the remote

25 invocation of methods which are provided by objects operating in another address space, which may



3 that is provided to a progranfand the requirenents of the renote

procedure that is called when the 4 programis run. 5

SUMVARY OF THE | NVENTI ON 6 The invention provides a new and

I nproved system and nethod for facilitating the obtaining 7 and dynam c
| oadi ng of a stub provided to enable a program operating in one address
space to 8 renotely invoke processing of a nethod or procedure in

anot her address space, so that the stub can 9 be | oaded by the program
when it is run and needed, rather than being statically determ ned when the
10 programis conpiled. Indeed, the stub that is | oaded can be obtai ned
fromthe resource providing the 11 renote nmethod or procedure, and so it
(the stub) can exactly define the invocation requirenents of 12 t he
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stub retrieval subsystemincludes a stub retriever for initiating a
retrieval of the stub and stub Ioader 21 for, when the stub is received
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in conjunction with the accompanying drawings, in which:

9 FIG. 1 is a function block diagram of a computer network including an arrangement
10 constructed in accordance with the invention for facilitating the obtaining, dynamic loading and use
11 of "stub” information to enable a program operating in one address space to invoke processing of a
12 remote method or procedure in another address space;

13 FIGs. 2 and 3 are flow charts depicting the operations performed by the arrangement depicted
14 in FIG. 1, which is useful in understanding the invention, with FIG. 2 depicting operations performed
15 in connection with obtaining and dynamic loading of the stub information and FIG. 3 depicting
16 operations performed in connection with use of the stub information to invoke processing of the
17 remote method or procedure.

18 DETAILED DESCRIPTION OF AN ILLUSTRATIVE EMBODIMENT

19 FIG. 1 is a schematic diagram of a computer network 10 including an arrangement for

20 facilitating dynamic loading of "stub" information to enable a program operating in one address space
21 to remotely invoke processing of a method or procedure in another address space. With reference
22 to FIG. 1, computer network 10 includes a plurality of client computers 11(1) through 11(N)
23 (generally identified by reference numeral 11(n)), a plurality of server computers 12(1) through 12(M)



24 operating in one address space provided by one conputer, of stub

class instances to effect the renote 25 I nvocation of nethods which are
provi ded by objects operating in another address space, which nmay 4- 1
be provided by the sanme conmputer or a different conputer. In that sanme
enbodi nent, the stub 2 retrieval and | oadi ng subsystemeffects the
retrieval and | oading of a stub class instance when the 3 renot e obj ect
is referenced, although in other enbodinents retrieval and | oadi ng may be
effected 4 when the renote nethod is invoked. 5

BRI EF DESCRI PTI ON OF THE DRAW NGS 6 This invention is pointed out

with particularity in the appended cl ains. The above and further 7

advant ages of this invention nmay be better understood by referring to the
foll owi ng description taken 8 in conjsunction with the acconpanying
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st ub6i nf o viddol displayriit ahdopedatocinpsttdeviges such as a keyboard and mouse (all of which are not

7 separately shown). The server computers 12(m) and nameserver computer 13 also typically include

8 a system unit (also not separately shown), and may also include a video display unit and operator

9 input devices. - &
10 The client computers 11(n), server computers 12(m) and nameserver computer 13 are all of
11 the conventional stored-program computer architecture. A system unit generally includes processing,
12 memory, mass storage devices such as disk and/or tape storage elements and other elements (not
13 separately shown), including network interface devices 15(n), 16(m) for interfacing the respective
14 computer to the communication link 14. The video display unit permits the computer to display
15 processed data and processing status to the operator, and an operator input device enables the

16 operator to input data and control processing by the computer. The computers 11(n) and 12(m) and

17 13 transfer information, in the form of messages, through their respective network interface devices
18 15(n), 16(m) among each other over the communication link 14.

19 In one embodiment, the network 10 is organized in a "client-server” conﬁguration, in which
20 one or more computers, shown in FIG. 1 as computers 12(m), operate as servers, and the other
21 computers, shown in FIG. 1 as computers 11(n) operate as clients. In one aspect, one or more of the
22 server computers 12(m) may, as "file servers,” include large-capacity mass storage devices which can
23 store copies of programs and data which are available for retrieval by the client computers over the
24 communication link 13 for use in their processing operations. From time to time, a client computer
25 11(n) may also store data on the server computer 12, which may be later retrieved by it (the client
26 computer that stored the data) or other client computers for use in their processing operations. In

27 addition, one or more of the server computers 12(m) may, as "compute servers," perform certain



16 operations performed in connection with use of the stub information
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and naneserver conputer 13 are all of

7 computers may include only processing, memory, mass storage and network interface elements for
8 receiving and processing retrieval, storage or remote processing requests from the client computers,
9 and generating responses thefeto. It will be appreciated a client computer 11(n) may also perform
10 operations described herein as being performed by a server computer 12(m), and similarly a server
11 computer 12(m) may also perform operations described herein as being performed by a client

12 computer 11(n).

13 The network represented by communication link 14 may comprise any of a number of types
14 of networks over which client computers 11(n), server computers 12(m) and nameserver computers
15 13 may communicate, including, for example, local area networks (LANSs) and wide area networks

16 (WANs) which are typically maintained within individual enterprises, the public telephony system,
17 the Internet, and other networks, which may transfer digital data among the various computers. The

18 network may be implemented using any of a number of communication media, including, for example,
19 wires, optical fibers, radio links, and/or other media for carrying signals representing information
20 among the various computers depicted in FIG. 1. As noted above, each of the computers typically
21 includes a network interface which connects the respective computer to the communications link 14
22 and allows it to transmit and receive information thereover.

23 The invention provides a system for facilitating the obtaining and dynamic loading of "stub”
24 information to enable a program operating in one address space to invoke processing of a remote
25 method or procedure in another address space, which may be located on the same computer as the
26 invoking program or on a different computer. The invention will be described in connection with

27 programs provided in the Java™ programming language, as described in the Java language
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16 operator to input data and control processing by the conmputer. The
conputers 11(n) and 12(nm) and 17 13 transfer information, in the form
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client conputer (n)
9 sub-class incorporating and péssibly extending their respective super-classes.
10 An interface provides a mechanism by which a set of methods may be declared. In that
11 connection, an interface identifies each method that is declared by the interface by, for example, a

12 name, identifies the data type(s) of argument(s) that are to be provided for the method, the data

13 type(s) of return values that are to be returned by the method, and identifiers for exceptions which
14 can be thrown during processing of the method. A class may indicate that it implements a particular
15 interface, and in that connection will include the program code which will be used in processing alt
16 of the methods which are declared in the interface. In addition, different classes may indicate that

17 they implement the same interface, and each will have program code which will be used in processing
18 all of the methods which are declared in the interface, but the program code provided in each class
19 to for use in processing the methods may differ from the program code provided in the other classes

20 which is used in processing the same methods; thus, an interface provides a mechanism by which a
21 set of methods can be declared without providing an indication of the procedure which will be used
22 in processing any of the methods. An interface may be declared independently of the particular class
23 which implements the method or methods which can be invoked using the interface. In that regard,
24 a class that invokes the method and a class that actually implements the method will not need to share
25 a common super-class.

26 During processing of a Java program, as described in the Java virtual machine specification, |

27 a client computer 11(n) provides an execution environment 20 for interpreting the Java program. The



2 return the results of the processing to the requesting client

conputer 11(n) for use by them (that is, 3 the requesting client
conputers 11(n)) in their subsequent processing. In either case, the server
4 conputers may be generally simlar to the client conputers 11(n),

I ncluding a systemunit, video 5 di splay unit and operator input

devices and may be usable by an operator for data processing 6

operations in a manner simlar to a client conputer. Alternatively, at

| east some of the server 7 conputers may include only processing,
menory, mnmass storage and network interface elenents for 8 -recei ving and
processing retrieval, storage or renote processing requests fromthe client
conputers, 9 and generating responses thereto. It will be appreciated a
client computer 11(n) may al so perform 80 operations described herein
as being perfornmed by a server conputer 12(nm), and simlarly a server 11
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11 The invention provides an arrangement which facilitates the remote invocation, by a program
12 executing in an execution environment 20 by a client computer 11(n), of methods implemented by
13 classes on a server computer 12(m). In executing a method, the server computer 12(m) will also
14 provide an execution environment 24 for processing, under control of a control module 28, the Java
15 method. In that operation, the Java virtual machine which provides the execution environment 21
16 includes a class loader 25 (which may be similar to the class loader 21) that, under control of the
17 control module 28, can dynamically link an instance of the class 26, to enable the method to be
18 processed in the execution environment 24, and instances of other classes (also generally represented

19 by reference numeral 26) which may be needed to process the remotely-invoked method. In that
20 operation, the control module 28 effectively enables the class loader 25 to retrieve an uninstantiated
21 class for the method to be invoked, from a plurality of uninstantiated classes which are generally

22 identified by reference numeral 27, instantiate it (that is, the uninstantiated class which provides the

23 method to be invoked) and link it as a class instance 26 into the execution environment. In addition,
24 the class loader 25 can discard the class instances 26 when processing of the method has terminated.
25 It will be appreciated that, if class instances 26 has been discarded, it may be reloaded by the class

26 loader 25 at a later point if it is then needed.



23 The invention provides a systemfor facilitating the obtaining
and dynam c | oadi ng of "stub" 24 I nformation to enable a program
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met hod or procedure in anot her address space, which may be | ocated on the

sanme conputer as the 26 I nvoki ng programor on a different conmputer. The
I nvention will be described in connection with 27 prograns provided in
the Java[err] programm ng | anguage, as described in the Java | anguage

-7- 1 specification, which are processed in connection with an
execution environnment which is provided 2 by a Java virtual machine.
The Java virtual nmachine, in turn, is specified in the Java virtual nachine
3 specification. As described in the Java | anguage specification,
prograns in the Java progranm ng 4 llanguage define "cl asses” and

"interfaces." Classes are used to define one or nore nethods or 5

procedures, eaghe sghictuh dfhmim&v&eommampﬁfmwaaf, Rigenveatly Sienilantoi thatef fieaerver

cl ass may be associ ated 6 and e nd a "super-class,” and in that
regard wi FemPpUieoL2em). éﬂ‘é“’&i’lmt&Fs%@tqlﬁ‘i"é?'f es and net hods 7 of the
super-class, and may al so include additional interfaces and/or nethods. A
cl ass3 may al soTHfi¢hitale remot®ifiCocationdifaaméthidat, cHeaantesl njazlold 19Kuf shevdlient compptet'se a
super-cl ass of, each of its syb-classes), with Ea? 9 sub-chle a‘is 6
|ncor‘bor aEXGFYtion enviroaEeR)| 31 makes H3h "tetﬂ&‘?m?é@sé } {pstanss? genegqlly ddeptified, by

An i g erf aggedk Qﬂhgﬂ%o%m%%ﬁﬂai RY patd UK eRectifién @birdRieRa Sin WhlehKe various
declared. In that connection, an interface identifies each nethod
that §s de!@ssamtanqu Zﬂ,h@clmlme theaelass linstange hish anipveking the xemote methed, are being
othoh ' Rrocbified hdtn!chR M infand B obcice'of h uith farkfiel SnB cRY S Stleind N

net hod,

8 server computer 12(m) may mamtam for the various class instances 26 and uninstantiated classes 27
9 which the server computer 12(m) has "exported," that is, which the server computer 12(m) makes
‘10 available to client computers 11(n) for use in remote invocation of methods provided thereby. An
11 uninstantiated stub class 31 includes declarations for the complete set of interfaces for the particular
12 remote uninstantiated class 27 which implements the remote method to be invoked, and also provides

13 or invokes methods which facilitate accessing of the remote method(s) which are implemented by the
14 remote class. The uninstantiated stub class 31, when it is instantiated and provided to the execution
15 environment 20 of the client combuter 11(n) as a stub class instance 30, effectively provides the
16 information which is needed by the control module 19 of the execution environment 20 of the
17 invoking Java program, so that, when a remote method that is implemented by its associated class is
18 invoked by a Java program running in a particular execution environment, the remote method will

19 be processed and the return value(s) provided to the invoking Java program. In one embodiment, the

20 arrangement by which the stub class instance may be provided to the execution environment 20 is
21 similar to that described in the aforementioned Waldo, et al., patent application.

22 In addition, the server computer 12(m) provides a skeleton 32, which identifies the particular
23 classes and methods which have been exported by the server computer 12(m) and information as to
24 how it (that is, the server computer 12(m)) may load the respective classes and initiate processing of

25 the particular methods provided thereby.

26 When a class instance invokes a remote method maintained by a server computer 12(m), it

27 will provide values for various parameters to the stub class instance 30 for the remote method, which



13 type(s) of return values that are to be returned by the nethod, and
identifiers for exceptions which 14 can be thrown during processing of
the nethod. A class may indicate that it inplenents a particular 15
interface, and in that connection will include the program code which wll
be used in processing all 16 of the methods which are declared in the
interface. In addition, different classes may indicate that 17 t hey

i npl enent the sane interface, and each will have program code which will be
used in processing 18 all of the methods which are declared in the

i nterface, but the program code provided in each class 19 to for use in
processing the nethods may differ fromthe program code provided in the.

ot her cl asses 20 which is used in processing the sane nethods; thus, an
i nterface provides a nechani sm by whi ch-E-21 set of methods can be

decl ared wi thout providing an indication of the procedure which will be
used P2 values the peansts mechod will afe inlis provessings If tha remdte nfethnd isvimypléntenckd anathe d

i ndependently of the particul cl ass 23 whi ch i_npl enents the nethod or
ot hotls. wAREhCompit eSS he igkakine Navk groran hew e divoking Jaa proermayakes s remote. o
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met hod will not need to share 25 a conmon super-class. 26
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8 .method has been processed will provide the results to the stub class instance 30 for the remote

9 method that was invoked, which, in turn, will provide to the particular class instance 22 which
10 invoked the remote method. |
11 Similar operations will be performed if client computer 11(n) and server computer 12(m) are
12 implemented on different physical computers. In that case, in response to a remote invocation, the
13 client computer 11(n) that is processing the invoking class instance 22, under control of the control
14 module 19 for the execution environment 10 for the invoking class instance 22, will use the
15 appropriate stub class instance 30 to communicate over the network represented by the
16 communication link 14 with the server computer 12(m) which implements the remote method to
17 enable it (that is, the server computer 12(m)) to establish an execution environment 24 for the class
18 which implements the remote method, and to use the class loader 25 to load an instance of the class
19 as a class instance 26. In addition, the client computer 11(n), also using the appropriate stub class
20 instance 30, will provide any required parameter values to the server computer 12(m) over the
21 network 14. Thereafter, the server computer 12(m) will process the remote method using parameter
22 values so provided, to generate result value(s) which are transferred over the network to the client
23 computer 11(n), in particular to the appropriate stub class instance 30. The client computer 11(n)
24 will, after it receives the result value(s) from the network, provide them to the invoking class instance

25 22 for its processing.

26 In any case, when the control module 19 of the client computer's execution environment 20

27 determines that a reference to the remote object has been received, if it determines that the stub class



3 runni ng program s execution environnent while the programis being
executed. In that operation, 4 the control nodule 19 effectively
enabl es the class |loader to retrieve uninstantiated classes, which 5
generally identified by reference nuneral 23, instantiate themand |ink
them as class instances 22 into 6 t he execution environnment's address
space at the Java programs run tinme as the nethods which the 7

respective classes 23 inplenent are called. In addition, the class | oader
21 can discard ones of the 8 cl ass instances 22 when they are not
needed or to conserve nenory. It will be appreciated that, if 9 a cl ass
I nstance 22 has been discarded, it may be rel oaded by the class | oader 21
at a later point if it 10 is then needed. 11 The invention
provi des an arrangenent which facilitatels the renote invocation, by a
program 12 executing in an execution environnent 20 by a client conputer
11(n), ofinst@icBB0ss nompreserniviich v yeckives the créfaseﬁas itowill attsmptvterobtximﬂmtsarb dadgm) .

I n executing a nethad, the server conputer a 14 r Vi de an
exectit i orinA96s J0FrmR fer example, the SER/ErOmPHIET l%mb fn"?emlmm she emagemed aule
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|nvo ed) as a class Irnstance 26 into t ecut1on envi ronnment
In Additi kifm) that maintains the class that implements a method to be invoked remotely may be included in

12 the call from the invoking class instance or may be made known to the stub class loader 33 through

13 another mechanism (not shown) maintained by the client computer 11(n).

14 However, if the stub class loader 33 is not otherwise notified of whi;:h server computer 12(m)
15 maintains the class which impleménts a method which may be invoked remotely, it may use the
16 nameserver computer 13 to provide that identification. The identification may comprise any identifier
17 which may be used to identify a server computer 12(m) or other resource which is available on the
18 network 14 and to which the server computer 12(m) can respond. Illustrative identifiers include, for
19 example, a network address which i_dentiﬁes the server computer and/or resource, or, if the network
20 14 is or includes the Internet, an identifier to, for example, a World Wide Web resource which may
21 provide the identification or a "uniform resource locator” ("URL") which provides a uniform
22 mechanism for identifying resources that are available over the Internet. The server computer 12(m)
23 which implements the remote method, in response to a request from the client computer 1 I_(n) will
24 provide stub class instance 30 which the client computer 11(n) may load into the execution
25 environment 21 to thereafter enable the remote invocation to be initiated.

26 . As noted above, if the stub class loader 33 does not know which server computer 12(m)

27 implements the remote method which may be invoked (and thus does not know which computer is



24 the class | oader 25 can discard the class instances 26 when

processi ng of the nethod has term nated. 25 It will be appreciated that,
if class instances 26 has been discarded, it may be rel oaded by the class
26 | oader 25 at a later point if it is then needed. -9- 1

The structure of naneserver conputer 13, if provided, is generally simlar
to that of the server 2 conputer 12(m, and will not be separately
descri bed. 3 To facilitate renote invocation of a nethod, the
control nodule 19 of the client conputer's 4 execution environnent 21

makes use of one or nore stub class instances generally identified by 5
reference numeral 30 which are provided as part of the execution
environnment 21 in which the various 6 cl ass instances 22, |nclud|ng t he
class instance which is invoking the reppte nethod, are belng 7

processed. Each stub class instance 30 is an instance of an uni nst anti at ed
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8 remote method including a parameter identifying the class and method to be remotely invoked, and

9 enabling the nameserver computer 13 to provide the identification of a server computer 12(m) which
10 can process the method to the requesting client computer 11(n) and other information which may be
11 helpful in communicating with the server computer 12(m) and invoking the particular method. It will
12 be appreciated that the nameserver computer 13 will maintain a table (not separately shown) of
13 *exported” resources, that is, resources, such as classes and methods, that are available to client
14 computers 11(n) connected to the network 14, and information, such as the identifications of the
15 particular server computers 12(m) which provide those resources, which will be useful to the client
16 computers 11(n) in making use of the exported resources.
17 It will be appreciated that the nameserver computer 13 may create and maintain the exported
18 resource table in a number of ways that are known in the art. For example, the nameserver computer
19 13 may periodically broadcast requests for exported resource information over the network 14, to
20 which the various server computers 12(m) which maintain exported resources may respond; in that
21 case, the nameserver computer 13 may establish its exported resource table based on the responses
22 from the server comput;:rs 12(m). Alternatively, each of the various server computers 12(m) which
23 maintains an exported resource may periodically broadcast information as to the exported resources
24 which it maintains, and the nameserver computer 13 can update its exported resource table based on
25 the broadcasts from the server computer. In addition, the nameserver computer's exported resource

26 table may be established by a system operator and may be fixed until he or she updates it.



15 environment 20 of the client conmputer 11 (n) as a stub class instance
30, effectively provides the 16, I nformati on which is needed by the
control nodule 19 of the execution environment 20 of the 17 I nvoki ng
Java program so that, when a renpte nmethod that is inplenented by its
associ ated class is 18 I nvoked by a Java programrunning in a particul ar
execution environnent, the renote nethod will 19 be processed and the
return val ue(s) provided to the invoking Java program |n one enbodi nent,

t he 20 arrangenment by which the stub class instance nmay be provided to
the execution environnment 20 is 21 simlar to that described in the

af orenenti oned Wal do, et al., patent application. 22 ' I n addition,
the server conputer 12(m provides a skeleton 32, which identifies the
particul ar 23 cl asses and nethods wiBeh have been exported by the
server conmputer 12(m and information as to 24 how it (that is, the
servdr conput elin afipéasy, )hermfynﬂatlexdpmhéedhusmecm@s 13 fcresponsg t@ragrequest
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conpat er  dothpdter 12(mJ Wwhich caﬂ/lpkévndvmwevml xmp&mi:ms thea'emousmahmamalbeemoued t he
stub cl ass |nstance 30 for, the renote val ues t he

r enotle nePHbERI Rformation which theomputes ( {Fé t sy etcﬂ’é‘p'l‘térnﬁf“é% HFEplsmgnts the remote

i npl gment gdil) Wifrequire to ProvRde SRTRYLIR b aa@ doll¥, oa!ﬁu rme ﬂn?e/ aAREPEHcé]Whg\MEe”
the i nvoking Java program i nvokes a renote t hod, the conputer
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t he cl ass as a ass Instance simlar to
cl ass8 i nsthapomputethadisfithe compusr wiich implanieatsnind ﬂemdtwmthrgi) to obtain the stub class,
9 and may thereafter invoke-theamethod as described above.
10 With this background, the operations performed by client computer 11(n), server computer
11 12(m) and, if necessary, nameserver 13 in connection with obtaining and dynamic loading of a stub
12 class instance when a reference to a remote method is received will be described in connection with
13 the flow chart depicted in FIG. 2. In addition, operations performed by the client computer 11(n) and
14 server computer in connection with remote invocation of a method using the stub class instance will

15 be described in connection with the flow chart depicted in FIG. 3. With reference initially to FIG.

16 2, the execution environment control module 19 will, when it receives a reference to a remote
17 method, will initially determine whether an appropriate stub class instance is present in the execution
18 environment 20 to facilitate invocation of the remote method (step 100). If the control module 19
19 determines that such a stub class instance 30 for the remote method is present in the execution
20 environment, it may continue oiher operations (step 101). However, if the control module 19
21 determines in step 101 that such a stub class instance is not present in the execution environment 20
22 for the remote method, the control module 19 will use the stub class loader 33 to attempt to locate
23 and load a stub class instance 30 for the class to process the remote method. In that case, the control
24 module 19 will initially determine whether the invocation from the class instance 22 included a
25 resource locator to identify the server computer 12(m) or other resource which maintains the class
26 for the method to be invoked, or whether it (that is, the control module 19) or the stub class loader
27 33 otherwise are provided with such a resource locator (step 102). If the control module 19 makes

28 a positive determination in that step, it will sequence to step 103 to enable the stub class loader 33



6 val ues of parameters which are provided by the invoking class

instance.in the renote invocation. 7 After processing ofthe nmethod has
been conpl eted, the execution environment in which the renote 8 met hod

has been processed will provide the results to the stub class instance 30

for the renote 9 met hod that was invoked, which, in turn, wll provide
to the particular class instance 22 which 10 I nvoked the renote nethod.
11 . Simlar operations will be performed if client conputer 11(n)
and server conputer 12(n) are 12 i npl emented on di fferent physical

conputers. In that case, in response to a renote invocation, the 13

client conputer 11(n) that is processing the invoking class instance 22,
under control of the control 14 nodul e 19 for the execution environnent
10 for the invoking class instance 22, vl use the 15 appropriate stub
class instance 30 to communi cate over the network represented by the 16
communi catainitiaté bmﬁn&ﬂcaﬂbﬂsMﬁxhdmﬁkimerccommmen(ﬂay(dﬂbtam stab clasgiheamea fat thehe
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val ue,(s) )19% h are transferred over the network to the client 23

conput er ﬁ) in particular to the appropriate stub class instance 30.
The client conputer 11(n) 24 will, after it receives the result
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10 which maintains the class for the method to be invoked, and further that it (that is, the control module

11 19) or the stub class loader 33 is not otherwise provided with such a resource locator, a "class not
12 found" exception may be indicated, at which point the control module 19 may call an exception
13 handler. The exception handler may perform any of a number of recovery operations, including, for
14 example, merely notifying the control module 19 that the remote method could not be located and
15 allow it to determine subsequent oi;erations.

16 Alternatively, the control module 19 may attempt to obtain a resource locator from the
17 nameserver computer 13 or other resource brovided by the network 14 (generally represented in FIG.
18 1 by the nameserver computer 13), using a call to, for éxample, a default stub class instance 30. The
19 call to the default stub class instance 30 will include an identification of the class and method to be
20 invoked and the name of the nameserver computer 13(m). Using the default stub class i;xstance 30,
21 - the control module 19 will enable the computer 11(n) to initiate .communications with nameserver
22 computer 13 to obtain an identifier for a server computer 12(m) which maintains the class and method
23 to be invoked (step 1 10). The communications from the default stub class instance 30 will essentially
24 correspond to a remote method invocation, with the method enabling the nameserver computer to
25 provide the identification for the server computer 12(m), if one exists associated with the class and
26 method to be remotely invoked, or alternatively to provide an indication that no server computer

27 12(m) is identified as being associated with the class and method. During the communications in step



27 determ nes that a reference to the renote object has been received,
If it determnes that the stub class 1 I nstance 30 i s not present
when it receives the reference, it will attenpt to obtain the stub class 2
i nstance 30 from for exanple, the server conputer 12(m which inplenents
the renote nmet hod, and 3 enabl e the stub class instance 30 to be

dynam cally | oaded in the execution environnent 20 for the 4 invoking class
i nstance 22. A reference to the renote object nay be received, for exanple,
either as 5 a return value of another renote nethod invocation or as a
paranmeter that is received during another 6 renote net hod invocati on.
The stub class instance may be dynamically | oaded into the execution 7
environment in a manner similar to that used to | oad class instances 22 in
t he execution environnent 8 22. The-18xecution environnent 20 is
provided with a stub class | oader 33 which, under control of the 9

cont rlol bt ithe défaylt stub tlasstinterfaxe 300vill procideyas al pacathetdravalge, uhe identdicationgf glase s
30 a requu{ % QY t.he c%a s 10 i nstances 22 processed in the execution
enV| onmeftd MHRAT tobeIBVOkRd. of "4 particul ar server computer 11 12(m that
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which may_be used to identify a server conputer or resource
whi ¢ i s BarpgSEEyST eomputeh 3 w:l initiate communications with the d ault stub class instance 30 to

9 prowde the result mformatxon to the default stub class instance 30 (step 112).

10 After receipt of the result information from the nameserver computer 13, the default stub class
11 instance, under control of the control module 19, will pass result information to the stub class loader
12 33 (step 113). Thereafier, the stub class loader 33 determines whether the result information from
13 the nameserver computer comprises the identification for the server computer 12(m) or an indication
14 that no server computer 12(m) is identified as being associated with the class (step 114). If the stub
15 class loader 33 determines that the result information comprises the identification for the server

16 computer 12(m), it (that is, the stub class loader 33) will return to step 101 to initiate communication

17 with the identified server computer 12(m) to obtain stub class instance for the class and method that
18 may be invoked. On the other hand, if the stub class loader 33 determines in step 114 that the
19 nameserver computer 13 had provided an indication that no server computer 12(m) is identified as

20 being associated with the class and method that may be invoked, the “class not found” exception may
21 be indicated (step 115) and an exception handler called as described above.

22 As noted above, the stub class instance 30 retrieved and loaded as described above in
23 connection with FIG. 2 may be used in remote invocation of the method. Operations performed by
24 . the client computer 11(n) in connection with remote invocation of the method will be described in

25 connection with the flow chart in FIG. 3. As depicted in FIG. 3, when a class instance 22 invokes
26 a method, the control module 19 may initially verify that a stub class instance 30 is present in the

27 execution environment for remote method to be invoked (step 120). If a positive determination is



18 network 14 and to which the server conputer 12(m can respond.
I[llustrative identifiers include, for 19 exanpl e, a network address
which identifies the server conputer and/or resource, or, if the network 20
14 is or includes the Internet, an identifier to, for exanple, a Wrld Wde
Wb resource which may 21 provide the identification or a "uniform
resource |ocator” ("URL") which provides a uniform 22 mechani sm f or
identifying resources that are avail able over the Internet. The server
conputer 12(nm 23 whi ch inplenents the renote nethod, in response-to a
request fromthe client conputer 11(n) wll 24 provi de stub cl ass

I nstance 30 which the client conputer 11(n) may |load into the execution 25
environment 21 to thereafter enable the renpte invocation to be initiated.
26 As noted above, if the stubé<lass | oader 33 does not know

whi ch server conputer 12(m 27 | npl ements the renote nethod which nmay be
i nvoljed (mand it SepS1200@6 st tlass irstancst30 oiill beouspd:foz the remote invb2ation, and in theremotede
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previ ousl y-provided default stub class which is provided for use in such

cased. 4 toinitiarteonateuininations withdhe servehcompwis 1dGalvhich mpjataing thglasyfoy theremote
progr.am enab t €O [ I U AGE SR %rd 3%eiudddik kg2
program t Qgggﬁeﬁi 1?2%’3’ {vf\;ngtf#%fﬁém%é?rgé@g??g?aggﬁ%%t@er 13 to gtl)lt ain pg&e .
i nf oremat i the reviote et Witk be pasded. rit willimkippreciated thatrifithe sereertrothputehil 2(myyehickt i on
is essentjally the sane, 7 as, t.he invocatjon.of ar thod to.be
pr ocdss edSiR/Prosrss the meted isdhe %ﬁﬁ%‘éﬁ? %‘5?“?%3% the rf]lffgt cofhplfel P5(R) ‘%'cn 15 Invokang

8 the method, the communications can be among execution environments which are being processed

9 within the physical computer.«On the other hand, if the server computer 12(m) which is to process

10 the method is a different physical computer from that of the client computer 12(n) which is invoking

11 the method, the communications will be through the client computer's and server computer's
12 respective network interfaces 15(n) and 16(m) and over the network 14.

13 In response to the communications from the stub class instance in step 122, the server
14 computer 12(m), if necessary establishes an execution environment 24 for the class which maintains

15 the method that may be invoked, and the uses the information provided by the skeleton 32 to create
16 a class instance 26 for that class (step 123). Thereafter, the server computer 12(m), under control
17 of the control module 28, will process the method in connection with parameter values that were

18 provided by stub class instance 30 (step 124). After completing processing of the method, the server

19 computer 12(m), also under control of the control module 28, will initiate communications with the
20 client computer’s stub class instance 30 to provide result information to the stub class instance (step
21 - 125). In 2 manner similar to that described above in connection with step 102, if the server computer
22 12(m) which processed the method is the same physical computer as the client computer 12(n) which
23 invoked the method, the communications can be among execution environments 24 and 20 which are
24 being processed within the physical computer. On the other hand, if the server computer 12(m)

25 which processed the method is a different physical computer from that of the client computer 12(n)
26 which is invoking the method, the communications will be through the server computer's and client
27 computer’s respective network interfaces 16(m) and 15(n) and over the network 14. After the stub

28 class instance 30 receives the result information from the server computer, it may provide result



8 renote net hod including a paranmeter identifying the class and nethod
to be renotely invoked, and 9 . enabling the nanmeserver conputer 13 to
provide the identification of a server conputer 12(n) which 10 can
process the nmethod to the requesting client conputer 11(n) and ot her

i nformati on which may be 11 hel pful in comunicating with the server
conputer 12(m and invoking the particular nmethod. It will 12 be
appreci atéed that the naneserver conputer 13 will naintain a table (not
separately shown) of 13 "exported" resources, that is, resources, such
as classes and nethods, that are available to client 14 conmputers 11(n)
connected to the network 14, and information, such as the identifications
of the 15 particul ar server conputers 12(n) which provide those
resources, which will be useful to the-tT-ient 16 conmputers 11(n) in
maki ng use of the exported resources. 17 It will be appreciated
t hat jt he oRRSBH ¥the Clasdfstanice 22 vhivhynitiatedlabecremote megtiodtimiopationdsterx bef)t and tha
resource table in a nunber of ways that are . kpown in,t nt. For exanpl e,
t he Ramesdsy Hstapesnds 428 contue p’°°i%'" 3"‘68?‘?t5°d|°§§'ﬁ°§’/m ‘)rlgraaglélgé “requests for

exported resource information over the network 14, to 20 whi ch the
" vari gus ser verRengtipgtostep 1RR( ifijhewcbntodl mosdilet1Qidatennipesin that step that it daesgy have

respond; in that,K 21 case, the server . ' its
Leopir + atioshnss oS i B pEBRA oy PSR A b
compuyt er Spck(cal an tckftiditiahMed (step 2200 pérfdriieselected entor rvevveryropenatipng. er s 12('m
whi ch 23 mai nt ai ns an exported resource may periodically broadcast

information as_tqQ the exported resources, 24 hch, i ' ' ggﬂthe
naneer ver con-ﬂl?t"évre“tfgpé‘g eﬂﬁ&‘é‘f‘@"‘m VAUIBR é’(‘.iparﬂee@’(])%’r“cé'tot ag% %B%g%gs%f on 25
the Broadgambs fdriaumthtiy dyAiNieloadingio0 h stub whithaslablés agprogriehan depeeating in one

conputer's exported resource 26 tabl e be established by a system
oper & or eNeeERtoR prviFonmEnt Lremately|inveke mw&r%émf@é ip another execution envirdnment,

9 so that the stub can be loaded by the program when it is run and needed. In systems in which stubs

10  are compiled with the program, and thus are statically determined when the program is compiled,
11 they (the stubs) may implement subsets of the actual set of remote interfaces which are supported by
12 the remote references that is received by the program, which can lead to errors and inefficiencies due
13 to mismatches between the stub that is provided to a program and the requirements of the remote

14 procedure that is called when the program is run. However, since, in the dynamic stub loading system
15 and method, the stub that is loaded can be obtained from the particular resource which provides the

16 remote method, it (the stub) can define the exact set of interfaces to be provided to the invoking
17 program at run time, thereby obviating run-time incompatibilities which may result from mis-matches
18 between the stub that is provided and the requirements of the remote method that is invoked.

19 It will be appreciated that a number of modifications may be made to the arrangement as
20 described above. For example, although the execution environment 20 has been described as
21 obtaining and loading stub class instances to facilitate invocation of remote methods when refefences
22 to the remote methods are received, it will be appreciated that stub class instances may instead be
23 obtained and loaded when the remote methods are initially invoked. Obtaining and loading of the
24 stub class instance for a remote method when a reference thereto is received will have the advantages
25 that (i) the stub class instance will be present in the execution environment when the remote method
26 is actually invoked, and (ii) if the appropriate stub class instance can not be located, the program or

27 an operator may be notified at an early time. On the other hand, obtaining and loading of the stub



-13- 1 In any case, the information provided by the naneserver
conputer. 13 in response to a request 2 initiated by the default stub
woul d i nclude such information as, for exanple, the identification of a 3
conputer 12(nm) which can provide a class which inplenments the renote nethod
to be invoked, 4 particular information which the conmputer (that is,
the conmputer which inplenents the renote 5 method) will require to
provi de the required stub class code, and the like. After receiving the 6
i nformati on fromthe naneserver conputer 13, the conputer 11(n) that is
processi ng the invoking 7 Java program may, under control of the
control nodule 19, use the information communicate with 8 the conputer
(that is, the conputer which inplenments the renote nethod) to obtain the
stub class, 9 and may thereafter i mi8ke-the nethod as descri bed above.
10 Wth this background, the operations perfornmed by client
conpiit er ddssnistarse farer remotepuethod when the methodys tarbd inviokedmaerssidt ip,a delaywf thev er

13 ig connection h_obt aj and d l,oadi SS

I nst gnce TSR é‘:‘%‘? st“@ c%%r gan%mﬁ D d‘i gﬁl'r g%téh%vedl n%clltlg %%vod( egg‘fel%bed
I N cennecif  gdferéhdelto #t3s receildiithé btabiclassdistande g hétthebdtofeocated ahd laaded.t i on,
operations performed by the client conputer 11( n) and 14 server conputer

in cgnnection .' '

st ance v 11 el SR ARRANER i bodedlibc \Ofh B Il b BB
in FEG 3whoMtdn in @ﬁﬂrfmmq:eual purpbdey:atdwﬂ 6ra Jgeneral pdrpokdeompureridystem, or any
envi Lonnent .contr dule 19 cel ves, referenc to a
opbo 1 sebmbiagen thsgpot iy PortAn oF el M PRI YA FSRDIS HOSIABT Jom HPEE b
cl asy i nshayiavhoke d?'ir?ﬁﬁf‘&on‘lﬂ%s& P&t 6 DelstP&d drthe sys@iVih 2 RBIRALiordP mbfher, or it
facilitate i.nvocation of renmote nethod (step 100). If the control

moduBe 19mayin wholgeqreip manel@ priided; inct the SYStAM eYaigsnatwenkagTcathgonechanisom for
renope neﬁm&ﬂnﬁ il S-ftafdhin b %ﬁv@:ﬁmﬂ&i%&& "In addition, it will be appreciated that the system

10 may be operated and/or otherwise controlled by means of information provided by an operator using

11 operator input elements (not shown) which may be connected directly to the system or which may
12 transfer the information to the system over a network or other mechanism for transferring information
13 in a conventional manner.

14 The foregoing description has been limited to a specific embodiment of this invention. It will
15 be apparent, however, that various variations and modifications may be made to the invention, with
16 the attainment of some or all of the advantages of the invention. It is the object of the appended
17 claims to cover these and such other variations and modifications as come within the true spirit and
18 scope of the invention. |

19 What is claimed as new and desired to be secured by Letters Patent of the United States is:



20 environment, it may continue other operations (step 101). However,

I f the control nodule 19 21 .determnes in step 101 that such a stub
class instance is not present in the execution environnent 20 22 for the
renote nethod, the control nodule 19 will use the stub class |oader 33 to
attenpt to | ocate 23 and load a stub class instance 30 for the class to
process the renote nethod. In that case, the control 24 nodul e 19 wi ||
initially determ ne whether the invocation fromthe class instance 22

i ncl uded a 25 resource locator to identify the server conputer 12(m or
ot her resource which maintains the class 26 for the nethod to be

I nvoked, or whether it (that is, the control nodule 19) or the stub.cl ass

| oader 27 33 otherwi se are provided with such a resource |ocator (step
102). If the control nodule 19 nakes 2819- a positive determnation in
that step, it will sequence to step 103 to enable the stub class | oader 33
-14- 1 to initiate comuni cati ons @uAmmsdentified server conputer 12(m
to obtain stub class instance for the 2 class and nethod to be invoked
(step 103). When the stub class | oader 33 receives t he stub class 3

I nst gnce fron1the Fver.

ot dnce. BorFerreg i genmRtiagvyt 8 TS melid Mhuacklonbisers A3} iV e 1o

whi cl i ni subsyisteeh foheontm@iling ehe vetrieol ahdloading ofwstatefor airémce ﬁmhbaﬁhttian exec(n&inep

104) ., After.the st class instance 30 for .t referenced renote nmethod has
beeh 1 oadBrPHIRTHo iikats ivemion Phife Rt BHIBEH BY = BHE R RGHTEAR S oTa AR

as wigl | benstesmédt hgel st Famevalsub§ysiRaidonipising:t h 7 FIG 3. 8
Returning to step 102, if the control nmodule 19 deternines that the

i nvogation fromthe I
% A a stub rettgever f%r initiating a retrieval of said stub; and

6 B. a stub loader for, when'said stub is received by said stub retriever, loading said stub into said

7 execution environment, thereby to make the stub available for use in remote invocation of said
8 remote method.

1 2. A stub retrieval and loading subsystem as defined in claim 1 further including a remote method
2 reference detector for detecting whether a remote method reference has been received in said
3 execution environment, the stub retriever initiating retrieval of said stub when the remote method
4 reference detector detects that a remote method reference has been received in said execution
5 environment.

1 3. A stub retrieval and loading subsystem as defined in claim 1 further including a remote method
2 invocation control for controlling invocation of said remote method, said stub retriever initiating

retrieval of said stub when the remote method is invoked.

1 4. A stub retrieval and loading subsystem as defined in claim 1, the remote method invocation system
2 further including a server for processing said remote method in response to a processing request
_—
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9 instance 22 did not include a resource |locator to identify the server
conputer 12(m or other resource 10 whi ch maintains the class for the
nmet hod to be invoked, and further that it (that is, the control nodule 11
19) or the stub class | oader 33 is not otherw se provided with such a
resource locator, a "class not 12 found” exception may be indicated, at
whi ch point the control nodule 19 may call an exception 13 handl er. The
exception handl er may perform any of a nunber of recovery operations,

i ncluding, for 14 exanple, merely notifying the control nodule 19 that
the renote nmet hod could not be | ocated and 15 allowit to determne
subsequent operations. 16 Alternatively, the control nodule 19
may attenpt to obtain a resource |ocator fromthe 17 naneserver
conputer 13 or other resource provided 29-the network 14 (generally
represented in FIG 18 1 by the naneserver conputer 13), using a cal
to, f3or ethargidretheasetlef furthier providing saiisstubnintraspoase30. a retrievdlYequestcfidm shid stibe
default stub class instance 30 will include an identification of the class
and et hof*¥he 20 i nvoked and the nane of the nameserver comnputer
13(m . Using the default stub class instance 30, 21 t he control nodul e
19 will enable the conputer 11 (n) to initiate comrunications with
naneserver 22 conputer 13 to obtain an identifier for a server conputer
12( )y whi 0) .
The (:1 o] m%%gitﬁ |b ?)ér@b‘%? %ﬁrﬁh t(8 ?fgﬁ%%@?u St uﬁ& Iﬂgggl mn ?\@?gﬁ‘g’ege %p&%%dgiég ﬁ"ﬂa?eal |y
24 2 coaddesspspack foropracessing said rmtotwdethmd/ﬁmaan adidressispage provides b eadd exeablionng

f'l

t he naneserver c?nputer to 25 provide the identification for the server
comput er TXFRYTHf  one exists associated with the class and 26 net hod
to be renptely invoked, or alternatively to provide an indication that no
server conputer 27 12(m) is identified as being associated with the
class and nmethod. During the*comunications in step

1 6. A stub retrieval and loading subsystem as defined in claim 5 in which the address space provided

2 by said server and the address space provided by said execution environment are provided by separate

3 computers.

1 7. A stub retrieval and loading subsystem as defined in claim 4, further comprising a remote server

2 identifier for providing a server identification for identifying said server.

1 8. A stub retrieval and loading subsystem as defined in claim 7 further including a remote method

2 reference detector for detecting whether a remote method reference has been received in said

3 execution environment, the remote method reference including a remote method server identifier, the

4 remote server identifier using the remote method server identifier as the server identification.

1 9. A stub retrieval and loading subsystem as defined in claim 7 further including a remote method
2 mvocation control for providing a remote method invocation identification for controlling invocation
3 of said remote method, the remote method invocation providing a remote method server identifier,
4 the remote server identifier using the remote method server identifier as the server identification.

—_—
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-15- 1 110, the default stub class interface 30 will provide, as a

paraneter value, the identification of class 2 and nethod to be
i nvoked. 3 In response to the conmuni cations fromthe default
stub class instance 30, the naneserver 4 conmputer 13 will process the

request as a renote nethod (step 111), with the result information 5
conprising the identification for the server conputer 12(m, if one exists
that. is associated with the 6 cl ass and nethod to be renotely invoked,
or alternatively an indication that no server conputer 12(m 7 S
i'dentified as being associated with the class and nmethod. After finishing
the nmethod, the 8 nameserver conputer 13 will initiate conmunications
with the default stub class instance 30 to 9 provi de the result
information to the default stub class i-Bktance 30 (step 112). 10

After receipt of the result information fromthe nameserver conputer 13,
the default stub class 11 I nstance, under control ofthe control nodul e
19, will pass result information to the stub class | oader 12 33 (step
113) 1 THE{RA Litb retiiBGal Shd! oaiing SSbel DEHISL ackihell 5 AL 119Re Wahd fletroll o

i nformation from e na ver conputer conprises the |denti catlon
for 2he swstemrfuttimmincudinglzOiamesaver for pronddiogs samhsemer identificatiom said eemage server

[ The. sttgbhr il nminicaify IS 8RR e ?ﬁ%ﬂ" L L T

conpri sesreinbe meéthed.i fi cation for the server conputer 12(m), it (that
I's, the stub class |loader 33) will return to step 101 to initiate

comuni cation 17 with the identified server conputr 12(m to obtain
stub class instance for the class and nethod that 18 may be invoked. On

the other. hand, if the stub class |oader 33 determnes in step 114 that the
19 1 naleder vse incconnestion witB atremiotsmpihaddnvasationmietbed, iactubt ietrievalaind doading

compyter Jdatg} fé)rsfal:lﬁﬁﬁﬁé Ihqu‘ma;&a.l and loading of a stub for a remote method into an execution

3 environment to facilitate invocation of the remote method by a program executing in said execution

4 environment, the stub retrieval method comprising the steps of:

5 A a stub retrieval step for initiating a retrieval of said stub; and

6 B. a stub loading step for, when said stub is received, loading said stub into said execution
7 environment, thereby to make the stub available for use in remote invocation of said remote
8 method.

1 12. A stub retrieval and loading method as defined in claim 11 further including a remote method
2 reference detection step for detecting whether a remote method reference has been received in said
3 execution environment, the stub retrieval step including the step of initiating retrieval of said stub
4 when a remote method reference has been received in said execution environment.

1. 13. A stub retrieval and loading method as defined in claim 11 further including a remote method
2 invocation control step for controlling invocation of said remote method, said stub retrieval step
3 including the step of initiating retrieval of said stub when the remote method is invoked.

I ———
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20 bei ng associated with the class and nethod that may be invoked, the
"class not found" exception nmay. 21 be indicated (step 115) and an
exception handl er called as descri bed above. 22 As not ed above,
the stub class instance 30 retrieved and | oaded as descri bed above in 23
connection with FIG 2 may be used in renote invocation of the nethod.
Qperations perfornmed by 24 - the client conputer 11(n) in connection with
renote invocation of the method will be described in 25 connection with
the flowchart in FIG 3. As depicted in FIG 3, when a class instance 22

i nvokes 26 a nethod, the control nodule 19 may initially verify that a
stub class instance 30 is present in the 27 execution environnent for
renote nethod to be invoked (step 120). If a positive determnation is

-16- 1 made in step 120, the stub ctZss instance 30 will be used for
the renote invocation, and in the renote 2 i'nvocation wll provide
paraneter values which are to be used in processing the renote nethod (step
3 121). Thereafter, the stub class instance 30 for the renote nethod
that may be A ﬁuh)de&iéval\hﬁn) ' V\clih lohﬁlmwbdéhs deﬁnec}l i dalirhu i,a?ermmh Bth6dinvodationbystent Eed
serv co ter ich maintains, the class for the renote 5, nmet ho
(st e? 122furtheq \}réﬁig RSERSE for presessingseidgemate pathad in FespaRss tQAIREPFEsng feghaste
used 3 N PHREESS iDsePver furttel Prviii) Qi RED ACreVlidhie 3 RAIVELreqhdst o' saldSstub
appreci ated that, if the server conputer 12(m which 7 Is to process

t he rfet hofetiieyet.he same physical conputer as the client computer 12(n) which

is invoking 8 the nmethod, the comruni cati ons can be anobng execution
envi ronnments which are being processed 9 wi t hin the physical conputer.
On the other hand, if the server conputer 12(m which is to process
1 15. A stub retrieval and loading method as defined in claim 14 in which server provides a separate
2 address .spac.e for processin_g s:id remote method from an address space provided by said execution
3 environment. |
1 16. A stub retrieval and loading method as defined in claim 15 in which the address space provided
2 by said server and the address space provided by said execution environment are provided by separate
3 computers. |
1 17. A stub retrieval and loading method as defined in claim 14, further comprising a remote server
2 identification step for providing a server identification for identifying said server.
1 18. A stub retrieval and loading method as defined in claim 17 further including a remote method
2 reference detection step for detecting whether a remote method reference has been received in said
3 execution environment, the remote method reference including a remote method server identifier, the
4 remote method server identifier being used during the remote method reference detection step as the
5 server identification.

—_
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10 the nethod is a different physical conputer fromthat of the client
conputer 12(n) which is invoking 11 the nmet hod, the comrunications w !l
be through the client conputer's and server conputer's 12 respective
network interfaces 15(n) and 16(m and over the network 14. 13 In
response to the comuni cations fromthe stub class instance in step 122,
the server 14 conputer 12(m, if necessary establishes an execution
environnment 24 for the class which maintains 15 the nethod that may be

i nvoked, and the uses the information provided by the skeleton 32 to create
16 a class instance 26 for that class (step 123). Thereafter, the
server conputer 12(m, under control 17 of the control nodule 28, wll
process the nmethod in connection with paraneter val ues that were 18

provi ded by stub class instance 30 (step,l24). After conpleting processing

of the nethod, the server 19 conputer 12(n), also under control of the
contr ol 1mogul,e ol ardd1bdds @HE%' tif 14 finbdYaciedl ridié fthod
conmputer's sfoxu%&gfeéé\és\}ajlar#g?g&ndé%rggﬁ 0 prg'\?ffadféaraggult |%1f o? na?%%ﬁeto tﬁlﬁeostub

cl ass2i nstiavozetidrs tamtroP dtep for firdEiding|aremoteametbod drivoedtion identificasion dess comitrolling

b i tign.with step 1Q2, if th . 22 2
b G pr o BERHeM oF Bid s ahettod 16 reshors ity FiviFatioh AR & Meremeod fver
conpuger LdéntifietMihe Ferble mettiodVsekeel idehtifien®tiAg thised DGrngORBuEhaatrhedlisd fefterte

anong _executign environnents 24 _and 20 which are 24 bei ng processed
wi thif t helepsijen dep asebepanyes identificatios ot her hand, if the server conputer
12(m 25 whi ch processed the nethod is a different physical conputer
fromthat of the client conputer 12(n) 26 whi ch is invoking the nethod,

t he conmuni cations will be through the server conputer's and client 27

conmputer' spactive network interfac 6 nd n d k-Lhe .
ernolk 120 R el e U8R aehity B oBREy. M ler I mBHEA ivipion
i nf or pat i aspstérm @iiftieh thchiding @Fnafmesepker 6t providiny/ salil et Rlentifivaiidn, said remote server

identifier initiating communication with said nameserver to obtain the server identification for said

4 remote method.

1 21. For use in connection with a remote method invocation system, a stub retrieval and loading
2 computer program product for controlling a computer to, in turn, control the retrieval and loading
3 of a stub for a remote method into an execution environment to facilitate invocation of the remote
4 method by a program executing in said execution environment, the stub retrieval computer program
5 product comprising a computer-readable medium having encoded thereon:

6 A stub retriever code devices to enable said computer to initiate a retrieval of said stub; and

7 B. a stub loader code devices to enable said computer to, when said stub is received, loading said

8 stub into said execution environment, thereby to make the stub available for use in remote
9 invocation of said remote method.

1 22. A stub retrieval and loading computer program product as defined in claim 21 further including
2 remote method reference detector code devices for enabling said computer to detect whether a

remote method reference has been received in said execution environment, the stub retriever code

(T
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-17- 1 information to the class instance 22 which initiated the renote
met hod invocation (step 126), and that 2 cl ass instance 22 can continue
processi ng under control of the control nodule 19. 3 Returning to
step 120, if the control nodule 19 determnes in that step that it does not
have 4 a stub class instance 30 that is appropriate for the renote

nmet hod that nay be invoked, it may at that 5 point call an exception
handl er (step 127) to perform selected error recovery operations. 6

The ‘i nvention provides a nunber of advantages. In particular, it provides a
new system and 7 met hod for facilitating dynam c | oading of a stub

whi ch enables a programthat is operating in one 8 executi on environnent
to renotely invoke processing of a nmethod in another execution environnent,
9 so that the stub can be | oaded bysjhe programwhen it is run and
needed. In systens in which stubs 10 are conpiled with the program and
thus,are t R Pt Whénth® rdnfdle méthod reféromye
(the st ub&)m%ga%g#lr%sgﬁecﬁmﬁgget s of r&thﬁ‘gpggﬁjal set of renpte interfaces

whi cl§ ar edesesparocddeciebiges] éhable saidesompuiter to detecs that @asmeteamethed reference dgs Bsent he

progran1 whi.ch.can,lead.to errors and inefficiencies due 13 to

m8t che€e said exeEUtign APVIORRETt- S by ovided to a program and t he
reqU| renents of the renote 14 procedure that is called when the program
is run. However, since, in the dynam c stub | oadi ng system 15 and

met hod, the stub that is | oaded can be obtained fromthe particular

resoyr ce WaGhpREmuyA e fo%n%@omputé’r%ﬁn pRIdiQds défined H’l@alﬁltmb?mh‘a ncllgtiigne
the exact set of Interfaces To be provided to the invoking prQgram at
run @ine, renmnw;odmmnwgmmmod«f icesfon apabling said omputenin mtrﬁblyvq’%gm ?
fromrns che

equrr et e end, B HRIPAEF ofda bt st ipai phpltertbitle s of |

appr eci atﬁshgtﬁwwmmumemmwmmm ons may be nmade to the arrangenent
as

1 24. A stub retrieval and ioading computer program product as defined in claim 21, the remote method

2 invocation system further including a server for processing said remote method in response to a
3 processing request therefor, the server further providing said stub in response to a retrieval request
4 from said stub retriever.

1 25. A stub retrieval and loading computer program product as defined in claim 24 in which server
2 provides a separate address space for processing said remote method from an address space provided
3 by said execution environment.

i 26. A stub retrieval and loading computer program product as defined in claim 25 in which the
2 address space provided by said server and the address space provided by said execution environment
3 are provided by separate computers.

\
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20 . descri bed above. For exanple, although the execution environnment 20
has been descri bed as 21 . obtaining and | oadi ng stub class instances to
facilitate invocation of renote nethods when references 22 to the renote
nmet hods are received, it will be appreciated that stub class instances may
I nstead be 23 obt ai ned and | oaded when the renote nethods are initially
I nvoked. Qobtaining and | oadi ng of the 24 stub class instance for a
renote nmethod when a reference thereto is received will have the advantages
25 that (i) the stub class instance will be present in the execution
envi ronment when the renote nethod 26 Is actually invoked, and (ii) if
the appropriate stub class instance can not be | ocated, the programor 27
an operator nay be notified at an early time. On the other hand, obtaining
and | oadi ng of the stub -18- 1 clags instance for a renote nethod
when the nethod is to be invoked may result in a delay of the 2

| Nnvocht | 0n7UAktub rethRalatd loadihg &impbteﬁbﬁgﬁml pi’é‘(iuatnﬁ defined inutait Q4 filrtherf cotﬂpasmg
method is in fact not invoked even areference to it Jeangecel

the sfub E$mRIEsaryesidspifier eade Wf?@@ebm%w@e%fa% SESGGE on tor ¢

It wiil beyaR ,@Csmtsglq,e,t hat a systemin accordance with the invention can
be constructe whol e or in part from special purpose hardware or a
general purpose corrputer system or any 6 conbi nati on thereof, any
portion of which may be controlled by a suitable program Any progran17

may in whole or in part conprise part of or be stored on the systemin a
convent i or28] A smb rettievabandilbadihg compmypﬂograw]ﬁbmooas ddﬁmﬁhh iclalne 2P igibediigBluding t O

t he system over n rk or other chan transferrin

i nf orfrat i SHOPYY faeth%ﬁvgfmcsﬁ%}e%m evicgs ?'as. said compyter {9 9cdes w@sﬁha& &d

that 3he s¥féte Thethod reference has been received in said execution environment, the remote method
4 reference including a remetesmethod server identifier, the remote server identifier code devices

5 enabling said computer to use the remote method server identifier as the server identification.

29. A stub retrieval and loading computer program product as defined in claim 27 further including
remote method invocation control code devices for enabling said computer to provide a remote
method invocation identification for controlling invocation of said remote method, the remote method

invocation providing a remote method server identifier, the remote server identifier code devices

W AW N

enabling said computer to use the remote method server identifier as the server identification.

1 30. A stub retrieval and loading computer program product as defined in claim 27, the remote method

2 invocation system further including a nameserver for providing a said server identification, said
3 remote server identifier code devices enabling said computer to initiate communication with said
4 nameserver to obtain the server identification for said remote method.

1 31. For use in connection with a remote method invocation system, a stub retrieval and loading
2 subsystem for controlling the retrieval and loading of a stub for a remote method into an execution

T —
0y



10 may be operated and/or otherw se controlled by neans of information
provi ded by an operator using 11 operator input elements (not shown)

whi ch may be connected directly to the systemor which may 12 transfer
the information to the system over a network or other nechani smfor
transferring information 13 In a conventional manner. 14 The

f oregoi ng description has been limted to a specific enbodi nent of this
invention. It will 15 be apparent, however, that various variations and
nodi fications may be nade to the invention, with 16 t he attai nnent of
sonme or all of the advantages of the invention. It is the object of the
appended 17 clains to cover these and such other variations and

modi fications as come within the true spirit and 18 scope of the

i nvention. 19 VWhat is clainmed as new and desired to be secured by
Letters Patent of the United States is: -26- -19- CLAIMS 1 1. For use in
connection with a renote nethod invocation system a stub retrieval and

| oadi Ag 2 environmehtsy Sicilitatd invocation ofithé r‘emgtet thethodbyr 4 progilamaeecultiog thi saigl exkcudios t ub

for a,renofe. neth ?%lnt cution environment to facilitate

i nvocat i orFGFoTReEh reﬁﬁ"ﬁ&@’%ﬁ’“ﬁ%?’%@’%m executing in said execution 4
environnent, the stub retrieval subsystem conprising: 5 A a stub
retri&ver Aor iacompater;agda retrieval of said stub; and 6 B. a stub

| oader for, when said stub is received by said stub retriever, |oading said
stub gnto gai d g, control arrangement for controlling said computer, said control arrangement comprising:

7 i a stub retrieval module for controlling said computer to initiate a retrieval of said stub;
and

9 ii. a stub loader module for controlling said computer to, when said stub is received in
10 response to said stub retrieval module, load said stub into said execution environment,
11 thereby to make the stub available for use in remote invocation of said remote
12 method.

1 32. A control arrangement for use in connection with a computer to control the retrieval and loading
2 of a stub for a remote method into an execution environment to facilitate invocation of the remote
3 method by a program executing in said execution environment, said control arrangement comprising:
4 i. a stub retrieval module for controlling said computer to initiate a retrieval of said stub; and
5 ii. a stub loader module for controlling said computer to, when said stub is received in response
6 to said stub retrieval module, load said stub into said execution environment, thereby to make
7 the stub available for use in remote invocation of said remote method.

1 33. A system for distributing code stored on a computer readable medium and executable by a
2 computer, the code including a plurality of modules each configured to control the computer to
3 facilitate the retrieval and loading of a stub for a remote method into an execution environment to

-
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7 execution environnment, thereby to nake the stub avail able for
use in renote invocation of said 8 renote nethod. 1 2. A
stub retrieval and | oadi ng subsystem as defined in claim1 further
including a renote nethod 2 reference detector for detecting whether a
renote nethod reference has been received in said 3 execution
environnent, the stub retriever initiating retrieval of said stub when the
renote nethod 4 - reference detector detects that a renote mnethod

ref erence has been received in said execution 5 environnment. 1 3. A
stub retrieval and | oadi ng subsystem as defined in claiml further
including a renote nethod 2 i nvocation control for controlling

i nvocation of said renote nmethod, said stub retriever initiating 3
retrieval of said stub when the renote nethod is invoked. 1 4. A stub
retrieval and | oading subsystemas defirgl in claim1, the renote nethod

i nvocation system 2 further including a server for processing said
renot é netfecilitate mvetigroofske remota method by & programegecsting in said @@cutidn envirdniment faid |,

t he server fJ*ther.grQViding said stub in response to a retrieval request
from 3ai d ¥ QUPIE ot ever. 1 5. A stub retrieval and | oading
subsystem as defined in claim4 in which server provides a separate 2

addr e8s space fastubgetvices siodgie Seri cdntralling ssidveiripotdr forioitiatan retdevab of saidsiate and

provi ded by said execution 3 envi ronnent .
7 ii. a stub loader module for controlling said computer to, when said stub is received in response
8 to said stub retrieval module, load said stub into said execution environment, thereby to make

9 the stub available for use in remote invocation of said remote method.

I
I



1 6. A stub retrieval and | oadi ng subsystemas defined in claim5 in
whi ch the address space provided 2 by said server and the address space
provi ded by said execution environnment are provided by separate 3
conputers. 1 7. A stub retrieval and | oadi ng subsystem as defined in
claim4, further conprising a renote server 2 i dentifier for providing
a-server identification for identifying said server. 1 8. A stub
retrieval and |oading subsystemas defined in claim?7 further including a
renote nethod 2 reference detector for detecting whether a renote

met hod reference has been received in sa8-d 3 execution environnment, the
renote nethod reference including a renote nethod server identifier, the 4

renot e wﬂ&hbw&aﬂrhﬁmmcwﬁ% 6F S~ fiiRikiTeh as the
server | mg PROGRAM OPERATING ANSENEDATTRESS a6 ANVSIGH PRETESSINGY St em as
defined ior & IResorEMERHOD SR PRotEbU ngmmm bmtEZ i nvocation
control for providing a renote nethod invocation identification for
controlling invocation 3 AHSTRACTH ORTHE DISELOSLRE t he renote net hod

i nvocation providing a renote nethod server identifier, 4 the renote
server identifier using the renote nethod server identifier as the server
Identificatio FalemE-TV m as
defined in cl gél‘ r%u'? reaﬂ?ealgag%?ad&% wﬁ&g%&ﬁiﬁ%ggg gleg\r@gusgw d’%&e‘% ur ?E%n?&g

i ncl udi ngnethmhme@tmetsyﬁm [The stubli regieval sad tbadieg sebsystels wontfols thiei retrieval aind
renote seryv |dent|f|e ,nitiating.conmuni c i th. sa

naneser vaPadite of b e REPAE ot ek RS Grpispert4f Sl eafigp ofthe

met h6d.  remote method by a program executing in the execution environment. The stub retrieval subsystem

includes a stub retriever for initiating a retrieval of the stub and stub loader for, when the stub is
1:ecei\}ed by the stub retriever, loading the stub into the execution environment, thereby to make the
stub available for use in remote invocation of the remote method. In one embodiment, the stub
retrieval and loading subsystem effects the retrieval and loading for a program operating in one
10 address space provided by one computer, of stub class instances to effect the remote invocation of
methods which are provided by objects operating in another address space, which may be provided

by the same computer or a different computer.
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This Sheet Has Bee

[T



1 11. For use in connection with a renpte nethod i nvocati on nethod, a

stub retrieval and | oading 2 nmet hod for facilitating the retrieval and
| oadi ng of a stub for a renpte nethod into an execution 3 envi ronnent
to facilitate invocation of the renote nmethod by a program executing in
sai d execution 4 environment, the stub retrieval nethod conprising the
steps of: 5 A a stub retrieval step for initiating a retrieval of
said stub; and 6 B. a stub | oading step for, when said stub is
recei ved, loading said stub into said execution 7 . envi ronnent,
thereby to make the stub available for use in renote invocation of said
renote 8 nmet hod. 1 12. A stub retrieval and | oadi ng net hod
as defined in claim 1l further including a .renote nethod 2 ref erence

detection step for detecting whether a nggote nethod reference has been

received in said 3 execution environnent,4Lhe—s;ub—#e¢4+4wq#—éﬁéﬁy———1
I ncluding the step of initiating retrieval of|said stub 4 when a renp
net hod reference has been received in said exgcution envi+enfent- —1-~,
13. A stub retrieval and |oading nethod as detjifred—Tn1 i furthgﬂigg
including a renote method 2 . invocatiorg coptfrdl stje H ol | Zng~
i nvocation| of said renote nethod, said |st refrpevall is i nc¥ydEn
the step of_initiating retrieval_of saild sfub|Jhg the dTe] hodZi sbE
I nvoked. 1-22- 1 14. A stub_rletrileva] afc JFoadiln ap degi n
in claim 1y, [THe je dcatilon pysjdm2 |1 i hel udli ng k
server forjipfocessi ' tﬂEdEthcd ijh rgsponse t p shki nguw | ©
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3 therefor, the server further providing said stub in response to a

retrieval request fromsaid stub 4 retriever. 1 15. A stub
retrieval and |oading nethod as defined in claim14 in which server

provi des a separate 2 address space for processing said renote nethod
from an address space provi ded by said execution 3 environment. 1

16. A stub retrieval and |oading nethod as defined in claim15 in which the
addr ess space provided 2 by said s@/®er and the address space provided
by sai d execution environnent are provided by separate 3 conputers. 1
17. A stub retri eyat—amd—toadimig MeECOd_as _deiined tn chyi m 14, further

conpri sing a renp{t0t EXEGUTION ENVIROMMENTSGONIRQ ep f or
i dentification fo{DETERMINES WHETEHER SEHASIA STUB CLASS A
| oadi ng et Hod as|APPROPRIATE EDOR Thik REMOTE METHQD 6@Rng
reference ddtecti QwHICHNT HAS AREBFERENCEVhet her a renote
has been redei ved \ ' ' : e renote net hod
ref erence iN@Iluding a renpote nethod_slkerver identifier, the 4 renot e

met hod servdr identifier being used Y&S ing the renote nmethod reference
detection stlep as the 5 server identification. -23- 1 19. A stub
retrieval arld | oadi ng net hod (@ a m 17 further including a
remote nmet hdd 2 i nvocat i M0 GAN providing a renote method

I nvocation ildentification fo

pr ovirdi sarver
t ub\Et-l[?Ghl and
renote nethod 2
t hod reference

102. CONTROL MODULE DETERMINES WHETHER
INVOCATION INCLUDED A RESOURCE IDENTIFIER
OR IF A RESOURCE IDENTIFIER FOR THE CALL IS
OTHERWISE PROVIDED

YES

103. CONTROL MODULE ENABLES STUB CLASS
LOADER TO INITIATE COMMUNICATIONS WITH
IDENTIFIED SERVER COMPUTER TO OBTAIN STUB
CLASS INSTANCE FOR THE CLASS AND METHOD TO
BE INVOKED

104. WHEN STUB CLASS LOADER RECEIVES STUB
CLASS INSTANCE, CONTROL. MODULE LOADS IT
INTO EXECUTION ENVIRONMENT




3 i nvocation of said renote nethod, the renote nethod i nvocation

providing a renote nethod server 4 identifier, the renote nethod server
identifier being used during the renote nethod reference 5 detection
step as the server identification. I 20. A stub retrieval and | oading
subsystem as defined in claim 17, the renote nethod invocation 2 system
further including a nanmeserver for providing a said server identification,
said renote server 3 identifier initiating communication with said
nanmeserver to obtain the server identi¥bcation for said 4 renot e

met hod. 1 21. For use in connection with a renote nethod invocation

system a stub retrieval and | oadin

g conputer program pr oduct for
controlling a conputer to, in turn,
of a stub for a renote nethod into Qg

rieval
o S ahbofrofl Gt BEONTLS) o o
i nvocation of the renote 4 met hod{by a

execution environnent, the stub retri¢val conputer program5 pr oduct
conprising a conputer-readable nmedi unyhavi ng encoded thereon: 6 A
stub retriever co ices to enable said conputer to INtiate a retrieval

dev
of said stub: and|¥10- CO'ETROL MPORULE USESRTUR G4AS§cvi ces §o enabl e said

conput er to, when|SQARERISICAILEREQ; INNTURNoGALL HPEFAULTS stub into
sai d execution enyPTURAASS INGVANGE ISTOUQCATRE stub avai fable for use in
renote 9 APRROPRIATE SERVER COMPUMITER, INCLUSDINGL 22. A stub

inclaim?21

ode devi ces for
t hod reference
retriever code

retrieval and | oa TEIOATIGN QF COASSANDMETHODSTAEE ned
further includi ng{iRIVOKEDenot e net hod reference detector
enabling said co

has been recelved in sald.execution epvironnent, the stu

111. NAMESERVER COMPUTER PROCESSES
COMMUNICATIONS FROM DEFAULT STUB CLASS

INSTANCE AS A REMOTE METHOD INVOCATION, TO
OBTAIN RESULT INFORMATION

112. NAMESERVER COMPUTER INITIATES
COMMUNICATIONS TO PROVIDE THE RESULT
INFORMATION TO THE DEFAULT STUB CLASS
INSTANCE




-24- 4 devi ces enabling said conputer to initiate retrieval of said

stub when the renpte nethod reference 5 det ect or code devi ces enabl e
said conputer to detect that a renote nethod reference has been 6
received in said execution environment. 1 23. A stub retrieval and

| oadi'ng conput er program product as defined in claim21 further including 2
renot e nmet hod ‘i nvocati on control code devices for enabling said conputer to
control invocation of 3 said renote nethod, said stub retriever code
devi ces enabling said conputer to initiate retrieval of 4 said stub
when the renote-nethod is invoked. 1 4726. A stub retrieval and | oading
conput er program product as defined in claim?2l1l, the renote nethod 2 :

i nvocation system further including _a server for processing said renote

method in rfepfnde.t @ of € (O NTEccl) ng request therefor, the server

further prow e to aretrieval request 4 from
said stub retriever. 1 25. A stub retrieval and | oading conputer
program product as defined in claim?24 in which server 2 provi des a
separate address space for processing said renote nethod froman address
space provided 3 by said executioff enyi ronnent. 1 26. A stu
retrieval and | oadi ng conputer progra Bronuct as defined in claim

which the 2 addr ess space provided sai d server and the addres ce
provi ded by sai d execution environnment are provi ded by separate
conput ers.

- &
113. RESULT INFORMATION IS PROVIDED TO STUB
CLASS LOADER RESOURCE

IDENTIFIER

114. STUB CLASS LOADER DETERMINES WHETHER
RESULT INFORMATION IS A RESOURCE IDENTIFIER
OR AN INDICATION THAT NO RESOURCE IDENTIFIER
EXISTS FOR THE CLASS AND METHOD

NO RESOURCE
IDENTIFIER

| 115. EXCEPTION l




-25- 1 27. A stub retrieval and | oadi ng conmputer program product as
defined in claim?24, further conprising 2 renote server identifier code
devi ces for enabling said conputer to provide a server identification for 3
identifying said server. 1 28. A stub retrieval and | oadi ng conputer
program product as defined in claim27 further including 2 renot e

net hod reference detector code devices §4 enabling said conputer to detect
whet her a 3 renote nethod reference has been received in said execution
environnment, the renote nmethod 4 e including a renote nethod
server identifier, the renote serwl?hlﬁ(gi Ef code devices 5 enabl i ng
said conputer to use the renote |dentifier as the server
identification. 1 29. A stub retrieval and |oading conputer program
product as defined i i o+l el e nmet hod

I nvocation control cfp evi ces for enabl i said co ter tp provide a
remote 3 net hod 1390%&??9?‘['9%ENMR(PNMFN%@QWRQB i nvocati on of
said renote | [
met hod servef i dentifMEFTHODWHICGHUAS BEEN INVOIERt i f i er code flevices 5
enabl i ng sai [ fier as the

server ident g conputer
program prodyict as defined in cIa|n127YEshe renot e nethod 2 i nvocati on
system further including a nanmeserver fdr providing a said server _
identificatipn, said 3 renDte serve |dent|f|er code devi ces enabling
said conputef to ini Reserver to

obtain the server id i@&ﬂnﬁ&ﬂﬁﬁ?sﬁﬁéQﬁis 31. For use
in connectiop with a ?Bh Eﬁﬁﬁ% M Fm a stu- retrieval and
| oadi ng 2 subsysf g éi. ding of a stub
for a renote|nethod j Rg\' RVALDES Hé:l-YﬁkEal%iBE

THE REMOTE METHOD

62. STUB CLASS INSTANCE FOR REMOTE METHOD
TO BE INVOKED INITIATES COMMUNICATIONS WITH
SERVER COMPUTER WHICH MAINTAINS CLASS FOR
REMOTE METHOD, IN THE PROCESS PASSING
PARAMETER VALUES WHICH ARE TO BE USED IN
PROCESSING THE REMOTE METHOD

(

123. SERVER COMPUTER ESTABLISHES AN
EXECUTION ENVIRONMENT FOR METHOD TO BE
INVOKED, USES INFORMATION PROVIDED BY
SKELETON TO CREATE A CLASS INSTANCE FOR
THE CLASS WHICH MAINTAINS THE METHOD TO BE
INVOKED




-26- 3 environment to facilitate invocation of the renote nethod by a

‘program executing in said execution 4 environnent, the stub retrieval
subsystem conprising: 5 A a conmputer, and 6 B. a contro
arrangenent for controlling said conputer, said control arrangement
conprising: 7 i a stub retrieval nodule for controlling said
coenputer to initiate a retrieval of said stub; 8 and 9

ii. a stub | oader nodule for control by6g sai d conputer to, when said
stub is received in 10 response to said stub retrieva

nodul e, |load said stub into said executign environnent,
7

thereby to the stub available for \N re e
renote 12 met hod. 1 @ conWONT@A)
connection Qutirieval and | oading 2 of a

p a conputer to control t
stub for a regnote nethod into an executiogn environnent to facilitate

i nvocation off the renote 3 nmet hod by fa program executing in said
execution enyironnment, said control arramgenent conprising: 4 i a
stub retrievdl nodul ef/Tor controlling said conputer to initixe a retrieval
of said stub;} and 5 [124; SERVERaP@MBgTﬁBﬁﬁQC FHEMETH@DD! | i ng sai d
conput er to, {when sai INSGQNNEGTIOQNWITHPARAMEERRYMALUES to said
stub retrievgl nmodul e|PROVMDEDNBY STUBCLASS INSTANGE ecut i on enVg ronnent,

t hereby to mgke 7 te invocation
of said renotfe net hod. '

125. SERVER COMPUTER INITIATES
COMMUNICATIONS WITH THE STUB CLASS
INSTANCE TO PROVIDE RESULT INFORMATION TO
THE STUB CLASS INSTANCE

126. STUB CLASS INSTANCE RECEIVES RESULT
AND PROVIDES RESULT INFORMATION TO CALLING
CLASS INSTANCE

|127. EXCEPTION |



1 33 A systemfor di stributing code stored on a conputer readabf 82/ 286¢

medi um and executable by a 2 conputer, the code including a pluPdfsty
of nodul es each configured to control the conmputer to 3 facilitate the
retrieval and | oading of a stub for a renpote nethod into an execution

envi ronnment to -27- 4 facilitate invocation of the renote nmethod by
a program executing in said execution environnent, said 5 system
conprising: 6 i a stub retrieval nodule for controlling said
conputer to initiate a retrieval of said stub; and 7 . a stub

| oader nodule for controlling said conpu®®r to, when said stub is received
I n response 8 to said stub retrieval nodule, |oad said stub into

sai d execdyiAMm ALY MERRIERIR FAGRTeRYNG DYRRNE BoapING OF ~sTult™ ensdrirraai | abl e
for use i AorAEBLE A PROERAM | CPERAFING AINJONES ADBRESS BSPACE] TO INVOKE PROCESSING
OF A REMOTE METHOD OR PROCEDURE IN ANOTHER ADDRESS SPACE

ABSTRACT OF THE DISCLOSURE

A stub retrieval and loading subsystem is disclosed for use in connection with a remote
method invomﬁon system. The stub retrieval and loading subsystem controls the retrieval and
loading of a stub for a remote method, into an execution environment, to facilitate invocation of the

s remote method by a program executing in the execution environment. The stub retrieval subsystem
mcludes a stub retriever for initiating a retrieval of the stub and stub loader for, when the stub is
recelved by the stub retriever, loadmg the stub into the execution environment, thereby to make the
stub available for use in remote invocation of the remote method. In one embodiment, the stub
retrieval and loading subsystem effects the retrieval and loading for a program operating in one

10 address space provided by one computer, of stub class instances to effect the remote invocation of
methods which are provided by objects operating in another address space, which may be provided

by the same computer or a different computer.

(.F....ig. 1)

REPLACEMENT SHEET

13 MAY 1997




