
1/6 

S
G

i

S
12

S
3

P
C

R
F

G
x

S
6a

H
SS

R
x 

S
10

U
E

S
G

S
N

E
-U

T
R

A
N

M
M

E

S
11

S
5

S
-G

W
P

-G
W

S
4 

L
T

E
-U

u

G
E

R
A

N

U
T

R
A

N S
1-

U

S
1-

M
M

E

O
pe

ra
to

r's
 I

P 
se

rv
ic

e
(f

or
 e

xa
m

pl
e,

 a
n 

IM
S 

an
d 

a 
P

SS
)

F
IG

. 1
A



2/6 

Terminal

E-UTRAN 
device

MME

SGW

UPF entity + 
PGW-U entity

SMF entity + 
PGW-C entity

PCF entity + 
PCRF entity

HSS + UDM 
entity

S1-MME

S11

S6a

S1-U

S5-U

S5-C
N4

N7

AMF entity

N8

N26

Terminal

NG-RAN device

N15N11

N3 N2

N1

N10

FIG. 1B 



3/6 

Source access 
network device 

#10-1

Terminal 
device

Core 
network 

device #30-1

Target access 
network device 

#20-1

201: Access a 
network via the 
source access 

network device, 
and trigger 
handover

204: Message #50-2 
(container (user plane 

security policy #1), [user 
plane security policy #40-2])

202: Message #50-1 (container 
(user plane security policy #40-1))

203: Obtain a user plane 
security policy #40-2 of 

the terminal device

205: Activate user plane security protection

FIG. 2 



4/6 

Source eNB 
Terminal 

device
Source 
MME

Target eNB

301: Access a 
network via the 

source eNB, 
and trigger 
handover

Target 
MME

304: Forward 
relocation request 
(container (user 
plane security 

policy #1), [user 
plane security 
policy #40-2])

308: Forward 
relocation 

response message310: RRC 
connection 

reconfiguration

302: Handover required message 
(container (user plane security policy 

#40-1))

303: Obtain a user plane security 
policy #40-2 of the terminal device

305: Handover request (container (user 
plane security policy #1), [user plane 

security policy #40-2])

306: Determine a user plane 
security activation status

307: Handover request 
acknowledge message

309: Handover command message

311: RRC connection 
reconfiguration complete message

FIG. 3 



5/6 

NG-RAN AMFeNB

401: Access a 
network via the 
NG-RAN, and 

trigger 
handover

PGW-C + SMF

412: RRC 
connection 

reconfiguration

MME

403: PDU 
session context 

request 
message

405: PDU 
session 
context 
request 

message (user 
plane security 
policy #40-2)

Terminal 
device

402: Handover required 
message (container (user plane 

security policy #40-1))

404: Obtain a user plane 
security policy #40-2 of 

the terminal device

406: Forward 
relocation request

407: Handover request

408: Determine a user plane 
security activation status

409: Handover request acknowledge message

410: Forward relocation 
response message411: Handover 

command message

413: RRC connection 
reconfiguration complete 

message

FIG. 4 



6/6 

501 508

CPU 0

CPU 1

CPU 0

CPU 1

505 506

Communication 
line 502

Memory

503

504

500

Processor Processor

Output 
device

Input device
Communication 

interface

FIG. 5 

600

Apparatus

Communication module

601

602

Processing module

FIG. 6 


