
CLAIMS 
! 

1. A method for verification of presence, comprising: 

reading an identifier from a Near Field Communication (NFC) tag fixedly 

5 coupled to a location by a NFC-enabled device, wherein the identifier is associated 

with the location; 

recording a check-in time according to the time of reading the identifier; 

verifying the received identifier against an identifier database to identify the 

location corresponding to the received identifier; 

10 generating a query based on the verified location to solicit a user input 

entered by a user in charge of the location; 

receiving the user input by the NFC-enabled device; and 

recording a check-out time according to the time of receiving the user input, 

wherein the user input is generated according to the following steps: 

15 generating a password component from a plurality of characters of a pre-

assigned password which is associated with the user; and 

randomly inserting a non-password component into the generated password 

component; 

wherein the non-password component includes a plurality of variable characters^ 

20 detemHfied-by4he^isef-Qf-a-yseF-devi€eT 

whefeifl raMomly inserting the non-password component-includes: insertingand the 

plurality of variable characters are inserted at non-adjacent positions in the 

generated password component, 

wherein at least some of the variable characters of the non-password 

25 component are arranged in a predefined sequence to reflect a predetermined 

information which is not password-related information and is determined by the user. 

2 The method of claim 1, wherein the predetermined information determined by the 

user comprises at least one of feedback information about a service quality or 

30 amount of monetary reward. 
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23. The method of claim 1, further comprising: 
ascertaining a duration of presence based on the check-in time and the 

check-out time. 

5 34. The method of claim 1, wherein the pre-assigned password includes a plurality 

of sub-passwords, each sub-password having a plurality of characters provided in a 

predefined sequence, 
wherein generating a password component includes: 

dividing each sub-password into a plurality of subsets, 
10 wherein randomly inserting a non-password component includes: 

interposing the subsets of one sub-password with the subsets of at least 

another sub-password, wherein an aggregation of the interposed subsets of each 
sub-password conforms to the corresponding defined sequence of the each sub-

password. 

15 
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45. The method of claim 1, wherein the pre-assigned password includes a plurality 

of characters in a non-defined sequence, and 
wherein generating a password component includes generating a random 

permutation of the plurality of characters. 

5,-The-method of claim- }, whereifvthe -non-password component includes at least 

one^vaT--aWe---GharaeteF-4o--Fefle€t~-ar:v-evaitiat(0R--0f---a--sefviee"-Fen€leFe€l-'-betwee-R-4he 

eteG-kHfl--i-iff}e---afld-4he"'-GteGk--©yt----tiiTO--aFK^/©f-a-^0netai:yj/akie--deteFm-iFied'--fey-+he 

ysofr 

non-password component are arranged in a sequence to reflect a pre-determined 

information determined- by the user. 

30 76. The method of claim 1, the pre-assigned password or at least part of the pre-
assigned password which is associated with the user is generated by a key token 

assigned to the user, or sent to the user by a SMS. 

25 
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87. The method of claim 1, further comprising: 

after receiving the user input, verifying a presence of a pre-assigned 

password within the received user input, wherein the pre-assigned password is 

5 associated with the user and stored in a first database. 

98. The method of claim 87, wherein the pre-assigned password includes a plurality 

of characters provided in a non-defined sequence, and wherein verifying a presence 

of the pre-assigned password includes verifying a presence of all the plurality of 

10 characters of the pre-assigned password in the received user input. 

109. The method of claim 87, wherein the pre-assigned password includes a 

plurality of sub-passwords, each sub-password including a plurality of characters 

provided in a predefined sequence, 

15 wherein verifying a presence of the pre-assigned password includes verifying a 

presence of all of the plurality of characters of each sub-password within the user 

input and verifying an aggregation of the verified characters corresponding to each 

sub-password conforms to the corresponding predefined sequence of the each sub-

password. 

20 

141_0. The method of any one of claims 8 7 to 109, further comprising: 

identifying the non-password component based on the verified presence of 

the pre-assigned password within the received user input, 

25 1211_. The method of claim 1110, further comprising: 

ascertaining a validity of the user input by comparing the non-password 

component against a second database which includes a plurality of historical non-

password components from the user; and 

establishing the user input is valid and storing the non-password component 

30 in the second database if the non-password component does not correspond to any 

of the plurality of historical non-password components. 
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4-312. The method of claim 1, further comprising: 

ascertaining a validity of the received user input by comparing the received 

user input against a third database which includes a plurality of historical user inputs 

from the user; and 

establishing the received user input is valid and storing the received user 

input in the third database if the received user input does not correspond to any of 

the plurality of historical user inputs. 

4413. A non-transitory computer readable medium encoded with program code 

operable, when loaded on a computer, to effect the method of any of claims 1 to 

4312. 

1-514. A system for verification of presence, comprising: 

a Near Field Communication (NFC) tag fixedly coupled to a location, the NFC 

tag being assigned an identifier associated with the location; 

a NFC-enabled device comprising a NFC tag reader, a memory, a processor 

communicatively coupled to the NFC tag reader and the memory, and configured to 

execute program code stored in the memory, the program code comprising: 

an application module configured to: cause the tag reader read the 

NFC tag, 

verify the identifier read by the tag reader against an identifier 

database to identify the location corresponding to the received identifier, 

generate a query based on the verified location, 

receive a user input entered by a user in response to the query, 

record a time of reading the identifier as a check-in time, 

record a time of receiving the answer as a check-out time, 

wherein the user input includes a password component generated from a 

plurality of characters of a pre-assigned password which is associated with the user 

and a non-password component, wherein the password component includes a 

plurality of characters, the non-password component which includes a plurality of 

variable characters determined by a user or a user device, and the plurality of 
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variable characters of the non-component password are randomly inserted at non-

adjacent positions in the generated password component, wherein at least some of 

the variable characters of the non-password component are arranged in a 

predefined seguence in the password component to reflect a predetermined 

information which is not password-related information and is determined by the user; 

and 

the system further comprising: 

a verification module configured to verify a presence of a pre-assigned 

password within the user input and identify the non-password component based on 

10 the verified presence of the pre-assigned password within the received user input, 

wherein the pre-assigned password is stored in a first database and associated with 

the user. 

15. The system of claim 14, wherein the predetermined information determined by 

15 the user comprises at least one of feedback information about a service gualitv or 

amount of monetary reward. 

4§7-Tfte-sys$em-e£-elaim-4#r-wheFeifi-at-least-seme-9f4he-vafiabte-Glwa€:tefs-ef4be 

ft©fvpassw©fd-€GfT^Refrt-aFe-afFafl§ed--ifv-a-se€iyefl€e-40HrBfle€t-a-pfe~detemf:Hf»ed 

iflfefmati0FhdeteF!WRed-b^y4he-usefr 

477-JH^-system-©f-eiaifR-4€r-whefeiH-4l:^e--fi0rv^assw0fd-GGmp©Refvt-4RGl«des-aR 

evaiuafe:f©f--a--sefviGe~Fendei:ed-between-:the"©heek4R4ime-'-aii-d-4he-sheek---Qut4!meT 

4^-Th&'"Sy-stem"-of--ola+n^--4§T--w}wein-4te'-R0n"passw0i^^©mp0iwrt-4fi€lt}de&^a 

R^Gfjetafy-rewafd-vakieT 

1916. The system of claim 15, wherein the verification module is further configured 

30 to: 
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ascertain a validity of the user input by comparing the non-password 

component against a second database which includes a plurality of historical non-

password components from the user, 

establish the user input is valid if the non-password component does not 

correspond to any of the plurality of historical non-password components, and store 

the non-password component in the second database. 

2017. The system of any one of claim 4914 to claim 18, wherein the verification 

module is stored in the memory of the NFC-enabled- deviGeincluded in the program 

10 code stored in the memory of the NFC-enabled device, or stored in a remote server 

which is communicatively coupled to the NFC-enabled device. 

2118. The system of claim 2017, wherein the identifier database, the first database 

15 and the second database are stored in the memory of the NFC-enabled device. 

2219. The system of claim 1514, wherein the pre-assigned password includes a 

plurality of characters provided in a non-defined sequence, and 

wherein the verification module is further configured to: 

20 verify a presence of all the plurality of characters of the pre-assigned 

password in the received user input. 

2320. The system of claim 1514, wherein the pre-assigned password includes a 

plurality of sub-passwords, each sub-password including a plurality of characters 

25 provided in a predefined sequence, 

wherein the verification module is further configured to: 

verify a presence of all of the plurality of characters of each sub-

password within the user input, and 

verify an aggregation of the verified characters corresponding to each 

30 sub-password conforms to the corresponding predefined sequence of the 

each sub-password. 
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