WO 03/ 077512 PCT/ US03/ 01198 APPARATUS AND METHOD FOR COVPUTER TELEPHONE

| NTEGRATI ON | N PACKET SW TCHED TELEPHONE NETWORKS CROSS- REFERENCE TO
RELATED ARBLOBGATBIIONS 5 This application is a continuati onPChAas/01108 each
of pending United States Patent Application Nos. 09/723,747, filed
Novenber 28, 20@ppgRATUSPARBIMETHODIFOR CNBMPU'[ER'BBDEPI—ME of V\/mch i s
itself a continuation-in-part of United States P ten tbo

08/ 955, 834, fNTeEBBAT(IBM&EAQKET SWITCHED EEBELQ;&A 6, 201 805.
10 TECHNI CAL FI ELD This invention rel ates to conput er teI ephone i ntegration
(CTl) and, nore specifically, to an inproved nethod and apparatus for

utilizi ng dHOILRMHERERCE TORBBAKED AWPUIDA&H(DNBephone network. In

speci fic eénhanced enbodi nents, 15 the i nvention fOWSrFﬁ g] ctgg dat a

net wor ki ng f eat Ui @pplicajionisia ¢%Wuﬁ39nt'%1p@ﬁgr@%a‘? e d'6Yer the

Internet, an 7 I t I n
cﬁ %q%a@gﬁ&og)@% (ﬁ QB%‘W?%W? A% NbfeiBel 18! 2060 R

conJ unct i I catl ons corrput ers over a dat a net wor k
utilizing (}9/8@5 5Ot yfiled Mariket3, tzﬂoepleaoly op mdticic isl itse! 220 cEmTEHoOND-Fat THE

| NVENTI ON T h ket net ar |

net vor ks sidinlatStnes Fatesismionien Ro: DPEE ekt el PeBhel el on”

recently. \Mglok\/\f:i%lsh(g%alstl”%t%nt Nﬁv%@@qsgdg eto route voi ce, data, and video
r

over data s Suc nternet, and |ong distance tel ephone calls
may nqy be routinely routed over 25 the Internet. The transm ssion of such

I nformatiaon streaﬁ gvir packet sw tched networks such as the Internet can
be nore coEECHN an traditional telephony, which requires a
dedi cat ed g %%Ué Bﬁtﬁé?%% Wﬁorﬁﬁh‘cérﬂglepﬁaﬁeWbbffaildha(lﬂw) aio, rﬁorﬁput er

t el ephone In egralon s been wdely a |edtotraﬂ|t|on
t el ephony smidifﬁxﬁlyamlarapppnoaedsmeﬂhod am;lsamﬂra utibdeg Gl deghuaues v

applied to the nethods, a aratus use C e\'ﬂ@g]ony
More speciifigdBRgKEt %'Wsagﬁle%o?% n@mqu con@ | QI&EPYé\B.ﬁaﬂtfoedI@{r anch
Exchange ihe invention allows advanced data networking features to be utilized for

telephone calls routed over the Internet, and also allows telephony functions

to be implemented in conjunction with remote applications computers over a

data network utilizing a variety of packet telephony protocols.

20 BACKGROUND OF THE INVENTION
Telephony over packet networks, particularly over wide area networks such

as the Internet, has received considerable attention recently. Specifically, it is
now possible to route voice, data, and video over data networks such as the
Internet, and long distance telephone calls may now be routinely routed over
.5 the Internet. The transmission of such information streams over packet
switched networks such as the Internet can be more cost efficient than

traditional telephony, which requires a dedicated circuit between the calling

and called party.

30 Computer telephone integration (CTI) has been widely applied to traditional
telephony methods and apparatus, but has not as yet been successfully
applied to the methods and apparatus used for packet network telephony.
More specifically, although it is common to control a Private Branch Exchange
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| WO 03/077512 PCT/US03/01198 (PBX) or sim/lar equipnent froma renote
applications conputer, the use of such renote applications conputers is in
its earl ywettagesiin the field of packet tel ephony. 5 Sevecalusps/atiofol s

exi st that define methods and apparatus to convey calls over packet

swi t ched R) BRI Bquipthdntaorh erenmoterapicatibies pomplisiretheedse of nethods
and apparatus’ for conpleting calls over acket sw.tche whi ch
cal | s canshemdrotoapelications CREWUIGSIS Hh&? Eﬁﬁ}élsiae%f’r?s',rﬁﬁg%e@;%%#é%y | TU

recommendat,i on H 323. The H. 323 standard is available from 10 the

| nt er nat | BHEPYY-ecommuni cations Unit, Geneva and is well known in the
rel evant industry. The H 323 standard defi nes various protocols dealing

ith |1 trol, |1 tup, | | ' ' LTl
Fechni slucSeataprelocoRRed Al dalepmekitds aaspRaral e sh R o o1 The
i 323 st andar do deli Ayl duns hb ARt cGlid ¥s B Ireimat g@ineksssttic sehe
gat ekeepe|O LR K

S "networ unctions such as bandw dth control, zone
managenentof nestoes antirappeiraiuis dor, campletidgicadis ensr adackel swigghed desi gnat ed

t of t k t inals. 20 Th t ek f ' ' : '
nal ogous neovetke Wi caleartarige Bl a b Rnar o aloR SHERARE IS m 1 o hange
(PBX) 1N CRBKER'H\ATE rdenfhbRdation 4823 arhé HOBZG stesidepdh ngvailgble frep ur es
€d by ¢r

are provi eating an interface between external pli cat 'hon
softwape ane IMtbmatimnial Petecossnwgjcaiions Usit, Genayva andle Wehnomn iI8dAer ast, in
the known packet. network. t el Qn Ad I [ theigatvalieeper are
only defi ﬁ@'@V?F‘BWBH?mT lﬁ_@&ﬁég’zgﬁé%%ﬁréndc?f%tglg r%ag?’ﬁgrﬁﬁaogteﬁedr&nle WO (ri k
entities. JRNI G collaerppkfion ramgothre sirilareteephigugs dkoawndp
functions c‘:%g%t%ﬁg%q%ssi on Initiation Protocol (SIP) defined by |IETF RFC
2543. Li kehobsBtheparkednetwrkialephanppifzal ity of functions that establi sh,
nodi fy and term nate nultinedi a sessions. The SIP nethodol ogi es include a

variety of functions that go beyond those descri bed bK H. 323. For exanpl e,

SI P i ngl udgse HE23 alindiaky defnessp fendtiomabehtity cedled a gatekeererofTha andar di zed
HTTP syntax and _ _ I
gatekeeper handles network functions such as bandwidth control, zone

management, address translation, and admissions control for a designated

set of network terminals.

20 The gatekeeper function provides services analogous to the call processing
function within a private branch exchange (PBX) in conventional telephony.
In traditional telephony, CTI features are provided by creating an interface
between external application software and the call processing function within
the PBX. By contrast, in the known packet network telephony art, interfaces

25 to the gatekeeper are only defined from other gatekeepers, end points, and

other network entities.

A second protocol for performing packet telephony control functions is the
Session Initiation Protocol (SIP) defined by IETF RFC 2543. Like H.323, SIP
50 includes a plurality of functions that establish, modify and terminate
multimedia sessions. The SIP methodologies include a variety of functions
that go beyond those described by H.323. For example, SIP includes the
ability to support mobile users, the use of standardized HTTP syntax and
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2 WD 03/077512 PCT/US03/01198 URLs, the ability to have nultiple SIP
connections through a single TCP/IP session, the use of "proxy servers"
(defi ned Worshersibel ow) and a variety of other robust fe&Curusss/dilsgussed
in nore detail below. 5 However, SIP nethodol ogies also lack the ability to
seanl ess| YR, @hé apRity © Bave hiutitblp®iPcoapptiians thoosgic arginglerTGRIP t he

f inpl | e ' ' [ :
A onalsegsio ha usaiol roes Saverriettromries tiafbind & RERY Cal 1 ot up
much faSt%rﬂz;%;irB{?E@W E\%Q@%&‘&%Wﬁmﬁ%@ : IN@w. Figure 1 shows a

concept ual an exenplary enbodi mrent of the present invention as
i ncorporated into a packet network tel ephony system Figure 2 shows

of an Enbolmen BIR MRtpadages Sury hn SEIreIpape AL A B e
usi ng theteﬁgkﬁggxfg‘%m@éﬁ%ﬁﬁg%féb’tﬁb%rﬁés@@ﬁhﬁ\@l@ﬁ@ﬂﬂg caltcenttel] by t he

present inven 3 protocol; Figure 3 shows an exenplary
message f |rawnithringy, amdueldted fungtions. iAdditianady. o6 is2@lil@egabl i sh an out bound

call requested by an external soft e | i ina simlar
envi r onmerflONNEL Igsgpg{gg@, q "%g‘?‘?ﬂﬁ?tgghmfésggﬁi rect connection froma
calling termnal to a called termnal using the Session Initiation :
Protocol (SIP); 25 Figure 5 shows two different enbodi nents of an SIP

i mpl enent BRIGE DESCRIRT QN F FHRDPRARVINGWs a signal di agram usi ng proxy

servers and the S|P protocol . 30 FEi.gur j Py 128 tgkephony

i ntegrati %9%@1 ? awgﬁ Cepiual Oglgﬁﬂgweoﬁ %%n(%gér?#'@%mg Wi th gﬁ{%ﬁ wor k

i mpl enent i s ShifnvERbria¥ M RBHErETed b6 TdReBN IR telBphany sPsteows  anot her
signal diagramfor an exenpl ary enbodi nent of the

Figure 2 shows exemplary message flow between system elements during
15 the establishment of an inbound call that is detected by an external software
application using the packet network telephony system as enhanced and

extended by the present invention, and the H.323 protocol;

Figure 3 shows an exemplary message flow diagram utilizing the invention to
50 establish an outbound call requested by an external software application in a

similar environment;

Figure 4 shows a signal diagram of a direct connection from a calling terminal

to a called terminal using the Session Initiation Protocol (SIP);

25
Figure 5 shows two different embodiments of an SIP implementation in a
network;
Figure 6 shows a signal diagram using proxy servers and the SIP protocol;
30

Figure 7 depicts a computer telephony integration (CTI) applications

computer interfacing with a network implementing SIP; and



i nvention. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT 5 A technica
advance is achieved in accordance with the present invention that relates
to a packwO oet™er k tel ephony call processing device (e.gPCTAISOHB2B

gat ekeeper, a SIP proxy server, and/or a "pass-through” server) that is
arranged Gy irBtEshawS anbtieraignaldegram fof aexexemmarycemboginadyithg
applications 10 prograns that nay be |ocated on one or nore renote
conput er sinvadiondl ess of the protocol utilized, we termherein as the CTI
interface the server or conputer and associ ated software that interfaces
to the third party applications conputer fromthe con’RAtEer t el ephony

envi r onneETAR EBOESCRIRTION OF THE RREFERREDANMBODIMENTCTI interface
may be, for exanple, 15 the proxy server or-"pass through” server, and in
the H 323 environnent, such CTI interface is preferably the gatekeeper. In

accor dam%}%@&%@g@:&ﬁ&é‘k%i&feé ficadioREAYe Wil 815 brssent imehtiontiatessi ng

applicati S connected via a data networ

to a CTl interface,
and 20 t hekes twaeaickel mstwexic teepfeonyecalbpiesessing K Vigen(9ed-; §B$L?f&§ed by the
' tion. The CTI interf b » t ted with
espect  iatekearar B0 EORLaPa R R Pre e e R L e T e
cal |, or Vgrféh&éoe@ﬁ%rfatc% vtfi;}?amaiiﬁfadfi axemePoRllipRIcesgmgApplicationst er f ace
|

and applica S conputer(s) conmunicate with one anot err Ln order to

per f onm vasrogrsms dhdt naybe ddcatad Oni @i 0bere FeEoRERMPH ROARPSSo
provide call informatign gnd ntrol . ; ' i ons

conput er. ﬁéhﬁﬁﬂ@ot%ﬁ%ﬁewﬁgf’ﬁ 6%5%'@0%8?9 %Z‘gf'i @ﬁ]esﬁéz;br%ethggg Nlljéapeérlbet ween
various teldp, @ﬂe? 29l LhehtapsemwatdpaCiteifates toabe thivthpaniycat es 30 with
one or nore application conputers in order t rovi de the C%I?I i nformation

and cal | capplicatiohsisomputes framdhe sampytens! HEEVITPBMEN:0AY appl i cati ons
residing on the |icatio i f e Mges i nclude
establ i shi??ﬁ)tl%fﬂﬁgt%?e’aé?"l&n'é %gﬁg@%{f@ ﬂ?'??g@p@re?%ﬁg rg%*‘lﬁg f(_jgﬁ({é c‘gﬁf er enci ng,
4 VWO 03/ 07315 oREEERBP 3 BIdBthrough” server, and in the H.323 environment, such

CTl interface is preferably the gatekeeper.

In accordance with the teachings of the present invention, a call processing
application computer is connected via a data network to a CTl interface, and

20 these two entities exchange messages in the manner specified by the
invention. The CTI interface may be locally or remotely located with respect
to either of the endpoint terminals that will participate in the call, or with

respect to the applications computer.

25 The CTl interface and applications computer(s) communicate with one
another in order to perform various call control functions over the data
network and to provide call information and control to a user of the
applications computer. As packet switched telephone connections are set up
between various terminals or other nodes, the CTl interface communicates

30  with one or more application computers in order to provide the call information
and call control functions required by the computer telephony applications
residing on the application computers. Examples of these functions include

establishing and tearing down calls, transferring calls, call conferencing,
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associ ating the applications conmputer with one or nore specific locally
regi stered endpoints for nonitoring and control, determning the state of
calls atweogiovzsm end point, and various other functions. PEBIUSpYopOSeS
herein, an endpoint may be a user terminal or may be an individual port on

and SIP 5 eﬁs@é@ia@iﬂgdﬁéIa@@hcétrbr@omﬁmteowmane othmos: Bpecific tasally addi t i onal
functions such as keeping track, of nobile F i Pﬂerfabm g)&l? ppi ng,
i nterfaci ﬁgglﬂf@mdr@mmﬁ fanpopitesn a8 coBIel AglgTTHAKY Pé\?@q nitoring
the result {]N%ﬁ b '\{)a‘?ﬁugbtﬂé} fﬁHéﬂ'brPsf OFbleéurp%@és plekgia) awt her

cr|

enhanced f ow are 1 nplenented igure 1 |Ilustrates
an over vi eyndioirithal ibleea asentectinah oomayhee gaumhwp@l poempandeS 02 with the
appl i cations conputer 103 according to the teachings 15 of the present

i nvent ison etabled devieeng the H. 323 standards and terninol ogy. To enabl e such
I nt erconnection, gatekeeper conmputer 102 is enhanced and extended by the
addi tion of softmare whose functions are described bel ow. = Comruni cati ons

path 105 nm)cdmeangnwmethefSIﬂ’apratmhrﬁdﬁilmalMf@t@@ﬁfﬁucb@sﬂff@%?g HAGEnent of
Figure 1 includ everal, exter tele 104
tlyg:JcaI I qu’frmg\% SHE%% Q?ﬁgﬂ%{'\ﬂaﬁ@b WPB' e@%&bg%ﬂ{he%'aﬁe ‘s%’ﬁ) tions
comput er 1%’% ,ers @%ﬂﬁ@@@fe%\ﬁ) mgnﬂbﬁnq_weég.m@ ozrloallsmmplemnntedlbqat i ons

network to applications conputer 103 ically, the E}lcatlons conput er
may belocolttuntapr@etlea shdgqrierabptheenbagc fliﬂcéloﬂééj&spﬂ@ Yh&l%w. The
arrangenent of F| e 1 al so includes end points 106, which may be

per sonal B'H% network conput er devices (NCs), or any other node
capabl e of |nterconnection to the packet network tel ephony environnent. 30

In operation, a command is issued from an a §F| Cathﬁlﬁs q[ngut er 103
request i ngFigere iilustestep Royesdewiof de (ieeMAeFioha PP Hel ow. The

nmessage reque RatbadiBaé 0 5 WO
03/ 077512 %&1 H@%@ﬁ@é%@ﬁf)ﬁfﬁé\a‘ﬁohé chhfiRar 18 dcédrinied . Ry
15 of the present invention and utilizing the H.323 standards and terminology.
To enable such interconnection, gatekeeper computer 102 is enhanced and
extended by the addition of software whose functions are described below.

Communications path 105 may be any type of data communications path.

20 The arrangement of Figure 1 includes several external telephony applications
systems 104, typically implemented as software, which may be located on
applications computer 103 or on separate computers connected via any
communications network to applications computer 103. Typically, the

applications computer may be collocated with one of the end points described

25  below.

The arrangement of Figure 1 also includes end points 106, which may be

personal computers, network computer devices (NCs), or any other node

capable of interconnection to the packet network telephony environment.
30

In operation, a command is issued from an applications computer 103

requesting certain telephony services which will be described below. The

message requesting such a service is transmitted through path 105 to
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gat ekeeper conputer 102 for processing. The nessage sent to gatekeeper 102
causes gat ekeeper 102 to exchange appropriate signaling nessages with

ot her pacwetosnetsnor k t el ephony envi ronnent nodes in a nmanREm/ss3/adseri bed
for exanple in the incorporated H 323 standard. As a result of this

sequence ga R8RS Er O pedosasignThe nedEsagecsantbo gatakeepae cal |

processin tionality requested by applications c uter 1 behal f
of appl i cdﬂMse&@@iel{Qﬂﬁelﬁd%gﬁérﬁ%PhBﬂge ﬁgpfocm@t%§|qnaﬁgam%qsap§§3@{hons

t ed Licat] T ek
103, - Adai R Tget By MR PR o e & ey 102,

appl i cat i qgpegampldtiaTthd Qonporate H.326 standandit Aemerestitdithis $eqBaNEE cont r ol
functions and transmt such outcaqne, to, any, of a{)ﬁl@it c% b@%ﬁ &gé 15 Figure
2 shows arofevents, wWCQ@Qélﬁj’esﬁtW'aiaQEﬁM'm?mﬁﬂ § 5 PAbBund cal |
froma renot e, i : bRglchbnigitér 1% ah temdifstiapplisatersvi sed by
an extern Pnetbqe%%};%qtﬂéﬁ{eegjh%ﬁ?p@g{ﬂqugtior@usi ng the preserﬂmpi nventi on. The
specific epgnpl e shown in Figure 2 is the nonitoring of an incomng call to

end point 202 using packet network tel ephony nethods and apparatus as 20
described in the H 323 standard, enhanced by the present invention to

perm { -t 115, AR bGTRBh! ORliclls Gl QRN Rction eguestenlyi amslioatiod 1. End
poi nts 202 an 2 represent audio termnals, for exanple, conputer
systenp equorpetdr 463 arb peEormeplbydhe gatekaspend Ode\Addtonaty, By P9 203 is
as described, for, exanple, in the H,323 enhanced
by the prcH¥HOPP2eTRALG te if galekPahnes @ét 85'&1@1{%%%0& lﬁ%ﬂ%‘l“%y be
present o1 REPREHRcormeBIVaAbud eal teMireifahytichs and sredsniirsugber at i on, the
call initia Py proceeds according to the nmethods of the packet network

t el ephony eutcomertoremty. of appdinativng h04.equest message 205 is sent to 30
gat ekeeper 203 and bandwidth is granted by the gat ekeeper at nessage 206. A
call setup request, nessage 207, is issued by the initiating end point 204,
and gatekegpafe 2QRoRRUTESXSAlary Aiassaye foasdiagess doedatestingandnbouits i t t ed
to receivi ng end point 202. A call pr oc,eegi n% rressal%e 2.0? i 5 M %Bs&j tted by
6 call from a remote end point (e.g., terminai) to a local end point supervis
an external computer telephony application using the present invention. The
specific example shown in Figure 2 is the monitoring of an incoming call to
end point 202 using packet network telephony methods and apparatus as
-0 described in the H.323 standard, enhanced by the present invention to permit
the participation of an external software application 201. End points 202 and
204 represent audio terminals, for example, computer systems equipped as
H.323 compliant telephone devices. Gatekeeper 203 is as described, for
example, in the H.323 standard and as further enhanced by the present
25 invention, and the external application 201 may be present on a separate

computer as previously discussed.

In operation, the call initially proceeds according to the methods of the packet
network telephony environment. A bandwidth request message 205 is sent to
30 gatekeeper 203 and bandwidth is granted by the gatekeeper at message 206.
A call setup request, message 207, is issued by the initiating end point 204,
and gatekeeper 203 causes call setup request message 208 to be transmitted

to receiving end point 202. A call proceeding message 209 is transmitted by

6



WO 03/ 077512 PCT/ US03/ 01198 the receiving end point back to gatekeeper 203
and relayed to initiating end point 210 as shown. At approxinmately the
same ti mewgasekseper 203 relays the call proceeding 5 indipcatusosioties t he
initiating end point using nessage 210, gatekeeper 203 also transmts to

ext er nal é’h%]é‘e?\t/lh §8rQoiRt MUK thi gztekespert2a3 amd retayadtd indtlatingsndoei ng

received b e receiving end point 202. Gatekeeper 203 sends this nessage
because emeﬁdHK)a@phowatlon 201 has previously indicated that it requires
notification of telephony events occurring at receiving end point 202. 10
In order to connect the inbound call, ,receiving end point 202 requires
network  banghrekihatelydhe sameimewatékeaper28guekysdhe rcalrhpamaeﬁlmg)cat ed by

the gatekeeper 203 usjing ness s 212 and 213.

noni t osed indigatien mtfmlﬂltﬁ?'ﬂ@@ g’%\“@t‘%‘”@ HeESFEEP W@ﬁ&d{}% %\E? caq I and
an 15 indi.cati t uirebeslpies 214 and
215 to i rjim éﬂgnt% ﬁ%(')%h?%%ntﬁ%égﬁﬁﬁéeﬂ(gﬁhﬂggglgéb 203. 8%en the call

conneq;eqﬁ? aécdl\l’@i by tres rdoeiyiry eng gioimnt 2022 stekeepenR03sepdathison, end
p0| nt 202 orns gat ekee

gat ekeepermeesAaRhRIALH? %QW@J gaglﬂcﬁt'io@ﬁﬁsﬁg? quvﬁ “552 ﬁ(gjtr'%a&a Ha%g‘ |nf:at i on
201 via g‘i%gﬁ?ﬁe%? i éﬁ?onaﬁﬁéféémgﬁ?%wnfsh&m bi rezeiviieg ek qodnt 20023

i ndi cate |n| I'at i ng poi nt 204 that the requested call has been
conneghed via nmessage 218. 25 In accordance with the protocol described

her ei nbefore, the det f t |
accolrrpl i sH@cPrd?Fi%ac?eﬂQeﬁ%l A g’P HQ&?HG ce|\}?|¥%§§gn%;6§rﬁ?@ rﬁggﬁéﬁﬁg"\"% laieeper

and the ef\?a pfrﬁatn@&féhwwams r@éueytedlfrmahdtalheatadl"m/@wtekeeper 203
and the external application 201, thus 30 enabl %hgatekeeﬁ?t 203 to inform

ext er nal ag;:qttbkeapel“dlﬂ&o&ngé@%ﬁﬁﬁgﬁg 2ReanG2ddr é\Leé(t BIRVEhet calls in the
packet telrgwgmgrngg%i@g 12529%%%%%#?{}% BsSNBUhE2PHIRG caNasm anof an

ext er nal
15 indication of such ringing is transmitted through messages 214 and 215 to

initiating end point 204 through the gatekeeper 203. When the call is
connected at the receiving end point 202 because of user action, end point

202 informs gatekeeper 203 via message 216.

20 At this point, gatekeeper 203 sends an answer notification to the external

application 201 via message 217.

At approximately the same time, gatekeeper 203 indicates to the initiating end
point 204 that the requested call has been connected via message 218.

25
In accordance with the protocol described hereinbefore, the detection of the
call by an external application is accomplished via a protociol of messages
transmitted between the gatekeeper and the end points to be connected, as
well as between the gatekeeper 203 and the external application 201, thus

30 enabling gatekeeper 203 to inform external application 201 regarding the

progress of relevant calls in the packet telephony network.

Figures 3a and b show another example of an external call processing
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WO 03/ 077512 PCT/ US03/01198 application requesting the establishnent of an
outbound call frominitiating end point 386 to receiving end point 390.
Many of twe essayges involved in this operation are subsPamttisas/dmIsi m | ar
to those previously set forth with respect to the rmnitoring of the

i nbound  calbisaRs idp@sting Figustblshrhent & aressthgesdmstl froreunigadny di scussed
in Figure gare descri bed below., As with the %scussi on of%)éi}%tariﬁ 2, the
ext ernal @ppl pajat 38M taETaivingegd Reint 90, Y2R), Of e MESFAES {YORET

previ ousl y, .conmuni d. wi [ i8G§I0TseR fsreh Withh ot her

met hods déQ‘éﬂpﬁéﬁt'ﬁgf}%?@#ﬁQ/@% ioﬁlﬁfg'glroitﬁgig%g?%wi ts_9 intention to issue
cal | cont rgkpg@ay@sé moniitoringesftlee tndoundraatli desicriged il Figsirat2. 386w 10 In

Fi 3 d 3b, t ek .388 al ' | ud h f |
poi nt _Bundoessres ndmrevionbidiRReoes 1 Fda e debRl Lo RS Y i s
function i 6e ﬁﬁ%&ég%ntﬁ?iéﬂﬁéeﬂtthﬁréx'céfnbf‘é@éllé@ﬂ@ﬁ%ﬂiWCFi%@ﬂels RegneBbs, nanel y

t he segmeﬁ ent nitrating end point 386 and the conference control
i s point; ie@adstebdeemaveereviotislyaucemunicatasl wiibigetekaapar #88r@cei vi ng end

int 390. For clarjty of descripii Qi t d
Con or encacceBtaes wibblerappRode depioed B TR GTRr B RIERRA M 5o + e
sequence. g RSAAIRIUREINGortid) FeduetesnsesgectI0 nitiatheg Ehd pdirtiBathe 20

current inventron, rough which the external application 392 nmakes a
requesty that the first segnent of the call be established from gat ekeeper

728 o LS55 20 B ol 58 BTG REL CohpaURPBGHRY it v

are exchange tween gat ekeeper

and i ni ti g5diRCruRRHoR s HurdhE ikhoRhde the packet network tdlephomyt atted his t he
cal |l . Next', the gatekeeper 3%8 sends, a new nessage 304 to extern

) |

appl i cat i duncti@pist wsed by the tnveptien fnnterspnnegdwostallsRIMEBRIS: ?%@Qﬁ'ved and is
bei ng processed. | Nj | | 0Q, eht@@ohfiof he
establ i shﬁgﬁtse&n%rﬁgqel}/@égﬂga? En{)fﬁat[rﬁﬁd;f)?iﬂggg gve%gllrcll tﬁ%lqtdlrg%l ng er?d_ Boi nt 386
and gafekeshat ap@eiveEhaHe @dnfsrencadotool painisarb thentacaiving ENEPPRKH t o t hat
previously described wth respect_to Fi.gure and t hus, w be
repeat ed. 390G+ Far charielcdesarption, e qOéQPIgPd mﬁel&eﬁger 3R SBrirdrefiBh

control point apparatus is referred to as “gatekeeper 388."

The sequence of messages begins with a new message 301, specified by the
-0 current invention, through which the external application 392 makes a request
that the first segment of the call be established from gatekeeper 388 to

initiating end point 386.

Next, according to known packet network telephony art, messages 302 and
25 303 are exchanged between gatekeeper and initiating end point 386 in order

to set up that first leg of the call.

Next, the gatekeeper 388 sends a new message 304 to external application
392 to alert it that the call request has been received and is being processed.
30 Much of the remaining signaling, relating to the establishment of that segment
of the call between initiating end point 386 and gatekeeper 388 in Figures 3a
and 3b, is substantially similar to that previously described with respect to
Figure 2 and thus will not be repeated. Similarly, once the first leg of the call

8



8 WD 03/077512 PCT/US03/01198 has been set up, gatekeeper 388 proceeds in
simlar fashion to set up the second leg of the call fromitself to

recei vi ngwend/opsint 390. However, during the process depi ecadsosiorPgur es 3a
and 3b, gatekeeper 388 5 sends new nessages to the external application

392 at relipuapderssdtans getelsdper 388qsessbdwin similbofishion fo selbys 305
indicating that I nitiati ng end point 386, has cq.utggg the necessary

net wor k baedanddeg obths calfremdisel tp:reggiving BaG 6 i ndicating that
receiving end point 390 is processing the request for the call; 3. Message
310 indicating that receiving end point 390 is alerting its user. 15 to the
arriving qqd)\k/év@ﬂduﬂn? Mes prgess tpictdd daFiguges Batandedai gatakeenal 388 nt 390

h dth I d i b | ]
o el mecRRss e E1asa0s (el preoHR Shelaind Ju7 L bAPYAR Sae B 1T o

systens 104 ; @ .de nmonitoring and control as desired, and as
descri bed ﬁ’rﬁ’g?%selh gﬁ%‘ﬁpmgppl ication, now U S. Patent No. 6,201, 805. Thus,

the system provides for nonitoring and control of H 323 calls. 25 Figure 4

shows an alternative e di t o he,. present i i Jy oz t he

Session I nlti atMGﬁS@%gagmé'T%%f% tfha&] "Bﬁ'%@@ %'?é Pp@g%lrﬁdgsé%!dlﬂggltﬁgr s and

cal | ees C%sﬁ%fsaﬁ) ﬁétmo%blﬁﬁdwﬁm@pqacetthmu,rranners; (1), the caller
ntact’s

directly <¢o the callee, as shown in Figure 4; (2), the caller
contacios the callee through a proxy server, as shown in Figure 5A; or (3)

the caller_contacts th 0 callee.thr re-di rver shown in
Fi gure 5B.2:As wWEPSPQe gQ%I"&(ﬁﬁ%’@g *nﬂ?{‘%@a[}gle&%ﬁlﬁgﬁg %’ﬁm i ng sequence for
the three net ho?@cgggiﬁg thé rdQuast for tiel @ll; except that the infornmation
required to contact the callee is derived fromdifferent sources for the

three different cases. 9 WO 03/077512 PCT/ US03/ 01198
3. Message 310 indicating that receiving end point 390 is alerting its user

15 to the arriving call; and

4. Message 312 indicating that receiving end point 390 has answered the

call and a connection has been established.

20 5. Any other messages relating to exceptions, status, or control. The
application systems 104 may then provide monitoring and control as desired,
and as described in the parent application, now U.S. Patent No. 6,201 ,805.

Thus, the system provides for monitoring and control of H.323 calls.

25 Figure 4 shows an alternative embodiment of the present invention utilizing
the Session Initiation Protocol (SIP) in place of H.323. In SIP, callers and
callees can establish calls in one of three manners; (1), the caller directly
contacts the callee, as shown in Figure 4; (2), the caller contacts the callee
through a proxy server, as shown in Figure 5A; or (3) the caller contacts the

30 callee through a re-direct server shown in Figure 5B. As will be explained
further below, the signaling sequence for the three methodologies is very
similar, except that the information required to contact the callee is derived

from different sources for the three different cases.

‘ 9



More specifically, in the direct contact of Figure 4, the caller is aware
that the SIP Universal Resource Location ("URL") of the callee maps to a
speci fi c whremmsint er net protocol ("IP') address. In the &crarsggomast on
Figure 5A, the 5 caller is not aware of the IP address of the callee.
Therefore, the caller 502 sends a request to the proxy server 503 to call

the desired SIP URL of th I1ed part 50 | at
the SIP URloteosnerauatyaladne<est comae] GLFigira - G cnvhis Braghel ML, 505
Lhen forwal s {8 rd-f RBLiiSetiol A GRLAGMAB ealle bR & 8pesiicty S04. 10

Finally, % e SErver 506 all ows t he
transl at e%nomm Irestnee protees(4P" paddrebsit I tttehalrralng\ement armfmqret% thequest to

the called user as in the case of the serc t he

{rans| at ecalietiscast awareriine No @IGERSS SNEHEIIER! T4E %*18§e’fthg%§ﬁ%?$%2ct

connecti on,{ %p#’%ﬁ)@%t’t&% éseﬁle?@o%etb%aﬂl%é@elsﬁéd HPIYREWtheé n t he
a

figure 5A BL proxy server, the exenplar all ed term nal ' ? SIP
URL coul d datedfpairtyexadprexy JemEn 508 tamsjatenthe ﬁBDi;thxto ther Perddigss g

transl ate that addre o the a e t igt he 20
acme. com oﬁﬁ“ﬁﬂrpaf?tt%oi hﬁ?@rg’fyag‘%é{?g&gg %f"g}t}ﬁﬁs ht?jjreggég{auch'gf géa

33. 65. 43. gli geglress is then used to route the data

t hr ough tﬁget\rq/é?@ f< u?élﬂ}e st andardi zed protocols such as TCP/IP and the

like. 135 O the three types of SIP calls described, the | east conmon woul d
be that of_ Fj e 4. r mal, | t bRy iate IP
addr ess foF'n?llngL”‘@étsﬁ aprz?rg'{/élcé f‘tﬁtdﬁ'é%lt rﬁﬁebtﬁ\}:ﬁ? a’trlégﬂ servi ces of

a server. té50¢rect79étve$x5@taeﬂ§t rrndrcthaa temismit m@eeqtlesttblthemﬂgd eiseher a
proxy serve

03 or  redirect server 506, for ﬁ S O | anati on
herein, anas ithebyassayf the PBOXY $RAVERN B'SUVQNQAU?F g’és gied %‘iéf{ﬁg? B of Figure
5A wh 5A, wh
on S'P ol EhuedadkiRRD e 408 fdrEUFIR LR fiectiEh BBU0 approprite o
PCT/ USQ3/ 04d/98rs to called party 510.

In the figure 5A example of a proxy server, the exemplary called terminal’'s
SIP URL could be, for example, Joe@acme.com, and the proxy server would
translate that address to the appropriate top-level SIP server for the

20  acme.com domain into a more standardized Internet address, such as
33.65.43.85. The standardized address is then used to route the data
through the network utilizing standardized protocols such as TCP/IP and the

like.

25 Of the three types of SIP calls described, the least common would be that of
Figure 4. Normally the caller will not have the appropriate IP address for the
called party and would require the translation services of a server. While
most systems would normally operate utilizing either a proxy server 503 or
redirect server 506, for purposes of explanation herein, and not by way of

;0 limitation, we utilize the example of Figure 5A wherein a proxy server 503 is

implemented.

Referring to t—‘igure 5A, when an SIP client 502 attempts to initiate a call, it

10



sends an SIP Invite message to proxy server 503 specifying the SIP URL of
the desired called party 504. The proxy server 503 nust initiate the task
of resolwongottsizs SIP URL to the | P address of call ed paPCy/is03#011%e proxy
server may use the standardi zed donmain nane systemto resolve such 5

address, QinaB¥ PSP nViteTRbsdgetosTbRyBees 508t petifyingithadIP{Rapf t he st
in call processing where proﬁs?ver 503 receipvesylt ge I vi*ia sagesf?g%
tizge Bl

c?l | er '502he alegirpdicalgd panygdde nthalBy &R bemMysh| npl e
proxy server nRy re calbi ] | N i roly) to eh
that the r@ﬁ?‘?’@é {hésaglf% DELI ;@ethetqg é@%&{ﬁfecég%ﬁﬁ?ér{t*g?&.t ﬁgeg)ggﬂi)ri ate SHre
Inﬁ]E \gﬂr;t ilgsne??é}ﬁWaSiUéleltﬁe%‘(@rzd@bi%?d dohadin aayne systeti tagresolvelssighi ng of
akes™ place, etc. After any such initial [ocal SSi b

P\; (r)r;y_ ster \addregﬁ,orpﬂrm@h%ﬁﬁé}lmm?c'W'&%gﬁﬁ'{%‘% P‘HQ""&QE"%@S ﬂ&gﬁ%@% 'B:ap ? y Y

into an addres r ' ey hRsssaunt he request
t hrough Or{@rﬁ&mﬁ%§%ﬁg%d%é?)rég{€%yép§%%§?% caﬁh:égnggrt ggﬁﬁmﬁl}e seqﬂgnie
|t ﬁesggmor@é@r sbeashy gb][ncfn@uggemenﬂ'desi'redmta@ bmssﬁ@b éoilexﬁﬁnpléeei ved from

und proxy an orwar ded. t hr ough ope ...or .nor, [

(rjeac_h t he Rraky sanyssmgy feacthine4a '“ﬂw*@"@g}at' f t'f'P?‘H%”(@Béq{’\ég'ggrséeﬁtaglElhga ety
omai n ac t IC i S pki woekktical i 6
repr esent rﬁ‘fh%"%l? o&hpﬁ?éﬁmjﬁﬁkﬁltﬁ?%gg'wggﬁe\mdghta%erz&re uest to ![R: o
cal | ed ¢t erfampliditFisraveiiabie, ehahamytrepatting; Aeloguingalinfeprasiostakes he domai n
name acrre.clom and vertical line 603 would represent the sales departnent
or subdomePlACesRifes. acme. com 25 In response to receiving the Invite ,
nmessage, the SIP OK return nessage is forwarded back through the sane path

substantially as previously described wth respect to the dire
connect i onAftér Zngsueh itialdaca! precassngbY PrAXYASRVEe MRS RYeXY)BIYeE éh?’ from

cal Iing terminal o93 fouthe 63k et (el 1Al AOMRE8s Bnd FSRigYss! ¥

up nessages are 30 exchanged

bet weep, t hFésgﬁ)édeéd@raes Gl 8 regudst thiseedagesonmmpr_é Girtier senesrs S@eopat h, or

they follow different paths through different seryers_.. SIP. incl
appr opr i at ealtsshpaity §04 o Therasuesee i ShPWN AeFe ‘%%‘?%’ | s'gHTes@utlg%H‘l‘I’ﬂgzrt her

bel ow. message 601 is received from the outbound proxy and forwarded through one
or more servers to ultimately reach the called party terminal. The vertical line
602 represents the domain acme to which the request is forwarded, and the
20 vertical line 603 represents the subdomain, which ultimately forwards the
request to the called terminal. For example, vertical line 602 may represent
the domain name acme.com, and vertical line 603 would represent the sales

department, or subdomain, sales.acme.com.

25 In response to receiving the Invite message, the SIP OK return message is
forwarded back through the same path substantially as previously described
with respect to the direct connection of Figure 4. Next, as shown, the ACK
message gets sent from calling terminal 503 to the called terminal 504 again
as previously described. It is noted that as the call set up messages are

30 exchanged between the caller and called party, messages may follow the
same path, or they follow different paths through different servers. SIP
includes appropriate commands to force use of the same path, as discussed

further below.
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11 WO 03/077512 PCT/US03/01198 1In accordance with the teachings of the
present invention, it is desirable to insert into the arrangenent of

Fi gure 5Ava 03pstsem whi ch can utilize Conputer Tel ephony Paragesoiton (CTI)
applications to nonitor and control calls by 5 connecting into the system
Since the proxy server 503 is also likely to handle cal l requests

attenpting to call termnal 502 (ie. en the .callin tpr‘f{
previ ous ekeagiosdarce witbrihe ﬁ%avéumsu%af §rﬂr9§emt'n¥1 d&ip %frﬁblﬁﬁot hat all
| nfor mati op, & §ﬁ§t’o@h8%rkg{]@§m&%¢ gf&é/%ﬁidn Sy b LUiRYE CRenUteXY

server 50@ proxy serve I's the appropriate place in the
system t o T@lephbay fistegration @) apphoamnascb@nmm’@rr qmdemnttﬁbﬁ"é’dbﬁcussed That

is, the CTl interface should be.the, pr server wh ets connect ed
to the 5ap9@nf6f%ﬁtlin6ri§t%@@pi){3§m g%prg Y EPRYET §u' I%c?"g‘%ygi It may be

undesi rabl g f Qel 2i8HA ?tsael’denﬁﬁtlrk{‘% Efftbuamal 5op (ienﬁl\ﬁHefnatﬁbrmllln@EpaM)l h an

applications conp uter he proxy server software that is
al r eady fuhcheqrrelnou(s@xaﬁmi&ys Bdenthe czaﬂed paytypiteopsers mitiallyithatall cal | set

but b t | i kel |
ot weenointergatisl Tedarnd ebpy s PP G GRS e ot Y
proxy servgphs Sy thmertﬁé BF Sy éémém@o@@nhe@@fpr@matecpm BT thessystemést ed to

the proxy server proxy server 503 will only have limt d wﬁw of the
ongoi ngo caitebrfaemtha/\@mld:arhons coBIpUbRr FH%IIO@SM@W@@&%I el haidis, 4h bei ng

di sconnecte sts for |1 g@é@ a calling

t er m nal rf@q;e gﬁ%‘ﬁi’gﬂpﬁ c‘?ﬂ)?%ﬁgﬁ%(g a%'ﬁ' weé)éetg?gbﬁgnm ObtM?or t he
initiati 0“a?bhédi%n@fﬁdmputbheH@w@veﬁ%Tek/éfal (swReytaiset er mi nal woul d originate
t he call ough the proxy server, not one of the normal states expected

by SIP. 30 Each of the foregoing issues nust be addressed in order to

integrate the Cpfy, 3pRJ hEFhLELPatIQ P HiE rath bif of Bfe SbfRwENS IR Miterfacing
15 with an applications computer directly with the proxy server software

that is already functional.

(2) Proxy server 503 may process the initial call set up message, but
subsequent messages are likely to be communicated directly between

20 the caller and called party through servers other than the proxy server
503. Therefore, if the applications computer is connected to the proxy
server 503, proxy server 503 will only have limited view of the ongoing
call, and would not even be aware, for example, of a call being

disconnected.

25
(3) Requests for calls are typically made by a calling terminal 502. If
the applications computer were responsible for the initiation of the call,
the application computer terminal would originate the call through the
proxy server, not one of the normal states expected by SIP.

30

Each of the foregoing issues must be addressed in order to integrate the CTI

applications computer with the SIP system.

12



12 WD 03/077512 PCT/ US03/01198 One possible inplenmentation for interfacing

an applications conputer with an SIP proxy is depicted logically in Figure

8. A newwotispyrsier med a pass through proxy 801 is depict @dT/UBh&0p9%S

through proxy is software which may physically run on proxy server 503 but

\ghl ch i 3 i {@j,ﬁ;r Melimqméhugggﬁtfwmm@cﬂﬂr@aa(m‘pphaa' tignsatomputeswitih an her wi se
e resident on proxy server 5 ina SIP nvi ronnent w thout CTI, and

Ei erni nal 5GP pexieisrianicteryjogicaky kﬁ‘an'QU'Een@oz@P?W gﬁﬁ/teﬁ@fdr%Qa%% a separate
evice int healk | _r I and

orm nal | 5090000 nepSEpETY efeieds Ve e throigh (RO Rt Statien B 2

shal | util iphgsitally epbmpediyoserper H03 est waiohi ia intelgosed logsally behyeen pass

502) - anl” oS BoOHGIS Ve WBus OlitReniRasds et akseas sana S o

_ _ e _ I roto I 1 ows

plural ter @nto%ﬁm%ﬂt %ﬁﬁ{)ﬁﬁ%l,‘@rkﬂte'rﬁﬂna‘] BB2 Padeerh AN Rt sy tRdlghpr ovi des
ron as well. en t y 80

for registra e pass through prox receives a 15
Regi st er r euoxs80T may be hevepianate, device iaterpdsed lagicalytatst paysieallys but

Cecor di ng DSKRE BONBGHEO BT IRg 1 o haCE kAo e BR i cn
term nal s %%ﬁgp?féf)m@ &8r Wihibh avePahdll GilizafoPeRXENE8sY purfdEdsthereiat her wi se

| eaves all orwardi ng i nformation unchanged. Thus, neither the
term nab 502 or proxy 20 server 503 needs substantial nodification to work

with the | interface,. sum.n i S

associ at egTWOPﬁrag%’ha %ﬁr%@?@é’gg@'ﬁg&@%@w%g!bs‘??‘é'g@rfé‘ggﬁst resul ts
inalist Qérnﬁiﬁé@(@%id,%@@)’j‘énd 6ABPrbkyservehB08NUuskasithemstantiard &R ch t he
pass through proxy

Regi st er | ipsotocal layes phﬁ?ﬁhgﬁgﬁa&?@rﬁﬁgﬁiﬁ Er g‘le[lwgshﬁoﬁgfﬁ)@%er 503
be = rod r asevites [ telistRBR RS fohHET RIS RO BN ERENES T Lor ™
refl ect; st hr&ys@r AsjuRstsrolatteshipak dt recotdsethpasmtadtrdstaits putothesdse 30

forwards the request unchanged to the proxy server 503. This recording

permits the pass through proxy to have knowledge of which terminals are

associated with a particular proxy server 503 but otherwise leaves all the

forwarding information unchanged. Thus, neither the terminal 502 or proxy

20  server 503 needs substantial modification to work with the CTl interface.

Assuming a single pass through proxy 801 is associated with each proxy
server, recording each Register request results in a list of terminals that
constitute the entire domain for which the pass through proxy 801 would be
25  responsible. In other words, the Register list in pass through proxy 801
mirrors that of proxy server 503 of Figure 7. It should be noted that the pass
through proxy 801 should not be a redirect server, since that would cause the
proxy server 503 to not reflect the same data as that stored in the pass
through proxy 801.
30
Similarly, when an Invite message is received, the pass through proxy adds a
header to the request and then forwards it to the SIP proxy 503. The “Via”
header, part of the known SIP protocol, may be used for this purpose. The

13



Simlarly, when an Invite nmessage is received, the pass through proxy adds
a header to the request and then forwards it to the SIP proxy 503. The
"Via" hewoes/o7part of the known SIP protocol, nmay be use@cCirarsos/iigs
purpose. The 13 WO 03/ 077512 PCT/US03/ 01198 additional header added upon
the first nesitopal hoader atdad Gpon tee firsh eiasgagetfor agpeciimcalldsing sef t er mi nal
502 causes supsequent. resul.t/ ow edgenent ssages.to be transmtted

t hr ough t heéPJE8 ﬁglh'ﬂ@ rHi"B?%@??U%W?WE?E%%P%%QW%eW%@ al |

out bound ¢ HEPSRIRRtedAAYoRIHAthE AR UANORY 807T i | on
required tgﬁ%seé%ﬁiqfaored by appl | catlonsspcorrput eL%fh%l \&/lvill be transferred
t hrough pasystem prmlides thaj f@odll odthiosingdcallis¢bsp anesgagesi any status gadout bound

[ 1 t , w . . . h
So1 and |+ Roatol BRaEARRALIEN S DeThrR R BN RRIORS cBfihtal O {0 LY
through pr geyir&iitkerrd@19RVeh pasthrcudiopreky 801d0Rfs PRévidesidifule vt sfewr i ting

of normal SIP proxy software, since the pass through proxy hardware and/or
sof t war e nlye bethavpidesalisaldipe Bckrewledgepani eep\stalugimessades #t the PegSser ver .

A ; i . : y
cont ol - 1PENGRTOARY BPY Rt YLE S hHRRRGLE oo it FOL B nE ks o
remai ni ng f@pass HAGUHH _}ﬁ@kﬂr 801 MM srespes istitl al dolutiomdoesient feruirehe

applications conputer 701 to insure access to all jnformation regarding
i nboundo calrewritisgiehnprmal SH Py sefitwareasiace Hicobass Bieugh 8EPYer 503 and

Comut or 702 MR soffhaRs Medibe FpRRATd Blich Sl RanTRY 00 1 ¢

probl em i s SiPmrbry stverhe previous solution. Wen a termnal is registered
with any proxy server in the entire system a special header is added to
Its address. The "maddr" header in the SIP protocol may be used for this

pur pose. T%%@p@{n‘éﬁﬁﬁﬁiﬂﬂ?é?ﬂ%@%\ssolﬁtfmr%hit&fhrﬂf S51PsStupheshtrs her

proxy servers as Ing termnals 25 attenpt to contact the
parti cubar aval meditoringyianal teas slovinabatithere is stillkars igsuecemainidgdes. Mor e

speci fical liXbanrzjecar\]%? {)rej gpgcﬁﬁgallty?inogl%gr %‘éjrethte%%pﬂggttlonasdgér%%lsjte?afrotl t8f the

insure access to all information regarding inbound calls, such information
must pass through proxy server 503 and pass through server 801.
Otherwise, as shown in Figure 7, application computer 701 cannot monitor or

20  control such call. The solution to this problem is similar to the previous
solution. When a terminal is registered with any proxy server in the entire
system, a special header is added to its address. The “maddr” header in the
SIP protocol may be used for this purpose. The header affects the address
translation process when other proxy servers associated with calling terminals

25 attempt to contact the particular called terminal associated with the subject

address.

More specifically, the header is used to override the host address part of the
address translation process and cause any inbound call setup messages to a
30 terminal to be routed through the proxy server 503. Since all communications
between the proxy server and the subject terminal must take place through
the pass through server 801, addition of this header will cause all messages

concerning inbound call setup to be transmitted through the pass through

14



address transl ation process and cause any inbound call setup nessages to a
30 termnal to be routed through the proxy server 503. Since all

comuni cawpD®R®715¢:t ween t he proxy server and the subject t@cmusabormst take
pl ace through the pass through server 801, addition of this header wl|
cause all ressawB®! asamtieMomrgsimpbhy pud thabtdsssigf & ©rivénaly whemiitt t ed t hr ough

Sl oLy put TeQIReTS it BTG ti FaHSe QhinFond egtares. S by Braleg: | " ©
nodi fied t i K h pass through
qhmfé‘%@@g@fﬁg@%@w%amoh% H6E g%mewem@m p g

server 801 | proxy server 503. The previously defined
sol utions cause all inbound and outbound call signaling to be transmtted

th h th . .50 th h h i
H oor ot "R SRy Shara santoRE Raut SRR YRS o BBbUnARARNCL" L g
server 801,3@?@&@ o @¥hmltledaBEassh e Froky eahler &@Baand pask threuglyst em has

not altered The proxy server 503 in any substantial way as 10 to cause
rewiting giroxn804ofAsmhavin Eigere 7 esiveeithe paplieaiions aamepHebLQ1ser ver 503.

Wil e the abpve technique |nsure L hr I cess to
call setup "ﬂ&%ﬁ&égo pggs ?‘?{%gﬁd’;eﬁ%‘%{%@ E@%ﬁdg @8%'" #ﬁ§§%é§gif gﬁlgg?/ac’al SO

15 require Atpthe?dysteMIRRANS HRAGE Eid g:xgm@rwlﬂoa(m.@ny Sutsstaistia) waly, as al |
hang-up, etc.) are transmitted through the pass through proxy. In general,
the pass ttareaugs rewsing ob thexseftwarepioryersecerfiguwadon @fithe Proyy seneer

t echni quesaﬁj the present invention, add headers to insure that the
functions es?f'red to be nonitored and controlled pass through the separate
| ogi cal portion of the 20 systemthat nonitors and controls those

functions. The "record-route" header be utiljzed t sure that all
control nmesWhjedhappeye éeghniqus [Hsures ﬁ‘g?%aﬁ%mfﬁ%btpfo’&fgofgﬁ?@(ﬂ’cﬁﬁ gh the

pass thfoung]bupgfgé%m)%%g%?gr inbBEndi 3hk JutBdur eauge%ﬁ@ta%éde%sr%awéalgh t he

pass throug oes not necessarily mean at all Such nessages
shoul d dse remuoire thaicallamessages centeriiing tha<sll {@gobyby pignay, @l hargnuhe
configured vi

i nstruct ed qtg%@(;g ljdﬂltn\g?nrlt?eé ﬁanG};P{tr%’Bia%s? ’Ehr%ﬂ‘gh rp(ragxci/r. d]nrrgeesnsea}gﬁ%é Lagsnd when
through proxy 801 and/or proxy server 503, utilizing the techniques of the
present invention, add headers to insure that the functions desired to be
monitored and controlled pass through the separate logical portion of the
20  system that monitors and controls those functions. The “record-route” header
may be utilized to ensure that all control messages after call setup (e.g.

disconnect) are routed through the pass through proxy.

Moreover, the fact that the messages pass through the pass through
25 proxy 801 does not necessarily mean that all such messages should be
monitored and recorded. The pass through proxy 801 can be configured via
software to only monitor and record messages if and when instructed to do so
by the applications computer 701, such as when applications computer 701 is
operable, or to only record certain events or control others upon specified

30 triggers occurring.

The problem is solved by having the applications computer 701 indicate to the

pass through server that it should signal the calling terminal 502 as if it were
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by the applications conputer 701, such as when applications conputer 701 is
operable, or to only record certain events or control others upon specified
30 triggewe 0e0THIZ i ng. The problemis solved by havi ng thecapsbs/eavs ons
conputer 701 indicate to the pass through server that it should signal the
cal l'ing teféﬁdi‘\ﬂigg ﬁﬂgnl&&frrd ?an frma'[]‘ele dassibr@gyosarsee Pas/ ‘Geedinhags

recei ving an_ inbound ca romthe pass thr server. This "fake" inbound
call is i n@@'h!felﬂtqf“@eﬁr@ﬁﬁ?@a@n@ec%llfq%@rmﬁ%ﬂgIto lﬁt%sﬁaﬁ?wea(eitt ate where
it can li ' idBiF RABIUY s Sebsatuent a
subsequent aéﬁﬁtg{?g]utéggea Iye?tgnldﬁgﬁ%grﬁ%glterrﬁﬁnnz? 504, tu(g)escri bed below. 5
VWhen cal | i agtdcema ¢zl to3he chlksd tarsviealdiD4, ldescelbed belovhas a cal | set up to
the pass through proxy with no nedia channels. On receiving the

acknow 'dgenent to this call, the pass through proxy then initiates the

out bound | i wivardd e it Ry eall sebup kethient ended
called 10 ggpﬁcé@ﬁg?%QRﬁ?ggéghthr{)ugh proxy receives anFb

acknow edgeassthroagh praxyswite goohedigecharinels.t Opahceining thgdat e the cal i ng

termnal 502 with the n nedi hannel,, i nf.or nAL. j 4. Invite

message f oPCKRAW QSWQE%:H]'? 98%3?@95%&@'@“9@ pgg)é)éﬁ{pétd @fﬁﬁ%en%ke i nbound
cal | from apmiduirf g @Al 85 UBAA) (vislthecioky BENee) tul thel infedRledi ddlleder f or m
its normal processing, on inbound calls, typically examlﬁgl g&ﬁl nf or mati on

associ at ed pairtytb0dn NVben|the asathRpUINHEOXKIeGaiNES HHPEKNGMEIIREEEPT i |1 ed in

Thi 5 41 e e SERET Rad Moy Fpdetedng RiAlernty SOg gt REHERS ' e

cal i ng t erqadialchBRReltipformiatibatie adofHwnrvitainessage &rlthd drigindl call. 20 504 in
accordance with the techni ques previously described. It is noted that
several variations of the basic process described above is al so

Con' el at il Rindae 181ER8BL of XBKE Hhau i rdiR ptEalitf chRipBterd L, 502,

504 may ac e ce ar or sa Ite termn not connected via a 25
har dwi ie cealiagtteminab50evilhperfomk its Bucmat prateasing, orvimbolntwalliss e

standardi Z%ﬂpi(l:anlfyeerx%%in%n%nlﬂyoar%% io%nadsssé I3ted with the %Bfn%%d art(yr.m?‘We icglliﬁge art.
party information filled in by pass through server 801 is the pass through
server 801 address itself. This initial message is sent to the calling terminal
502 instructs the calling terminal 502 to initiate a phone call to called terminal

20 504 in accordance with the techniques previously described.

It is noted that several variations of the basic process described above is also
contemplated by the present invention. One or more of the terminals 502,
504 may actually be cellular or satellite terminals not connected via a

25  hardwire connection to the network. Such terminals, which may use

standardized Internet languages and syntax, are already known in the art.

Moreover, while there is an authorization process discussed herein related to
checking the calling terminals authority to make calls, the authorization

30 process may be more detailed. For example, certain terminals to be called
may implement call blocking by instructing the proxy server accordingly.
Selective call blocking from particular calling terminals may also be

implemented.
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Moreover, while there is an authorization process discussed herein rel ated
to checking the calling termnals authority to make calls, the

aut hori zawD®R/03BG1pr ocess nay be nore detail ed. For exanpl @CTaspy/en1ns
termnals to be called may inplenent call blocking by instructing the
proxy ser vexdditimullyi thegl SIP pedoedtis deficed subh detingltipleddiFheonnegiions cal | i ng

t 1 nal | ; be. inpl 16 WO 03/077512, PCT/ 1USQ3/,01198
T oy Ty SkEPuRing BPGTErit edtue IRTheRas RTEARRE
connect | On%ul% tt%ll%glﬁ?n\t@'e(fégb%aﬁ tﬁk@@?&&&%ﬂtﬁe $8AR POP/IFNESnIERABA, t hat

effectively, phone calls can take place over the sane TCP/IP
connect i on,anddhdt phss thrasgh shrvwen @0 1seay enorgar omeyT GBAPtasnnestiorapd| P

ot Encifian eealGleh SThstomalior tndeth PRTRUbR, GRAT FEALS YR8 1y i s
defined by jdifd BeRdertime $ésabichsas it Preuesitipes defmhebgdnesmRdi ment, t he

point-to-point call shown in Figure 5is so replaced wwth a conference
cal | wher eispeciiicetions.i on may be shared anong three or nore terminals. Such
I nternet conferencing nethods require that the servers conveying the nedia
stream after call set up sinply duplicate nessages and transmt themto

two or nor endinbtifsresithanddd essssdintant, the @oint-tblinthealiesheant iroFigave b iexi ting
or entering conferences by entering specified i5 codes apnd passwords, in

accor dafce raplarer ytna ceatareacr sall wherain ifoenatiommarke SHawit aWeNgechni ques
are embodi ‘?Hréen%llsr%fo}é!‘girﬁliné’\g.d Sdéﬂﬁn{é‘?néﬁ%rﬁgr&@irﬁ% ethoye re@uge that the
e | mec vides (i.e.,

machi ne- accessi nedl um i ncludes any anismthat pro
st ores and/sefvérsosneyiay thehwdiatstrean after ¢alrset2) simphsduplicatéy a machi ne

(e.g., a conputer, network device, personal digital  assistant

manuf act ur iM@SIagss anghijarrioit deemiteiwg %é?o@f&h%@rgtadﬁiﬁ%sespmg%ﬁss,

etc.). For , EF&% A MRl | ' : ifi

recor dabl e/tﬁ%l‘rﬁill[ﬁra Lelggro gg e ger%ﬁxtgﬁfgféﬂ-\t’ghﬁgﬁﬂgﬁ%&%%g@%rmeeﬁf?nddOm
access 1genmoylet RN passagnes,iin aticetdastcerveitie knewln dechopquesal st orage nedi a; 25

flash nenory devices; etc.), as well as electrical, optical, acoustical or
ot her

It is noted that the inventive techniques are embodied in software, and
may be stored on a medium. A machine-accessible medium includes any
mechanism that provides (i.e., stores and/or transmits) information in a form

20  accessible by a machine (e.g., a computer, network device, personal digital
assistant, manufacturing tool, any device with a set of one or more
processors, etc.). For example, a machine-accessible medium includes
recordable/non-recordable media (e.g., read only memory (ROM); random
access memory (RAM); magnetic disk storage media; optical storage media;

25 flash memory devices; etc.), as well as electrical, optical, acoustical or other
form of propagated signals (e.g., carrier waves, infrared signals, digital

signals, etc.); etc.

It is noted that while the above describes the preferred embodiment of the
30 invention, various other modifications will be apparent to those of skill in the

art. Different manners for interfacing the application computer to the SIP

system may be utilized. Such variations are intended to be covered by the

claims appended hereto.
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form of propagated signals (e.g., carrier waves, infrared signals, digital
signals, etc.); etc. It is noted that while the above describes the

pr ef er r edwerbodisment of the 30 invention, various other modidSovexipons wil |
be apparent to those of skill inthe art. Different nmanners for

interfaci nQVHAS EpELANMEDOIS: conputer to the SIP systemmay be utilized.
Such variations are inteqded to he covered by the clains appended hereto.
17 WD 03/ 077512 TPCT/ ASBESIOTMEANPIRS: | S CLAIMED I'S: 1. A system conpri si ng:

a proxy server to r e‘ﬁ%r‘bﬁy%@ﬂleﬁ@rﬂécévé ahatstb@h Ardt @ablader a8@reskr ansl ati on
p S

and registration of ural termnals associated therewith, 5 each term nal

bei ng capabl e oftrarestationi arat iegistration ofelershtereinalsiassociaéed fsrewht ed over a

ket switching data network, sai server . hei t dat
etwor kb and & 528 ErRBaLRc R SRRbIEAE A ERRIEb AT RSN el ' °
through whi ch i pfoldmbhien Ref wesitkerbaitehiny)Xaig hetiomndaianrory sepied 10

term nals passes, said pass through server “i ncluding a second table that
mrrors said firtsing abirectedieiasiaia nelwaigBnder ver al so being configured to

communi cate infornation to ' [ q{g}wc aid

appl i cati ons conput er? PR WE‘M%H égﬁe\agP@R&gbgﬁélsgﬁ?aﬁcon ro ag? noni t or
cal I s anpbng sai dhigighi wigith inféanhation Betiaden saidvproky sed/er and Eny sfysstiem of
claim1 wherein at l'east sonme of said termnals _ are, configur tlg nodi fy

addr esgPng i nf ort@ERNgls RaSseaUSAITiRRSSHNFRYALFANV BN INClidiNg:B secap
information to QRa{&H}&gfémﬁ&ggag’h%igig%g tﬁr%ﬁbﬁ[Sﬁﬂ?@r ﬂso B@meq'syst em of

claim1 whereinsaid pro serv pass rough server are

resi dent on the comfiguier dveoremphivate informatidmi asiyd frem ah applicaticdnsaher ei n
sai d proxy server is arranged to, receive an, afll%ress #tvv a fi rs1t formfrom
one of said terrﬁqug,er,tsgagﬁgp@t(‘@tlgaﬁ@omputer including software to at'least

control or monitor calls among said terminals over said data network.

15
2. The system of claim 1 wherein at least some of said terminals
are configured to modify addressing information to cause incoming control
and monitoring information to be routed through said proxy server.
20 3. The system of claim 1 wherein said proxy server and said pass

through server are resident on the same hardware platform.

4. The system of claim 1 wherein said proxy server is arranged to
receive an address in a first form from one of said terminals, translate said
25 address into a second form, and return said address in said second form to

said terminal from which said address in said first form was received.

5. The system of claim 1 wherein said proxy server is arranged to
receive an address in a first form from one of said terminals, translate said
a0 address into a second form, and send said address in said second form to

another server.

6. The system of claim 1 wherein said data network utilizes a
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25 address into a second form and return said address in said second form
to said termnal fromwhich said address in said first formwas recei ved.
5. The sywDeniofSizl aim 1 wherein said proxy server is arra0gasoy/e1198 ecei ve
an address in a first formfromone of said termnals, translate said 30
addr ess i ntTraaspat Guhtfob Protoeold Irtemmbt Sadtbcat (F@ISAP), @rsksald delephdné or m t o

anot her server. 6. The system. of _clai erein said data network utilizes
a 18 WO 0%AJupesA E@??'Qég@ﬁrﬁﬂﬂ@grc’t?FgL@é{?t Control Protocol/ Internet
Protocol (TCP/1P), and said tel ephone <call uses a Session Initiation

Protocol (SIP). 7. The systemof claim®6 wherein nultiple SIP sessions are
5 contai ned w t W.n a BiegysteMGH/dl@ns 6yarain mulipihStRsassiang ape oxy server

or said pass,thrqugh.server L stinguish k tipl | P

essi oné. | cantaRRO SR RssoIe  Sts Shrmrt: 2t AR ST BB Bl pass
through sergud phas tagh SERMREA distintRlish Shdhgvdd htisleSIPtdesslons. cal | is
10 authorized prior to conpleting said particular call. 9. The system of

claim8 wherein said proxy server or said pass through server contains

software to inplgnment_multiparty. c r Sani rising:
transmtting a cill imef ?ﬁtgﬁnéfr%@g'gégwf%gg] ﬁ@@&%@éﬁg&é??@d ass through
server; i n {hRARYPNSSVELINCREEE Roftdlars & detsrhliné wihettwdrizopanieakagell is
transmtting fromsaid pass through server or said proxy server a fake 20

i nboundocaldutherdzagyprierdoLompleling Saiekpartiavlasgalbi fi ed i n said cal |
initiation nmessage; and in response to said fake inbound call nessage,
initiating an Internet telephone call fromsaid calling termnal. 25 11.
The nethod of cl@i m Ifhd systeer ofasiaipt Bsvhngerasdid pirox) ser@br oasaidmasst er m nal s

registering with said proxy server and said pass_ through server. 12. The
method of dhEAUAMSETNRESQITANS SaiWaRe 9 dTPleant THERRRRCOnTerences.

15 10. A method comprising:
transmitting a call initiation message to a proxy server or a pass
through server,
in response to receipt of said call initiation message,
transmitting from said pass through server or said proxy server a fake
20 inbound call message to a calling terminal specified in said call
initiation message; and
in response to said fake inbound call message, initiating an

Internet telephone call from said calling terminal.

25 11.  The method of claim 10 further comprising each of plural calling

terminals registering with said proxy server and said pass through server.

12.  The method of claim 11 wherein said initiating an Internet
telephone call includes transmitting an Invite message of the Session

30 Initiation Protocol (SIP) through a pass through server and a proxy server.

13.  The method of claim 12 wherein said pass through server or

said proxy server translate a called terminal address from a first form to a
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t el ephone call includes transmtting an Invite nmessage of the Session 30
Initiation Protocol (SIP) through a pass through server and a proxy server.
13. The m&ohoa7mM2 cl ai m 12 wherein said pass through serveCcTarsod/eapsl proxy
server translate a called termnal address froma first formto a 19 WO
03/ 077512 PEOdda0BdlaaBtrassoibsdid addreas dhack dosaid callinigitesiohinal <3 thack to
said calling terminal or to a separate server. 14. The nethod of claim 13
wher ei n sai Rﬁi@g $¥V6lgh server 5 comunicates with a Conputer Tel ephony
Integration (CTI) applications conputer. 15. The nethod of claim 14
further conprising issuing instructions fromsaid applications conputer to
instruct said pa$4. t hThegretbed wéclaim tHwhergin saicopassoirewgh sewar| with

27 sabl ngoBBTrrRee S CarTpd TeBhnihR earsNLEd LaRREBORonc: i ons. at
specified d¢dfpgterld> 17. An article of manufacture conprising: a

machi ne- accessi bl e medi um havi ng associ ated data, wherein the data, when
accessed, results in a nachine performng; receiving comands from an

Flnct i ons:  conmtm cal Mddiios & A4 (AR Bl GEriaita ResEblc ()

convey par afi@ined=fid bpphtatithsi donsgutdr foimstrodt $4iopasaititkoaphlseradritons
conput er; and causing one or npre termnals to initiate Internet telephone
calls 15 jmopdepeneentola ellgvith gpeqified RAFaeterss manufacture of claim 17,
wherein the machi ne- accessi ble nmedi um further includes data, when
accessed, results in the nmachine performng:

16. The method of claim 15 further comprising issuing a disabling

command to cease specified monitoring and control functions at specified
times.
15
17.  An article of manufacture comprising:
a machine-accessible medium having associated data, wherein
the data, when accessed, results in a machine performing;
receiving commands from an applications computer to
20 implement computer telephony integration (CTI) functions;
communicating with a pass through server or a proxy server to
convey parameters received in said command from said applications
computer; and
causing one or more terminals to initiate Internet telephone calls

25 in response thereto.

18. The article of manufacture of claim 17, wherein the machine-
accessible medium further includes data, when accessed, results in the
machine performing:

30 instructions to cause specified monitoring and control
information concerning said calls to be conveyed to and from said

applications computer.
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30 instructions to cause specified nonitoring and control information
concerning said calls to be conveyed to and fromsaid applications
conput er . WR@3MDs0B/ 077512 PCT/ US03/ 01198 19. The arti cl ePpeofi/usasiafiggt ur e of
claim18 further conprising instructions to cause a proxy server or a pass
through server pi9.f orThe adtclmoftmaaufamwrfemfaﬂain‘n% f@rtie. corhprising i cl e of
manuf act ure of cJ aim19 further rn\'PI’ISI nﬁ nﬁtruEtlons to. duplicate

sy t

packets asdoRifugtions tqguge@aq)rpxyge I N2 PrisFaYS >pe{§% rence. 21.
The articl ¢ ghe HAGLHERMS claim 20 further conprising a 10 instructions
for inplenmenting plural SIP sessions in a single TCP/IP session. 21
5 20.  The article of manufacture of claim 19 further comprising
instructions to duplicate packets associated with a call to implement a

multiparty conference.

21.  The article of manufacture of claim 20 further comprising a

10  instructions for implementing plural SIP sessions in a single TCP/IP session.

21



