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BACKGROUND THE | NVENTION  The present invention is directed towgydpRhgs
field of on-line incentive 10 prograns, ;;md' nore particularly to a renote

i ncentive nmanpapeesds systemthat utilizes private |abel curr geyysobssor
general, merchants (e.g., proprietors of goods and services) 15 participate
in incentive prograns to entice custoners or consuners to purchase preducts
or services. Typically, nmerchants participate in incentive prograns to
reward customers for purchasiRoRERIERICERTIVIE SYRAFAGN | S geﬂm”mm”mwﬂm”mm
to confer the maxi mum benefit on the custoner I''e mnim zing

nmerchant's overhead and cost. One type of incentive program confers-a--

singl e product or service to the custoner as an award. The fre
m | e program i sBakhéxilagiNg clah 2EpddgNam t hat confers a a@ﬂ@ﬂm ‘ ““ﬁ‘l““‘
predefined benefit to the custoner. In a 20 frequent flyer ml

credit cards, associated with airlines, permt custoners to recej\&%02
frequent flyer mles in exchange for the custoner's use of the credit card.
The frequegt fBW ive prograns typically award the 0 7 APR
2003 WO 007210 7 2 custoner one frequent flyer mle for each
dol l ar spent using the credit card., The_ custonmer subsequently redeens the
frequent flyer niles eaﬂH%HmFQS‘Fmé(?’}qopW@Qé?garérmﬁgg}géﬁ@%‘h%m&é‘ﬂb’ﬁdance
with the rules of the frequent flyer mle program In a second type of

i ncentive progrpmogramsecaxiumdre paticutanty tex edmate Snientiee manegehmnk gysteen ghatst anps
for a purchase based on the value of the purchase. For exanple, if a
customer pur chag@edpritatd iBel dugfdheyg.hen the customer may receive 1,000
points. For this type of incentive program the custoner is provided with a
means for redeem ng the points. Typically, the customer may select itens
froma catalog to redeemthe points for nerchandi se or services. 10

Al t hough the catal og provides the custoner with a greater selection than

t he predeil®r ni nAg Baskeiourdipr ogram the custoners benefit is constrained to
items in the catal og.

In general, merchants (e.g., proprietors of goods and services)
participate in incentive programs to entice customers or consumers to purchase
products or services. Typically, merchants participate in incentive programs to
reward customers for purchasing merchandise. The merchant’s general goal is

15 to confer the maximum benefit on the customer while minimizing the merchant’s
overhead and cost.

One type of incentive program confers a single product or service
to the customer as an award. The frequent flyer mile program is an example
incentive program that confers a single predefined benefit to the customer. In a

20 frequent flyer mile program, credit cards, associated with airlines, permit
customers to receive frequent flyer miles in exchange for the customer’s use of

the credit card. The frequent flyer mile incentive programs typically award the



A nmerchant, when setting up the incentive program nust sel em m M;e
custoner will receive benefit fromparticipation in the inceRti % gram

15 For exanple, the nerchant may set up the incentive programw th a vendor
.or supplier wafoorzheosval ue, such as a frequent flyer ml e progPE@RJS®EIAMat
the custonmer receives a pre-determned benefit (e. g. , frequent flyer
mles) after the custoner purchases the nerchant's product. Alternatively,
t he nerchant may devel op a catal og of merchandi se for which the custoner

may 1 edeem | Ri¥ne? 8AC foditnt [1fer3RIARR Uit VB! SRfk ushECAE Lt dhrg DERAUSE the

nerchant desires to confer t I mum benefi't on the custoner, It is

desirabl e, when inplenenting an incentive program to,provide the custoner
W aw de. St oSt o e Trgudt B 358 banro bRt tokeis
PCT/i1JS99123077 3 mnim zing the overhead required by the nmerchant to

i npl enment t her uppradesiiv ecqurdapcawith ths rolgs bf thedregbontd]yer miterprogmanpr ogr ans  ar e
currently used for credit card transactions, as well as custoner

transactions performg afecandefpelGdincéntRe Préirem, HRVAMRmer ke FeBdifs net
provi des nunmerous opportunities for conducting transactions, including

el ectropic co rce. .The potential for .commerce gver .the. Internet is great
because~a usgﬁc%’tvﬁr 88‘8% ﬁé&ﬂpsﬁéswﬁﬁ%ﬁe ?38 g @’eo‘fﬁl%e ?fhtée PH’ECB?SFIet, may
reach a huge nunber of nerchants. Because incentive prograns are an

ef fective wafonexampleyHid aestomer puishases @ u0hitere, depdbe eustemenmaes, it is
10 desirable to inplenment an incentive programfor use with the Internet.

One i npl ementeativent, 000 poindd)- | Farethia egset 6 cpitivgr progiaen,t the Caudiolk ab ¥
i npl enent the incentive programon a cl earinghouse web site, distinct from

mer chant s’ i kS J [: 90, j i froma
merchant's ﬁ%vﬁe{jéﬁ{hogﬁeg}x gf@é’?ﬁ%&ﬁ%{g%@%@% i@gfégg\;,cﬂggag%@ﬂﬁ@%
transactions 15 required to confer benefit ypon the custoner. However,
directing t héeliqﬁéfemfeffor&v%?@%rf?tlﬁ&eﬁbﬂ@f%ﬁrﬁs EOIWEE"C ARdise; o SRAESS r abl e.
Furt hernore, because the incentive programis inplenented solely at the

cl eari 1 houddthsughethet dagalop podnddes thesmstoaier wathna igodaterveelectitie thpartberet er s of
the incentive program Therefore, it is desirable to provide a bal ance

bet ween al | opeAdermifedBenefi8pfogirain C MRtduSome sy Berkfit id QoAstRdfcdIo Hemk e
incentive program while maxi m zing the benefit the custoner receives for

participati nﬂmeicgtaﬂk? i ncentive prograns. Networks have been devel oped to
transfer sensitive =i nanci al 0 ~ APR 2003

A merchant, when setting up the incentive program, must select how

the customer will receive benefit from participation in the incentive program.

15 For example, the merchant may set up the incentive program with a vendor or
supplier of the value, such as a frequent flyer mile program, so that the customer

receives a pre-determined benefit (e.g., frequent flyer miles) after the customer
purchases the merchant’s product. Alternatively, the merchant may develop a

catalog of merchandise for which the customer may redeem items based on the

20 amount awarded. Accordingly, because the merchant desires to confer the
maximum benefit on the customer, it is desirable, when implementing an

incentive program, to provide the customer with a wide array of choices while



WD 00/ 21008 PCT/ US99/ 23077 4 information, such as credit infor B&tAPBRN03 r om
a custoner to a clearinghouse. For exanple, credit cards and automatic

tell er machines (ATM cards are used in a secure fashion to transfer
_financial igbaRpARison froma consuner to a nerchant via the pefadioézoar d or
bank cl earinghouse. Because the systens are vulnerable to 5 attack, many
saf eguards have been inplenented to ensyre that such transactions are
secure to prevent fraud and theft. HoweVer, these general safeguards are

po' i o Gescr i GUBPTEIME 6 oY BUICE: RURBPL urBe P B i 6o @ie] o

transfer network that inplenments safeguards and protections to optim ze a

system t hat poogramnsfers val ue fromnerchants to consuners (i. e. , in the
reverse direction of the typical purchase transaction). An on-line
incentive system providettiaedBRVS, inbéntide fard durrbtl e BledfoRtre@igr NI NG
activity to earn value fromthe nerchant. e value is 1nitially conferred

in the form qf ' 2 | ahel r I | i f] s value is
transferred %P{)ﬁﬁ%%ﬁ%ésé%grﬁé?%s ‘?’ﬁ%ﬁ%ﬁé@%ﬁ#fﬁ%@?%&é%% |F1gszj t he
consuner_away fromthe nmerchant's web site. In this way, the consuner's
focus of5 act istarey Heweyens thetInfenpet PE\Adesnrumerqus,opportanitiag farcendycling i nghouse,
the 20 consuner is provided a neans to redeemthe private | abel currency
val ue for gocerasagtionsséncludiag electromio eommizoch. "Ehd potsmifal f@rcemaeréd@vefrer chant' s
web site determ nes 0 7 APR 2003 _ WD 001 21008 PCT/ US99/ 23077 5 whet her
t he consuner L Lo I Wl t eterm ne
t he earning e&gétj?‘]\}é{nsteﬁgr ?%3%%}2;{58? odrgaé%ﬁggé {zlggt (lﬁganwoﬁ%ilﬁ%%%?tﬁggatp EIt he
merchant's | 3cati on, is_dispatched bto g clcglari nq#guse.to transfer val ue
from the mer CAGHIS BAY FEACO MU BGAITOPHOLME DANS o HYEHSS MCFRINERRRETE BNl i ty
that determ nes 5 whether the consuner qualifies to earn value is perfornmed
on the ner cham aseffpsBve WY 6f mopwasing sustemerselo pyrchasd gaods prsarvises; ds, and t he
functionality to request authorization to a clearinghouse resides on a
separ at j) r engiesirdb}€ iniplemeRadiatEifive pRigtemn . fol BseOwich Melipdiernt , t he
i ncentive managenent systemincludes a 10 value transfer network. The val ue
transfer network proviyle: 28390l ﬁﬂﬁ . alue from
a nerchant to a consu%ﬁgﬁqj%?%ﬂ% PUS &0l %ﬁﬁc\?/eg u %%ﬁé%{graéaﬁ%gvt\%ﬁ, a
request is generated, at the nerchant's |ocation, to_auythqrize val ue
transfer frorfRIeMeHHERINCENHYE PIRETAR Pya & ghqusg web Wgin ‘.sm’mﬁ?“équest i's
di spatched, via the Internet or a private network, fromthe

merchants’ web sites. For this implementation, a user is directed from a

merchant’s web site to the clearinghouse web site to conduct the transactions

15 required to confer benefit upon the customer. However, directing the customer
away from the merchant’s web site is undesirable. Furthermore, because the
incentive program is implemented solely at the clearing house site, the merchant
loses all control over the parameters of the incentive program. Therefore, it is
desirable to provide a balance between allowing the merchant to control certain

20 aspects of the incentive program, while maximizing the benefit the customer
receives for participating in the incentive programs.

Networks have been developed to transfer sensitive financial



15 nmerchant site to the clearinghouse site. If the value transfer is
unsuccessful, then the incentive nmanagenent systementers an asynclﬂﬂoAﬁRJZﬂU}
retransm ssi on node, wherein the value transfer is periodically initiated
fromthe nmervieneziéo8cati on to the cleari nghouse | ocation untiRCTAUS99/23077
transaction confirmation is received at the clearinghouse site. Also, the
val ue transfer, signed and encrypted, ig logged in 20 the formof human
readabl e text. At the clearinghouse site, authorization for the val ue

transfer is d M ne ok i Rdj_c astatus for
t he aut hori zéﬁogr%gqog" gllcé%ggc égﬁ?@%ﬁ@ @%ﬁgﬁ?ﬁlgﬁh&%a F’gb‘,gésae' r%gsrponse IS
sent to 0 7 APR 2003, WO 00/21008 . PCTIUS99/ 23077 6 the consuner that

i ndi cat es t h&xampleysregit cards and apomatia tells mashings (ATM) sards aswied ihdy recei ve
a response via e-mail. Thus, the consuner receives a real-tinme response
regardi ng t heeguzs dshicdf totth@sfeafinancial infefmationTiiem @adonsuigeraota metchameay

i ncl ude any action or response the 5 nerchant seeks to elicit fromthe

o ' § ' ’ ! |
consumer. 11 @i S%ngn% BEartIRHAREIBESERE e {yStefhs ak€ UinefiBld Yo

activity, 0 rs attention-in manner pre-defined

by the rchant. A "send" earning actiyit neral ly involves the

ner chan{? s d@Acke magy 5?‘%5“35‘%4?& ?e“tlﬁ‘f’z"é?%’t‘%ﬁtpcﬁnﬁ‘&?it% Spehy tradaedensy t he
merchant. In a "bend" earning activity, the nerchant seeks to bend the 10
behavi or of tane sexms woprevient fraudhandethefpr daledvienaticteyegenbml safeginads areAl so, a N
spend” earning activity notivates the consuner to purchase nerchandi se or

services of f gLt dcBSinMBliAd Adlhe trdmadtidie Ffont alcSndnfll #95 MBrbidnyStAsat i ng one

enbodi ment for an on-line incentive system Figures 2a - 2c Illustrate an
exanpl e of a.copsumer’ s _host digplay during.a real-ti val ue transfer
transaction ih d&é%rfe(ﬁlaﬁw %ﬁ?vﬁ’ %@%ﬁﬁgd’i"@ﬁ?n d‘F’P{emf“ r%é’é‘i’ﬁe 'ir?‘Rﬁngti on. 20
Figure 3 illustrates one enbodinent to deploy a renote incentive managenent

system at t hdeHeorkHhat mplemenss saseguapds prddprateridons to |ophimdzend SustemIthdist r at i ng
one enbodi nent for renote p 7 APR 2003 WD 00/21008 7 incentive nmanagenent
sof t war 80 opertanifog valuetfroen merohianto condvmeas (icn, in the geveeseditestion bf they di agr am
illustrating one enbodi nent fox

typical purchase transaction).

SUMMARY OF THE INVENTION

An on-line incentive system provides a means for a consumer to

15 enter an earning activity to earn value from the merchant. The value is initially

conferred in the form of private label currency. If the consumer qualifies, value

is transferred from the merchant to the consumer without re-directing the

consumer away from the merchant’s web site. In this way, the consumer’s focus

of activity remains at the merchant’s web site. At the clearinghouse, the

20 consumer is provided a means to redeem the private label currency value for
goods and services.

In one embodiment, software at the merchant’s web site determines



processing a request for authorization nessage in the renote ince:g:z’bgﬁ
managenent system 5 Figure 6 is a flow diagramillustrating one ?P%t
for processing request for point authorization (RFA) nessages at the

_cl eari nghousso bwnigds on. Figure 7 illustrates one enbodi nent mfrngsosesmt e

i ncentive managenent systeminplenented at the nerchant's |ocation. 10
Figure 8 is a flowdiagramillustrati ngs one enbodi nent for consuner private
| abel currency redenption. Figure 9 illustrates a high | evel block diagram
of a general purpose conputer systemin which the servers of the incentive
syst em of théﬁ}ﬁ@ée ‘foﬁg‘gﬂ?ri 8‘??Xﬁjﬁ§/r?8eeqrﬂp‘fa§'}?e{%¥ éjﬁﬁmf% RaRargetes gl ¢ e
enbodi nent, an incentive systeminvolves interaction 20 anong a consuner, a
mer chant, andewrmingathe egmingsastivity.guk eequept| forgethemizasionnerigingsingiatghet f or an
on-line incentive system In one enbodi nent, the incentive systemis

i npl ement ed  gferafint’ VGt ik GREAERSEY SEAMghbite 96 iRistdr vatiRerohegentive 0
7 APR 2003 WO 00/ 21008 PCT/ US99/ 23077 8 system 100 i nvolves three entities:

a consumer 110, .a rchan 20, an .ear.i ous.e 0 r._purposes of
ol tory, onRpBufie orwlee fa AP cApdriRh PO N nd R el BlapBRBE TS P

t he si ngul ar form however, the incentive programtypically supports many
consumePs andhether kg fOBSUMSR GUakfics torpaB) Vaduesis ReFfasmEd p the BETHAM’s web

cl eari nghouse. For purposes of explanation, a consumer is any entity,

whet her an i Reivetr,dpiment sérver orefisfillmont swhverhasd therfohaivhalit9Storegqueso transfer
or confer value. A nerchant, as used herein, generally refers to any entity
that desires £, AL . C i,n gﬁ%@ O -.ai n

behavi or or g&l |O%f§t5§; ZB&/?A%&?RSE%%&@?S&%@&? I’SI rel n,r}glglgileotl%és\eﬁ%‘?leaenti ty
that 10 redeens consuner val ue, conferred by the nerchant, for services or
goods of suppPa@gEnentselyeheral, a consumer earns or receives val ue, or
private | abel currency, froma nerchant, and the consuner subsequently
redeens t he val ue forlmoungiembhediment; \the ncentive mimageherdsysigndodedesian a
preferred enbodi nent, the 15 conmunications to support a val ue transfer
from thg ner GARBirahder AtbwérRN THERiIue BRGTEMRIWVOIR PRIRIY seb@@MBIERBIDY t he

consuner, occur over the open Internet. The "Z" shaped doubl e headed

arrows, s ho%%u 5 EB ?i;,ié?fell valil€ f‘rr%nea Pﬁe‘rgﬁing ?‘E/ gf%gfgs!um%i? MR8 b Ve L e

Internet. Al val ue ansfer an

value transfer network, a request is generated, at the merchant’s location, to
authorize a value transfer from a merchant’s account to a consumer’s account.
The request is dispatched, via the Internet or a private network, from the
15 merchant site to the clearinghouse site. If the valne transfer is unsuccessful, then
the incentive management system enters an asynchronous retransmission mode,
wherein the value transfer is periodically initiated from the merchant location to
the clearinghouse location until a transaction confirmation is received at the
clearinghouse site. Also, the value transfer, signed and encrypted, is logged in
20 the form of human readable text. At the clearinghouse site, authorization for the
value transfer is determined, and a response message that indicates a status for

the authorization is dispatched to the merchant. Thereafter, a response is sent to



redenption of the present invention is described in conjunction with 20
communi cation over the Internet, any form of comunication, such?a®#Ra003
direct tel ephone |line connection, nay be used w thout deviating fromthe
-spirit and ¥QRAY2¥P8 t he invention. 0 7 APR 2003 _ WD 00/ 2| BgBUS99/23077
PCTI US99/ 23077 9 I n one enbodi nent, to receive value, the consuner 110
surfs up to a web site of nerchant 1206 and the consuner 110 enters an
"earning activity", specified by the nmerchant 120. As described nore fully
bel ow, the etieron@mee thavintlivatestiie starwk ofithe amholimition irequest. Thé consumet he
merchant seeks to extract from5 the consuner 110. Once the consuner 110
has conpl ete i It t i hant 120,
val ue for thfe11 gg‘r%ﬁﬁﬁéggaﬂca: o\?}ﬁ@g/xl s%?ﬁarﬁ@grﬁg %%ﬁ]él}t ﬁé&eﬁésr%%g%l{fﬁééo to the
cl eari nghouse 130. Thereafter, the consumer 110 may contact a web site,
support ed byTaSReNSE|TegHd 1H§H&f§§‘1tl@§ ¢ Valug g@B¥RS-val ue for goods and servi ces.
As described nore fully below, the 10 consuner 110 nust performa one tine
aut hori zati on to redédm tireingakarvitat mahenchdaranyghctime ot A@spohise thecent i ve
system consists of a plurality of nerchants 120 who are association with

the cleari nghan$Enildts thi2iitie Adhiihe chh@nir] 1abSe Eﬁ’a‘%@ﬁu&éﬁ"trﬁ%ﬂerblﬁnf‘m bound

to a specific redenption item such as frequent yer mles, bound 15 to
a specific ca th this s ste rrer ne, rn val ue from
i fFer ent - morieRtna “ondh ebik ETAT e 1 E T UERbrdines aﬁ9 Ui deposi ¢,

and subsequent redenption, of the value at a 5| ngle repository (e.g., the
cl ear i nghous @1a88¢y) pre- -defipad byntbednershant. t hd “send))earming mctivity geherbidy
currency, is nmeasured in points, and the consunmer 110 redeens " X" points of

the private ipbbles2f MUfChRNTYCkDE fonthe AoMUMEr 0f sendrinforRation dEstd oduct s.
The use of private | abel currency system of the present invention prow des

a vehicle fo A PR
5003 VIO 001 2050E° ﬁ%ﬁ‘?‘%@g @233%1}& %mpmr%?ectl \éﬁi ﬁép%raﬁg%w{"o "i“&“e‘es of the
merchants. If an. incentive program uses curre ( , cash or credit),
then t#@ cond E‘F?é’l‘o’%ﬁfgthie(?&&?"l"iﬁr é%@é?‘%’ﬁ’ieﬁp’eéﬁlﬁf”’@éry%’e‘z‘ﬁéﬁ?mww APt e, a
nonetary value for the value transferred fromthe nerchant to the consuner.
For exanpl e, “Spend” camingnastivity ouitivetss thencensuinac énpinahase merchandise or

services offered by the merchant.

BRIEF DESCRIPTION OF THE DRAWINGS

15 Figure 1 is a diagram illustrating one embodiment for an on-line
incentive system.

Figures 2a - 2¢ illustrate an example of a consumer’s host display
during a real-time value transfer transaction in accordance with one embodiment
of the present invention.

20 Figure 3 illustrates one embodiment to deploy a remote incentive
management system at the merchant’s location.

Figure 4 is a flow diagram illustrating one embodiment for remote



5 program one dollar of value for every one hundred doll ars purchased,
then the incentive discount is readily understood by the consume(g RPRLIS03
the use of public currency in an incentive program exposes the pricing
policy (e, OwoogRtoghase price mnus the amount of currency gatxgshhiers
directly to the consuner. However, wth use of private |abel currency,
which is |ater redeened by the 10 consuper for sone other value, the
nonet ary amount conferred by the nerchant to the consumer is not readily

evident, and thus the pricing poli Céq of the merchant, ':ls greserved. I n
general , the 'BfEEVE AR “ﬁgflfg%%P e, the mesefant's [Qrafien.y o) ue earned by

the consuner at one or nore nerchants. As shown in Figure 1, the 15

cl eari nghouse 130 is Eigunt €1 is @ flow diagpdm edisttadg ooe i embadément afor

rel ati onship between the suppliers 140 and the clearinghouse 130.

Speci fi call V. plob@sRECAT 1efBlpUse Aifbraddie(Medied N el YeHéte| AbGliveUr rency
for some form of value provided by the supplier 140. For exanple, the
consuner 110 may redeem the private | abel currency for frequent flyer
mles. In thiQaEBERENSYS® e supplier 140 20 represents an airline, or
airline coalition, that awards frequent flyer mles to the consunmer after
t he cl eafi nghouse | 30Figuzeist ds 91 ilemd diagrare ndlpstrgtingh ong upphadement Afor(e. g.
airline provider) . The consumer 110 may redeemthe private | abel currency
0 7 APR 2003 prodkdifl reddéd Sor ot doRRDHZRAMA/(RIFA) inessagedlat theddedingi@lsse, such
as cash, cred?t, tangi bl e goods, services, etc. In one enbodi nment, the

mer chant 120 io | eari nghouse 130 have a prearranged contractual

rel ationship. Specifically, the merchant 120 purchases val ue or private

| abel currency, and the cl e,;a\ri'gn house 130 rrai ntains a nerchant 5 account
that reflects the ampfHUIHf/ JHVBIEsPRf HPOOEPCHeplc RantemAs MET’MEbed nor e
fully below, as the consuner 110 earns value froma nerchant, value is
debi t ed fr om mhmagementtsystemampementedan thecmexthantts fooatidne consuner account
under predetermned rules (e. g. , conpletion of all phases of the

transacypon). The cl egghRIRUSR W Bgrath SBusttiAg Shd EnbodiRR WRbndmfeeunt from
whi ch the consuner, 10 through a redenption process, transforns value into

goods and/orh@g{a\{é GBS cﬁ;reﬁcgpx@hér? t§onl40. Figures 2a - 2c illustrate exanpl es
of consuner St displays durirng a real.-tinme value transfer transaction in
accordance wth one enbodi nent of the present_ inventign. The "Z shaped"
l'ine indicates comunfFigs Hllugiriss ahigh joyebblogk diagram ghagReralgNERRser ' s host
to the merchant's web site. A consuner, utilizing a web browser, such as
Net scape Navi ¢ahmrterosysfeincinowbich the pdreersraf the indemtivg System af be preasrit’ s web
site. In sonme way, the nerchant's web site invites the

invention may be implemented.

15
Private Label Currency System:
In a preferred embodiment, an incentive system involves interaction
20 among a consumer, a merchant, and a clearinghouse. Figure 1 illustrates one

embodiment for an on-line incentive system. In one embodiment, the incentive

system is implemented as an Internet incentive system. In general, the incentive



consumer to
display at t
earning acti

and/ or servi
site; bend t
defi ned way;

S99/ 23077 Ing
activity, th

t hen the ner

i s operabl e,

t he ner chantprobRem t
prok sgdg

t he cl eari nghouse 1

the trapsact
response nes

enter an earning activity. Figure 2a illustrates an @ER)Z@K
n

he consuner's host that invites the consunmer to co

vity 20 at the nerchant's web site. As described nore fully
-bel ow, an e¥O102¢00ctivity nmay entice the consuner to:

pur chBSEUNEHUE s

ces; lend tine to a predefined activity on the nerchant's web

heir behavior in some pre 8§ ~ 7 A PR 2003 wo 00i 2i 008 12
PCTI U

or send informati on about thenselves to the nerchant.

fn SO0 GUITRE thréd Eftitieb N CAREHEEN 18] Shcane 186 Mg
mer chant notes that the consumer entered the earning

Syst om (i queaiehobE 1300 £ Rl Gl ol EpubEhy beXall 37 2ol e

chant notifies the consuner host that value wll not be earned
at this tinecl¢asinghnusecarenrefgrred o \(n tthe singulapdormyc ehaweayer.ntindpeentiye system
and the custoner conpletes the earning activity, as defined by

(

notify the 15 consuner that the value has been earned (e.g.,
congr at ul at i wasfaoor dufer edueed\ wrerehant, .as ukedihérain, weeeralte wfsrs itmadgne val ue

transfer net
cl eari nghous
pendi ng veri

system provi

work (e. g. , the network between the nmerchant 120 and the

@llg?ﬁ@ib@ﬂ% i oadiudterd ah€ g stiants) an@widyanvalad i on to
igure 1). If the 10 cl earinghouse 130 aut hori zes

o i SRR S RabRah e R Bafrord o pR S 3y e B Tor

merchant 120 notifies the consuner

t he

110 that val ue has been earned for the

ear ni ng act i a4yt §atity; whetkep pn individual pr dysinpsse kemwhish @ merchant desigstse to

Gty that s LB ArGRRTWHHe 16° aNrlstingf] id NRhaKER Y6r Wniay DE ear ned

cation t

t the earning activity an sunmer conply with
redetermned rules or .critefia as shown in the 20 exanple displ.a
Igi gure 2c. Aehayiongr raﬁf%ﬁyby&tcﬁeémgﬁé e’e%wg‘er?lﬂeg?nﬁ’i%rﬁ“i V’é‘tﬁﬁ’ﬁgg

des, with respect to the consuner, a "real-tine" response to

i nforml0 0 7redggmeoosumer orjuz] gogerat byt mesdnnt, far sanecesoersgneds ofis to t he

status of the earning transaction. Accordingly, by providing a real-tine

response to

15

20

dupplié@nsuner regarding the consumer's val ue

In general, a consumer earns or receives value, or private label
currency, from a merchant, and the consumer subsequently redeems the value for
goods and services via the clearinghouse. In a preferred embodiment, the
communications to support a value transfer from the merchant to the consumer,
and the subsequent redemption by the consumer, occur over the open Internet.
The “Z” shaped double headed arrows, shown on Figure 1, denote bi-directional
communication via the Internet. Although the value transfer and value
redemption of the present invention is described in conjunction with
communication over the Internet, any form of communication, such as a direct
telephone line connection, may be used without deviating from the spirit and

scope of the invention.



earned, the consuner receives a greater sense of satisfaction when
participating in an incentive program and is nore likely to parti 8i7pHRe063n
addi tional incentive 5 programs. In one enbodi nent, the incentive
_managenent syaoEmoof the present invention processes val ue opcpuosesaset | abel
currency transactions as nultiple phase transactions. The use of nultiple
phase transactions provides a rational gnodel for debiting value fromthe
merchant's account. In one enbodi nent, value 10 transfer includes three

phases: authorizatiog, o ﬁ@%wﬁne@n@ %&Uﬂ?ﬂgé%e C&&hh@glt%as ;{&h rization

phase, the clearinghouse term nes t’he mer chant i cient
credit (e. g. val u Co t e transactjon. the secpnd phase,
capture, act%%(?b F‘l‘eaﬂa"éfcq’é‘f‘t % G’é(; CPPSUMET Oteﬁ‘éﬁrf'r%rl‘ 8 &MY ount i nto
the consuner's account. The | ast phase, charge back, permts renoving val ue
15 from a copscified' by thecmencharitf120s ubs elgsaritted troore Helly dplowr, ehe bharsizg
circunstances arise that invalidate the transaction. In general, the

cl eari nghousgy{fPhafatikieng b¥l?a|vib‘r‘ otrraaﬁﬁtye{nenh@@ﬁ.ﬁu Qe @t BRRLZRGHON.

capture, and chdrge” back. Accordingly, although the clearinghouse conducts
real -ti hgorl zat | afq to de Slt val u to t ‘ﬁ‘g suner.s account, val ue
is only® ulti HECAPPREB AL, r%’(‘fc f%uﬁlgﬁ F‘S %"@5 o"rHEe At e and
charge back phases of the transaction. For the authorization phase t he

i ncentive neRathensatisfasyioncoh dizemarchants 120.a velantien the camingu petivity oisensur e
that the consumer is valid (e. g. , 0 7 APR 2003 WD 001 21008 .

PCT/ US99/ 230tfamsfetrediofiomnthe migralhant 128 t6 ¢he elestivghobirel 308l Thereafturdibet
determ nes whether the nerchant is capable of conferring the value. In one

embodi nent, é&s%%}??@%af&% CAP Wb &R onE&‘E%'tHéch gﬁoﬁé%‘@%‘?”t system
all ows the nmerchant to vi‘ew ransactlons etePmnaticon as to

whet her the val ue, i ousl transferre fromt count to
the consumer™4eeBy gr §ods qnd psgFviess eSF‘Fb h%‘%" kbe%%t ity is
based on a consuner urchase t hen the msrchant capture and charge back
phases10my bemnswnesi lslﬂenmstpenfcbm aen¢ [imgruithdrizatiomtoaredéeonthe valoat theed with a
purchase (e.g., a credit card transaction). For this exanple, if a dispute
or charge bagkarfifphbidect80M th the credit card, then the nerchant would not
capture 10 value Tor transfer to the consumer account. In one enbodi nent,

to inplement the cap e‘%n&’e%%@a){%e% ‘dSn%;s?% bf Q%ﬂr@t&%@pf}%b&ﬂ&l fmdTEr

account after a predéeterm ned e nerc ant explicitly

voi ds the transact on. econd enpodi ment to i lenent t he capture
phase, the n%Fé?FQﬁ@“%‘bWHE“& ghonse 10 TAgensrel, Hicdutaie, b ol SuFFEeYgenent
systemto conmt the value transaction (e. g. , debit of the nerchant

account and ismetibdundfto &ispecifmrrsdamption dtenn, such. as Tequanp flgerenilesa orbeunde back in
t he

15 to a specific catalog. With this system, the consumer 110 may earn value from
different merchants, who participate in the incentive program, for deposit, and
subsequent redemption, of the value at a single repository (e.g., the
clearinghouse 130). In one embodiment, the value, or private label currency, is
measured in points, and the consumer 110 redeems "X" points of the private label

20 currency for “X" amount of services and/or products.

The use of private label currency system of the present invention

provides a vehicle for merchants to implement incentive programs while



i ncentive managenent system the nmerchant executes an additi onal
transaction to the clearinghouse to revoke value fromthe consuner ﬂg.Apg.sz
void the value transaction). 20 The "earning activity" for the incentive
program may Wet0@d®8any 0 7 APR 2003 WO 00/ 21008 PCTI US99/ F3L¥74S9983077
activity or behavior that the nerchant seeks to extract fromthe consuner.
in one enbodi ment, earning activities ilclude events that occur across the
entire consuner relationship cycle, including the introduction of relations

bet ween a consuteBfingthé priciR SR of Ahe' meflanteaTNAMfheafive/progradmugdsves the
consuner 5 lending sone tinme and attention to an activity sought by the

merchant. The_ |l en r ni YRRV i | Vi that ,requires
t he consuner cp‘ggpgﬁggét’tcg%} ?(P)Iﬁ}e%ﬁé)t’ t#e%rccﬁ%ﬁ’g& 'ﬁ%?reggggﬁféewgmﬁer chant
may want consuners to read an advertisenment posted on a _nerchant's web
page. A "sendonggpanthycaetlatg; aymonajay waie fos the yalugeranstarerdnigomnthér mat i on
10 about thenselves to the nerchant. The nerchant may desire to award val ue

to consuner s ricythadt ®Aahecasimen Forekimplé,if & Ronsueer réceiveonihuat ingBritivet
research. For exanple, the nerchant nmay request, for a send earning

activitys th t r i r.ences,

t ast es, Sdenogkoa%ﬂlﬁ bgﬁ orn%% ?%g?hgrtegéﬁl@é/{l\ﬁ? ﬁll-e?gﬁ g%frsﬁ@k%&ggé’%l ?/’e referred
to as a "bend" earning activity, is used by the nerchant to change the
behavi or of ANCEHHEE FEOUREGS r@@ﬁﬁr}f“@f’“gmgalﬁ{twnﬂég‘?rre S,atigretHose
custoners who use an on-1line banking service to conduct bank transactions.
For this examppbH¢ d¢urenoensanincergblespriograch @npeses e pebingi policyf (@ggonsuner
by enticing the consunmer to use on-1line banking services 20 instead of

using a live é)hfdhh%pﬂc%ymfxﬂﬁ tReimNRY oPEurfiRRhRed) dire2fly b kR nshef. educe
overhead, a delivery service may want its custoners t0 place orders through

pCT/ Usoor 230 S PR U8 BL pBYTe dpoel bl SENh Fiple? rédedbah e

"spend" earning activity, involves a nerchant that rewards consuners for
pur chastthg  consumer for some other value, the monetary amount conferred by the merchant

to the consumer is not readily evident, and thus the pricing policy of the
merchant is preserved.

In general, the clearinghouse 130 operates as a repository of value

earned by the consumer at one or more merchants. As shown in Figure 1, the

15 clearinghouse 130 is coupled to the suppliers 140, to indicate a relationship

between the suppliers 140 and the clearinghouse 130. Specifically, the

clearinghouse 130 transforms the private label currency for some form of value

provided by the supplier 140, For example, the consumer 110 may redeem the

private label currency for frequent flyer miles. In this example, the supplier 140

20 represents an airline, or airline coalition, that awards frequent flyer miles to the

consumer after the clearinghouse 130 transfers hard currency to the supplier 140

(e.g., airline provider). The consumer 110 may redeem the private label currency



products and/or services fromthe nerchant. For exanple, a rrercgl?né Pﬂ\ﬂ
award value to a consuner based on the dollar anpunt of the con PR 2003
purchase. 5 enpte Incentive Managenent System Deploynment: Figure 3
-illustrates woaoerodi nent to deploy a renpte incentive nanagefgRéoSystem
at the merchant's location. The renpte incentive managenent server 315, and
software operating thereon, is charact ﬂi zed as 10 "renpote" because.the
functionality is inplemented at the nmerchant's | ocation, and is thus renote
fromthe cl earinghouse.l qcatian. For thi.s i enentation, the nmerchant 120
(Frgure 1) i oy HHCTPE Shlifhi st eorblih BbE TP s Bhosc B [ ve
managenent server 315, a transaction |log 320, and the nerchant's firewall
325. | n addition, sofkneneembedineny tbe merchanethanst clearinghowser \38rhage0

conmmuni cates 15 with software running on the renote incentive managenent
server 315 Vigpréarfa@gssedhricatal alkibahip aspeoificanp) the aiidrokanp 00 pasthadet er f ace
(RFA- API) 310. In one enbodinent, the nmerchant's web server 300 and renpte

i ncentive ma - r a g ' tion via
a local ar ea%ﬁ&g?ﬁvﬁg@%ﬁul én%ﬁéan%dnﬁgt&@gﬁg?@rus% EQOW%@%@@&?S al so
shown in Figure 3. The clearinghouse is inplenented through a consuner's
account Ser vaceuut Heh Efleggshe @P@&Fiogdﬁwﬁé‘gﬁi%n&ﬂm‘ﬁémﬁha Geseribsdr ver 340,
mer chant's account 0 ~ APR 200 WD 00l 21008 ~ PCT/1JS99123077 17 dat abase
350, and t he mérednlilynelows as thercenminier33H. eatfitsevahenromes mevdhani, vakiedst s Wit h
both the nerchant and cl eari nghouse, is represented by block 330, denoted

as the consur@ﬁi&d'fp&r@&@ﬁera%?mu&hm GeditdPRafe k&mmertae&%{'@o%ﬂ W th

arrows, connote an Interface over the Internet. The consuners Internet
access 330 5 co ni.cat e ver the Lnte t, to the nerchant's b server
300, as wel | PXOREINES @it dp - neomRIRHON 6 oll phasss 45 4B TRaseniay). 4ZBE | ped
fully below, the value transfer network invol ves comruni cati on over the

| nt ernet bet wisgringhiouser SRwlse maigaing 4 venspmanarsourit remrwideh gescoasumerne
cl eari nghouse incentive managenent server 340. 10 As shown in Figure 3, for

t hi s entpdi nekiongh Aaeddmytiongiradess, trdnsforink @alue imoegdads @and/oy Seividea @€ ment

systemis inplenented on a server (315) distinct fromthe nerchant's web
server 300. Isgg}gélfgg {4pn, a nmerchant nmay have several web servers at the
merchant's | ocation, and one or nore web servers may conmunicate to the

remote incentive managenment, sgryer 315 | F’SO e alter ﬂat ive,1l5 enbodi ment,
functionality for the BHEEAR] %mﬂmﬂ Qgg?'ém‘ﬁeé PShshplAyS dugos
a real-time value transfer transaction in accordance with one embodiment of the
present invention. The “Z shaped” line indicates communication over the Internet
15 from the consumer’s host to the merchant’s web site. A consumer, utilizing a
web browser, such as Netscape Navigator or Microsoft® Explorer, “surfs up” to
a merchant’s web site. In some way, the merchant’s web site invites the
consumer to enter an earning activity. Figure 2a illustrates an example display
at the consumer’s host that invites the consumer to commence an earning activity
20 at the merchant’s web site. As described more fully below, an earning activity
may entice the consumer to: purchase products and/or services; lend time to a

predefined activity on the merchant’s web site; bend their behavior in some pre-



renmote fromthe nerchant's | ocation. For exanple, the incentive ﬁz grrent
system may be inplenented as part of the paynent and fulfill nment 9@% B In
anot her alternative enbodi ment, the nerchant's web server nay include the
‘renot e i ncenVPP¥28hagenent system software, and may direct| YPEIMSR%AL e
20 to the clearinghouse incentive managenent server 340. However, running
the renote incentive managenent softwarl2 on a separate server than the
merchant's web server has several advantages when inplenenting a renote

incentive  WEAAAlWAO0Sr dehdTRiOBARHEBN AbARY SHetiBelves o hEmetoRkh PCT/ US99/ 23077
To inplenent the functionality of the renote incentive managenent software,

oS Sesert bed el v, ok RPRRS G AT % SR SHOOR, .

nodi fications of the nerc b~ server s ware

5 exanpl e, transactional software, which inplenents conplex transactions
such as el ectheoneEchyn meiesdbat @FF@W“F@&GPWE@? the sREnnghertivity, ard veriies' s web
server software with entirely new software. The partitioning of the

mer chant' s welle sparation SOfhewrentoté hecenivedinanagenrnt syseenidBRYeBNt IBSever 315
is avery different solution for inplenenting conplex transaction
functionalit : aﬁ% ' I I | I agenent
system sIg hom¥rllcgﬁtll—"%%ﬁlr e %ﬁgy%%égﬁgﬁfﬁéé%, Sﬁ%&\}é??%%gﬁarﬁgéh%ﬁ%sgﬁ% ni mal

software running on the nerchant's web server. 300. . .The renpte i ncentive
managenent s &PRFEmeRhast &%Yaé%wﬂ PRlbe carmesi gt this time for &he earpme @ClYIY- partiti on
bet ween the nerchant's web server and functions 15 associated with the

i ncentive sy iftherincéntivg erapagdment bystene iscopemabls, andishs eust@mer congpletes the

vul nerabl e part of the overall perineter security of the nerchant's

conput er Syskﬁ?ﬁn]g_':&ftiv I RO A& b§Afié! mdr¥hand {hismu@!rﬁercmsgmtegai n Figure
3 as nerchant's firewall 325, is inpl emented to nonitor and limt entry

onto to the rchant's h. server 300.. The serv diui sion. bet n the
merchant' s V\g%q“%% rsfgrr \?E?f’%%ﬁé‘hemr g??otc}eeapﬁ@é%’f? S@Onéﬁle%‘é t s@?@ r all ows
for a clean partition of liability between the nerchant and the
cl ear i righous €leasinghosse d3P cautharizgs $be GraNsaction dakresnonse dirthe geauestefofer chant ' s
web server due to a security breach, 0 7 APR 2003 _ WD 00/21008
PCT/ US99/ 230 guthdrezatiteg nhdn @hvisporisy makdape BQendrated amhsehhe the aesnthavel2fanagenent
system due to the sinple
Thereafter, the merchant 120 notifies the consumer 110 that value has been
earned for the earning activity.
Figure 2b illustrates an example display response to notify the
15 consumer that the value has been earned (e.g., congratulations you have earned
value). If a failure occurs in the value transfer network (e.g., the network
between the merchant 120 and the clearinghouse 130), then the consumer is
notified that value will be earned pending verification that the earning activity
and the consumer comply with predetermined rules or criteria as shown in the
20 example display of Figure 2c.

As illustrated by the above example, the incentive management

system provides, with respect to the consumer, a “real-time” response to inform



interaction (e, g. , one APl call) between the nmerchant's web serv&gﬁo
and the renote incentive nmanagenent server 315. Thus, the renote i i NG
managenent server 315 does not conpromi se the security of the nerchant's
web 5 servemyobdzebeh a security breach does occur, the poi npcpis@nkiy oOr
break in, as between the nerchant's web server software and the renote

i ncentive managenent software, is evidgRt. If the incentive nmanagenent
software was fully inplenmented on the rchant's web server, and a security
break in or gecurity breach occurred on the nerchant's web server, then the
i ncentive 10 ?fa‘é\é%@ﬁtaséiﬁf‘p&é%“%ﬁ thfe e2ming; Wsa?tmé‘ttﬁﬁzﬁor@%iy’r sults in
breach of the nerchant's perineter security. Furthernore, the server

di vi si on al | pmsidinga neal-¢imentespansg totheconsunygrtrogardippithe ¢amgemerimvalueesi de i n
the renote incentive nmanagenent server 315 because the server 315 is not

part of the @&l (RIOnERhG re@ives @ P#edtérysebe b QtiSREEINAMhenS phidiephiigh. 15 The
separation of functionality between the nerchant's web server 300 and the

renote incentive nmanagenent server 315 further. al | ows r t.h rchant to
Ul Ty def | menafandERBar e 0 S more gt 20 PRl hul deelBES o c han
fully inplenments the functionality to support the earning activity on the
mer chan®' s wBIWESMSer 300. In this way, the nerchant solely deternines the
20 conditions for which a consuner earns val ue through the earning
activity. By all ow ngntdae efoditmen, tHednéantive/magupement syhiem & khe prgseact i vity,
the incentive managenent system provides the greatest flexibility to the
nmer chant . %}Q&g 2 ! ﬁﬁpé)di ment ,
t he nerchant iﬁgexg%tx sergsgrggglg ?r r@%@%ﬁ%’gﬁgﬁ{ \/S\/l%'?@&z#e&}lfe&ﬁ%te I'ncentive
managenent server ,software via the RFA-API 310. In neral.,wihe A- APl 310
is an appl i cHERBAINS0 gt Bintsefdryitele PhAsS ERRSAGHAnS 0‘8 afafiopal mrodel \\epy
server, that the nerchant's software 5 calls to start a val ue transaction.
The RFA- APl forl debiting valua fram ithermesehant s 'acequahs da tang rembwdinessn, valee
merchant's web server 300 and the renote incentive managenent server 315.

The RFAQAP| ghf¥érdfdudel ¢hred piiasés® auetivrization, (daptubs, 388 Thare bieke DR
merchant's web server 300 and the renpte incentive nanagenent server 315 to

conmence a v %5 I g@ 0) fén j naRd ook bel ow, a
call to the @ﬁ%g%( E,;E E&%{hﬁéé’?rﬂeersg an gggetc\i,\ér ef#l%i gni F‘?és: grﬁ{‘#{t/lhg a
consuner into the merchant defjned earning activity; and the comencenent
of a val ue t Puffisieat credityiend s valugh tQ, Sommit 9{\9 T8 5“5&%6‘191%590%cause t he
RFA- APl is conducted over a |ocal area

phase, capture, actual transfer of value occurs from the merchant’s account into

the consumer’s account. The last phase, charge back, permits removing value
15 from a consumer’s account if, subsequent to the capture phase, circumstances
arise that invalidate the transaction. In general, the clearinghouse implements the
value transfer phases of authorization, capture, and charge back. Accordingly,
although the clearinghouse conducts real-time authorization to deposit value into
the consumers account, value is only ultimately conferred to the consumer

20 pending the capture and charge back phases of the transaction.
For the authorization phase, the incentive management system

executes fraL-i control procedures to ensure that the consumer is valid (e.g.,



network, a |ess secure transaction between the nerchant's web server 300
and the 15 renpte incentive nmanagenent server 315 is required than 37 R 7003
transaction that pierces the merchant's perinmeter security. The RFR—AM3 ?“Q
- ported acr o9 082108le variety of platforms to provide maxi nuRCTIUSRYBTIty to
interface the nerchant's web server software to the renote incentive
managenent system software. 1n one enhadi nent, the RFA-API calls support
calls fromany progranm ng 20 | anguage, such as C, C + +, Perl, Java, etc.

I'n one embodbnRifer q@difR8 teREMCAIRLe) and helctch@RRE WHBHSY BleGRRrchiif renote
i ncentive managenent system executes rules that define certain 0 7 APR

2003 _ WD 00/ 21008 PCT/.US99123077 21 paralreter or the ning activity
(ir. e. , earlﬁfai?@aﬁf?ﬁ%f?’?ng Cegyuc. 2‘1‘88“9%6%9‘%'?’?%1% ;W?Iﬁgﬂea?ﬁp%ﬁy rul es,
executed by the renote incentive managenent system facilitate the

merchant' s iphaieethe incgniivnmaragernent sysampliaws the erchantito siew Wansaetiansng
activity. For exanple, earning activity rules, when executed, may inpose 5

l'inmitations ghfke o aekmiiniich 280 WREtheQns valRE, Srevidadly tradtirefrbm @ern val ue
in a manner desirable for many types of incentive prograns. In one

enbodi r’?nt ' xﬁé}&aﬂﬂc%&ﬂ{atto %%or?s%ln%?ﬁcc t,fr? faﬂé €%t 8@%}2%{)? E%erea gk Lher eby

customzed thé 'use © he“earning activ rules. Tn Fement ati on

for a renote incentive nmanagenent 10 system a "ninting engine" is executed
at the consAGeYity if Rasgd @8ragonsMr PHreRass Jheh e meerplant etafid chafigét i onal i ty
to effectuate a value transfer froma nerchant to the consuner. In one

enbodi ment , Yablephdsas inag ber@nsisteniswitly tHeviamancialitransacrions akdoeiacdnsither ' s
conputer. In operation, the consunmer enters an earning activity, at the

merchant ' s Wcr&isé ?f.gt Op QAR é@!ilﬂ&nﬁarcﬁéﬂ)t. thFﬁﬁ§@5?:{?ﬁplé‘,5ifdae§EﬁﬁtQ%l above. 15

| f the consumer qualTties, the merchant ‘enabl es the ‘consuner’s mnting

ine to begin the value transfer fromth hant ' t toth
Consurrer s BBk SFRuEh PR Firat cBils IRB B eraptotodd paf KRR anc er

request to a clearinghouse to effectuate the transfer of value fromthe
mer chal t o valug foptrangien to thoconsumer aesatidi nent , the i ncentive managenent
system i npl enents 0 ?~ APR 2003 WD 001 21008 . PCT/ US99123077 22

I Egct ionality for a uplone émbodimherit, netinpldmdnnrthe gaptanf ph@ee vaperiat i ng on
transferred to the consumer account after a predetermined amount of time unless
the merchant explicitly voids the transaction. In a second embodiment to
implement the capture phase, the merchant sends a confirmation to the incentive

15 management system to commit the value transaction (e. g., debit of the merchant
account and credit of the consumer account). To implement a charge back in the
incentive management system, the merchant executes an additional transaction
to the clearinghouse to revoke value from the consumer (e.g., void the value
transaction).

20
Eaming Activity:

The “eaming activity” for the incentive program may include any



renmote incentive nmanagenent server 315. Figure 4 is a flow di agr@rcp PR 7003
illustrating one enbodi nent for incentive managenent software op aAti r;lg at
the nerchant's location. Prior to executing a value transfer transaction,
“the consuneny@iberg@san 5 earning activity on the nerchant's pepyuseyder, as
shown in block 400. As shown in bl ocks 410 and 420, if the renote incentive
managenment systemis operable, then it;§yecords the consuner's entry.into
the earning activity. As shown in bl oc}<s 410 and 430, if the incentive

managenent system i ot abl e h t i.s notified that val ue
Moot be” Ag eflar HBE IR g il ' EpRR AU ey IR g ne
enbodi ment, the nmerchant's software determ nes whether the incentive
nmanagenent sg¢BYbegimentosamilsy activitics uigplude Cyents tthatt PCURRATGS®| the £NHeH oper abl e
i ncentive managenent system may be a result of the renote incentive

managenent sebongimelielaionship cieiw) . inclidisg thei inireducaah lof trelafidr’ betwedrea i ncenti ve
system provi des feedback to the consuner, such that if the renpte incentive

15 managenen S r Kigh .Qﬁnﬁ-f? r she
will not ear tﬁoﬁlﬁfgr%gra g%?r%’%@t’i énq%r}dﬁt e egr%ﬁg %gte{v\e;étt@éﬂle%sp@e?m tial
call significantly reduces the probability of failure in the val ue transfer
net wor k Sy i gngmettinie and AUeriing {aAn ACHXIY SuEhhEh HigeReitiatter IR lend 5 j s
initially operable. If a consunmer is allowed to conplete the earning
activity wi t eeringwactivitygmai anclidecanyoacsivite th@ requitds thetconsrmirvte lead ue f or
the earning activity, then the consuner wll be dissatisfied with the

i ncentive progegibn asfwé]gnemm. rEGaEmbR, HREmERASH TRy whit&onfirhédho Check to

determ ne operability of the renote incentive managenent server 0 7 ~4PR

2003 _ WD 00/21008 PCT/ US99I 23t0 7.23 31%m er rribts a graceful shutdown of the
i ncentive pr5 3 ANETERTHN RONCH B AntS gfwﬁ d’&?’é‘ 4, the incentive
managenment systemwaits until the consuner conpletes the earning activity.
When the consumer confl éandsearmiag achivity wyokes tho censumengendingdrfgrmatieni fi es t he
conpletion of 5 the earning activity as shown in block 450. For exanple,
t he mertthant abewt themedesse verméerchanndThe aresciant may dssitenotaare aahe ng
activity, and this step verifies that the consuner conplied wth these
Ul es or Condhhdufiss fof'h séid heihf bRkl 3 ordel fo ARIMBARANEKRELIER. Fopocond
call to the incentive managenent systemvia the RFA-API as shown 1 n bl ock
460. As shown_in FI Otgxk 470 he incentive 10 ﬁﬁana enment .syst mcheat es a
secure requesFAPBe: JOF FRCTGIAR JPaY, BHaUEYy (RFFA) SRed g Ahv Y‘t’ea@ﬁt} @i nent,
t he RFA nessage is processed for transm ssion over the open Internet. In
addi tion to ¢pasumergcampeletsck sirweRMNAt iealudesepreferrnces clastes, véemestapiierent
systens | ogs the RFA nessage in the transaction |og 320

information, etc.

15 A third earning activity, referred to as a “bend” earning activity, is
used by the merchant to change the behavior of a consumer. For example, a
bank may desire to award those customers who use an on-line banking service
to conduct bank transactions. For this example, the merchant seeks to change the
behavior of a consumer by enticing the consumer to use on-line banking services

20 instead of using a live teller. By further way of example, in an attempt to reduce
overhead, a delivery service may want its customers to place orders through an

on-line delivery request form.



(Figure 3) as shown in block 480. As shown in block 490, the RFA{Eﬁﬁi@i IS
1~ di spatched over the Internet to the clearinghouse. Figure 5 i
diagramillystratigg one enbodi ment for processing a request_for
-aut hori zati@?oﬂ@l@gge in the renote incentive nmanagenent sys‘EéWSW}:’W

di scussed above, the renote incentive nmanagenent system operating at the
merchant's location, creates a secure HFA nmessage 20 (block 470, Figure 4).
As shown in block 500, the renote incentive managenent system generates a
cl ear text message réqfmuth sategory ofakarming agip/fityy refEmpd golasl 2 Sspendever al
fields for RFA nessage. 0 7 APR 2003 WO 00/21008 24 5 10 Merchant m
Sequence # [@hgnStRiPniAIBVEOR rhé2chR YRt BWardebnSRRGY TBF pirchadid | Address
Aut henti cation Token PCT/USQ9/23077 The merchant identification (>D} field
uni quely identifies the merchant. The sequence # field _stores a nunber to
order or sedU8fids ﬁﬂﬁt‘/PF R r%é@%&%&%ﬁgr %g))r(‘gﬁ%rpgf,e, MF’icﬁ?‘g A nessages
may be transferred for a value transfer. Wth the sequence #, the

cl ear i nghousairdh¥adwg foacconsimrydsasonstbe dellarmpuntgf thescansu@enpyrehashe ori gi nal
sequence of the nessages. The date stanp, resolved to the nearest second,
reflects the time the nessage was created, and thus uniquely identifies the
nmessage. A pronotional ID field identifies the particular pronotion for

whi ch the vaye Das.heemearned. &b BBl Lenyt he cl earinghouse to track
and record i‘nf'ormatron regardi ng vari ous pronotions that a nerchant 20 may
run. The RFA nessage furtsgj'-l i ncl udes an anount gﬁgrded to the consuner.
For exanple, if the BIEWHPSINSREES QG P 19 d8RIQY eI TETROLE ARGEALEVE t hen t he
anount awarded is a specific anpbunt of points. The consuners e-nmail address
i s al so i nclmalsagesent lspitemhet che amerohimt!s docation ne CElgs aemptendnceativeenpt t o
contact the consuner. The last field shown in Table 1, the authentication

token 25 fi ghghagRiieil S2GerSIIE a'ixﬂ@ofﬁfar@%?@ﬁﬂh'g CRdrbSH) is Rhh@tRAr&Hady the
consumer, to bind D 7 APR 2003 WD 00/ 21008 = PCI/ US99/ 23077 25 t he

net wor EO ! denlrér}lgw.%ufgg the HRe %ﬁz?ht& % i?np?eoxﬁe':n?eld at ﬂl%nr%é}c){an?fs ltocba io%?QE Ter.

is thus remote from the clearinghouse location. For this implementation, the
merchant 120 (Figure 1) includes a merchant web server 300, a remote incentive
management server 315, a transaction log 320, and the merchant’s firewall 325.
In addition, software running on the merchant’s web server 300 communicates

15 with software running on the remote incentive management server 315 via a
request for authorization-application program interface (RFA-API) 310. In one
embodiment, the merchant’s web server 300 and remote incentive management
server 315 are coupled at the merchant’s location via a local area network
(LAN).

20 An implementation for the clearinghouse is also shown in Figure 3.
The clearinghouse is implemented through a consumer’s account server/database

335, clearinghouse incentive management server 340, merchant’s account



The incentive managenent system encrypts the clear text RFA nessage as
shown in block 510. In one enbodi nent, the incentive nmanagenent Bgsﬁﬂ’ﬁrﬂm

i npl enents private key cryptography to encrypt RFA nessages. 5 Although the
incentive nenGe@TBRt Systemis described using private key cpanusarsphy,
any algorithmthat encodes or encrypts the RFA nessage may be used w t hout
deviating fromthe spirit or scope of the invention. In a preferred.

enbodi ment, an encryption technique is used that optim zes security and

speed of the cr WelaJ AN . I e i is.maximzed while the
over head 1o SRR TS AR fle Fearichfiose 3Gl 15 CTHE hasolg ) M, "D Vot
key cryptography, a single secret key is used to both encrypt a nessage as
wei | as decrm%@%hwg@g%‘.mﬂﬁa@ag Quse pi§ FERIBsCRES Wr‘?‘ﬁ@lbég pegoted used
when there are a | arge nunber of users. For exanple, to encrypt a nessage
bet ween a coastheesnsandrsdntetiet hanss, Fhepdhbishapel diyies; nymiingedphigh asposisem woul d
requi re excessive key 15 managenent due to the | arge nunber of potenti al

consumers. ~Thgud gﬁl}(iﬁtyemxe BUAPHRONARNN, AHECohRrIiteRRe GXREUISS TOr e

qui ckly than p ey cryptography algorithns. wever, private key

cryptography introduces key nagenent. prob| e t hat do t exist in public
key cryptogr 8%9‘.‘m4cﬁteé,n°‘(e1*ié%nﬁ}t?@eﬁﬁgﬁéﬁﬁﬁbmgn?}sﬁ'&ﬁewqfﬁ& At wel gt ativel y
few nerchants in relationship 20 to the nunber of consuners. Accordingly,

t he key nanagerentunprodsceunt iserverdditabast 336¢ adis deschibedkBly tetow . gbe valed vy

mai nt ai ned by only the nerchants and cl eari nghouse. 0 7 APR 2003 WO

001 21008 26 ReAriSRMW3A0AToIvEs BARmMARRIGON BV thd ferkVietwden (B fmod t he RFA

nessage, are stored in the renote incentive nanagenent server 315 (Figure

3). The renote incentiv rye j is.isolated fromthe
peri nmeter seé‘tf?"tf‘g? %@%ﬁ@%&gﬁ”mgs&ﬁcﬁé%%%fr%kh‘égsocvﬁﬁ%gw “gaé‘ﬁ%f’r%enpoc ation
to maintain the secret keys. 5 As shown in block 520 of Figure 5, the
renote i ncentfyer 3f‘é)magenent system signs the encrypted nessage using a
signature key. A digital signature technique is a well known technique to
aut hentlificat e a nmessagas shasvniia Figiré 3 kfoovhis embadiimért athe Samgniahalite forgheler i ved
fromthe specific nessage, as well as the nerchant's secret key.

Speci fical |'y rerhfi6 inkERtA mAnsbettichbystind Raiipidnckbdot Q,@a%xcgﬁﬁfdi&t}f& the
nmessage originated fromthe nmerchant, and thus the digital signature

detect's any Lauper ingoh§ 08, TSP5D. 13ldlRh, HHGCRGE YRy ShouStnl Mo oPen

web servers at the merchant’s location, and one or more web servers may
communicate to the remote incentive management server 315. In one alternative
15 embodiment, functionality for the incentive management system is implemented
remote from the merchant’s location. For example, the incentive management
system may be implemented as part of the payment and fulfillment system. In
another alternative embodiment, the merchant’s web server may include the
remote incentive management system software, and may directly communicate
20 to the clearinghouse incentive management server 340. However, running the

remote incentive management software on a separate server than the merchant’s

web server has several advantages when implementing a remote incentive



As shown in block 530, the signedl encrypted RFA nessage is dispatched to
the cl eari nghouse over the Internet. In one enbodinent, tw 15 prﬁ @?ﬁzm
are used to transfer the signedl encrypted | ZFA nessage over the | :
‘Because the WPAWREY8ages are relatively small, a UDP prot ocoPCEASINBTLed
to transfer the RFA nessage. The UDP protocol is a highly unreliable
protocol for transmtting nessages overigthe Internet. In a second

enbodi ment, the http protocol is used to transmt the RFA nessage. The http
protocol, 20 M@&H&{g sg,ﬁg‘ﬁi res higher overhead, is generally nore reliable
than the UDP protocol.” Some nerchants may only support a single protocol to
reduce the conplexity..in i ntaj n.ng. per.i er security. For these nerchant
| ocations, the 07 K@W‘&aﬁﬁém_&%ngtﬁﬂonﬂﬁ@ggttwm ?%‘d??‘af%qub pr ot ocol
may be used. If several protocols and ports are supported at the merchant
site, then mabfiwaicnianglescribed heecipepn the merchant hwebnserypn a0, ssignifiermt orres nor e
difficult. In one enbodinent, if the renote incxntive managenent system

does 5 not rer&difi€atidng 8PtHE MEichAntds FES Ve Soffiege aivaldbe fiquirede Fokhe renote
i ncentive managenent systemrepeats the functions in blocks 520 and 530 (e.

g. , re-sign encr i e sage to
t he cl easf i ngﬁeé%\gglebt@@rszy C{&hgﬁIsmgﬁg?ﬁﬁgﬁggﬁzpaé%gggﬁn%%& %g{scigggovm in
Figure 5 the renpte incentive managenent systemonly repeats the function
in bl ock 530 CASEtrPPicH FUBBECENS: rRftanh Eeqyirgs FERlaEp the merehant's aveth JBBEEe over
the Internet. If the renpte incentive managenent system does receive a
reply from t heftelamawithghtitede new veftwiate. | Ths pardticiohing of aitd mercham’s web
transaction |l og 320 (Figure 3) as shown in block 550. In one enbodi nent,

the transact igRel §igh @iﬁphﬂe%ﬂbfksm@édtiv%i%ﬁé%&g%r(réx%%%ﬁhkﬁ%ﬁﬁc#i&é%%occUr in

the incentive system The transaction Is a | e text

log to allow ap adminjstrator to nual |y review.incentiye syste
transactions .SOR*HQ“ f?ﬂ’f W@Em?’&”%%p‘{‘ﬁ% QQE%F%‘?P t‘@ﬁgtya?tet\ﬂg i“ﬁ%&&“g‘ﬁd
encrypted so that there is no possibility that a | og nessage will be
resent ,1& her dbsatiorec &or rihe tineentine umanagemente pystenprshowe inakigueeadnithg
activity. As shown in block 560 of Figure 5, the incentive managenent 20
syst em r esponfirchiaat’s Web bava B0 requit® Misifial &ftved humaing drethe Gnerchagts
program, with a response to the RFA nessage. Figure 6 is a flow diagram
illustrating hment for processi ng RFA nessages at the

cleari nghousy{bg%cgﬁggq As D ~~ APR 2003

The remote incentive management server 315 implementation allows

for a clear and clean partition between the merchant’s web server and functions

15 associated with the incentive system. In general, the merchant’s web server is
a very vulnerable part of the overall perimeter security of the merchant’s
computer system. For purposes of security, a firewall, designated in Figure 3

as merchant’s firewall 325, is implemented to monitor and limit entry onto to the
merchant’s web server 300. The server division between the merchant’s web

20 server and the remote incentive management server allows for a clean partition
of liability between the merchant and the clearinghouse. For example, if a

security break in occurs on the merchant’s web server due to a security breach,



WO 001 21008 PCTNS99/ 23077 28 shown in bl ock 600, the cleari nghouseoﬁemiz\ms
the RFA nassage via the Internet. For purposes of explanation, the

cl eari nghouse processes are executed on the cl earinghouse incentive
_managenent seoverio®0 (Figure 3). As shown in block 610, theEgswiznghouse
incentive systemvalidates the nerchant's digital 5 signature on the RFA
nmessage. In general, this step includeg executing an algorithmto ascertain
whet her the RFA nessage had been forged, altered in transit, or damaged in
transit. The,cl earinghquse.i.ncenti.ve system al sq verifje hat. _t he RFA
nessage was H’S’Pﬁ%ﬂ:’t@g’ﬂy qogg:giqpetgeexg_em . ’?ar{aﬁgmﬁﬁ&yﬁggéigﬁzo sBPteady been
processed). If the RFA nessage was previously processed, then the 10

cl ear i nghous étdrstient¢.ge adld hetweps theraerchant's avebrsgrer 800 rad theccur r ed.

As shown in block 620, fraud control procedures are executed. In one

enbodi nent, Rte iaEativeo nafRhint GeAREEB 0 Thaydteonémek Bicempaures: 1)
procedures derived fromcontractual terns between the nerchant and the

cl eari nghouse; an ) | Skl r

transacti ons.ﬁfﬂ%eﬁﬁxgt S%’S’%??%%@%é%&%@%@’g%@g S(E)@ﬁ¥ gﬁ%‘%@%@@%‘ﬁﬁ éw;b whi ch are
dictated by the nmerchant, detect violations of rules that govern the
transfeP of Ve If Sueh & Seraie preagihdocs geHT) Eie ROMY OfSRENQRDIGHEYR, S nit t he
amount of value conferred to a consuner; |limt the amount of tinmes val ue
may be transbawead the merchastsreweb aexet i softtvatchend othel remdteeidcbaiveray be
transferred to a consuner. 20 These roles are nere exanples, and the

mer chant myngﬁigeﬁfen@@aft@%swaﬁagnﬁ. f@&héﬁk@éﬁﬁ@%ﬁnagémén?@@@&%&'v@z{k as fraud
control procedures. The stafistical fraud control pfncedur~s detect
abnormal trapsactians, 0 7. APR 2003 WD 00l 21008, PCTI US99/ 230.77 29 and
they are not ﬁﬁ,@rwéﬁgxegtﬁgcqnﬁhg_mggyan § D TV Seu %%r aldd®cont r ol
procedures may detect that a single consuner is earning a significant
amount of vabesarifyr breagh focesrsed onethe rasehantis twebn serverprdhen ther insentivfe t i ne.
Statistically, such an activity may identify fiaud or abuse to the overall
i ncent ige sy giagiBenfent Woithare Mma@beDpeinObf hitick thhtaesulaf inf fresch 60 fier Of
procedures includes detecting value transfer froma single consuner from

mul tiple mer ﬁ%@ﬁ%ﬁ@baﬁiﬁ@é& %Qairgg' YEdHermaie thd Q&Vef@vgﬁdwsﬁém&d in

Figures 2a - e‘incentive systemprovitles a real-tine response to the
consuner) Therefore, one inportant. aspect. of inpl.enenting fraud, control
procedur es i Sefhant i oroferts ‘WBWgWh’tchlgeyér{Bi‘fnfeSﬁF nd f)rISE’gEesH‘fﬁmf‘ferre
required to execute the fraud control procedures. In one enbodi nent, a

bal ance i s smanagrmentiserveedld bacausg tisusarvenBly isaned pad of thsl ouerquesignaters execut ed
during the real-time processing, and the response tine

of security at the merchant’s location.

15 The separation of functionality between the merchant’s web server
300 and the remote incentive management server 315 further allows for the
merchant to fully define the earning activity. In a preferred embodiment, the
merchant fully implements the functionality to support the earning activity on the
merchant’s web server 300. In this way, the merchant solely determines the

20 conditions for which a consumer eams value through the earning activity. By
allowing the merchant to fully control the eaming activity, the incentive

management system provides the greatest flexibility to the merchant.



associ ated therewith. For exanple, the incentive managenent system may
bal ance the results obtained fromexecuting fraud control proced ﬁP\}'l“ﬂ?!
against the IS anount of tinme taken to execute the procedure. raud
-control proc¥aE880%etect fraud (e. g. , abnormal behavior), PF’ﬁ’é’ﬁ”tf%@”

cl eari nghouse incentive systemgenerates a digitally signed and encrypted
response nessage that indicates detectigon of fraud as shown in blocks 630
and 650 of Figure 6. Alternatively, if fraud is not detected, then the 20

cl eari nghouse incent qr\/eoﬂs&ﬁmﬁgﬂut o5 amgy@laﬁm@sgeﬁrgé}@@}ctgogg,ag@mﬂ t ment
to debit the nerchant's account and credit the consuner's account the val ue

f d t he RFA h ks 630 640. .Th 0 7 APR
2005 Vo oGomBEBCRe FiRgEs borae ETBYE BRSO e ST e g e

utilizes the merchant 1D arid the authentication token fields of the RFA
message to dRBAtAFhAE16er bhganeral dberRFANMPEHEi is ahapplessioneprogmoount . As
di scussed above, although the authentication phase is executed at this

time, post siglepthée)Whidhirud drvthé therchant’s WaPsaHver, ARd e MERRaMBCFwar@®y S5 occur
to reverse the transaction. As shown in block 650, the cl eari nghouse

of 11olfs oI 1 SERER ek ehaaioR, G ORF KA AP Band &\ e sshin® ° "

enbodi ment. Sequence # Merchant | D Tine Status Code The cl eari nghouse
i ncentive sytsansagtioncbeguersr e anerpkant’s spel servar 392 gad theareataineenaves equence
nunber for the sequence ~ field. The sequence nunber m mcs the sequence

nunber cont ahiRdemént shivedFiA. Mke KPS API peovidesaha tihk kdsepatasothd precesd ai ned in
t he RFA nessage, uniquely ident~es the correspondi ng nerchant. The tine

field i nser U edipli Al s WRAYKRA 308 HRAN0AASS nSREA Hand Binchi'®

response nessage e status code fiel |ste In cat es a
status for the c ondi n SS . In one enbodi nent, the

cleari nghoussér‘feﬁgégt 5%'“ ‘g@rﬁad%g?%s? UZACRD-f our status codes. A
deposit succeeded status 0 7 APR 2003 WD 00/ 21008 PCT/ US99/ 23077 31 code
i ndi cafl®s that the valsudisqussedshere fullynbelowi, oncalhso cearRiFiA-ABI,(by the |, the

merchant software, signifies: entry of a consumer into the merchant defined
earning activity; and the commencement of a value transfer to deposit value in
the consumer’s account. Because the RFA-API is conducted over a local area
network, a less secure transaction between the merchant’s web server 300 and the
15 remote incentive management server 315 is required than a transaction that
pierces the merchant’s perimeter security. The RFA-API is ported across a wide
variety of platforms to provide maximum flexibility to interface the merchant’s
web server software to the remote incentive management system software. In
one embodiment, the RFA-API calls support calls from any programming

20 language, such as C, C++, Perl, Java, etc.
In one embodiment, as an enhancement to the incentive system, the

remote incentive management system executes rules that define certain



mer chant account was debited and the consumer account was credited). 0 APR 2003
second type of status code indicates that the request for authorization has
been denied due to a condition detected in the fraud control procedures. A
.thud type 5 wib mhasogs code, which al so connotes a deni ed aut pefrjusas/zzomn
status, indicates that there is insufficient value in the nmerchant's

account to execute the transaction. Anppdditional type of denied status

code indicates that the consumer credential, as identified through the

aut henti cation_token, i,s Insuffi.ci . Eor . ; e ;aut henti cation
token, whi SRR fog % MK dcdfi T -nﬁ%*h%xa%ﬁgﬁim@%%ﬁen?%i Bverity
the consunmer is the person or entity that the consunmer purports to be. In
one enbodi neRarning actity daulepgersaated bl e rempete d9cendys MaBageent S ¥eMat i on
regarding the transaction so as to conpile profiles regarding transactions
i n the i ncenfficiigatp tieohéethant'oimpixashton 6ff fanetionalityl thardefigbotieeaptiafi | es, the
cl eari nghouse may generate information identifying a type of 15 consuner

that partici : i aﬁn’ﬁ’% ¥ Qﬂfﬁe‘n. Vi Lol S by the
mer chant . Thgaté edn%ﬁﬂ%&g{glyﬁ% ge g?ig{l{gpgg%sfi es %gce!r:‘g%g’ gﬁ?%ﬁants to
indicate the type, of consuner that is attracted, to. particular types of
ronoti s WIS SR RORTLS Gp SISO SR Iq 6o oo 115

cl eari nghouse incentive system nmay generate numerous types of profiles. 20
Al so, as showmnner desitable 65 Many typesopfrince6tive pregrameain nghembedimengrthe ve syst em
digitally signs and encrypts the response nessage. In one enbodi nent, the
cl ear i nghous gnd PR rlay QeleHSHIAER Hildsl toZRforde, IMAMRIENCaRioNRz&IIRAIRY ol gori thm
0 7 APR 2003 WO 00/ 21008 PCT/ US99123077 32 to encrypt the response nessage
with the nerchant's segcr. tmfey. However, any algorithm may be used to
digitally si El?ﬁe %"ﬁﬂ‘“&ﬁ&%‘@t He response nessage. As shown in bl ock 660 of
Figure 6, the clearinghouse incentive systemtransmts the response nessage
fromthe clearinghoust Restkari mplementaionsforet dpmate insertiveomapsgamant e
Internet. At the nerchant |ocation, the renpte incentive nmanagenent system
decr yptH) t he sysaponarintimsagie) isexecutdd atabe sensurheresint gemerl] the mhintihg y of the
nmessage through analysis of the digital signature as shown in bl ock 670.

The status ofentile pEBGHRR idnaGivaa kit atus
code, is recggl eg or Iogigeefc\ilﬁ?% n?ﬁlgqt :eg%gﬁe;cte{agﬁh{eggﬁg%g?fdggﬁ% Eas shown

10 in block 68Q. 1f the A nessage enerated iLn e asynchronous
et r anarm ssi 4 HRSABSHTEEe ST GTPORRFRh B BER Ane & TGt Sieon
asynchronous transaction is renoved fromthe asynchronous transaction | og.
As shown in [heedusyng;s COppUice nki peraionihe CoNSHReRRUeHs AN c3yMBSAtHalY vers a
nmessage to the consuner to indicate the status of the transaction.

at the merchant’s web site, to earn value from the merchant as described above.

15 If the consumer qualifies, the merchant enables the consumer’s minting engine
to begin the value transfer from the merchant’s account to the consumer’s
account. Thereafter, the consumer initiates a value transfer request to a
clearinghouse to effectuate the transfer of value from the merchant to the
consumer.

20
YValue Transfer Network:

In one embodiment, the incentive management system implements



15 In a preferred enbodi nent, the value transfer network of the&ijg@p;@ye
systeminsures reliable transfer of value transactions. As discus’s ove,
the first call to the. RFA-API 310, initiated after the consumer enters the
-ear ni ng act iWP0Y2108hsures that the renote incentive nmanageneMCTAEIYVRINT e.

g. , server) is operable. This procedure mriimTxs systemfailure by
indicating to the 20 consuner, before ©QRe consuner conpl etes the earning
activity, that a failure has occurned. Al though the renote incentive
managenent s A i it i Ng the
I Rt e R S i

PCT/ US99/ 23077 33.managenent server tQ.t cl earinghouse . ( .., an

I nternet fai [P U?wﬁ’dfg il a TS Swerr?gﬁeﬁﬁg%ﬁz rléfi?g)ﬁ’e‘%ﬁ%%m ﬁluﬁ@at’rngsponse to
a consuner, as described in conjunction with Figures 2a-2c, is the
synchronous pelembddimens for inegntive inanagemeny seftwareopsrating ot the metehad'sr eal - ti ne
response to the value transfer, then the 5 renpte incentive nanagenent

syst em ent er SocatiorA SHidi6 eR@uting & vhRB IR GandiBEsh, tho c@RifekatettRON
operating in the asynchronous retransm ssion node, the renote incentive

managenent s e 2ner at n,J i niti~at i ve one
enbodi meant, %%‘Iinwfg] z@ﬁ@ s@e‘rﬁg %éggg&%ﬁq’ %gu%:hc%;gg\gﬁgh% 4?9 ég‘(se%: O#’gd due to
a failure in the value transfer network, are signed, encrypted, and | ogged
in an asynchibblegks 4100 420 Hrihe senotedncentye manggsamaRt AYSterREyOpeRbihiges
| ogged in the asynchronous transaction | og are signed and encrypted to
prevent the tmauithetordsdhd eoqsamieny entryREw thesaaagjag .actPety. odiscshiowy, int he
renote incentive managenent server 315 initiates transfer of an RFA nessage

on 1ts own ThidRY Acdnd¥B0, ff Ye AIGHDE RanddenteliPsys@in it oferdBE, a e netvork

is attributable to I'nternet, ere i ncent’l ve nmanagement
system resends the RFA sage periadicall [,n, one. enbodi nent, when
operating i n@ﬁ%‘%%’&%&%ﬁ&ﬁ% Yﬁ‘t’? 3&1@%’@5 %%ﬁ”ﬁ%%t,tﬁfsfu%e F‘?Iﬁg%e%mﬂﬁnt of
value is transferred to the consunmer, then the incentive managenent system
sends al) e- mactivitges bugpe ¢rbadimentc tbaumerchaat’s sofiwarg idgtertimes wiiether thes been
awarded to the consuner. As discussed above in conjunction with Figure 2c,
if a network ific@htive/iRantiSefer® §ftim i diRrabRNEIHUER aicall finthe RIFRC ATHIALA Hed-ue Wi | |
be transferred pendi ng corrpllﬂailce cgvi\?th the incentive 0 ~ APR 2003 WO
00121008 PCTERBAARGAry ety QY s B chdyP B rdste U7 > HHE RGhVe

node attenpt |

retransm ssi o

management server 315 being down. This initial call to the remote incentive
system provides feedback to the consumer, such that if the remote incentive
15 management system is not working, the consumer learns that he or she will not
earn value for completion of the earning activity. This initial call significantly
reduces the probability of failure in the value transfer network by insuring that
the remote incentive management server 315 is initially operable. If a consumer
is allowed to complete the eaming activity without warning that the consumer
20 will not receive value for the eaming activity, then the consumer will be
dissatisfied with the incentive program. Thus, with regard to the consumer, the

initial check to determine operability of the remote incentive management server



successful, such that the renote incentive nanagenent systemrecei tﬁs ﬁ
response nessage wth a success status code, then the asynchronous APR 2003
retransm ssi on node transaction is renoved fromthe asynchronous 5
_retransm sswago@ee | og. If after several attenpts the val uepdyaqnstsrrri s
unsuccessful, then the nerchant notifies the clearinghouse of the val ue
transfer via alternative neans (e. g. nmeans ot her than nessage

transm ssion over the Internet). This notification, via alternative neans,

insures relighilit f the val r [ nder this condition, the
renot e incenﬁg\,pgrwgtﬁgtfg%%ﬁfl sg‘g}t;é?gfx}'oig@é ﬁgsnt{v%é)v?g sactions to a permanent
storage nedi um Through use of the permanent storage nedium the

transacti ons may be #Satiorer feblock ‘&ﬁeOch@Fq fg et gncentivec maragamerthy si cal | y
transferring the permanent storage nediumto the cl earinghouse.

Accor di ngly, sylske iwaienintiV @hs yehsimed fcomipetey Gresiminpvtivitpn Wheretiur es
reliable service to deposit value in a consuners account. |In one

enbodi nent, furt Eriifl LaRkl i t wor k,
the renote i%o@g%r\/c@ﬁhlﬁeﬁéégfégm nt é%}é{%et&d %’%ﬁrﬁiﬁgr%@#ﬁ%éﬁgﬁ&ﬁ%&@ﬁti ve
system 1?eri odi cal lly execute "ping' transactions. For this epbodi nent, the
renpte Pncentit\FaTTHAR AGRYIBHRS e Black delf-c dior p*aBRYs the Meshaydnay o 20
execute the ping transaction, that tests the conmunications |ink between
r enot e i ncenimpose sesemi eoelitiorsyartreles andhd eening @ariving and $kEs step oatifiese syst em
At a mininmnum the information, associated with a ping transaction, is
signed and g ife ARRRIODRCANiR ARS8 niGT4\5088R0 A R3S erBsioRtR], and
includes a tinme stanp to identify when the nessage was sent. However, the
message may include an araneter ... |1 f..successful ., the rempte i.ncentive
management s?g{‘%ﬁ? r?@‘&@ﬁ}{t@gé sgcg'ldg?f’éldloaﬂ’ﬁ 1 ’3‘/’51’%@313@%3%6%"%&3%
cl eari nghouse_incentive system which also includes a tine stanp to

i ndi cate 5 WREA-ARE as shpwhsia hlask A0Rt . Asi sHomay iny blacked 70e dhiesntingy i ncl ude
any paraneter. Al so, the clearinghouse incentive systemnmay initiate the
pi ng tn@nsacinamdgemEhe sysiemt@edtescnbiwe pamageive poirg yautionizations(REA)g at t he
nmerchant's | ocation, nay be adm nistered renotely. In general, any nunber

of functi Onsmeﬁﬁéé.aiﬂ‘i)ﬁ@e&xﬁo&iﬂﬁnﬁQﬂ(})kFAi meg%a%é ig?rBPdQ%%Pﬁﬁns%Ms%i&nm may be

remotely 10 admni stered. For exanple, renot mnistration may i nclude
functions: to t he transaction.l.og, to date soft e for the renote
i ncentive mﬂ%@ﬁ%ﬁ?% FE- ﬁ%agmga%wﬁﬁ%%s%ﬂ e&%c’g%@ﬁ%“ﬁ ogr ans,
to update the I P address, to change the frequency of the pi ngqgoi)erati on,
etc. In one aeEYE mapagemenksystemstlogs e R A messagn ag dedmnsaplion 2.y

adm ni stered fromthe cl earinghouse,
(Figure 3) as shown in block 480. As shown in block 490, the RFA message is

15 dispatched over the Internet to the clearinghouse.

Figure 5 is a flow diagram illustrating one embodiment for
processing a request for authorization message in the remote incentive
management system. As discussed above, the remote incentive management
system, operating at the merchant’s location, creates a secure RFA message

20 (block 470, Figure 4). As shown in block 500, the remote incentive management
system generates a clear text message requesting the value transfer. Table 1 lists

several fields for RFA message.



15 through use of software nming on a server at the cleari nghousemlﬂpgllﬁ%
7 illustrates one enbodi nent of a renpte incentive nmanagenent system

i npl enented at the nmerchant's |ocation. The nerchant web server 300 is

. shown coupl ¥ $419%e i ncentive management system 400, whi ch AGT/GH&/23077
enbodi ment, conprises a separate server. As di scussed above, the renote 20
i ncentive managenent system may be inpl2dnented on a single server. In one
enbodi ment, the nerchant's inplenentation on the nerchant web server 300
includes a CA program designated asTgh1700 on Figure 7. However, the ~
7 APR 2003 WD 00/ 21 008 PCTNS99/ 23077 36 functionality for the nerchant's
web server 300 may be i nprememtedusTg NSAPH —1TSAPtJ1and ot her simlar

server side scripting techniques. TMerdhantollz | i ne, which terninates in an

arrow, signifies that the program 700 runs on t he|merchant web server
300. In general, the CA [program 706eg¥Rictdes three 5{basic functions.
First, the CAd program 700 defines all parameters ass¢ciated with the

ear ni ng Activi ty, includilng verificatd® [P conpl etion of the earni ng
activity. The CA prograny as a second .gn@i on listed in block 700, calls
the renote incentive managenent roftPHeEYHY a requesi for authorization
(RFA) to transfer value tlo a cons Ay in Figure 3, in one

enbodi nent, the 10 nerch AHdun Ayl the RFA AP 310,

shown in Figure 7 in box 310. AsnsdmeryESedilaley®s t he| RFA-API 310 is a hook
into the software of the yermote— imma-s rert—system 400. As a third

I CTiTutl O LELLAAYZ LML EA'A Ilﬂ.llauCIIL—,IIL \
basi ¢ function, the CQ p\r ogr am Althefliiicigibayfokéresponsesl results to the
consu%(see Fi gures 2a, ; ; A >h coupl es the web
server O to the renote incentive 15 managenent system 400, may be a
networ k connection over, a | ocal area_network For this enbodi nent, the

mer chant f ul I5he; mprcBagiridentification S field unipvelyi igpntifigsythe merianteMiRant web
server 300. This inplenentation permts the nmerchant to naintain a

custom zed wabquente# field soresyal mmmber tongrdeher sequence immdtifle REogressaged.f a
merchant, prior to inplenmenting the incentive program has functionality on
a web page t@&l&@ﬁbie,%ﬁﬁpreonm HASIRRS ffdy elteMsfeRd T8¢ £ VAR tafger. ol y

nodi fy the web site"to i nclude the pronotional aspects, such as the 07
APR 2D03 WO 008 PCT/ US99/ 23077 .37 addition of pronotion ages.
Accordingly, VHE Boraene fabe Flrmmeohes BEouns hesPhRlstyel 340 R enent < ne
functionality to support the earni nggh activity.

1 determine the original sequence of the messages.” The date stamp, resolved to the

nearest second, reflects the time the message was created, and thus uniquely
identifies the message. A promotional ID field identifies the particular
promotion for which the value has been earned. This permits the clearinghouse
to track and record information regarding various promotions that a merchant
20 may run. The RFA message further includes an amount awarded to the
consumer. For example, if the private label currency is measured in points, then
the amount awarded is a specific amount of points. The consumers e-mail
address is also included so that the clearinghouse, if necessary, may attempt to
contact the consumer. The last field shown in Table 1, the authentication token

25 field, provides some sort of authentication, originated by the consumer, to bind



5 Referring again to Figure 3, one enbodi nent for a consuner privatgjzzggl
currency redenption systemis illustrated. The consunmer, which gain 2803
to the Internet via the consuners Internet Service Provider 330, |ocates a
.cl eari nghouswolooteret site. This connection is illustrated pgriveey/33&’
shaped |ines and corresponding arrows on Figure 3. In one enbodi nent, the

10 cl earinghouse web site is supportedsby the clearinghouse incentive
managenent server 340. Alternatively, a separate server, dedicated to the

redenpti on pr.p¢c i The. - i ntive
managemnent séﬁ%’gﬁg%{&@?gg@s@%?ﬂg ac%ﬁ;s%ir?g?ﬁ%‘gggyn?&gg@?gas i ndi cat ed
by the line coupling the server 340 with the consunmers account 335. 15 In
general, the process &he ARgBHYS M3AAGEHIFSE vRdeH FEAPInHIE ¢lRan e RALs the
transformation of the private | abel currency value into sonme other form of
val ue. Fi gur endisags asm stidwavin ticaly 5200 1 dbnes¢middimentpthe ircdndde meunbhgdnoant consuner
private | abel currency redenption. As shown in block 800, the consuner

contacts the sggsarmgi% Ag té!ﬁeg %ggtcoegggmﬁgf&%n&_ tmﬁxaﬁﬁ%ga el 20

currency redenption. e redenptio y be rnplenmente n one or
nore web_ pages _on the clearinghouse web site. A copsuner rior.to

Fedeen ny anyAlitigh, T oCAYE HEARECRYE SYRIRE0RT dBEaNa) Sl BVAER ME8t i vel y
binding the 0 7 APR ~00~ WO 00/21008 PCT/ U599123077 38 consuner's networKk
identity, useuyptegraphynamhalgerithmethatencodes of snenvpisthasREAchedsagaimay bey. As
shown in block 810, the consumer authenticates hinself or herself to the

cl ear i nghous qisbdRRGit\devighisd RO the sgife o depe ofidtinyénfioAUTH arefeAee
t hensel ves, consuners submt a digital identification as well as a password

if the 5 cons [ i A l.ear. : nsumner
does not havee%%%guﬁ?&%#gﬁﬂﬁﬁéﬁ:@ﬁégﬁse@ tfr?rﬁs?llp H%%ﬁ%“?ﬁ%%&gccount.

I n one enbodi nent, the authentication step is the sange information used to
gener ate t he HHSRIGENPEER (g, theueys! phsechEtyRE maxpeized while gy @verheadity gener al |
to open an account, the consumer supplies information 10 to the

cl ear i nihous eencrijpethe ynpessaga ds mmomiredpf In gdneralpwith prisatp by edyptegraghy, dependi ng
upon how risk is allocated for the incentive program I|n one enbodi nent, at

a mini mum  t hegaeRSHIR: k‘éy'FiPhée%Sto Both & { £MdsHIBAYSHoN B 8 ¢ fhame and
e-mai | address. Thereafter, the clearinghouse sends an e-mail“to the

consuner requestin ditdonal .information., Inr n to. thi -mail, the
15 consuner  SHEPHREs TPl it ey RO B fRE BORT Tocsf g e
participation in a nerchant's earning activities, an identification (ID) to
uni quel y i dertumber of asersn SRe¥AmpiedPENCEYPH? FISRES BRIMEER A CARMIMATAnd e

enbodi ment, the digital certificate
a merchant, a public key cryptography system would require excessive key

15 management due to the large number of potential consumers. The private key
cryptography algorithms may be executed more quickly than public key
cryptography algorithms. However, private key cryptography introduces key
management problems that do not exist in public key cryptography. In an
incentive management system, there are relatively few merchants in relationship

20 to the number of consumers. Accordingly, the key management problem is
reduced because the keys are securely maintained by only the merchants and

clearinghouse.



conforms to a digital certificate as defined by the standard x509 i ﬁ\sz
shown in blocks 810 and 870, if the consuner is not 20 authenti ca@ cA,P tMBn
t he consumer_receives notice that the authentication has failed. If the
-aut hent i cat "BNYd%yccessful, then the clearinghouse incenti PeTAYEYBH’

di spl ays account information, for the correspondi ng consuner, as well as a
0 7 APR 2003 WD 40/ 21008 PCT/ US99/ 2307%639 redenption catal og as shown in
bl ocks 810 and 820. In general, the account information includes the anount
of value or private [awat embodanent, dur keyd, by enbmypt dresREAr medsage,caranpl e, t he
account information may indicate the nunber of points awarded to the
consuner. 5 {BpdriadeiRiow ieaidledfandgtinent fevaONESFaee 3T Yhe BSn@yai | abl e
to the consunmer for redenption of value. The services and goods may i ncl ude
frequent flyer mles, cash, credit.. or. t her goods and/or services. The
redempt i on eSS e e vhich st FpaCthn E8tnae” Bruglodeting) o
services, the anmount of value required to redeem various goods and/or

servi ces. Thaeradaiplocation] grayides|acigcwigyloedtion tp mepintainethe sgosetdicys.e
correspondence of val ue between the redenption catal og and the consuners

earned wai ue. For exalsRowhhi GILKUBR0 O6RVFiEERESM th OfenAE inBQiivE ear ned,
one frequent flyer mle. As shown in block 830 of Figure 8, to redeem

val ue, a con i i om. t thop .catal og. In
general , thi s%ﬁgﬁk&%ﬁggﬁég‘ggﬁywﬁy@%ﬁj ’gg]ég ut{r'rge?l?eg'g ‘,t\rdé:%ls&?or m val ue
fromthe private Label, currencK systeminto a good and/or a service. As
shown in bl o8ignagup teshnigpe iy & wall kpgwn techaiquedn suthenticatet mesagey Aisdi execut es
fraud control procedures. In general, the fraud control procedures insure

t hat the consebknowmet dighadsiznatuat issdérdet foom they Specificingssdge, exeelitason of t he
redenpti on process. For exanple, in 20 one enbodi nent, nore stringent fraud
control procgdu te h UpgEr. : J redeem a

aifé Er?e?cfﬂl@s ltg]gcxf%gg%g. edspMafFicany q?g_qug_ 8},‘3 2 RiiMignahile

Large anount of va i s detected cons r does not

meet t statisti.cal criteria), then t copsuner 0 7 APR. 2003
001 21008 PCT P‘ﬁé@gf‘g@%&’f %ﬂeﬁsg?e?%gatﬂ‘gf ﬁogb&teﬁﬁ?mmtuaé’d\/bﬁ?ﬁhﬁ@?glﬁi’x@r edeened
as shown in bl ocks 850 and 870. Alternatively, if fraud is not detected,
t hen the i ncéigngtye deipets any G@peHag oh thedpessagiothabmey hiave ocgutred eyembet he
supplier fulfillnment process as shown in bl ock 860.

open Internet.

As shown in block 530, the signed/encrypted RFA message is

dispatched to the clearinghouse over the Internet. In one embodiment, two

15 protocols are used to transfer the signed/encrypted RFA message over the
Internet. Because the RFA messages are relatively small, a UDP protocol can

be used to transfer the RFA message. The UDP protocol is a highly unreliable
protocol for transmitting messages over the Internet. In a second embodiment,

the http protocol is used to transmit the RFA message. The http protocol,

20 although requires higher overhead, is generally more reliable than the UDP
protocol. Some merchants may only support a single protocol to reduce the

complexity in maintaining perimeter security. For these merchant locations, the



5 In general, supplier fulfillment involves initiating the process to
deliver the redenption good and/or service. For exanple, if the rfedaPbiiHn
itemis frequent flyer mles, then the clearinghouse executes the necessary
.Steps to delwgenribdge redeened value to the supplier, an airlpagysobasdurn,
the supplier actually confers the redeened value. For the frequent flyer
mles award program 10 exanple, the supplier, an airline, awards the
frequent flyer mles to the consuner. Th the final step of the on-line

redenpti on pyoces he consuner..recei,ves natice of the update ccount

i nf or mati on ét:r)p EFPS%?H i“}?y‘l::)tfeo %Hg}s.swﬁ"?é Pﬁ%‘&&@&&“‘i%‘&%‘? %“Rg%r?%git i ncl udes
the new total of value or private |abel 15 currency held by the consuner.
For exanpl e, mefchany site ShpRURRAtaipag a sequae PedBetet atldhe Mmeachant gxobesemes s, and
redeened 1,000 points for a redenption item then the incentive system

di spl ays t hembad diffecaltof 1, 000 points as the updated account information. As
di scussed above, consuners, to participate in an earning activity 20 as

wel | as redeem val ue; 55[1]{9 e; ttlhlﬁ?ﬁm% Vs : , mer

aut henti cation ref er%ntai(j)g%ﬁe |§1ﬁc§i 1r{g 0 aken]g?enfl{éée]wgﬁ%?@a tisgﬁerﬁglag soci al
identification for a consupger. An authentication.requirenment raises the
barrier Sof eRRLTHCHs Hreply ef@?@%@@@ﬁ%ﬂ%&“@#ﬂﬂ@@%%?W%l
consuner to start earning value through an earning activity. It is

desi rabl e t omanagemehthsystent repedtathe fanctionsénbiocks 52hand®3G (4 o, pesigoy m ear ni ng
activity to earn value. However, if the consumer authentication requirenent

is mininmal, {Refdhed REALARS AHABRERRIS 4y Mk %@Wﬂe%@dﬁﬁ%hoﬁﬁg exanpl e,

a "Robin Hood" attacker 5 may attenpt to drain all value fronta merchant,
even though the Robin od attacker . has no intent .tqa.redesmthe value. A

" Doppl egange?“eré& gﬁ?@%aﬁf’@ﬁ‘ﬁﬁ?r F{S‘bg%ﬂbegg ae?ssthﬂgwn %é%’ﬁ? > WETEMOfe at t acker
seeks to gain an excessive anount of value. Thus, for the preferred

enbodi ment, HCPMivAnE@NISSMEDE\GISIBR QBN TePEALs chapenrten imtdeds 530 diy having a
| ow aut hentication barrier to entice consuners to 10 earn val ue verse

havi ng 18 hi gHispattiiag tthe atwomedsage teethet clepirphende dveauhe dmedrirbude thf an

i ncentive program In one enbodinent, a first time consunmer authentication

brocess cr eakasog! FRENGNIHERGIRBRC Fublt URBETRELRD 2 RANSUTEH FREOUNT Wi th

t he cl earinghouse (e. g. , account ihformation exists umer in

h 15. d b 35 _(Fi .. The fi '
Ut hont 1 oat | CREAEPGSNAn the 0 A AR BERUE (i absactiition PR ER AL 1 rat

time consunmer authentication process, the consuner perforns a "normal"
aut hent i cat i ahshopniiblock 550. In one embodiment, the transaction log 320 records all

significant transactions that occur in the incentive system. The transaction log
15 320 is a human readable text log to allow an administrator to manually review
incentive system transactions. The entries to the transaction log 320 are signed
and encrypted so that there is no possibility that a log message will be resent,
thereby executing two value transfers for the same earning activity.
As shown in block 560 of Figure 5, the incentive management
20 system responds to the merchant’s web server software (e.g., CGI program),
with a response to the RFA message. Figure 6 is a flow diagram illustrating one

embodiment for processing RFA messages at the clearinghouse location. As



to entering an earning activity, whereby a consuner provides a
U'T7-password or a public key certificate (e. g. , the authenti capi)cM)R 2003
token) . 20 In one enbodi ment, the incentive system supports deferred

- aut hent i cat M§h00/31808ener al , deferred authentication permts RETERIBAIEY to
enter an earning activity prior to the first tinme authentication. For this
scenari o, the 0 7 APR 2003 WO 00/ 21098 PCT/ US99/ 23077 42 consumer val ue
earned during the earning activity is deposited into an inactive account.

One rational gy EifBIRIERE0, atheefi@iinBomet ReSVEC Blel RRASHBE@PR ivia tfeat once
consuners earn value, they will be nore notivated to performthe nore

rigorous fir ayt henticatio rrocedur e. For. purposes_of nonmencl ature, the
5 Pnactsve ST 1oL PPEPus AL TGO e sIReRO BT B a8 B Thaar T
al l owi ng deferred authentication, value is held in the pending transaction
pool until térethesteatinghougseinentive manegemment serven HorFigum BonAs wavs inval ue i s
only redeenable after the value has been transferred fromthe inactive

account to abjpeRBIVEtheastERinBhose ifcentivd Etent Relidatdsthe mekdbantd gigithon) . In a
preferred 10 enbodi ment, the value held in the pending transaction pool

expi resgaftef. e e nty..0 LIe . ....val ue hel d
in the endi%ﬁgz}t{r?{fnglggﬁ (Efzrl]:JA p%g?s’lgg{y IgX%elnthal,f Bw?%&% ﬁ‘}%ﬁ%’%‘?ﬁ?‘g&g@ns_ The
consuner, who conpleted the earning activity priaor to the fixst consuner
aut hent i cat | §BOTIHHE ¢ 3sesaiain whether e RE A dngssags: had hepw fergedt altsred iand

t herefore the value has expired 15 unintentionally. Value in the pending
transacti on pasit, omyanzkiged iexpnsite Theockeamghbtenptendve eystam hlgo lberdfdesh, or an
attenpted denial of service attack. The use of the pending transaction pool
presents an kit | il i Ll ; h ri and the
mer chant . | nﬁ’gﬁgﬁéeg’g%dfnﬁisﬁg?wtgﬁggtrmﬁg%ﬁnl?eélg&gﬁ#'é?lfiel.%%gf.ng,& geuaﬁﬁse is
debited from¢th rchant ac nt en val ue 20. enters an .inactive
account. In %Feé‘gx @W&M:&,’e Mh%%ﬁﬁvﬁﬁ p&c‘f{?&}gﬁtpr??s%bfh‘?’égleonl y when
the consuner perforns the first authentication, and the value is

transf &0 red cloaringhouss incentiye sytieraconoaiihat valwe wansfar hgs eetyogilnent, a 0 7
APR 2003 WD 00/21008 PCT/ US99/ 23077 43 conbination of the first two

enbodi ments is inpl eneyghedn is bidekid26] fraud osrticd praebdirbearéakeatdds Tebi t ed
fromthe merchant's account when the value enters an inactive account, and

if the val ueoﬁese,{ﬂ;@(?g,ggﬁr’ Made £R JZ’SF@@%H EiGs¢e® EPH-SEFJ ccﬁn%?ﬁfgccdlfr&‘? myt he

remai ni ng portion of value IS romthe nerchant” account.

procedures derived from contractual terms between the merchant and the
clearinghouse; and 2) statistical procedures that detect abnormal transactions.

15 The contractual terms class of fraud procedures, which are dictated by the
merchant, detect violations of rules that govern the transfer of value to a
consumer. For example, the merchant may: limit the amount of value conferred
to a consumer; lLmit the amount of times value may be transferred to a
consumer; and limit the total value that may be transferred to a consumer.

20 These rules are mere examples, and the merchant may define any constraints for
subsequent implementation as fraud control procedures.

The statistical fraud control procedures detect abnormal transactions,



5 Comun te_r_Sy~tem Figure 9 illustrates a high | evel block diagramof a
general purpose conputer systemin which the servers of the inventi@?& APR 2003
system of the present invention may be inplenmented. A conputer system 1000
~contains a pwomesmog 10 unit 1005, main menory 1010, and an pcE/eseeomect
bus 1025. The processor unit 1005 may contain a single mcroprocessor, or
may contain a plurality of mcroprocessgrs for configuring the conputer
system 1000 as a mufti-processor system The main nenory 1010 stores, in

part, instructions and f execut i-on b he,processqr. unit 1005, If

t he incenti v@“g3@%%%.‘36}0?%iegdba?'«g§%eﬁ§f°155:955’é%?é1%nthﬁsa§l§ﬁé)? Ic%?“grco E{P? ially

i mpl emented in software, the main nenory 1010 stores the executable code
when in oper @cediresTRay detedt thas movingla oaroumay isicaEIi e sisaifikant ¢magghafi ¢ r andom
access nmenory (DRAl1l1~ as well as high-speed cache nenory. The conputer
system 1000 fydlut fi@m diffetetitchfierchantiesithifl ashaliepesion iof 6me0 Stdirbcalpgrshgther al

devi ces) 1030, portable storage nediumdrivels) 1040, input control

devi ces)  + 97%n o AR 6oy BNPLARAS he Rthudfiectitt Ol SR AYEEE0. For

pur poses of si conponents I n e conput er system are 0
7 APR 2083 WD 001 21008 PCTI US99/ 23077 44  shown .in Figure 9 as being
connect ed vi &xple B Suslass of gB‘WeRP@F’?’ RReedRRsHHtG1idss delestingnyalbe trapsler be

connected through one or nore data transport neans. For exanple, the
processor uniftonif6ibglacdnsuiver fmmmokiphe metobinds aegpbitentzdp ke santk ttna. a | ocal
m croprocessor bus, and the mass storage device 1020, peripheral 5 devices)

1030, portable storaggs HEHbsRat M Higures 840 2c Aha Ptk eSYREMTrBMdEPS0 may be
connected via one or nore inputloutput (1/0O 'busses. Thé mass storage

devi ce 1020, whi may. _be i npl.emented wt netic disk drive or an
opt 1 oal di ok Al tsgbinch TBUBTEPhRnely TudalMRE Tl Blretfofia 2" anc
instructions for use by the processor unit 1005, In the software

enbodi nent, timeleneatng fppd gontrol progeduses1isAbe sersidesation ofjthe amoupeofyst em
software for Loading to the main nmenory 1010. The portabl e storage nedi um
drive 1M0 oprocdssing itime eequiredt tooexesntehtha fpaudt adntrel pesvedhakat i Ineofd or age
medi um such as a floppy disk or a conpact disc read only nenory

(CD-RAYI . tehbodRrnt a0 potdhfits SRR MnfQACHeOprfiith 167 Hafll doifrof OMPUL eF

system 1000. | n one enbodi nent, e Incentive software is stored on such a
portabl e e R0 d3ohSPYiobe h FERIR iDL A 4R Rae i PO oDl €

associated therewith. For example, the incentive management system may

balance the results obtained from executing fraud control procedures against the

15 amount of time taken to execute the procedure.

If the fraud control procedures detect fraud (e.g., abnormal

behavior), then the clearinghouse incentive system generates a digitally signed

and encrypted response message that indicates detection of fraud as shown in

blocks 630 and 650 of Figure 6. Alternatively, if fraud is not detected, then the

20 clearinghouse incentive system executes a two phase transaction commitment to

debit the merchant’s account and credit the consumer’s account the value

specified in the RFA message, as shown in blocks 630 and 640. The



i nclude any type of conputer support device, such as an inputl out pub 8{#%
interface, to add additional functionality to the conputer system 1 BCAPR W
20 exanpl e, .the peripheral devices) 1030 may include a network interface
-card for inﬁ%??%ﬁpﬂb the conputer system 1000 to a network. p77
control devices) 1070 provide a portion of the user 0 7 APR 2003 _ WO
001 21008 PCTI US99/ 23077 45 interface 3br a user of the conmputer system
1000. The input control devices) 1070 may include an al phanuneric keypad
for inputtingleafipgtRosenipeemivangstomhgilizésetheimérohamIDoand the authegicatont r ol
device, such as a nouse, a trackball, stylus, or cursor direction keys. In
order to dis t I [; r Lon, t system
PJ@FY] Flefatt dfethe RIA ggegsgigée ‘r‘ncfg%yégﬁfaén@&;ch% ack t§ﬂl& gEFﬁHH thé SY

1000 contai ns e graphics su e outpu ay 1060. The
out put di splay 1060 may include a cathode ray {upe ) display.or liquid
crystal di spFeRFUPEERFCOURhe Afrdipsted Bb%y%lf@xlg&d% a\g‘gg’éi“?\?%%“ PB3E Rl and

graphi cal information, and processes the information for output to the

out put di spl axeciit®é6x. thif himes pogp soletiinsacdeity & . gedcapture hed charpeibadk),smsg em 1000
are 10 those typically found in general purpose conputer systens, and in
fact, these gQIPAIRNLRe MErdfih&fed to represent a broad category of such

conput er conponents that are well known in the art. The incentive system
may be inplenented in hardware, .softwar or, both. For the software

"l eent at o the PHODHET FLck S e eacBbat ot skt anietien,
includes a plurality of conputer executable instructions for '

i mpl ement at | arespaonse messageal Ipbieobws a ammbee of Sipddsclior (@cresppnse messegor nor e
servers). Prior to loading into a general purpose conputer system the
incentive sygéffipusdlihWet@dimy wigsoiteenitfodememded i nformation on a conputer
readabl e nmedi um such as a nagnetic floppy disk, nagnetic tape, and conpact
disc read 20 only nenory (CD - ROt~. In one hardware inplenentation, the
i ncentive system may conprise a dedi cated processor including processor
instructions for perform ng the functions described herein. Crcuits may
al so bd¥devel oped to 0 7 APR 2003 ¥@Pl& 21008 PCT/ US99/ 23077 46 perform
the functions described herein. The transaction log, custonmer account and

mer chant account may be ianI enent eds eg&tﬁbases storéd in menory for use
by the incentive system s..g.t.l_wa.L.e_z.u.o%ﬁ_ng_ga_a_sauan.— Al t hough the present

invention has been described in tengcRint ID

Time

15 Status Code

The clearinghouse incentive system, to generate the response message, calculates
a sequence number for the sequence # field. The sequence number mimics the
sequence number contained in the RFA message. The merchant ID, also
20 contained in the RFA message, uniquely identifies the corresponding merchant.
The time field inserts a date stamp, resolved to the nearest second, for the
response message. The status code field, listed in Table 2, indicates a status for
the corresponding RFA message. In one embodiment, the clearinghouse

incenttve system generates one of four status codes. A deposit succeeded status



5 specific exenplary enbodinents, it will be appreciated that vario@g APR 2003
nodi fications and alterations m ght be nade by those skilled in the art

wi t hout departing fromthe spirit and scope of the invention. 47 0 7 APR

2003 | S C-AlWyGlRobeS 1 . 1. A method for inplenenting an on- pcnessamsenti ve

system for providing 2 incentives to consuners based on earning activities
performed between the consuners and an 43 i ndependent nerchant, said .nmethod

conprising steps op 4 providing, at a web site of said independent

mer chant, ne f.ar- r ticinate | ! actj.vity; 6
transfernng va Se19 lgﬁeggﬁ%ﬁgdg%gn%ﬁgrn{eﬁﬁg%@] Nés?gf@ﬂ%&ngg’ 'rE or 7
participation in said earning, acti viay if said consuner qualifies to

recei ve the VBgEGEAnt Acgoumt W%%sﬁeg’ct%q And ghe £ORSWRRT AFRRMNL Vas, ey af sai d
website of said independent 9 nmerchant during the step of transferring)
wher ei n sai d ssomsitype of sthins usdeoindiwates vhatthe esrpesnifonsuthoriratian dawbdensi te. 2.
The nmethod as set forth in clainn 1, wherein the step of transferring val ue

2 conprises; gnih@Re &f 3 Rindifiofl detBetedin ﬂﬁiﬁadd‘é’cﬁlﬁ%l‘ﬁf‘d&dd?@s( CRahkq gypeeb site,

means for determning 3 whether said consuner quatnmes to earn value by
defining _paraneters that determne said 4 earning activity, wherein sa;d
consumerore na‘?r}grféanétst cadg; Hh’lcﬁ &Bﬂéﬂm?s ?rg?‘(':‘ﬁ‘i ﬁythgn%g)gnssppg, M‘@@éﬁ?’f val ue
fromsaid i ndependent mexchant. 1. 3. The nethod as set forth in claim]l,
further connphersiipipsaffivienp valie in theqouershanity aogownsto executgrthe transactiemr i nghouse
site to transfer value fromsaid i ndependent 3 nerchant to said consuner. 1

4. The net hodARgddigdnal Bfpklof denied athtis bodd Hdid¥ess tEATHE taistbieSEeBstRAl,
executing the step of providing neans for said consuner to enter said

earning 3 actj.\vj t Wl d I 0hd~g. whet her
sai d consum&*riis\c%étlfg‘?ﬁil:l |Eeil§&{g§ tgg?ﬁﬁ?/a{cgt\éérp{bo%gggﬁaﬂﬁﬁf@'ﬁé%égi 2%? Mn'gfrét &nt's web
server; and executing a step of requesting authorization to g clearinghouse
site to trans3ushengcation foken, Srich identifigs theneRNSEmER MBRARRt beoSWHFigNtSnsumer on
a server distinct fromsaid 7 i ndependent nmerchant's web server. 1 5, The
met hod 48 set verify the donswrheriisrthE, pevdoarariemtityhthas thepoofungpar guipdirisgo reans 2 for a
consuner to earn value through an earning activity conprises a step of

providing' neans 3 foln Ak EnfRBmMERR tHeOclefitlitbe HebMivel §ys@mTRTORs _
predefined by said i ndependent nerchant. 1 6. 'f he nmethod as set forth in

claim1l1) wheregin t S f. proyi di n f i S .t0 earn

val ue throughﬁgynmggrgﬁi}ﬁgﬁg@fgi @Ft@%%%ﬁnggsgsa%%tcgépgg Pg?lg@?c#gﬁrdﬁ’ nmeans for
said consuner to send  informatjon requested by said i ndependent nmerchant. 1
7. The net hodtralsagtions ip theincentive Qragram. hor sxamplee feamp thegleaninghorseng neans
2 for said consuner to earn value tk~rough ari earning activity conprises a
step of provipiofifes, thB clRaringhieRse~tnay genepriesinfaymasan ddentifjsngrer type afonduct an
activity in a manner predefined by. said i ndependent 4 nmerchant. 1 8. The

met hod 3§ set cgnQinkd? that partiipAbdiin BT Mdte pRiinstoRR RfivilEpbRio& BRaRs 2 for
sai d consunmer to earn value through an earning activity conprises a step of

provi ding 3 neans.for.said consunmer to purcha ner chandi se fered by said
i ndependent n@FrccﬁgHt ) Tﬁe §gaﬁnéb8?%eoa1a?og&ﬁa?£ﬁ%ll\elsaﬁfg%t%Hlsefrée}{anﬁse@mr k for
transferring value, Z , conferred by an independent nerchant, to a
consuner, sai Bdisie HsdyReHsonsimeg thatdpattigeted to Padicular fpes of Brpmasions.o

aut horize a value transfer froma nerchant account for 4 said independent
mer chant to aWithntheRFA and sesponst messagednfornmtion; the Sledtisglatusd invgntivai d
request from an i ndependent nerchant server to a 6 clearinghouse site

wher ei n sai dn‘é?igmg 'ggne%ﬁﬁgﬁ%ugwggigghgémgg at a web site of said 7

i ndependent so that said r's focus of activity renains at
said weh, site of said i1 zdependent chant ; uthori zing, at said
clearingﬂouse site, sary &HQ“P@§£§¥g§6PEgﬁ?§5§dmﬁa?ﬁﬂﬁmF“iﬂgﬁwﬁﬁhnt to
sai d consuner account; 11 generating, at said clearinghouse site, a
response mess$ygiemt digitaliyrsignsand sneryptsahe sesponsegnessaged Inone embodimeant,13
generating a consumer response to said consuner that indicates said status.
1 10. The net {pediedinghbliselifdcntive & stdnfuillifhs d‘syrﬁxhaﬁc@wﬁwgﬁ?wgdxﬁm of: 2
depositing said value into said consunmer account for said consuner; and 3
debiting said value fromsaid nerchant account.




1 11. The nmethod as set forth in claim9, further conprising a step o
sending said request if a failure occurs in transm ssion between sai#l APR 2003
mer chant sen~er and said 3 clearinghouse site. 1 12. The nethod as set
_forth in cl aveno921d68rt her conprising a step of |ogging 2 sai ®#CTAISH23077
transfer transaction at said nerchant server. 1 13. The nethod as set forth
in claim12, wherein the step of |oggimp said 2 value transfer transaction
conprises a step of logging said value transfer transacti on as human3

r eadabl e texty, 2, Wgr in the step
of 1 ogging sar @ﬁ/npug%[)r an??%?a%?r‘éﬁgglgﬁﬁ%gh#ggtg Cg‘lr‘trﬁg I-Ill seg?aﬁgt ep of
digitally signing and encrypting said,3 value transfer transactl on. -
49 0 7 APR 20Gdeort hmsmayrheurﬁdttﬁdﬂzlt@élys%sn 31k 4NGTYPH the| TSGR MEHNBE%I n the step
of generating said Z request to authorize conprises a step of encrypting
sai d request message Wsi sliamimin blopk i66Ataf Higyre 3, ahg picanngplosc inmbgivei t hm 1
16. The nmethod as set forth in claim9, further conprising steps of
provi di ng ne t e
Pranster: 5 angel geaght; %“S%W@%ﬂ%e@%%ﬁ%%?%ﬁ?ﬂﬁe%éﬁﬂgﬁt“ﬁ% KoY ecut e
a charge bac ai pst .said v transfer t hod as set
forhh ir cl arm?@%g%@%‘i 100 OKe @‘Fggteﬂetsuf\ﬁ&“? ?Teﬁc’h@msécﬁn@ \ngJ%m?treansf er
conprises a step of executing fraud control procedures to detect any
consuner 3 atineamtivé mgnagemgef systeni dearypts the aesppnse rsessagenas well ad erifidse net hod
as set forth in claim9, wherein the step of authorizing said 2 value

transfer conmpé a@Bertichy 0P themeab® trowphhaRdis bf iR digitdl rsiﬂ{i(\ﬁﬁ% as howgoONsuNer s
not yet 3 authenticated with said value transfer net wo 19. The nmet hod

val e into adit 'sattﬂelit%sféﬁ% R g e
20. A net hod for i npl errentl i ncentive s stem ing a yal ue transfer 2
network, sai Ftatet$ade; ’éé’?ﬁ?ﬂ"i’l zog@%ﬁsthsrranaﬂc iom fag\4 Y (5agure, ) 38 sheWnsi t e of

an i ndependent nerchant, neans for a consumer to 4 earn val ue through an
ear ni ngl@ct i vint plock 68ansifethei RFA fmessage whe @energied usethec asymoliroamsoci at ed
with said i ndependent 6 nerchaztt to a clearinghouse account associ ated

with said congygRimis§éh %dﬂ%‘(k& HefiH S ileacthé Beﬁdi‘x?g fach P tRe aynckiBRGs2!
private |abel currency, while maintaining sald consunmer's presence at said

0 et SSeARRPERSSRL ] L Myl BoPfln 90 A i £ ©

cl eari nghouse, a neans fox said eonsurner to redeemsaid 11 private | abel
currency val d@oﬂ@r@@o@asremﬁt; igeaniive apnagement systn delivesyia gressagate the f ur t her
conprising a step of providing nmeans for 2 said independent nerchant to
det er m ne whesonsimaental indicaielthe faatus o tiefteanssdiodur i ng t he step of 3
transferring. 1 22. The method of clam 20, further conprising a step of

providi yg means 2 for Iﬁaacbrefeﬁapeeﬂ%ahnérﬁr%tanmutqrﬁt@reemavr@rkw&emet he val ue
will be transferred dotlng the step 3 of transferring, .AGdE

Y'OA‘A]: %’ 2,(4 ﬁ ﬁlrmg\en%@é;yﬂ K{ Htsms r@a@ie tn'iAf;soer \élgegtm'ax‘;sz}{cu%@ é\s c’ﬁ%u’g‘s!:edAS An. An
CACAF% Al A9 A L A3 AAYL. Al (F. % A. Al r. AF. As*. A@\ly. ANe. A@
(1 130PI L7% huaboveitthe Erst valk i ée]&f&}f&i{édpcathqrbef}ecal}&:mwp@aqm &w] ca] ca] ca
X [

] ca] ca] ca] ca] ca] cal] ca] ca] cRa] cR*a] c<a] caU] ca] caU] ca]ca! _C F
earning activity, ensures that the remote incentive management system (e. g.,

server) is operable, This procedure minimizes system failure by indicating to the
20 consumer, before the consumer completes the earning activity, that a failure has
occurred. Although the remote incentive management system may be operable,

a failure may occur in transmitting the RFA message from the remote incentive
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retransmission mode transaction is removed from the asynchronous
5 retransmission mode log.

If after several attempts the value transfer is unsuccessful, then the
merchant notifies the clearinghouse of the value transfer via alternative means
(e.g., means other than message transmission over the Internet). This
notification, via alternative means, insures reliability of the value transfer.

10 Under this condition, the remote incentive management system may log the
transactions to a permanent storage medium. Through use of the permanent
storage medium, the transactions may be transferred to the clearinghouse,
including physically transferring the permanent storage medium to the
clearinghouse. Accordingly, the incentive system of the present invention

15 ensures reliable service to deposit value in a consumers account.

In one embodiment, to further ensure reliability of the value transfer
network, the remote incentive management system and the clearinghouse
incentive system periodically execute “ping” transactions. For this embodiment,
the remote incentive management system periodically sends a message, to

20 execute the ping transaction, that tests the communications link between remote
incentive management system and the clearinghouse incentive system. At a

minimum, the information, associated with a ping transaction, is signed and
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clearinghouse incentive system, which also includes a time stamp to indicate

5 when the response was sent. Similarly, the response may include any parameter.

Also, the clearinghouse incentive system may initiate the ping transaction.

The remote incentive management system, residing at the merchant’s
location, may be administered remotely. In general, any number of functions,
pertaining to the remote incentive management system, may be remotely

10 administered. For example, remote administration may include functions: to
read the transaction log, to update software for the remote incentive management
system, to shut down one or more incentive programs, to update the IP address,
to change the frequency of the ping operation, etc. In one embodiment, the
remote incentive management system is administered from the clearinghouse,

15 through use of software running on a server at the clearinghouse.

Figure 7 illustrates one embodiment of a remote incentive
management system implemented at the merchant’s location. The merchant web
server 300 is shown coupled to the incentive management system 400, which in
one embodiment, comprises a separate server, As discussed above, the remote

20 incentive management system may be implemented on a single server. In one

embodiment, the merchant’s implementation on the merchant web server 300

includes a CGI program, designated as box 700 on Figure 7. However, the



310% & ()-#10% & ()-10% & ()-t10% & ()-'E ' "' (Y(dEbCF

/109 10% & ()-10% & ()- 310% & ()-Y&L0% & ()-10% & ()-L 10% & ()- Y7 &PR 2003
)+).)r)dEbCF /10% 1310% & () - F(10% & ()-9%0% & ()-#10% & () -

1310% & () - PAOIMRIP§_r))« » *arbro**b@ /10% 3Y' 10%& () - @ALOTETHUS?23B 10\
10\ &710% & () - &510% & ()-S3! 10% & ()-**! +l ++, S, aBo@ /10% y: 10%& () -f

109& ()-f&MLO%&' ()-y: 109%& ()-y : 109&' ()36 $Y 10%c& ()- @5, ,, ;- --- dEb@

/ 109 F

& mlOY&' () - 108Mt{onafity fBotRe (herghant'®%@et( yeryer 300@hdy) by impRiichipd 1king. . / Z/ / dEb
@

/109 . : 109 (NsApr SOXBT (draSehd@iliar derver SRARCEbrife 1Mligkds: e R¥ie() - / / 5000
0000xnbCF /109% " 109%& ()- 10 10

0 1 - . 0 1 - N 0 1 - . 0 1 -
}gg()l/éof/glg())/&f i %,? ‘Y/ )t%rfjrr%?latlg%% y 0,' s]ig /i 1e§ zha?%%lgé%%%g%c%O runs on
f310%&' ()-SL10%&' ()-Fs' 10%&' () - 1B222%8nB3dEnbCF
/109 @ 10%&1ifg miegch@d@veh sérodr08). (In-genesad thy GQlopes an YOULDeRUES) theB4f 44
5Z5dEMbCF /109 y&* 10%&' ()-S ! 109%& () -y 0% ()-yy#10%& ()-F & 109%& () -

yGLOY&' (g - Z59a &6 WhRdtiohd E: Hirst Othd @GTL¥Eratm 700 Uefines all parameters associated
109 () - @310%&" ()- 010%& ()-y. 100& ()=, 109& ()- 777177781 BUVTI

108 10965 )b b A, b o DR oy -2
PN & 0= & ivity. e G proskam, as 2 seaond function fisted i block 700, calls the
remote incentive management routines for a request for authorization (RFA) to
transfer value to a consumer. As shown in Figure 3, in one embodiment, the
10 merchant web server software calls the RFA-API 310, shown in Figure 7 in box
310. As discussed above, the RFA-API 310 is a hook into the software of the
remote incentive management system 400. As a third basic function, the CGI
program 700 displays responses/results to the consumer (see Figures 2a, 2b, and
2c¢). The arrow, which couples the web server 300 to the remote incentive
15 management system 400, may be a network connection over a local area network
(LAN).

For this embodiment, the merchant fully implements the promotion
functionality on the merchant web server 300. This implementation permits the
merchant to maintain a customized web site while implementing the incentive

20 program. If a merchant, prior to implementing the incentive program, has

functionality on a web page to support electronic commerce, then the merchant

need only modify the web site to include the promotional aspects, such as the
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Referring again to Figure 3, one embodiment for a consumer private
label currency redemption system is illustrated. The consumer, which gains
access to the Internet via the consumers Internet Service Provider 330, locates
a clearinghouse Internet site. This connection is illustrated by the “Z" shaped
lines and corresponding arrows on Figure 3. In one embodiment, the
clearinghouse web site is supported by the clearinghouse incentive management
server 340. Alternatively, a separate server, dedicated to the redemption
process, may be implemented. The clearinghouse incentive management server
340 has access to the consumer account 333, as indicated by the line coupling the
server 340 with the consumers account 3335.

In general, the process of redemption involves a consumer that
requests the transformation of the private label currency value into some other
form of value. Figure 8 is a flow diagram illustrating one embodiment for
consumer private label currency redemption. As shown in block 800, the
consumer contacts the clearinghouse web site that supports the private label
currency redemption. The redemption process may be implemented on one or
more web pages on the clearinghouse web site. A consumer, prior to redeeming

any value, must authenticate himself or herself by effectively binding the
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an account, then the consumer must open a consumer account. In one
embodiment, the authentication step is the same information used to generate the
authentication token in the RFA message (Table 1).

In general, to open an account, the consumer supplies information
to the clearinghouse. The type and amount of information supplied varies
depending upon how risk is allocated for the incentive program. In one
embodiment, at a minimum, the consumer supplies, to the clearinghouse, his/her
name and e-mail address. Thereafter, the clearinghouse sends an e-mail to the
consumer requesting additional information. In response to this e-mail, the
consumer supplies, to fully activate an account: history of participation in a
merchant’s earning activities, an identification (ID) to uniquely identify the
consumer, and/or a digital certificate. In one embodiment, the digital certificate
conforms to a digital certificate as defined by the standard x509.3.

As shown in blocks 810 and 870, if the consumer is not
authenticated, then the consumer receives notice that the authentication has
failed. If the authentication is successful, then the clearinghouse incentive system

displays account information, for the corresponding consumer, as well as a
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of value required to redeem various goods and/or services. The redemption

10 catalog may also indicate a relative correspondence of value between the
redemption catalog and the consumers eamned value. For example, the consumer
may redeem, for each point earned, one frequent flyer mile.

As shown in block 830 of Figure 8§, to redeem value, a consumer
chooses a redemption item from the redemption catalog. In general, this step

15 involves some way for the consumer to transform value from the private label
currency system into a good and/or a service. As shown in block 840 of Figure
8, the clearinghouse incentive system executes fraud control procedures. In
general, the fraud control procedures insure that the consumer meets some
statistical criteria prior to execution of the redemption process. For example, in

20 one embodiment, more stringent fraud control procedures may be executed where
the consumer attempts to redeem a large amount of value. If fraud is detected

(e.g., the consumer does not meet the statistical criteria), then the consumer
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is frequent flyer miles, then the clearinghouse executes the necessary steps to
deliver the redeemed value to the supplier, an airline. In turn, the supplier
actually confers the redeemed value. For the frequent flyer miles award program
10 example, the supplier, an airline, awards the frequent flyer miles to the
consumer.

In the final step of the on-line redemption process, the consumer
receives notice of the updated account information as shown in block 870. The
updated account information includes the new total of value or private label

15 currency held by the consumer. For example, if the consumer, prior to
redemption, had 2,000 points, and redeemed 1,000 points for a redemption item,
then the incentive system displays the balance of 1,000 points as the updated
account information.

As discussed above, consumers, to participate in an earning activity

20 as well as redeem value, authenticate themselves. In general, a consumer

authentication refers to the binding of a net identification to a social identification

for a consumer. An authentication requirement raises the barrier of entry to a
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system is susceptible to fraud and abuse. For example, a “Robin Hood" attacker

5 may attempt to drain all value from a merchant, even though the Robin Hood
attacker has no intent to redeem the value. A “Doppleganger” attacker attempts
to appear as many people, and the attacker seeks to gain an excessive amount of
value. Thus, for the preferred embodiment, a balance is drawn between the
competing interests of having a low authentication barrier to entice consumers to

10 eam value verse having a high authentication barrier to prevent fraud and abuse
of an incentive program.

In one embodiment, a first time consumer authentication process
creates clearinghouse members by generating a consumer account with the
clearinghouse (e.g., account information exists for the consumer in the consumer

15 account database 335 (Figure 3)). The first time consumer authentication is a
one time only process. After completion of the first time consumer
authentication process, the consumer performs a “normal” authentication, prior
to entering an earning activity, whereby a consumer provides a UID-password
or a public key certificate (e.g., the authentication token).

20 In one embodiment, the incentive system supports deferred
authentication. In general, deferred authentication permits a consumer to enter

an earning activity prior to the first time authentication. For this scenario, the
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inactive account is referred to as a “pending transaction pool.”

In allowing deferred authentication, value is held in the pending
transaction pool until the consumer performs the first authentication. Thus, value
is only redeemable after the value has been transferred from the inactive account
to a consumer account (e.g., after the first authentication). In a preferred
embodiment, the value held in the pending transaction pool expires after a
predetermined amount of time, such as two weeks. Value held in the pending
transaction pool may expire for any number of reasons. The consumer, who
completed the earning activity prior to the first consumer authentication, has
forgot to perform the first authentication, and therefore the value has expired
unintentionally. Value in the pending transaction pool may also expire from an
attempted security breach, or an attempted denial of service attack.

The use of the pending transaction pool presents an additional issue
of billing between the clearinghouse and the merchant. In one embodiment, the
merchant is billed (e.g., value is debited from the merchant account) when value
enters an inactive account. In a second embodiment, the merchant account is
debited only when the consumer performs the first authentication, and the value

is transferred to a specific consumer account. In a third embodiment, a

$dE:/ 10
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Computer System:

Figure 9 illustrates a high level block diagram of a general purpose
computer system in which the servers of the inventive system of the present
invention may be implemented. A computer system 1000 contains a processor

10 unit 1005, main memory 1010, and an interconnect bus 1025. The processor unit
1005 may contain a single microprocessor, or may contain a plurality of
microprocessors for configuring the computer system 1000 as a multi-processor
system. The main memory 1010 stores, in part, instructions and data for
execution by the processor unit 1005. If the incentive system of the present

15 invention is wholly or partially implemented in software, the main memory 1010
stores the executable code when in operation. The main memory 1010 may
include banks of dynamic random access memory (DRAM) as well as high-speed
cache memory.

The computer system 1000 further includes a mass storage device

20 1020, peripheral device(s) 1030, portable storage medium drive(s) 1040, input

control device(s) 1070, a graphics subsystem 1050, and an output display 1060.

For purposes of simplicity, all components in the computer system 1000 are
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10. 109%& () - ym;f? B Snriedted-A%®né bt more input/output (I/O) busses. The mass storage

device 1020, which may be implemented with a magnetic disk drive or an optical
disk drive, is a non-volatile storage device for storing data and instructions for
use by the processor unit 1005. In the software embodiment, the mass storage

10 device 1020 stores the incentive system software for loading to the main memory
1010.

The portable storage medium drive 1040 operates in conjunction
with a portable non-volatile storage medium, such as a floppy disk or a compact
disc read only memory (CD-ROM), to input and output data and code to and

15 from the computer system 1000. In one embodiment, the incentive software is
stored on such a portable medium, and is input to the computer system 1000 via
the portable storage medium drive 1040. The peripheral device(s) 1030 may
include any type of computer support device, such as an input/output (I/0)
interface, to add additional functionality to the computer system 1000. For

20 example, the peripheral device(s) 1030 may include a network interface card for
interfacing the computer system 1000 to a network.

The input control device(s) 1070 provide a portion of the user
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cursor direction keys. In order to display textual and graphical information, the
computer system 1000 contains the graphics subsystem 1050 and the output
display 1060. The output display 1060 may include a cathode ray tube (CRT)
display or liquid crystal display (LCD). The graphics subsystem 1050 receives
textual and graphical information, and processes the information for output to the
output display 1060. The components contained in the computer system 1000 are
those typically found in general purpose computer systems, and in fact, these
components are intended to represent a broad category of such computer
components that are well known in the art.

The incentive system may be implemented in hardware, software,
or both. For the software implementation, the incentive management system is
software that includes a plurality of computer executable instructions for
implementation on a general purpose computer system (e.g., one or more
servers). Prior to loading into a general purpose computer system, the incentive
system software may reside as encoded information on a computer readable
medium, such as a magnetic floppy disk, magnetic tape, and compact disc read
only memory (CD - ROM). In one hardware implementation, the incentive
system may comprise a dedicated processor including processor instructions for

performing the functions described herein. Circuits may also be developed to
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5 specific exemplary embodiments, it will be appreciated that various modifications

and alterations might be made by those skilled in the art without departing from

the spirit and scope of the invention.
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6 transferring value from said independent merchant to said consumer for
7  participation in said earning activity, if said consumer qualifies to receive the value; and

8 maintaining said consumer’s presence at said website of said independent
9  merchant during the step of transferring, wherein said consumer’s focus of activity remains at
10 said web site.

2, The method as set forth in claim 1, wherein the step of transferring value
comprises a step of providing, at said independent merchant’s web site, means for determining
whether said consumer qualifies to eam value by defining parameters that determine said
earning activity, wherein said consumer remains at said independent merchant’s web site to
earn value from said independent merchant.
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3. The method as set forth in claim 1, further comprising a step of
requesting authorization to a clearinghouse site to transfer value from said independent
merchant to said consumer.
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4. The method as set forth in claim 1, further comprising steps of:

b

executing the step of providing means for said consumer to enter said eaming
activity and a step of providing means for determining whether said consumer qualifies to eamn
value, on said independent merchant’s web server; and

LA W N

executing a step of requesting authorization to a clearinghouse site to transfer
value from said independent merchant to said consumer on a server distinct from said
independent merchant’s web server.
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5. The method as set forth in claim 1, wherein the step of providing means
for a consumer to earn value through an earning activity comprises a step of providing means
for said consumer to lend attention in a manner predefined by said independent merchant.

W N e

6. The method as set forth in claim 1, wherein the step of providing means
for said consumer to eamn value through an earning activity comprises a step of providing
means for said consumer to send information requested by said independent merchant.

7. The method as set forth in claim 1, wherein the step of providing means
for said consumer to earn value through an earning activity comprises a step of providing

N - W N
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.) 18 BJ RiqarisEheesemite wireatig eid consumer's presence is maintained at a web site of said
7  independent merchant, so that said consumer’s focus of activity remains at said web site of said

8  independent merchant;

9 : authorizing, at said clearinghouse site, said value transfer from said merchant

10  account to said consumer account;

11 generating, at said clearinghouse site, a response message that indicates a status
12 for said request; and

13 generating a consumer response to said consumer that indicates said status.
1 10.  The method as set forth in claim 9, further comprising steps of:
2 depositing said value into said consumer account for said consumer; and
3 debiting said value from said merchant account.
1 11.  The method as set forth in claim 9, further comprising a step of re-
2 sending said request if a failure occurs in transmission between said merchant server and said
3 clearinghouse site. _
1 12.  The method as set forth in claim 9, further comprising a step of logging
2 said value transfer transaction at said merchant server.
1 13.  The method as set forth in claim 12, wherein the step of logging said
2 value transfer transaction comprises a step of logging said value transfer transaction as human-
3  readable text.
1 14. The mefhod as set forth in claim 12, wherein the step of logging said
2 value transfer transaction further comprises a step of digitally signing and encrypting said

3  value transfer trapsaction.
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16.  The method as set forth in claim 9, further comprising steps of:

providing means for said independent merchant to capture said value transfer;
and '

providing means for said independent merchant to execute a charge back
against said value transfer.

17. The method as set forth in claim 9, wherein the step of authorizing said
value transfer comprises a step of executing fraud control procedures to detect any consumer
attempting to defraud said incentive system.

18,  The method as set forth in claim 9, wherein the step of authorizing said
value transfer comprises a step of authorizing said value transfer for consumers not yet
authenticated with said value transfer network.

19.  The method as set forth in claim 18, further comprising a step of
transferring said value intd an inactive account pending authentication by said consumer.

20. A method for implementing an incentive system using a value transfer
network, said method comprising steps of:

- providing, at a web site of an independent merchant, means for a consurmer to
earn value through an earning activity;
transferring, from a clearinghouse account aséociated with said independent
merchant to a clearinghouse account associated with said consumer, said value conferred in the
form of a general private label cutrency, while maintaining said consumer’s presence at said
website of said independent merchant, wherein said consumer’s focus of activity remains at

said web site; and

providing, at said clearinghouse, a means for said consumer to redeem said
private label currency value for goods and services.

21.  The method of clam 1, further comprising 2 step of providing means for
said independent merchant to determine when the value will be transferred during the step of
transferring.

22.  The method of clam 20, further comprising & step of providing means
for said independent merchant to determine when the value will be transferred during the step

of transferring.



