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Identification Data Insertion and

Detection Sysgem for Digital Data

BACKGROUND OF THE INVENTION
1. Fileld of the Invention

This 1h§ent10n relates to a system for
_processing a digital image.land more particularly to a
éystem for embedding electronic watermark data as
identification data having special information into a
digital image.

2. Description of the Related Art

In recent years, illegal duplication of a
digitai image has become a serious problem.

In order to prevent 111ega1 duplication, a
system has been proposed wherein digital image data are
_ciphered such that only a reproduction system Having a
legal decipherméﬂt key can reproduce the ciphered
digital image data. However, once the c¢ipher is
deciphered later duplication cannot be prevented.

Thus, in order to prevent illegal use and
duplication of a digital image, a method has been
proposed wherein electronic watermark data which are

special information are embedded into the digital image

itself.
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In order to prevent illegal duplication, a systemhas been proposed wherein
digital image data are ciphered such that only a reproduction system havi ng
a | egal deci phernment key can reproduce the ciphered digital inmage data.
However, once the cipher is deciphered, |ater duplication cannot be
prevented. Thus, in order to prevent illegal use and duplication of a
digital imge, a nethod hds been proposed wherein electronic watermark data
whi ch are special information are enbedded into the digital image itself.

- 2~

As such electronic watermark data for a digitaul
image as described above, two kinds of electronic
watermark data of visible electronic watermark data and
invisible electronic watermark data are available.

The visible electronic watermark data.are used
such that a special character or symbol or the like 1s
combined with an image so that it may be visually
recognized. While the visible electronic watermark data
deterlorate the picture quality, they have an effect of
visually appearing to a user of a digital image for
prevention of illegal use of the digital:image.

An example of embedding'of visible electrounie
watermark data is disclosed in Japanese Patent Laid-Open
Application No.-Heisei 8-241403: According to the
method disclosed in the document just mentioned, visible
electronic watermark data are combined with an original
image such that only the brightuness coméonents of those
pixels which corréspond to an opaque portion of the
electronic watermark data are varied while color
components of the pixels are not varied. In this
Instance, the scaling value by which the hrightneés
componenfs of plxels are varied is determined based on
color components, random numbers, values of pixels of

the electronic watermark data and so forth.

. "
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-2- As such electronic watermark data for a digital image as described
above, two kinds of electronic watermark data of visible electronic

wat ermark data and invisible electronic watermark data are avail able. The
visible electronic watermark data are used such that a special character or
synbol or the like is conbined with an inmage so that i't may be visually
recogni zed. Wiile the visible electronic watermark data deteriorate the
picture quality, they have an effect of

- 3=~

.On thé sther hand, the invisible electronic
watermark data are embedded into an image so that the
picture quality may hot be deteriorated. Since the
invisible electronic watermark data little deteriorate
the picture quality, they are characterized in that they
cannot be recognized visunally.

However, 1f special information which allows
identification of an author is embedded as the
electronic watermark data, then also after 1llegal
duplication is performed, the author can be specified by
detecting the elgctronlc watermark data. On the other \
hand, if duplic;tion inh%bition information is embedded,
then, for example, when a reproduction apparatus detects
the duplication inhibition information, it is'possible
to ﬁotify the user that duplication of the data is
inhibited or to render a duplication prevention
mechanism in the reproduction apparatus operative to
limit duplication of the data ﬁy a video tape recorder
(VTR) or the like,

One available methods of embedding invisible
electronic watermark data into a digltal image is to
embed special 1nfqrmation as electromnic watérmark data BN
into a portion of pixel data such as a least significant

bit (LSB) which has a comparatively 1little influence on
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visual ly appealing to a user of a digital inmage for prevention of illegal
use of the digital imge.” An exanpl e of enbedding of visible electronic
wat ermark data is disclosed in Japanese Patent Lai d-Qpen Applicat.i on No.
Hei sei 8-241403. According to the nethod disclosed in the docunent just
mentioned, visible electronic watermark data are conbined with an ori ginal
I mge such that only the brightness conponents of those pixels which
correspond to an opaque portion of the electronic watermark data are varied
whi | e col or conponents of the pixels are not varied. In this instance, the
scal ing val ue. by which the brightnesg-
the picture quality. However, where this method is
applied, electronic watermark data can be removed
readily from an image. For example, if a low-pass
filter is used, then information of the LSB of a pixel
1s lost. Further, electronic watermark data are lost
also by image compression processing since the image
compression processing reduces the data amount by
removing information at such a portion which has a
comparatively l1ittle influence on the picture quality as
mentioned above. Consequently, it 1is difficult to re-
detect the electronic watermark data.
Anoyher method 1s disclosed in Japanese Patent
Laid-Open Application No. Helsei 6-315131.
In the method of the document just mentioned, a
region which can be replaced, upon reproduction, by a
peripheral region without causing deterioration of an
image 1s detected using a correlation of images of
successive frames, and the level of the region of an
object of conversion is converted to embed particular
information. In this method, upon reproduction. the
reglon in which identification data are embedded is

- specified using the signal missing portion and the

replacement information, and the portion is corrected to

restore the image.
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conponents of pixels are varied is determ ned based on col or conponents,
random nunbers, val ues of pixels of the electronic watermark data and so
forth. - 3- On the other hand, the invisible electronic watermark idata
are enbedded into an imge so that the picture quality may not be
deteriorated. Since the invisible electronic watermark data little
deteriorate the picture quality, they are characterized in that they
- 5-
A further method is disclosed in Japanese Patent
Laid-Open Application No. Helsei 5-30488 Whefein a video
signal is frequency converted and information having a
frequency signal lower than a frequency band of the
video signal after'the frequency conversion. In this
method, the original video signal is extracted using a
high pass filter while embedded 1dentification data are
extracted using a low pass filter.
As another method which involves frequency

conversion of an image, a method has been proposed

wherein an image is frequency converted and electronic

watermark data are embedded into a region of the video
gsignal after the frequency conversion in which strong
frequency codéonents are included (Nikkei Electronics,
April 22, 1996, No. 680, p.13).

In this method, since electronic watermark data

are embedded into freguency components, the electronic
watermark data are not lost even by image processiqg i
such as compression processing or filtering. Further;
random numbers which exhibit a normal distribution are
adopted as the electronic watermark data to prevent
interference between electronic watermark data and make
it difficult to destroy electronic watermark data

without having a significant influence on the entire
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cannot be recogni zed visually. However, if special information which allows

I dentification of an author is enbedded as the el ectronic watermark data,
then also after illegal duplication is performed, the author can be

- specified by detecting the electronic watermark data. On the other hand, if
duptication inhibition information is enbedded, then, for exanple, when a
reproducti on apparatus detects the duplication inhibition information, it

is possible to notify the user that duplication of the data is inhibited or
to render a duplication preventlon mechani smin the reproduction apparatus *
operative to - 6-

image. .

According to the electronic watermark data
embedding method in the method described above, an
original image 501 is converted into frequency
components using a DCT (discrete cogine transform)
transformer 502 as seen in FIG. 5. Then, n data which
exhibit comparatively high values in a frequency region
are selected and Individually represented by £(1), £(2),
«++, £(n), and electronic watermark data 503 (w(1),
w(2), ..., w(n)) are selected from within a normal
distribution whose average 18 0 and whose dispersion is
1. Then, F{1) = £(i) + a x [£(1)] x w(1) is calculated
for each 1 by an electronic watermark data insertion
element 504. Here, a« is a scaling factor. Finally, DCT
transform coefficients including those frequency
components in which f£(i) are replaced by F(i) are
inverse transformed by an inverse DCT transformer 509 to
obtaln an image 510 in which the electronic watermark
data is embedded.

Electronic watermark data is detected_using the
following method. In the detection method, an original
image and electronic watermark data candidates w(i)
(where 1 = 1, 2, .,.. n) mast be known.

Referring to FIG. 6, an original image 601 and
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limt duplication of the data by a video tape recorder (VIR) or the |ike.
One avai |l abl e net hods of enbedding invisible electronic waternmark data into
a digital image is to enbed special information as el ectronic watermark
data into a portion of pixel data such as a |least significant bit (LSB)

whi ch has a conparatively little influence on -4- the picture quality.
However, where this nethod is

- -
an electronic watermark data containing imagé 602 are
converted into frequency components using DCT
transformers 603 and 604, respectively. In a frequency
region, values of factors corresponding to (1), £(2),

..., P(n) in which electronic watermark data are

embedded are represented by F(1), F(2), ..., F(n),
respectively. An electronie wztérmark data extractor

605 extracts electronic watermark data W(i) based on ‘y
£(1) and F(1) by caleulation of W(i) = (F(i) -

"£(1))/£(1). Then, an 1nnér product caleulator 608
caleulates, based on electronic watermark data 609, a
statistical similarity between w(i) and W(1) in '
accordance with C = W x w/(WD x wD) using inner products
of vectors. Here, W = (W(1), W(2), ..., W(n)), w =
(w(1), w(2), ..., w(n)), WD = absolute value of the
vector W, and wD = absolute value of the vector w. A
statistical similarity discriminator 610 discriminates,
when the statistical similarity C is higher than a
particular value, that the pertaining electronic K
wqtermark data are embedded.

If electronic watermark data are embedded in an
image using the method described above, then they can be
effectively used when an author who owns the original

Image performs detection processing for digital lmaée

———
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applied, electronic waternark data can be renoved readily froman inmage.

For exanple, if a lowpass filter is used, then information of the LSB of a

pixel is lost. Further, electronic waternmark data are |ost al so by inage
conpressi on processing since the inmage conpression processing reduces the
data anobunt by renoving infofmation at such a portion which has a
conparatively little influence on the picture quality as nmentioned above.
Consequently, it is difficult to re- detect the electronic waternark data.
Anot her nethod is disclosed in Japanese Patent Lai d-Cpen Application No.
Hei sei 6-315131. - 8-

_data which are supposed to be an illegal duplicate.

However, since the method described above
requires an original image, élthough it is effective
when an author who owns an original image performs
detection processing for image data which are supposed
to be an i1llegal duplicate, a reproduction apparatus of -
a terminal cannot perform electronic watermark data
detection processing because it does not have the
original image. Thus, another method which is an
improvement over the méthod described above and 1is

- directed to terﬁinal processing and particularly to an
MPEG (Moving Picture Experts Group) system has been
proposed,

According to the improved method, an original
image 1s divided into blocks of 8 pixels x 8 plxels, and
embedding and extraction processing of electronic
watermark data.is performed regarding each block as a
processing unit.

In electronic watermark data embedding
processing, data are first set successively as f(1),
£(2), ..., £(n) 1n the ascending order of the frequency
component of an AC component in a frequency region after

discrete cosine transform in MPEG coding processing is

completed, and electronic watermark data w(l), w(2),
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In the nethod of the docunment just nentioned, a region which can be

repl aced, upon reproduction, by a peripheral region w thout causing
deterioration of an image is detected using a correl ation of inmages of
successive frames, and the |evel of the region of an object of conversion

I sconverted to enbed particular information. In this nmethod, upon
reproduction, the region in which identification data are enbedded is
specified using the signal mssing portion and the replacenent information,
and the portion is corrected to restorg t he i mage.

-y 2(n) are selected from within a normal distribution
whose average is 0 and whose dispersion 1s 1, and then
F(1) = £(1) + ax avz(f(i)) x w(i) is performed for each
1. Here, a is a scaling factor, and avg(f(1)) is a
partial average which is an average of absolute values
of three neighboring points to £(i). Then, succeeding
processing of MPEG coding processing 1s performed
replacing £(1) with F(1).

Detection of electronic watermark data is
performed in accordance with the following method. In
this detection method, an original image is pot
required, but only it is required that data candidates
w(i) (where i = 1, 2, ..., n) be known.

In a frequency region of each block after
dequantization of MPEG decompression processing is
completed, data are represented as F(1), F(2), ..., F(n)
in the_ascending order of the frequency component. An
average value of absolute values of three neighboring
points to F(1l) 1s represented as a partial average -
avg(F(1)), and electronic watermark data W(1) is.
calculated in accordance with W(i) = F(i)/avg(F(1)).
Further, a sum total WF(1) of W(i) for one image is
calculated for each i, Thereafter, a statistical

similarity between w(i) and WF(i) is ealculated in
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-5- Afurther nmethod is disclosed in Japanese Patent Laid-Qpen Application
No. Hei sei 5-30466 wherein a video signal is frequency converted and

i nformati on having a frequency signal |lower than a frequency band of the
video signal after the frequency conversion is enbedded into the resulting
video signal. In this method, the original video signal is extracted using
a high pass filter while enbedded I dentification data are extracted u3|ng a
| ow pass filter. As another nethod which involves frequency

. 1o. | .
accordance with C = WF x w/(WFD x wD) making use of an
inner product of vectors. Here, W = (WF(1), WF(2), ...,
WF(n)), w = (w(1), w(2), ..., w(n)), WFD = absolute
value of the vector WF, and wD = absolute value of the
vector w. When the statistical similarity C has a value
higher than a particular value, it is discriminated that
the electronic watefmark data are embedded.

FIG. 7 shows a conventional system which embeds
electronic watermark data using such a method as
described above, and FIG. 8 shows a conventional system
which detects.électronic watermagk data embedded by such : K
a system as shown in FIG. 7.

Referring first to FIG. 7. in the system shown,
a current image 701 is divided into blocks 702 of 8 x 8
pixeis and discrete cosine transformed by a DCT
transformer 703, and then electronic watermark daté 704
are Inserted into an output of the DCT transformer 703
by an electronic watermark data insertion element 705.
In the electroniec watermark data 1nsertion element 7065,
partial averages mentioned above are calculated by a
p;rtial average calculator 706, and a result of. the
calculation aﬁ& the electronic watermark data 704 are
multiplied by a multiplier 708. Then, an output of the

multiplier 708 is multiplied by a constant (scaling
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conversion of an image, a nethod has been proposed wherein an inmage is

frequency converted and el ectronic watermark data are enbedded into a

region of the video signal after the frequency conversion in which strong .

frequency conponents are included (Nikkei Electronics, April 22, 1996, No.

660, p.13). In this nethod, since electronic watermark data are enbedded

I nto frequency conponents, the electronic watermark data are not | ost even

by i mage processing such as conpression processing or filtering. Further,

random nunbers which exhibit a normal distribution are adopted as the

el ectronic watermark data to prevent=11-
factor) a« 707 by another multiplier 709. Then, a result
of the multiplication is added to the image data from
the DCT transformer 703 by an adder 710 to make image
data in which the electronic watermark data are
embedded. The image data are quantized by a quantizer
711 with reference to a quantization table 712 and then
encoded by an encoder 713 to produce MPEG Image data 714
in which the electronic watermark data are embedded, and
the MPEG image data 714 are outputted.

Referring now to FIG. 8, in the system shown,

MPEG image data 801 in which electronic watermark data
are embedded are decoded by a decoder 802 and then
dequantized by a dequantizer 803, whereafter they are
inverse DCT transformed by an inverse DCT calculator 804
to restore original image data 805. Meanwhile,
electronic watermark data are extracted from the output
of the dequantizer 803 by an electronic watermark data
extractor 806, In the electronic watermark data
extractor 808, after partial average calculation by a
partial average calculator 807 and division by & divider
808 are performed, sum totals WF(1) for one screen are
performed for each i by an adder 809. Then, inner

products of the sum totals W(1) and electronic watermark

data 811 of an object of detection are calculated by-an
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i nterference between electronic watermark data and make it difficult to
destroy el ectronic watermark data w thout having a significant influence on
the entire - 6- image. According to the electronic watermark data
enbeddi ng nethod in the nethod descri bed above, an original inmage 501 is
converted into frequency conponents using a DCT (discrete cosine transform

“12-
inner product calculator 810 to obtain a statistical
similarity 812. Then, 1f the statistical similarity 812
has a value higher than a particular value, then it is
diseriminated that the electronic watermark data are
embedded in the MPEG image data 801.

In the method disclosed in Japanese Patent Laid-
Open Application No. Heisel 6-315131, since electronic
watermark Information is not eﬁbedded in all frames,
1llegal dupllication cannot be prevented with regard to
any frame in which the electronic watermark information
is not embedded. Further, since successive frames
represent still pilctures andiit is presupposed that
there 1s no variation between successife frames, where
moving.pictures which involve strong movements are
handled, a region into which electronic watermark data
are to be embedded cannot be specified. Consequently.
electronic watermark cannot be embedded.

Meanwhile, in the method disclosed in Japanese
Patent Laid-Open No. Helsei 5-30486, since electronic
watermark data are embedded into a portion of an .image
which is lower than a frequency region after frequency
conversion of the image, the electronic watermark data
can be removed readily using a band-pass filter.'

Farther, with the method wherein electronie
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transforner 502 as seen in FIG 5. Then, n data which exhibit conparatively
hi gh values in a frequency region are selected and individually represented
by f(1), f(2), ..., f(n), and electronic watermark data 503 (WM1), wW2),
..., W(n)) are selected fromw thin a normal distribution whose average is
0 and whose dispersion is 1. Then, F(i) =f(i) +ax |[f(i)] x wW(i) is
calculated for each i by an electronic watermark data insertion el enent

504. Here, a is a scaling factor. Finally, DCT transformcoefficients

i ncluding those frequency conponents i? which f(i) are replaced by F(i) are
i nverse transfornmed by an inverse DCT*YTansfornmer 509 to

watermark data are embedded into a portion having a
strong {frequency component after frequency comnversion,
while electronic watermark data cannot be removed using
a filter or the like, electronic watermark data inserted v
after DCT processing are sometimes‘lost by quantization
Processing. This is because, where a value of any
frequency component after DCT falls within a fixed
range, 1t is converted into a particular representative
value in quantization processing.

Accordingly, due to an action of quantization,
the values of a partial average avg(f(i)) of three
neighboring po%nts upon insertion and a partial average
avg(F(1)) of the threé neighboring points upon detection
are sometlimes different by a large amount. In such an
instance, the statistical similarity between extracted .
electronic watermark data and electronic watermark data
to be detected exhibits a low value and makes a factor

which causes an erroneous discrimination result.

SUMMARY OF THE INVENTION

. It is an object of the present invention to
provide an identification data insertion and detection
system for digital data which improves the detection

ratio when an image is converted into frequency

a
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obtain an image 510 in which the electronic watermark data i s enbedded.
El ectronic watermark data is detected using the follow ng nethod. In the
detection nmethod, an original imge and el ectronic watermark data

candi dates w(i) (where i =1, 2, ..., n) nmust be known. Referring to FIG
6, an original inmage 601 and - 7- an electronic watermark data
containing i mage 602 are

_ -14~ 3

- components and electronic watermark data are embcdded in
a portion of an image having a strong frequenc;
component.

It is another object of the present invention to
provide an ldentification data insertion and detection
system for digital data which allows a statistical
similarly to be caleculated with a higher degree of
accuracy.

In order to attain the objects described above,
according to the present invention, taking it into
ponsideration‘phat DCT coefficlents are rounded by
Fuantization, insertion of electronic watermark data 1is
performed not in & stage between DCT processing and
quantization processing, but aftér quantization. On the
other hand, upon detection, electronic watermark data
detection processing is performed prior to
dequantization. |

In the meantime, where insertion of electromic
watermark data 1s performed in a stage between DCT
processing and quantization processing similarly as in

the conventional methods, when a partial average ls to

be calculated, an absolute value of a value obtained by

PR

multiplying an integral value obtained by division of a

corresponding value of a quantization further by the
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converted into frequency conponents using DCT transforners 603 -and 604,
respectively. In a frequency region, values of factors corresponding to
f(1), f(2), f(n) in which electronic watermark data are enbedded are
represented by F(1), F(2), ..., F(n), respectively. An el ectronic waternmark
data extractor 605 extracts el ectronic watermark data Wi) based of f(i) *
and F(i) by calculation of Wi) = (F(i) - f(i))/f(i). Then, an inner
product cal cul ator 608 cal cul ates, based on el ectronic watermark data 609,
a statistical simlarity between m(l) and VVl) i n accordance with C = Wx

w (VWD x wD) using inner products ~15-

corresponding value of the quanEization table.

More particularly, according to an aspect of the
present invention, there is provided an identificaﬁion
data insertion system for digital data for inserting
electronic watermark data as 1dehtif1cation data having
special information into a digital image, compr1=1n§ a
DCT calculator for extracting blocks of 8 x 8 pixels

" from a current image and performing discrete cosine
transform caléhiation tfor the blocks, a quantizer for
quantizing data outputted from the DCT calculator, a
quantization table for being referred to when the
quantizer performs quantization, an electronic watermark
data insertion element for inserting electronic
watermark data into the data after the quantization; and
an encoder for encoding data outputted from the
electronic watermark data insertion element.

The electronie watermark data insertion element
may_include a partial average calculator for calcuiating
an average of absolute values of three neighbo}ing
points of each.factor of the data outputted from the
qu;ntizer as a partial average, a first multiplier for
multiplying the electronic watermark data by an outpﬁt
of the partial average calculatof for the individual

factors, a second multiplier for multiplyink each factor
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of vectors. Here, W= (‘V\(-l), W2, ..., Wn)), w= (W1, W2), ..., wn)),
WD = absol ute val ue of the vector W and wD = absol ute val ue of the vector
w. A statistical simlarity discrimnator 610 discrimnates, when the
statistical simlarity Cis higher than a particular value, that the
pertaining electronic watermark data are enbedded. If el ectronic watermark
data are enbedded in an i mage using the nmethod descri bed above, then they
can be effectively used when an aut hor who owns the original inmage perforns
detection processing for digital inqg%_

of an output of the first multipller by a constant to be

used to vary the size of the electronic watermark data

to be inserted, and an adder for adding an output of the

second multiplier and the output of the quantizer for

the individual factorg.

According‘to another aspect of the present
lnvention, théfe is provided an identification data
detection system for digital data adapted to detect
electronic watermark data inserted by the identification
data insertion system for digital data described ahove
and comprising a decoder for decoding compressed image
data, a dequantizer for dequantizing data outputted from
the decoder, an’in?erse DCT calculator for performing
inverse discrete cosine transform calculatioh for data
outputted from the dequantizer and outputting image data
obtained by the inverse discrete cosine transform
calculation, an electronic watermark data extractor for "y
extracting and.outputting. from among the data outputted
from the decoder, those data which are supposed to be
electronic watermark data, an adder for adding data in
units of a block of 8 X 8 pixels outputted from the
electronic watermark data extractor for individual

factors over one screen, and an inner product calculator

for calculating inner products of electronic watermark
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- 8- data which are supposed to be an illegal duplicate. However, since the
nmet hod descri bed above requires an original inage, although it is effective
when an aut hor who owns an original inage perforns detection processing for
| mage data which are supposed to be an illegal duplicate, a reproduction
apparatus of a term nal cannot performelectronic watermark data detection
processi ng because it does not have the original imge. Thus, another

met hod which is an '

_17_
daPa to be detected and the data outputted from the
adder to calculate a statistical similarity and
outputting the statistical similarity.

The electronic watermark data extractor may v
inelude a partial average calculator for.calcuiating an
average of absolute values of three neighboring points
of each of data in units of a block of 8 X 8 pixels
outputted from the decoder as a partial average, and a
divider for dividing the data outputted from  the decoder
by the partial average outputted from the partial
average éalculator.

With the identification data insertion system

'and the identification data detection system for digital
data, since electronic watermark data insertion
processing is performed after quantization whereas o
electronic watermark data detection processing is
performed prior to dequantization, otherwise possible
loss or disﬁppearance of electronic watermark data by
quantization can be prevented, and the difference
between a partial average used upon insertion and
another partial average used upon detection 1s reduced.
Consequently, a statistical similarity can be calculated
with a higher degree of accuracy. Accordin31Y.'the

accuracy in detection of electronic watermark date is
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i nprovenent over the method described above and is directed to terninal
processing and particularly to an MPEG (Mving Picture Experts G oup)
system has been proposed. According to the inproved nethod, an original
image is divided into blocks of 8 pixels x 8 pixels, and enbeddi ng and
extraction processing of electronic watermark data is perfornmed regardi ng
each block as a processing unit. In electronic watermark data enbeddi ng
processing, data are first set successively as f(1), f(2), ..., f(n) in
t he ascendi ng order of the frequencybls_

improved. .-

It is to be noted that the identification data
insertion system and the 1den£ification data detection
system for digital data may be combined so as to form a
single identification data insertion and detection
system for digital data.

According to a further asbect of the present
invention, there is provided an identification data
insertion system for digital data, comprising a DCT
calculator for extracting blocks of 8 x 8 pixels from a
current image and performing discrete cosine transform
calculation for- the blocks, an electronic watermark data ‘v .-
insertion element for inserting electronic watermark
data into data after the-discrete cosine transform
outputted from the DCT calculator, a quantizer for
quantizing data outputted from the electronie watermark
data insertion element, a gquantization table for belng
referred to when the quantizer performs quantization and
when the eleetronie watermark data insertion element
calcu;ates a partial average, and an encoder for
eﬂcoding data outputted from the quantizer.

The electronic watermark data insertion element

may include a partial average calculator for ' "«

calculating, using the quantization table when a partial
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conponent of an AC conponent in a frequency region after discrete cosine
transformin MPEG coding processing is conpleted, and el ectronic waternark

data w(1), w2), - 9- 2(n) arée selected fromwi thin a nornal
di stributi on whose average is 0 and whose dispersion.is 1, and then F(i) =
fCi) + [err] x avg(f(i)) x wi) is perforned for each i. Here, ais a

scaling factor, and avg¢f(i)) is a partial average which is an average of
absol ut e val ues

~19-~

average of the data outputted from the DCT calculator is
to be calculated, an average among three neighboring
points of absolute values of values obtained each py
multiplying an integer value obtained by dividing a
value of each factor outputted fpom the DCT caleculator
by a corresponding value of the quantization table by
the corresponding value of the quantization table as a
partlal average of the pertalning factor, a first
multiplier for multiplying an output of the partial
average calculator by the electroniec watermark data for
the individual factors, a second multiplier for
multiplying data outputted from the first mmltiplier by
a constant to be used to vary the size of the electronic
watermark data to be embedded, and an adder for adding
the data outputted from the DCT calculator and data
outputted from the second multiplier for the individual
factors.
| According to a still further aspect of the
present invention, there is provided an identification
data detection system for digital data adapted.to detect .

- electrogie watermark data inserted by the ’
identification data insertion system for digital data
described above and comprising a decoder for decoding

compressed image data, a dequantizer for dequantizing

————
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of three neighboring points to f(i). Then, succeeding processingvdf MPEG
coding processing is perfornmed replacing f(i) wiwth F(i). Detection of
el ectronic watermark data is perforned in accordance with the follow ng
method. In this detection nethod, an original imge is not required, but
only it is required that data candidates wW(i) (where i =1, 2, ..., n) be
known. In a frequency region of each block after dequantization of MPEG
deconpressi on processing is conpleted, data are represented as F(1), F(2),
- F(n) in the ascendi ng order of Egg_frequency conponent, An
data outputted from the decoder, an inverse DCT
calculator for performing inverse discrete cosine
transform calculatién for -data outputted from the
dequantizer and outputting image data obtajined by the
inverse discrete cosine transform calculation, an
electronic watermark data extractor for extracting and
outputting, from ameng the data oufputted from the
dequantizer, those data which are supposed to be
electronic watermark data, an adder for adding data in
units of a block of 8 x 8 pixels outputted from the
electronic watermark data extractor for individual
factore over one screen, and an inner product calculator
for calculating inner producfs of electronic watermark
data to be detected and the data outputted from the
adder to calculate a statistical similarity and
ontputting the statistical similarity.

The electronic watermark data extractor may
include a partiil average calculator for calculating an
average of absolute values of three neighboring points
of each of data in units of a block of 8 x 8 pixels
outputted from the dequantizer as a partial average, and
a divider for dividing the data outputted from the .
dequantizer by the partial average outputted from the

.partial average calculator.
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aver age val ue of absolute values of three neighboring points to F(i) is
represented as a partial average avg(F(i)), and electronic watermark data
Wi) is calculated in accordance with Wi). = F(i)/avg(F(i)). Further, a sum
total WF(i) of Wi) for one image is calculated for each i. Thereafter, a
statistical simlarity between Wi) and WF(i) is calculated in -10-
accordance with C = W x w (WD x wD) naki ng use of an

~21~

With the identification data insertion system
wherein insertion of electroﬁic watermark data is
performed in a stage hetween.DCT processing and
quantization processing similarly as in the conventional °,
methods and with the identification data detection
system, when a partial average is to be calculated, an
absolute value of a value obtained by multiplying an
integral value obtained by.division of a corresponding
value of a quantization further by the corresgonding'
value of the quantization table. Consequently, the
difference between a partial average used upon 1nsertion
and another partial average used upon detection 1s
suppressed and a statistiecal similarity can be
calculated with a higher degree of accuracy.
Accordingly, the accuracy in detection of electromic K
watermark data is improved.

It is to be noted that the identification data
insertion system and the identification data detection
system for digital data may be combined so as to form a
single identification data insertion and detection
sy.tem for digital da_ta.

The above and other objects, features and
advantages of the present invention will become apparent

from the following description and the appended claims,
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I nner product of vectors. Here, W= (WF(1), WF(2), WF(n)), w= (wW1),

w2), ..., m(n)), WD = absolute value of the vector W, and wD = absol ute
val ue of the vector w. Wen the statistical simlarity C has a val ue hi gher
than a particular value, it is discrimnated that the el ectronic watermrk
data are enbedded. FIG 7 shows a conventional system which enbeds

el ectronic watermark data using such a nethod as descri bed above, and FI G
8 shows a conventional system which detects el ectronic watermark data
enbedded by such a systemas shown in FIG 7. Referring first to FIG 7, in
t he system shown, ~22~ ' _

taken in conjunction with the accompanying drawings in
-« v " -
which like parts or elements are denoted by like

reference characters.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of an electronic
watefmark data insertion system tp which the present
invention is applied;

FIG. 2 1s a block diagram of an electromic
watermark data detection system to which the pfesent
invention is applied:

FIG. q ;s a block diagram of another electronic
watermark data insertion system to which the present
invention 1s applied;

FIG. 4 1s a block diagram of another electronic
watermark data detection system to which the present
invention is applied;

FIG. 6 is a block diagram showing a conventional
electronic watermark data insertion system;

FIG. 6 is a block dlagram showing a conventional
electionic watermark data detection system;

FIG. 7 is a'block diagram showing another
conventional e{eytronic watermark data insertion system;

and
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a current image 701 is divided into bl ocks 702 of 8 x 8 pixels and discrete
cosine transfornmed by a DCT transfornmer 703, and then el ectroni c watermark
data 704 are inserted into an output of the DCT transforner 703 by an

el ectronic watermark data insertion element 705. In the electronic

wat ermark data insertion elenment 705, partial averages nentioned above are
cal cul ated by a partial -average cal cul ator 706, and a result of the
calculation and the electronic waternark data 704 are nultiplied by a

mul tiplier 708. Then, an output of the multiplier 708 is nultiplied by a
constant (scaling -23-

FIG. B is a block diagram showing another

conventional electronic watermark data detection system.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring first to FIG. 1, there 1s shown an
eiectronic watermark data insertion system to which the
present inventlon is appllied. The electronic watermark
data insertion system shown includes a DCT calculator
108 for extracting blocks 102 of 8 x 8 pixels from
within a current image 101 which makes an object of
insértion of electronic watermark data and performing
DCT (discrete cosine transform) calculation for the

| blocks 102, a gquantizer 104 for quantizing data

outputted from the DCT calculator 103, a quantizatign
table 105 Por being referred to when the quantizer 104
performé quantization, an electronic watermark data
insertion'element 107 for inserting electronic watermark
data 108 finto data after quantization, and an encoder
113 for encoding data outputted frbm the electronic
watermark data insertion element 107 to produce MPEG
d;ta 114 in which the electronic watermark data 106 are
inserted and outputting the MPEG data 114.

The electronic watermark data insertion element

107 includes a partial average calculator 108 for
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factor) a 707 by another.multiplier 709. Then, a result of the .
multiplication is added to the i mge data fronlthe DCT transforner® 703 by
an adder 710 to nmke image data in which the electronic watermark data are
enbedded. The inmage data are quantized by a quantizer 711 with reference
to a quantization table 712 and then encoded by an encoder 713 to produce
MPEG i nage data 714 in which the electronic watermark data are enbedded,
and the MPEG i mage data 714 are outputted. Referring nowto FIG 8, in the
syst em shown,

~24-
calculating a partial average of three neighboring-
points of data outputted from the quantizer 104 in
accordance with avg(f(i)) = (If(i-1)| + [£(1)] +
[f(1+1)])/3, a multiplier 110 for multiplying outputs of
the electronic watermark data 106 and the partial
average calculator 108 for individual factors, another
multiplier 111 for multiplying each factor of #n output
of the multiplier 110 by a constant 109 which is used to
vary the size of the electronic watermark data to be
inserted, and an adder 112 for adding an output of the

- multiplier 111 and the output of the quantizer 104 for
individual factors.

The electronic watermark data insertion element
107 performs éalculatipn defined by the following
expression:
F(i) = £(1) + ave(£(i)) x w(1) x constant

where f(1) is the data outputted from the quantizer 104,
avg(f(1)) 1s the. data outputted from the partia; average ‘v

calculator 108, w(i) is the electronic watermark data

106, the constant is the copstant 109, and 1 is the

number of éach factor after zigzag scanning of a block

of 8 X 8 pixels.

Referring now to FIG. 2. theré is shown an

electronic watermark dat. detection system to which the
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MPEG i nage data 801 in which electronic watermark data are enbedded are
decoded by a decoder 802 and then dequantized by a dequantizer 803,
whereafter they are inverse DCT transfornmed by an inverse DCT cal cul at or
804 to restore original inage data 805. Meanwhile, electronic waternmark
data are extracted fromthe output of the dequantizer 803 .by an el ectronic
wat ermark data extractor 806. In the electronic watermark data extractor
806, after partial averagé calculation by a partial average cal cul ator 807
and division by a divider 808 are perfornmed, sumtotals WF(i) for one
screen are perforned for each i by af°adder 809. Then, inner

present invention is applied. The electronic watermark
data detection system detects electronié watermark data
inserted in an image by the electronic watermark data

. insertion systep of FIG. 1 described above. The
electronic waéermark data detection system includes a
decoder 202 for decoding MPEG data 201 which make an
object of detection of electronic watermark data, a
dequantizer 203 for dequantizing data outputted from the
decoder 202, an inverse DCT calculator 204 for
performing inverse DCT calculation for data outputted
from the dequantizer 208 to obtain image data 205 and
outputting the image data 205, an electromnic watermark
data extractor 208 for extracting, from among data
outputted from the deéoder 202, those data which are
supposed to be‘e}ectronic watermark data, an adder 209
for adding data in units of a block of B x 8 pixels
outputted from the electronic watermark data extractor
208 for individual factors over ome screen, and an inmer
product calculator 210 for calculating inner products of
electronic watermark data 211 to be détected and data
outputted from the adder 209 to obtain a statistical
similarity 212 and outputting the statistical similarity
212. |

The electronic watermark data extractor 2086
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products of the sumtotals Wi) and el ectronic watermark data 811 of an
obj ect of detection are cal cul ated by an -12- inner product cal cul ator
810 to obtain a statistical simlarity 812. Then, if the statistical
simlarity 812 has a value higher than a particular value, then it is
discrimnated that the electronic watermark data are enbedded in the MPEG
I mge data 801. In the nethod disclosed in Japanese Patent Laid-

-28-
includes a partial average calculator 207 for
calculating a'pertial average of three neighboring
points of data in units of a block of 8 x 8 pixels
outputted from the decoder 202 in accordance with
avg(F(i)) = (|F(i-1)| « |F(1)| + {F(i+1)])/3, and &
divider 208 for dividing data F(1) outputted from the
decoder 202 by a partial aVerAEe avg({F(1)) outputted
from the partial average calculator 207.

The electronlic watermark data extractor 206
performs calculation defined by the following
expression:

V(i) = F(i)/avg(F(1))
where F(1) 1s éﬁ; data outputted from the decoder 202,
avg(F(1)) is the partial aVeraée outputted from the
partial average calculator 207, W(i) is the data which
are supposed to include electronic watermark data
outputted from the electronic watermark data extractor
206, and 1 is the nﬁmber of each factor of a block of 8
X 8 pixels.

In the following, operation for imsertion aﬂd
detection of electronic watermark data of the electronic
watermark data insertion and detection systems described

above with reference to FIGS. 1 and 2 is described in

detall with reference to FIGS. 1 and 2.

N
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Open Application No. Heisei 6-315131, since el ectronic watermark

i nformation is not enbedded in all frames, illegal duplication cannot be
prevented with regard to any frame in which the el ectronic waternark
information is not enbedded. Further, since successive franmes represent
still pictures and it is presupposed that there is no variation between
successi ve franes, where noving pictures which involve. strong novenents are
handl ed, a region into which electronic watermark data are to be enbedded
cannot be speci fi ed. Consequent |y, el ectronic waternmark cannot be ¥®nbedded.
Meanwhi l e, in the nethod di scl osed r&73dapanese

First, operation for insertion of electronic
watermark data is described.

A current image 101 1s extracted for each block
of 8 x 8 pixels by ordinary MPEG compression processing,
and the DCT calculator 103 performs DCT calculation for
the thus extracted data. Data of frequency components
obtained by the DCT calculatlion of the DCT cﬁlculator
103 are quantized with reference to the quantization
table 105 by the quantizer 104. The electronie
watermark data ;nsertion.element 107 embeds electronic
waterﬁark data 106 into the data outputted from the
quantizer 104. In this instance, the electronic
watermark data insertion element 107 performs processing
equivalent to calculation of the following expression:

F(i) = £(1) + aveg(£(1)) x w(i) x constant
where 1 is the number of a factor of a frequency
component of the block of 8 x 8 pixels, w(i) is the
value of each factor of the electronic watermark data
108, the constant is the constant 109, f(i) is each of
the factors of the 8 X 8 pixel block, aveg(f(i)) is the
avérage of absolute values of three neighboring factors,
that is, (l£(1-1)} + [£()1 + [£(1+2)1)/3, and F(1) is

the new frequency component in which the electronic

watermark data 106 are inserted. This Sheet Has Been Re
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Pat ent Lai d- Open No. Heisei 5-30466, since electronic watermark data are
enbedded into a portion of an image which is |ower than a frequency region
after frequency conversion of the imge, the electronic watermark data can
be renoved readily using a band-pass filter. Further, with the nethod
wherein el ectronic -13- watermark data are enbedded into a portion
havi ng a strong frequency conponent after frequency conversion,

~28-

The encoder 113 encodes the data F(i) outputted
from the electronic watermark data insertion element 107
by MPEG processing to produce MPEG data 114 in which the -,
electronic w;termark data 106 are embedded.

Now, operation for detection of electronic
watermark data 1s described.

First, MPEG data 201 which make an object of
detection is subject to MPEG decoding by the decoder
202. The data decoded by the decoder 202 are
dequaﬁt;zed by ordinap& MPEG decoding processing by the
deqnantizef 203 and inverse DCT calculated by the
Inverse DCT calculator 204 to produce reproduct@on image
data 205,

The electronic watermark data extractor 206 "o
extracts the data decoded hy the decoder 202, performs
caleulation of F(1)/avg(F(i)) and extracts those data
which are supposed to be embedded electronic watermark
data, Here, F(i) is the frequency component of a
decoded block of 8 x 8 pixels, and avg(F(1)) is the
partial average ((IF(i-1)! + JF(i)| + |F(i+1){)/3, The
adder 209 calculates a sum total of the extracted data
in units of 8 x 8 pixels outputted from the electronic'
watermark data extractor 206 for individual factors over

one screen. After the sum totals of the extracted data
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while electronic watermark data cannot be renoved using a filter or the
li ke, electronic watermark data inserted after DCT processing are sonetines
| ost by quanti zation processing. This is because, where a val ue of any
frequency conponent after DCT falls within a fixed range, it is converted
into a particular representative value in quantization processing.
Accordingly, due to an action of quantization, the values of a partial
average avg(f(i)) of three neighboring points upon insertion and a parti al
average avg(F(i)) of the three neighboring points upon detection are
sonetines different by a | arge anpunt.ggln such an )

v >
of the one screen are calculated. the inner product
calculator 210 calculates inner products of the sum
totals and electronic watérmark data 211 to be detected
to produce a statistical similarity 212 and outputs the
statistical similarity 212,

If the statistical similarity 212 is higher than
a particular fixed value, then it is discriminated that
electronic watermark data equivalent to the electronic
watermark data 211 are embedded in the MPEG data 201,

In this instance, if the electronic watermark
data 211 represent inhibition of duplication, then the
reproduction hﬁparatus in which the electronic watermark
data detection system is incorporated can take such a
countermeasure as to inhibit duplication of the image
data 205 produced therein,

Referring now to FIG. 3, there is shown another
electronic watermark data insertion system to which the
present invention is applied. The electronic watermark
data insertion system includes a DCT caleulator 303
extracting blocks 302 of 8 x 8 pixels from within a
current image 301 which makes an objact of insgrtion of
electronic watermark data and performing DCT calculation
for the blocks 502, an electronic watermark data

insertiqn element 305 for inserting electronic watermark
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I nstance, the statistical simlarity between extracted el ectroni c watermark
data and el ectronic watermark data to be detected exhibits a | ow val ue and
makes a factor which causes an erroneous discrimnation result. SUMVARY OF
THE INVENTION It is an object of the present invention to provide an

i dentification data insertion and detection systemfor digital dgta which .
i nproves the detection'ratio when an image is converted into frequency

~30-
data 304 into data for the DCT transform has been
performed, a quantizer 311 for quantizing data outputted
from the electronic watermark data inseftion element
305, a qnanﬁization table 312 for being referred to when
the quantizer 104 performs quantlzation and when the
. electronic watermark data insertion element 305

calculates a partial average, and an encoder 313 for
encoding data outputted from the quantizer 311 and
outputting MgEG data 314 in which the electronic v
watermark data 304 are embedded.

The electronic watermark data insertion element
305 includes a partial average cﬁlculator 307 for
calculating a partial average of data ocutputted from the
DCT calculator 303 with reference to the gquantization
table 812, a multiplier 308 for multiplying the oﬁtput
of the partial average calculator 307 by the electronic
watermark data 304 for individual factors, another
multipiier 309 for multiplying the data outputted from
the multiplier 308 by a constant « 306 which is used to
vary the size of the electronic watermark data to be v
inserted. and an adder 310 for adding the data outputted
from the DCT calculator 303 and the data outputted from
the multiplier 309 for individual factors. The

electronic watermark data insertion element 305 thus
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-14- conponents and elrectronic watermark data are enbedded in a bortion of
an i mage having a strong frequency conponent. It is another object of the
present invention to provide an identification data insertion and detection
systemfor digital data which allows a statistical simlarly to be
calculated wth a higher degree of accuracy. In order to attain the objects
descri bed above, according to the present invention, taking it into
consideration that DCT coefficients are rounded by
| -31-
performs processing equivalent to calculation of .the
following expression: .
F(i) = £(1) + avg(f(1)) x w(i) x constant
where f(i) is the data outputted from the DCT calculator
303, avg(f(1)) 1is the data outputted from‘the partial
average calculator 307, w(i) is the electronic watermark
data 304, theé constant is the constant « 308, and i is '
the number of a factor after the data 6utputted from the
DCT calculator 303 are zigzag scanned.
Here, the partial average calculator 307 in the
electronic watermark data insertion element 305
performs, in ordeg to calculate a partial average
avg(f£(1)) of_thrée neighbdring points of the data
outputted from the DCT calculator 308, processing
equivalent to calculation of the following expressions:
V(1-1) = |integral part of (f£(1-1)/Q(1-1)) x Q(1-1}]
V(1) = lintegral part of (£{1)/Q(i)) x Q(1)]
V(i+1) = lintegral part of (£{i+1)/Q(i+l)) x Q(i+1)!
avg(f(1)) = (V(1-1) + V(1) + V(1+1))/3
Referring now to FIG. 4, there is shown another
eléctronic watermark data detection system to whieh the
present invention is applied. The electronic watermark

data detection system detects.electronic watermark data

inserted by the electronic watermark data insertion
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quantization, insertion of electronic watermark data is perforned not in a
st age between DCT processing and quanti zati on processing, but after
quanti zation. On the other hand, upon detection, electronic watermark data
detection processing is perforned prior to dequantization. In the neantine,
where insertion of electronic watermark data is perfornmed in a stage
bet ween DCT processing and quanti zation processing simlarly as in the
conventional methods, when a partial average is to be cal cul ated, an
absol ute val ue of a val ue obtai ned by nultlplylng an integral value
obt ai ned by division of a

system described above with reference to FIG. 3. To
this end, it includes a decoder 402 for decoding MPEG
data 401 which make an object of detectiog of electronic
watermark data. & dequantizer 403 for dequantizing data -,
outputted trom the decoder 402, an inverse DCT
calculator 404 for performing 1nverse DeT calculation
for data outputted from the dequantizer 403 to obtain
image data 405 and outputting the image data 405, an
electronic watermark data extractor 406 for extracting,
from among the data outputted from the dequantizer 403,
those data which are supposed to be electronic watermark
data and outputting the extracted data, an.adder 409 for
1

adding data in units of an 8 x 8 pixel block outputted
from the electronic watermark data extractor 408 for
individual factors over one screen, and an inner product v
calculator 410 for calculating inner products of data
outputted from the adder 409 and electronic watermark
data 411 to be detected to obtain a statistical
similarity 412 and outputting the statistical similarity
412,

The electroniec watermark data extractor 406
includes a partial average calculator 407 for
calculating a partial average of three neighboring

points of data in units of 8 x 8 pixel block outputted

This Sheet Has Been Replaced

R




e
e

correspondi ng value of a quantization further by the correspondi ng val ue
of the quantization table. Mre particularly, according to an aspect of the
present invention, there is provided an identification data insertion
system for digital data for inserting electronic watermark data as

I dentification data having special information into a digital inmage,
conprising a DCT cal culator for extracting blocks of 8 x 8 pixels froma
current image and perform ng discrete cosine

-33-
fro@ the dequanfiZet 403 in accordance with avg(F(1)) =
(IF(1-1)| +« IF(1)] « [F(1+1)])/3, and a divider 408 for N
dividing the data F(i) outputted from the dequantizer
403 by the partial average avg(F(1)) outputted from the
partial average calculator 407. Here, F(i) 1is the
frequency component of an 8x8 pixel block outputted from
the deqﬁantizer 403, and 1 13 the number of eaéh factor
after zlgzag scanuning of the 8x8 pixel block.

The electronic watermark data extractor 408
performs calculation in accordance with the fellowing
expression:

W(1) = F(i)/aveg(F(1))
where F(1) is.the data ontputted from the inverse DCT
calculator 404, aveg(F(1)) is the partial average
outputted from the partial average calculator 407, and
W(i) is the data outputted from the electronic watermark
data extractor 406 and supposed to include electronic
watermark data. |

In the following, operation for insertion and
detection of electronic watermark data of the electronic
wafermark data 1nsert16n and detection systems deseribed
above with reference to FIGS. 3 and 4 is described in

_ @etail with reference to FIGS. 3 and 4.

First, operation for ihsertion of electronic
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transform cal cul ati on for the blocks, a quantizer for quantizing data
outputted fromthe DCT cal culator, a quantization table for being referred
to when the quantizer perforns quantization, an el ectronic watermrk data
insertion elenment for inserting electronic watermark data into the data
after the quantization, and an encoder for encoding data outputted fromthe
el ectronic watermark data insertion elenent. The el ectronic watermark data
i nsertion elenent may include a partial average cal culator for cal cul ating
an average of absolute values of three neighboring points of eachefactor of
the data outputted fromthe -34~

watermark data is described.

A eurrent image 301 is extracted for individual
bloecks 302 of 8 x 8 pixels by ordinary MPEG compression
processing, and the DCT calculator 303 pérfOrms DCT
calculation for the thus extracted data. The electronic
watermark data insertion element 305 embeds electronic
watermark data 304 into the data of frequency componénts
obtained by the DCT transform. In this instance, the
c¢lectronic watermark data insertion element 305 performs
processing equivalent to calculation of the following
expression: ‘

F(i) = £(1) + avg(f(1)) x w(l) x constant
where 1 is the factor number after zigzag scanning of a
block of 8 x 8 pixels, f(l) is the value of each
coefficient obtained by the DCT transform, w(i) is the
value of each factor of the electronic watermark data
304, and avg(f(1i)) is the average of absolute values of
three neighboring points of each factor. Here,
avg(f(i)) is calculated in accordance with.the.following
expressions:

V(i-1) = lintegral part of (£(i-1)/Q(i-1)) x Q(i-1}|
V(1) = lintegral part of (£(1)/Q(1)) x Q(i)]

V(i+1) = |integral part of (£(1+1)1/Q{i+1)) x Q(L+1)!

avg(f£(1)) = (V(1-1) +« V(i) + V(i+1))/3
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guantizer as a partial average, a first multiplier for multiplying the

el ectronic watermark data by an output of the partial average Gal cul atore
for the individual factors, a second multiplier for nultiplying each factor
of an output of the first nultlpller by a constant to be used td vary the
size of the electronic waternmark data to be inserted, and an adder for
addi ng an output of the second multiplier and the output of ‘the quantizer
for the individual factors.

-35- _
The quantizer 311 refers to the quantization
tabl; 312 to perform quantization processing for.the
data outputted from the electronic watermark data
insertion element 305, and the encoder 313 performs
encoding of the data outputted from the quantize; 311 to
produce MPEG data 314.

Now, operation for detection of electronic
watermark data is described.

First, MPEG data 401 which make an object of
detection are subject to MPEG decoding processing by the
decoder 402. The data decoded by the decoder 402 are
dequantized by ordinary MPEG decoding processing by the
decoder 402 and inverse DCT calculated by the inverse
DCT calculator 404 to produce image data 405.

Thé electronic watermark data extractor 406
extracts decoded data from the dequantizer 403, performs
calculation of F(i)/avg(F(1)) and extracts data supposed
to be embedded electronic watermark data. Here, F(i) is
the value of each factor after zigzag scanning in units
of an 8x8 pixel block outputted from the dequantizer
403, and avg{F(1i)) 1s the partial average (|F(i-1)| +
IF(1)] + |F<(i+1)1)/3. The adder 409 calculates sum
totals of the extracted data in units of an 8x8 pixel
block outputted from the electronic watermark data

[ ——
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According to another aspect of the present invention, there is provided an
i dentification data detection systemfor digital data adapted to detect
el ectronic waternmark data inserted by the identification data insertion
system for digital data described above and conprising a decoder for
detodi ng conpressed i nage data, a dequantizer for dequantizing data
outputted fromthe decoder, an inverse DCT cal cul ator for. performng
i nverse discrete cosine transformcal culation for data outputted fromthe
dequanti zer and outputting i mage data obtai ned by the inverse discrete
cosi ne transform cal cul ati on, an el ectd6eni ¢ wat ermark data extractor for
extractor 406 for individual factors over one screen.
After the sum totals of the extracted data for one
screen are calculated, the inner product calculator 410
calculates inner products of the sum totals and the
electronic watermark data 411 to be detected to obtain a.'
statistical similarity 412 and outputs the statistical
similarity 412,

If the gstatistical similarity 412 is higher than
8 particular fixed value, then it is discriminated that
electronic watermark data equivalent to the electronic
watermark data 411 are embedded in the MPEG data 401.

In this instance, if the electronic watermark
data 411 represent inhibition of duplication, then the
reproduction apparatus in which the electronic watermark
data deteection system is incorporated cen take such a
countermeasure. 88 to inhibit duplication of the image
data 405 produced therein.

Having now fully described the invention, it
will be apparent to one of ordinary skill in the art
that many changes and modifications can be made thereto
without departing from the spirit and scope of the

invention as set forth herein.
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extracting and outputting, fromanong the data outputted fromthe decoder,
t hose data which are supposed to be el ectronic watermark-data, an adder for
addi ng data in units—of a block of 8 x 8 pixels outputted fromthe

el ectronic watermark data extractor for individual factors over- one screen,

and calculator for cal cuylating inner products of
el ecmnmmumu -17- data to be detected and the data outputted
fromthe *
~-57-
Claims:

1. An identification data insertion system for

digital datsa for inserting electronic¢ watermark data as
. identification data having special information into a
digital image, characterized in that it comprises:

a DCT calculator (103) for extracting blocks of
8 x 8 pixels from a current image and performing _
discrete cosiné transform caleulation for the blocks;

a quantizer (104) for quantizing data oﬁtputted
from said DCT calculator (103):

a quantization table (105) for being referred to
when sald quantizer (104) performs quantization;

an electronic watermark data 1n5ertidn element
(107) for inssérting electronic watermark data into the
data after the quantization; and

| an encoder (113) for encoding data outputted
from said electronic watermark data insertion element
(107).

2. An identification data insertion system for
digital data as set forth in claim 1, characterized in
that said electronic watermark data insertion element
(107) includes a partial average calculator (108). for
calculating an average of abgolute values of three

neighboring points of each factor of the data outputted
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adder to cal cul.ate—a-statistical simlarity and outputting the statistical
simlarity. The el ectromli mark data extractor may include a partial

aver age calcuIaL“nl m ng an average of absol ute val ues of three
nei ghbori ng poi ata in units of a block of 8 x 8 pixels

out putted fromthe decoder as a partial average, and a divider for dividing
the data outputted fromthe decoder by the partial average outputted from
the partial average calculator. Wth the identification data insertion
system and t he identif[cation data detection systemfor digital *

~-38~
from sald quantizer (104) as a partial average, a first
multiplier (110) for multiplying the electronic
watermark data by aﬁ output of said partial average
calculator (108) for the individual factors, a second
multiplier (111) for multiplying each factor of an
output of sald first multiplier (110) by a constant to
be used to vary the size of the electronic watermark
data to be inserted, and an adder (112) for adding an
output of sald second multiplier (111) and the output of
.said quantizer (104) for the individual fact&rs.

3. An identification data detection system for
digital data, characterized in that it compriseg:

a decoder (202) for decoding compressed image
data; |

a dequantizer (203) for dequantizing data
outputted from éaid decoder (202);

an inverse DCT calculator (204) for performing
inverse dxsérete cosine transform calculation for data
oufputted from said deqﬁantizér (203) and outputting
image data obtained by the inverse discrete co;ine
transform calculation. |

an electronic watermark data extractor (208) for
extracting and outputting, from among the data outputted

from said decoder (202), those data which are supposed
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data, since electronic watermark data insertion processin pe{forned .
after quantizati on whereas el ectroni c waternma ul\m m\m E processi ng
is perfornmed prior to dequantizati on, otherw
di sappear ance of el ectronic watermark data by duah tlzatlon can be
prevented, and the difference between a partial average used upon insertion
and anot her partial average used upon detection is reduced. Consequently, a
statistical simlarity can be calculated with a.higher degree of accuracy.

Accordingly, the accuracy in detection of electronic watermark data is
REPLACEMENT SHEET -39-

to be electronic watermark data;

an adder (209) for adding data in units of a
block of 8 x 8 pixels outputted from said electronic
watermark data extractor (208) for individual factors
over one screen; and

an inner product calculator (210) for
calenlating inner products of electronic watermark data
to be detecteﬁ and the data outputted from said adder
(209) to calculate a statistical.similarity and
outputting the statistical similarity.

4, An identification data detection sysfem for
digital data as set forth in claim 3, characterized in
that said electronic watermark data extractor (208)
includes a partial average calculator (207) for
calculating an average of absolute values of three
neighboring points of each of data in unifs of a block
of 8 x 8 pixels outputted from sald decoder (202) as a
partial average, and a divider (208) for dividing the K
data outputted from said decoder (202) by the partial
average outputted from said partial average calculator
(207).

| 5. An identification date insertion and
detection system, characterized in that it compriées:

a DOCT caleulator (103) for extracting blocks of

This Sheet Has Been Re(laced
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09 FE i Lhefrde*r””'d’*”ﬂ
09 FEB 1998 -18- inproved. It is to be noted that | ntification

digital data nmay be conbined so as to forma single ide
i nsertion and detection systemfor digital data. Accordl

data insertion systemand the identification data detect| wm
g‘ 0 & fbrt%er
aspect of the present

-40-
8 x 8 pixels from a current image and performing
discrete cosine transform calculation for the blocks;

a gquantizer (104) for guantizing data outputted
from sald DCT calculator (103);

a quantization table (105) for being referred to N
when said quantizer (104) performs quantization;

an electronic watermark data insertion element
(107) for inserting electronic watermark data into the
data after the quantization;

an encoder (1138) for encoding data outputted
from sald electronic watermark data insertion element
(107): ;

a decoder (202) for decoding compressed image
data;

a dequantizer (2038) for dequantizing data
outputted from said decoder (202):

an inverse DCT calcnlator (204) for performing
inverse discrete cosine transform calculation for data
outputted from said dequantizer (203) and outputting
image data obtaimed by the inverse disecrete cosine
transform calculation;

an electronic watermark.data extractor (206) for
extracting and outputting, from among the data outputted
from said decoder (202), those data which are supposed

e

Has Been Re(\laced

T



invention, there is provided an identification data insertion system for
g+%a+—dara““66ﬁﬁFTngg a DCT cal culator for extracting blocks of 8 x 8
plxels image and perform ng di screte cosine transform
calc “Eﬂ“ L@ﬂ | ocks, an electronic watermark data insertion el ement
for | ect roni c maternark data into data after the discrete cosine
transfornloutputted fromthe DCT cal culator, a quantizer for quantizing
data outputted fromthe electronic watermark data insertion elenent, a
quanti zation table for being referred to when the quantizer perforns
guanti zati on and when the el ectronic-gpptermark data insertion el enent
to be electronic watermark data; |
an adder (209) for adding data in units of a
block of 8 * 8 pixels ocutputted from sald electronic
watermark data extractor (206) for individual factors
over one screen; and |
an inner product calculator (210) for
calculating inner products of electronic watermark data -
to be detected and the data outputted from sald adder
{208) to calculate a statistical similarity and
outputting the statistléul similarity.
6. An ldentification data insertion system for
d%gital data as set forth in claim 5, characterized in
that said electronic watermark data insertion element K
(107].1nc1udes a partial average calculator (108) for
calculating an average of absolute valunes of three
neighboring points of each factor of the data outputted
from said quantizer (104) as a partial average, a first
meitiplier (110) for multiplying the electronic
watermark data by an output of said partial average
caleulator (108) for the individual factors, a second
multiplier (111) for multiplying each factor of an
output of said first multiplier (110) by a constant to

be used to vary the size of the electronic watermark

data to be inserted, and an adder (112) for adding an v
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calcul ates a partial average, and an encoder for encoding data outputted
fromthe quantizer—Fhe—electroni c watermark data insertion el enent nmay

i nclude a partial ulator for cal culating, using the
quantlzatlon 1“6@& ﬁﬂ;@ﬂmlal -19- average of the data outputted
fromthe DCT be cal cul ated, an average anong three

nei ghbori ng p0|nts of absol ute val ues of values obt ai ned each by

.« .-42..
ocutput of said second multiplier (111) and the output of
said quantizer (104) for the individual factors.

7. An identification data detection system for
digital data as set forth in claim 5, characterized in
that said electronic watermark data extractor (206)
includes a partial average calculator (207) for
calculating an average of absolute values of three
neighboring points of each of data in units of a block
of B x B pixels outputted from said decoder (262) as a
partial average, and a divider (208) for dividing the
data outputted from said decoder (202) by the partial
average outputted from said partial average calculator
(207).

8. An 1dentification data lnsertion system for
digital data, charﬁcterizad in that i1t comprises:

a DCT calculator (303) for extracting blocks of
8 x 8 pixels from a current image and performing
discrete cosine transform calculation for the blocks;

an electronic watermark data insertion element
(305) for inserting electronic watermark data into data
after the discrete cosine transform outputted from said
DCT calculator (303);

a quantizer (311) for quantizing data outputted

from sald electronic watermark data insertion element
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mul ti plying an integer val ue obtained by dividing-a value of each factor
outputted fromthe DCT cal cul ator by a correspondi ng val ue of the

quanti zation table by the corr_esﬁlﬂl”%t“'““lmm the quantization table as_

a partial average of the pertain st multiplier foY

mul tiplying an out put of the partfalcaJErggescaTculator by the electronic

wat ermark data for the individual factors, a second nmultiplier for

mul tiplying data outputted fromthe first nultiplier by a constant to be

used to vary the size of the electronic watermark data to be enbedded, and

an adder for adding the data outputte43fromthe DCT cal cul ator and data
(305); .

a quantization table (312) for being referred to
when said quantizer (311) performs quantization and whén
sald electronic watermark data insertion element (305)
calculates a partial average; and

an encoder (313) for encoding data outputted
from said gquantizer (311).

8. An identification data insertion system for
digital data_;s set forth in c¢laim 8, characterized in
that said electronic watermark data insertion element
(305) inclundes a partial average calculator (307) for
calculating, using said quantization table (312) when a
partial average of the data outputted from said DCT-
calculator (303) 1s to be calculated, an average among
three neighboring points of absolute values of values
obtained each by multiplying an integer value obtained
by dividing a value of each factor outputted from said
DCT calculator (303) by a corresponding value of said
quantization ta?;e (312) by the corresponding value of v
said gquantization table (312) as a partial average of
the pertaining faector, a first multiplier (308) for
multiplying an output of sald partial average calculator

(307) by the electronic watermafk data for the

individual factors, a second multiplier (308) for
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outputted fromthe second nmultiplier for the_LQgLMLduak—f—acrﬁr’§~ Accor di ng
to a still further aspect of the present invention, ther g u;t ovided an

identification data detection systemfor digit det ect
el ectronic waternark data inserted by the |denam\‘“ﬂﬂ“ 4 nsertion
system for digital data described above and coin|S|ng a decoder for
decodi ng conpressed i mage data, a dequantizer for dequanti zing
-44-
mult{plying data outputted from said first multiplier
(308) by a constant to be used to vary the size of -the
electronic watermark data to be embedded, and an adder
{(310) for adding the data outputted from said DCT
calculator (303) and data outputted from said second
multiplier (802) for the individual factors.
10. An identification data detection system for
digital data, characterized in that it comprises:
a decoder (402) for decoding compressed image
data;
a dequantizer (403) for dequantizing data
outputted from sald decoder (402);
an inverse DCT calculator (404) for performing
inverse discrete cosine transform calculation for data
outputted from said dequantizer (403) and outputting
image data obtalned by the inverse discrete cqéine
transform calculation;
an electronic watermark data extractor (406) for
extracting and outputting, from among the data outputted
from said dequantizer (403), those data which are
sﬂpposed to be electronic watermérk date;
an adder (409) for adding data in units of a
block of 8 x 8 pixels outputted from said electronie¢

watermark data extractor (408) for individual factqrs
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-20- "dat a outputted fromthe decoder, an inverse DCT calculator f

performng inverse discrete cosine transforn1ca|cu|at|on B H““ed
fromthe dequantizer and outputting i mage data obtai ned

di screte cosine transform cal cul ation, an electronic maternark data
extractor for extracting and outputting, fromanong the data outputted from
t he dequanti zer, those data which are supposed to be el ectronic watermark
data, an adder for adding data in units of a block of 8 x 8 pixels
outputted fromthe electronic maternggg,data extractor for individua

over one screen; and

an inner product calculator (410) for
calculating inmer products of electronic watermark dates
to be detected and the dafa outputted from said adder
(408) to calculate a statistical similarity and
outputting the statistical similarity.

11. An ldentification data detection system for
digital data as set forth in claim 10, characterized in
that sald electronic watermark data extractor (406)
includes a partial average caleulator {407) for
caleulating an average of absolute values of three
neighboring points of each of data in units of a block
of 8 X 8 pixels outputted from said dequantizer (403) as
a partial average, and a divider (408) for dividing the
data outputted from sald dequantizer (4038) by the
partial average outputted from said partial average
calculator (407).

12, An identification data insertion and _
detection system for digital) data, characterized in that
it comprises:

a DCT calculator (303) for extracting blocks of
8 X 8 pixels from a current image and performing
discrete cosine transform calculation for the blocks:

an electronic watermark data insertion element
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factors overene-screen, and an inner product calculator for calcul ating
I nner products of electronic watermark data to be detected and the data

0 “m ““H “j adder to calculate a statistical simlarity and

omml m tistical simlarity. The electronic watermark data
extratt dr ﬁay I nclude a partial average cal culator for cal culating an
average of absolute val ues of three neighboring points of each of data in
units of a block of 8 x 8 pixels outputted fromthe dequantizer as a

partial average, and a divider for dividing the data outputted fromthe
dequanti zer by the partial average ou#futted fromthe v

(305) for inserting electronic watermark data into data
after the discrete cosine transform outputted from said
DCT calculator (303);

a quantizer (311) for quantizing data outputted
from sald electronic watermark data insertion element
(805);

a quantization table (312) for being referred to
when sald quantizer (311) performs quantization and when
sald electronic watermark data insertiom element (305)
caleculates a partial average:

an-enquer (313) for encoding data outputted v
from said quantizer (311);

a decoder (402) for decoding compressed image
data; |

a dequantizer (403) for dequantizing data
outputted from said decoder (402);

"~ an inverse DCT calculator (404) for performing
inverse discrete cosine transform calculation for data
outputted from said dequantizer (403) and outputting
image data obtained by the inverse discrete cosine
transform calculation:

an electronic watermark data extractor {408) for | K
extracting and outputting, from among the data outputted

frdm sald dequantizer (403), those data which are
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partial average cal cul ator. -21- Wth the identification data insertion
system wherein inserti “smm‘ wat ermark data is perforned in a
st age between DCT pro&gmﬁ \l i zation processing simlarly as in *

the conventional nethods and*withthé identification data det ection system

when a partial average is to be cal cul ated, an absol ute value of a val ue
obt ai ned by nul tiplying an '
-q7-

supposed to be electronic watermark data;

an adder (409) for adding data in units of a
block of B x 8 pixels outputted from sald electronic
watermark data extractor (406) for individual factors
over one screen; and

an inner product calculator (410) for
calculating inner products of electronic watermark data
to be detected and the data outputted from said adder K *
(409) to calculate a statistical similarity and |
outputting the statistical similarity.

13. An ildentification data insertion system for
digital data'as gset forth in claim 12, charaétegized in
that said electronic watermark data insertion element
(305) includes & partial average calculator (307) for
calculating, using said quantization table (312) when a
partial average of the data outputted from said DCT
calculator (303) is to be calculated, an average among
three neighboring points of absolute values of values
obtained each by multiplying an integer value obtained .
by dividing a value of each factor outputted from said
DC§ calculator (303) by a corresponding value of said
quantization table'(312) by the corresponding value of
said quantization table (312) as a partial average of

the pertaining factor, a first multiplier (308) for
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i ntegral val ue obtained by division of acerrespondinmgVvalue of a

quanti zation table further by the correspondin he quanti zati on
tablre. Consequently, the difference betwe ﬂ tﬂ‘&l‘ﬂﬂ“‘age used upon
i nsertion and anot her partial average use I s suppressed and
a statistical simlarity can be cal cul at ed mnth a hlgher degree of
accuracy. Accordingly, the accuracy in detection of electronic watermark
data is inproved. It is to be noted that the identification data insertion
system and the identification data detection systemfor digital data nay be
conbined so as to forma ~48-
multiplying an output of said partial average calculator
(307) by the electronic watermark data for the
individual factors, a second multipllier (308) for
multiplying data outputted from said first multiplier
(308) by a constant to be used to vary the size of the K
electronic watermark data to be embedded, and an adder
(310) for adding the data outputted from sald DCT
calculator (303) and data outputted from said second
multiplier (309) for the individual factors.
14. An identification data detection system for
digital data as set forth in claim 12, characterized in
that sald electronic watermark dgta extractor (406)
includes a partial average calculator (407) for
calculating an average of absolute values of three
neighboring points of each of data in units of a block
of 8 x 8 pixels outputted from sald dequantizer (403) as
a partial average, and a divider (408) for dividing the
data outputted from said dequantizer (403) by the

partial average outputted from said partial average

caleulator (407).
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single identification data insertion and detection systemfor digital data.
The above and ot her objects, features and advantages of the present
i nvention will beconme apparent fromthe foll owi ng description and the
appended .cl ai ns, -22- taken in conjunction wth the acconpanying
drawi ngs in mhlch | i ke parts or elenments are denoted by li.ke reference
characters.

~49-

Abstract:

Identification Data Insertion and

Detection System for Digital Data

A ideﬁkification data insertion system
for digital data includes a DCT calculator (103) for
extracting blocks (102) of 8 x B pixels from within.a
current image (101) and performing DCT (discrete cosine
transform) calculation for the blocks (102), a guantizer
(104) for quantizing data outputted from the DCT
calculator (103), a quantization table (105) for being
referred to when the quantizer (104) performs
quantization, an electronic watermark data insertion
¢lement (107) for inserting electronic watermark data
(108) into data'after quantization, and an encoder (113)
for encoding daéa outputted from the electronic
watermark data 1nserfion element (107) to produce MPEG

data (114) in which the electronic watermark data (106)

are inserted and outputting the MPEG data (114).

Fig. 1
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BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a block diagram of an
el ectronic watermark data insertion systemto which the present invention
is applied; FIG 2 is a block diagram of an el ectronic watermark data
detection systemto which the present invention is applied; FIG 3 is a
bl ock di agram of anot her. el ectronic watermark data insertion systemto
which the present invention is applied; FIG 4 is a block di agram Jf

anot her el ectronic watermark data deteqt}qp systemto which the present
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invention is applied; FIG 5 is a block diagram show ng a conventi onal
el ectronic watermark data insertion system FIG 6 is a block diagram
showi ng a conventional electronic watermark data detection system FIG 7
is a bl ock diagram show ng anot her conventional el ectronic watermark data

insertion system and ad
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FIG 8 is a block di agram showi ng anot her conventional el ectronic watermark
data detection system DESCRI PTION OF THE PREFERRED EMBODI MENTS Refgrring .
first to FIG 1, there is shown an electronic watermark data insertion

systemto which the present invention is applied. The el ectronic watermark
103 for extracting

data insertion system shown includes a DCT cal cul at or
I mge 101 whi ch makes an

bl ocks 102 of 8 x 8 pixels fromw thin a current
obj ect of insertion of electronic watermark data and perform ng DCT

(di screte cosine transform calculationsfgrsthe bl ocks 102, a quantizer 104

for quantizing data ’
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outputted fromthe DCT cal cul ator 103, a quantization table 105 for being
referred to when the quantizer 104 perforns quantization, an electronic

wat ermark data insertion elenent 107 for inserting el ectronic watermark
data 106 into data after quantization, and an encoder 113 for encodi ng data
outputted fromthe electronic watermark data insertion elenent 107 to
produce MPEG data 114 in which the electronic waternark data 106 are

i nserted and out putting the MPEG dat a él?. The el ectronic watermark data

i nsertion el enent” 107 includes a parti &l a%erage cal cul ator 108 for
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average of three neighboring points of data :

outputted fromthe quantizer 104 in accordance with avg(f(i)) = (|[f(i-21)| +

[f(i)] + |f(i+1)])/3, a multiplier 110 for: multiplying outputs of the

el ectronic watermark data 106 and the partial average cal cul ator 108 for

i ndi vidual factors, another multiplier 111 for multiplying each factor of
110 by a constant 109 which is used to vary t he

an output of the nmultiplier
size of the electronic watermark data to be

-24- calculating a parti al
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[ :
I nserted, and an adder 112 for adding an output of the nultiplier 111 and
t he output of the quantizer 104 for individual factors. The electronic
wat ermark data insertion el enent 107 perforns cal cul ati on defined by the
follow ng expression: F(i) = f(i) + avg(f(i)) x Wi) x constant where f(i)
Is the data outputted fromthe quantizer 104, avg(f(i)) is the data
outputted fromthe partial average calculator 108, wWi) is the electronic

wat er mar k data 106, thg.constant is the constant 109, and i is tie nunber ° _
of each factor after zigzag scanning of a bl ock
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of 8 x 8 pixels. Referring nowto FIG 2, there is showm an electronic
-25- ‘present invention is

wat ermark data detection systemto which the
applied. The electronic watermark data detection systemdetects elegtronic

wat ermark data inserted in an imge by the electronic waternmark data -
insertion systemof FIG 1 described above. The el ectronic watermark data
detection systemincludes a
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decoder 202 for. decodi ng MPEG data 201 whi ch make an obj ect of detection of
el ectronic watermark data, a dequantizer 203 for dequantizing data
outputted fromthe decodér 202, an inverse DCT cal cul ator 204 for
perform ng inverse DCT cal culation for data outputted fromthe dequanti zer
203 to obtain image data 205 and outputting the i nage data 205, an
el ectronic watermark data extractor 206 for ‘extracting, fromanong data
outputted fromthe decoder 202, those da&a %Qich are supposed to be

209 Pof &adding data in units of a bl ock

el ectronic watermark data, an adder
of 8 x 8 pixels outputted fromthe electronic watermark data extractor
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Z?y/dr i ndi vi dual factors over one screen, ng@ %rﬁdﬁt cal Rl at or
210 for calculating inner products of el ectr i er a 211 be
detected and data outputted fromthe adder 209 to obtain a statistical
simlarity 212 and outputting the statistical simlarity 212. The

el ectronic watermark data extractor 206 -26- includes a partial average
cal cul ator 207 for - 1-

. Jdentification Data Imsertion and

Detection System for Digital Data

BACKGROUND OF THE INVENTION
1. Field of the Invention

| This inventiop relates to a system for
processing a digital image, and more particularly to a
system for embedding electronic watermark data as
identification data having sbecial information ,into a
digital image.
2. Description of the Related Art

- In recent years, illegal duplication of a
digital image has become a serious problem.

In oraer to prevent illegal_duplication; a
system has beén proposed wherein digital image data are
ciphered such that only a reprﬁduction system having a
1egal;§eciphermént key can reproduce the ciphered
digital image data. However, once the cipher is
deciphered, later duplication cannot be prevented.

Thus, in order to prevent illegal use and
duplication of a digital image, a method has been
proposed wherein electronic watermark data which are
special information are embedded into the digital image

itself.
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cal cul atsiing a partial average of three neighboring points of data in units
of a'Qbock of 8 x 8 pixels outputted fromthe decoder 202 in accordance

wi th™avg(F(i)) (|F(i-2)] + |F(i)|] + I1F(i+1)|)/3, and a divider 208 for
dividing data F(i) outputted fromthe decoder 202 by a;partial average
avg(F(i)) .outputted fromthe partial average cal cul ator 207. The el ectronic
watermark data extractor 206 performs cal cul ati on defined by the follow ng

expression: Wi) = F(i)/avg(F(i)) where F(i) is the data outputted fromthe
decoder 202, As such electronic watermark data for a digital

| | image as described above, two kinds of electronic
watermark data of visible electronic watermark data and
inviéible electronic watermark data are available.

The visible electronic watermark data are used__
such that a special character or symbol or the like is
combined with an image so that it may be visually
! - recognized. While the visible electronic watermark data
deteriorate the picture quality, they have an effect of
Lo visﬁally appearing to a user of a digital image for
i | prevention of illegal use of the digital image.

! ' An example of embedding of visible electronic

| watermark data is disclosed in Japanese Patent Laid-Open
Application No. Heisel 8-241403. According to the
method disclosed in the document just mentioned, visible
electronic watermark data aré combined with an original
image such fhaﬁ only the brightness components of thoée
pixels which correspond to an opaque poffion of the
electronic watefmark data_a;é varied while color
components of the pixels afe_ﬁot varied. In this
instance, the scaling value by which the brightness
components of pixels are Varied.is determined based on
color components, random numbers, values of pixels_of

the electronic watermark data and so forth.
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avg(F(Lj)iis t he partial'average outputted fromthe partial average

cal curator 207, Wi) is the data which are supposed to include electronic
wat ermark data outputted fromthe el ectronic waternmark data extractor 206,
and i is the nunber of each factr of a block of 8 x 8.pixels. In the
foll owi ng,  operation for insertion and detection of el ectronic watermark
data of the electronic watermark data insectgan and detection systens
descri bed above with reference to FIGS. 1 and 2 is described in detail with
reference to FIGS. 1 andoa the other hand, the invisible electronic
watermark data are embedded into an image so that the
picture quality may not be deteriorated. Since the
invisible electronic watermark data little deteriorate
the picture quality, they are characterized in that they
cannot be recognized visually.

However, if special information which allows
identification of an author is embedded as thé
electronic watermark data, then also after illegal
L duplication ié performed, the author can be sﬁecified by
detecting the electronic watermark data. On the other
hand, if duplication inhibition information is embedded,
then, for example, when a reproduction apparatus detects
the duplication-inhibition information, it is possible
'to notify the user that duplication of the data is
inhibited or to render a dupliéation prevention
mechanism in the reproduction apparatus operative to
limit duplication of the data by a video tape recorder
(VIR) or the like. | |

One available methods of eﬁbedding invisible
electronic watermark data into a digital image is to
embed special information as electronic watermark data

into a portion of pixel data such as a least significant

bit (LSB) which has a comparatively little influence on
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-27-XFirst, operation for ‘insertion of electronic watermark data is
described. A current image 101 is extracted for each block of 8 x 8 pixels "
by ordi nary MPEG conpression processing, and the DCT cal cul ator 103
pecfornms DCT cal culation for the thus extracted data. Data of frequency
conponents obtai ned by the DCT cal cul ati on of the DCT cal cul ator 103 are
quantized with reference to the quantization table 105 by the quanti zer
104. The electronic - 4-

the picture quality. However, where this method is
applied, electronic watermark data can be removed
readily from an image. For example, if a low-pass
filter is used, then information of the LSB of a pixel
is lost. Further, electronic watermark data are lost
also by image cémpression processing since the image
compression processing reduces the data amount by
removing information at such a portion which has a
comparatively little influence on the picture quality as
mentioned above. Consequently, it is difficult to re-
detect the electronic watermark data.

Another method is disclosed in Japanese Patent
Laid-Open Application No. Heisei 6-315131.

- In the,method of the document just mentioned, a
region which Ean be replaced, upon reproduction, by a
peripheral region without causing deterioration of an
image is detected using a correlation of images of
successive frames, and the level of the region of an
quect of conversion is converted to embed particular
information. In this method, upon reproduction, the
region in which identification data are embedded is
specified using the signal missing portion and the
replacement information, and the portion is corrected to

restore the image.




wat etmark data insertion el enment 107 enbeds el ectronic watermark data 106
Lphto the data outputted fromthe quantizer 104. In this instance, the
electronic watermark data insertion el enent 107 performs proceSS|ng
equi valent to calculation of the follow ng expression: F(i) f(i) +
avg(f(i)) x w(i) x constant where i is the nunber of a factor of a
frequency conponent of the block of 8 x 8 pixels, Wi) is the value of each
factor of the electronic watermark data 506, the constant is the constant
) is each of the factors of the 8 x plxel block avqéfél)% is the
average of absol ute &afekhes W?ﬁhﬁﬂrﬁﬁgﬂﬂﬁﬁ%QﬁF o olapanese Paten

109, f(i

Laid-Open Application No. Heisei 5-30466 wherein a video
signal is frequency converted and information having a
frequency signal lower than a frequency band of the
video signal after the frequency conversion. In this
method, the original video signal is extracted using a
high pass filter while embedded identification data are
extracted using a low pass filter.

" As another method which invol&es frequency
conversion of an 1mage, a method has been proposed
wherein an image is freqﬁency converted and electronic
watermark data are embedded into a region of the video
signal after the frequency conversion in which strong
frequency components are included (Nikkei Electronzcs,
April 22, 1996, No. 660 p. 13)

In this method, since electronic watermark data
are embeddea into frequency components, the electronic
watermark data are.not lost even by image processing
such as compression processing or filtering. Further,
random numbers which exhibit a normal distribution are
adopted as the electronic watermark data to prevent
interference between electronic watermark data and make
it difficult to destroy electronic watermark data

without having a significant influence on the entire
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t hat 3i s,
conmponent

The encoder 113 encodes the data F(i) outputted fromthe el ectronic
watermark data insertion elenment 107 by MPEG processing to produce MPEG

data 114 in which the electronic waternark data 106 are enbedded. Now,
operation for detection of electronic

- 8-
image.

According to the electronic watermark data
embedding method in the method described abové. an
original image 501 is converted into frequency
components using a DCT (discrete cosine transform)
transformer 502 as seen in FIG. 5. Then, n data which
exhibit comparatively high values in a frequency region
are selected and individually represented by f(1), f(2),

., f(n), and electronic watermark data 503 (w(1),
w(2), ..., w(n)) are selected from within a normal
distribution whose average is 0 and whose dispersion is
1. Then, F(1) = £(1) + a x [£(1)] x w(i) is calculated
for each i1 by an electronic wétermark data insertion
element 504. Here, a is a scaling factor. Finally, DCT
transform coefficients 1nc1ﬁding those frequency-
components in which f(i) are replaced by F(i) are
inverse transformed by an inverse DCT transformer-sos to
obtain an image 510 in which the electronic watermark
data is embedded. | |

Electronic watermark data is detected using the
following method. In the detection method, an original
image and electronic watermark data candidates w(i)
(where 1 = 1, 2, ..., n) must be known.

Referring to FIG. 68, an original image 601 and

(|f¢i-2)] + |f(i)|] + |f(i+1)]|)/3, and F(i) is the new frequency
in which the electronic watermark data 106 are inserted.

-28-
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wat ermark data is described. First, MPEG data 201 which nmake an object of
.detection is subject to MPEG decodi ng by the decoder 202. The data decoded
*by the decoder 202 are dequantized by ordinary MPEG decodi ng processi ng by
t he dequanti zer 203 and inverse DCT cal cul ated by the inverse DCT

cal cul ator 204 to produce reproduction image data 205. The el ectronic

wat ermark data extractor 206 extracts the data decoded by the decoder 202,
perfornms cal culation of F(i)/avg(F(i)) dnd extracts those data which are

supposed to '
PP a%e eﬁrétg: q‘%%cicelw% terr?nrgr(i{ a:[t%r r}:%rnls:aining image 602 are

converted into frequency components using DCT
transformers 603 and 604, respectively. In a frequency
region, values of factors corresponding to f(1), f(2),

., £(n) in which electronic Watermark_data are
embedded.are represented by F(1), F(2), ..., F(n),
respectively. An electronic watermark data extractor
605 extracts electronic watermark data W(i) based on
£(1) &nd F(1) by calculation of W(1) = (F(1) -
£(i))/f(i). Then, an inner product calculator 608
calculates, based on electronic watermark data 609, a
statistical similarity between w(i) and W(i) in
accordance with C = W x w/(WD x wD) using inner products
of vectors. Here, W = (W(1), W(2), ..., W(n)), w =
(w(1), w(2), ..., w(n)), WD = absolﬁte value of the
vector W, and wD = absolute value of the vector w. A
statistical similarity discriminator 610 discriminates,
when the statistical similarity C is higher than a
particular value, that the pertaining electronic
watermark data are embedded.

If electronic watermark data are embedded in an

image using the method described above, then they can be
effectively used when an author who owns the original

image performs detection processing for digital image
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datat® Here, F(i) is the frequency conponent of a decoded bl ock of 8 x 8
I xels, and avg(F(i)) is the partial average ((|F(i-21)| + |F(1)| +
F(i+1)|)/3. The adder 209 cal culates a sumtotal of the extracted data in
units.of 8 x 8 pixels outputted fromthe electronic watermark data

-extractor

206 for individual factors over one screen. After the sumtotals

of the extracted data -29- of the qp%}§creen are cal cul ated, the inner

pr oduct

data which are supposed to be an illegal duplicate.

However, since the method described above
requires an original image, although it is effective
when an author who owns an original image performs
detection processing for image data which are supposed
to be an'illegal duplicate, a reproduction apparatus of
a terminal cannot perform electronic watermark data
detection processing because it does not have the
original image. Thus, another method which is an
improvement over the méthod described above and is
directed to terminal processing and particularly to an
MPEG (Moving Picture Experts Group) system has been
proposed.

According to the improved method, an original
image is divided into blocks of 8 pixels x 8 pixels, and
embedding and extraction processing of electronic
watermark data is performed regarding each block as a
processing unit.

In electronic watermark data embedding
processing, data are first set successively as f(1),
f(2), ..., f(n) in the ascending order of the frequency
component of an AC component in a frequency region after
discrete cosine transform in MPEG coding processing is

completed, and electronic watermark data w(l), w(2),
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cal eul ator 210 cal cul ates inner products of the sumtotals and el ectronic
,watermark data 211 to be detected to produce a statistical simlarity 212
‘and outputs the statistical simlarity 212. If the statistical simlarity
212 i s higher than a particular fixed value, then it is discrimnated that
el ectronic watermark data equivalent to the electronic watermark data 211
are enbedded in the MPEG data 201. In this instance, if the electronic
wat er mark data 211 represent inhibition®of duplication, then the

reproduction apparatus in which the elecfropic waternark.data detection
systemis incorp%FB?eBrEaﬁe%ﬁﬁEeéugﬁoﬂ.Withln o "RORRAT" 4168+ To0E18H

whose average is 0 and whose dispersion is 1, and then
F(i) = (i) + a x avg(f(i)) x w(i) is performed for each
i. Here, a is a scaling factor, and avg(f(i)) is a
partial average which is an average of absolute values .
of three'neighboring points to f(i). Then, succeeding
processing of MPEG coding processing is performgd
replaeing f(i) with F(i).

. Detection of electronic watermark data is
performed in accordance with the following method. In
this detection method, an original image is not
required, but only it 1s required that data candidates
w(i) (where 1 =1, 2, ..., n) be known.

In a frequency region of each block'after
dequantization of MPEG decompression processing is
completed, data are represented as F(1), F(2), ..., F(n)
in the ascending order of the frequency component. An
averagé value of absolute values of thrge neighboring
points to F(1) is represented as a partial aferage
aveg(F(1)), and electronic watermark data W(i) 1s
calculated in accordance with W(i) = F(i)/aveg(F(1)).
Further, a sum total WF(i) of W(i) for one.image is
calculated for each i. Thereafter, a statistical

similarity between w(i) and WF(i) is calculated in
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countermeasure as to inhi'bit duplication of the inmage data 205 produced

_therein.

Referring nowto FIG 3, there is shown another el ectronic

*wat er mar k data insertion systemto which the present invention is applied.
The el ectronic watermark data insertion systemincludes a DCT cal cul at or
303 for extracting blocks 302 of 8 x 8 pixels fromw thin a current

301 whi ch nakes an object of

I mage

i nsertion of electronic watermark data and

perform ng DCT cal culation for the bl ok®s 302, an el ectronic watermark data
i nsertion elenent 305 for inserting electronic_wateynark

accordance with C = WF X w/(WFD x wD) making use of an
inner prbduct of vectors. 'Hefe. W = (WF(1), WF(2), ...,
WF(n)), w = (w(1), w(2), ..., w(n)), WFD = absolute
value of the vector WF, and wD = absolﬁte value of the
vector w. When the statistical similarity C has a value
higher tﬁan a particular value, it is discriminated that
the electronic watermark data are embedded.

.': FIG. 7 shows a conventional system which embeds
electronic watermark data using such é method as
déscribed above, and FIG. 8 shows a conventional system
which detects electronic watermark data embedded by such
a system as shown in FIG. 7.

Referr}ng first to FIG. 7, in the sysfem shown,
a current image 701 is diﬁided into blocké 702 of 8 x 8
pixels and disérete cosine transformed by a DCT
transformer 703, and then electronic watermark data 704
are inserted into an output of the DCT transformer 703
by an electronic watermark data insertion element 705.
In the electronic watermark data insertion element 705,
partial averages mentioned above are calculated by a
partial average calculator 706, and a result of the
calculation and the electronic watermark data 704 are
multiplied by a multiplier 708. Then, an output of the

multiplier 708 is multiplied by a constant (scaling
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data*304 into data for which the DCT transform has been performed, a
guantizer 311 for quantizing data outputted fromthe el ectronic waternmark
data insertion elenment 305, a quantization table 312 for being referred to
when -t he quantizer 104 perfornms quanti zati on and when the el ectronic

wat ermark data insertion elenent 305 cal culates a partial average, and an
encoder 313 for encodi ng data outputted.fromthe quantizer 311 and
outputting MPEG data 314 in which the éel'ectronic watermark data 304 are

enbedded.

factor) a 707 by another multiplier 709. Then, a result
of the multiplication is added to the image data from
the DCT transformer 703 by an adder 710 to make image
data in which the electronic watermark data are
embedded. The image data are quantized by a quantizer
711 with reference to a qugntization table 712 and then
encoded by an encoder 713 to produce MPEG image data 714
in which the electronic watermark data are embedded, and
the MPEG image data 714 are outputted.

Referring now to FIG. 8, in the system shown,
MPEG image data 801 in which electronic watermark data
are embedded are decoded by a decoder 802 and then
dequantized by a dequantizer 803, whereafter they are
inverse DCT transformed by én inverse DCT calculator 804
to restore original image data 805. Meanwhile,
electronic watermark data are extracted from the output
of the dequantizer 803 by an electronic watermark data
extractor 806. 1In the electronic watermark data
extractor 806, after partial average calculation by a
partial average calculator 807 and division by a divider
808 are performed, sum totals WF(1i) for one screen are
performed for each i by an édder 809. Then, inner
products of the sum totals W(i1) and electronic watermark

data 811 of an object of detection are calculated by an

REPLACEMENT SHEET

09 FEB 1998




Thexel ectronic watermark data insertion elenent 305 includes a parti al
.average cal cul ator 307 for calculating a partial average of data outputted
fromthe DCT cal culator 303 with reference to the quantization table 312, a
mul tiplier 308 for multiplying the output of the partial average cal cul ator
307 by the electronic watermark data 304 for individual factors, another
multiplier 309 for multiplying the data outputted fromthe nultlpller 308

by a constant [err] 306 mhlch i s used-té vary t he S|ze of the electronic
watermark data to be jnsert and an_adde 0 for a t.he .dat a
outputted fAEREEHBTBERCE,(C 8&°§0§ § g 8&Pa 03 E%gﬂcﬁﬂom

similarity 812. Then, if the statistical similarity 812
has a value higher than a particular value, then it is
discriminated that the electronic watermark data are
embedded in the MPEG image data 801.

In the method disclosed in Japanese Patent Laid-
Open Application No. Heisei 6-315131, since electronic
watermark information is not embedded in all frames,
illegal duplication cannot be prevented with regard to
any frame in which the electronic watermark information
is not embedded. Fﬁrther, since successive frames
represent still pictures and it is presupposed that
there is no variation between successive frames, where
moving pictures which involve strong movements are
handled, a region into which elecfronic watermark data
are to be embedded cannot be specified. Consequently,
electronic watermark cannot be embedded.

Meanwhile, in the method disclosed in Japanese
Patent Laid-Open No. Heisel 5-30466, since electronic
watermark data are embedded into a portion of an image
which is lower than a frequency region after frequency
conversion of the image, the electronic watermark data
can be removed readily using a band-pass filter.

Further, with the hethod wherein electronic
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thesnultiplier 309 for individual factors. The electronic watermark data
z|'nsert|on el emrent 305 thus -31- perforns processing equivalent to
calculation of the follow ng expression: F(i) =f(i) + avg(f(i)) x wi) X
constant where f(i) is the data outputted fromthe DCT cal cul ator 303,

avg(f(i)) is the data outputted fromthe partial average cal cul ator 307,
Wi) is the electronic watermark 13

watermark data are embedded into a portion having a
strong frequency component after frequency conversion,
while electronic watermark data cannot be removed using
a filter or the like, electronic watermark data inserted
after DCT processing are sometimes lost by quantization
processiﬁg. This is because, where a value of any
frequepcy component after DCT falls within a fixed
range,lit is converted into a particular representative
value in quantization processing.

Accordingly, due to an action of quantization,
the values of a partial average avg(f(i)) of three
neighboring points upon insertion and a partial average
avg(F(1i)) of the three neighboring points upon detection
are sometimes different by a large amount. In such an
instance, the statistical similarity between.extracted
electronic watermark data and electronic wétermark data
to be detected exhibits a low value aﬁd.makes a factor

which causes an erroneous discrimination result.

SUMMARY OF THE INVENTION

It is an object of the present invention to
provide an identification data insertion and detection
system for digital data which improves the detection

ratio when an image is converted into frequency
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data 304, the constant is the constant a 306, and i is the nunber of.a
_factor after the data outputted fromthe DCT cal cul ator 303 are zigzag
*scanned. Here, the partial average calculator 307 in the electronic

wat ermark data insertion el enent 305 pérforns, in order to calculate a
partial average avg(f(i)) of three neighboring points of the data outputted
fromthe DCT cal cul ator 303, processing equivalent to cal culation of the
foll owi ng expressions: V(i-1) = |integral™ part of (f(i-1)/Qi-1)) x Qi-1)]

V(1) = 1ot egeal part, of 194 e %eaRdoharl a5 3o hestala m T ©
a portion of an image having a strong frequency
component.

It is another object of the present invention to
provide an identification data insertion and defection”
system for digital data which allows a statistical
similarly to be calculated with a higher degree of
accuracy. |

In order to attain the objects described above,
according to the present invention, taking it into
consideration that DCT coefficients are rounded by
quantization, insertion of electronic watermark data is
performed not in a stage between DCT processing and
quantization processing, but after quantization. On the
other hand, upon detection, electronic watermark data |
detection processing is performed pridr to
dequantization.

In the meantime, where 1nsert;on of electronic
watermark data is performed in a stage between DCT
processing and quantization processing similarly as in
the conventional methods, when a partial average is to
be calculated, an absolute value of a value obtained by

multiplying an integral value obtained by division of a

corresponding value of a quantization further by the
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avgGf(i)) = (V(i-1) + V(i) + V(i+1))/3 Referring nowto FIG 4, there is
.shown anot her el ectronic watermark data detection systemto which the
‘present invention is applied. The electronic watermark data detection
system detects electronic watermark data inserted by the electronic

wat ermark data insertion -32- system descri bed above with reference to
FIG 3. To this end, it includes a decoger 402 for decodi ng MPEG

corresponding value of the quantization table.

More particularly, according to an aspect of the
present invention, there is provided an identification
data insertion system for digital data for inserting
electronic watermark data as identification data having
special information into a digital image, comprising a
DCT calculator for extracting blocks of 8 x 8 pixels

" from a current image and performing discrete cosine
tfansform calculation for the blocks, a quantizer for
quantizing data outputted from the DCT calculator, a
quantization table for being referred to when the
quantizer performs quantization, an electronic watermark
data insertion element for inserting electronic
watermark data into the data after the quantizafion, and
an encoder for encoding data outputted from the
electronic watermark data insertion element.

The electronic watermark data insertion element
may include a pértial average calculator for calculating
an average of absolute values qf three neighﬁoring
points of each factor of the data outputted from the
quantizer as a partial average, a first multiplier for
lmﬁltiplying the electronic watermark data by an output
of the partial average calculator for the individual

factors, a second multiplier for multiplying each factor
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data 401 whi ch make an object of detection of electronic watermark data, a
dequantlzer 403 for dequantizing data outputted fromthe decoder 402, an

‘i nverse DCT cal cul ator 404 for performng i nverse DCT cal cul ation for data
out putted fromthe dequantizer 403 to obtain i mage data 405 and out putting
the image data 405, an electronic watermark data extractor 406 for
extracting, fromanong the data outputlgq fromthe dequantizer 403, those
data which are supposed to be el ectroni® watermark data and outputting the
extracted d

f I
bl ock out putteémfrom qhe oéflog% r:‘:?rlii%‘dq:I ; «g‘qﬁ’é?&e&a %éitc%g&%gp% >(<}-b°8f oelrXe

used to vary the size of the electronic watermark data
to be inserted, and an adder for adding an output of the
second multiplier and the output of the quantizer for
the individual factors.

According to another aspect of the present
invention, there is provided an identification data
detection system for digital data adapted to detect
electronic watermark data inserted by the identification
data insertion system for digital data described above
and comprising a decoder for decoding compressed image
data, a dequantizer for dequantizing data outputted from
the decoder, an inverée DCT calculator for performing
inverse discfételcosine transform calculation for data
outputted from the dequantizer and outputting image data
obtained by phe inverse discrete cosine transform
calculation, an electronic watermark data extractor for
extracting and outputting, from among thé data outputted
from the decoder, those data which are supposed to be
electronic watermark data, an adder for adding data in
units of a block of 8 x 8 pixels outputted from the
electronic watermark data extractor for individual
factors over one screen, and an inner product calculator

for calculating inner products of electronic watermark

e
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I ndirvi dual factors over one screen, and an inner product cal culator 410 for
gcalculat!ng I nner products of. data outputted fromthe adder 409 and
electronic watermark data 411 to be detected to obtain a statistical

sian larity 412 and outputting the statistical simlarity 412. The

el ectronic watermark data extractor 406 includes a partial average

cal cul ator 407 for calculating a partial average of three neighboring
points of data in units of 8 x 8 pixeTlﬁTock out putted

data to be detected and the data outputted from the
adder to calculate a statistical similarity and
outputting the statistical similarity..

The electronic watermark data extractor may
inclﬁde a partial average calculator for calculating an
average df absolute values of three neighboring points
of each of data in units of a block of 8 x 8 pixels

"outputted from the decoder as a partial average, and a
divider for dividing the data outputted from the decoder
by the partial average outputted from the partial
average calculator.

With the identification data insertion system
and the identification data det?ction system for digital
data, since electronic watermark d#ta insertion
processing is-performed afterwduantizatiqn whereas
electronic watermark data detection processing is
performed prior to dequantization, otherwise possible
loss or disappearance of electronic watermark data by
qﬁantization can be prevented, and the difference
between a partial average used upon insertion and
another partial average used upon detection is reduced.
Consequently, a statistical similarity can be calculated
with a higher degree of accuracy. Accordingly, the

accuracy in detection of electronic watermark data is
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-33=fromthe dequantizer 403 in accordance wth avg(F(i)) = (|F(i-1)| +
JFCH)| + |[F(i+1)|)/3, and a divider 408 for dividing the data F(i)

out putted fromthe dequantizer 403 by the partial average avg(F(i))
outputted fromthe partial average cal culator 407. Here, F(i) is the
frequency conponent of an 8x8 pixel block outputted fromthe dequantizer

403, and i is the nunber of each factor after zigzag scanning of the 8x8
pi xel bl ock. The electronic_maternark" 'h extractor 406 perforns
calculatlonfd%é% éapance)mth the foll ow ng

It is to be noted that the identification data
insertion system and the identification data detection
system for digital data may be combined so as to form a
single identification data insertion and detection
system for digital data.

According to a further aspect of the present
invention, there is provided an identification data
insertion system for digital data, comprising a DCT
calculator for extracting blocks of 8 x 8 pixels from a
current image and performing discrete cosine transform
calculation for the blocks, an electronic watermark data
insertion element for inserting electronic watermark
data into data after the discrete cosine transform
outputted from the DCT calculator, a quantizer for
quantizing data outputted from the electronic watermark
data insertion element, a quantization table for being
referred to when the quantizer performs quantization and
when the electronic watermark data insértion element
calculates a partial average, and an encoder for
encoding data outputted from the quantizer.

The electronic watermark data insertion element
may include a partial average calculator for

calculating, using the quantization table when a partial
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expression: Wi) = F(i)/avg(F(i)) where F(i) is the data outputted fromthe
. nverse DCT cal cul ator 404, avg(F(i)) is the partial average outputted from
the partial average cal cul ator 407, and Wi) is-the data outputted fromthe
el_ectronic watermark data extractor 406 and supposed to include electronic
watermark data. In the follow ng, operation for insertion and detection of
el ectronic watermark data of the electronic watermark data insertion and

detection systens described above wittPeference to FIGS. 3 and 4 is

described in
average of the data outputted from the DCT calculator is

to be calculated, an average among three neighboring
points of absolute values of values obtained each by
multiplying an integer value obtained by dividing a
value of each factor outputted from the DCT calculator B
by a corfesponding value of the quantization table by
the corresponding value of the quantization table as a
partial average of the pertaining factor, a first
multiplier for multiplying an output of the partial
average calculator by the electronic watermark data for .
the individual factors, a second multiplier for
multiplying data outputted from the first multiplier by
a constant to be used to vary the size of the electronic
watermark daté to be embedded, and an adder for-adding
the data outputted from the DCT calculator and data
outputted from the second multiplier for the individual
factors.

According to a still further aspect of the
present invention, there is provided an ldentification
data detection system for digital data adapted to detect

electronic watermafk data inserted by the
identification data insertion system for digital data
described above and comprising a decoder for decoding

compressed image data, a dequantizer for dequantizing
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detaid with reference to FIGS. 3 and 4. First, operation for insertion of
qlectronic -34- watermark data is described. A current inage 301 is
extracted for individual blocks 302 of 8 x 8 pixels by ordinary MPEG
conpressi on processing, and the DCT cal cul ator 303 perfornms DCT cal cul ation
for the thus extracted data. The electronic watermark data insertion

el enent 305 enbeds el ectronic - 20

data outputted from the decoder, an inverse DCT
calculator for performing inverse discrete cosiﬁe
transform calculation for dgta outputted from the
deguantizer and outputting image data obtained by the
inverse discrete cosine transform calculation, an
electronic watermark data extracﬁor for extracting and
outputting, from among the data outputted from the

‘ dequantizer, those data which are supposed to be
electronic watermark data, an adder for adding data in
units of a block of 8 x 8 pixels outputted from the
electronic watermark data extractor for individual
factors over one screen, and an inner product calculator
for calculating inner products of electronic watermark
data to be detected and the data outputted from the
adder to calculate a statistical similarity and
outputting the statistical similarity.

The electronic watermark data extractor may
include a partial average calculator for calculating an
average of absolute values of'thfee neighboring points
of each of data in units of a block of 8 x 8 pixels
outputted from the dequantizer as a partial average, and
a divider for dividing the data outputted from the
dequantizer by the partial average outputted from the

partial average calculator.
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wat ermark data 304 into the data of frequency conponents obtained by the
DCTztransform In this instance, the electronic watermark data insertion

el enent 305 perforns processing equivalent to calculation of the follow ng
expression: F(i) = f(i) + avg(f(i)) x w(i) x constant where i is the factor
nunmber after zigzag scanning of a block of 8 x 8 pixels, f(i) is the value
of each coefficient obtained by the DCT L&ﬁpsforn] wWi) is the val ue of
each factor of the electronic watermark data 304, and avg(f(i)) is the

average of absol Ute valyipgy Ofnd MY ORI AR Nirss e 2AE sy AT
Her e, :

wherein insertion of electronic watermark data is
performed in a stage between DCT processing and
quantization processing similarly as in the conventional
methods and with the identification data detection
system, when a partial average is to be calculated, an
absolute value of a value obtained by multiplying an
integral value obtained by division of a corresbbnding
value of a quantization further by the corresponding
value of the quantization table. Consequently, the
difference between a partial average used upon insertion
"and another partial average used upon detection is
suppressed and a statistical similarity can be
calculated with a higher degree of accuracy.
Accordingiy, the accuracy in detéction of electronic
watermark data is improved.

It is to be noted that the identification data
insertion system and the identification data detection
system for digital data may be combined so as t6 form a
single identification data insertion and detection
sysfem for digital data. |

The above and other objects, features and
advantages of the present invention will become apparent

from the following description and the appended claims,

—
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avg(f(i)) is calculated in accordance with the foll ow ng expressions:
Mi-1) = |integral part of (f(i-1)/Qi-1)) x Qi-1)] V(i) = |integral part
of (f(i)/Qi)) x Qi)| V(i+l) = |integral part of (f(i+1)/Qi+1l)) x Qi +1)]
avg(f(i)) = (V(i-1) + V(i) + V(i+1))/3  The quantizer 311 refers to the
guanti zation table 312 to perform quantization processing for the data
outputted fromthe el ectronic matennujéggta

taken in conjunction with the accompanying drawings in
which like parts or elements are denoted by like

reference characters.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an electronic
watermark data insertion system to which the present
invention 1s applied;

FIG. 2_is a block diagram of an electronic
watermark data detection system to which the present
invention is applied;

FIG. 3 is a block diagram of another electronic
watermark data insertion system to which the present
invention is appiied;

FIG. 4 ié a block diagram of another electroniec
watermark data detection system to which the present
invention is applied;

FIG. 5 is a block diagram showing a conventional
electronic watermark data insertion system;

FIG. 6 is a block diagram showing a conventional
electronic watermark data detection system;

FIG. 7 is a block diagram showing another
conventional electronic watermark data insertion system;

and
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insertion el ement 305, and the encoder 313 perfornms encoding of the data
outputted fromthe quantizer 311 to produce MPEG data 314. Now, operation
for detection of electronic watermark data is described. First, MPEG data
4012 which nmake an object of detection are subject to MPEG decodi ng
processi ng by the decoder 402. The data decoded by the decoder 402 are
dequanti zed by ordinary MPEG decodi ng pr.ocessing by the dequantizer 403 and
i nverse DCT cal cul ated by the inverse DCT cal cul ator 404 to produce inmge

daté 405. The el ectrppic yafer ek, daty Sxtrachol, A0S o1 ther

conventional electronic watermark data detection system.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring first to FIG. 1, there is shown an
electronic watermark data insertion system to which the
present invention is applied. The electronic watermark
data insertion system shown includes.a DCT calculator
103 for extracting blocks 102 of 8 x 8 pixels from
within a current image 101 which makes an object of
insertion of electronic watermark data and performing
DCT (discrete cosine transform) calculation for the
blocks 102, a quantizer 104 for quantizing data
6utputted from the DCT calculator 103, a quantization
table 105 for being referred to when the quantizer 104
performs quantization, an electronic watermark data
insertion element 107 for inserting electronic watermark
data 106 into data after quantization, and an encoder
113 for encoding data outputted from fhe electronic
watermark data insertion element 107 to produce MPEG
data 114 in which the electronic watermark data 106 are
iﬁserted and outputting the MPEG data 114.

The electronic watermark data insertion element

107 includes a partial average calculator 108 for
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extracts decoded data fromthe dequantizer 403, perforns cal cul ati on of
F(i)/avg(F(i)) and extracts data supposed to be enbedded el ectronic

wat ermark data. Here, F(i) is the value of each factor after zigzag
scanning in units of an 8x8 pixel block outputted fromthe dequantizer 403,
and avg(F(i)) is the partial average (|F(i-1)| + |F(i)| + |F<(i+1)|)/3. The
adder 409 cal culates sumtotals of the extracted data in units of an 8x8

pi xel bl ock outputted fromthe el ect r GRAC wat er mark dat a

calculating a partial average of three neighboring
points of data outputted from the gquantizer 104 in
accordance with avg(f(i)) = (If(i-1)| + [£(i)] +
|£(i+1)1)/8, a multiﬁlier 110 for multiplying outputs of
the electronic watermark data 106 and the partial
average éalculator 108 for individual factors, another
multiplier 111 for multiplying each factor of an output
of the multiplier 110 by a constant 109 which is used to
vary the size of the elecfronic watermark data to be
inserted, and an adder 112 for adding an output of the
multiplier 111 and the output of the quantizer 104 for
individual factors.

The electronic watermark data insertion element
107 performs calculation defined by the following
expression:

F(i) = £(1) + aveg(f(i)) x w(i) x constant
where f(i) is the data outputted from the quantizer 104,
avg(f(1i)) is the data outputted from the partial average
calculator 108, w(i) is the electronic watermark datﬁ
106, the constant is the constant 109, and i is the
number of each factor after zigzag scanning of a block
of 8 x 8 pixels.

Referring now to FIG. 2, there is.shown an

electronic watermark data detection system to which the
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-36-+extractor 406 for individual factors over one screen. After the sum
fotals of the extracted data for one screen are cal cul ated, the inner
product cal cul ator 410 cal cul ates inner products of the sumtotals and the
el ectronic watermark data 411 to be detected to obtain a statistica
simlarity 412 and outputs the statistical simlarity 412. |If the
statistical simlarity 412 is higher than a particular fixed value, then it
is discrimnated that el ectronic water®®k data equivalent to the

electronic watermark data 411 are enbedded in the MPEG data 401.
. present invention is applied. The electronic watermark

data detection system detects electronic watermark data
inserted in an image by the electronic watermark data
insertion system of FIG. 1 described above. The
electronic watermark data detection system includes a
decoder 202 for decoding MPEG data 201 which make an
object of detection of electronic watermark data, a
dequantizer 203 for dequantizing data outputted from the
decoder 202, an inverse DCT calculator 204 for
performing inverse DCT calculation for data outpﬁtted
from the dequahtizer 203 to obtain image data 205 and
outputting the image data 205, an electronic watermark
data extractor 208 f0€ extracting, from among data
outputted from the decoder 202, those data which are
supposed to be electrénic watermark data, an adder 209
for adding data in units of a block of 8 x 8 pixels
outputted from the electronic watermark data extractor
206 for individual factors over one screen, and an inner
product calculator 210 for calculating inner products of
eiectronic watermark data 211 to be detected and data
outputted from the adder 209 to obfain a statistical
similarity 212 and outputting the statistical similarity

212.

The electronic watermark data extractor 206
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In thets instance, if the electronic watermark data 411 represent inhibition
of duplication, then the reproduction apparatus in which the electronic

wat ermark data detection systemis incorporated can take such a
counternmeasure as to inhibit duplication of the inmage data 405 produced
therein. Having now fully described the invention, it will be apparent to
one of ordinary skill in the art that man changes and nodifications can be
made thereto without departing fromthe-3Brrit and scope of the |nvent|on

as set forth herein.
includes a partial average calculator 207 for

calculating a partial averége of three neighboring
points of data in units of a block of 8 X 8 pixels
outputted from the decoder 202 in accordance with
avg(F(1)) = (IF(i-1)] + |F(i)| + [F(i+1)])/3, and a
divider 208 for dividing data F(i) outputted from the
decoder 202 by a partial average avg(F(i)) outputted
from the partial average calculator 207.

The electronic watermark data extractor 2086
performs calculation defined by the following
expression:

W(i) = F(i)/aveg(F(1))
where F(i) is the data outputted ffop the decoder 202,
avg(F(i)) is the partial average oufpufted from the
partial average calculator 207, W(i; is the data which
are supposed to ipclude electronic watermark data
outputted from the electronic watermark data extractor
206, and 1 is the number of each factor of a block of 8
X 8 piiels.

In the following, operation for insertion and
detection of electronic watermark data of the electronic
watermark data insertion and detection systems described
above with reference to FIGS. 1 and 2 is described in

detail with reference to FIGS. 1 and 2.




-37-"Clainms: 1. An identification data insertion systemfor digital data
for inserting electronic watermark data as identification data having
special information into a digital inage, characterized in that it
conprises: a DCT cal culator (103) for extracting blocks of 8 x 8 pixels
froma current inmage and perform ng discrete cosine transform cal cul ation
for the blocks; a quantizer (104) for qg?ntizing data outputted

First, operation for insertion of electronic
watermark data is described.

A current image 101 is extracted for each block
of 8 x 8 pixels by ordinary MPEG compression processing,
and the DCT calculator 103 performs DCT calculation for
the thus.extracted data. Data of frequency componentsl
obtained by the DCT calculation of the DCT calculator
103 are quantized with reference to the quantization
table 105 by the quantizer 104. The electronic
watermark data insertion element 107 embeds electronic
watermark data 108 into the data outputted from the
quantizer 104. In this instance, the electronic
watermark data insertion element 107 performs processing
equivalent to calculation of the following expression:

F(1) = £(1) + avg(f(i)) x w(1) x constant
where i is the number of a factor of a frequency
component of the block of 8 x 8 pixels, w(i) is the
value of each factor of the electronic watermark data
106, the constant is the constant 109, f(i) is each of
the factors of the 8 x 8 pixel block, avg(f(i)) is the
average of absolute values of three neighboring factors,
that is, ([f(i-1)| + [£(1)]| + [£(i+1)[|)/3, and F(i) is
the new frequency component in which the electronic

watermark data 108 are inserted.
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from'said DCT cal culator (103); a quantization table (105) for being _
referred to when said quantizer (104) perfornms quantization; an electronic
wat ermark data insertion elenent (107) for inserting el ectronic watermark
data into the data after the quantization; and an encoder (113) for
encodi ng data outputted fromsaid electronic watermark data insertion
element (107). 2. An identification data insertion systemfor digital data
as set forth in claim1, characterized 4% that said el ectronic watermark

daté insertion elenefﬁe encoder 113 encodes the data F(i) outputted
from the electronic watermark data insertion element 107
by MPEG processing to produce MPEG data 114 ih which the
electronic watermark data 106 are embedded.

Now, operation for detection of electronic
watermark data is described.

First, MPEé data 201 which make an object of
detection is subject to M?EG decoding by the decoder
202. The data dedoded by the decoder 202 are
dequantized by ordinary MPEG decoding processing by the
dequantizer 203 and inverse DCT calculated by the
inverse DCT calculator 204 to produce reproduction image
data 205.

The electronic watermark data extractor 206
extracts the data decoded by the decoder 202, performs
calculation of F(i)/avg(F(1)) and extracts those data

" which are supposed to be embedded electronic watermark
data. Here, F(i) is the frequency component of a’
decoded block of 8 x 8 pixels, and avg(F(i)) is the
partial average ((|F(i-1)| + |F(1)| + |F(i+1)])/3. The
adder 209 calculétes a sum total of the extracted data
in units of 8 x 8 pixels outputted from the electronic
watermark data extractor 206 for individual factors over

one screen. After the sum totals of the extracted data
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(107)" includes a partial average calculator (108) for calcul ating an
average of absol ute values of three neighboring points of each factor of
the data outputted -38- fromsaid quantizer (104) as a partial average,
a tirst multiplier (110) for multiplying the electronic watermark data by
an out put of said partial average cal culator (108) for the individual
factors, a second multiplier (111) for g&ltiplying each factor of an

of the one screen arelcalculated, the inner product
galculator 210 calculates inner products of the sum
totals and electronic watermark data 211 to be detected
to produce a statistical similarity 212 and outputs the
statistical similarity 212.

if the statistical similarity 212.is highef than
a particular fixed value, then it is discriminated that .
electronic watermark data equivalent to the electronic
watermark data 211 are embedded in the MPEG data 201.

In this instance, if the electronic watermark
data 211 represent inhibition of duplication, then the
reproduction apparatus in which the electronic watermark
data detection system is incorﬁorated can take such a
countermeasure as to inhibit duplication of the image
data 205 produced therein.

Referring now to FIG. 3, there is shown anothér
electronic watermark data insértion system to which the
present invention is applied. The electronic watermark
data insertion éystem includes a DCT éalculator 303
extracting blocks 302 of 8 x 8 pixels from within a
current image 301 which makes an object of insertion of
electronic watermark data and performing DCT calculation
for the blocks 302, an electronic watermark data

insertion element 305_for inserting electronic watermark
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output of said first nultiplier (110) by a constant to be used to vary the
size of the electronic waternmark data to be inserted, and an adder (112)
for adding an output of said second nultiplier (111) and the output of said
quantizer (104) for the individual factors. 3. An identification data
detection systemfor digital data, characterized in that it conprises: a
decoder (202) for decodi ng conpressed i mage data; a dequantizer (203) for
dequanti zi ng data outputted from sai d dé@oder (202); an inverse DCT

cal cul ator (204) for performng
_ data 304 into data for the DCT transform has been

performed, a quantizer 311-for quantizing data outputted
from the electronic watermark data insertion element
305, a quantization tgble 312 for being referred to when
the quantizer 104 performs quantization and when the
electronic watermark data insertion element 305
calculates a partial average, and an encoder 313 for
encoding data outputted from the quantizer 311 and
outpﬁtting MPEG data 314 in which the electronic
watermark data 304 are embedded.

The electronic watermark data insertion element
305 includes a partial average calculator 307 for
calculating a partial average of data outputted from the
DCT calculator 303 with reference to the quantization
table 312, a multiplier 308 for multiplying the output
of the partial average calculator.307 by the electronic
watermark data 304 for individual factors, another
multiplier 309 for multiplying the data outputted from
the multiplier 308 by a constant a« 306 which is used to
vary the size of the electronic watermark data to be
inserted, and ah adder 310 for adding the data outputted
from the DCT calculator 303 and the data outputted from
the multiplier 309 for individual factors. The

electronic watermark data insertion_element 305 thus
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I nverse discrete cosine transformcal culation for data outputted from said
dequanti zer (203) and outputting i nage data obtai ned by the inverse

di screte cosine transform cal cul ation; an electronic watermark data
extractor (206) for extracting and outputting, from anong the data
outputted fromsaid decoder (202), those data which are supposed -39- to

be el ectronic watermark data;
_31_

performs processing equivalent to calculation of the
following expression:

F(i) = £(1) + avg(f(i)) x w(i) x constant
where (i) is the data outputted from the DCT calculator
303, avg(f(i)) is the data outputted from the partial
average éalculator 307, w(i) is thelelectronic watermark
data 304, the constant is the constant a 306, and i is
the number of a factor after the data outputted from the
DCT calculator 303 are zigzag spanned.

.Here, the partial average calculator 307 in the
electronic watermark data insertion element 305
performs, in order to calculate a partial average
avg(f(i)) of three neighporing points of the data
outputted from the DCT calculator 303, processing
equivalenflto calculatian of the following expressions:
V(i-1) = |integral part of (f(i-1)/Q(i-1)) x Q(i-1)|
V(i) = |integral part of (f(1)/Q(1)) x Q(i)]|
V(i+1) = |integral part of (f(i+1)/Q(i+1)) x Q(i+1)]
avg(f(i)) = (V(i-1) + V(i) + V(i+1))/3 |
| Referring now to FIG. 4, there is shown another
electronic watermark data detection system to which the
present invention is applied. The electronic watermark
data detection system detects electronic watermark data

inserted by the electronic watermark data insertion
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an adder (209) for adding data in units of a block of 8 x 8 pixels
outputted fromsaid electronic watermark data extractor (206) for

i ndi vidual factors over one screen; and an inner product cal culator (210)
for calculating inner products of electronic watermark data to be detected
and the data outputted from said adder (209) to calculate a statistical
simlarity and outputting the statistical simlarity. 4. An identification
data detection systemfor digital dat a3 set forth in claim3

characterized in that, sajd £ S0l O Lol FIRLtc AL R ragt orp§ 206)
this end, it includes a decoder 402 for decoding MPEG
data 401 which make an object-bf detection of electronic
watermark data, a dequantizer 403 for deqﬁantizing data
outputted from the decoder 402, an inverse DCT
calculator 404 for performing inverse DCT calculation
for data outputted from the dequantizer 403 to obtain
image data 405 and outputting the image data 405, an
electronic watermark data extractor 406 for eitraéting.
from among the data outputted from the dequantizer 403,
those data which are supposed to be electronic watermark
data and outputting the extracted data, an-adder 409 for
adding data in units of an 8 x 8 pixel Plock outputted
from the electronic watermark data extréctor 406 for
individual factors over one screen, and:an inner product
calculator 410 for calculatiné inner products of data
outputted from the adder 409 and electronic watermark
data 411 to be detected to obtain a statistical
similarit} 412 and outputting the statistical similarity
412.

The electronic watermark data extractor 4086
includes a partial average calculator 407 for
calculating a partial average of three neighboring

points of data in units of 8 x 8 pixel block outputted
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i ncl ides a partial average cal cul ator (207) for calcul ating an average of
absol ute val ues of ‘three nei ghboring points of each of data in units of a
bl ock of 8 x 8 pixels outputted fromsaid decoder (202) as a parti al
average, and a divider (208) for dividing the data outputted from said
decoder (202) by the partial average outputted fromsaid partial average
calculator (207). 5. An identification ta insertion and detection system
characterized in that it conprises: a cal cul ator (103) for extracting

blogks of from the dequantizer 403 in accordance with avg(F(i)) =

(IF(i-2)] + |F(i)| + |F(i+1)])/3, and a divider 408 for
dividing the data F(i) outputted from the dequantizer
403 by the partial average avg(F(i)) outputted from the
partial average calculator 407. Here, F(i) is the
frequenc& component of an 8x8 pixel block outputted from
the dequantizer 403, and i is the number of each factor
after zigzag scanning of the 8x8 pixel block.

The electronic watermark data-extractor 4086
performs calculation in accordance with the folléwing
expression:

W(i) = F(i)/avg(F(i)) _
where F(i) is the data outputted from the inverse DCT
calculator 404, avg(F(i)) is the partial average
outputted from the partial average calculator 407, and
W(i) is- the data outputted from the electronic watermark

. data extractor 406 and supposed to include electronic
watermark data.

In the following, operation for insertion and
detection of electronic watermark data of the electronic
watermark data insertion and detection systems described
above with reference to FIGS. 3 and 4 is described in
detail with reference to FIGS. 3 and 4.

First, operation for insertion of electronic
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-40- "8 x 8 pixels froma current inmage and perform ng discrete cosine .

transform cal cul ati on for the bl ocks; a quantizer (104) for quantizing data

outputted fromsaid DCT cal cul ator (103); a quantization table (105) for

bei-ng referred to when said quantizer (104) performs quantization; an

electronic watermark data insertion elenent (107) for inserting electronic
watermark data into the data after the guantization;'

watermark data is described.

A current image SOi is extracted for individual
blocks 302 of 8 x 8 pixels by ordinary MPEG compréssion
processing, and the DCT calculator 303 performs DCT
calculation for the thus extracted data. The electronic
watermark data insertion element 305 embeds electronic
watermark data 304 into the data of frequency components
obtained by the DCT transform. In this instance, the
electronic watermark data insertion element 305 performs
processing eqﬁivalent to calculation of the f0116wing
expression:

F(i) = f£(i) + avg(f(i)) x w(i) x constant
where 1 is the factor number after zigzag scanning of a
block of 8 x S.pixels, f(i) is the value of each
coefficient obtained by the-DCT.transform, w(i) is the
value of each factor of the electronic watermark data
304, and avg(f(i)) is the average of absolute values of
three neighboring points of each.factor. Here,
avg(f(i)) is calculated in accordance with the following
expressions:

V(i-1) = |integral part of (f(i-1)/Q(i-1)) x Q(i-1)|
V(i) = |integral part of (f(i)/Q(i)) x Q(i)|
V(i+1l) = |integral part of (f(i+1)/Q(i+1)) x Q(i+1)]

avg(f(i)) = (V(i-1) + V(i) + V(i+1))/3
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an encoder (113) for encoding data outputted fromsaid el ectroni c watermark
data i nsertion elenent (107); a decoder (202) for decodi ng conpressed i nage
data; a dequanti zer (203) for dequantizing data outputted from said decoder
(202); an inverse DCT cal cul ator (204) for perform ng inverse discrete
cosine transformcal cul ation for data outputted from said dequantizer (203)
and outputting i mnage data obtained by the inverse discrete cosine transform
cal cul ati on; -35-

The quantizer 311 refers to the quantization
table 312 to perform quantization processing for the
data outputted from the electronic watermark data
insertion element 305, and the encoder 313 performs
encoding of the data outputted from the quantizer 311 to
produce MPEG data 314.

Now, operation for detection of electronic
watermark data is described.

First, MPEG data 401 which make an object of
detection are subject to MPEG decoding processiné by the
decoder 402. The data decoded by the decoder 402 are
dequantized by ordinary MPEG decoding processing by the
decoder 402 and inverse DCT calculated by the inverse
DCT calculator 404 to produce 1mage data 465.

The electronic watermark data extractdr 406
extracts decoded data from thé dequantizer 403, performs
calcuiation of F(1)/avg(F(1)) and extracts data suppbsed
to be embedded electronic watermark data. Here, F(i) is
the value of each factor after zigzag.scanning_in units
of an 8x8 pixel block outputted from the dequantizer
403, and avg(F(i)) is the partial average (|F(i-1)]|
IF(i)| + |F<(i+1)|)/3. The adder 409 calculates sum
totals of the extracted data in units of an 8x8 pixel

block outputted from the electronic watermark data
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an electronic watermark data extractor (206) for extracting and outputting,
from anong the data outputted from said decoder (202), those data which are

supposed -41- to be electronic watermark data; an adder (209) for adding
data in units of a block of 8 x 8 pixels outputted fromsaid electronic

wat ermark data extractor (206) for individual factors over one screen; and

-36-
extractor 406 for individual factors over one screen.
After the sum totals of the extracted data for one
screen are calculated, the inner product calculator 410
calculates inner products of the suﬁ totals and the
electronic watermark data 411 to be detected to obtain a
statistiéal similarity 412 and outputs the statistical
similarity 412. |

If the statistical similarity 412 is higher than
a particular fixed value, then it is discriminated that
eleétronic watermark data equivalent to the electronic
watermark data 411 are embedded in the MPEG data 401.

In this instance, if the electronic watermark
data 411 represent inhibition of duplication, then the
reproduction apparatus in which the electronic watermark
data detection system is incorporated can take such a
countermeasure as to inhibit duplication of the image
data 405 produced therein.

Having now fully described the invention, it
will be apparent to one of ordinary skill in the art.

. that many changes and modifications can be made thereto
without departing from the spirit and scope of the

invention as set forth herein.

REPLAGEMENT SHEE

09 FEB 1998

Sare s s st el “_.4




an (i iner product cal cul ator (210) for cal cul ating inner products of

el ectroni to be detected and the data outputted from said
adder (20$"I]nmllmmlmmi statistical simlarity and outputting the
statistical* skmtarity. 6. An identification data insertion systemfor
digital data as set forth in claim5, characterized in that said electronic
wat ermark data insertion elenment (107) includes a partial average

cal cul ator (108) for calculating an avetége of absol ute val ues of three

nei ghbori ng in$ts_of each factor of the data outputted from said quantizer
(104) as a par?t@f‘average, a first

‘1. An identification data insertion system for
digital data for inserting electronic watermark data as
ident;fication data having special information into a
digital image, characterized in that it comprises:

é DCT .calculator (103) for extracting blocks of
8 x 8 pixels from a current image and performing
discrete cosine.transform calculation for the blocks;

a quantizer (104) for quantizing-data outputted
from said DCT caléulator (103);

a quantization table (105) for beiné referred to
when said quantizer (104) performs quantization;

an électronic w?termark data.insertion element
(107) for inserting electronic watermark data into the
data after the quantiza%ion;'and

an encoder (113) for encoding data outputted
from said electronic watermark data 1nsertion element
(107).

2. An 1dentification data insertion system for
digital data as set forth in claim 1, characterized in
that said electronic watermark data insertion element
(107) includes a partial average calculator (108) for
calculating an average of absolute values of three

neighboring points of each factor of the data outputted
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nulitiplier (110) for nultiplying the electronic watermark data by an out put
of said partlﬁ“mn ”ﬂﬂumﬂ]ator (108) for the individual factors, a
second multip I'tiplying each factor of an output of said
first multipliér Y110) bysa constant to be used to vary the size of the

el ectronic watermark data to be inserted, and an adder (112) for adding an
-42- output of said second nmultiplier g%%}) and t he out put of

from said quantizer (104) as a partial average, a first
multiplier (110) for muitiplying the electronic
watermark data by an output of said partial average
calculator (108) for the individual factors, a second
multiplier (111) for multiplying each factor of an
output of said first multiplier (110) by a constant to
be used to vary the size of the electronic watermark
data to be inserted, and an adder (112) for adding an
output of said second multiplier (111) and the output of
said quantizer (104) for the individual factors.

3. An identification data detection system for
digital data, characterized in that it comprises:

a decoder (202) for decoding qompressed image
data; |

a dequantizer (203) for dequaﬂtizing data
outputted from said decoder (202);

an inverse DCT calculator (204) for performing
inverse discrete cosine transform calculation for data
outputted from said dequantizer (203) and outputting
image data obtained by the inverse discrete cosine
transform calculation;

an electronic watermark data extractor (206) for
extracting and outputting, from among the data outputted

from said decoder (202), those data which are supposed
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sakd“quantizer"ttﬁﬁr—for—rhé“;ﬁdividual factors. 7. An identification data
detection syst ta as set forth in claim5, characterized in
that said el ec l! %} data extractor (206) includes a parti al

aver age calcula Iculating an average of absolute val ues of

t hr ee. nelghborlng p0|nts of each of data in units of a block of 8 x 8

pi xel s outputted from said decoder (202) as a partial average, and a

di vider (208) for dividing the data out$@tted from said decoder (202) by

the partial average outputted fromsaid_partial average cal cul ator (207).
‘ to be electronic watermark data;

an adder (209) for adding data in units of a
block of 8 x 8 pixels'outputted from said electronic
watermark data extractor (208) for individual factors
over one screen; and

én inner product calculator (210) for
calculating inner products of electronic watermark data
to be detected and the data outputted from said adder
(209) to calculate a statistical.similarity and
outputting the statistical similarity.

‘4., An identification data detection system for
digital data as set forth in claim 3, characterized in
that said electronic watermark data extractor (208)
includes a partial average calculator (207) for
calculating an average of absolute values of three

“neighboring points of each of data ih units of a block
of 8 x 8 pixels outputted from said decoder (202) as a
partial average, and a divider (208) for dividing the-
data outputted from said decoder (202) by the paftial
average outputted from said partial average calculator
(207).

5. An identification data insertion and
detection system, characterized in that it comprises:

‘a DCT calculator (103) for extracting blocks of
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8. An identifigati Lnsertion systemfor digital data, characterized
if that it ch'HIEH"EMMM l.cul ator (303) for extracting blocks of 8 x 8
pi xel s from Lc xand perform ng discrete cosine transform

calcul ation for the blocks; an electronic watermark data insertion el ement
(305). for inserting electronic watermark data into data after the discrete
cosine transformoutputted fromsaid DCT cal culator (303); a quantizer

(311) for quantizing data outputted frofflsaid el ectronic watermark data

i nsertion el enent .
8 X 8 pixels from a current image and performing

discrete cosine transform bdlculation for the blocks;

a quantizer (104) for quantizing data outputted
from said DCT calculator (103);

a quantization'table (105) for being referred to
when said quantizer (104) performs quantization;

an electronic watermark data insertion element
(107) for inserting electronic watermark data into the
data after the quantization; |

an encoder (113) for encoding data outputted
from said electronic watermark data insertion element
(107);

a decoder (202) for decoding compressed image
data;

a dequantizer (203) for dequantizing data
outputted from said decoder (202);

an inverse DCT calculator (204) for performing
inverse discrete cosine transform calculation for data
outputted from said dequantizef.(203) and outputting
image data obtained by the inverse discrete cosine
transform calculétion;

an electronic watermark data extractor (208) for
extracting and outputting, from among the data outputted

from said decoder (202), those data which are supposed
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-43-» a quantization table (312) for being referred to when sai d
quant | zer wll”“iﬂmmnmtﬂg) &zat I on and when said el ectronic watermark
data insertion 1culates a partial average; and an encoder
(313) for encodfng® dat a outputted fromsaid quantizer (311). 9. An

identification data insertion systemfor digital data as set forth in claim

8, characterized in
-41-

to be électronic watermark data;

an adder (209) for'adding data in units of a
block of 8 x 8 pixels'outputted from said electronic
watermark data extractor (206) for individual factors
over one screen; and

an inner product calculator (210) for
calculating inner products of electronic watermark data
to be detected and the data outputted from said adder
(209) to calculate a statistical similarity and
outputting the statistical similarity.

6. An identification data insertion system for
digital data as set forth in clalm 5, characterized in
that said electronic watermark data insertion element
(107) includes a partial average calculator (108) for
calculating an average of absolute values of three
neighboring points of each factor of the data outputted
from said quantizer (104) as a partial average, a first
multiplier (110) for multiplying the electronic
watermark data by an output of said parfial average
calculator (108) for the individual factors; a second
multiplier (111) for multiplying each factor of an
output of said first multipliér (110) by a constant to'
be used to vary the size of the electronic watermark

data to be inserted, and an adder (112) for adding an

v
e
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that *said el
partial aver
table (312)

cal-cul ator (
poi nts of ab
val ue obtain
cal cul ator (
by the corre
aver.age of t

ectronic watermark data insertion elenment (305) includes a
age calculator (307) for calculating, using said quantization

age of the data outputted fromsaid DCT
\Qﬂmlmsuﬂﬂlmmllﬂm[n ated, an average anong three nei ghboring
sol'ut é vAl ubs bf *val ues obtai ned each by nultiplying an integer
ed by dividing a value of each factor outputted fromsaid DCT

303) by a corresponding varﬂg‘of_said quanti zation table (312)
SRS VBYS, ShedpauHRILERE PLaATOhSaL 352 pitotePRlt @
said quantizer (104) for the individual factors.

7. An identification data detection system for
digital data as set forth in claim 5, characterized in
that said electronic watermark data éxtractor (206)
includes.a partial average calculator (207) for
calculating an average of absolute values of three
neighboring poihts of each of data in units of a block
of 8 x 8 pixels outputted from said décoder (202) as a
partial average, and a divider (208) for dividing the
data outputted from said decoder (202) by the partial
average outputted from said partial average calculator
(207).

8. An 1dent1fication data insertion system for
digital data, characterized in thét it comprises:

a DCT calculator (303) for extracting blocks of
8 X 8 pixels from a current image and performing
discrete cosine transform calculation for the blocks;

an electronic watermark data insertion elemeﬁt
(305) for inserting electronic watermark data into data
after the discrete cosine transform outputted from said
DCT calculator (303);

a quantizer (311) for quantizing data outputted

from said electronic watermark data insertion element

Pt st ¢ e N e
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mul ti'pl yi ng an out put—of—saird—partial—average cal cul ator (307) by the

el'ectroni c wat er mark r indi vidual factors, a second nultiplier
(309) for -44- nulltmm gm H\u putted fromsaid first multiplier
(368) by a constant t nt Os the size of the electronic waternark

data to be enbedded, and an adder (310) for adding the data outputted from
said DCT cal cul ator (303) and data outgféjed fromsaid second

(305);

a quantization table (312) for being referred to
when said quantizer (311) performs quantization and when
said electronic watermark data insertion element (305)
calculates a partial average; and

én encoder (313) for encoding data outputted
from said quantizer (311).

9. An identification data insertion system for
digital data as set forth in claim 8, characterized in
that said electronic watermark data insertion element
(305) includes a partial average calculator (307) for
calculating, using said quantizatioﬁ table (312) when a
partial average of the data outputted from said DCT
calculator (303) is té be calculated, an average among
‘three neighboring ﬁoiﬂts of absolute values of values
obtained each by multiplying an integer value obtained
by dividing a value of each factor oﬁtputted from said
DCT calculator (303) by a corresponding value of said
quantization table (312) by the corresponding value of
said quantization téble (312) as a partial average of
the pertaining féctor, a first multiplier (308) for.
multiplying an output of said partial average calculator
(307) by the electronic watermark data for the

individual factors, a second muitiplier (309) for
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mul t*plier (309__¥z;_?EE-TEHTVTHU5T factors. 10. An identification data
dét ecti on syst em“'lmmm"ummm characterized in that it conprises:
decoder (402) fo "ILsed i mge data; a dequantizer (403) for
deguanti zi ng data outputtéﬂ fr orh sai d decoder (402); an inverse DCT

cal cul ator (404) for performng inverse discrete cosine transform

calculation for data outputted from sai d dequantizer (403) and outputting
i mage data obtai ned by the inverse di sc#®Te cosine transform cal cul ati on;

multiplying data outputted from said first multiplier
(308) by a constant tb be used to vary the size of the
electronic watermarkldata to be embedded, and an adder
(310) for adding the data outputted from said DCT
calculator (303) and data outputted from said second
multipliér (309) for the individual factors.

10. An identification data detection system for
digital data, characteriZed'in that it comprises:

a decoder (402) for decoding éompressed image
data;

a dequantizer (403) for dequantizing data
outputted from said ‘decoder (402): |

an inverse DCT calculator (?04) for performing
inverse discrete cosine transform calculation for data
outputted from said deduantizer.(405).and outputting
image data obtained by the inverse discrete cosine
transform calculation;

an electronic watermark data extractor (406) for
.extraéting and outputting, from amoné the data outputted
from said dequantizer (403), those data which are
supposed to be electronic watermark data;

an adder (409) for adding data in units of a
block of 8 x 8 pixels outputted from said electronic

watermark data extractor (408) for individual factors
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an el*ectroni c watef mark data extractor (406) for extracting and outputting,
f.r'om anmong t ﬂ"ﬂnﬂ from sai d dequantizer (403), those data which
are supposed ﬂu'mmmu vvatermark dat a; an adder (409) for adding
data in units "of “a bl otk %f *8 x 8 pixels outputted fromsaid el ectronic

wat er mar k dat a extract or (406) for individual factors -45- over one
screen; and 45—

over one screen; and

an inner product calculator (410) for
calculating inner products of electronic watermark data
to be detected and the data outputted from said adder
(409) to calculate a_statistical similarity and
outpnttiﬁg the statistical similarity.

11. An identification data detection system for
digital data as set forth in claim 10, characterized in
that said electronic watermark data extractor (4086)
includes a partial average calculator (407) for
calculating an average of absolute values of three
neighboring points of each of data in units of a block
of 8 x 8 pixels outputted from séid dequantizer (403) as
a partial average, and a divider (408) for dividing the
data outputted from said deqﬁantizer (403) by the
partial average outputted from said partial average
calculator (407).

12. An identification data insertion and
detection system for digital data, characterized in that
it comprises:

a DCT calculator (303) for extracting blocks of
8 X 8 pixels from a current image and performing
discrete cosine transform calculation for the blocks;

an electronic watermark data insertion element
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an j nner product cal culator (410) for cal cul ating inner products of

gl’ectronic wat-effrark—data to be detected and the data outputted from said

adder (409)
statistical

to sti cal simlarity and outputting the
Lo s. n @tliuﬂ‘l %ﬂ dentification data detection system for
digital data as a|n110 characterized in that said

.electronic maternark data extractor E%.lncludes a partial average
e

cal cul at or (407) for calculatlng an av

nei ghbori ng

ge of absolute values of three

91 Seh EAEh Oln g R L0r il SubloPnblkatl PafoSaBbyc S

outputted fromsaid dequan

after the discrete cosine transform outputted from said
DCT calculator (303);

a quantizer (311) for quantizing data outputted
from said electronic watermark data insertion element
(305);

a quantization table (312) for being referred to
when said quantizer (311) performs quantization and when
said electronic watermark data insertion element (305)
calculates a partial average;

an encoder (313) for encoding data outputted
from said quantizer (311);

a decoder (402) for decoding compressed image
data;

a dequantizer (403) for dequantizing data
outputted from said decoder (402):

an inverse DCT calculator (404)-for performing
inverse discrete cosine transform calculation for data
outputted from said dequantizer (403) énd ouéputting
image data obtained by the inverse discrete cosine
trénsform calculation;

an electronic watermark data extractor (408) for
extracting and outputting, from among the data outputted

from said dequantizer (403), those data which are

09 FEB 1998
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a pa#tial ave-r_ag%—and—a—dwhder— (408) for dividing the data outputted from

sald dequantlzer 403 t he artlal average outputted fromsaid parti al
average cal cul " niidentification data insertion and

detection syst ta, characterized in that it conprises: a
DCT cal cul at or (30 or extract| ng bl ocks of 8 x 8 pixels froma current

i mge and performng discrete cosine transformcalculation for the bl ocks;
an el ectronic watermark data insertion 4{ement

supposed to be electronic watermark data;

an adder (409) for adding data in units of a
block of 8 x 8 pixels outputted from said electronic
watermark data extractor (408) for individual factors
over one screen; and |

én inner product calculator (410) for
calculating inner products of electronic watermark data
to be detected and the data outputted from said adder
(409) to calculate a statistical simiiarity and
outputting the statistical similarity.

13. An identification data insertion system for
digital data as.set forth in claim 12, characterized in
that said electronic watermark data insertion element
(305) includes a partial average calculator (3807) for
calculating, using said quéntizatidﬁ table (312) when a
partial average of the data outputted from said DCT
calculator (303) is to be calculated, an average among
three neighboring points of absolute values of values
obtained each by multiplying an infeger value obtained
by dividing a value of each factor outputted frbm said
DCT calculator (303) by a corresponding value of said
quantization table (312) by the corresponding value of
said quantization table'(312) as a partial average of

the pertaining factor, a first multiplier (308) for
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-4& ¥(305) for i-nserting—eleetronic waternark data into data after the

di'screte cosine trapsf d fromsaid DCT cal culator (303); a
quantizer (311) f II Hﬁﬁﬂﬁ t& a outputted fromsaid electronic
wat.er mar k data in 305); a quantization table (312) for

bei ng. referred to when sald gquanti zer (311) perfornms quantization and when
said electronic watermark data insertiggbglenent (305)

multiplying an output of said partial average calculator
(307) by the electronic watermark data for the
individual factors, a second multiplier (309) for
multiplying data outputted from said first multiplier
(308) by a constant to be used to vary the size of the .
electronic watermark data to be embedded, and aﬁ adder
(310) for adding the data outputted from said DCT
calculator (303) and data outputted from said second
multiplier (309) for the individual factors.

-14. An identification data detection system for
digital data as set forth in claim 12, characterized in
that said electronic watermark data extractor (406)
includes a partial average calculator (407) for
calculating an average of absolute valﬁes of three
neighboring points of each of data in units of a block
of 8 x 8 pixels outputted from said dequantizer (403) as

"a partial average, and a divider (408) for dividing the
data outputted from said dequantizer (403) by the
partial average outputted from said partial averagé

calculator (407).
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cal ¢l ates a partial average; an encoder (313) for encoding data outputted
_fjbh1said quanti zer (311); a decoder (402) for decodi ng conpressed i nage
data; a dequantizer (403) for dequantizing data outputted from said decoder
(402); an inverse DCT cal cul ator (404) for performng inverse discrete
cosine transformcal cul ation for data outputted from said dequanti zer (403)
and outputting image data obtained by the inverse discrete cosine transform
cal cul ati on; -49-

Abstract:

Identification Data Insertion and

Detection System for Digital Data

A identification data insertion system
for digifal data includes a DCT calculator (103) for
extracting blocks (102) of 8 x 8 pixels from within a
current image (101) and performing DCT (discrete cosine
transform) calculation for the blocks (102), a quantizer
(104) fdr quantizing data outputted from the DCT
calculator (103), a quantization table (105) for being
referred to when the quantizer (104) performs
quantization, an eleqtronic watermark data insertion
element (107) for inserting electronic watermark data
(108) into data aftef guantization, and an encoder (113)
for encoding data outputted from the electronic
watermark data insertion element (107) to produce MPEG
data (114) in which the electronic watermark data (106)
are inserted'gpd o@fputtiﬁg the MPEG data (114).

Fig. 1

REPLACEMENT SHEET |

i
1
i
H

09 FEB 1998 ‘ |

J




an electronic waterrrar;k data extractor (406) for e>g¥ 094 6 5p3t| n96
re( 403),

from anong the data-outputted from said dequantize t hose data which
are -47- supposed to be electronic waternmark data; an adder (409) for
adding data in units of a block of 8 x 8 pixels ou-t?;putted fromsaid

el ectroni c wat er mar k data extractor (40?)/fg)r i ndi vi dual factors over one
screen; and ' ~
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an inner product cal culator (410) for calculating inner products of

el ectronic watermark data to be detected and the data -outputted fromsaid:
adder (409) to calculate a statistical simlarity and outputting the
~statistical simlarity. 13. An identification data insertion systemfor
digital data as set forth in claim 12, ng terized in that said

el ectronic watermark data insertion ele a!§305) I ncl udes a parti al
average cal cul ator (307) for calculating, using said quantization table
(312) when a partial average of the data outputted from said DCT calculator
(303) is to be calculated, an average anong
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t hr ee nei ghboring points of absolute-values of values obtained each by . .
mul ti plying an integer val ue obtai ned by -dividing a value of each factor -
outputted fromsaid DCT cal cul ator (303) by a correspondi ng val ue of said
quantization table (312) by the correspondi ng val ue of said quantization
table (312) as a partial average of the er%aining factor, a first

mul tiplier (308) for - 48- nultiplyinépin-output of said partial average
cal cul at or .
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(307) -by the electronic watermark data for the individual factors, a second
mul tiplier (309) for nultiplying data outputted fromsaid first nultiplier
(308) by a constant to be used to vary the size of the electronic waternark
data to be enbedded, and an adder (310) for adding the data outputted from
said DCT cal cul ator (303) and data outpufftgd§from said second nultiplier
(309) for the individual factors. 14. An identification data detection
system for digital data as set forth in claim 12, characterized in that
said electronic watermark data extractor (406) “includes a partial average

cal cul ator (407) for
(407) 9_, ~
< >
T\ L2k
- g
23
==
[y
wnw
S |.5| |z
oD o<
I G fe— ] EE
=2 © ui <
—_ 0 W b =
HE X
o
<t & ™~
=] ~—
< <
LD
O_ [ 1 ¥ N1 7"""777 =
1 8< i | £
= i 3=
=) | &£iu
! li-u:‘-z
* | Jw | =9
| <& —
< _ | EE |l o
Sl | gL 182
< 3 | sz | 8=
> - | :
> O : | O<
=2 R V-
'\\/Z- A L_....___T__ —
™
- © r~
™ 3 o O
o = < <«
< N
=
=
T
=
&
[=]
[~
3 &
< 8
< i REPLACEMENT SHEET
ot — T 09 FEB 1998
L. Q-EE
=0 ___J




cal cul ating an average of absol ute-values of three neighboring points of
each of data in units of a block of 8 x 8 pixels outputted fromsaid
dequanti zer (403) as a partial average, and a divider (408) for dividing
the data outputted from said dequantizer (403) by the partial average
outputted fromsaid partial average cal dul/aor (407).

IMAGE HAVING
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As such electronic watermark data for a digital
image as described above, two kinds of electronic
watermark data of visible electronic watermark data and -
invisible electronic watermark data are available.

The visibie electronic watermark data are used
such that a special character or symbol or the like is
combined with an imaée so that it may be wvisually
recognized. While the visible electronic watermark data
deteriorate the picture quality, they have an effect of
visually appealing to a user of a digital image for
prevention of illegal use of the digital image.

An example of embedding of visible electronic
watermark data is disclosed in Japanese Pafeht Laid-Open
Application No. Heisel 8-241403. According to the
method disclosed in the document just mentioned, visible
electronic watermark data are combined with an original
image such that only the brightness components of those
pixels_yhich correépond to an opaque portion of the
electronic watermark data are varied while color
cdmponents of the pixels ére not varied. In this
instance, the scalinglvalue by which the brightness
components of pikels are varied is determined based on
color éomponents,'random numbers, values of pixels of

the electronic watermark data and so forth.
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A further method is disclosed inﬂJapanese Patent
Laid-Open Application No. Heisei 5-30466 wherein a.video
signal is frequency converted and information having a
frequency signal lower than a frequency band of the
video signal after the frequency co-nversi;m is embedded into the
resulting video signal. In this method, the original' video signal is extracted using
.a high pass filter while embedded identification data are . extracted using a low pass
_ﬁlter.'

As another method which involves frequency
conversion of an image, a method has been proposed
wherein an image is frequency converted and electronic
watermark data are embedded into a region of the video
signal after the frequency conversion in whibh strong
frequency components are included (Nikkei Electronics,
April 22, 1996, No. 660, p.13).

In this method, since electronic watermark data
are embedded into frequency components, the electronic
watermark data are not lost even by image processing
such as compression processing or filtering. Further,
random numbers which exhibit a normal distribution are
adopted as the electronic watermark data to prevent
interference between electroﬁic watermark data and make
it difficult to destroy electronic watermark data

without having a significant influence on the entire
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With the identification data inseftion system
wherein insertion of electronic watermark data is
performed in a stage between DCT processing and
quantization processing similarly as in the conventional
methods and with the identification data detection
system, when a partial average is to be calculated, an
absolute value of a value obtained by multiplying an
integral value obtained by divisibn of a corresponding
value of a quantization table further by the corresponding
value of the quantization table. Consequently, the
difference between a partial average used upon insertion
and another partial average used upon detection is
suppressed and a statistical similarity can'Be
calculated with a higher degree of accuracy.

. Accordingly, the accuracy in detectidn of electronic
watermark data is improved.

It is to be noted.that tﬁe identification data
insert_ign system and the identification data detecti.on
system for digital data may be combined so-as to form a -
single identification daté insertion and detection
system for digital data.

The above and other objects, features and

advantages of the present invention will become apparent

from the following description and the appended claims,
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of the one screen are calculated, the inner product
calculator 210 calculates inner products of the sum
totals and electronic watermark data 211?20 be detected
to produce a statistical similafity 212 and outputs the
statistical similarity 212.

If the statistical similarity 212 is higher than
a particular fixed value, then it is discriminated that
electronic watermark data equivalent to the electronic
Watermark data 211 are embedded in the MPEG data 201.

In this instance, if the electronic watermark
data 211 represent inhibition.of duplication, then the
reproduction apparatus in which the electronic watermark
data detection system is incorporated can téke such a
countermeasure as to inhibit duplication of the image
data 205 produced therein.

Referring now to FIG. 3, there is shown another
electronic watermark data insertion system to which the
presenp_invention is épplied. The electronic watermark
data insertion system includes a DCT calculator 303 for
extracting blocks 302 of é X 8 pixels from within a
current image 301 which makes an object of insertion of
electronic watermark data and performing DCT calculation

for the blocks 302, an electronic watermark data

insertion element 305 for inserting electronic watermark
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data 304 into data for ‘whichthe DCT transform has been
performed, a quantizer 311 fof,quantizing data outputted
from the electronic ﬁatermark data insertion element
305, a quantization tahle 312 for being referred to when
the quantizer 104 performs quantization and when the
electronic watermark data insertion element 305 -
calculates a partial average, and an encoder 313 for
encoding data outputted from the quantizer 311 and
outputting MPEG data 314 in which the electronic
watermark data 304 are embeéded.

The electronic watermark data ihsertion element
305 includes a partial average calculator 301 for
calculating a partial average of data outputted from the
DCT calculator 303 with reference to the quantization
table 312, a multiplier 308 for multiplying the output
of the partial average caleculator 307 by the electronic
watermark data 304 for individual factors, another
- multiplier 309 for multiplying the data oufputted from
the multiplier 308 by a donstént a 306 which is used to
vary the size of the electronic watermark data to be
inserted, and an adder 310 for adding the data outputted
from the DCT calculator 303 and the data outputted from
the multiplier 309 for individual factors. The

electronic Watermafk'data insertion element 305 thus
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The quantizer 311 refers to the quantizatioﬁ
table 312 to perform quantization processing for the
data outputted from the electronic watermark data
insertion element 305, and the enéoder 313 performs
encoding of the data outputted from the quantizer 311 to
produce MPEG data 314.

Now, operation for detection of electroniq
watermark data is deséribed.

First, MPEG data 401 which make an object of
detection are subject to MPEG decoding processing by the
decoder 402. The data decoded by the decoder 402 are
dequantized by ordinary MPEG decoding processing by the
dequantizer 403 and inverse DCT calculated by the inverse —

DCT calculator 404 to produce image data 405.

The electronic watermark data extractor 406 |
exfracts decoded data from the dequantizer 403, performs
éalculation of F(i)/avg(F(i)) and extracts data supposed
to be_qpbedded electronic watermark data. Here, F(i) is
the value of each factor after zigzag scanning in units
of an 8x8 pixel block outﬁuttéd from the dequantizer
403, and avg(F(i)) is the partial average (IF(i-1)] +
[F(i)| + |F<(i+1)])/3. The adder 409 calculafés sum
totals of the extracted data in units of an 8x8 pixel

block outputted from the electronic watermark data
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