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I'NVENTI ON The invention relates generally to the upgrading of software in
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storage device (ie usually from the Hard Disk Drive to Random Access Memory).

However, in smaller computing devices that do not include high capacity non-
volatile storage devices, such as embedded systems or Personal Digital Assistants
(PDA), the operating system software is usually stored in the non-volatile memory.
Generally, operating system software for these types of devices is stored in “flash
memory” which is a form of non-volatile memory that will not be erased when power
is disconnected from the device. |

With reference to Figure 1, a diagrammatic representation of the basic memory
processing components of a relatively small computing device is provided. Figure 1
details a Micro Controller (MCU)(10), a Random Access Memory unit (RAM)(15)
and a Flash Read Only Memory (ROM)(20) each of these components communicating
with each other via the data and control bus (25). Software programs that control the
start up and initialization of computing devices that do not include a high capacity

non-volatile storage device are usually stored in the Flash ROM (20).

The integrity of software programs stored in the non-volatile memory is critical
as it is the first program that is executed when the computing device is initialized.
When the software program stored in Flash ROM (20) is an operating system, it is
likely that upgrades to the operating system software will be released




24 February 2006 2 during the operational life of the conputing device. In
this instance, the "old" operating systemin the Flash ROM needs to be
repl aced. The process of upgradi ng an operating systemis problematical as
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system image from the RAM (30) to the Flash memory (40) thus overwriting the old

operating system. At this stage, the computing device is re-initialized and executes the

new operating system.

Generally, the time required to copy the new operating system image from
RAM (30) to Flash ROM (40) is relatively long. During this time, if any errors occur
the computing device is usually rendered inoperable.

There are various proposals to overcome this problem such as that described in
U.S. Patent specification No. 6,205,513 (Godicke). In the proposal of Godicke, a boot
program is copied into RAM that has a battery back-up facility. When a power failure
is detected, sufficient power remains to write the RAM entry point into Flash ROM.
When power is returned to the device, program execution is directed to that RAM
entry point. ,

However, the proposal of Godicke requires several additional components in
the computing device. For example, RAM with a battery back-up facility is required
with sufficient reserve power for the device to allow an entry point in the RAM to be
written to Flash Memory. Further, the proposal of Godicke requires a computing

device to include power failure detection circuitry. Inclusion of these




with sufficient reserve power for the device to allow an entry point in the
RAM to be. witten to Flash Menory. Further, the proposal of Godicke
requires a conputing device to include power failure detection circuitry.
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any of the r’[PﬁeriaI formed part of the prior art base or the conmon
e proposal described by Tallam is particularly disadvantageous for

computing devices where memory space is a valuable resource as the recovery
operating system always resides in memory and consumes memory space irrespective
of whether it is required or not. Further, the recovering operating system remains in
the computing device and is not upgraded over time. This is particularly
disadvantageous if there is a requirement to revert to an alternative data transfer
communication protocol sometime in the future. For these reasons, the proposal of
Tallam is not considered to be feasible particularly for computing devices such as
personal digital assistants where memory is a limited resource.

Any discussion of documents, devices, acts or knowledge in this specification
is included to explain the context of the invention. It should not be taken as an
admission that any of the material formed part of the prior art base or the common
general knowledge in the relevant art on or before the priority date of the claims

herein.

SUMMARY OF THE INVENTION

In one aspect, the present invention provides a method of upgrading a software

program in a computing device including the steps of:




general know edge in the relevant art on or before the priority date of the
clainse herein. SUMVARY OF THE | NVENTION I n one aspect, the present

i nvention provides a method of upgrading a software programin a conputing
device including the steps of 24 February 2006 4 transferring an upgrade
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In a preferred embodiment, the source device from which data is transferred is

a host device. The upgrade control program may be a relatively simple program
requiring a relatively small number of instructions and preferably only manages
communication with the host device for transferring data from that host device.
Management of communication with a host device may include performing data
integrity tests during the process of transferring data from a host device to the
computing device.

In a particularly preferred embodiment, the data transferred from a host device
is a “new” operating system for the computing device. Writing transferred data into
the memory locations occupied by the instructions of the upgrade control program
preferably occurs at the end of the data transfer process. In this instance, the upgrade
control program transfers data into “available” memory locations until there are no
further available memory locations at which point the upgrade control program directs
the transfer of data into memory locations occupied by the upgrade control program
instructions thereby causing the transferred data to overwrite the upgrade control
program. This results in the optimal use of available memory and thus the entire
memory of the computing device is available for transferred data such as a new

operating system.




control programtransfers data into "avail able" nenory | ocations until
there-are no further available nmenory | ocations at which point the upgrade
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transferred data to overwite the upgrade control progP4mebtygry 2086ults in
the optinmal use of avail able nenory and thus the entire nenory of the
conputing device is available for tranSferred data such as a new operating
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Wegtosidhes the hegt deice or the computing device, an inadvertent reset of the

- an oper#
computing device or the host device or an inadvertent disconnection of the
communication channel between the devices. Preferably, any recovery process
initiated avoids the need for the data transfer process to recommence from the start.

In a preferred embodiment, the upgrade control program is stored on the host
device and is transferred to the computing device as part of the first phase of an
upgrade to the computing device operating system. The upgrade control program will
generally be a much smaller program as compared with an operating system program
for the computing device. Accordingly, the time required to transfer an upgrade
control program to the computing device will be significantly less as compared with
the time required to transfer an operating system program.

Of course, it is very difficult to recover from any problem occurring during the
transfer of an upgrade control program to a computing device. However, as this
transfer will require much less time as compared with transferring an upgraded
operating system, the risk of an unrecoverable problem occurring is significantly
reduced. Once a successful transfer of an upgrade control program from a host device
to a computing device is completed, any problems occurring during a subsequent

transfer of data to the computing device may be overcome.
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may be performed by a comparison of identification numbers associated with the
operating system and the computing device. Further, it is preferable that the host
device initiate tests with respect to the supply of power to the computing device and to
check whether compatible drivers are installed on the host device.

In another embodiment of the invention, the source device is a data storage
means that is preferably non-volatile. This particular embodiment of the invention is
well suited to upgrading the BIOS of a Personal Computer or other computing device
that is connected to a relatively large non-volatile storage means.

In another aspect, the present invention provides an upgrade control software
program including instructions to control the transfer of data to a computing device,
the upgrade control program being transferred into memory locations in a computing
device to be upgraded and upon execution of instructions contained in said upgrade
control program, said instructions causing the computing device to transfer data from
a source device and write said data into memory locations of the computing device
said instructions further causing at least a portion of said data to be written into at

least one said memory location.
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to the foll ow ng Igure
representation of the basic rrermry conponents of a corrputl ng devi ce;

BRIEF DESCRIPTION OF THE DRAWINGS

A preferred embodiment of the invention will now be described with reference
to the following diagrams in which: '
Figure 1 is a diagrammatic representation of the basic memory components of
a computing device;

Figure 2 is a diagrammatic representation of the basic memory components of
a computing device detailing the relative location of a “new” operating system image
and an “old” operating system during the process of upgrading the operating system of

the computing device;
Figure 3 is a process flow chart detailing the primary method steps of a method
upgrading an operating system in a computing device according to an embodiment of

the invention; and

Figures 4 to 10 are diagrammatic representations of particular method steps
identified in Figure 3.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

With reference to Figure 3, a preferred embodiment of a method according to
the present invention is detailed. In this particular embodiment, the upgrade control

program is sometimes referred to as a “bootloader”.




Figure 2 is a diagrammtic representation of the basic nenory conponents of
a-conputiing device detailing the relative |ocation of a "new' operating
systemimge and an "ol d" operating systemduring the process of upgrading
the operating systemof the conputing device; Figure 3 is a process flow
chart detailing the primary nethod steps of a nethod upgF&dryrRyy2906
operating systemin a conputing device8according to an enbodi nent of the

i nvention; and Figures 4 to 10 are diagrammatic representations of

particular nejhqd steps identified in Fi(gure 3. DETAI LED DESCRI PTION OF A
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met hod hod, proceedsita stepileWherein 8 spompupication programnist dowinloaded ealthd o

step 60 b ' ' m.1 §,downl paded t.o the host. devi ce.
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' i cation b th
i dent | @S@%@F’S&%’Wnﬁ%ﬁ%ﬁ Wgﬁ?ffrzwg theviledcesst the dBpt derdcerseblethst laan

pr oceedigdehfisitedh dSHGHhE B 4ae" r t he host device selects the
upgr aded operatin bgéstem tg@ge grdggg e(?trregpl)'o t he conputing device (step

70). Upon selBem thempprogeiets topem?0 whesyint @ usdrasperaths iR hose debice
ot or m et P B dsP ol tng YR oo e o Bic YorlPhiks e Redreen
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and performs a comparison of the identification codes for the upgrade operating
system and the computing device to determine whether they are compatible (step 80).
If the operating system selected by the user is not compatible with the computing
device that the user wishes to upgrade, the method reverts to step 70 wherein the user
is prompted to select another operating system for transfer to the computing device
(step 70).

When a compatible operating system for the computing device has been
selected the method proceeds to step 85 wherein a back-up version of that part of the
Operating System that will be overwritten by the upgrade control program is created.
This step of the method is further illustrated in Figure 4.

At step 90, the host device transfers an upgrade control program to the
computing device and stores the upgrade control program in the flash memory block
of the computing device that was previously backed-up (step 85). This step of the
method is further illustrated in Figure 5. A reset signal is then applied to the
computing device such that the upgrade control program effectively takes control of
the computing device.

Up to this stage, the computing device was controlled by execution of the old”

operating system which necessarily includes the facility to transfer data from




If the operating systemselected by the user is not conpatible with the
conputing device that the user wi shes to upgrade, the nethod reverts to
step 70 wherein the user is pronpted to select another operating system
for transfer to the conputing device (step 70). Wen a go atible
operating systemfor the conputing device has been sel é¢€8M4a¥ 2086hod
proceeds to step 85 wherein a back-up 9ersion of that part of the
Qperating Systemthat will be overwitten by the upgrade control programis
created. . This step . of the nethod is further illustrated in Figure 4., At
step 902 hostdawse vhich enablestherteanstorrofiagepgrade epntrell progeagn antheoforteof
conput i | r ontrol programin the flash nenory
bl ock %%@%ﬂ%%ﬁgﬁ?%%%%gﬂo%ﬂge% evi ously backed-up (step 85).
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Is to create a backup copy of the contents of the RAM of the conputing
devi ce ‘%es‘?%ep 95). This step of the method is further illustrated in Figure

6. Upon conp ] ' ag | t10. & ndi hi

met hod st op. TaepauiCessfy ShaBlds e depor BEa skt O of Mol o
cont entef the RAM Rathohostidevicemthe inethodeproceedarte stapl @ wihicgeihahk ectatiph on
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i || ust remainder ofithar'eld” apemting systent kthap wae meit drackéd-upeduring step 85) is

- created. Upon successfully completing this step of the method, a flag is set to indicate

same (Set Backup Stage to 2). The “old” operating system is copied to the host device
such that it may be subsequently restored if the user decides that they prefer the “old”
operating system as compared with the upgraded version.

The next step in the method (step 105) compresses and encrypts the back-up
versions of the contents of the computing device RAM and the “old” operating
system. Compressing the Operating System reduces the space required in the host
device and encrypting the image of the operating system prevents copying of the
operating system to computing devices that are not licensed to use the software. For
example, a user may have more than one computing device that have a range of
versions of operating systems. Encrypting operating system software during the
creation of a back-up on a host device and including the unique identification number
of a device in the encrypted back-up prevents a user from upgrading the operating
system in other computing devices. In this respect, when attempting to restore an
“old” operating system to a device, the restoration process should only allow

restoration to the computing device licensed for that software.




remai nder of the "ol d" operating system (that was not backed-up during step
85) is created. Upon successfully conpleting this step of the nethod, a
flag is set to indicate sanme (Set Backup Stage to 2). The "ol d" operating
systemis copied to the host device such that it may be subsequently
restored if the user decides that they prefer the "ol d"24&8breany 7§08y st em
as conpared with the upgraded version.1dfhe next step in the nethod (step
105) conpresses and encrypts the back-up versions of the contents of the
conput i ng devj{ﬁe RAM and the "ol d" operating system Conpressing the
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the congaitite's BEN6feRed td ehel ice! ' ' tep 115)
W ch e FUr hapreted (e BdhBAeL BovC RARP AT B EHAE! HhERaH L,
det er mi Higyrephdt her the user requires the conputing device RAMto be

restored. |If r requests the RAMto be restored, the contents of the
conput i ng dej\}lt Qags ﬁ%ﬁ tﬁg?n%ﬁgﬁ SPRURYSS Pﬁ%ﬁ%@&ﬁlv A IEPd S 1s applied

to the computing device. If the user elects not to restore the contents of the computing

device RAM (refer step 120), the method proceeds directly to step 140. At this stage,

the computing device operating system has been effectively upgraded and the upgrade

process is considered to have been completed.

The process described to this point was based on the assumption that the
upgrade process was started for the first time. Alternatively, if a problem occurs
during the operating system upgrade process, the method of the present invention
attempts to recover the upgrade process without requiring intervention by a user. In
this instance at step 55, a determination as to whether the process was commencing
for the first time or required a recovery operation would cause the method to proceed
to step 150.

At this stage, the host device obtains from the computing device an
identification code and also retrieves status information with respect to the upgrade
process (step 155). Subsequently, the host device sets a recovery flag to a “true” state
(step 160) and obtains recovery status information (step 165) indicating the last stage
of the back-up process that was successfully completed. Depending upon the last
back-up stage that was successfully completed, the




device is transferred to the conmputing device RAM This step is further
Illustrated in Figure 10. At this stage, the nmethod continues to step 140
wherein a reset signal is applied to the conputing device. |If the user

el ects not to restore the contents of the conmputing device RAM (refer step
120), the nethod proceeds directly to step 140. At thi s24tsheuary2986
conputing device operating system has been effectively upgraded and the
upgrade process is considered to have been conpl eted. The process
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conpl et ey Hagd Byisklbgivest age 3 successfully conpleted), or step 115 if the
fourth stage of the back-up process had been successfully conpleted. In

anot her enbolfi #bffropfwemeo; eaountdusing theeupgrgda peoqusecesstting theePersonalpgr ade
t he BI R terqs In . this instance, an upgr.ade, contral
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program thus overwriting the upgrade control program.

CONCLUSION

The present invention embodies many advantages as compared with the usual
approach to upgrading the operating system of a computing device such as an
embedded system or a personal digital assistant. In particular, the method and system
of the present invention provides users with an automated system that attempts to
recover the upgrade process in the event that any errors or problems occur during the
transfer of a new operating system image to the computing device.

Further, significant advantages result from storing an upgrade control program
on a host device and downloading that program to the target corﬁputing device as and
when an upgrade to an operating system is required. In particular, upgrades to the
upgrade control program may be issued and used in combination with a program
executed on a host device for the purpose of upgrading the operating system of a
computing device. Also, as a result of the upgrade control program only being stored

temporarily in the computing device for the purpose of




or a Hard Disk Drive. If an error were to occur during the upgrade process,
resetting the Personal Conputer would cause the upgrade control programto
resune control of the upgrade and direct the process to continue from
where it was interrupted. In accordance with the invention, transferring
data to the BIOS results in the new BlIOS being written2d hebryas

| ocati ons occupi ed by the upgrade cont}®l programthus overwiting the
upgrade control program CONCLUSI ON The present invention enbodi es many

dvant - i.th the. .usual h t ading th ti
oyeton optecting SATRALER bl obOBiHE 2bem Ohe someutiag Seunroieangsdona |
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at alte S

inventig& B{ovides users with an autonmated systemt 0 recover
t he upgr'&d&Cprocess in the event that any errors or problens occur during

the transfer t i etot conputin evi ce.
Further,_ sj gr{? fié%lgﬁ?%gg@gﬁ?%gdesg erérg)gﬁ%%}r gﬁg@ég}a Pateed Grcz%&%’(ﬂgt rol

pr ogr amdewieeathequesedtinveatian dignifieintiydietgedstihe risk 08aaRM0P ok Peoblamuet
conputiggmﬂ%%jc as and en an %ggr%ﬁﬁ to an operatjng syStemis

requi red. T ngar e ATYPEAgRyPogess hat ¢gpdd r agemputingglevipeoigonenahley be
i ssued and used in conbination with a program executed on a host device
for the purpose of upgrading the operating systemof a conputing device.
Al so, as a result of the upgrade control programonly being stored
tenporarily in the conputing device for the purpose of 24 February 2006 12
effecting an upgrade to the operating systemof the conputing device, the
upgrade control program does not consune val uabl e nenory resource in the
conputing device. As conpared with the usual process for upgrading
software in a conputing device, the present invention significantly
reduces the risk of an error or problem occurring during an upgrade

process that could render a conputing device inoperable. 24 February 2006
13




The clains defining the present invention are as follows: 1. A nethod of
upgradi ng a software programin a conputing device including the steps of:
transferring an upgrade control programinto nenory |ocations of the
conputing device to be upgraded, said upgrade control program containing
instructions to control the transfer of data to the conphfieRgay006:
applying a signal to a conputer procesking neans in the conputing device
such that the processing neans is caused to execute the instructions

cont ai neg, i I d . cupgrade cont.rol program. said instructions causing the
conput i éﬁﬁﬂ SR A PIS enf][ cntiongre 2s JlowE device and wite sai d data
into menory |Aaaéthedsofipdriding AW IR S slmpﬁ -
portion of said _data intpogtrat ngeast oﬁ% ps’g’%dﬁﬁoafg ogg‘%?%r‘{?éegn%ﬁﬁﬁn%?hod
accordi ﬁgeﬁ'@Pﬁpgi m 1 wherein the nmenory |ocations are non-volatile nenory

| ocations. 3. hod_ac 10g ither claim1l1l or claim_2 wherein said
source devi cet_nﬁlsg‘%aIH 03{11 @@%ggl ﬁéfﬁjéogvip(t,%g.ram lﬁwrretflmr%(a:]l&%é‘?% qu t@? aim1
wher ei n comipuitingurdeeiodeto Cbe i apgraded; walidt ipgradélabentsd10REErafE VEGRaintng A
met hod ac or?i ng to Ctlééi %3 erei.n said upgrade control program perforns
dat a inﬂ%sé?ﬁc 1ong fo.pentrnl the, frangier of dafa fe theepmpwing deviekist device to the
conmputi ng dewhpRind- t i any. r i .cl ai ns-
wherein the ng? a%ea céﬂfﬂrgfgpro@r aicrgn1l ?%%gglﬂghgg%%n%%ﬁyngo%ggﬁgg @eg’l%ee
reset upéh thebilhst pracassinghmeansiséasedio daceute thd hetraotipns cagadediingaid. A
rein said host device is a

met hod [ to any one of.clains 3 t0.6 e
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effecting.an upgrade to the opergti ng syst enrlr%g?ll}{%lgaper ss;oitngllrel c&xﬁg{flﬁ'lé{?
assi st afffV1cqAn

writing at least a portion of said data into at least one said memory

location.

2. A method according to claim 1 wherein the memory locations are non-volatile
memory locations.

3. A method according to either claim 1 or claim 2 wherein said source device
is a host computing device.

4. A method according to claim 1 wherein said source device is a non-volatile
data storage device.

5. A method according to claim 3 wherein said upgrade control program
performs data integrity tests as data is transferred from the host device to the
computing device.

6. A method according to any one of the preceding claims wherein the
upgrade control program causes the computing device to be reset upon

completing the transfer of data to the computing device.

7. A method according to any one of claims 3 to 6 wherein said host device is
a personal computer.

8. A method according to any one of claims 3 to 7 wherein said computing
device is a personal digital assistant, the method effecting an upgrade to the

operating system of the personal digital assistant.




24 February 2006 9. A nmethod according to any one of clains 3 to 8 wherein
the host conputing device maintains information relating to the progress
of the transfer of data fromthe host device to the conputing device such
that, in the event of an error during a data transfer, the transfer may be
re- conmenced using the progress infornation maintained 2hyePreary2906
conputing device. 10. A nethod accordiH’g to any one of clains 4 to 7
wherein said conputing device is a personal conputer and the non-volatile
storagehggevi ce is_a Hard D sk Drive connected to the personal conputer,
the method effdrsthad ageordingrtadeytonctofclamss of8 wheeeip dreshoscompupinger . 11
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t r ansf erhost device do nkeroomputingtdeoite suth ZhaQFPHd BEERfimcert&r MRiMPY'BYed and
upon ex i ions contained in said upgrade contro ram
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source @gvthe ot bttty §&jid data into nenory |ocations of the conputing
devi ce said instrtjﬂégi olr%s further causing at least a portion of said data

to be wilftt edt metlodiacdoeding tonany vae of bhims i oot ahietsin sdid. cofnpiaifpuddvige

devi ce \[\_4 tah %g%é ded softvvaﬁe wher ei n]'ani d upgr%ge_ to, the_ conputing device

softwar e | NORY .?(nggtpgﬁlg offe BPTHNS Qerisﬁ_tja&en Biealded dd#dr alskp_@fg‘(%m

i nto meoonnectelal ifenSerSinal leempuMIPHid REHIRAVES (R HPubBALBYS the BIDY YpOT ade
ol t transfer orf data to

control _program containing instructions to cont
the co R @@é\‘ip@@,‘“@ppl ying a signal to a conputer processing neans in

the co ti n@,dexi t €. _processi .means i S. caused to .execute

the [ narHerntabete GHARI Wil SRR SRR Shtpidigha D ot e

i nst r uctrinsfer chdatartg af compwimudévice, dhy h?grafd@_ don@do$ P%%]raﬁﬁaﬁéiné ek feriuUr ce
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devi ce art1d Wi teeani d data into nmnenory.locations o e conputing device,
and wr i T FPAROTYQSRIANG B 2 iCORPWAING Heyigeatoabe Hparasied| andsupamexesationmdhor v

| ocat i Oistructions contained in said upgrade control program, said instructions causing the
computing device to transfer data from a source device and write said data into
memory locations of the computing device said instructions further causing at least a
portion of said data to be written into at least one said memory location.
12. A computing device with upgraded software wherein said upgrade to thé
computing device software included the steps of:
transferring an upgrade control program into memory locations of the
computing device to be upgraded, said upgrade control program containing
Instructions to control the transfer of data to the computing device;
applying a signal to a computer processing means in the computing device
such that the processing means is caused to execute the instructions contained in said
upgrade control program, said instructions causing the computing device to transfer
data from a source device and write said data into memory locations of the computing

device; and

writing at least a portion of said data into at least one said memory location.




