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faster than improvements in component reliability. Consequently, minimum Hamming

distance d = 2 schemes, such as RAID 5 and mirroring techniques, no longer provide
adequate protection for sufficient reliability at the system level. Alternative designs,
such as RAID 6 (dual parity) at distance d = 3, double mirroring at distance d = 3, and
RAID 51 at distance d = 4, have been proposed to address deficiencies in system re-
liability. It is common practice in storage systems to provide spare units to decrease the
system repair time and increase the maintenance interval. Adding spares, however,
increases the cost of the system and decreases the storage efficiency.

[014] Other approaches for improving system reliability include use of higher order parity
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redundancy based on an erasure or error correcting code, such as a parity code, a

Winograd code, a symmetric code, a Reed-Solomon code, an EVENODD code or a
derivative of an EVENODD code. The failure tolerance of a storage system is given by

the minimum Hamming distance D of the system. The minimum distance of the system
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[038] Moreover, a storage system utilizing APX gracefully degrades as failures
accumulate, thereby permitting maintenance of the system to be deferred with an ac-
companying significant cost savings. Accordingly, the annual warranty costs for a
storage system utilizing APX will be significantly less than the annual warranty cost
for a comparable storage system without APX. For a conventional system, service is
typically requested when the spare-storage-unit pool is exhausted. When APX is used,
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shown in Figure 2 is referred to as a symmetric code in which the number of data

storage units equals the number of redundant storage units. Redundancy is calculated
so that any three unit failures can be corrected by the symmetric code. Erasure or Error
correcting codes (ECCs), such as parity codes, Winograd codes, symmetric codes,
Reed-Solomon codes, EVENODD codes and derivatives of EVENODD codes, can be



array controllers 152 and 151. Storage array 153
communi cates with array controller 152 over interface
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[046] Donating a storage unit from a donor array to a recipient array requires that the
storage system be able to assign storage units from one array to another array. When
the donor and recipient arrays are connected to a common array controller 101, as
shown in Figure 1a, then controller 101 can perform this operation internally. When
the donor and recipient arrays are connected to separate controllers 151 and 152, as
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[051] In a storage system having equal distance arrays, the donor arrays must be at least
distance d = 3 so that an APX operation can be performed. That is, a donor array must

have distance at least 2 greater than the distance of the recipient array. Generally, an
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that has a high failure tolerance. As failures occur, donor units are selected from the

target pattern and assigned to failed recipients that are not part of the target pattern. For
the example of Figure 5, an APX operation can be performed several times such that
the array can tolerate at least ten failures before reaching D = 2. The effective distance



donor storage unit is less critical because the

redundancy is spread across all the units. The system
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choos ebrg ?%Hf 8§?m€2]l5{ ’[% ’net Tpsult W ugci/{)eé ﬂ_(ﬂ:ﬁ a.ﬁx;?s a?FS] 2but the rebuild time
t ol er amep be reglugesl Hegaﬂl@% tb@cserm amgaioF dafh istlgmmrreblg@ haig tweqydonor drives

fromthe beﬁl?ﬁ@&f ORRY E@Iﬁﬁnﬁﬂﬁs al%sslegm osspolé @d wad
hat are .not

i eCI plt ﬁg@lgﬁ?ﬂ Eesspt IF—‘YWPE Lgs begpI dﬁgs{ rt%’ffr ﬁtstgﬁlgé Bigays formed
p er f or fren IEBDatoadgetunits shespresent inedntion ixeapplicable to atwrage systems formed

! er afGdirab P8Rk Bbol B hUES. DEL A Rl BACALRE Moo RAM)

The ef ectlv ance \ ] . .

PCT/ EPstorst devics $hoth polptile andeererslatiele APk HeragedeviGepmnd tape

D = 6 §t6rabk devices N ddifiddallying sﬁ@éle tﬁl?/ﬁhﬂtﬂllzéﬂ/%orhilﬁsystems such as

mai nt enanc tl u?ef d‘ﬁf %:e Hof terf %’;ﬁh gf%??t redundant

have f3FPEGUIGEY A pefuot-piiaphed goraps i Fugthey ap 0 23y

W t housystiXin whichnthaiens sugneBtate thfomamtion that assomaieswt redanlent component
to particular subset of components, and that state information may be transferred using

D

a donation operation.

[062] While the invention has been described with respect to specific examples including
presently preferred modes of carrying out the invention, those skilled in the art will
appreciate that there are numerous variations and permutations of the above described



with as few as four unit failures. [057] The terns
“failure" and "pattern" as used herein refer to the
wee@snoadof information fromthe |ogical posiPCDREP1004/051383
the array, not the physical position. Such non-MS
arrays can be forned from product codes as
illustrated, |low density parity codes, non-uniform
graph codes, or any codes that Have particular pattern
vul nerabilities. [058] APX can be used beyond sinply
I ncreasing the mni mum di stance of a storage ystem
Many obyniers pad teghniques jhab tall; widliy the $pir a’ébetC@P‘fﬁfrfgﬁ givention as set forth
whet heip theoappeiidedcmiAe?X and to choose donors and
reci pients. For exanple, the individual failure
probabilities of conponents when they are
non-uni form the conbinations of failures that lead to
data | oss, and the effects on system performnce nay
all be considered. In such cases, the m ninmm
di stance of the system could remai n unchanged
follow ng APX. [059] APX can be used with other array
types having m ni numdi stance d > 3. Ad- ditionally, a
smal l er array size allows APX to be used nore
efficiently, and allows |arge systens consisting of
smal |l arrays to achieve high failure tolerance. Wen a
storage system has a spare pool, it is best to perform
rebuil ds onto the spare pool before perform ng an APX
operation. [060] APX can also be performed on a subset
of the data on a storage unit. For exanple, in sone
configurations the rebuild tine my be decreased.
Consi der the exanple of Figure 4. Instead of
rebuil ding the contents of unit 1C onto unit 2F, it
may be beneficial to rebuild half of unit 1 C onto
hal f of unit 2F, and the other half of unit 1 E onto
half of unit 2E. The net result would be both arrays
at D=3, but the rebuild tinme my be reduced because
the sane anount of data is being rebuilt, but two
donor drives are being used. O her conbinations are
clearly possible as well. [061] Wile the present
i nvention has been described in terns of storage
arrays fornmed from HDD storage units, the present
invention is applicable to storage systens forned
fromarrays of other nenory devices, such as Random
Access Menory (RAM storage devices (both volatile
and non-vol atile), optical storage devices, and tape
storage devices. Additionally, it is suitable to
virtual i zed storage systens, such as . arrays built out
of network -attached storage. It is further applicable
to any redundant systemin which there is sone state
informati on that associates a redundant conponent to
particul ar subset of conponents, and that state
informati on may be transferred using a donation
operation. [062] Wiile the invention has been
described with respect to specific exanples including
presently preferred nodes of carrying out the
invention, those skilled in the art will appreciate
that there are nunerous variations and pernutations of
t he above descri bed WO 2005/ 006198 PCT/ EP2004/ 051383



11 systens and techniques that fall within the spirit
and scope of the invention as set forth in the
wa@p@snades cl ai ns. WO 2005/ 006198 PCT/ EP2004/ 05RGBRP202£2051383 -
Clainms [001] A nethod for ildacreasing failure tol erance
of a storage system having a plurality of arrays,
each array having a plurality of storage units, the
nmet hod conprising steps of: selecting a recipient
array; selecting a donor array fromthe plurality of
arrays when a difference between a m ni num di stance of
the donor array and a nini nilaéhg§ance of the
recipient array is greater_ or equal to 2; selecting a .
Hdr st ok mgthodfpringraasingfaidra tolerangenf 2 stompersgyem bayipg a plurality
at | east afahld ehba) 8fing @?lupdli@ﬁbf storBdeQinii, th®Mefhb@ Bbmprising

the recipient array.on the sel ecte torgge unit_.in .

t he donor Steps ngffﬂ%%/tﬂ’@?] re"‘l*ﬂ‘@mr?éfaﬁbﬁ?eﬁg%? aﬁgff?é argy frpm;thy plurality of
1, wher ei rartagewhema dififerebesatweenti mirdmu®e distance bfthe donor array and a
reci pi ent [ > - ot | ;

t he donor ﬁn%%mﬁ? (t)a?lnc? ?fe‘ﬁe %%%?%]I% ﬁ{rglgg egféf g{/eéq%ﬁ %g ﬁeﬁ&:tmg :‘1 (,kmor
The et hocsterageoi in gherdoner asray; and rebiildingrat deghhsr ROgiGRPTost recipient
step of i ngdigmbidithdi teiecipidfiiay dhtiayseleb@l sfofge unit in the donor

sel ected storage has been donated before the step of

rebui | di nd"¥e | ost information on the selected
§202] age unThe. m¢ib@kdccTidingrre thoul 1 avboeidithegminimen dlammning distance of

further i P 2R 0% - [ SEhOMEAE ot
st or age u%{i %gtrpg%nttglﬁéh?gﬂ p})ifﬁ%qu% %tg@?ps[eC?OS]gw'lllhe mor array from the

met hod accRIV@IPIEB2E: ai m 4, wherein at |east a

peD3]i on of THehBeth@biccodiigan thim of fuither doapriging atstep od indipating to the
unit are r I ) t '

The et ho Oﬁéa%f?aaﬁﬁ%???oﬁ%“%?Fn%i%g%‘a%%?%?#“%d by Bl stop of

st or age uriebuilding the faseipformatierreretic pelede Borage Wik mal

F{’Wﬁl{ll or MBNCehd HRAGH aceBrdi3ao dRBAN, Rikthéyinclhd@Ad h stPOf selecting a recipient
met hod accordin aim.l, further conprising a step

1o cl
of sel ectigJ2&H tf?‘gﬁiﬂ}?irgﬂf“e?wywati on based on an
i[0f51 oved pEiref methucthareomdfngtth elaime ¢ wherein aaleasiyp portjod@@he lost contents

The neth 0%@&&&5@1&%&%&&@% AP Jebuh G S R bR sRdrh@Mmitof

the storage system i nc| ude {edundgnc_y baiq%g on an . .
§%ur e or Tierpehodiceintg i §lagp dewheridie daner sipgopnit is further
accor di ng deteceddasvdDdn awhiaingil petfbrenatcasipaet anrthedomor array.

ect i ngrcode, | Q . par j .
TR, RSP sl R e 08h kg
EVENCDD cogelpieat igéoringéaen hagedbon aminpyeedperfeswace gighegecipient array.
Tész] met hodTRCEAhEH AQotdthelb Blaith 9, whkiBin@hdlark4y€ ofhe 86$agsystem
the storage system . includes redundancy based,.on cH

product . of Ut ARy baeCan & PSS T CQIFepe ot

¢@09] ect i ngTleodethod according to claim 8, wherein the erasure or error correcting code is
one of a parity code; Winograd code; a symmetric code; a Reed-Solomon code;
an EVENODD code; a derivative of an EVENODD code.

[010] The method according to claim 9, wherein the arrays of the storage system
includes redundancy based on a product of a plurality of said erasure or error
correcting codes.

[011] The method according to claim 1, wherein when a storage unit in the donor array
fails during the step of rebuilding at least a portion of recipient information from
the recipient array on the selected storage unit, the method further comprising
steps of: terminating the step of rebuilding at least a portion of recipient in-
formation from the recipient array on the selected storage unit; selecting a second
donor array from the plurality of arrays when a difference between a minimum



[011] The nethod according to claim1, wherein when a
storage unit in the donor array fails during the step
wo@tooseups di ng at | east a portion of recipi entPCT/EP2004/051383

information from the recipgBent array on the sel ected
storage unit, the nethod further conprising steps of:
termnating the step of rebuilding at | east a portion

of recipient in- formation fromthe recipient array on
the selected storage unit; selecting a second donor
array fromthe plurality of arrays_when a djfference

bet ween a ditArcmahibpeeanddonuemsy aptamEppypuligancs @f the ggcond

di stance okcipfifit S#RGsrestoN®eqadltaY; Rt mldiio[’fbtmage umt in the

di stance of t second. ent rray 1.s

Cooal o Feotndaopsi AR iR nRleb R b Rhgrforty 8 feigins information
second donfpem dIerragapleairmiray ©bulid stlentyd atordge agit Hathp e¢copd donor array.

géh 1 z't1 ost r eﬁﬁd%ﬁ%d é&&ﬁ{ﬂﬁ% ofiin fir QHér‘élB‘%vHeﬁ %'sﬁér@ lorz6 1u8¥ becomes

he selecte stora in the second donor
array. [ Oavalable, gheppe % eroqoaqm@mgasap Assigninghe spape storage
when a spaimt t6tagtlaged amdyt becones avail able, the

od furjher risi Sj
T e st or AJEnAFRG SN0 o ARy HeraRTr A by b pforage units thacis
met hod of Yuinﬂrdé%towgle@thé péttarns of ailugtse p@m@r@_smg steps ofrspbgpquent to a
of St or agesstabd it fAkire, s‘élecﬁﬁ!\{gl Qﬁ&@lﬂn?stb@g@ﬁh@ﬁbﬁ(ﬂhe aray of storage

patterns of fal ur.es, rls n ep

Do o ot or S ST 4 OF Soreg PRt P ey SRR LA such thata
storage u nﬁaﬂuﬂe rtal enahdecof dler asrgayosf msteasredgellow,mg & sebuild operation;

sel ecting g B %n Bho the donor st
storage unllt:)s sug’czﬁ%ag{ &Il ure “Perfg{??:e gf Ohe” Gonor storage
array is i#Hékeased foll ovm ng a rebuil d operation;

[@tagi | di ngA@hta|sﬁﬁ£ge sﬁstéiﬁ,f ddnipihsﬁhﬁ 4 platalityesfiaplagy) bach array having a
| nf or mat | ori Ayt SE%E}%e s an g;s)? em %37 conFr[)ﬁ)erﬂ) y@eg%te%ch array, the

st or age sy%
each arr aysyhstgwi an@y&ontmlbr é¢t¢cttnpg @ffalhtr@ﬁ gonagd wnjt ingrfgstearray of the

system ar rﬁﬁraﬁ%’f raﬁja%'se bel&BHUP h @fdrdeR uBR S a SChAY a.rréyr& the plurality of
system arra trol] er de]tjectln a.fail

storage u ay? W g Fl\f enge Py YT 4 IHEMUR ‘ﬁ‘?‘aJ}CF Pg}&’ﬁfsecond array and a
arrays, s eﬂnemhunnghme of the dirst aithy isigraates ec equal @, ayd wbuilding at

the plural{, %s\f ag) mo? ¥ ﬁx\f&rd’é(ﬁgﬁ] C}'@mdthé hRI nﬂ?&l@@&&t@d storage unit of

m ni mum di S € second array an
di stance obesendaywat array is greater or equal to 2

aanck) r ebui | 'ﬂhd?ﬁita?dtoraé@@%ﬂenﬁac@&ﬂiﬂg@@ clafm i 4 fvaierdd | tf@éh 4 5@ unit

the first arra sel ected stor t he
second ar r %° F“balvgitl%}ﬁgﬁed%’?lg wytdy ?ﬁ@%@@%ﬁeﬁ oarrEﬁyhg
fol6d] ai m 1'I[he detresterage sylem acadingdo daine 14,lydwonime st least one array has a
avai | abl e,%ﬁ;&a@ ggrfgluy@fgrbbébqh@s& gned to the second

1

array. [O The data storage” system accordi ng
Hilm 1 4, florgge gystemy acS(H:g.mglt? Ag erein the system array
non-uni f or cfﬁnfrailérliﬁcﬂudés akpabality byarra[yaﬂ)ﬂﬂrolrdﬂs aflairay controller being

st or age Syéc’&uefnd? t L s* HI% 3{1% %le?ll}r‘]]ity %Fas)ts eaElP?es?ectlve array

system arr &yt con
control |l er @nﬁaﬂeralﬂteafyﬂ&ﬁ)fﬁﬂuwqu e stoaee ﬁglt in eaCh array associatéd with the

array controller, a first array controller of the plurality of array controllers
selecting a storage unit in an array associated with the first array controller when
a difference between a minimum distance of the array of the selected storage unit
and a minimum distance of an array associated with a second array controller of
the plurality of array controllers is greater or equal to 2, and the first and second
array controllers rebuilding at least a portion of lost information from the array
associated with the second array controller onto the selected storage unit in the

array associated with the first array controller.



coupled to at | east one array of the plurality of
arrays, each respective array controller detecting a

wo ados0eE@9nf a storage unit in each array assoCPEL/EP2004/051383
with the array controller,4a first array controller
of the plurality of array controllers selecting a
storage unit in an array associated with the first
array controller when a difference between a m ni mum
di stance of the array of the selected storage unit
and a m nimum di stance of an array_associated with a )
Wd8bnd ar g data storage isEsters pccopding t9f clam 17 yhegpingyhegya spare unit
control | eb8cdnfes @vARbR] the kphe€| it istadsignedan thetaiy bf the kelected storage
and second . array controllers rebuilding at |east a
portion of™“ost information fromthe array associated
WlPh the Shedatd stragaypyten aeookdieg toohim 7hwhereingt legst one array has a
storage URph-uhffoldBilu@ idbabdesoci ated with the first
array controller. WO 2

05/ OOFHJJ,QS PCT/ EP2004/ 051383 1?
[089k] The Thadatastopes 859y 8OFBR 0 %ﬁﬂﬁé, whergindheargeys of the data
wher ei n Wgiiagé s$gérh énclide redubéabased \vaiah akis@re of Bor correcting code.

e unit, i [ he..arr - .
G " b AR O ) AL e i
to cl ai m 1R areydeisigrvulnerablede scleied patterny of fatluges; and an array controller
non-uni f o chilﬂlé’d ﬂo%@ar%?ﬂh@ l@hhj} &%HOEIQIQ&lecEHﬁa gk of a first storage unit

storage system according to claim14, .wherein the .
arrays of ¢ ﬁ’@ a58¥’ée{e§tlrt¥%asﬁgor§>ﬁgqr%gﬁ qnﬁd%@n‘ra% a‘ﬂfﬁ&gﬂ@)faﬂ“re
based on aslemnasofitiee mrayds norcasedfolbnting g raboidé operfit] dndAebuilding

data stor %ggasz%égﬁ)ﬁmn of ﬂ{f&ﬁﬂaﬁtbﬂ Sonlle Afst &¥raBEYhiPOntd the second

plurality o rage units, e array being vul nerable
to sel ect SW{UEr ns of failures; and an array
controller coupled to the array, the array controller
detecting a failure of a first storage unit in the
array, selecting a second storage unit in the array
such that a failure tolerance of the array is
increased followng a rebuild operation, and
rebuilding at least a portion of information fromthe
first storage unit onto the second storage unit.




