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whi ch the speed and reliability of data transm ssion
are inportant. Background of the Invention
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A timeout interval expires.
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The network hardware or protocol stack detects the error.

The error is reported to the issuer of request.
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The issuer attempts the request a second time, possibly using

alternative hardware.

Such schemes are simple, and are adequate when it is acceptable to
wait for the original request to fail. However, for some important
environments, bare avallability (lack of actual failures while attempting
to access a service) 1s insufficient. 1In these environments, it is
ilmportant to receive a response within a certain time. Failure to respond
within that time will have a penalty comparable to that of a full-scale
failure in accessing the service, for example, another application might-
time out and return an error condition, or an Internet user might click

away to a competitor's web-site in frustration.
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use by the original transm ssion. Another possible
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scheme would increase the cost of every transmission, including the
majority which do not encounter a problem, because the data Would'have to
be copied for each transmission before the first transmission attempt is
made. Such an additional processing cost is likely to prove unacceptable

in most modern networks.

Summary of the Invention

The present invention accordingly provides, in a first aspect, an
apparatus for data transmission over a network having multiple paths

comprising a buffer for containing a data item to be transmitted to a
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for retransmission of said data.

Preferably, said analysis mechanism is operable to use network
monitoring data to determine said optimum interval for retransmission of

said data.
Preferably, said network comprises a storage network.
Preferably, said network comprises the Internet.

In a second aspect, the present invention provides a storage
controller including An apparatus for data transmission over a network
having multiple paths comprising a buffer for containing a data item to be
transmitted to a receiver; a timer mechanism for timing a predetermined

optimum interval for retransmission of said data item to said receiver,
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and the network appliance of the third aspect correspond to the respective

preferred features of the apparatus of the first aspect.

In a fourth aspect, the present invention provides a method for data
transmission over a network having multiple paths comprising the steps of
providing a buffer for containing a data item to be transmitted to a

receiver;

providing a timer mechanism for timing a predetermined optimum
interval for retransmission of said data item to said receiver, said
interval being less than that reqguired for receipt of any error signal
from said network, said timer mechanism further signaling the end of said
predetermined optimum interval; accessing data in a buffer by a first

accessor for a first transmission; starting a first timeout clock set to
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In a fifth aspect, the present invention provides a computer program
comprising computer program code to, when loaded into a computer system (

and executed, perform the steps of the method of the fourth aspect.

The system is thus preferably structured so that multiple
transmissions of data from the same application buffers can be outstanding

simultaneously.

Some resources, such as hardware control blocks, are always consumed
for the duration of a hung transmission. The system is thus preferably
structured so that such resources are segregated into independent
transmission paths. In consequence, a hung transmission on one path will

not impede the ability to transmit data down a second path.



The nethod preferably further conprises the steps of

determning said optinmuminterval for retransm ssion
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said optimuminterval for retransm ssion of said data.

Preferably, said step of determ ning uses network

nmonitoring data to determ ne said opti numinterval

for retransm ssion of said data. Preferabl y, said
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multiple transmissions or police application access to the transmission .
buffers. In conventional systems of the prior art, once a buffer has been
assigned to contain a particular data item, and has had its real address
given to a hardware I/0 device, it is in effect “frozen” and cannot be
accessed by any entity other than the hardware I/0 device, even including
the operating system, which cannot, for example, be permitted to swap the
page containing the buffer out to disk, as the hardware I/0 device must be
able to rely on the memory reference it has been given for the duration of
the transmission. The preferred embodiment of the present invention
alleviates this limitation by providing a mechanism for controlling the .
multiple accesses outside the scope of the hardware I/0 device and
operating system to permit timely retransmission to improve system

performance in spite of network path disruptions.



preferred enbodi nent of the present invention the
interval used may be tuned to set it to the optinum

wo 200406880 a nost preferred enbodi nent, the tPEEGB2003/004645
interval is set based on nonitoring of the network so
as to ensure that the interval is tuned to the
opti mum val ue based on the network performance. In a
further or alternative enbodi ment, quality-of-service
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transm ssion paths. Brief Description of the Draw ngs

A preferred _enbodi mrent of the present invention wll

noW DT SHBELY | T Byeifayedfembedimhe dnkie nwesént invention is
implepferende & disthwbacedmparygdengontroller, but it will be clear to
one skilled in the art that the present invention can equally

advantageously be implemented in other networked systems, including, but
not limited, to networks of client and server computer systems. Such
systems may be wired or wireless, and may comprise devices having local
pbrocessing capabilities as well as devices lacking such capabilities, such

as simple I/0 devices.

In the preferred environment of a distributed storage controller,
the memory management component maintains I/0 Buffer descriptions for
pileces of data up to 32kB in size. The I/O Buffer contains data that was
received from some external source, such as data from a host system
received as part of a SCSI write operation. The I/O Buffer can be
translated to a scatter-gather list of PCI addresses, and these can be

used as part of the data transfer instructions to a Fiber Channel adapter.



drawi ngs, in which: Figure 1 is a block diagram

representing an apparatus according to a preferred
weerdvagéssent of the present invention; Figure 2BCT/GB2003/004645

represents an exenplary comunications flow according

to 'a preferred embodi ment of the present invention;

Figure 2b shows a logic flow according to a preferred

enbodi mrent of the present invention; and Figure 3
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counter (108) signals that the count has reached zero.

To track the multiple concurrent processes, the memory manager thus
maintains a reference count of concurrent accessors. Concurrent accessors
of a memory buffer are allowed to read the data, but not write (change)
the data. Consequently, multiple brocesses can be active concurrently
reading the source of the data, provided none of the bProcesses attempts to
change the data. As each process completes, it 'frees' its reference to
the buffer; the reference count is decremented. When the last process
completes, the reference count reaches zero, and the buffer is put into
the pool of free buffers.

Thus this memory manager allows multiple processes to transmit the
data from the buffer, since transmission does not involve changing the

content of data.



enbodi nent of the present invention, having a buffer
menory (104) accessible by nenory manager (114)

WO e@poessive to access requests by accessory (ROBGB2003/004645
110). Menory manager (114) is in conmunication wth
counter (108). Counter (108) %mintains a count of the
number of references to the buffer menory (104) by
t he accessors (106, 110), the count being increnented
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implemented at the receiver of the transmission to enable it to cope with
duplicate receptions of data, in case a timed-out transmission is delayed
and not permanently lost. Such schemes are well understood in the art,

and are already implemented in brotocols such as TCP/IP, and so they will

not be discussed further here.

Turning to Figure 2a there is shown an example of a simple
communications flow illustrative of the method according to a preferred

embodiment of the present invention.

The communications flow involves a timer, a memory manager,
accessors 1 and 2 (further accessors 3,4...n are also shown to indicate
that a plurality of such accessors may exist), and a network. The flows

will be defined in terms of a set of times T1l, T2 and so on. The
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PCl scatter-gather [list to access the buffer, even
w0 bawywgbssan ori gi nal request, or even many priBPCT/GB2003/004645
requests, are still active. In a preferred enbodi nent

of the present invention, eac¢f alternative path is
chosen so as to offer reasonable confidence that it is
likely to be nore successful than the first or other
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retransmission of said data, said interval being less than that required
for receipt of any error signal from said network, and for signaling the

end of said predetermined optimum interval.

At step (202), the runtime logic process according to the presently
breferred embodiment is entered. At step (204), a first accessor accesses
data in a buffer memory for transmission. At step (206), the count is
incremented to record the accessing of the buffer memory (104) by the
first accessor, and at step (208) the timeout clock is set to the
bredetermined optimum interval for retransmission of the data, that
interval being less than the round-trip time that would be required for

receipt of any error signal from the network.
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which a first accessor tinmes out and a second

accessor is pernmtted to accéss the sane buffer in

order to retransmt the data. Both the flows conplete

(either wth successful receipt of the data or with a
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mON BeE srte§*56ISta'l<§3€es,s, to the buffer nenDry (104) and to
return the buffer nenory (104) to a pool of free
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o BB Garh TYTEPVH hbi g POBETHARY iR SPECih Pocputher
acceHOry eféﬂelcﬁltlt@flearﬁf brfure 50 givhl the ohedai dtmet work, and
for signaling the end of said predeterm ned optimum

| ntO%r é[rﬁ} it&MarSbeR %Qgﬁ zil‘)e lEfU{Héx%‘Slé %gb8s1mlggerse%ponse to
the c{J].%aE:Lng g‘gatpr ggleenthag been a completion (whether a successful
receipt of the transmission or a definite failure signal from the network)
before expiry of its respective transmission’s timeout, the clock is
stopped at step (222) and the count is decremented at step (224). At step
(226), a further test is performed to determine whether the count has
reached zero or not. If it has not reached zero, this part of the logic
brocess returns to step (228) to be triggered by the next completion. If
on any iteration, the count is determined to have reached zero, the memory

manager (114) releases the buffer memory (104).

Turning now to Figure 3, there is shown a further preferred
refinement of the exemplary embodiment. The logic process of Figure 3

starts at step (302) and at step (304) receives network monitoring data.



preferred enbodinent is entered. At step (204), a
first accessor accesses data in a buffer nenory for
W e@ne6esgsi on. At step (206), the count is i NRPCEGBRMBMH04645
to record the accessing of the buffer nmenory (104) by
the first accessor, and at sfep (208) the tineout
clock is set to the predeterm ned optinmminterval
for retransm ssion of the data, that interval being
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retransm ssi on over the network. At step (220) the
second or further accessor selects an alternative path
for transm ssion of the data, the step of selecting
bei ng adapted to select a conplete set of different
path el enments if possible, and if that is not

possible, to select as many alternative path el enents
as possible. Each non-first accessor attenpts to
avoi d use of path elements used by any prior
accessor. The alternative path m ght be sel ected
further by neans of an optimzing logic elenent to
select, for exanple, the least transm ssion cost path
or the highest performance path, or perhaps the path
offering the best quality-of-service guarantees. Such
guality-of-service guarantees are well known in the
networ k communi cati ons art and need not be descri bed
here. In a presently preferred enbodi nent, the
alternative' path is selected on the basis of an

anal ysis of network performance nonitoring
statistics. The logic flow proceeds to step (206)
where the count is increnmented to record the step of
accessing the buffer nenory by the second or further
accessor and continues as before to set the clock,

et c.



On any iteration at step (214) if there is a positive
response to the test indicating that there has been a
waeeovploesshon (whet her a successful recei pt of PEEGB2003/004645
transm ssion or a definite failure signal fromthe
network) before expiry of ité respective
transm ssion's tineout, the clock is stopped at step
(222) and the count is decrenented at step (224). At
step (226), a further testerhguperforned to determ ne
whet her the count has reached zero or not. If it has

1 not_reached zero, this part of the logic process
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det erm ned to have reached zero the nenDry ~manager
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rece| t of any error signal from said network,
a ference counter for maintaining a count of the references to

said buffer by said first accessor and said second accessor, saild
reference counter being incremented on each of said references and
decremented on completion of each data transmission by said first accesgsor
and said second accessor, said reference counter signaling when said count

reaches zero; and

a memory manager adapted to permit read access to said buffer by
said first accessor and sald second accessor and to return said buffer to
a free buffer pool responsive to said reference counter signaling when

saild count reaches zero.
3. The apparatus as claimed in claim 1, further comprising:

an analysis mechanism for determining said optimum interval for

retransmission of said data; and



said timer mechanismfurther signaling the end of said

predeterm ned optimuminterval; a first accessor of
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start a first timeout clock set to said interval in

said timer nechanism and a'8econd accessor of said

buffer responsive to said signaling by said tiner

mechani smto access said data for retransm ssion and
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mechani smfor tuning said timng nmechanismto said
optipum interval for retransmssion of said data. 4.
Thé Appar AFTE=8E i Arisy T acrafsmdsta iiver eifiirshitgansmission
and #vaFiatts anktvant Breout slopersatl €o tseidsimtretalonk said timer -
mechrkhOrandg data to determ ne said opti mum interval
for retransm ssion of said data. 5. A storage
controller_including an apparatus for data
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saiQ;&ﬁﬁ?q'gpﬁEﬁnism to access said data for retransmission and to start
at least a second timeout clock set to said interval in said timer
mechanism, said second accessor attempting to select a path for
transmission of said data avoiding use of path elements used by said first

accessor.
6. The storage controller as claimed in claim 5, further comprising:

a reference counter for maintaining a count of the references to
said buffer by said first accessor and said second accessor, said
reference counter being incremented on each of sgaid references and
decremented on completion of each data transmission by said first accessor
and said second accessor, said reference counter signaling when said COunt

reaches zero;

a memory manager adapted to permit read access to said buffer by
sald first accessor and said second accessor and to return said buffer to
a free buffer pool responsive to said reference counter signaling when

said count reaches zero.



a buffer for containing a data itemto be transmtted

to a receiver; a tinmer nechanismfor timng a
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said data itemto said receiver, said interval being

| ess than that required for rréceipt of any error

signal fromsaid network, said tinmer nechani sm

further signaling the end of said predeterm ned
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data for a first transmission and to start a first

timeout clqck set to said interval in said tiner,
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ref erence counter signaling when said count reaches

zero. WD 2004/068801 PCT/ GB2003/004645 15 7. The
st er &gestcontasebt &if BistfelratdTRdcebss Ghoh Mo®, a fUEEN @ ransmission

and %ﬂpﬁélsd nglrs@nt%@!ﬁ/ shseghani %@lé ntg%;a J rlnn nsa 9 timer
mec%%| Opt| mum i nterval for retransm ssion O d

funi ng nmechanismfor tuning said tim ng
cham smto said optinmum interval for retransm ssion
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at least a second timeout clock set to said interval in said timer
mechanism, said second accessor attempting to selecf a path for
transmission of said data avoiding use of path elements used by said first

accessor.

9. A method for data transmission over a network having multiple paths

.comprising:

providing a buffer for containing a data item to be transmitted to a

receiver;

providing a timer mechanism for timing a predetermined optimum
interval for retransmission of said data item to said receiver, said
interval being less than that required for receipt of any error signal
from said network, said timer mechanism further signaling the end of said

predetermined optimum interval;



over a network having nmultiple paths conprising: a

buffer for containing a data itemto be transmtted to
W@200806880Er ; a tinmer nmechanismfor timng a PCT/GB2003/004645
predeterm ned optinmuminterval for retransm ssion of
said data itemto said receiVér, said interval being
| ess than that required for receipt of any error
signal fromsaid network, said tiner mechani sm
furtherssshgnati ng therepd f asaidepredeter moped ¢ sc
Qptimuminterval; a first accessor of buffer to access
data"¥6F'a first transmission and to start a first
timeout clock set to said interval in said tiner
nmechanitsng afdrs second aceessed tof sHd thididPrin said timer
medh@SPQNSi ve to said signaling by said tinmer nmechanism

to access said data for retransm ssion and to start
- at least a second timeout clock set to said interval
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a buffer for containing a data itemto be transmtted
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of said data itemto said receiver, said interval

being less than that required for receipt of any error
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accessing data in a buffer by, ,a first .accessor for a
10§ PP e T SSPBR oSV Sl (PG PPEELET ridof bR readable
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responsive to said signaling by said tiner nechani sm
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receiver;

tr

providing a timer mechanism for timing a predetermined optimum
interval for retransmission of said data item to said receiver, said
interval being less than that required for receipt of any error signal
from said network, said timer mechanism further signaling the end of said

predetermined optimum interval;

accessing data in a buffer by a first accessor for a first

transmission;

starting a first timeout clock set to said interval in said timer

mechanism;

accessing data in a buffer by a second accessor responsive to said

signaling by said timer mechanism;

retransmitting said data by said second accessor;



starting a second tinmeout clock set to said interval
in said tinmer nechanism and attenpting by said

W@ emanesaccessor to select a path for transm sBCDOGB2@B/004645

said data avoiding use of path el enents used by said
first accessor. 10. A conputér program product

tangi bly enbodied in a conputer readable nedium and
conprising conputer program code neans to, when | oaded

I Ntraatimo BPEE@hd SYSkem @mgcﬁx%eﬂttﬁdsaﬂfﬁﬁgéfvatlhﬁ said timer

mecBhi@; Ofng Providing a buffer for containing a data

of

itemto be transmtted to a receiver; providing a

timer nmechanismfor timng a predetern1ned opti mum
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for receipt of any error signal fromsaid network,

said timer mechani smfurther signaling the end of sai d
predeterm ned optinuminterval; accessing data in a
buffer by a first accessor for a first transm ssion;
starting a first timeout clock set to said interval in
said timer nechanism accessing data in a buffer by a
second accessor responsive to said signaling by said

ti mer nmechanism retransmtting said data by said

second accessor; WD 2004/068801 PCT/ GB2003/004645 17
starting a second timeout clock set to said interval

in said timer mechanism and attenpting by said

second accessor to select a path for transm ssion of
sai d data avoiding use of path el enents used by said
first accessor.



