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another person could have access to the user’s account and, potentially, to the user’s sensitive or 

confidential information or data.  In addition, the more entities or individuals that a user shares their 

personal information with, the greater the risk of the user’s information being stolen by a breach at 

one of the entities. Further, a user may only desire to share certain pieces of personal information 

with an entity or individual for limited purposes or limited in time.   

[0005] Thus, it may be beneficial to provide exemplary systems and methods which allow users 

to control the use of user information to overcome at least some of the deficiencies described 

herein. 

SUMMARY 

[0006] Aspects of the disclosed technology include systems and methods for controlling data 

access through the interaction of a short-range transceiver, such as a contactless card, with a client 

device.  Data access control may be provided in the context of personal user data, including 

handling requests to obtain access to personal user data via the interaction of a short-range 

transceiver, such as a contactless card, with a client device such that the personal user data is only 

provided to service providers who are authorized to review the data and disclosure of certain 

account identifier information, or account login information, need not be disclosed to service 

providers requesting access to personal user data. 

[0006a] An aspect of the present disclosure provides a data access control system, comprising: a 

server comprising a processor and a memory, wherein the server is in data communication with a 

database and a client application executing on a client device, and wherein the server is configured 

to: receive, from the client application, a user token received by the client application from a 

contactless card associated with a user, a service provider token, and a request for a data access key 

to decrypt encrypted personal user data, identify the user based on the user token, identify a service 

provider based on the service provider token, verify the service provider is authorized to receive 

access to the personal user data, retrieve the user key from the database, generate the data 
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access key based on the user key, and transmit, to the client application, the data access key. 

[0006b] Another aspect of the present disclosure provides a method for controlling data access, 

comprising: receiving, from a client application executing on a first client device, a user token 

received by the first client application from a contactless card associated with a user, a service 

provider token, and a request for a data access key to decrypt encrypted personal user data stored on 

the contactless card associated with the user; identifying the user based on the user token; 

identifying a service provider based on the service provider token; verifying that the service 

provider is authorized to receive access to the personal user data stored on the contactless card; 

retrieving a user key associated with the user from a database; generating the data access key based 

on the user key; and transmitting the data access key to the first client application. 

[0006c] Another aspect of the present disclosure provides a server, comprising: a processor; and 

a memory, wherein the server is in data communication with a database and client application 

executing on a client device, and wherein the server is configured to: receive, from the client 

application, a user token received by the client application from a contactless card associated with a 

user, a service provider token, and a request for a data access key to decrypt encrypted personal user 

data, identify the user based on the user token, identify a service provider based on the service 

provider token, verify the service provider is authorized to receive access to the personal user data, 

retrieve the user key from the database, generate the data access key based on the user key, and 

transmit the data access key to the client application. 

[0007] Embodiments of the present disclosure provide a data access control system, comprising: 

a database storing information comprising a user identifier and a user key associated with a user, 

and a service provider identifier and a service provider key associated with a service provider; a 

server configured for data communication with a client device associated with the service provider; 

a contactless card associated with the user, the 
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CLAIMS 

 

1. A data access control system, comprising: 

a server comprising a processor and a memory,  

wherein the server is in data communication with a database and a client application 

executing on a client device, and 

wherein the server is configured to: 

receive, from the client application, a user token received by the client 

application from a contactless card associated with a user, a service provider token, 

and a request for a data access key to decrypt encrypted personal user data, 

identify the user based on the user token, 

identify a service provider based on the service provider token, 

verify the service provider is authorized to receive access to the personal user 

data, 

retrieve the user key from the database, 

generate the data access key based on the user key, and 

transmit, to the client application, the data access key.   

2. The data control access system of claim 1, further comprising: 

the contactless card associated with the user, the contactless card comprising a 

processor, a memory, and a communications interface,  

wherein the memory of the contactless card stores the user token and the encrypted 

personal user data associated with the user.   
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3. The data access control system of claim 2, wherein the request for the data access key 

is generated in response to a tap action between the contactless card and the client device.   

4. The data control access system of claim 2, wherein the memory of the contactless 

card stores basic user data associated with the user, the basic user data encrypted with a basic 

service provider key.   

5. The data control access system of claim 4, wherein the server is further configured to 

generate the basic service provider key based on the identity of the service provider.   

6. The data access control system of claim 5, wherein the server is further configured to: 

receive a request for the basic service provider key, 

verify that the service provider is authorized to receive the basic service provider key, 

and 

transmit, to the client device, the basic service provider key.   

7. The data access control system of claim 6, wherein the basic service provider key is 

valid only for a predetermined period of time.   

8. The data access control system of claim 7, wherein the server receives the request for 

the basic service provider key after expiration of the predetermined period of time.   

9. The data access control system of claim 7, wherein the request for the basic service 

provider key is independent of a tap action between the contactless card on the client device.   

10. The data access control system of claim 1, wherein, after a verification that the 

service provider is not authorized to receive the data access key, the server is further 

configured to transmit a denial notification to the client device.   

11. A method for controlling data access, comprising: 
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receiving, from a first client application executing on a first client device, a user token 

received by the first client application from a contactless card associated with a user, a 

service provider token, and a request for a data access key to decrypt encrypted personal user 

data stored on the contactless card associated with the user; 

identifying the user based on the user token; 

identifying a service provider based on the service provider token; 

verifying that the service provider is authorized to receive access to the personal user 

data stored on the contactless card;  

retrieving a user key associated with the user from a database; 

generating the data access key based on the user key; and 

transmitting the data access key to the first client application.   

12. The method for controlling data access of claim 11, further comprising authenticating 

the user based on the user key.   

13. The method for controlling data access of claim 11, wherein the request for the data 

access key is generated in response to a tap action between the contactless card and the first 

client device.   

14. The method for controlling data access of claim 11, further comprising: 

retrieving a first service provider key associated with the service provider from the 

database, 

wherein the data access key is generated based on the user key and the first service 

provider key.   

15. The method for controlling data access of claim 14, further comprising: 
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  receiving, from a second application executing on a second client device, a second 

service provider key,  

  wherein the data access key is generated based on the user key, the first service 

provider key, and the second service provider key. 

16. The method for controlling data access of claim 15, wherein the second service 

provider key is transmitted by the second client application in response to a tap action 

between the contactless card and the second client device.   

17. The method for controlling data access of claim 11, wherein:  

the service provider token comprises a first service provider key, and  

the method further comprises authenticating the service provider based on the first 

service provider key.   

18. A server, comprising: 

a processor; and  

a memory, 

wherein the server is in data communication with a database and a client application 

executing on a client device, and 

wherein the server is configured to: 

receive, from the client application, a user token received by the client 

application from a contactless card associated with a user, a service provider token, 

and a request for a data access key to decrypt encrypted personal user data, 

identify the user based on the user token, 

identify a service provider based on the service provider token, 
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verify the service provider is authorized to receive access to the personal user 

data, 

retrieve the user key from the database, 

generate the data access key based on the user key, and 

transmit the data access key to the client application.   

19. The server of claim 18, wherein the server is further configured to: 

  generate a basic service provider key based on the identity of the service provider, 

receive a request for the basic service provider key, 

verify that the service provider is authorized to receive the basic service provider key, 

and 

transmit, to the client application, the basic service provider key.   

20. The server of claim 19, wherein the server is further configured to log each 

transmission of the basic service provider key. 

 


	82593SG_page 1
	82593SG_page 2
	82593SG_pages 3-41
	82593SG_claims



