; e3eLpD66Thz” WO U2/ - 488G3 PCT/ USUL/ ~38C2 DYNAM CALLY LQADI NG PROGRAM CCODE
OVER A PUSH BASED NETWORK Fi el d of the Invention The invention generally ({
rel ates twopsssehg progranmm ng code over ~ 5 unidirecti on®@CTA®momuIB6Zat i on

| inks, and nore particularly, to pushing dynam cally | oadabl e program code,
such as an object-oriented class definition, over the unidirectional

communi cati on |IDYINAMIGAKEY 4 QADPING PRQGRAM CORE QYERA RURHRBASEDR i or art
har dwar e environnment for pushing data to a receiving conputing device. As
illustrated, there is a data-pushi ngNEBWWQRK 100, such as one or nore
network servers or other conputing devices, that pushes data onto a network
102. The daEieidoftheninvertiomwe i s responsi ble for generating or forwarding
-data that is 15 ultimtely received by a receiving conputing device 104.
The network can Tise inagntionrgeinesdlly oelatds to pugking ipeotrhmeanireh podgpovest ary net wor ks
such as an intranet or the Internet. A receiving conputing device 104, also
“in commmi canibpectisinhhcdnfumiestivdr ks ! &eemoes partieulas e gustang dynémnicals
protocols for receiving pushed data are known 20 in the art. For exanpl e,

see the Poi phdask proghRedaE, S ad ah Bbjeeforfartedtig@odefPtion| @uéithe General ly,

the receiving conmputing device 104 listens to a particular data channel,

e.g., a Trapsidiresiora g&%?ﬂbaﬁrﬂw@o' /1 nternet Protocol (TCP/IP) network

port, broadcast chann requency range) etc. for data pushed by the

dat a- pushi ng devi ce 100. WO 02/ -488C3 Bri e“““mmﬂwm‘ﬂwﬂﬂ Of The Drawi ngs
PCT/ 11501/ ~3812 The features and advant ages of invention wll
becone appfabggi 'fl:u%g the follow ng detail ed descri pgo@s of the present

i nvention i —+I G 1 illustrates a general prior-art hardware

T ustr o o vabadi b gedrel b g SRR he AT iR o °

network includes w.reless net&orks. FIG 3 is a flowhart, according to one
embodi ment B 2 {FREINA,EHIRYING 958I°€hushi ng progr ami ng code over a

o et onal CRETUDLGE8 80l kel B vt WOLABh SRS

network servers or other computing devices, that pushes data onto a network 102.

The data-pushing device is responsible for generating or forwarding data that is
15  ultimately received by a receiving computing device 104. The network can be any
combination of conventional and proprietary networks such as an intranet or the

internet.

A receiving computing device 104, also in communication with the network,
receives the pushed data. Various protocols for receiving pushed data are known
20 inthe art. For example, see the PointCast system by EntryPoint of San Diego,
California. Generally, the receiving computing device 104 listens to a particular
data channel, e.g., a Transmission Control Protocol/Internet Protocol (TCP/IP)
network port, broadcast channel, frequency range, etc. for data pushed by the
data-pushing device 100.
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FIG 5 illustrates use of pushed dynam cally | oadable data to facilitate a
pay-per-use environnent. FIG 6 illustrates a suitable conputing

envi ronnemo o2/mssadi ch certain aspects 15 of the invention rPag/Be1/43862

i npl enented. Detail ed Description Mdern progranmm ng | anguages provide for
dynam cal ly | oadabl e, or nodul ar, program code For exanple, an

obj ect - or i eBtietiDescriptiomOfdhe OPBWIYS envi ronnent is one in which a program
desi gner defines not only the data type of a data structure, but also the
types of oper at iTrsfefieres and ataniages/qf the presertshvantian wilbipedogneapppareat t o t he
data structure. The data structure for a class beconmes an object including
bot h dat a afnsinftieédiibeing/detaileeddiesesptioh dfdchapeEsentsneertiat édgwhichof such

«obj ects, and in nodern OOP environnments, to avoid unnecessary resource -2
WO 02/ 88C3 PCT/ USGLA .ilL3G4fes cogenangltprion-artchacdwas ebainoreerttyforpashirld dathoaded
and unl oaded to conserve resources. As will be discussed bel ow, dynamc

‘| oadi ng ganohereebivirt inpNiey devieesh type of networking environnent. For
exanpl e, identification data of a class can be 5 announced according to the

Servi ce Adverti stng2RnRirgesla aphtidn bnIes SiEN RaFcdrivitbh@BniroivAieRkhd SDP)
protocol, and the class definition broadcast accordingly. Alternatively, a

mani f est caRelRBrdRbiunss wirBRts peficikd’s i dentifying data for the definition
of a class, and a schedule indicating when a second push will be nade that

cont ai ns the actia) 57 a9bEhaRkRchRind ore ibidii g GRS BveAidi i@ 00T ami ng

envi ronment and/ or application programcan then use a custom class | oader
to integrat F‘a%ﬂ’ﬁ ; i intion and cl ai ns
t hat folgl ovfustw&gpm mﬁpfogg?%?grghﬁ%g%dagcérﬂc ﬂggﬁ@f)!{' ‘transm ssi on of
i fest, P/, , foids i G 2
ot r ST es o van ChABRUgle SRRy RPN Rof saleil sfeOtERcFm e o

net wor k 102F('gi{1§3j udgsd.vm'r | ess networks. Wreless networks include
short-range’ W- eFBeLMEMvor ks i ncl udi ng wireless LAN bridges/routers,

Bl uetooth (a st ard propoted 3Co Eri.cssqn, . Intel . I1BM.Lucent,

M crosoft, Mbt o?'%gaﬁ "NE“‘F{P S %ﬁﬁ%ﬁsﬁ%ghflrﬁé‘?'?a@ﬁoéq‘?@q ﬁ?%té,to E"’Pﬁq't? 617g- r ange
W rel ess networks such as m crowave systens, satellite systens, cellular
comuni cat i BAY-BYSHERIVIPBMEDE si on transni ssion towers, etc. In one

enbodi ment, wireless transmtters conprise a conplete transport data

pat hway between HG ﬁd'%ltﬁa%i%W'@@{MOQM'“Q@VHO'{'T’BE@'Q&h,'cr‘s,‘i?é"ﬁ"h§5p£‘3¥9t top
25 box 208, personal digital assistant, portable conputer) handheld

conmput ety - gf the invention may be implemented.

Detailed Description

Modern programming languages provide for dynamically loadable, or
modular, program code For example, an object-oriented programming (OOP)

20 environment is one in which a program designer defines not only the data type of
a data structure, but also the types of operations (e.g., functions/procedures) that
can be applied to the data structure. The data structure for a class becomes an
object including both data and functions/procedures. A “class’ is a category of

such objects, and in modern OOP environments, to avoid unnecessary resource

-9.-



WO 02/-1881>3 PCT/US(I11/.138G2 w rel ess appliance, or other receiving
device. In another enbodinent, the wireless signal is partially carried on
a physi cavonwdssad such as a wire, fiber optic, or other P€dYuln/486tore
bei ng received by the set top box 208. Network 206 nay or nmay not be
entirely wireless. 5 Assumng the wireless transm ssion is an audi o and/ or
vi sual si gne@nsugIRtianag class ere bE siyormisahnlrded and anloared fmepngetMece 200,

whi ch nmay be a conputer or other device providing television signals,
transmts nifispuiged. t el evi sion data streans to a nultiplexer 202. For
exanple, in digital television, Myving Picture Experts Goup (MPEG -2 data
transport streanks willbeldibeussatl below, tynamicheading nan be pffested over a pastepor t
'stream conprises multiple elenentary streans of audi o, video, and/or other
"dat a" t hat type offmetwqrkieg edviaorunerdr Kedexan ple gidpatification detataf fai ahass(dane  Under
the United States Advanced Tel evision Systens Conmttee (ATSC) digital

‘tel evi si®n strouheed aceorsinggb ¢hé' Sbmitecddvertisiral Pritdaatl (SAP)2 Sdzspnbandw dth. A
single television programtypically conprises elenentary data streans for
vi deo 15 anDes@piios HppREbiS DR gratotdgritripe cladbtdefiiiba bessimeastssi on, the
program may not consune all avail abl e bandw dth for the channel, so the

program nmayaQfdingly O MitefativEly Cadhanitést attbe B8FHYIRthaL coprdRsidentifginghi n the

physi cal spectrumallotted to a broadcaster. The nultipl exer conbi nes these

mul tiple dagaasbr BigWRefhMbA ofa $lds! &hd?dsdHeiiRThaRaMy Whet alsecbiARgH tted by

H
a tower 204. This transm ssion Is sent over a networt’ 206, and received by

a set top be 0faqd el BhtahsABLELEEbRYI: BICRT AU RERARY st er  devi ce

with a tel evision or other tel&vision aware device. -4

1121055 BEHARHH aNIBHh| S0 Sl e ctbR bt
dynam cal) v AR PANBRAL, 0 on RUELo Rl el ol comu caton 11

e unidirectional conmunication
i nk may be physi si.on

broadcast tower, II”S&IS:%B ?@@ﬁ”iﬁe”@trﬁ'agﬁ%?k@ﬁ@ itﬁ%gerﬁwtrﬁgr%f?ﬁf ﬁi "Pts e{i%‘%ﬁaﬁ
cl asses |5 PrLRedRL anTEEEPT a2 MAVEYeP! o (A IPEOR S RGP and

techni ques are equally applicable to Objective-C, C++, Snall Tal k, Mdul a-3,
Conmponent dﬁ@%’ite'ﬂfﬁdel (COM, and other object oriented programm ng 10

| anguages and environnents, and the invention is not limted in this
respect 151t will be appreciated by one skilled in the art that other data
structures, besides classes, may be pushed as well. For exanple, a Dynanic
Li nk Li brary (DLEIS. 2dHusti@tes/avaiation pavhe §l&rbrmsteenvirgnmenhis whied t8e r uct ur e
may be used. In an object oriented programm ng environnent such as Java, a
cl ass 15 enoelpoik 402 inclises wirplassdetverksl YYiwtasgunedwonkp iclusieeshartaapge dat a
input to an instance of the class, and produce appropriate output. C asses
are usual | ywirelebs oetwbrksinsludingrwirdless fAN bydgas/raytasarBluetabtir (astaisiasts. Java
libraries are called "Java archives,” or JARfiles. To m nim ze nenory

r equi r enent proamated by idlAdna tEicasom treeld iBiniwcept, ddicesnit ndotooala | Nokiaeand
execution environnments defer |loading a 20 class into system nenory until
the cl agd i FTosHiba)i 2ethelikepandioaguangegwisglpss netivods uohgisanicrolfaee a cl ass i s
referenced, if it is not already |oaded, it is dynamcally | oaded and made
avai | abl e t gysdemexestoiienysneg callarathngcdtmeystsnd, helévisiost andar d

| ocation (or |ocations) be searched for the references class, e.g., to 25
| ocate a JARahdrhi@sioh tOWBR! et Or age of class definition. In Java, an
environnent -5 V1' O 02/.488G3 PCT/ USU / ~38@&2 variabl e (or equival ent)

cal | ed " CLASSPATIH orieSerROAfERE wir1eds hahsliférd Bthgideca BompRiCRarpoR f or
.locating class definitions. For exanple, CLASSPATH nay point to

directori esgéﬁg%@mafe@meﬂiaﬂearﬁhﬁé%%we?hbh ARG 2ARE4I0Er, AR & b 881 topr

directly refter e a data tfile storing archives therein. If a class cannot

'pe. 1 ounds anfop ab@aRelord o itaﬁ@%{sﬁt{%@%wgﬁﬁﬁnéﬁmﬁ toRpERE, | oading

fails and e correspondi ng cal nqthe application programfails.




Thus, in one enbodinent, to | oad dynam cally | oadabl e program code over a
push-type networking environnent, a manifest is first prepared 300
correspondOng/48863t he dynanmically | oadabl e code. The mani f #EU/EWMPIE6Ees an
10 identifier 302 that identifies the class definition so that the class
can be properly | oaded during execution of an application program In Java,
the class dwirglass apmianemmriothasreerivipg dewse. alnAnatgfemRadimedt thewed by a
rel ative class name. For exanple, the "String" class is part of the
"j ava. | ang"wielesagjgnalas gaitially carriet ona phivsiset mediuge St pe@ wike, fiber
"java.lang. String". Qher progranm ng environnments may 15 utilize other
i denti fyi ngoptit e othacmedisin, hefarameingfrecéieedt byathe, seatel box 208! ¥edry uni que
sidentifier (GQUD) for the class, and/or a class context, and/or class
dependenci e206 inay onenagmund deraptitgly vivelesmni f est further conprises a push
schedul e 304, or availability schedule, indicating when class definitions
'ref erenceed wi t hiAssuhinghenmirelésstrarvintissitreispansdietio and/or eisualisthmaé cicbonal
comuni cation link. In this enbodi nent, the manifest nmay further conprise a
retrieval sgsaesied8ionisfgnel, astrardediiting devios 208ywitieh meydieve@dowputener of sever al
uni di rectional communi cation pathways. Ot her related data 308 nay al so be
stored in tH@er@sVidLsiovidhg RRVdidrAéigndIo Utdndehits YWalliidlé eaévision datd | i ng, or
mani fest related transactions. -6 WO 02/ -188(3 PCT/USOL/ ~38C2 | n anot her
enmbodi ment , sdhelo 4 Mditiptixel 282NT aFdFRREMBRL In digitd] e@Bvision, M@%Efﬁiéur@Y_ be
directly transmtted over the unidirectional conmunication link. In this
enbodi nment EE i ; or
equi val ent , E%%hr@%gic(cat es) %Mﬁaﬁ@aﬂrﬁ??ﬁgﬁéiﬁﬁ%@g@% %’?‘ljtoér?% a esessi on,
e.g., data ideng i 1.cal : ; i be
pushed, ?da I @@gﬁféggﬁfégﬁ%xaﬁ%{@%%@ C@éggg%gﬁ%@erp%?@%mwee. gg,Sf g'at'(fhr'rgl ticast
addresses /_.port_ for e . 1,0 0 . . W || be
pushed. Af tgﬁe%,ra@g?qrﬁ)ébqrhégt%ﬁma?éssrﬁmﬁp@x?ggﬁ%!’i@&c&%ﬂ%ﬁ%ﬁﬁ%ﬂ%l %ﬁﬁfe}rmecti onal
conmmuni cat i ink. Then, .i ccordance with . t.he push schedul e,
dynan cat | y(FIB)| Ditermng Unind feg ARERGd i anar s GORRIRATREY | s
pushed 312 qgnto .t he unidirectional, conmuni,cation |.i Fl illustrates a
recei ver reg'gft@itﬂlﬁv'ﬁﬁgﬁg@%é‘ﬁ'a? F'Hg'éce%%ﬁ‘&hd%a‘)ﬂ%@ﬂ ﬁ—i'\’\ﬂpé%a@éﬂm fment . As
illustrated, the receiver listens 400 for, and receives. 402, .15, ushed
mani f est. THBIRdRRYiISOD nrggramB/@@aﬂbaomw'%?éteiﬁfﬂ?fﬁafm%a SHEATRoN Vr@e(for
dynam cal |y | oadabl e code referenced within the manifest. These identifiers
are stoted audeash sHnpoHer Gudio IABaRAde, Wik Hata<Lopnrassion: the PSR i | e
storage. As discussed above, the nmanifest contents may be directly
t ransni t t ednof consgnp/aiEratighie bandwiditionthetchannel, sh thendregesn Mmay hesesieyer
listens for announcenents to 20 determne identifiers for dynamcally
| oadabl e codee ofisevaval “dppalichannela” enbeddad within the pixsisal specirun alimtted | t
references 412 a class for the first time, a search 414 may be perfornmed to
| ocate the tdabmadeagier. t he CLASSPATH environment is searched. Assum ng
searching the CLASSPATH fails, a search 416 may be perfornmed to | ocate the
cl ass anpong 25 plissheditiplexsscordbines thesesndtiple ddtadsifeanty intona simgle ocal nmenory.
| f an appropriate -7

20 transmission that is transmitted by a tower 204. This transmission is sent over a

network 206, and received by a set top box 208, such as a cable television
decoding-box, computer device with a television decoder, or other television-

aware device.



WO 02/.88C3 PCT/ USQOL/-13S02 class identifiers) is |located, the schedule
corresponding to the identifier may be inspected 418. Dynam cally | oadabl e
programiwgozésse e.g., a Java class file, may then be retPCiTaset43880 from a
uni di rectional comunication |link according to the schedule. If SAP/ SDP
type broadcasting is in use, the dynam cally | oadable 5 programm ng code
may be retrievefI®rdina flewehart pecardingde pas smbogisnent ohtedayadionnfor he
session's announcenent. |In one enbodinment, the retrieved dynam cally

| oadabl e cuiehimgyorograsudeg code,tshieh @zidynamigalty N8SRATFIHregranT entigeaYerdd as to
avoid future latency in utilizing the retrieved code. In one enbodi nent,

t he CLASSPARidicstipnal semnaunidationtibk aath anillostrated it FliGe 1aordFl@olvol ati | e
sstorage. In this enbodi nent, standard classes may be stored in nonvol atile
storage, such agheamidicltie)al pomgimicatibh dink eeg-berphysiceliypuaryidifdtiongl, as
non-vol atil e random access nenory (NVRAM, conplenentary netal oxide

'sem conducting tffokifsiormord-adsrosésast tovar yr Isgicallsuniditectiofdf as iveed code,
however, nmay be stored in volatile storage, e.g., random 15 access nenory

(RAM . ThugnidifictiexaEBh@nuricition préoedlectis assihied Aereir! that Proyesmmiig ot her
el ectronics not configured with nass storage may be shipped with standard

class defi nigye3hs)aantdadsBEROsRhetYo aGaEdIVE. Hbwdvenrte Blserses paRcipreeded
during execution of an application program 20 After retrieval 420, the

dynami cal | yarJdOt@gﬁmﬂ@esC%Peqiuﬁll)} 255iREb48 ArfeRivERN AL SHRAIPERT Mokilal e

program | anguagé environment in use for executi on 424 by the application

program W&n@%nt%t%d‘é?ﬁ%@%%?ﬁi&ﬁéﬁ&:{jé@%{i?ﬁt}éﬁ‘ﬁ&éﬂ%ﬁ%hg to execution

of the applica am ca e retrreva Irtiron; retrieval

and | oag) nga@%g*;@ RIS AE ALRP fe%g\{érmomsm"aﬁeagﬁrﬁg (daBesy LD

progranmm n onnhent, or tThe application program _g

PCT/ US01/ -1,3812 de ing on. i,ve [ t ' '

xanpl e, a CAePrP AR DA SR B s o P Sp Rk RRr b g beslleg bracs B
retrieved 420 from ni di rectional co ni cati.an .| i nk d_then | oad the
class 422 W'eh Etpuaﬁeiﬁ?ﬂ”ie@aﬁ%ﬁxaﬁ@ﬁrWB@PB’W%L@W&\‘ EDQB P'Ihe retrieval
process. 5 FIG 5 i|lluystrates use of push?d (}I%nan‘i al ls)éa | oadabl e data to
facilitate UhaRHMIVREKN FHRMRIDES angstiugt %Wy:?@rq e environnents

i ncl ude tel evision, tel ephone, or conputer network broadcast stens, where
one or nore "prdRPORbiashPESHAA RIRIFAMAHRE BMETOPRERE SYrPS aé’ﬁsﬁicf‘%/séd to a
receiver, and the 10 receiver can not use the encrypted data w t hout

obt ai nitRy Eneeesyiptaskptamnetheds ang,piagedures thajiopgrate 0B ABEUINREHL, @ushed
mani fests di scussed above include identifiers for decryption classes that
al | ow a r edestanegjotibeictasst andpiodhae APPRPPOAtetaitsr 4135595 R HPYRI¥NCr ypt i on
ability. The period of availability for decryption capability may be
speci fi ed igoliebtedrimtoilibeastes f@rrsql\é@mpalttiédabpropémﬁ- @Vﬁﬂ'gfarﬁérﬁﬁeﬁ g3kl pol i ci es.
I n one enbodi nent, tenporary encryption is achieved by storing decryption
cl asses i n JavabidhivesgronpRtfies. T ninisdzeciemioanrequirgroentgiang faelitateea i s
reset, power cycled, etc. Cearance nay al so be according to a cl earance
schedul e, smehe émantioprogramiaing/ modelekhya exdoation envimoomnid defet wadingehedul e
indicated within a manifest, e.g., automatic clearance after a certain
nunber @f Ug8Ss ined system memory until the class is utilized by an executing application

program.

When a class is referenced, if it is not already loaded, it is dynamically
loaded and made available to an executing program. Loading requires that a
standard location (or locations) be searched for the references class, e.g., to

25 locate a JAR file or other storage of class definition. In Java, an environment
-5-



20 after an elapsed tinme after first use, etc. Thus, a conmputing device,
such as a set top box or portable electronic receiver, e.g., portable

tel evi si omp opasssdnal digital assistant, cellular tel ephon@CTamot/asiee
conputer) wreless appliance, or the like, executes 500 a control program
such as an operating systemor application program The control 25 program
recei ves 5qariableden equivalenthealied cCLASSPATH' depxnectas togxist pud dicatedul e for
_g_ WO U2/-488G3 PCT/USQOL/-438&2 a decryption class, as well as

pur chasi ng séatch patdfodedatigy slase sefinitiens i Berexxamipier GHSERATY MayLrtddi um
data by way of the decryption class. A user of the device elects 504, e.g.,
i ndi cat es hijrestyiesfoldergrcaptainied clase definitiensf arcéor JAE #les.iasmireetya butt on on
«the conputing device, etc., a desire to purchase the premiumdata in 5
accor dance referéndehedptarfitdhsisring acthives thereire dpackes camaipprfopmd and pur chase
transaction occurs 506 according to the purchasing data in the manifest.
‘Not e that podddtbatertsearchingtthe CLASSPATH endethnient,i loadingl &ilpandiizesi ng

protocol s maki ng use of third-party processing and/or billing arrangenents.
Since the com@dpbtdung oAl Withik thesapplicdiisreptogeemalfailsi t is assunmed an
alternative 10 comruni cation arrangenent exists to effect paynent. For
exanpl e, the computiinGndamisima, ftavad agnarmicanyiabd4niée erogrameeaeovecat i on
with a tel ephone service, a network interface in comrunication with a

net wor k) ory ewﬁfypéWkiﬁgteinpiﬁorpﬁém@ynammbﬁﬁ@prémxredosomade i mredi atel y,
or performed on a del ayed basis, e.g., the conputing device receives

el ection 5%n%.%P§ndgHg®%ﬁynééi@n§i|o%abnémdden The iRaHifeer dBpiRsaFs unpt i on

t hat paynent w ventual I'y be secured. Del ayed paynent facilitates using

portablsg r q&&k}ft@g ?o% hmea%ﬁd’énh Sk el feQRRAkiBA sgg%ﬁﬁ?ﬁ&ﬂa@é Bat by Brapyuni cati on

ar r angenent pur chase transaction , the conputing device
commun cat 1 BRg B BB BB L e M vt 1 on
netal | od drenipt BBl peoichBAEHR: Bllofi bR RI: GRte o8 Fol L Ton 7
envi r onmentSXartie dBtr SRrY ofed Beerdl A IR0 A s IRESIE T
Brhod ment PO K6 o1 2deng RENGL. LT Pird et Ve B on ol acs

is itself encoded within a private key of a blic/private airing in a
publ i ¢ Wey Wil oHey deniying, tE-o?WErﬁséﬁ?inaﬁ‘eocggri‘%@a f”gg’r@o(ﬁ‘?gﬂ red to
contain the public key of the pairing, and the comupic }i op device
decrypts t héigueiisentifiari(Gh!le) f&éE‘%'@% eREOpaIasE OIQQVXBEF@ CALP8F pur chase
transaction 506. In such fashion, decryption classes can be blindly pushed
onto an uns48RANEENEIAS-di r ecti onal communication |ink without regard to
illicit theft of services. FIG 6 and the foll ovvi_n% di S%U%S?g‘i n e i ntended
to provide a brilBPnegsmadinentothgaganifast fusthepsorPrseSt b ﬁgulﬁi?:{%
environnent in which certain aspects of the o

or availability schedule, indicating when class definitions referenced within the

1

20 manifest will be pushed onto a unidirectional communication link. In this
embodiment, the manifest may further comprise a retrieval source 306 if class
definitions may be received on one of several unidirectional communication
pathways. Other related data 308 may also be stored in the manifest to facilitate

routing, verification, billing, or manifest related transactions.

-6-



illustrated invention nmay be inplenented. An exenplary systemfor

i npl enenting the invention includes a conputing device 600 having system
bus 602 fwo oz/essesi ng vari ous conputing device conponents. PCHRiSoakisg?
attached to the bus are non-progranmabl e and 15 progranmabl e processors
604, a nmenory 606 (e.g., RAM ROV, storage.devi ces 608, a video interface
610, and i nput/ thansiher emnkoediment, pihersthan plilizmma manifgsly instead;itsqonteats
hard-drives, floppy-disks, optical storage, magnetic cassettes, tapes,

fl ash menomaydes disgctirransmittad aves thediniditestional gemraiieationdinl. imiis i ke. The
invention may be described by reference to different high-level 20 program
nodul es ancehdrodiroent @vahnduncemenemay iedxoadcathasieg éia SABEDM arhe art wil |
.realize that program nodul es can be interchanged with | ow | evel hardware

i nstruct i orguivRleoy verichhindidates amidentifier pnd desieription of esessiomss.g.pdaigrtans,
conmponents, data structures, and the like, for perform ng particul ar tasks
-or i npl énendemify pavamicallydoaddid pagtantaing dogpds be dhéd s Ioegtidngranmcor por at ed
into 25 single and nulti-processor computing devices, Personal Digital

Assi st ant s WHREPABE codd tan beWeirdRéd th§ 13 nRifliddsBaddress& moel foutherseissioaphones,
portabl e conputers, handheld conputers, w reless appliances, and the |iKke.

Thus, the sinardheaMieidWhendtHe 3680 Gilddecsusiedi a can store data and
execut abl e instructions for the conputing device. The conputing device is

expected to opep@becreBtifg fH Manikd i pUSIRRNSIY oftousiMdirdctighglal connecti ons
to one or nore renote conputing devices 614, 616 through a network

i nterface %ﬁ'lmlﬁmélﬁfggeﬁ%ﬂ’ T‘Hén,q]f;\%on@QHéE‘\Witﬁﬂ%é U HARhBMAE . thEQffRkHicagy devi ces

may be interconnect by way of a network 622 such as an intfanet, the

| nt er nefy, géad%tbiéeé%d}e(%‘f’%{: &aségpéﬂéke?ﬁeg%tt@elegﬁgggﬁgp&&sédvmtz*wo fhesingl e

conputing device, essed 1n a wor k environnment, and 10
stored in )| menory. Thus, for exanple, with respect to
the illust ?@E%@C@%&g%@i&é@ﬁﬁl ng conputing device 600 is a transmtter

of pushed dynami cally | oadabl e programm ng code, then renote devices 614,
616 may respectively be a set top box and a portable wrel ess receiver of

614, péigeﬁ??;?ﬁ%ﬁ% iﬂéﬁﬁ“r“ét'a's ﬁ?%gt%@%kéﬁéif‘hé%%@?%%#EE@?%E%@% Q?Zridﬁils ude
e appr eci dilBSERoRBABL AN HERE 1 655 veR e A RE i ecnlafi®Bh L Chin
el naeitor HRiieEstREeR0 s rRNET ubared anY B dBeRE AR o, ™

servers, and application programs utilizing network J?ﬁ)é)l i,éati.on rotocol s
such as t helyAppugath jqadaplecaderreisrencsddyithinipepnanitest. Thesg{derfifiefs g€ocol
(FTP), and the like. Having described and | | | ustrat ecﬂ tlhe ?ri ncAgl es of the
i nventi on vitengdA98 vdthin adecal memary.iich 26 &alalipydianeyr'alile storgge. |Ave

recogni zed that the illustrated -12 WO 02/ a8813 PCT/ USO. 1/ - ~38f | 2
enbodi ment sigcussesabexd, themaniies coalegtsiaay baduesti ansmiitedwith SAepaPi ng
from such principles. And, even though the foregoi ng di scussi on has focused
on parti cultype enmeticements, in which Caﬁ@g’}esl?é@ﬁe't|I$ﬁn569héfﬁ”%ﬁﬁﬁ"@0‘iséf’i ons are
contenplated. In

20 determine identifiers for dynamically loadable code.

A Java application program may be executed 410. When it references 412
a class for the first time, a search 414 may be performed to locate the class, e.g.,
the CLASSPATH environment is searched. Assuming searching the
CLASSPATH fails, a search 416 may be performed to locate the class among

25  pushed class identifiers stored 408 within the local memory. If an appropriate
-7-



5 particular, even though expressions such as "in one enbodinent,” "in

anot her enbodinent," or the |ike are used herein, these phrases are neant

t 0 gener avboy2mssoer ence enbodi nent possibilities, and are maa/uset/asdzd to
limt the invention to particular enbodi nent configurations. As used
herein, these terns nmay reference the sane or different enbodi ments, and
unl ess i npl ¢lasg idenifier(exsriecasey, the griedueicaespondingite the idemidier maytke ar e
conbi nabl e i nto ot her enbodi nents. Consequently, in view of the w de

vari ety of ipspeniechd1®nBynamichily labdete pecgraibiny eodeo gidehtava ¢lags tiet ai | ed
description is intended to be illustrative only, and should not be taken as
limting thmagdoaebeofetidvedi420dran arunidifestionad comaiuniaatias link ecéangivgtd on,
‘therefore, is all such nodifications as 15 nay conme within the scope and
spirit of tihe dcaktiviai fHAR/SDIFstype braagicastiarigds irsudeh drectynamidaly loaabl®/ 88G3
What is clainmed is; PCT/USQOL/.~38G2 1. A nethod, conprising: determ ning
'whet her sn prdgridmmingrcodemalyivearatdalddyfrdro dekatutticastceidrgmss ponigndibated drent i f i er
onto a unidirectional comunication link; 5 determ ning whether an

avai | abi | i t pheelBsidHs@nhetnddnesrdynam cal |y | oadabl e code; pushing the

avai lability schedul e onto the unidirectional comrunication |Iink; and

pushi ng the dynaRighaldnbddingabie r@m&e@ﬂ?ﬁaﬁﬂ&ﬁll;ul@hﬂélﬂ@@:bd@ﬂ@y BeDadded
comuni cation |ink according to the availability schedule. 2. The nethod of

claiml, fUfotthsrex@w@ULﬁbwAvmgﬁ\ﬂédﬁniéhes@iwmm Futuleqadaby m @mding
conprises a class detfinition with an object oriented programm ng | anguage;

and 15 \Ahefﬁigp%{rlé%ea d6dd | lfnicﬁz]eérﬁﬁ&ﬁhfehﬁhé b@f\sbm?Hdcsa‘nwsbs%n- 3. The

met hod of c 1, wherein e unidirectional comunication link is a

2oL o g SR b SRR s UNHRRR, s

stream and cast claim1l, er conpri sing:

25111 b 81ty LS KA AR SRETHE G Pl b ot o

a persona assi's l'e conputer, a

handhel d copput en. ARk & MhHRA) E RS RMABRGom 2R cdss melBrP AivRARFS

complementary metal oxide semiconductor (CMOS), hard-drives, memory sticks,
etc. Retrieved code, however, may be stored in volatile storage, e.g., random

15  access memory (RAM).

Thus, for example, portable electronics, set-top boxes, or other electronics
not configured with mass storage may be shipped with standard class definitions,
and temporarily acquire auxiliary classes as needed during execution of an
application program.

20 After retrieval 420, the dynamically loadable code is loaded 422 in a
manner customary to the program language environment in use for execution 424I
by the application program. Note that loading 422 may be performed
asynchronously to execution of the application program causing the retrieval.

In addition, retrieval and loading may be performed transparently by an

25  operating system, programming environment, or the application program
-8-



PCT/ USQL/ - ~381~2 5. The nethod of claim 1, further conprising: receiving
the identifier and the availability schedul e over the unidirectional
conmmuni cavoow4dsemk; and retrieving the dynam cal ly | oadablreTosdesissom sai d
communi cation link 5 according to the availability schedule. 6. The nethod
of claim$5, further conprising: determni n(tq whet her the dynam cal |y

| oadabl e celgpending efUIPERIVET YsWiraBeRt GORGoURTIam pF Praxanyte 7 yMedHMAGd 10
performng said retrieving responsive to said deternm ning. 7. An apparatus,
conpr i si ng:ensireBaniTeandeessinglaclagsneadsge deirairieyed A3Q fradtd ons, whi ch when
executed by a machine, are capable of directing the machine to performthe
oper at i ons upidireStienalicammuracatipn énlg mrgrtaen ipagithe claisad22 withpdt 3st ruct i ons
dincluding further instructions to direct the nachine to performthe

oper at i ons applicdtminmrégragObsconThg awpreaefthesetievatpadaess., wherein the

uni directional comunication link is a selected one of: a television data
‘transm $sion, an MPEG 2 transport stream and IP-nulticast. 10. The
apparatus of claim7, said instructions including further 25 instructions
to direct the mE®Gi hdlustratesnbe bfiptdhedalyaaaticalin soaufablel datataifaciitate aWD
02/-188G3 PCT/USO 1/38& 11. The apparatus of claim7, said instructions

i ncl udi ng fpaytgeerusensiviroaient STybizadpayepér-tideeen@rohimeatstincipee fedevisiome
operations of claim5. 5 12. The apparatus of claim 11, said instructions

i ncl udi ng fielcbhefe, diEbfrititdrorREndrio bebddeast sylsteni aftieneoh® opriofeor m t he
operations of claim6. 13. A nethod, conprising: preparing a nmanifest for

dynam cal | yplpadap|dats esthneradre eRBrypicasdndlifarkaiitsd B tkcalver dmdtthé i er for
dynam cal |y | oadabl e code) and an availability schedul e; pushing the

mani f esfg 0%?@%#&}%&%&&9@@&&& BieLRthU? obiaﬁl’ﬁfn? aRdchApER) aBilityhe

dynam cal |y | oadabl e code onto Said comruni cation Tink according to the

avai 1abi |11y schedyl fstRebdcBainer! HhoRmaliRhtD dibuskut b RS <1

wherein the dyn _ e conprises a class definitionin an
OD1ECt 911 SBbfeRd AAURITbEn LASASHSI o7y MIRLAIL e dBRh N ardonc 11 e
Cpran oo b GHARLE BRI a8l SHARE St o,
obj ect - or i ecnatp%%ili?ycrrnia{/3 tbiens%elcl Q@%ﬁﬂg'ma]n?fest, \gpre(gju?e{tgg Wlocal and/or remote
15  policies. In one embodiment, temporary encryption is achieved by storing
decryption classes in volatile memory that is cleared when a receiving device is
reset, power cycled, etc. Clearance may also be according to a clearance
schedule, such as hourly, daily, weekly, etc., or according to a schedule indicated
within a manifest, e.g., automatic clearance after a certain number of uses, or
20 after an elapsed time after first use, etc.
Thus, a computing device, such as a set top box or portable electronic
receiver, e.g., portable television, personal digital assistant, cellular telephone,
portable computer, wireless appliance, or the like, executes 500 a control
program, such as an operating system or application program. The control

25  program receives 502 a manifest that includes an identifier and push schedule for
-9-



PCT/ US(I 1/ ~38& 16. The nethod of claim 13, wherein the unidirectional
communi cation link is a selected one of: a television data transm ssion, an
MPEG- 2 t reQ9pdIsd stream and | P-multicast. 5 17. The net hd¢TdfSogH6n 13,
further conprising: receiving the unidirectional communication link with a
selected one of: a set top box, a personal, digital assistant ortabl e
conmput er, a? HﬁWMﬂféquC|€§ﬁrﬁ'§tVlé‘?cfr,(asaﬁ’HE%?%9r%t@éré“q%?é'ﬁgiaa‘f’ﬂ?é.asﬁ'#_t%‘fw e met hod
of .claim 13, further conprising: receiving the manifest over said

communi cat i epfainingkthe pearBivm AtatyevaisRlibe deeypiancliase Avas afthe 8?‘§)C%chedul e:
and retrieving the dynam cally | oadable code when it is pushed onto said
comuni cat i ®iACi5M, adecdndicatgs %IJ&S wayeof agaphieal userintesfasausalectig ofg.  The

‘met hod of claim 14, further conprising: determ ning whether the dynamcally
| oadabl e cobléttdnson guiomsiting dewirecetei Agleaire EbpHTRALS bR RieHlMARtadhd
performng said retrieving responsive to said determ ning. 20 20. A nethod
‘for mrrriaccoadaneeavithtpe rardiasing data.eln respaises fim §PPiPPERERrAUIghasenani f est

for a Java-type archive file) said manifest conprising identifiers for

obj ects of tramsattioraocgyre 586 cecordingitb dhe purdhagingdatialiathe magifesthedul e f or

sai d objects; 25 pushing the manifest onto a unidirectional conmunication
link; and 17  \WtélR4t LG cRGEHSBISENS atdBiEhdedtbiindudespuiclodsgirgct s of t he
Java-type archive file onto the unidirectional comunication link in

accordance pidtdtols@akrivigiusaf thitdyparyherdedssing2ind/ortdiling bivanherfierts. aBinc20,
further conprising: 5 executing programm ng code; determ ning whet her an

unavai | abl etrebioRtrhumigaticediiklie dnidfrectionbl] itéx assiimetban dikdraatideni ng whet her the
mani f est includes an identifier corresponding to the object; and receiving

sai d reqgi r gmeRhRetioR¥Randdentit@its RCdfeenNBdyrteHMIRr eRdrmple, thenk. 10 22. The
met hod of claim 21, further conprising: storing said received object in a
tenporary meaRpYtingdetideaRaf hab®8R thternal modem in communication with a
telephone service, a network interface in communication with a network, or other
communication pathway. Purchases may be made immediately, or performed on
a delayed basis, e.g., the computing device receives election 504 of a purchase,
15 and decryption is performed on assumption that payment will eventually be
secured. Delayed payment facilitates using portable receivers intermittently
connected to an alternative communication arrangement.
After the purchase transaction 506, the computing device retrieves 508 an
appropriate decryption class from the unidirectional communication link in
20 accordance with the push schedule. The decryption class may be installed 516 as
indicated by the manifest, e.g., it may be installed either permanently or
temporarily. In a Java-type execution environment, the decryption class is

installed within the CLASSPATH environment. The decryption class is then

executed 512 by the control program to decrypt desired data.

-10 -



within a device; wherein resetting the device causes said received object
to be discarded. 15 23. The nethod of claim 20, wherein the manifest for

t he Java-w@pw4sseghi ve fil e includes purchasing data for s®CA/uH9]/4¥63 of the
Java-type archive file, the nmethod further conprising: identifying an
unavail abl e object that is required for _executing a program B 20 determ ning
whet her the nanil® el emﬁeﬂlmﬂam@ﬁﬁﬁﬁi%ﬁh%ﬁq l?&r?&?scﬁl’gﬁteodetcﬁ\éoq'é’ﬂj ect;
recei ving said required object over the unidirectional conmunjcation |ink;
and pur chagllasg is ifself erapded withils BaYate kewota PHPNHRIYARI]Y PRIFRGASA ng data. 25
18 WO (12/88G3 PCT/ USQL/ -438G&2 24. A nethod for obtaining dynamcally

| oadabl e cauibliokey crypipsystedmn| TheranmtRicaliasnevies May be SEBIGHTAG 0 over the
push-only network, a manifest for dynami cally | oadabl e code, said manifest
conpri si ng cantainlthet publiekey of theyaairiricc and yhe errtmpnisatianieevieadecivpts the

avail ability schedul e; and receiving, over the push-only network, the
-dynani céal | yddooypdiablckass et the pelcdrey aiily afteruirehase|tapsactiop dehdaskel 25. The
met hod of claim 24, wherein the dynam cally | oadabl e code 10 conprises a
sel ect ed orfastiibn, decsyptigh elasbgsecdn be ibbmtlyedushgdeatto an upbeswiedty of obj ect
oriented object definitions, and a Dynam c Link Library (DLL). 26. The

met hod of alradirecBénalfcaniniaicationtink svithgut rdgamelr toiilidintheftlobsérwicean appl i cati on
program requires dynam cally | oadabl e 15 code; and det erm ni ng whet her the
mani f est includes an identifier corresponding to said dynam cally | oadabl e
code. 27. The nmethod of claim 26, further conprising: 20 inspecting a

CLASSPATH envi r gn@gestand @i )I6Wingdiscuasiah e thteriied 16 rvidecs belghgenaral | y
| oadabl e code; and determ ning whether said required dynam cally | oadabl e

code i 510unad’e'§chﬁfi’drﬁof 2itBBle COMHUTREWliréimehtah Mhh cektairt dspecOsné Si ng: 19
WO 02/ 88G3 PCT/USQOL/ - 438C2 adding Said received dynam cal Iy | oadabl e code

dynan cal 1y T e B e S avar type. pr ogt ami ng | anguage
class, the met h%’\ &grﬁﬂlgrﬂr system for implementing the invention includes a computing
device 600 having system bus 602 for coupling various computing device
components. Typically, attached to the bus are non-programmable and
15  programmable processors 604, a memory 606 (e.g., RAM, ROM), storage devices
608, a video interface 610, and input/output interface ports 612. Storage devices
include hard-drives, floppy-disks, optical storage, magnetic cassettes, tapes, flash
memory cards, memory sticks, digital video disks, and the like.
The invention may be described by reference to different high-level
20 program modules and/or low-level hardware contexts. Those skilled in the art will
realize that program modules can be interchanged with low-level hardware
instructions. Program modules include procedures, functions, programs,
components, data structures, and the like, for performing particular tasks or

implementing particular abstract data types. Modules may be incorporated into

25  single and multi-processor computing devices, Personal Digital Assistants (PDAs),
-11 -



conprising: inspecting a CLASSPATH environnment for a class containing the
dynam cal | y | oadaabl e code; and determ ni ng whet her said required

dynam calwe ot/essdabl e code is 10 unavail abl e, and responsi \PETIUEO1/¢3802
perform ng said receiving the dynam cally |oadable code. 30. The nethod of
claim 24, further conprising; adding said received dynam cally | oadable
code to a Ic8gRr ?ﬂ%ﬁ*‘é’@éslfﬁﬂrt@@ Wﬁ%ﬁ?réa'i‘? h%mweé@wge lesg " An appar at us,
conprising: a nmachine accessible medi um providing instructions, which when
execut ed byapaliaressi aed therlikec dbus) the sforage §b&t¢'ﬁ§aﬂﬁésﬁ%ﬂ‘fﬁﬁénqdcba%?form 20
preparing a manifest for dynanically |oadable code, said nanifest

conpri si ng stereicdémand execiitaie inghicei el ferthecemptiag d@ﬂé? and an availability
schedul e; pushing the manifest onto a unidirectional comunication |ink;

and pushi ng t he Tihercampeding gevioabadnpectedde opatate ad dewomatemdonment i nk 25
according to the availability schedule. 20 WO 112/-48863 PCT/ US01/-1t38(2
-32. The Sappmsirgt logicaf caringctiordiip osaiod mats remotei aomipuiting [dedices) 61 4rélieer
instructions to direct the nachine to perform receiving the unidirectional
conmmuni cat ithroulghraknetivotk iatesfabe 64&dnodem 620, ar stbér contropnibation patpwayonal
digital assistant, a portable conputer, a handheld conputer, and a w rel ess
appl i ance. Gén Jﬂng @m@@“saﬁagsb@fntabemnmoﬂéd byaiagl of asktwark 6aRsuEmas adi ng
further |nstruct| ons to direct the machine to perform 10 receiving the
mani f est oVigfrarfedi thedRIBAEY Gradtharmetwork; MRAdsinay bk hapletnted withinand t he
avai l ability schedul e; and retri evi ng the dynamcally | oadabl e code when it

is pushed %%e SBhBUBRITEBNES ¥ bRtebsdtkinar Sistribufd fedwbikeerdahmaht, hhdy
schedul e. 4. The apparatus of claim 31, said instructions i ncl udi ng

furtheryg ”Sétér'éetlh 88t lb@ancaneeémoiehﬁen%wﬂ THUS, PorRRBIPIETWitHGESSeE: B the Whet her
the dynanically | oadabl e code is requited for executing an application

program aﬂ%sﬁ%ﬁéféﬁﬁba&n\%’t@ aEﬁInﬁlhﬁ\ébHﬁbuﬁﬁéB@ﬂéé 660 ﬁsoa ﬁéhQnFﬁ@F@F m ni ng. 20

35. An appar at us mrroring a Java-type archive e, conprising: a

Tachi e ACGSRL R AFIcRLAYE B aakTAG K64 qw&rgﬁqtshewegyewmt ed by a

machi ne, are capa Irectl Iné to perform
may respectively be a set top box and a portable wireless receiver of the pushed

code.

15 It will be appreciated that remote computing devices 614, 616 may be
configured like computing device 600, and therefore include many or all of the
elements discussed for computing device. It should also be appreciated that
computing devices 600, 614, 616 may be embodied within a single device, or
separate communicatively-coupled components, and may include or be embodied

20  within routers, bridges, peer devices, web servers, and application programs
utilizing network application protocols such as the HyperText Transfer Protocol

(HTTP), File Transfer Protocol (FTP), and the like.

Having described and illustrated the principles of the invention with

25 reference to illustrated embodiments, it will be recognized that the illustrated
-12 -



WO 02/ 88G3 PCT/ USOL/ ~38&2 preparing a manifest for a Java-type archive
fife, said manifest conprising identifiers for objects of the Java-type
archi ve fwoe2/4#68 an availability schedul e for said objectPCT/f9sHI%Y t he
mani fest onto a unidirectional conmunication |ink; and 5 pushing said
objects of the Java-type archive file onto the unidirectional. conmunication
link in accophedicenty %/ar'i‘ *?%QOQUQPI'%BV?W‘Q%F“%ﬁ@&ﬁ’ﬁga." \@l%\_oug-ﬂgp %Eapus of
claim 35, said instructions including further instructions to direct the
machi ne to PHANFREINGIPIEEO det er mi ni ng whet her an unavail abl e object is
required for executing an application; determ ning whether the manifest

i ncl udes an i derdnd ieyen Mugggb@m@@ng diseysigphasciocustion BRUFYRAhg sai d
required object over the unidirectional comunication |Iink. 15 37. The
appar at us oémbbdimenss jt is ahderstesdrthattathersonfigurationsgarerontesnplated: Mucti ons to
direct the machine to perform storing said received object in a tenporary
‘menory | Deaparioular @ves tholigh expreasionasueh ag [inione 35)baskmenti" nit angtharons
including further instructions to direct the machine to perform including
pur chasi ng dmbadifrent,$af thedieere ssed herein, fwea-phyasesaare meaast td generallyt he

mani fest; identifying an unavail able object that is required for executing
a progranm RerendOeMBbBidichtPoIibiBiid, ahB@(e Aotdetended to livgit thleenventionie
mani f est includes an identifier corresponding to the object; receiving said
requi red obpggitulayembbdithanticonfieationsalAscsstheiataithese tlermk maymafererice
purchasing said required object in accord with said purchasing data. 39. An

appar at us f gfe Raibdifieredy BAloaiMdnts, lapa dlise impkbitlyooreaxpeeselysihdioatey net wor k,
conprising: a nmachi ne accessible medi um provi ding instructions, which when

execut egy 10 ofpngis SBEGHbRfmentsCars BMYirabRf infh 6tA6t éBodikrniabomeqtentyer f orm
receiving, over the push-only network, a manifest for dynam cally | oadable

;ﬁgeénsai d Rk 8% theORiRVaribiYbidR h (afbAd toBhe BBSVeldEaibedlembodpasagl e code,
the detailed description is intended to be illustrative only, and should not be taken
as limiting the scope of the invention.
What is claimed as the invention, therefore, is all such modifications as

15 may come within the scope and spirit of the following claims and equivalents

thereto.
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avai lability schedul e; and receiving, over the push-only network, the
dynam cal ly | oadabl e code in 15 accord with the availability schedule. 40.
The appanvaOog4ssh3 cl ai m 39, said instructions including fuPOTdsrSoiM3fR UCt i ons
to direct the machine to perform determ ning whether an application
program requires dynam cally | oadabl e 20 code; and determ ni ng whet her the
mani f est i W¥haideslaped i§entifier corresponding to said dynanical ly | oadabl e
code. 41. The apparatus of claim 40, said instructions including further '
25 instructions'to ofm&ihod keMpEgMidne to perform 23 WO 021.88G3 PCTI U
S01 /38&2 inspecting a CLASSPATH environment for a cl]ass containing said
required dynani éateryiningaubgther am entiigdodnartsaly iRpARR $rRde: sai d required
dynami cal |l y | oadabl e code is unavailable. ' 5 42. The apparatus of claim
40, sai d instrupusiing thendentifiengntfous tnidirestivsal cpermunisation lthky ect t he nmchi ne
to perform adding said received dynam cally | oadable code to the CLASSPATH
‘envi ronfent . 10 dé®rmining whethenam svaifabiitusehegole fenling dynamiaadly jagdablencl udi ng
further instructions to direct the machine to perform inspecting a
CLASSPATH ewder onnent for a class containing the dynam cally | oadabl e code;
and 15 determ ning whether said required dynam cally | oadable code is
unavai | abl e, angusisiag thesavadiabilityrsehedulp enfotheiunigirsaiichat ecmimuiningtiohe

dynam cal ly | oadabl e code. 44. A system conprising: 20 at |east one
processor; laRdaddr eadabl e medi um havi ng i nstructi ons encoded thereon, which
when executed by the processor, are capable of directing the processor to
perform preparipdghifg Fndyfreslicdlgnogyamateds dnto tieadsibirectionde, said mani f est
conprising an identifier for dynam cally | oadable code, and an availability
' 25 sghedWdmaicationlinfaR2brafRE thEayAiablty stheduleushi ng the manifest onto
a unidirectional comrunication 1ink; and pushing the dynam cally | oadabl e
code onto said comunication |link according to the availability schedule. '
S 45. The systemof claim 44, said instructions including further

i nStructions to i 1 ehe b AGISAPT, fiAndtchiling? ecel ving the
I n

uni di rectional conmmunication with a selected one of: a set top box, a

per sonal - di gi t al,ASSh Y@ HnarflcAl IbatltRe EOIPUREscR SRR ThRAWY & and a

wi rel ess appliance.
object oriented programming language; and

15 wherein the identifier identifies the class definition.

3. The method of claim 1, wherein the unidirectional communication
link is a selected one of: a television data transmission, an MPEG-2 transport

stream, and 1P-multicast.

20
4, The method of claim 1, further comprising:
receiving data over the unidirectional communication link with a selected
one of. a get top box, a personal digital assistant, a portable computer, a handheld
computer, and a wireless appliance.
25
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10 46. The systemof claim44, said instructions including further
instructions to direct the processor to perform receiving the manifest
over sai av@ormsni cation |ink; recording the identifier andCrR&0aY3s62 ability
schedul e; and 15 retrieving the dynam cally | oadable code when it is pushed
onto said communi catjon |ink accordj to the availability schedule. 47. A
system for mi rrgri ngjrﬁemq%pﬁ’%' r)lcﬁﬁ%meerﬁomf's'é‘gwpri sing: at |east one
processor; and 20 a readabl e _nedi um having instructions encaoded. t hereon,

whi ch when exec &N herdenifistasttie avgr‘%&w&&ia?(ﬁﬁ%fw%rit*r“%emdrs@&{%@
processor to perform preparing a manifest for a Java-type archive file,

sai d mani f E9MeWNpAtiosling: @Bdntifiers for objects of the Java-type archive
file, and an availability schedule for said objects; ' 25 pushing the

mani f est ont o aretipying ée dynemically ieasableaeedenfrom srid commoncationding?/ 88G3

PCT/ USOL/ - 138&2 pushi ng said objects of the Java-type archive file onto the
-uni di r et i @eabrdgriathe exailabiiity sahedule. accor dance with the availability
schedul e. 48. The system of claim47, said instructions including further
Sinstructions to direct the processor to perform determ ning whether an
unavai |l abl e object is required for executing an application; determ ning
whet her t he nmaniéf est Thaoeiklesofainds uithieresonquisingspondi ng t o t he obj ect;
and 10 receiving said required object over the unidirectional conmmunication
link. 49. The syetemirdfig ehether thé,dynamitallp$éadabid coue is rexjuirddiay f urt her
instructions to direct the processor to perform including purchasing data
for said olyxestingdn apslicativrapiogren;aandti ve file in 15 the manifest;

i dentifying an unavail abl e object that is required for executing a program
det er mi ng whetdaefbrrhilg sERVefrRingiraspardfe BRaiddenRéinihieg. corresponding to
the object; receiving said required object over the unidirectional

comuni cation |link; 20 and purchasing said required object in accord with
sai d purchasing data. 50. A system for obtaining dynam cally | oadabl e code
over a push-only net wWardonatA@chbdipRging: 25 at |east one processor; and 26

a machine accessible medium providing instructions, which when executed
by a machine, are capable of directing the machine to perform the operations of

15 claim 1.

8. The apparatus of claim 7, said instructions including further

instructions to direct the machine to perform the operations of claim 2.

20 9. The apparatus of claim 7, wherein the unidirectional communication
link is a selected one of: a television data fransmission, an MPEG-2 transport

stream, and IP-multicast.

10.  The apparatus of claim 7, said instructions including further

25 instructions to direct the machine to perform the operations of claim 4.
15
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10% & ()-310% & ()- 9 10% & ()-@10% & ()- 10% & ()-

10% & () -S10% & () - H@ K- Ky&Z10% & ()- s$10% & ()-"10% & ()-y

10% & ()3 L10% & 19.- Fineonetkod pf @rinod@ urther, gomprigingd 10% & () -

2G10% & ()-010% & ()-. 10% & ()-,10% & ()-*10% & ()-(F10% & () - sEuVv7&

1 10%VE () - 10%virecgiving the epvglir¢gtioqabeavempnicatian link vith & seleotae qp-afza setu V7 &
top box, a personal digital assistant, a portable computer, a handheld computer,

and a wireless appliance.

10 18.  The method of claim 13, further comprising:
receiving the manifest over said communication link;
recording the identifier and the availability schedule; and
retrieving the dynamically loadable code when it is pushed onto said
communication link according to the availability schedule.
15
19.  The method of claim 14, further comprising:
determining whether the dynamically loadable code is required for
executing an application program; and

performing said retrieving responsive to said determining.

20
20. A method for mirroring a Java-type archive file, comprising:
preparing a manifest for a Java-type archive file, said manifest comprising
identifiers for objects of the Java-type archive file, and an availability schedule for
said objects;
25 pushing the manifest onto a unidirectional communication link; and

17
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determining whether the manifest includes an identifier corresponding to
the object; and
receiving said required object over the unidirectional communication link.
10
22.  The method of claim 21, further comprising:
storing said received object in a temporary memory location disposed
within a device;
wherein resetting the device causes said received object to be discarded.
15
23. The method of claim 20, wherein the manifest for the Java-type
archive file includes purchasing data for said objects of the Java-type archive file,
the method further comprising:
identifying an unavailable object that is required for executing a program,
20 determining whether the manifest includes an identifier corresponding to
the object;
receiving said required object over the unidirectional communication link;
and

purchasing said required object in accord with said purchasing data.

25
18
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code, said manifest comprising an identifier for dynamically loadable code, and an
5 availability schedule; and
receiving, over the push-only network, the dynamically loadable code in

accord with the availability schedule.

25.  The method of claim 24, wherein the dynamically loadable code
10 comprises a selected one of: a single object oriented object, a plurality of object

oriented object definitions, and a Dynamic Link Library (DLL).

26.  The method of claim 24, further comprising:

determining whether an application program requires dynamically loadable
15 code; and

determining whether the manifest includes an identifier corresponding to

said dynamically loadable code.

27.  The method of claim 26, further comprising:
20 inspecting a CLASSPATH environment for a class containing said required
dynamically loadable code; and
determining whether said required dynamically loadable code is

unavailable.

25 28.  The method of claim 27, further comprising:
19
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29. The method of claim 24, wherein the dynamically loadable code
5 comprises a Java-type programming language class, the method further
comprising:
inspecting a CLASSPATH environment for a class containing the
dynamically loadable code; and
determining whether said required dynamically loadable code is
10  unavailable, and responsive thereto, performing said receiving the dynamically

loadable code.

30. The method of claim 24, further comprising:
adding said received dynamically loadable code to a local storage for

15 dynamically loadable code.

31.  An apparatus, comprising:
a machine accessible medium providing instructions, which when executed
by a machine, are capable of directing the machine to perform:

20 preparing a manifest for dynamically loadable code, said manifest
comprising an identifier for dynamically loadable code, and an availability
schedule;

pushing the manifest onto a unidirectional communication link; and
pushing the dynamically loadable code onto said communication fink

25 according to the availability schedule.
20
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receiving the unidirectional communication link with a selected one of: a set
5  top box, a personal digital assistant, a portable computer, a handheld computer,

and a wireless appliance.

33. The apparatus of claim 31, said instructions including further
instructions to direct the machine to perform:
10 receiving the manifest over said communication link;
recording the identifier and the availability schedule; and
retrieving the dynamically loadable code when it is pushed onto said

communication link according to the availability schedule.

15 34. The apparatus of claim 31, said instructions including further
instructions to direct the machine to perform:
determining whether the dynamically loadable code is required for
executing an application program; and
performing said retrieving responsive to said determining.
20
35.  An apparatus for mirroring a Java-type archive file, comprising:
a machine accessible medium providing instructions, which when executed

by a machine, are capable of directing the machine to perform:

21
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pushing the manifest onto a unidirectional communication link; and
5 pushing said objects of the Java-type archive file onto the unidirectional

communication link in accordance with the availability schedule.

36. The apparatus of claim 35, said instructions including further
instructions to direct the machine to perform:
10 determining whether an unavailable object is required for executing an
application;
determining whether the manifest includes an identifier corresponding to
the object; and
receiving said required object over the unidirectional communication link.
15
37. The apparatus of claim 36, said instructions including further
instructions to direct the machine to perform:

storing said received object in a temporary memory location.

20 38. The apparatus of claim 35, said instructions including further
instructions to direct the machine to perform:
including purchasing data for said objects of the Java-type archive file in

the manifest;

identifying an unavailable object that is required for executing a program;

22
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5 purchasing said required object in accord with said purchasing data.

39.  An apparatus for obtaining dynamically loadable code over a push-
only network, comprising:

a machine accessible medium providing instructions, which when executed

10 by a machine, are capable of directing the machine to perform:

receiving, over the push-only network, a manifest for dynamically loadable
code, said manifest comprising an identifier for dynamically loadable code, and an
availability schedule; and

receiving, over the push-only network, the dynamically loadable code in

15  accord with the availability schedule.

40. The apparatus of claim 39, said instructions including further
instructions to direct the machine to perform:
determining whether an application program requires dynamically loadable
20 code; and
determining whether the manifest includes an identifier corresponding to

said dynamically loadable code.

41.  The apparatus of claim 40, said instructions including further

25 instructions to direct the machine to perform:
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42.  The apparatus of claim 40, said instructions including further
instructions to direct the machine to perform:
adding said received dynamically loadable code to the CLASSPATH
environment.
10
43. The apparatus of claim 39, said instructions including further
instructions to direct the machine to perform:
inspecting a CLASSPATH environment for a class containing the
dynamically loadable code; and
15 determining whether said required dynamically loadable code is
unavailable, and responsive thereto, performing said receiving the dynamically

loadable code.

44, A system, comprising:
20 at least one processor; and
a readable medium having instructions encoded thereon, which when
executed by the processor, are capable of directing the processor to perform:
preparing a manifest for dynamically loadable code, said manifest
comprising an identifier for dynamically loadable code, and an availability

25 schedule;
24



f 10% & ()-

0310% & () -
GLO%TE () -
10%r& () - |

Tx - 10%8 () - ! S&L0%mRughing the dybsenicglly Joadabmgmie(ontk saig commugugatign(inke

| T10% & ()- 10% & ()-!< 1109%& ()-!- !109%AA& ()- 10: ~-\dE4/
1010°10% & ()- 3F10% & ()- f110% & ()-& 10% & ()- 3f10% & () -
W OJE4/ MOQ0Y49880% & () - | (10% & ()- y&F 10% & ()-  $S10%PET(USO1/ATH8 &' () -
mL0% & ()- O-$' ()*dYNC 101 10° 10 10 710% & ()- 4nml0% & ()- 210% & () -

.£10% & ()-*5FdEYNC 101 10%m& ()-Y nmlO%r& ()- 10%r&' () -

Y
"10%r8 () PUsipgthe) mayitestNomunidicesinral oommevgaion Nk, #98y ) & () -

10%1& ()- f#10%M& ()-CGx} A<YNC 10!l . 10%m& ()-,t 10%m& () -

" 10%r& () - &10%r&' ()- 10plpl

10

15

20

25

according to the availability schedule.

45.  The system of claim 44, said instructions including further

instructions to direct the processor to perform:

receiving the unidirectional communication link with a selected one of. a set

top box, a personal digital assistant, a portable computer, a handheld computer,

and a wireless appliance.

46.  The system of claim 44, said instructions including further
instructions to direct the processor to perform:

receiving the manifest over said communication link;

recording the identifier and the availability schedule; and

retrieving the dynamically loadable code when it is pushed onto said

communication link according to the availability schedule.

47. A system for mirroring a Java-type archive file, comprising:
at least one processor; and
a readable medium having instructions encoded thereon, which when
executed by the processor, are capable of directing the processor to perform:
preparing a manifest for a Java-type archive file, said manifest
comprising identifiers for objects of the Java-type archive file, and an availability
schedule for said objects;

pushing the manifest onto a unidirectional communication link; and
25
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5 instructions to direct the processor to perform:
determining whether an unavailable object is required for executing an
application;
determining whether the manifest includes an identifier corresponding to
the object; and

10 receiving said required object over the unidirectional communication link.

49.  The system of claim 47, said instructions including further
instructions to direct the processor to perform:
including purchasing data for said objects of the Java-type archive file in
15  the manifest;
identifying an unavailable object that is required for executing a program;
determining whether the manifest includes an identifier corresponding to
the object;
receiving said required object over the unidirectional communication fink;
20 and

purchasing said required object in accord with said purchasing data.

50. A system for obtaining dynamically loadable code over a push-only
network, comprising:

25 at least one processor; and
26
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code in accord with the availability schedule.

51.  The system of claim 50, said instructions including further
10 instructions to direct the processor to perform:
determining whether an application program requires dynamically loadable
code; and
determining whether the manifest includes an identifier corresponding to
said dynamically loadable code.
15
52.  The system of claim 50, said instructions including further
instructions to direct the processor to perform:
inspecting a CLASSPATH environment for a class containing said required

dynamically loadable code;

20 determining whether said required dynamically loadable code is

unavailable; and

adding said received dynamicaily loadable code to the CLASSPATH

environment.
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