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CLAIMS

1. A re-encryption key generator (30), which
generates a re-encryption key required to obtain
re-encrypted text data, which is configured to be decrypted
by means of a second private key of a second user device,
by re-encrypting, without decrypting, ciphertext data
obtained by encrypting plaintext data by means of a first
public key of a first user device, the generator
characterized by comprising:

first storage means (31) for storing a first private
key corresponding to the first public key;

second storage means (32) for storing a second public
key corresponding to the second private key;

first random number generation means (36) for
generating a first random number; and

re-encryption key generation means (34) for
generating the re-encryption key based on the first private
key, the second public key, and the first random number,

wherein the first public key is generated based on

the first private key and a plurality of system fixed

values,

the gsecond public key 1is generated Dbased on the

second private key and the plurality of system fixed

values,
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the re-encryption key includes a power index which

consists of a numerator portion and a denominator portion,

the numerator portion of the power index of the re-

encryption key has a form of linear coupling based on a

power index related to the respective gystem fixed values,

the second private key corresponding to the second public

key, and the first random number,

the denominator portion of the power index of the re-

encryption key consists of the first private key,

the ciphertext data is generated based on the first

public key and the second random number, and

the re-encrypted text data is generated based on the

ciphertext data, the re-encryption key, a third random

number, a fourth random number, and a fifth random number.

2. The re-encryption key generator of c¢laim 1,
characterized in that the re-encryption key generation
means (34) generates the re-encryption key based on the
first private key, the second public key, and the first
random number independently of ciphertext data Dbefore

re-encryption.
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34, The zre-encryption key generator of claim 2,

characterized in that when the first private key 1is

represented by sk; = (x4i, yi, 24i)., the second private key
is represented by skj = (Xj, Y4 Zj), the first random
number is represented by 6, the plurality of system fixed
value are represented by g, g1, and gy (for g, g1, and gy
€ G if bilinear map groups as groups of prime orders p

including a bilinear map e: G x G — G are represented by

G and G7), letting P be thea power index related to the

respective system fixed values (for g; = gB), and Rj5 be

the re-encryption key, the re-encryption key Rj is

described by:

Ri; = (Rij, Rijo, Rij3)
(for

2540 By;+6 @ ;+By;+6

Rj= 9%, Bp=9"%, Rijs= g =
)I

when the first public key is represented by pk;, the

first public key pkj is described by:
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pk; = (X3, Y1i, Yoi, Zi, Z13)

(for

| | Y an a
Xi=d" Y= Y =0" 2, =0 Zu=n
)I

when the second public key is represented by pkj, the

first public key pkj igs desgcribed by:

pk; =(Xj,YljaYzj>Zj’ZU)

(for
xJ Y Y Zj Zj
X, =g'.Y,=8".5,=& L =8",24,=8
)
when the plaintext data is represented by m (for m €
GT), a second random number is represented by r, and the

ciphertext data is expressed by Ci (the bilinear map e: G X
G — Gr is expressed by e(,)), the ciphertext data Cj is

described by:
Cy = (Cox, C2v, Coz, Coz1, C3)

(for

Oy =X/, Coy =Y", Gz =74, Coz1 = i’ Gy = el gy o, )" -
)
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when the re-encrypted text data i1s represented by Cy

(the third random number, the fourth random number, and the

fifth random numbers are represented by s, t, and k), the

re-encrypted text data C ig described by:

5 Cy = (Cox", Coy", Coz", Caz1", Csx, Csy, Csz. C3)

(for

kool k_oth
Cly=Cox* = X%, Cyy = Oy’ = Y3/", ng:@zk:ZiT; Oy =gt = ™

, U5z = Rigz

b § ot
Ty ]

1
sy = Risis, Gyy = Ripg

), and
a relationship among the plaintext data m, the

re-encrypted text data Cy, and the second private key skj

10 is expressed by:

L L
n= s | (400G (A0l

" "
e(Csx, Coy) e(Csy, Coy)
45. A re-encryption apparatus (40) configured to
communicate with a re-encryption key generator (30), which

generates a re-encryption key regquired to obtain
15 re-encrypted text data, which is configured to be decrypted
by means of a second private key of a second user device,
by re-encrypting, without decrypting, ciphertext data

obtained by encrypting plaintext data by means of a first
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public key o©of a first user device, the apparatus
characterized by comprising:

storage means (41) for storing the re-encryption key
received from the re-encryption key generator;

re-encryption means (44) for obtaining the
re-encrypted text data by re-encrypting, without
decrypting, the ciphertext data received from the first
user device by means of the re-encryption key in the
gstorage means; and

means (43) for transmitting the obtained re-encrypted
text data to the second user device,

wherein the re-encryption key is generated based on a
first private key corresponding to the first public key, a
second public key corresponding to the second private key,
and a first random number generated by the re-encryption
key generator,

the first public key is generated based on the first

private key and a plurality of system fixed values,

the gecond public key is generated based on the

second private key and the plurality of system fixed

values,

the re-encryption key includes a power index which

consists of a numerator portion and a denominator portion,

the numerator portion of the power index of the re-

encryption key has a form of linear coupling based on a
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power index related to the respective system fixed values,

the second private key corresponding to the second public

key, and the first random number,

the denominator portion of the power index of the re-

encryption key consists of the first private key,

the ciphertext data is generated based on the first

public key and the second random number, and

the re-encrypted text data i1s generated based on the

ciphertext data, the re-encryption key, a third random

number, a fourth random number, and a fifth random number.

56. The re-encryption apparatus of claim 45,

characterized in that the re-encryption key is generated
independently of ciphertext data before re-encryption.

6F. A program which is executed by a processor of a
re-encryption key generator (307, which generates a
re-encryption key required to obtain re-encrypted text
data, which i1s configured to be decrypted by means of a
second Dprivate key of a second user device, by
re-encrypting, without decrypting, ciphertext data obtained
by encrypting plaintext data by means of a first public key
of a first user device, and which 1is stored in /a
non-transitory computer-readable storage medium (M3), the
program characterized by comprising:

a first program code (33) for contreolling the

processor to execute processing for writing a first private
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key corresponding to the first public key in first storage
means (31) of the re-encryption key generator;

a second program code (ST31) for controlling the
processor to execute processing for writing a second public
key corresponding to the second private key 1in second
gtorage means (32) of the re-encryption key generator;

a third program code (36) for contreolling the
processor to execute processing for generating a first
random number; and

a fourth program code (32) for «controlling the
pProcessor to execute processing for generating the
re-encryption key based on the first private key, the
second public key, and the first random number,

wherein the first public key 1s generated Dbased on

the first private key and a plurality of system fixed

values,

the gecond public key 1s generated based on the

second private key and the plurality of system £fixed

values,

the re-encryption key includes a power index which

consists of a numerator portion and a denominator portion,

the numerator portion of the power index of the re-

encryption key has a form of linear coupling based on a

power index related to the respective system fixed values,
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the second private key corresponding to the second public

key, and the first random number,

the denominator portion of the power index of the re-

encryption key consists of the first private key,

the ciphertext data is generated based on the first

public key and the second random number, and

the re-encrypted text data is generated based on the

ciphertext data, the re-encryption key, a third random

number, a fourth random number, and a fifth random number.

78. The program of claim 6%, characterized in that
the processing for generating the re-encryption key 1is
executed by the processor independently of ciphertext data
before re-encryption.

88. A program which is executed by a processor of a
re-encryption apparatus (40) configured to communicate with
a re-encryption key generator (30), which generates a
re-encryption key required to obtain re-encrypted text
data, which is configured to be decrypted by means of a
gecond private key of a gecond  user device, by
re-encrypting, without decrypting, ciphertext data obtained
by encrypting plaintext data by means of a first public key
of a first wuser device, and which i1s stored 1in a

non-trangitory computer-readable storage medium (M4), the

program characterized by comprising:
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a first program code (43) for controlling the
processor to execute processing for writing the

re-encryption key received from the re-encryption key

generator 1in storage means (41) of the re-encryption
apparatus;
a second program code (44) for controlling the

processor to execute processing for obtaining the
re-encrypted text data by re-encrypting, without
decrypting, the ciphertext data zreceived from the first
user device by means of the re-encryption key in the
storage means; and

a third program code (8T43) for controlling the
processor to execute processing for transmitting the
obtained re-encrypted text data to the second user device,

wherein the re-encryption key is generated based on a
first private key corresponding to the first public key, a
second public key corresponding to the second private key,
and a first random number generated by the re-encryption
key generator,

the first public key is generated based on the first

private key and a plurality of system fixed wvalues,

the gecond public key 1is generated based on the

second private key and the plurality of system fixed

values,
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the re-encryption key includes a power index which

consists of a numerator portion and a denominator portion,

the numerator portion of the power index of the re-

encryption key has a form of linear coupling based on a

power index related to the respective gystem fixed values,

the second private key corresponding to the second public

key, and the first random number,

the denominator portion of the power index of the re-

encryption key consists of the first private key,

the ciphertext data isg generated based on the first

public key and the second random number, and

the re-encrypted text data is generated based on the

ciphertext data, the re-encryption key, a third random

numpber, a fourth random number, and‘a fifth random number.

9+6. A program which is executed by a processor of an
encryption apparatus (20) configured to communicate with a
re-encryption apparatus (40) using a re-encryption key
required to obtain re-encrypted text data, which 1is
configured to be decrypted by means of a second private key
of a second user device, Dby re-encrypting, without
decrypting, ciphertext data obtained by encrypting
plaintext data by means of a first public key of a first
user device, and which 1is stored in a non-transitory
computer-readable storage medium (M2), the program

characterized by comprising:
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a first program code (22) for controlling the

processor to execute processing for writing the first

public key 1in storage means (21y of the encryption
apparatus;
a second program code (ST22) for controlling the

processor to execute  processing for obtaining the
ciphertext data by encrypting the plaintext data using the
first public key in the storage means; and

a third program code (ST24) for controlling the
processor to execute processing for transmitting the
obtained ciphertext data to the re-encryption apparatus,

wherein the re-encryption key is generated based on a
first private key corresponding to the first public key, a
second public key corresponding to the second private key,
and a first random number generated by the re-encryption
key generator (30),

the first public key is generated based on the first

private key and a plurality of system fixed values,

the second public key 1s generated based on the

second private key and the plurality of system fixed

values,

the re-encryption key includes a power index which

consists of a numerator portion and a denominator portion,

the numerator portion of the power index of the re-

encryption key has a form of linear coupling based on a
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power index related to the respective system fixed values,

the second private key corresponding to the second public

key, and the first random number,

the denominator portion of the power index of the re-

encryption key congists of the first private key,

the ciphertext data is generated based on the first

public key and the second random number, and

the re-encrypted text data is generated based on the

ciphertext data, the re-encryption key, a third random

number, a fourth random number, and a fifth random number.

10%%E. A program which i1is executed by a decryption
apparatus (50), which decrypts re-encrypted text data
received from an re-encryption apparatus (40) after the
re-encryption apparatus re-encrypts, without decrypting,
plaintext data by means of a first public key of a first
user device to obtain the re-encrypted text data configured
to be decrypted by means of a second private key of a
second user device, and which is stored in a non-transitory
computer-readable storage medium (M5) , the program
characterized by comprising:

a first program code (53) for controlling the
processor to execute processing for writing the second
private key in storage means (51) of the decryption

apparatus; and
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a second program code (54) for controlling the
processor to execute processing for decrypting the
re-encrypted text data received from the re-encryption
apparatus based on the second private key in the storage
means to obtain the plaintext data,

wherein the re-encryption key is generated based on a
firgst private key corresponding to the first public key, a
second public key corresponding to the second private key,
and a first random number generated by a re-encryption key
generator (30) which generates the re-encryption key,

the first public key is generated based on the first

private key and a plurality of system fixed wvalues,

the second public key 1g generated Dbased on the

second private key and the plurality of system fixed

values,

the re-encryption key includes a power index which

congists of a numerator portion and a denominator portion,

the numerator portion of the power index of the re-

encryption key has a form of linear coupling based on a

power index related to the respective system fixed values,

the second private key corresponding to the second public

key, and the first random number,

the denominator portion of the power index of the re-

encryption key consists of the first private key,
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the ciphertext data is generated based on the first

public key and the second random number, and

the re-encrypted text data is generated based on the

ciphertext data, the re-encryption key, a third random

number, a fourth random number, and a fifth random number.

1132, The program of any one of claims 89 to 103+,
characterized in that the re-encryption key is generated

independently of ciphertext data before re-encryption.



