WD 2010/ 151900PCT/ US2010/ 040265 FLOATI NG J- HOOKS BETWEEN TWO BUSHI NGS | N
HOUSI NG W TH A SI NGLE PI STON [ 0001] This application clains priority to all
of U S. Rvowoavism@b Patent Application No. 5 61/221, 000pcCfriusedoom2dtine 26,
2009, entitled "GLOBAL ASSET TRACKI NG ENTERPRI SE SYSTEM', U.S. Provi sional
Pat ent Application No. 61/221,001, filed on June 26, 2009, entitled

" SHI PPI NG CONTAI NER ACTI VE LOCK RELEASE FAI LSAFE", U.S. Provisional Patent
Application No. 61/221,003, filed on June 26, 2009, entitled "ACTIVE

CONTAI NER MANAGEMENT SYSTEM', U.S. Provisional Patent Application No.

gagarm?;i@mgﬁmymm@m&gh%rrrgmmrrrﬂ e
61/ 287, 029 De "SENSI NG A SI GNAL TO SENSE
SECURI TY OF A GONTAI NER' . and @é%&%?wf?ﬁéﬁlﬁ Pat ent Application No.

61/ 287,034 filed on Decenber 16, 2009, entitled "FLOATI NG J- HOOKS BETWEEN

TWO BUSHI NGS I N HOUSI NG WTH A SINGLE PI STON', each of which are 15hereby

expr esghootj nmﬁmrpﬁ&ﬁ%nmmsef)mrﬁp &fall dsm Beplﬁverahmrperem Applicalidn N&Ir poses.
[0002] This application is related to al S. Patent | i cati on No.

12/ 825,01/72].0 Ifé%fi In'upp é6.28AR eéﬁ*%%&&@%%ﬁ@%ﬁﬂ%ﬂ%ﬁ RPBAYE ¢ 1 ed

" GLOBAlg » TROGING, ENP R %%ﬁmi/zéf G@D%'ie%rdn] Mind % %@éleﬁﬂreﬁy
Attorney Dockét 'No. 014801-012010U5 U. S. Pat ent icati’on .

12/ 825 “SHEPPING GANGA AR ALY EdYCIE R Rl e Siy l"eslérStAFﬁﬁfiUrScﬁltomwpalelmﬂnt | ed

c ot er o UGIERg TR 61 Aehr s el o a e S 6 0a T E G AT PRRRASE  Woi i cati on

No. 12/NBRSAZIBJENTISAETEM'L hieS. Paowesictay Pasnit Ay lipatieaenit 6appt.h tafilarn ent i tl ed
podRer TS ABG RN EOC & RN TG e WhSREAE Y5 s trdy | °f e

on the mmdaysa&oblhenﬂmeeﬁnjxplﬁ&adwm iy 7 @Q@ Fitdaed Dde@ﬁlferl\rECi%bll MBI NG
ONE- WAY 25 VALVE TO LOCK orarl referenced At t or ne

Docket "RENS B‘i@@o&C@‘WAI@@NSEa%%C@ﬁ ¥ Bl ho F&a LG R OYLIQIPBaéé’a o8,

filed Bﬁlbﬁloﬁw cflay; a5 ﬁl@@o@b@@&%r @@be@%ﬁﬁ@é@l P@@AﬁlN@ﬂJ Hé@}@ NG A
SI GNAL SENSE SECURI'TY OF A CONT , (tenporarily referenced by

At t or n&BETIERR{TNG, BGSHIBUIS mgeumlsp WéHéH PNGUR RIFTARE, ¢veh ebyhik preess| y

2010, 19rB00Ler ohIbTR G bE EkeElkk" F%%trs%""%%a?% Hade i s one of the

ar e | miBRET gl P PUsOT RGPl o Do BE G e bR o T Fre e

naj or i tsXmQHaypisQHéJﬁ{e%n%ﬁléﬁioHP&ﬁﬂbdﬂ ‘GNEBANL ARNEr TB(R@KHQE} EONFIEPIaQat ai ners.
About 90% of the world's trade is transported 5in cargo containers.

Cont ai FeiSS'EMIG r(t@meonaebb reﬂerﬁneﬁrcria/t Aeraty CrgahiNo dtieh -OF2080ahd brdiP2ant on)
contai ner g AN ES85Y 1881 RePn th Al afN afd HEKnCOPEANDE Stitled “SHIPPING

20 CONTAINER ACTIVE LOCK RELEASE FAILSAFE”, (temporarily referenced by Attorney
Docket No. 014801-012110US), U.S. Patent Application No. 12/825,205, filed on the same day as
the present application, entitled “ACTIVE CONTAINER MANAGEMENT SYSTEM?”, (temporarily
referenced by Attorney Docket No. 014801-012210US), U.S. Patent Application No. 12/825,191,
filed on the same day as the present application, entitled “LOCK MECHANISM USING ONE-WAY

25  VALVE TO LOCK PISTON?”, (temporarily referenced by Attorney Docket No. 014801-013410US),

and U.S. Patent Application No. 12/825,123, filed on the same day as the present application, entitled
“SENSING A SIGNAL TO SENSE SECURITY OF A CONTAINER”, (temporarily referenced by
Attorney Docket No. 014801-013510US), each of which are hereby expressly incorporated by

reference in their entirety for all purposes.
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[ 0004] Cargo containers can contain valuable products that are easy targets
for thieves. Cargo containers can al so contain dangerous products that

coul d be weedioBivoevi | purposes if allowed to fall i ntoPrChaSesiong2biminds.
Terrorists, for exanple, could use a cargo container to transport
expl osi ves, or 10radi ol ogical material in order to attenpt to disrupt the
econom ¢ infrastructure of devel oped countries. The vulnerability of

i nternational shipping has been tBAGKGRQUND a program known as the

Cont ai e G jtiati j LS.
Bur cau 103 Bat spa i Glgh B € sl drolv o iR bAMPEIGH skt Qb chlid

t he sedhaniavyr @ono@ring il cshorppg mgreyyodwsubamagyeobeféro u T hermashmajoeigsof prddctsour
15mai n _areas addressed by CSI. i ncl ude. ing Jd.pt i gence, and aut omat ed
o or maty el ERE Py YRe varBECYEEhe ALPE DR pH SRS PR Pl ORd
t er sor iis targo Birtaisads. eCotitaigert e TN ([Atcherisnd]l rganpagen af Sthisdarditativhe port of
departure before tggy arrive at U S gonts. 20 Usi ng detection technol ogy

to qui CRIGIFFRAFEBH SUBAE B R RSFOTHEESa risk. Using smarter,
t anper-evi dent contai ners. SUMVARY [ 0006] The ensuing description provides

pr ef er @W4bx eiptassntampbdinrentansylughleyrodint tha ageesy2Bigatsdordbigveso Jarga t t he
scope, .

crob? g AELERE) i Yoy RN LTSl P SELESH By 8 NSty 0B 1
t hose sikibltheadronghérhie. detronwts, Forarareplaronldgiscdesago pintoncritetransppit exygori vesgora

preferred exenpl ary enbodiment. |t bei underst.ood t hat vari qus .changes
e g gt A L s s L S o
from t Reurgfes. iThe a0Ghe26DPEo fiGtefRtiofad EiPpihHhisitR e hp Ene df £ pdiphln kiddnQRee An
enmbodi nent i n_accordance with the di sc|osure gr oVi deg a |l ock nmechanism The

| ock nEOREHICE RFSUREYT Ve (ool thAbsrsdayngasd ig2804by Hefed BBcai§aroasends of a

si ngl e Rir&d PRotedieh (¢BR both of the J-hooks can float within a housing of
the | ock mechanism |In sonme aspects, the housing can al so include two

bushin ptt i riures in ' vi di N fit
pr evengé(%(ﬁl ff%%aatd?%gseg 8%5%‘%? Form rb%?%@?pﬁgdga Ofg{u%{nﬁ%ng?% %h g%%snet: i éc))l%s to
t hé5pi stadmarcdsheldresiedibp SEaclhaleso WO 2010/ 151900PCT/ US2010/ 040265 i ncl ude

two translating probe nenbers that protrude through the housing and when a

bar is cincheshd ifefen@fanl Betodnf2@ ¢SrmdtiBE tPRENEY §€]@ﬁlrg%9cc;nlf@ne% @he,ReRDEr S

and act uat egjsp rbidiint hat tells a processor of " the l'ock nechani smthat the

bar is pr §S %é-g(![rgeggrggh%s-ee leﬁlélgf;tlg ]:51-13? PJ?s)é tacH.éE ap AL pbr% of 56?)2% befde fhg}lr grrilvg Flti(; ck

state is per ot WO bars‘are present, a secure

tate can be &mMered. 5A thir itch can be activated when both J-hook
Zr pushed t (}j&‘ﬁng’g%{l t@@ﬂoijﬂlgp{qﬁfsllilmfl&y]8@_—5c&egaprﬁ@g}ér\s{%a?pose a risk. S

e Using smarter, tamper-evident containers.

SUMMARY
[0006] The ensuing description provides preferred exemplary embodiment(s) only, and is not
25  intended to limit the scope, applicability or configuration of the disclosure. Rather, the ensuing
description of the preferred exemplary embodiment(s) will provide those skilled in the art with an
enabling description for implementing a preferred exemplary embodiment. It being understood that
various changes may be made in the function and arrangement of elements without departing from

the spirit and scope as set forth in the appended claims.

30 [0007] An embodiment in accordance with the disclosure provides a lock mechanism. The lock
mechanism includes two J-hooks that are attached to opposite ends of a single piston such that both
of the J-hooks can float within a housing of the lock mechanism. In some aspects, the housing can
also include two bushings fitted into apertures in the housing providing a tight fit to prevent the

floating J-hooks from rotating about the single connections to the piston. The housing can also
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can be fornmed in each J-hook such that a swtch is flipped when the valley
formed in each J-hook allows the swtch to be flipped. A secure |lock state
can be enwenew/msi®n all three switches are tripped. An ipdrashaol4@bint e can
be entered when the first and third switches are tripped. In one aspect,
all the switches are nechanical and require no power. 10[ 0008] Anot her
enbodi nent in accordance with the disclosure provides a | ock nmechani sm for
| ocki ngncdtdeltyg grandaigduehe rmm@r%fbwtpa@tﬁék thrqugh the beuwsingped wihicn A barmip einplpdi
mechani; ody. The
| ocki ngllr??rrﬁeéc aiﬁéljggnéﬁkgéﬁg%}@aggr st aﬁ%éﬂgg%on Ps?r%r?%?ru g@g \gg%ﬁttgatgéc}%pﬁbed to
each otphaessooofitby Bck elcalidnisen that thabdr ls)lmhmnt ingh¢ Bhodki rigonheohmlvﬂr smprwmf rgur ed
to prev rel ati ve Q. ea ast

h r in
one. ai daet s RFRRE0 B b Bl AR Rk SRR e B B FT
and5secothitdlsaitkh mrﬁ&%ﬁvat@hﬁﬂibndfot}i hkodkeak pusiddesgthcna bd‘.tdlllﬂ@stﬁn(fel ms-tzalleyld and

a second end. The fir nds of the fi.r t adse protrude
t hr ougtf®t ﬁf‘eg%%@m e‘i"ﬁ‘éf @%‘ﬁﬁ?&h g‘ﬂha %3‘!”“{" plipprgyhend ﬂ@%‘% g %Eﬁrh@akt o the
first nEePemeaittihe HeQ‘ﬁﬂﬁieﬁgA@@ﬁ@%cﬁ@laﬁa"@n%@@nt@@@mn@H"ﬁhréﬁc sWiftBessgeond | ock
menber bei ng coupled to the second nenber of the |ocking nmechanism The

first dmepsdofinidle lqakstfc andeseistsdavicnde firelpd (irdxodickessenrirget &a ore engage

porti ong,f afi e g@t@ﬁé%l Rehedi@ni9ckd tdGidho Least one container door in a
cl osed |§op065| tal on. ° The ) ye(it SmSI zed eglng dcl)ls)posed to support the first and

se er s r event tatl first,an CcO

w111 S %tegl%aﬂ%%“{lﬁgCO#@g% SRR e iR R ek TR R e s ched
t o the 1§dkirgtat &ra\d ohe desrhf aRoieins: i@fa cldied paitivh rItge maﬁ hl&i@haﬁiiﬁm ﬂibmdémlb'ody
mechani sm f urt her hncl udes | ock circuit at arti I ose

wi t hi n 208 195stg mephanisng equplgdrte thetbodye ]EFd]QEklﬁgF‘S mz‘ 18eH er%d’ “Pté‘P 85T ed to

the | atygdmhyags s'ﬁﬁ@ch?@étﬁﬂ@d&@@a&%ﬁér%ﬁl@% fefutil & RV oA BRGSnd BERLMEMt O t he
operation of th mechani sm wherein the |Iock controller is configured

to causenfigyeed tatpwewghw@ﬁaﬁn%qﬁ fr@mb@wrrg Itel@éwr cretbotherdn at lepst pras@isien t o
thgsr e‘%ﬂie}{%l%ﬁ% HQ%h Qﬁ ﬁgf?édk% @éecén{a 1@8@8&8@&&7%3814 &J‘Ihe% he

di scl osure provi d nismf g at l'east on€ door o
cont ai feak mm@rmmdSMg p(fs$tt6nd)md af momﬁnld ﬁbc Aesh esinoil ﬁwlfud@sd man@lolbbr

30encl gsj n Qf the m and a

e ot GR o fuERE b e sbitaehesr AERRMR Mo § st o1yt
sli dab|nyenﬁhﬁtlf3fﬂllag)cking&ieﬁﬂmﬁhnsaﬁﬁhdgd’(fﬁﬂbﬁfdﬁ)ﬂﬂ& el 1@ctkhﬁf ¢mbcd bﬁﬂggeoﬂlﬂé(?bl ve
to each ot her chi s for venting the fi seco
nmenber ¢ q‘SFB?HdrfBWn% ?&’Fé‘fcﬁl ?ﬁehgﬁst qrgs ﬁgthF 5 ?’?60 PEEIFYRCHhen
t heol atagdhdondigie@fse Tg§ge| Porfork @Pﬁl@@oﬁbﬁéﬁto loceh 2R 1AL LORRET 1632 W1 DA184Q265

The | ock nechani smfurther includes first and second | ock nenbers, each of

the | odRSifebBlicdAdy i Sigsilngd dispesed to swhpprathe fisst sedwiendelqek mymbers fo ievedhds of
the fir %tlm&tﬁfﬁg{‘ﬂld' sQ&Jﬁdfr{cfmﬁérﬁbePsf %ﬁ%tf Rhouah: ﬁﬂélteanﬁ@%oﬁé ﬂd}ﬂ n%%?s The

second end of e first menber 1s coupled to the tirst nber of the

| ocki ngrerm@nlsedaﬂ thetfhigt ané sernad maiber of the lzsénng\me¢1@nﬂamn€ﬂﬁb@ck|nsecmnqmm édtheo

t he se t fi 18 and
secon dq ?n?cg% c{rcul at I%Lgto(!a?t(f\alﬁg%gclf) c w1th1n %?Raaypztl%e%& 11%%11‘[% gudg% gn ek er to
| oGk t hten‘uﬁdlleir ena@ledoméledﬁnlﬁlag ﬁlechadﬂﬂfandmoﬁiﬁgnlrﬂﬁtedeqa%chinﬁﬂndsTI’ﬂBtedm@ﬂmSI ng

means are Siz d osed 0 su e first and second ck .nenbers
Foa s cobretotens Bk SeaRRRRE rrSeRtREREL comrbLt Fon e SaR0 e T RE o vher o
the fi msdchafidh ®EORhd 106ded RBIIG F&paise tadht abRYd temhheisf i rst and second
menbers of the | atching neans. The | ock nmechani sm further 10i ncl udes

cont Ol RANSA SR RBodifheht 1R o AR EMECFiTRRM Rl RlrepRRRIN LAGIGRINENGS el at ed

locking at least one door of a container in a closed position. The lock mechanism includes means for

30  enclosing at least a portion of the lock mechanism and a locking mechanism coupled to the body.
The locking mechanism includes means for slidably coupling first and second members to each other
to move relative to each other, and latching means for preventing the first and second members from

moving relative to each other in at least one direction when the latching means is in a locked state.
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operation of the |ock nmechanism and for causing the | atching nechanismto
be in the | ocked state in response to the received commands. BRI EF

DESCRI PTIvON 20/0/TFHB0 DRAW NGS 15 [ 0010] Figure | A depi ct sPaTARamplog0265 an
active contai ner managenent systemin which | ock nmechani snms in accordance
with the disclosure are utilized. [0011] Figure 1B depicts another exanple
of an active contai ner managenent systemin which | ock nmechanisnms in

accor dame dookinpaehgren §irther pslydes fgpteand seqopg gk neotber1 gch pf tha deck npenghep ct s
th
anot her; c%%ﬁﬁgél BirsPin BRI AGEI NS RO MR gtr einH?QPtﬁgﬁFs%ncﬁ% Iﬁ%émfggbeg?pﬂlgl i o 3

rrechanlsms ih accordance wth the closure are utilized
depi ct shlyegh thn ondhesinganeamp| Ehaodecand eandtoiftle fogodki m@nbenrmgplnémths fisst exember

whi ch | g Charpleasnns aecc%ncg ad; se ondtl dis er(%ssgor 3 rtg'\thut IcloI g{ed
[0014] OFTSUPETE onaf ?ocek ) agPam SPOLA SIS PSS a 1 ock
mecBaninsdimben oﬂtﬁammg amaaﬂs WiHeHirsthaddefahd s tiang. se{dﬁﬁl&ik r&@ﬂﬂaclﬁée mbds f&C

and 5D are.function bl ock di agr f cont ai ner ste ed for

noni toﬁpwlw%%ﬁmeeawﬁwar t8€‘gﬁlftags%{ cagt 5 ifOARINE rrifgﬁlfhn@%?g&f’ﬁ%?n The
nManageBabsisy maNakdsiRAGAd dRP&Ld W duppérbtic dirs Gh@SIb R lock memb&QISprefdngur es
6A, 6B and 6C are {)er spectl ve views of enbodinents of | ock nechanisns in

30accorefatieeohithe first a1 sgeond|leskupanbers ghopionainty Hheg trdstisd 63mne kgl esniten1 7]
Fi gur es, 64, R 0 tﬁft afll Sec {]&Qfﬁﬁ&ﬂs YEth¥ '1§¥1§né)1fnf:ﬁlts hete %@%hﬁ%&%fu%?ﬂ ock

mechani snms 1 n accordance wt di scl osure 0018] Figure 7 1s a
di a8r anmabideanorrob otimventipled tosthp lbegandaos fdr oeskiving c@rrlnwl?ls witdinitem t o a

shi ppi Y e%ggﬁ gfl tﬂefo Rlea{llnisg{ gn(i RF lé&lu%lt %l?e laﬁggg}l?el:haﬁnﬁ%y {oeoeqnlt R lgckfeh gt;%e in
di agranrof "an enb man Oof "a process nmechanismito a
shi ppi mgspomatt@thaeecelvmdaommanﬂse Iock state. [0020] Figure 9 is a flow

di agram of an enbodi ment of a process for cormuni cating data between a | ock
mechani sm and a nobil e device, in response to a request by the nobile

devi ce. [0021] Figure 10 is a flow diagram of an enbodi ment of a

process for unlocking a LRik IESOR/PSENIN FAMEk SWRRLNY cont ai ner.
15
[0010] Figure 1A depicts a example of an active container management system in which lock

mechanisms in accordance with the disclosure are utilized.

[0011] Figure 1B depicts another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

20  [0012] Figures 2 depicts another example of an active container management system in which lock

mechanisms in accordance with the disclosure are utilized.

[0013] Figure 3 depicts yet another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

[0014] Figure 4 is a functional block diagram of an embodiment of a lock mechanism in

25 accordance with the disclosure.

[0015] Figures SA, 5B, 5C and 5D are functional block diagrams of container systems used for
monitoring and communicating events at a container in a container management system in

accordance with the disclosure.

[0016] Figures 6A, 6B and 6C are perspective views of embodiments of lock mechanisms in

30 accordance with the disclosure.



[0022] Figure 11A is a flow diagramof an enbodi nent of a process for
enrolling devices to conmunicate in a secure group of devices including a

| ock mechwini2erm15190p0023] Figure 11B is a fl ow di agr am ofPCarusenioodizaent of a
process for operating a | ock nechanismto report sensor data, |ocation
data, and/or other information in association with a group 15of devices.
[0024] Figure 12 is a flow diagram of an enbodi nent of a process for

provi dild)7h fHEBwrestle. FowmdoFsuppargpeeiare e odlathsy elab@@@kntﬁéghalﬁmg@hamms in

accor dapcey '%Qﬁhgﬁ(g&ﬁghgsure. [ 0025] Figure 13A and 13B are side views
showi ng profiles of two enbodi nents of a | ock mechanismin accordance with

the di ure. 20[.0026] Fiqure.14 is a block diagram of a nbodi nent of a
ut ol e IRk diut B et Sibiattatent SExo SRk Reined TaGCBrRANeE 0t t n
t he di schpplng@onthdO2ihlandigWweck sthke. i1l ustrates a communi cation system
including multiple containers and nultiple |ocking nechanisnms in accordance

wth t nﬁﬂl‘éit] Scﬁigﬁ,@%% a flo dia[gpaqlr?% an@nﬂ%Eif?ne]ﬁ?01i d ILrHéésg A kb ?’1 GEMdhQhism to

detecting tanpéring wth a shippling contalner using an 2 odi nent of a

| ock mechmningrepithinacioersdame bckhstats..t he di scl osure. [0029] Figure 17A is a

fl ow di agram of an enbodi ment of a process for calibrating a | ock nmechani sm
t ﬁ per floo20 af}pgme ossa flow didgtecof am/@rﬁmﬁm&rn't ailga Motdis for shmiamhi[wirfgcr?taaﬂeneerenvw th
t he system of Figure 16. . 2010/ 151900PCT/ US2010/ 040265 [ 0030] Figure 17B
is a fldOF %@Plagﬁ‘*aﬁd aWOB%V\gW%W@Pn%? tﬁ%%lg%%f/ ° pedder sy t anperi ng
with a shipping container with the systemof Figure 16. [0031] Figures 18A,
18B, 13®2€§£d Higime 4P és efidyo diagrent of apfembadigienihef amsedeanios pplocking ¢ lock geelaispmny

valges d4 gaﬁéﬁh%?%%%%?n of a piston in one direction in accordance with

t he di scl osur Fi gures 19A and 19B are enbodi nents of |atching
mechani onf.i gurati.ons in. accorgdanc jth the disclosure, [0033] Figures
20A, Zd@ﬁ]&ﬁdn%é. AR w?i%mof?ﬁ’e tredimeat ?{%eprpeféﬁ%_@nr Pe&FEcEHat can be
used vmcmniua_tc@ﬁalnmgsésaféwg’imlﬁmem@esaﬁaedig%a%k\ﬁﬁacharﬁm di scl osure. [0034] The
features, objects, and advantages of enbodi nents of the disclosure wll

becom.[ﬂ%&%ﬂg@@ﬂﬁ%aﬁ%&?ﬁgﬁg} %%%gﬂgsgﬁn%ﬁfﬁ;a! RblanissherdBrtonel ow vhen

t aken i tion wt raw ngs, e el enments bear
| i ke r efechanoetd mpet snsdvalpiaplesatvonipnant@ odfer infianeaoeint aggeiatay Wb a group
diﬁéinqﬁished by follow ng the reference |abel with a dash and a second
lab2l PRI & st i ngui shes

[0024] Figure 12 is a flow diagram of an embodiment of a process for providing a failsafe power

supply for unlocking a lock mechanism in accordance with the disclosure.

[0025] Figure 13A and 13B are side views showing profiles of two embodiments of a lock

mechanism in accordance with the disclosure.

20  [0026] Figure 14 is a block diagram of an embodiment of a wireless sensor module circuit used in

a lock mechanism in accordance with the disclosure.

[0027] Figure 15 illustrates a communication system including multiple containers and multiple

locking mechanisms in accordance with the disclosure.

[0028] Figure 16 illustrates a system for detecting tampering with a shipping container using an

25 embodiment of a lock mechanism in accordance with the disclosure.

[0029] Figure 17A is a flow diagram of an embodiment of a process for calibrating a lock
mechanism to perform a process for detecting tampering with a shipping container with the system of

Figure 16.



anong the simlar conmponents. If only the first reference label is used in
the specification, the description is applicable to any one of the simlar
conponentwohlaw/Bswobhe sanme first reference | abel 15i rr eppeaiseve/oaf26s he
second reference | abel. DESCRIPTION [0035] Referring initially to FIG 1A
an active contai ner managenent system 100-1 includes a shipping container
104, an active | ock nmechani sm 108-1 and a conmuni cati on network 110. The
201 ock [#&0hanfiige 1081512 flaw diagseheianesmbofiaeghofdirpesst on defp¢ime tanpepriag sthtahat

doors :gfﬁgpirﬁgc&miﬂpg\gﬁl&%%ﬁénqgfﬁ Iglgecur ed shut to prevent access inside

t he sh cont ai ner For xarrpl e the | ock nmechani sm can be secured

hochani 0] o Ry A8 988, oSt B RS ol Ehim B b WS orgur e

t 0 comuyivaBtetoarEbit ifdEof 6MapiRios &t dreniifefiorin kecbidhncd Wah WeldcRssrenodul e can
i ncl ude one or nore 250f WFi (I EEE 802. 11 standards), Bluetooth, Zi gbee

( 803 1“:[06]3)2] qulglllrl‘,'é BIA Lt OB arg%dlﬂ_l%of I%M ]g%é&hgmsnllq%&gm%ﬁ&?uh' te (e.g.

, and/or infrared transcelvers. The w rel ess l e can
addl t| @n@lrdl%rm@mththﬂdmﬂ(@uw th sensor rmdul es 128 | ocated internal or
external to the shipping container 104. Sonme enbodi ments could have wred
connec t[i)(m3$ tHg&e B A 08lahd 00C bRenteieshtsradlttastivikA&kinkhaesienshat modl es

128 i ncl sensor dule 128-1 3 nsi de a shipping crate 122, a
sensor bfgggin ‘ﬁﬁﬁkﬁaé%FéWﬁﬁwpgqfdgﬁkﬁPWer crate 122, a sensor
nodul e 128- 3 attached externally to the shi pping container 104 and a sensor
nmodul e [4388] 4 Bre fyniee pOjcES.190RPENAZS2 O IIIDIXES oftthadirdesuiogilldecarpemore

S h'pr' Paﬁ@rﬂtﬁ%h{]tﬁfz dé‘tgf‘edna%@éfrl ttllg)'l? se!t &Jt& ISE%{J;' %&%{E{gnoﬁ c%%u%&mﬁ%thﬁ&?%g% | EC

he wi rel ess nodul e conprises a w reless power syst
14443 amdle\ﬂfﬁvmg tikvdemeargs pear hik¢ rafcserme\lﬂiebd Viandusodompehgntst dfrtbugimettiyee daor s

To- 4. UACEEPRTE BF Y St it §ER el e s Pkl G B P s

SRFI D Slﬁﬁ)hgfﬁetsﬁmm\&ﬁﬂhpéﬂkﬁtssw theBigkt referededq alidl Qrﬁs@d,lin&héi@eblﬁemﬁiﬂl mbl ng
contai ner 104. 0038€) The sensqr npdul es 128 can include qne or of
CBRNE (detfeihfiemis appicgbls & any) oneyoh dheafmids compencatshayng t@ﬁﬁ%ér%%ﬁrence "labe?

t enper atihEotive oBHR WE@nd RuReRlictiybel Wei ght , accel eration, sound, video, inmage,
infrared, radiation (e.g., light or RF) and/or other types of sensors. The

sensor rmdul es 128 include a communi cation subsystem that can comruni cate
directly with the | ocking nechani sm

DESCRIPTION
[0035] Referring initially to FIG. 1A, an active container management system 100-1 includes a
shipping container 104, an active lock mechanism 108-1 and a communication network 110. The
20  lock mechanism 108-1 is attached to the shipping container 104 such that doors of the shipping
container are secured shut to prevent access inside the shipping container 104. For example, the lock

mechanism can be secured to two door latch assembly bars in a locked state.

[0036] The lock mechanism 108-1 includes a wireless module (not shown) that is configured to
communicate over the communication network 110. The wireless module can include one or more

25  of WiFi (IEEE 802.11 standards), Bluetooth, Zigbee (802.15.4), cellular (e.g., CDMA, TDMA,
GSM, etc.), RFID, satellite (e.g., Comsat), and/or infrared transceivers.

[0037] The wircless module can additionally communicate with sensor modules 128 located
internal or external to the shipping container 104. Some embodiments could have wired connections
to some or all of the sensor modules 128. The sensor modules 128 include a sensor module 128-1

30  located inside a shipping crate 122, a sensor module 128-2 attached externally to another crate 122, a

sensor module 128-3 attached externally to the shipping container 104 and a sensor module 128-4
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10108-1 or indirectly through other sensor nodules 128, a hub and/or a
router. The communi cation subsystem can provide one or nore wred and/ or
Wi r el ess wormuiise®bi on capabilities. For exanple, the seasas2emodwies 128- 4
coul d serve as a hub sensor and the sensor nodules 128-1, 128-2 and 128-3
coul d communi cate information to the hub sensor nodul e 128-4 and the hub
sensor nodule 128-4 could forward the information to the | ock nechani sm

108- 1. attahed gujdethreshinpingaiontsingu | Gsneppthe dosk e chanisan 1 & heln epggmbedlisent. fhe wi t h

adhesi I t

ot or na o, PREME LSt AN SR SR P AP IR RN AU e
sensor trgsiilkies pd@ged mduttn@lyuh@uglathe dnonmtf & skippmg rcsntémmﬂr%éd aowretlctse signal
interiqQr _or exterio | ont o
rount edegEite eSS Piss i Rsrh<Bhatll MR E b ey P euiR
nodal eS{E[Bgyﬂaﬁ td)@oxiz@n}ﬁmﬁnmmmﬂulbmlﬂ firdrexudolde thesshgpirgl cohfadiker B0I. ncl udes an
adhesi ve backing in order to attach the sensors to the container 104.

[ 0040] [hemspneriRbRdl fBhles 11%&af GRHQIK CHPILIER &%%W(cﬁerﬁfahlym%rog&%nsor
technol;g such as but not limted to, fluorescent quenching o

mol eculr wns msidaneekEXplobiyper tIRPIPIIS, ESHTVG!. d?gsmctﬂbrawelgbtn aqce@raélp@rsowl& ection
Of 8 suhBh Ao Ao PaR AONTe L DIERN AE) st kbR SERRGR RO i dPRMIEN 1 1
an powere non- pover ta hese tec ies interact wt

addi ti dﬂ&hnchmin duommelcpmmwsemw @n cmarmumedh dotalyyvithethe to(ckl)ng mBakanism

de i e.conducti ve r nanot 0

P et B R R SO s oG1s® Py b R BT QLS O Gt
cont amsﬂlasfyﬁém\ﬁhﬁ Ero@ﬂ@ﬁﬁe or m@ﬂ&&hl’@ranﬂ/bewulelfessl dohem@sdatiot &@aﬁiﬁﬁ@cmo@ Bxap@lly mer
interacts with the er terials_ to store t tectiaon

i nf or ma2S GASCAMPABIe 1§ SiGH |Se€yvg a@%ﬁ@? SHE aaﬁalersslvsap@adlfas ]aZ%n]i é?%graaéé%%r
The i ntgni@ehffinka iSHSRIoA tEThe KuE &dnsoRY®IlC Alg-ARHY 1B h@) RE{dr @ldGleangage
that is 30recorded. The change signifies that a detection of a target

subst aseeddervarbide aierawtina & the lagk meghamsielQfel.ecti on event triggers changes
in an electrical or data characteristic of the sensor that corresponds to
t hé5sp¢ei3oi c Bensoos mbaulget Xsctouldi b@gﬂadheg nsgixgicaliyc ev1thEahdf$i\&e nsaupledin bwe

one or etectio sen or.in figurabl e t.q.accept
ooy RN S5 B i iRt B e i ol St ¥ o Bey A FeuBRes Rukog o, BiSBos
[ 0041] chivediaRAS e somdyl h@&ulas'szsaaﬁ icNle el rlduntedrsefiorsn@b@nte 0 tHeguteAdd NS

i ncludi ng,, an integral power source, a wWreless power source which is
pover edX{FHERVs 9f Sheghinpang cantapen | 04, @W@éf%ré‘?rﬁ’gﬁ%tﬁii enpere(we-gBerat ee sy a

REID r %ﬁ%{ngefatégtlhgy M5B8 8 SoMAVE282AK bE BormBl oRoPiAYETex AU ERridINRY: 1S
integrated With the container (e.g., a generator, a refrigeration unit,

| @At dnqhedsh pwsadhssive hackingrie oxlentositastotiie Fansors 1oBe Rentainghid®4abi | i ty to det ect
trace materials (vapors, emanations or particles) associated with a known
conpourj@04ohatinioge embaodiyettethe spiseseoduddsi 128 uef a poly intrenof tdchids @5 uchSohet
sensor npdul es 128 detect the trace materi al nd r r relessly to
o Rl o7 Wi o Groseer dupkpest ToreuaHy e faraiEEl Cetiol SBHER o
be val irgasteictdcAoRsitt JubQinck had Ba@nRlh Borltakt deth@led schdif nidders 018 Whéreih@at |

sone enbodi ments al so provide an jndication of the volunme or strength of

trace PAVERHSS §0fd%<f"é"é? ate.1 Hhoye epingpdesigsrashwish am additionghgaaduciig pglymersms

| negr pah@bt ﬁlﬂloféglll F@PrT}fe% %ﬁyrﬁé}ﬁn@ﬁle BHAR L r§er (P at ent
Application No. 3 387 filed 19, 2008 and en]tj | ed " SMARTCARD

CHEM cmanotah@nlm @Akbe m@gmatt@kpmmm@mmo@imeme deggedion polymsy is Pat ent

Applicatjon: No.. % ' t | T
SECURI %&t@lﬁﬁl‘%@%ﬁ%aﬁ%ﬂéﬁ?%@%&f@ﬂ%ﬁ t%%éetfﬁg)gg’ %?“g;{ ﬁ@ér @é r%g e
their @ntyirrreemﬁtehaks tabtbrelbe gaticqpios @égornfadion tnht&ormsegmhis gelmdna)teldl aehtlaytdterae can
be one, or nore sepsors qn rt ard nsi ng

D clncanttRigopi eidiheud B Ee  ERRRER M s Rl SeBTR TR By s 26
angdous ecReRas THE clingTEIQRIEE] Bl d RtRtib@stha fafget iBsthifet sttaﬁéesmlaeo@mr@cpl T
cont al ner.

detection event triggers changes in an electrical or data characteristic of the sensor that corresponds
to the specific sensors targeted triggering substance. Each sensor can have one or many detection

sensor inputs and can be configurable to accept combinations of any CBRNE substances.
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[ 0043] The sensor nodul es 128 and the | ock mechani sm 108-1 can al so contain
a uni que aut hentication code such as, for exanple, a serial nunber, for

i denti fi caDi2on/Bwroposes, or a 20cryptographi c key or pulpCirarspeiowaizes
cryptographi c key pair. The authentication code of a certain sensor nodul e
128 and/or |ock mechanism 108-1 can be used to identify which sensor nodul e
128 and whi ch | ock nechani sm 108 a respective sensor signal is being

recei vd@04dy. The saerar modwlcs tafecap dnelugedeffcrend RonenconAgwpficps dnchudingapn itegdr . By
l'i nki |
i nki n%otvvg solu&%ka @ﬁél'e&% 0%%%05 %}g&ogﬁaﬁ@e? %Eﬁ ﬁlls H&H%&l derl%cll?[%gl%grfb[t@ ner

seri al ers, an| sm1 anpl e,
the un |frqubgesarated Iby mRﬂi@rrsad@oqm aghdy evm@@lpqvmr rmirm, ar mpawcrrsaume thiat s rgegyatpd of

t he Sens the O rllrlreaf éon fé)r Ta OI' are?rl eranl Rsh Circ utS e%n)l?%)maéss%r?s%lr lal"ItO q \M t h a
gi ven 1'6¢ rr% CHANT STt 108 and® a8t al' gthﬁ GPVEY sWMPprhg CSRt'S ner
1045 [ QQ@A}lve'ﬁheaMhﬂyEJ) dasct i ckineteoils (\h@oﬂs lekanﬁﬁﬁ'iﬂ @ﬂpﬁfﬂ:lﬂ:@&ssfbcm&ﬂ vathso

comunicate information with an oper at s.center subsystem 112 via t
communi*eay? swn%wafibaﬁ ISP nay 8§ ﬁ%’r‘égﬁﬁtBHYerﬁnﬁPéte@dW‘Herﬁﬁuéema PPer %ﬂ‘y‘ﬂ% ltzgl ess

nmedi a idgetetitBe Whdc@hRSTal@PLHdl 8y IrOlk wieREIN HoGARFID rtddeitotddRr SRARAN or¥BRtdinaBe 128
than is used for the communi cati on network 110, while others use the sane

Wi r el edetcraglithrcatpheuld Fibevakidatedn [e additioneo baine ghlsite desect dheritenoef ipigiesle e of

the shi ppi,BithcaRAIsB! Rﬁﬁdé&‘}ndléﬁﬁﬁ%t}fé%ﬁuﬂee&%{ré’l‘?g% b RIT: SRRSAL doRdules 128
associated wth th £ shi ppi ng container 104. Tracking data received by the

01 PCT/.US2010/ 040265 .oper at.ions center 112 fro
ol Bttt o o Ot R R SRS R or Sy e S ooy 88 b 08 45,
The | ogkundEs hJES]IP&fﬁlﬂigﬁplﬂcaﬁ(ﬁﬂN &l190 26 3aMHRideAatNayi P‘ QomﬂdcmuﬁaderSMAmTCARD
conmuni i net wor Q rnment i nter 4. The gaovyer nnent
ot or £ saBvBIALE T AL B sl S A LTk 3Tk Sitn | Ara i) Sk
gover n%‘lmdti&h@w agesdZek @kl @M@u?ﬁk@l[ eley aif crgiaver RN At seddireial s to
access nmani fest, sensor, chain o custody, tracking information, etc. There

can be REFHGEHION SY%TWW&IO%‘P{ whigh arp incaepgateshbyi refeinge inghelr erftispts fir all
goysr ”'ﬁ'ag}oé‘és %Fﬁh‘é ent %%dlagﬂt tHRIRVEh 'BQ%H& Ao WPATHEAL! A0S TR Yrs %%ﬁgi\g@ve

access certain orrra ron, for exanple, tracki’ng information
shi ppemsmert cmtécsclpﬂl@u%befgec Ehgfprmgm 2 mlhr(mhnammatdsseadnhg)momlde cod¥ be ampesize and

interface 10t.0 | ock-down, acces ut ho ersonnel for a particular
St or aga CEae e R R RobRnReh ahrE S aB8E SR al o0 communi cat o
with a Eortabl e wireless device 120 and/or. a | ocal conmrunicati on network

118. THRO43br t Hisisenspr pefees! Bed e ledomeshanish 10Rd 928@kp corpINN®E on

net wor kydhifiGash &%é‘é@chaa% ﬁﬂeiaﬂip% %Qﬁa@hﬂmﬁér”ﬁér idénﬁﬂ?&h%ﬁﬁ?ﬂ&!e@%ir'ao“ net wor k
110 in order for the | ock mechanism 108-1 to comruni cate with the

opéPat icomsogaicdicy b1 Quhjm/grﬁ@te cryptographic key pair. The authentication code of a certain

sensor module 128 and/or lock mechanism 108-1 can be used to identify which sensor module 128
and which lock mechanism 108 a respective sensor signal is being received by. In addition, the
container can have a unique serial number. By linking the lock serial number, the sensor serial
numbers and the container serial numbers, in a memory module of the lock mechanism 108 for

25  example, the unique serial numbers could be used to maintain a chain of custody of the sensor
information for each of the sensor modules 128 associated with a given lock mechanism 108-1 and

associated with a given shipping container 104.

[0044] The wireless module of the lock mechanism 108-1 can also communicate information with
an operations center subsystem 112 via the communication network 110. Some embodiments could
30  usec different wircless media in the wireless module for communication with the sensor modules 128
than is used for the communication network 110, while others use the same wireless media. The
information can include manifest data of contents of the shipping container 104, sensor data received

from sensor modules 128 associated with the shipping container 104. Tracking data received by the

8



15government interface 124. [0047] In one enbodi ment, the | ocal

communi cation network 118 is a nmesh/adhoc network (e.g., Zigbee). A nesh
net wor k iworrathesupoof multiple wirel ess devices that ar@CmalS2ei0owsed in
per manent and/or well defined |locations. O her |ock nmechani sns 108-1 can be
the wirel ess devices, also known as nodes, of the nesh network. O her

W rel ess devices can al so make up nodes of the nesh network. 20Lock

mec haniogpgtiamgenteip) 12| franp fieilpréngracohariviad 83-3 indersd gea fuppbrdhain traglkkig
nmechani§fiB.s:q38s. or other nodes, until the message reaches a node that can
comuni cate wth the cormunl cation network 110. By havi ng rruI t| pI e lock
mechani 1 bl e t icate wth each other .via t et.wor Kk,
Tock milEhi s s et R 5% flstieormpre PETGrhOut O SR

war ehouwsevok 1 hufoiagdvemnaRnt igfchede 19h1 MRt PG cetinim@rse 1M cdnbeafopdmpds depot
can_be able to communjcate with renote 25| ocations such as the operations
center CUHNEHIORHFTPRIObFLC HEC GONFERATHS HtCTfase dit aldvstbaralavantiaqucrepaiahi cat i on

net wor krddfls td 2048 makit&t vybﬁs%{ @8Sn @?é‘ds?o%y 12RKER M BEnRiI R Ky, PhepSldnWear

t el ephone, a satellite t'el ephone or a | aptop conputer. The w rel ess device
120 carﬁhf;fﬁs@ltanfgmﬂtnonmﬁ@énweﬂéwb@ te diffeegnt genemmaentapgrIcisst homgngbee (| EEE

802. 15. {Fi. .t
mec hamg@/er%@ t%la({rggnz?géé}ﬁ m@r}%éo avwh@,essttﬁ wre %rglg{l \\%Iiz%aﬁ?g% #%%ar% REI D
(e g., 1mfsmllatﬁ@fdréb48hﬁjper %rd@plenthﬂtcaqgov\éome tinkodimeids b theigoveri@8at Inteifade an
t 0 ther d
coruni® BePRETeEis S Rev bt oolerSu Rueanaht 082 Qb moub i ¢ and/ or
prl vate keys to authorize WO 2010/ 151900PCT/ US2010/ 040265 and aut henti cate
a coman?‘@it i O ledkamerdpnisid 081 £ag psp espmapRite Hith ¢ peEeRle wirglsidsvice 429 on

channelanl/gr £ R4 GHRRicaGHTRRO&AN K O'i*h%or%‘{?}m&‘iéss APHcdBIAnliloF Biadtat he
comuni cation channel can be performed. In this way, |ocking, unlocking,

dat a quemynuniggidon reaworsrIly ciescpera on nﬁ@rnmghaaulnrﬂfdp itheead mieuicatien agfeodr 10 in
I ndi vi dyal $;. 2l QA48 RRERT 0'8“19to'}8m hg tg'“%sh t%ﬁ%ﬁ%%a%me?rf??gm@m of an

active container managerren syste contal ner nmanagenent
sydbemgbObndediifittfacs 1240m t he cont ai ner managenent system 100-1 by
i ncluding a | ock mechani sm 108-2 than includes only short range wrel ess

conmunijg@fr 0N ohdBaBbdimbit, S tdtaP&nBhiida06h Retw¥fiF 1.8 igh BRGPadnBE GetwbPe(clgdCk
nmechani sm 108-2 can use the short range wreless to conmunicate with a

comuniZgcrbn’s Nseit iy erkismadouheiapultiple priglespdayifca thabare potsiyptedin perpprent ocal
communi,gabt KB H&in‘é’@ﬁ atto: APk Jéaﬁarﬁ%@m' lc@arn'bg@heoﬁﬁéﬁ@ﬁ%eﬁg& 8RS

| ocat ed out si de of e container or Ins he contai ner with an external
ant ennas nddve, Qfdlmmmhmtwths Opac WaglessiBoicengrniationupde upmodastod theanahl npiowe.

AT T D T i
comuninodds, out# thrandsage raﬁﬁemmdéﬁm@mnmmmm witth thh eohmaaicatcmmetnirk a1 6.ons
net wor liBy ]égin% rrll(qjultlpqe loclc() mec én?s%gsl l%g blr;l:e{(t) \(,:\(l())nrqmumca(l)te with each other via the mesh

network, lock mechanisms 108 that are located deep in the hold of a ship, in a warechouse or buried

under other shipping containers 104 in a port or depot can be able to communicate with remote

25  locations such as the operations center subsystem 112 or the government interface 124 via the

communication network 110.

[0048] The wireless device 120 can be a PDA, a cellular telephone, a satellite telephone or a laptop
computer. The wireless device 120 can use a short range wireless system such as Bluetooth, Zigbee
(IEEE 802.15.4), infrared, UWB, and/or WiFi to communicate with the lock mechanism 108-1. In

30  one embodiment, the wircless device 120 is an RFID (e.g., ISO/IEC 14443) reader that powers the
lock mechanism 108-1 with an inductive power signal. The wireless device 120 or other device

communicating with the active lock mechanism 108-1 uses public and/or private keys to authorize



usi ng short range and/or |ong range wreless systens. [0051] The cont ai ner
managenent system 100-2 al so includes a commercial interface 134. The
comer ci avoi2nteersi®wee 134 can run by a business entity tirat/usec@olsozehe
transport of the container 104. The business entity could be the entity in
charge of the distribution of the contents of the container 20104 or could
be a third party that is responsible for tracking the contai ner 104 during
transpépd aut?rmw%té geemneiugication Genngd cONBA GrrogaphieAtly vaguse gemmuripggion channel

communi; i i i i 2 ani sm
o5 NS EARRARRRRARatiDof QnfEhit Sk AL IR HeABiitealilFeH RS oA
comrer eedbrmeadt én fhaceayl B4kimgrunteamgniaageryictd canhaly bepdrfocmadrbpniawiadrized
networla 118 t retri.(?u\éias such information. The retrieved informati on can

i ncl udé “mani soffndlsvénsor, chai n of 25custody, tracking information, etc.

The conmmercial interface 134 can al so communicate information to the | ock
mec Aanil&91 oRSerjing neido Fle-ah B, @pethitisatinmsat fanistive coniingF mapagement system

comMuni|gabi QiR whaahagsnthat ma-lﬂagerhéﬁt QY SERL 16072 QERRURE Bfc@dntafhct ﬁa@ndfg_@@km
|

mechani sm 108-2 can incl ude updated mani fest information, identi ation
and autshivem il 8er ibyrincdeties ¢ letlomeshanm WR-hidon ehder enly ghoyaangideerless t he

cont ai . I par r ] e
oper at 1 Shafipa Bl HRGRE A RRE BRI WRERIIRL S (EGLERRORRRETIAR (Y oy
t o Fl Gus@the amot hege wutlesse¢o conmaninge with pagmmemtcagystpecka2®03( combledésthaul ti pl e

active | ock hani. 208-1 t hrough 208-n e | ock nmechani sns 208 can be
re va5P9t31 CPfCS‘?@%@@ﬁ%W%EB%@W %rg 11%1 fixedly attached to one or

nore doors of shipping containers such as the shipping container 104 of
FIG 1.10650% | Deicomseniatianpachess 169 5abke loatebautiduohihs fpotdieer Shinsidr ty

cont ai REkKtainB: Rith R &iQhaidn@hhd. T}ﬁrl:oﬁﬂﬂuglﬁ:!aﬂ@nsip?d@agg RPLan iflIGde alnrint@gq{ehi on,

the | ock mechani sns 208 can be | ocated in di ferent geographic |ocations
t hr ougower sohecewiaeh ag a sfap 08 B3Ind Pk battany k TireesmindgasionaBickage 180 nduldialsebe t o

conmuni %%Er%d%\[f%fec 'cgl%g%%gagﬁthg ?\c(ﬁ]}tﬁﬁér"i’%ﬁ.kTEQQOIﬁ&uﬁi&?%oﬁ{’;g{cg%gﬁﬁ 5 _”t er 112,

t he governnent 1 nterf or the commercla The
corfunicomhivnitatetithothk 10241 osdmini catdbnschetvanmle 1 88 amighecommmed caiods matwarkrldDes s
net wor ks. such, as th cim'runi cat.i on ne}f\é\nork 110 and/or the | ocal
comuni¢3eP WWB%WT&W N TBIECATIES 5T SYSKE™Sdi scussed above, the | ock
mechani sns 208 can communi cate with each other using a wirel ess adhoc or

nmesh 1300d{ wolhe copginenmagserenghstend0eggke indydet acemmetitl ivgéicaddt Thsck

meChani§feAQ8 ihtBrrRe T8S Bart:AR bl 9BhiahdsQ Bntfd MaP RSk Y (PRI And LAMRYE ML | ock
mechani snms 208, or conmuni cati ons packages 130, unti|l reaching part of the

comuniTdabionesp ettt c&ul@ bOtheleatity daphapgesy thadigribwticngr theconteats gbthercnnteimer

i ntLerf 4 operatio . > . er.ri t to
968 Pt RSB R SR YR o AN L e
15mul t icpmenctaid knterfarh d 84 s GaBnunidaker witigthe 30/@unichiidns peckape 1 3000 ketrieehani sns

208 in . FIG 2, the |l ock chani 308 co nicate wirelessly with a

cort abimouh 48 TGRSO TR s Br e a1 0t he
W r el essmilay, aR chbrbhcddifGhtsgad 13eMeconimiiBées fNE thetlGcaFtdmmdnicalidg nvdwioat BI%S
devi ce 320 can serve as an_internediate |ink between the | ock nechani sns

308 ande BRI BRIPYIP T dRETHRC I OnTPrnGiee cahivslyriaEaeilcsoeenser ebbel ment s
coukd Qpltb@NahéindPEormBEonMice RS SoBtichindefic PaBcaAIsbRbARTIRRLRLSFoFhdHon O
could commini cate directly wth the communi cation network 310 should it
to the lock mechanism 108-2 via the local communication network 118 or the communications
package 130. The information communicated to the lock mechanism 108-2 can include updated
manifest information, identification and authentication code information of new sensors to be added

to the container 104, or updated operational parameters for reprogramming the operational

30  procedures of the lock mechanism 108-2.

[0052] Referring next to FIG. 2, another active container management system 200 includes

multiple active lock mechanism 208-1 through 208-n. The lock mechanisms 208 can be removably
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be avail able. [0055] The wirel ess device 320 can conmunicate with the | ock
mechani sns 308 one at a tinme or as a group. In this enbodi nent, the

wi rel ess woevnuels30 est abl i shes secure conmuni cati ons | iPeir@sadtvio4dbe | ock
mechani snms 308 in order to issue conmands (e.g., |ock and unlock comands),
and to 25conmuni cate data to and fromthe | ock nechani sns 308. A secure
communi cation link wth the comunication network 310 could alternatively
be usedr figedtly atiaghes] o ong Remprgrdoats| of shippiag exdaigay push ag g shipning cewtaman! Weafe
with a v YRR i t wor k
310, [O0Hs Do someetamb R0 SHR det bl LA SRR Ol R
programmmn@nparadﬂmeﬁw 30 addifi@y thergekhogehtiem$ 2Ekcamibe haraied nsdi8®8nf unct i on

or nanlfg%g %onﬁpt n 5 eg %dln jcontents of a shipping container 104 that
a part@gﬁf &K n%}hlﬁ iS securing. Data retrieved fromthe | ock
nechanlsn1308 can |nclude Io data jncluding tinmes, |ocations and sequence
of everdP®3&ychhedack pgshopyips &@1@99@@@}1{9@2@ ONOUYSHES 0&6‘@%@@%&3?%%@

data refpismedp érat@dns thfed 198 knbBSRAh&I T3 BRBe ¢ANarRl Gt Phd d&%rﬁ@&aﬂﬁﬁﬁﬁ@ého
i nformation regar ing the contents of a container that the | ock nechani sm

i s secUhesgnmuogsn Meheorki2l @ Fasigelgds pneer B wipd fnsy ariepldsh RGWarks iseah as the
recei V%th{uﬂg}lﬁéhene't%gc 1 %tg&' thﬁglo%%%oh&umﬁn&%wwm§ v(\)g ?E‘E 3 A OAJS]tés_f:ﬁ&gé or

t he comer ci I nter e comuni cation net
i nf or mabo@nthiedodki negthémsmn2Wutah eorhimoaicato withrehdr otheri usnngsaumh:l@s afﬂwc ad dlees s
sen aphi c ke of an actlve
aniBoi 45N EgRraieRLe U RN ARG S se PP BRG o S B Mieth 7B T RE Shar ess,
seri al cemfmgieinonean pasy pifogiaaiph fromkealer lddken@hmﬁspnsrm)é%g @momnmﬁﬁcaﬁaﬁs ﬂeekages
verif| ed to speC|f|c active | ock Hgﬁﬁ%gﬁsns and sensors.

f

verifyi 38 Yo feafl%g RAG g COMIPHUGHEIPR BEHHS ﬁefpeﬁqu%mee%ata? ed with

the CO@b@ﬁhn&hmﬁ&mﬂg19@6¥@kﬁﬁhns&Qﬁﬁ@m&®meﬁaﬁ9dy can be 10established. For
exanpl e, a sensor mere switched out with a faulty one after securing the

shi ppi r[@os% fFh ?f‘(‘i‘%%né’%ﬂé%' iR R atne ol t"sﬁés addroesndacseri al
VR oLl fohneP BabBE LS peflds

nunmber suc 1 CAtTon woul d fal ef'erring nex FI G

4, 1a blrmdﬂ(pldicag mwnh@ﬁsrmm&hﬁmmgl’rém% nofUndike &hetlockemdohehismos 2@RUintF1& 0N thesloghown.
The lock circuit. 400 can rt, of. t he, |l ock. a 08, 208 or
T06 af SsbuliosdaduaiteR S Ry Aip R thstrioms Gl g0 the Beh ke o

| ock canbcad beedim#ilGo i Wiadl&hidedcdTEORARuSEY 4002 ¢ idrof@éte BAFIGR Y TA Gnreessbac kup
batter 420, a nmenory 424, a user interface 426, a sensor nodule 428, a GPS
recei veEvigg320 canervg %esmié?eaeﬂlee hinlo betyeensthe jqck imeghanisiged 08 @ndya copmyaigationay

or sorr%ee&dﬂeg1mﬁarbnyeﬂn%ddnentrr@m@é)nbédlﬂqea@Qo@la ?H&Mﬁ& 'uyeethQQz\Néfesss&éQm&&é‘lB
[ 0059] The processor 404 (or a mcrocontrol runs software using the

meRBr y a8 22 ietmediateHiak 20 panld fnmppicale diresdfe Mﬂnzthe empBeation netiorisd Wrshgeld 414 4
can betgaegbgg‘store sensor data received from

[0055] The wireless device 320 can communicate with the lock mechanisms 308 one at a time or
as a group. In this embodiment, the wireless device 320 establishes secure communications links
with the lock mechanisms 308 in order to issue commands (e.g., lock and unlock commands), and to

25  communicate data to and from the lock mechanisms 308. A secure communication link with the
communication network 310 could alternatively be used. For example, the portable wireless device
320 could communicate with active lock mechanisms 308 indirectly though the communication

network 310.

[0056] Data communicated to the lock mechanisms 308 can include programming parameters
30  affecting how the lock mechanisms 308 function, or manifest information regarding contents of a
shipping container 104 that a particular lock mechanism 308 is securing. Data retrieved from the

lock mechanism 308 can include log data including times, locations and sequence of events such as
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sensor nodul es associated with a shipping container that the | ock nmechani sm
is securing. The persistent storage 444 can al so store paraneters that

det er m newbam o 13&opr ocessor 404 causes ot her nodul es of PCmaAISk@ol4@6s cui t
400 to performvarious functions (e.g., periodic wakeup tinmes, alarm
trigger thresholds, etc.). 25[0060] The | ock controller 408 is coupled to
the processor 404. The | ock controller 408 can be a mcrocontroller or a
state raRsAf Wédmgﬁe&ﬁdliaﬁagetaﬁquﬁ@néﬁlﬁWéfwiarmm& HE capake inshisle enHest per f or med

by the nllfgﬁ#at{bﬁ% apcinll the %ﬁgents %&lﬁ}e? ﬁﬁf e llclcﬁr Qﬁnérﬁ isGQA{nGUr ed to

contr ol atc nism4l ock an| smto | ock and unl ock

the sniithg BB A D i hﬁfwrﬁ%‘%&hc”&iv%dé@euﬁs%ﬁ ehan bt

si ngl e tiedpetitiordeentehil PPadiigoreydodinetial ihRrfacest3atvea the tehmeaslcitdnastvasik B.e
| ock state, where the shipping container is not Iocked but the | ock
mec Aani SEiRfarmsien fieicdde ap guthentisytion iptogpationsueh asgn@deyass. serieheeber e ur r | ng

si gni f 'c%%grﬂﬁf@&? $fQintabvd 106KmBBBRERI %mm ¢ LRRiIRPNIBLAGE: inkiRidulre 1dle
| ock state, the lock WD 2010/ 151900PCT/ US2 /040265 mechani smis secured

to t he sgisat Sydoawaierbs adsiagss.isaria member, wagryrthgephin ey Sieikhivetisanantgimravedenot
slide dowg, t{%ﬁe&t%@f)@c'lf%aictlo@focy RELEhanish AR ends! gﬁgverTﬁﬁl&thﬂMﬁH QGfEchani sm

412 can I nc active drive nmechani sm suc aulic mechanl sm a
sol enoiadthetrcaborsimf@mation ¥ @ssotiated exthriind @,rrebtmhlmtngaioetairmc khaig-ofrewdt@lyscanbe t he

ar a [ Rirameed (8 sorueC ke e nitPafau i RUGbTeRT R bR B AU g

attach cb@taﬁtheﬂﬁ:nbm'r Wguldesjoad anehicoridassltiiess dratitdlinagbemabiatiasdsmghepfithtidhi | | ze
hydraul i c E}é magnetic neans, or nechanical neans for engaging the

| ocki ng¥ rs when they are in a position to secure the shipping

contai ner. For exanple, rson coul d hand-nove the | ocking nenbers to
engage [0088] | Raderriag sevid ?I(E(A g blgick giagrainpefi angpiboAzeinhefrangatva lhelncitdue 4Q&é§si ve
| at chin nbers.
[0061] BT n st a8 Bt oAl Ryt R o RARH. M R SR ey

i ndbr eabbwe. (Iémglpck cucat 40(aniu¢asel3:smcress@®404 tadodklhventvalter 40& artachihgmedfantshe | ock

circuit, 400 VI at a5|n|cated t he, vol t age synbol V2
Count ed o i Bl 4 5 et et 20 nlRanids SRRt R bR S o
associ apedc GPS h:célkx@f 430j Wiréﬁ@ss&ﬁdﬁu@d e 4 perilttentlsaﬁigeqe b G Biakh, KM Gakorkeothér a

| oner power npde and 15consurres I|ttIe or gower fromthe main battery
416. THEMYAEKIFINERATY 14} ardgn induphGnosEsuPR! ch'ﬂ er to power the lock circuit

400 if and when the nain battery is | ow on power. The backup battery may
supply [Qﬂlﬁ%r The raocseios 64 @F a nheroeantallery rusb softveark oskg themeamary 4Gnd/asthe

' ngb ¢ a &Pe\{lt gtgreaﬁ 2?4%43 yﬂ%ga rs?s e'ﬂp £t§1%§<%]944t (Ql% bQ?ig%ﬁﬁ[Q st%?cl %ggé’or égt? tr&@lveél grg

assom conponen use O € pPacCckKup pattery are

di scus Saﬂobmbdnllbs a?tsd’cﬁftﬁheuﬂceﬂhpplﬁg €antdlizer that the lock mechanism is securing. The
persistent storage 444 can also store parameters that determine how the processor 404 causes other
modules of the lock circuit 400 to perform various functions (e.g., periodic wakeup times, alarm

trigger thresholds, etc.).

25 [0060] The lock controller 408 is coupled to the processor 404. The lock controller 408 can be a
microcontroller or a state machine, depending on the complexity of the functions being performed by
the lock controller 408. The lock controller 408 is configured to control the latching mechanism 412
of a lock mechanism to lock and unlock doors of a shipping container, or other container, to prevent
access inside the shipping container. The lock mechanism can be securely attached to a single bar of

30  ashipping container, in a state referred to as an idle lock state, where the shipping container is not
locked, but the lock mechanism cannot be easily removed from the single bar without incurring

significant damage to the lock mechanism and/or the container. In the idle lock state, the lock
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20[ 0062] The user interface 426 can include one or nore input devices
and/ or one or nore output devices. |Input devices can include one or nore
but t ons, woggloassant ches, dials, etc. Qutput devices camrcCirrustudasi2zeght s
(e.g., LEDs, LCDs, OLEDs, etc.), a display panel and/or an audio output. In
sonme enbodi nents, the user interface 426 is only avail abl e during

manuf acture and test. In the field, the lock circuit 400 is sealed wthin
the endpashapisn siscguied fodhdsingle pritiiamnbay in saeier Wil the fck megkamdmpdess 68ure i s

seal ed ﬁ&'&%b&&‘tﬁémﬁﬁh& o3f %ndé{)lté’%\fn?@ef sf eﬁlfefl‘e?té’lﬁn%% MheBidNish OzLﬂz' ﬁﬁ]ﬁlcﬁlfde Lhe 1 ock

circuit 40 i's used to wirelessly comunicate wt e user
i nt er f acevealntc preokdngken alcs@i & hydre@rcfragebation t dwoldnotik o yoeaw drivi0Qr ek0Q88]to The

sensor nDduIe 428 can %u sive nsof t Ve, s ors assive
sensor SPEG I EETITY ers ol%gkense ana' tP ?i‘e IOCE‘% at% ?he g{}?:g“o%dn‘?cu on’"and
can5be 4an adlryzladllnqlueer a msm nchantser tha(liodsahce nd¥e MQfgmlmﬁaers‘thhtmtaﬂomd]net ion

has chaﬁﬁed The. sive .and active.sensors cgyld e | ocated i.nside the

a
| ock né BW%H’FMB% fp ﬁ%glﬁd?@\%&% MSFNARESCAR BSiATgY EBHE QAEE; MRHCtih BN Pde of

t he shinRRhicat 8R4R BEEnga@REHRNoAidcarskd @hddBe LAt BPa pARIINUE s&BRSHAE S
require a power source and detect changes contlnually or intermttently

Act i ve SBIBRASSCcantaizey- ﬁ@r B’ﬁ)tntpé‘? - PR FRUd higgueedhe logking memberstapieags the Wyh
2010/ 1%&%9@%'2%& %%ﬁém@?éﬁﬁirtﬁéil t‘gfia }é&si%e W h‘?ngf ﬁq@ﬂbér%ulh% kcdBERani sm

and/ or wrel'ess using RF fi S supp i ed a W reless power
S|gﬁalIm#ﬂﬁﬁmBMJMEmsénkm@$m$MEsysten1428 can include sensors configured to
detect the presence of the shipping container. For exanple, sensors could

i ncl udqodw] SERERMmrasSPeiatheebnditions, poaksis elipplibe, directky &nﬁﬁﬁaﬂ;b@rg wheee the

bar sensors ar & configured to de hat .one aqr nore pars a shi pi ng
cont ai ERCeSPEH P (S Y SEESHAHIE LR S STCHd o fhedpyn %@fys‘g‘ﬁsasrmﬂlﬁgta@e 428

can i nelyysleydaseieMol Vo cQ@l&% tﬁmalq%ﬁé@hmﬁndth@oﬁeﬂ Mﬁagerﬁ@rﬁrw@ﬁel d/ or
verify that the doors are closed, e sensor nodul e 428 coul d al so

0
i ncl udasspeiated rgthithe Sluml@mqnﬁﬁgnerféh@[@ﬁb@m@ 408rcas byine lowygimogier ynode afl at i on
(€49, cbthllfHeF g{tle%lalo 5w& Wfl%e U ba&g;g%ht‘?grgs 1S 'pro /if 'E)rdg} rain

10gauges coul d al so e i'ncl ude e sensor order to detect
an atte@pmwmﬁhdbpbmbmy4ﬂQMbmévmheﬂwommnhEGmBmﬂ@MDﬁpowwtﬁécbmmppbmymﬂn%/
cont ai ner

essi amage
The candort Fodees Mo G BREId ol e 5T ERU B0 PR e D e F S i o
via a Gﬁ’ﬁolamﬁoemmcﬂaﬁbatﬁefmadmhws@dcmtgd @fmpGi?&tss ab@hilsi dféts: usa odthd ®uckiup
deternlne tq%b%TObal g tion af th(@ﬁ@fﬁ mechani sm Instead 15 of, or in
addi ti ATy © d5CHsF ?@ﬁ@glﬁ‘“ﬂ§9l fr systems such as GLONASS
(Ru55|a% Galil eo, Beidou (Chlnaéd W Fi assisted | ocation systens, and/or
celPul 4 O@hseﬂlelt@@ra@ﬁetfncesﬁétcéwc poRd ondse inPyedeviqeo @BHQr onker wiorcetudK

W (ERep g5 38 REuTPL dfoh St BRor MO LR By S TR R
TDVA, @Mncmﬂc lights (e.g., LEDs LCDs, OLED:, etc.), a display panel and/or an audio output. In some
embodiments, the user interface 426 is only available during manufacture and test. In the field, the
lock circuit 400 is sealed within the enclosure of the lock mechanism. In one embodiment, the
25  enclosure is sealed such that there are no wired interfaces to any portions of the lock circuit 400. A
PDA is used to wirelessly communicate with the user interface and provide a soft interface to the

lock circuit 400.

[0063] The sensor module 428 can include passive sensors or active sensors. Passive sensors
require no power to sense and record a change in a condition and can be analyzed/queried at a later
30  date to determine if the condition has changed. The passive and active sensors could be located
inside the lock mechanism, on the outside of the shipping container, on the inside of the shipping
container, and/or attached to the cargo. Active sensors require a power source and detect changes

continually or intermittently. Active sensors can be battery powered, powered from the container,
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20W Max (802.16), RFID (e.g., ISOIEC 14443), satellite (e.g., Consat), or
infrared. The wirel ess nodul e 440 includes one or nore wrel ess antenna
442. 1 n owe nodis1oobhe wirel ess nodul e 440 can use short PCAMFR0MiOHEbESS
(e.qg., Bluetooth, Zigbee or WFi) to communicate with sensor nodules on/in
t he shi pping container or to communicate with a |ocal network. |In another
node, the w rel ess nodul e 440 can use | onger range comuni cation |inks such
as cel Ipgvaicd vithiaayirg frem thy Inelcmeehagism, pnsl @5diiesibipeaersd whing REHiglds supplied

conmuni I : r 0 and/or portable w reless device 320. In sone
NG ALl 006l Ak P _
enbodlngntgg ?ﬁg %%h%g%ss antenna 442 (or the GPS antenna 436) is part of

the |lo chanismthat is used for, ot her purposes .0.,, the housi , or
bne o Mgl B s by PR By SR BRRER b R ety B
i nduct iskppidg \Biitaitiei Hoy exbdhibld, SerBoRcb@diRtude®ar &B&IrY Sssécistd RitR RS 16dkgnal

froman 30 external source, such as an RFID reader device, or another
devP ce MESEYUTAENTHINE RAtSHRSOBGHE sigrred todetest that pRg ordeair By bufHPIHES one of

the sensabinBDAYIERnEEBwith 1 hEMETURLEALIL IR BRCKAGUIL 38R O 1RO schith to
portable wirel ess devices 120 or 320, for exanple. The power signal can be

r ecei vadtettrthprfloon®) ofthe shipring opemaused o0y iphesthodees asslgedher sour ces
installed at weigh stations, ports, depots, and ot her areas where shipping
cont ai Ne06s| ar'khelsonsat axddilorn2&xdubdaedinprt swhsore fortderetinglt@pextier, paksusgur ce

supplies a,. wWreless power signal th is received by an inducti nt enna
of " § ne RIHiE Ot RR (s b1 S e RN AP GHIC) S o A P OB B 1 ol
power . galL968]1d TRE b eRIded MaRR §dASorinilti4286n PRIGED dtepRinyatempt oGoeidd t o
wakeup and/ or ggmer any of the conponents of the lock circuit 400. In the
embodi AERPVedholark meehanisgeiram thershipRing cRBiaET (Fed--poithet crewpy) &r X485V coupl ed

to thengkgggﬁqgﬁc&gadmgggtﬁg&h%g | ock controller 408, the |atching
mechani sm 412, the sensor nodule 428, the wirel ess nodul e 440 and t he

per si st st.gr 444, endi on the.function bei erf d, the
Dol ¢t agdp! of ARt ker g ouligpRy g el dar S bR HETEmd ed to
any of plilrg#e o€ GRPedeliites in rder teXlawirhiae thchdobahiduatioin\vé tHedvekrmadhpipiby. Ad&adan

us instead of . the ck battery 420 to provide o.the tive | ock
conPro (& “h%fght&}’?&o S ?ﬁﬁ@ém%@?ﬁ&%ﬁp st B EORAS SRyt e,

unl ockiggdolYORh P WiFiTREisted (é6h dnVi steRVRdBH BRluYar H4Bd At SQtchE chisfh 6O
power the persistent storage 444 to retrieve previously stored sensor data

The peﬂ%@%tent storage 444 could include a | ow power m crocontrol |l er that
is powered by the inductive power supply 15448. I n sone enbodi nents, the
sensor [Mdll (ls)wiodeso todnle g8 irehmleodnct dnencshivpplessroomminaiatien systerms|iedeling

power Rﬁ . E Lrcujt 4%3”% 0078].I on nﬁfdi f@ﬁﬁ%ﬁﬁ tive power
ol y Wi UPRE Dadd Vahebh b e B R D V] T AN E bt
W 28l esBiMaxwik0h 1 §EREID (e d8DASCad4dr sqalite k. eCoinkR), esmfided] Taswirblctser
bei ng powered hy the power signal, the c ni cation subsyste f the
i nduct MY o%ﬁg%wgﬁ Pl (mor_s@g@@é% ey 145t 18 <0F GAF. Ty BT BREHRIS HO SRnsor
modul egs@8hing? VRRINEAR]. €, BlubBb@BSBigH&VdroRiF) kB oMAuBicate with sensor modules on/in
the shipping container or to communicate with a local network. In another mode, the wireless
module 440 can use longer range communication links such as cellular, satellite, WiMax, etc., to
25  communicate with the communication network 310 and/or portable wireless device 320. In some
embodiments, the wireless antenna 442 (or the GPS antenna 436) is part of the lock mechanism that
is used for other purposes (¢.g., the housing, or one or more locking members that engage the

container).

[0068] The inductive power supply 448 is configured to receive a wireless power signal from an
30  external source, such as an RFID reader device, or another device associated with the container. The
external source could be one of the sensor modules 128, the communications package 130 or one of

the portable wireless devices 120 or 320, for example. The power signal can be received from
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signal may or may not be received fromthe sane device that the power
signal was received from After receiving the data signal, the

comuni cawpansidi®yst em can save the data in a nenory agsodaiSaties4oews h t he
comuni cati on subsystem of the inductive power supply 448, the persistent
storage 444, or wakeup the processor 404 and conmunicate the data to the
processor 404 25[0071] The lock circuit 400 is exenplary only and ot her

| ock civritalst Bowerowaes inyellodut weigh sttiorss PaGRBIREnens oteRs gesasvherc sPPIRE way i n
whi ch funetbQRs: BELfed Eftﬁ%ggg RITBPGmE NenOLNGhal %B%QH%EP% aO\Llréle% po@ef ai ner
management systemin [OcK circult 18 be ng e n-any given
syst emsighalrtbatiiorescivahbyom ipdwtivdedermy of theiimdystisuiysyes swply 443cind didugtivedy | ock
subsystcerQert %)a trlczHbs %;en1associated with the container or contents
wi t hi n Phe g%n[ 87"&" comuni cati on 30subsystem coupled to or
|ntegrated wth the cont ai ner . [0072] Referring next to FIG

5A,
contai n&¥9hanthsawenst frg%lef‘elﬁfime ROV SHPRIB§abY %e@tos\ma@% %@wrwweﬂanwf fnsor

subsystcsﬁgéfe%s Joradodk SRITTYDH. cg«ltth@anmglﬁfsmﬂ@)nége mrbﬁtﬁ@ma%fvab@&ér WO
2010/ 151900PCT/ US2010/ 040265 rranaégerrent s%st em 50 mechani smi s

a si nplseprleitibiy counded tdleciipsessor a4 itha dstiveleck @ﬁwﬁérrﬂém ﬁleéﬁtcmm@nl:@@msm
S“b5y5t4?5‘t§égehéglt9§ddﬁﬂa AR BRIV G RAVES a%gﬂgé}?{ eréé‘t%at%‘i’a dhat B@géﬁﬁm on

mechani sm he I'nductive power supply celves power “si gn

(i nd| caheemnhipnéed]gs)he“drnhadn@)a vbigag/ ltqfamklmwetmws@pw%maehmael&dwelgoupI ed

to mitter 54 r Ssubsystem 540. .The an 544
AT R Gl KA RN e i s e S TR S

recel Veﬁt}féQMel{upS’dagdﬁ@Mm&) Bbovide posldrite trRntti vl cdnevidr 408 apdive latétigs | at chi ng

mechani sn}1516 For ag%) fahl t he sggso subs tem 540-1 coul d be just inside

the cortes ﬂ*é%méb?owr? eafe prip %”toé‘m § ndpcie ROBELTYPRY. 44[86617@1]30 The
Sensor pekbhems %@%ﬁﬂ@p&s@t’e%tdrﬁé@ 44des re?ﬂ@/@&)?e@/[&lsl@%ﬁ)re(ﬁs%ﬁs%@ QatdOTHel Iﬁﬁs%}en@w

and a short 10range w rel ess nodule 554 with a Short range antenna 556. The
sensor SYIESy4t éwl aglue @ der pewerapisipapitioligpihatisgowersd e theprdusByn Rovwse Furdbor s

t hqg argg bﬁi Qle%%ldp‘g%ggythg Q&sbﬂﬁ (H]ag)r@%iﬂl%% stels oF KR ip?ﬁlgtcgﬁtaﬁl@psor

subsyst em 5 cou e magnetically ‘'nounted to one o cont ai ner doors
or st owattldssly aowarthe thkCIrcsmmi)ﬁgl ng i nside the container door. By being
renmovabl e, the sensor subsystem 540-1 can be noved from container to

cont ai 160704 0 la@né emBSEMEAtAIhe thddt i pdiwlef QUPBIt44k Akdtud¥e & Ramns AR atidmaNBsystem
different containers. [0074] Since there i1s a |large anpunt of space in a
cont ai Rt can gpEnpRRiass vlrsla?élye&ﬁh prasy moslufes pnd gy Rpstablg tiksieps deyigss. ASRRSHISK

size. $dGhred b?@ﬁetlﬁ)%ér ﬁéﬂalﬂh@b’drﬁﬁ%uﬂi’ba{tf%ﬁ s })@cemto@tﬁéqh&dcab@pcﬁﬁéﬁ@gplml es 550

integrated w the sensor subsystem and provi de power wirelessly t
ot RBr sewsivss 2 Awd siged fTogrenced thamgysor mogiieh andiarigwrtalo paselesedavB40 The data

signal may or may not be received from the same device that the power signal was received from.
After receiving the data signal, the communication subsystem can save the data in a memory
associated with the communication subsystem of the inductive power supply 448, the persistent

storage 444, or wakeup the processor 404 and communicate the data to the processor 404.

25 [0071] The lock circuit 400 is exemplary only and other lock circuits can include more or fewer
components, depending on the way in which functions are distributed among the other components
of the container management system in which the lock circuit is being employed. In any given
system, functions can be provided by various subsystems including, a lock subsystem, a sensor
subsystem associated with the container or contents within the container, or a communication

30  subsystem coupled to or integrated with the container.

[0072] Referring next to FIG. SA, a container management system 500-1 includes a lock

subsystem 510-1, a sensor subsystem 540-1 and a communication subsystem 570-1. In the container
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20[ 0075] The | atching mechani sm 516 can be a state nachi ne. \Wen the

i nductive power supply 512 is powered up by the RF power transmtter 542,
an encrypveconorsm@nd can be issued fromthe inductive p@agmUSsupphozes512 to
the I atching nmechanismto | ock, or unlock the | ock nmechanism In sone
enbodi nents, the inductive power supply 512 provi des enough power on its
own to unlatch or latch the | ock nmechanism |In other enbodinents, the

i nduct imasagrmeet systepptap-1. shedlaeipmechapismas  aimpés (umB) kel msehoniim veidithe Ralypower
si gnal Eﬁlg&e‘iﬂ%fﬁf 19@32&% gﬁs{eﬁpﬁr@ f b&he émsm &Qe hgvg%%%&f g%%%(p@ita{cﬁ{ of the

| ock su stem and t ttery power Is t tch the
| ock nemmhmnsmﬁlqOﬂﬁﬁpmmheeEMmﬂEmmén@élmwme%eswwnndghé0554mmbhmm¢whaies

with a nge re ess ni cat i bsystem 570-1
Coi o 2Bl ARSI Sl TR B o8 g LRF pSSETHALRREE SoSHORNRSS
coupl edubsysttines4D ombe srange Swi cal tesiscanaidn peoxnfizy to‘Ehelolcb sugasysamgsumﬂ Kredhebst

nodul e 512 30 j ncl udes both short ran rel ess ens e_or nore
of W Fithe IFHEdNOMT SRR Byat i S %Pé"eg/gqﬂ t%"WBrntB Eﬁi‘@’é Wﬁcf"%fﬁﬁgé?gy@irens
(e.g., eﬁarﬁﬁlE | tHé SnsdISLNYEHKm (MO Neoul dTAVESt ifeithe Qntadned ab&b that Be MRk WBsKItkm The
short range mnreless nmodul e 554 comuni cates infornation indicative of

st at es S6f-1 IWBCPHIDH/ 151900PCT/ US2010/ 040265 the sensor nodul es 550 and the
| ock subsystem 510-1 to the |l ong range w rel ess nodul e 572 which then
f or war d80Slic hThemﬁmonmbisymerm 64(} éa’mb ecbelnt ebatesuttd, smsdrmeodupés) 200 omba gt er

112, the gover nment 4 or rcial terfa 3 0077]

Tha® oM roRenys RS B SasrfinS ki ST L RS Bosl FeB i) HHabd w t 1 a
GPS 5 anhenby ﬁ&ﬂa,tedaﬁﬁd@thpemmnaw@pfsyhaﬁEﬁ,beﬂgeseéﬂ?é‘d byeweilockimdBhiing. Bged to
gat her | oc tlgn i nformation. The cation ipformation is included with the

sensor SXHBPIPdR% SHERIRUPYSRI 4P Sonidtbemagagiifdinmodpted ta eperah dhecapaer dogrsor

cent er $owkden PONEhatS Y R AEICRAR cHRaiferSRBbATBPHdiRY renvA, {I&Y ¥nsd Suystem
connection to a power supply of the container. [0078 Referrlng next to

FIG 58404 rer hemoveshiremn sertaingiia genteiner tg hs remmsangedwith diffrarss logk meghkanisms
longsgﬁ%gﬂﬁ;ggcgﬁmﬁﬂ§ensor subsystem 540-2 and a conmuni cations subsystem
2 e contai ner nanagenent system 500-2 differs fronlthe cont ai ner

manage system 510-1 in that the sensor | er
han t NEHE SRt P v s pcs ot hEsT ot G BEyEt S Sage 3 reerhb
conpl i Gat@d, & hamotthr siec Suaww@wﬁn@ﬂ&ncﬂe wikddl 6@ td raltiple Rense OMBTUNELCTBDI ON
subsystem 570- .2 incl udes an power transmtter 584 and an RF power

ant ennatsggted Rath the %ﬁw%sygerao%éfor SrayiflgIpowst Wirglgsshfgwdter %félSﬁdm?ﬂf@upm y

512 of 1&&&%dla%§fl%ﬁnﬁy§én@wsﬁgs@s@mﬁonower supply 576 (e.g., a solar array, a
battery or a power supp y of "the container) is Iarge enough to provide

W 1’26| eﬁ&(r?%gmfhetlgtcﬁlpg ﬁ%yc%% ?t%%g%ab:hl[ en][_]?e 1nhuc%v 5’\2&9 e m 510 2

al SO i udes an ac contro ing mech nlsm
bat t er Y15 24povwarshoriy thaRp @omxrteinemﬁterrmm he eﬁZﬁ)tahd)nmﬁaSam b@esueérfrdfrBﬂie The

20in | V r I 4 har h
bg.t t S;J;rtlcg\ﬁﬁvep p%rsv}xgar Bli)tjp&e%lé tg latchl(r:lg h c}(laa%lstm totl (l?ra &n ock he5 ock }ngchcamasmg ?nt €
some embodiments, the inductive power supply 512 provides enough power on its own to unlatch or
latch the lock mechanism. In other embodiments, the inductive power supply is coupled to a battery
25  (not shown) and the power signal from the RF power transmitter is used to charge the battery of the

lock subsystem and the battery power is then used to latch or unlatch the lock mechanism.

[0076] The short range wireless module 554 communicates with a long range wireless module 572
of the communications subsystem 570-1 (via a signal between the short range antenna 556 and an
antenna 574 coupled to the long range wireless module 572. The long range wireless module 512

30  includes both short range wireless systems (e.g., one or more of WiFi, Bluetooth and/or Zigbee) as
well as long range wireless systems (e.g., a cellular network (WiMax, CDMA, GSM), or a satellite

network)). The short range wireless module 554 communicates information indicative of states of

16



then supplies power to the other conponents of the | ock subsystem 510-2.
[0080] In contrast to the dunb | ock subsystem 510-1, the active |ock
cont rol | ewo220/i5SM®budes a m cro-controll er that perfornpCrarszalonirgs and

| ocki ng/ unl ocki ng functions associated with the | ock mechanism A short
range wirel ess nodule 526 is configured to communicate with anot her short
25range wirel ess nodul e 554 of the sensor subsystem 540-2. The sinp

sensor tRAs83ps mogpisa H3hang| thylock sybgpeam 41 & é trstbﬁ lengdengs vgstesh mervlg |5ﬁ7gwtawe or
nore s i
The sonaar R BEaE A 0 e RORLE R4 e GERIERL Snlth 1 By
power saearfae 1(3# ot the coomewialerterfawe dg34. froma light circuit or a
refrigeration system). [0081] The | ock subsystem 510-2 al so includes a GPS
recei vgoo7aB0 ThetddmanaiatianitisebyaemIZ0- 1T i86udlRarGPY RBGeer\ik0 elittsGrdul e 526
comuni cat es sensor data, |ock security data, and GPS | ocation data to a
long r &REB 4 826 kA VA SIRIETH - (Wie SIPS Reshsr pahaisehip gathsr Igsation infRanatigng
range Wh§lcagsn MRGhhBordid ZncRRIINW 48! Rasdr Bh$lodR bR cHaRisA @tPhat il SorhaIREAeHat @
centers. WD 2010/ 151900PCT/ US2010/ 040265 [0082] Referring next to FIG 5C
anot herto thgrieraptadpta weieige rbnpOVBIOUBLY HEd e ds agokowkeysbafiesy. ent samegicarie 2a
sensor g,@ls%‘? lgrgfﬁl%% gt’a' put does not include a communications subsystem
RS R ey

The 1 odk's tem I'ncludes all the conponents of the |ock subsystem

0. AR g DS LS5O 5,3 WA R T anae

t r a0s Mstibsgbte@IA 0125 KOsk suBsyRleMVI40€ HRMRIONINAINiABOBSABHKteMBTHYS ITRNCodRmSr by
transmtting a power_signal to an inductive power supply 558. This is the

opposi tnemegert%%tmetoo fiffstycliasnthe spntpingr MARESMSTET subrYTiFe TN inshatthsn 510- 1
wher e %Q{%O§§B§}%’Een§ shsy ?stsﬁﬁﬁlér“tﬁar}thé URRbI Qs Mkl DS EwRAVEE l&cﬁ sﬁ&?sthrﬁ%‘fo 2
mechani sm 510-1. The battery 524 of the | ock nechanism510-3 1§ |arge
enough it Botsecoablieatedthpreihi dapk sabdystemdr Oupdmaddidei g cemnamtqatlggfelfossetﬂent 70-

(e g., i Lhe o the
engor “ipEfseRrdsy-BHRRGIAT 5 bl kP Bk AU LARI bR Rh G Rl
f r dm a teamindnétvapboor siphig\pse efithe askismbstykterndcbmzalmlmwmumﬁm gsysblam
510-2, the inductive ower lsug%ﬁlzre ei ves ver s(% eEfromre te
pover P AR a@@ ST S8pRlK Of BRSO RIREAT 12tes SALRNL? BROY I AATHS PO R

cont ai n&jksdssg@ttemﬂp@r,ts | oadi ng docks, weigh stations or other poi nts
where the container is |ocated for an extended 15period of tine. [0085] The
| ong T 308) W IRIESSuBRARNPs 3Bl PRELURSINIERRAL A IGAT LG AT L T ange
wirel ess nodul e 526 (sensor data retrieved fromthe sensor nodu es 550) and
r ecei vescchoudn dHt, a bhttamSEhe short range oekscopdulof6emd3ZEPS Thavaddgollhand | ock
da i ns i, S o] 5

ot or RatEBBTIRHE SihrR 120 o Bfhe0 ARG 02 BBl Stk BRLE S

20di scuissetp@izeyewer]t0@Glthdredm@psrieny offiéxtlodkaubdy@em5ID0-yet anot her cont al ner
managenent system 500-4 includes a | ock subsystem 510-4 and a

comu némq ONg cSRPRYRUBNIRTIofk sUbYst@P§50-NGhe AdhGh URR cBntRAIIE 970 iHHIRSKSL em
| nstead of communicating wirelessly with a sensor subsystemin or on the

cont ai Magro-qopeolies Ehat perksips Mmowiteriee andilogkinggudockingdimacgionseiesiasedaigh thypheck
5 t al
sensor A&, §%F§38 %%9 E]rgi' fkorgﬁd@éa % ib QOIﬂﬁgf‘egfto 2&191?1{1338&&& Gzﬂ RSHLTRGFENt a

conditions, etc system so | ncl u es a contai ner
powér irartge e B108ult F5t of the e&m&qle sebbydieme @ty The sanlﬂ@sﬁnacprrsebsyptewoéwg}m y
594. Tr}r?ch?c%@%%enrg(e)rr 5 \1\/6%% 19188d %%gr?ed' orHilke lggnsglrslals teﬁlwr"l'&lLﬂle ¢on|§alr(1jerfo¥ Icc?ﬁen?t ion
systemof a generator gleontarner power rnterface's cou

bat t er yf BR4ohtaineRi THeatmsoasublptae S4eY edm beTﬂiﬁvebt&itHy&ft}&ttE@4n@t&hmbﬁ) aragdweor

backup pur pOsES SN, S OMALACLRRUS, IASURRIY,Lah] s o TS not “availabl e

[0081] The lock subsystem 510-2 also includes a GPS receiver 530 with a GPS antenna 532. The
30  short range wireless module 526 communicates sensor data, lock security data, and GPS location
data to a long range wireless module 572 (via a long range antenna 574). The long range wireless

module 572 communicates this data to one of the remote data centers.
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WO 2010/ 151900PCT/ US2010/ 040265 [ 0088] The conmuni cati ons subsystem 570-4

i ncl udes anot her contai ner power interface 596 coupled to the container
power suppbDRoBRK¥1900he cont ai ner power interface 596 canPb@/useuploetét o t he
sanme cont ai ner power supply 594 as the | ock subsystem 510-4 or a different
one. [0089] The contai ner managenent systens 500 shown in FIGS. 5A-D are
exenplary only and are 5 not |limting. The conponents shown in the | ock
subsys @821 51Referring ned e BIG.S\b gpetherpentingr magpgementdd Auingledes iadork sgh%ty@t ens
570 can b8 HEALEARAGHsRlenPM(L1, ?)qt 4ok R inGRIRLDSINSiGRBnALBY R 26k For
exanpl e, er sensor , tanper can ocate in or
on the subﬁmstamn?éﬁ -Janduganll e q@mmn@xﬂs chfyhealndk mbnynmn 5,15& 2 ad nSo inctislesaa Wingh any

ot chon L MBI T a%&lgggg’ i ATl R 191 ST RE Rver B mlﬁﬁ%‘gﬁ 'aﬁﬁkeoo-z
differ mainly in printed circuit boards 655-1 and 655-
ori ént d0083é| aThe\PeF %V%@%ﬁ%gr B4 08 used HyPrewige powerde S@éﬁlﬁ%m}owmﬂ%é RY

mechaniySgniGH o foclcheiesal & &l RERtNE phwSQappIR 554, aMRs Rahe SkBsitcoriiRd w00k
615, a Iatth%aﬁﬁggo ga cl anb pr1 4 %25 pp? | at ch %roﬁe 2% and lgjklT%tchmg

mechaniagengaent ﬂdhem@n%wnageawat %@mZS 1§nlc\|V]@ﬁ§@ﬂle nelspeﬂtwbﬁﬁsr?gl Pk hauirsed 630
and | UREpRYel B RmeciiGh 3o The Pty SRR LR, ARRER A0S DERE, 0P

| at chi rgoughahbabldato pmemcaisr ngu@npa@mtwéatr@gcmwagt (rec detaétem of tdmepecihamithbar

612 and the |atch bar q u? 4¥ gaggd into position and then the
addiv an@ﬁFﬁ&°R§”ﬁ§$%¥% Heﬁgygéy Vat®d ™ Such manual novenent of the

clanp bar 610 and the | atch bar 620 can conserve power. and prevent injury

(e.qg., P8 ngnsfesd HgeseivingmpirglgisingWerdgnal frPmghsosupiidEan PYSEEI e iR or

ot her QQM@&%@nﬁ%&Hﬂ&h@ﬂﬁmﬁ@9@3Lh§ﬁﬁu&ﬁ%$ﬁw&gmg§g@@@k&ﬁk@§&mﬁ9§gﬁg§ﬁo%

pi ston 631, a fluid chanber I'i ne (shown i n
val ve 68uotamdwer trﬁn@manri?a §8¢ refhiate foaet insenittase erarticdpaaBd@t Fantaindraepdsl t o

the cl ?gRs,tf@ardkn%é[g)gﬁst s%ﬂg (];r ott}{%?p%lﬁ{sf(ﬂ’ pﬁgt}algg?ﬁiﬁzgﬂéﬁ%ffga?fgd foﬁr Qﬁ eﬁ%e&ear est

t he cl ttached via a connector
6385atqmn&bd%ﬁm:the end of the pi ston rod 636. An 25aperture 612 is forned
in the clanp bar 610 such that the connector 638 passes through the

apert ur[@ml%Z BRAohSrantd @EHEH tdlulcB6rédefs RRkor@RA. frdnP B3 3hor¥WahBe Whele&! anp
and latch bars 610 and 620 each being attached to the Iatchlnggnechanlsm

630 at measlepwohtensqrilata refFigvadAeqne tieisgnspr Badyleig SOhandischrsdockglaBsoom hgvi ng a
t enden%tl%QO&l@éO%ﬁ@ll&?@Ut TBJJ np&'aﬁa 10\643 QLS i CRMOm{tRa 69 Wg%gné@wﬁg!@sslrﬁ&%w ng

mechani sm 630 stab | Ity to this configuration, 30the clanp an
| at ch Bdf ¢ GdcmmdtvgRks Phs Tht wileghncdwenks a9 Eean(indedesthipwrilcldfongtedrksn t he
hogﬁln u& %geeapertures can be sized to not allow the clanp and | atch
bar’s 6 %1 0°to transl ate up and down significantly. Optionally, the
apertur an be fitted wth bushin gs to avoid netal contactin

P [8086 Reterring next to FI& SD, yet ano er conta?ner management system 500-4 1%cludes a lock
subsystem 510-4 and a communications subsystem 570-4, but does not include a sensor subsystem.
Instead of communicating wirelessly with a sensor subsystem in or on the container, the lock
subsystem 510-4 includes a sensor module 538. The sensor module 538 can contain sensors to detect

25  tampering, environmental conditions, etc.

[0087] The lock subsystem 510-4 also includes a container power interface 518 that is coupled
directly to a container power supply 594. The container power supply 594 can be a light circuit, a
refrigeration system or a generator. The container power interface is coupled to the battery 524 to
maintain a charge level. The battery 524 can be used for backup purposes when the container power

30  supply fails or is not available for any reason.
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WO 2010/ 151900PCT/ US2010/ 040265 netal (in cases where the housing 650 and
the clanp and | atch bars 610 and 620 are all made of a netal) and to
provi de swoabtv/isewefricti on notion. [0094] The fluid chachars2@824@eht ai ns a
fluid such as a liquid or a gas. Liquids can include an oil (e.g., organic
vegetable oil). The feed Iine 633 connects the fluid chanber 632 on
opposite sides of 5the piston 631. As an alternative to the feed |ine 633,

a channd@®88] o rTlt?tqQWWllqatl@PSéBbﬁp(ﬁﬁeWgs70(90‘9@13(1@@ EnPEPIAOELAINGT BOVRE dYfeIdce QRO

al t er ”?hféﬁ{ng o% ?ﬁég%%@ﬁ\?ﬁ@i? f co%%%{éﬂ@&w&%‘tﬁﬁ%e%%‘é% PPl 1%8%0 :ﬁ@ a

fluid e bo I 'at ch mechani sm
val ve 68xc p@ltamtrlpmazbedlppb 39¢é aj thedoakl sobﬁydtemcﬁsli)ﬂ an, diff¢rentfongi d cannot flow
through the feed line 633 and the | ocking mechani sns 600 is engaged in a

| ocked [6083] e. THMh@AtainBEmYRlg¥@c@3Jstids siambivd at BIGY oaemadt)cxciplaryf dnly ghd dic t he
10 chanber 633 can freely flow through the feed Iine 633 allomﬁng t he cl anp
bar 561006 1e TNAEIPASHS BB hdottoyed SENA Pyibe regseraehyaeHe 30 1 Bhe

enbodi eRthunicR€ors @a&;@gtags m&%me%arﬁﬁgecﬂ ot oR AR R &fcohBShehts AF aRo HOhER 4 Of
about five tons when the valve 634 is activated. [0095] In one enbodi nent,

t he valFpecsBwls, other spnsarveadulea &/, tapwnermedydesy priLbgdgcated ip er prsthg cpntyinercagd t he

ai rect (a0 et FfeRRRR R SAD- L ik P HER MR EE 620710 be pushed
2l Fovs 101901 i ?rhaéﬁg%ﬁ%ﬁ&%%ﬁa”é‘cﬁioc SRt L

conpai ek 16k Mmsechihisnieo00oCKkRIC0912adi fFer Hathlyn thetvyliRintcarm¢@ebodr 13611 HI 655-
illustrated . in FIG, 6B, the clanp hook 605 is dlsFosed to _be parti al

wr apped ¢ St tolhgpsipgs 0SS Asr Yo &3y reamstivaly- ol kedpelomaghaisns éﬁ)%@ﬁlué%r
Wth thend mk%% et baT6183P1aR A hBOSs 19, 9NRd: bk k34, ciéaﬁ) ﬁb@é@s@%‘ﬁchﬁ%

the clanp probe 625 is pushed inward such that a cl’'anp bar sensor (e.g., a
mechanipeeie 63\ andla lﬁﬁengmﬁﬁ@@ts@cmpo Homeingsy §50t leahddiSpeuinelobothe ttdd® 2) i s

trippe t trel t hat
Lo BaESTRAELR £35S ks S0l PR LKA b Bhuf 0850
|ndﬁcameﬂmshzﬁaﬁdﬁ27latch assenbly bar is present, the |ock controller 408
activates the valve 634 to prevent the clanp bar 610 and the latch bar 620

from bepavd | 25rmuech HelhahikMS3d & Qv OlaftBing MBIk t HGBLdsih®a PasSive Bi@hikpar ,
e.g., the latch assenbly bar ﬁﬁﬁmnth thg valve 634 in tﬁg g?:tlvated]rg’a

state, n@qebam%whwé&lﬁaha@p @e@thz Iatgh bay 6pf gan gy manuglly meyed iato nositiopand tee | ock
state, f#deiockHR %abﬁeehgfmn@%t% Lannat SRl%h %M%vfeﬁq&motfﬁ{%cll r%ﬁ&r% gl y

bar 635 during nor operation. In other enbodiments, |atching mechani sm
630 carhdletchhar@icae comeryhipogenred psavestrinjsnok. gadosing afigdentthat cpuld resalt Somew

dr e, e 7 | atch probe 627 is used to detect when
b Py@%pgcQ%Rgb%§%&hm%%kgggﬁgﬁgdghnth in the latch hook 615. As with the

fL??ﬁ B e igdng MCAEE R T AL e e
circui t(sH@)%rlﬁl FRS3B3)a Vave 634 and a plston rod 636. The latching mechanism 630 is attached to the
clamp bar 610 at one end of the latching mechanism 630, the end nearest the clamp hook 605, and is
attached to the latch bar 620 via a connector 638 attached to the end of the piston rod 636. An
25  aperture 612 is formed in the clamp bar 610 such that the connector 638 passes through the aperture
612 and is attached to the latch bar 620.

[0093] With the clamp and latch bars 610 and 620 each being attached to the latching mechanism
630 at one point, they are basically floating in the housing 650, having a tendency to rotate about the
point where each is connected to the latching mechanism 630. To add stability to this configuration,
30  the clamp and latch bars 610 and 620 pass through apertures (not shown) formed in the housing 650.
The apertures can be sized to not allow the clamp and latch bars 610 and 620 to translate up and

down significantly. Optionally, the apertures can be fitted with bushings to avoid metal contacting
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WO 2010/ 151900PCT/ US2010/ 040265 al l owed to conplete a circuit, the | ock
controller 408 senses that a bar is positioned within the | atch hook 615.
When t he whanp/@mwol at ch bar sensors associ ated w t h t heCTlusepopsabe 625
and the |l atch probe 627, respectively, both indicate that bars are present
in the clanmp hook 605 and the |atch hook 615, the |ock controller 408 can
permt the |ock nmechanism 600 to enter into a secure |ock state and

Sact i vanesal{eases wheregBahousipgHdhrandinp slppeant datchgbarht 10gnd 634 aie aflgeasle of a
nechanB%%ﬁ)%%MBEQHQQQHmeﬁbﬁ§H CEIg 6F) can be activated when both the
5 15

clanp ho the latc are pushed together a certaln

di st an an . be ch of t.he cla a

ot ch B0894h0 e B ERRESE G2 SoAeiy ~DuiEieh fe [aRa B 8 B datifcctn iR dgs,)
i's trippedombsio vedreabkadil)eTse fdéﬂ ﬂiﬁéi6331ccﬁlh@:t§ﬂhaﬂpldbﬁﬁmﬁér%3al@d oppwitt aitiedvfbar
620 allow the third sensor to be tripped. In this enbodi nrent, the 1l0secure

| ocR st RiSteR A3 heA v alicaytiviherihaferd fing 1. & ghaopplsorgther flujdgoupling. epdgbe | n one

enbodi 7Biied ifth body e a%%ﬁ@t‘ﬂﬁt%ze%t@h FRENARKE dlheRWhd GRRSI @aﬂle&@% pEHIHR QVer .
In this enbodi nment processor (or mcro-controller), a clock and the

val ve @R ¢hagbpr &ésogbﬂ@@&/ l@sothébechaqféhft latehngreRanisse hBiies heelye 6%@9@]war¢deto

di t th
engt ndar * FBidP Rt Ih S Rhpol N AR RERE) BRogs 8 AALAI M AGRA 1 OF
t he swit0g mesigaged ide kichredatan®hsn fed afvor63dissteactdated |(mded)ouhe dunen thear

assenbly. Th ock anlsm for.st ard

pand v SR 07 ST RGNS EuenaRs (51 R BN BR AR oiesD g B B pou
1|1 375 h6'QO lt(o ﬂéerolnb@dgélbnve&b @hﬁh cﬁheg751 d)Ifzé en’iﬂo@hme?f] (ﬂhealb’(ﬁhiﬁlﬁ Zedhdnikm G\Alﬁﬁp c?p-ﬁlbie
clanp 0] 5 ut abqut 51in ron1t ousi ng, en fully

ext end& resa%ﬂem %tagﬂutﬁws eBF}&VPh’&éé“é"c?&HYa%‘F i nches fromthe 20

housi ng when ful ly extended. Truck trailers and cargo containers have
di f f er d0955t dnoar ainbedimantniasklyns34 Fheondiwee given¥Vhsh thetmmeivsokvalvedhani sm 600

can, be 215 8 i bike AFSEANTS! NN GORLALRAL BRNTLAUS R LANALEGT0) The

PCB' s |nc e conponen circuit, suc
| odk ciatlcwithe d&p bdr OFD @nd tihﬂ ldfﬁebardﬂ@mmmushdddognﬂd:r drut hdteo BEORd1edaparc @m

i nclude.the progce sor 404 5424, at S portlon f the
oot o SissaGra) SSER % e b S SRR ke ear iy SR PR L, hS2.
the W righRe& tdRAbthedshds intthelopleidstatd, 6itnos tocagRoddd and the inductive power
supply 448. Ot her conponents can al so be fornmed on the PCBs 655. [0101] The

| ock P' S@lllﬁg)ﬁ%téd Tlate 3 05T dlﬁﬁﬂ W& dogwy dl%g cff AL 31@1% d§ %Ap@@d 560nd a

respectlve backup battery 665 Is illustrated att attery
termi nailosr 1666 aishmblyahae6%5<Qfeﬂrsha1plrlgcconﬂamehdnm Mgth3be @Bmaisem‘ﬁhebdnéﬁﬁ eries 660

Ca! NSRS b BLLRES 0B RS0l | TRISRARKYO A LA 20

Thé" exter nal Pm na connec g external batte
t he actsenser de@,ka mahhmodl lseitcHQE donneztadeo t}tecprmted\mdmt Iﬁ(mrdl 625-2) ipawped too unl ock

the | ock chanismin case t eries 660, fail
R I SRR PR o R M e I et e RarePest viie g lsgial

bat t er 10616603 aWh&Ethe 6ANesdoe 625 Rdiches Per b Bt@Nksestbdy Bges prdknt, ehe 168K | eVe
previ ously stored sensor or |ock data. G rcwtr(éLQ (not. shown) attached to

t he extceptRiler A 3c8igtes Be nilnad i eascveatthpelawp b ¢jQraad thedatgh P?fs@a AN beige
VOb5ag&s k@ raMRlkto &th JtHeE MM PNitRhREDH B%'irfg?et 0, d&, tﬁ@fﬁ&ﬁi%sée%& el ERARANT SM
600. Voltages in a range from about 200 volts up to about

the valve 634 in the activated state, the lock mechanism 600-2 is in the idle lock state. In the idle

lock state, the lock mechanism 600-2 cannot be removed from the latch assembly bar 635 during

normal operation. In other embodiments, latching mechanism 630 can be an active latching

mechanism such as a ratchet drive, a screw drive, a solenoid, etc.

30 [0097] The latch probe 627 is used to detect when another container bar is positioned within the
latch hook 615. As with the clamp probe 625, when the latch probe 627 is pushed inward such that a

latch bar sensor (e.g., a mechanical switch 628 connected to the printed circuit board 655-2) is
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5450 volts and hi gher can be received w thout damaging the lock circuitry.
[0102] A power switch 667 is |ocated on a bottom surface of the housings
650. The ywowero/swooch 667 is pushed by a user to wake upcCThis20100ko2aechani sm
600. [0103] The cl anp hooks and | atch hooks 605 and 615 shown in FIGS. 6A,
6B and 6C are one exanple of |ock nenbers that can be used to engage
portions of a container door, a latch assenbly 10bar in this exanple. Lock
menmber gllewed @m@pm%@r%rthe lask sprteodicr Hi8 enses thehe bm%)k@ltme@wﬁhmnﬁq lash 6A,

6B and ggf 6E°rwﬁé$ﬁtﬁ{? g@a%ﬁ TR 0REErs SQU&?& rthesﬁarﬂ%f)%ge Bhi Ehdathgla'Ec%U' ar,

el lipti or ot cross section fornmed into shape, a J-shape,
a U shapee 6é7q1am§cm\@ly hauhknchm‘daat tms at esens retpe clafn hody 6(F§e¢ndrtha lla,gh heskt to
FI GS. ock NE L$m 600- illustrated. ,The ck
e i bR R BeafTERE R RP GRS Todoo Ll el ief s MGt O

shi ppi ngtiwenthavies 63 Waste t:ﬂneodlmeﬂns m&hllndisunsms&()ﬁbcmaram sl 685 iBWES. @D,
the | ock chanlsn160 clu rods 67 d 670-2 conpect ed
to a stfh )a‘IaB e a@rv&ﬁ% "ﬁ% g" CSI%EHH ?R’jb‘?qrgpe?flé fherlaige g%ﬁjkzéa‘% aé%ﬂlséefhtog@éﬂer a

at t acheertdif dRtahtaNd vall9ran bafeed PkiciBdhe R GhAGID haSthe TR cbhsuchat ch
rods 672 are stabilized wthin the housing of the |ock nechani sm 600-3 by a

first peatksdhind Ensordng. thedurcbbcah sy ikperd) srzpredohisa the valeysgompddahes7s i s
rigidl Béla%{ptlﬁa?@ﬁﬂaﬁ&h B%‘ch aﬁ@ﬂ) z{lfaﬁv%h@ﬁﬁrd%%oﬁ DSeSEGRA 1 dskefﬁ%ﬁnhe%t Qi dl'y

attached to the atc 0105] The first bul khead noves within the
hod8i nge@®Ologk sthigregn be @rherﬁd’n@h@i ahthrecodsosade wipped. t he cl anmp hook 605 is
noved. The second bul khead 677 noves along with the latch rods 672 when the

| at ch hoosig] 6115 ohs embydEtlentTitht 3¢rBbrs aedtGedhddical k@ itbhes bhdfeqirahd pdwee dIbghisa
bushi ng 8 at the end of Ehe 25hou5|P 650-3 near the | atch hook 615 and
the cl AMPOTAUWE: QR aRiPGepRaF (myFRIGoDEY f&ra losk et thi &K st CAYTC RWEHD at t he

end ofObagmhgy§u9&c@§gmguﬂ@arest the clanp hook 605. [0106] A spring 690 is
attached to the bushing 680 and the first bul khead 675. In one enbodi nent,

the Sp nglﬂz 'd?mg EERJ %?ﬁl%%o 1 %%h%e%Laﬁgqlgﬁgg(&% nenl?tcﬂ?ﬁc’)‘k%lgoéle%}%th@o? in

t he |n posi |on as sho fn't e spfing expands
and5Spu Slh‘ﬂarﬂarh]b'l bardll apd ﬂmwclﬁlﬁbﬁs 630, aadghe 16catiomg ckfehdrm&he@rﬁ B8idcihahsitddeot at ch

mechani sm . 1S not. | cked I.n 0 er nbodl in a
Ctr e ciatardsT st R Shofonae TR R SRR 42 5

2010/ 15490QP6d% h@&%%@%&ﬁ@&d B&Jsaﬁa]puigﬁjoﬁeufem Tﬂl@ﬁﬁusﬁlfg 6H0RPsydut EATTS 1ﬁf1nt he
clanmp and | atch hooks 605 and 615 can allow for a_ thinner housing 650-3

conpar éd¢h AV g Th8igkIaaAR0 W 41 Bt R beiesc gDk P08 2EP g Ut 6‘?@6 2pdek to
back i Brdnl@ie MOWSID G nEP A e%en&aﬁoar?d thé Qﬂ&%oﬁ@ffﬁﬂb{rﬁ‘&s RBNt 3tifchkd Fombhe Yet

anot her | ock mechani sm 600-4 is shown. The
20  housing when fully extended. Truck trailers and cargo contalners have different standardized

dimensions. The dimensions of the lock mechanism 600 can be adjusted to fit these and other

container configurations.

[0100] The PCB’s 655-1 and 655-2 include components of a lock circuit, such as the lock circuit
400 of FIG. 4. The components formed on the PCBs 655 can include the processor 404, the memory

25 424, at least a portion of the sensor module 428, the active lock controller 408, the GPS receiver 432,
the wireless module 440, the persistent storage 444 and the inductive power supply 448. Other

components can also be formed on the PCBs 655.

[0101] The lock mechanisms 600-1 and 600-2 include four and three batteries 660, respectively.
A backup battery 665 is illustrated attached to battery terminals 666 that are external to the housing
30  650-1. The batteries 660 can include the main batteries 416 and one or more backup batteries 420.
The external battery terminals 666 can connect the external battery 665 to the active lock controller

408 in order to provide failsafe power to unlock the lock mechanism in case the batteries 660 fail or

21



Smechani sm 600-4 is simlar to the | ock mechani sm 600-3 except for being
sized for a truck (or trailer-tractor) container instead of a sea

cont ai nerwOBhw/15a400h assenbly bars of truck contai ners &ce/ushasmrozsdbget her
than those of sea containers. The housing 650-4 can be sized to fit within
the latch assenbly bars of truck containers (or cargo containers). [0109]
Many of the conponents used for the | ock nmechani sm 600-3 can be reused for

t he | odkn lp@nechearsr-shh aidibion, thegyteragldsfipre 669 hen mERNpRsAgddo dBmessistent ﬁiﬁeagg ame
Size a t f or
ot b ¢ rdt R PR ST spraP o RIP Gl 2" o EEIRTRIp Ak faflo e ket
chanbebaB3p tetrtmfatalsi 6 pam be afnfighred tawihitang large mimgsmoasold airlaeerﬁlbtlhydl c hanber

is hldden t he at cl FI G _6D.. Th f

5t he Peetat Okt B RSB LB Voo R mof bt R ER ol
flubd @lhalvblﬂana?azghemaattieaed&addtv@thbh&iahaglag thkSodkuditchizgd 675 and rmves al ong
with the clanmp hook 605 and the clanp rods 670. The piston rod 636 of the
fluid qappera §dked swm'al 657 156&31@@@%@%0&5& satriROraR Hodsihf\ss9e Q‘HE' Howet shivemd
677 and is actuated by novenent of the latch hook 615. The valve 634 is

hi dden 08y it 1shagttyer useiotapadie ip ghejlpcki hechpgigk 6chani sms 600-3 and 600-4. A
second | atch assenbly bar 640 is engaged by the latch hook 615 in FIG 6F.
20[ 0111910Bhe Theckanneledods ashiafdGeodks(6@6dndOG s%l)awhmlcFIs[iikﬁAa&bahd 6C yirepmek 662
(not shown in.FIG 6 that includes 8 batterie th atterles in
t he batef‘@m‘e 85@&1‘ 8’@?19 rAah E3 R lﬁeﬁa%ae@@ﬂefw Pg 8?’&%?? degin 2 sy

batiper ibasin thid ézleaﬂplé\t L @k hdigbelh@n ltake ot Edran bsditds ehd it 6hr-RpResHW: IRATGS. as
shown in FIGS. 6A-6F, is only one exe I ary enbodi nent. Alternatively, |ock

menber $4c 681284 6. EBnTRgiRIce lack nisabse @%156@ Frsk wishs  girquilas el ligfical or Siher
cont ai Rfdped Rk SXANPhoEmed ke ORARR! 51 QWEda@%h%Q”J L EANLR sRScSEDEd to
door hancf | at ches, recesses formed in the doors or contal ner walls,
hol es beiFmed in the doors or container wall s, rings, etc. The housing of
the | ock nmechani sm coul d be permanently attached to one of the doors or
anot hernf0o1odj t i Referdihg e t€ BIGS 6Deand6It adothemigtiembchakismeiodaris dhstrated €The lock

configured to tached_ to the. latch e other door of the
coftaj ﬁ‘éeﬁgaﬁlﬁﬁn g@%@“&?ﬁﬁ’&f FRRbfdiment ﬁlée ERH%&MW BUINE CHUBIRE A EE
i nsi de thdI8clcABERhRAE 600-1iahd 6QU-2 HivElrARe10ek nlcbRinGA AL NREILH&AHS clanf0
2010/ 151900PCT/ US2010/ 040265 [0113] FI GS. 7-10 show flow di agranms of four
exenpl &p9 QPP HEe-2fcornasiseiar iagd Apee flger heak i andspg leh lpld@ml apheR- of

the procaSSRS 4 aa@@a&&)en%g hbdk BT trhR¥1atp BAd &onal t&qxﬂcﬁm leﬁfaagta@ﬂﬁab' le
device (e.g., the portable wrel ess devices 120 and 320) operated by a

y
certi f ivéthinge hosengpf thaloclumedrmisagf@it3 bydolist hulidped 6Gr andeat seegnd be[kheddq77The
prages C | 0
co%?al ﬁ@; ﬂré“%yﬁ(ﬁ@adﬁ% rggﬂly%gta{h%ﬁ '&1 g faﬁlg {xﬁ é%lo ﬁl%“s ogﬂfog%ﬁ%a%ﬁé Pé’]ﬁﬂ‘
cont ai neaschict teaths &tahredd @2k st at e, com‘rum cating data bet ween the | ock
mechani sm and the nobil e devi ce upon request by the nobile device, and
unl ockijpms heTHeQﬁEt HHBGRANSVEs Wi ThB 8ot g0 m0al SN A e clandpddddd7oRedariid ng

next to FI 7, a flow diagram of an enbodi nent of a process 700 for
| ocki nglagp hook 605 is moved. The second bulkhead 677 moves along with the latch rods 672 when the

latch hook 615 is moved. The latch rods 672 are further stabilized by a bushing 680 at the end of the

Ippi ng

25  housing 650-3 ncar the latch hook 615 and the clamp rods are further stabilized by another bushing
(not shown) at the end of the housing 650-3 nearest the clamp hook 605.

[0106] A spring 690 is attached to the bushing 680 and the first bulkhead 675. In one

embodiment, the spring 690 is compressed with the clamp and latch hooks 605 and 615 in the inner

most position, as shown. In this embodiment, the spring expands and pushes the clamp hook 605
30  away from the housing 650-3 when the latch mechanism 630 is not locked. In another embodiment,

the spring is in a stretched state and pulls the clamp bar 605 toward the housing 650-3.

22



10l ock nechanismto a shipping container in the idle lock state i s shown.
In reference to FIGS. 4 and 7, at block 704, the |ock controller 408

recei ves WO 201opu31908i gnal via the user interface 426. ThecCrrysatosi@enl can
be the result of the user activating a button, a switch, a dial or other

i nput device of the user interface 426. In one enbodi nent, the inductive
power igfply 448 receives an RF power signal and forwards an indication of

t he polRH78| JAang te rofetosppresisesel ofgtba clampdnd tdhdeaky §05pnd Gil & ean Pleweer ¢ o

15t he py; . A4 V4] t I i £ Ss
700 COE@?%%E@Q%%;%#B%%Q%%%%i gggn%ﬁ%%%¥{cegéﬁgl%%ﬁgygéﬁggagoﬂgﬁggggggﬁnand
t 0 t he badcin tholmusiok1660-140850-Bl ock 708 can be omitted if the lock controller
408 is al ready awake. [0117] Continuing to block 712, the | ock controller
408 i ni[b108] eSRHcrBp hte t6PIG.O6F, getsaomer Iy clamechiansds ok shawmoteddck The
details of the @Lotocol vary dependi ng on the tigeg%;gcpnnunication system

that i $N95BYMYN Ol is Similardp Sicdpgionrshamtm o crerdk i oirdioradgckidrs as the

mast er gafled i@tdd SHENRE nstAd ohARAIDAKRP MH 0501 astéhibly bR BRI @nfigehChe Of
t he user being the slave. Alternatively, the nobile device of the user

coul d Iséoseresaves than thpso pEecasanfaingis. IMbehoustigtodBidcen baggediodit wvithn thhlated ave.
25[011§%ﬁ§%Hh&9§§ﬁﬁ&E8mhgﬁmg%%%a gggégﬁkgi 408 establishes a comruni cation
the nobile device. The T oc

link wi ( controller 408 transmts a signal to

th i devi t PIN. . T | k | 408
S 1T et A A R (I R R

order tnechigabo®d. Yotdkampr, the Pk Bt 6351 €k 11tQA8me The atime PCBBRfScFshe TN
into the mobile device and the nobile device transmts the PINto the |ock

cont r olSpaf laehgngshanish &3Graneicaised fop Bothdhauofty-3 a9 rotpckmmechgnis@svery and

handshake perforned at bl ock 712 can al so include a synchronization

por t i orf011Bhc FlGo6K shrechdhiid phandsr 63 2stbatiiaparnoithelatchimg reabimignnd@i Rerflihds a
serial punber., .| 2 [/ 151900PCT/ / 040265.addj ti.0on he, sensors to
o acsSEHTRES biidsn W BB Gy g 00 e b0 0o Br SRR e <
(or anyheofhilié chdnytize 631 illasttdieiih iFI@S | (oNaciode BhisdhidshantbypéiRgs adrhed doalyslitst The

| o serj. al er, the container seria nmbe nd an nsor seria
nuiper 2ol a5 mAYFHP I I e Sy gk O e QPTHB\RP‘?IS&?SS Thprgion !ﬁeﬂ {6
manage g ie. fluhNcRAD L6108 IFIEH 6D iﬂa%m&atta%ﬂécﬁb?th@seg&ﬂttﬁmh@zﬁd GTIAg fis zlclﬂlaﬁb_rdder
to 5lock the lock. The user of the nobile device can provide the container

seri al byumfySTCRifd rlatghpodehisorhs splia 3 hisisties by theiothyT £oraPanama §hik dock
r OUti NenechihiG N 0STRRHOTEN A setct?ﬁd( 1%H'aks%mﬁﬁjvﬂa? 640 R HSRHd b ARMER hook&1F QK S

and ot her comuni cation devices (e.g., thé comuni cations package 130) with

t he | odkGn@dtchani sm usi ng private/ public key nethods. [0120] In one
enbodi nent, a | ock nmechani sm contains software stored in nmenory to provide
a 20weheim¢ iTHedsdkaaechbhish 600 (aaNENOM)Gadhalcwh bhittdri padit@or (ot diessiCia FAG. 61he
bl ock 712, The bsite can . . . .
that includes & batterics. Some of the batteries in the battery pack 662 can be main batteries while

others can be backup batteries.

[0112] Attaching the lock mechanism to latch assembly bars, as shown in FIGS. 6A-6F, is only
one exemplary embodiment. Alternatively, lock members could be configured to be secured to other
25  portions of a container. For example, lock members could be configured to be secured to door
handles, latches, recesses formed in the doors or container walls, holes formed in the doors or
container walls, rings, etc. The housing of the lock mechanism could be permanently attached to one
of the doors or another portion of the container and a single lock member could be configured to
attached to the latch assembly bar of the other door of the container. In some embodiments, the lock

30  mechanism could be mounted inside the container or integral with one of the container doors.
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allow the user to log into using a private key (e.g., the PIN. The user
can performthe discovery and handshake routines at the block 712 by using
exi sti ng wof2owars&oon t he nobil e device (e.g., a web br oORESEUSI109i026S ar
software). [0121] At block 716, the lock controller 408 verifies a
successful handshake if the PIN (or other 15 authentication code such as a
digital signature) received fromthe nobile device matches the o
preprod QHﬁgecFIﬁ}SN -19 shavh Bov dlingesiad foiasxenaplayeessssss for OPQrH@adh@aB@kglr%t urns

cont | nuos OF B oo PR TP P oy R AR AR b PP R
recei vasviae (cat.ghe potatnwirdless detites 130bid 3200 epérated b heettifit ¢ hisee tngrEndisiosisa

request to ck mechanismto one of the latch assenbly bars of the

20shi pﬁig%ng(lc E%nﬁp%cg?r gﬁ'ﬁe | atch command can be received via the wirel ess

rmdul e 440. Alter natlvelgl, t he user could use one or nore input devices on
t he>usdP1idht efledEecessss inchide setheds f?élchtngﬁhecleﬁlﬁalﬁﬁlanwfg@]Sh1A?1n5|°61€9<m?rza t he

I ock cmmhbﬁastﬁ@&o&ﬁggﬁe Rk Hi%l;l%i%%jtoSatsﬁfpﬁlrl%rb@nﬁﬁtz1e1ﬁlsa Bedr®fERBLR, St at e
whi ch can be indicated lashing l'ight on the user interface 426. At

bl ock Fo®mMunjsatingsata beit\rvieﬂrnéhcpbﬁls meghgnisaednd dghg rﬁ@blfel degier Hpen tegkest bynhinmebily
cl anps d%a@ hé‘[ﬂlﬂo@& h@fbcR cﬂgmstnlp?oJHQEé:Ql ﬁ@g ne?5bar5 I'n enbodi ments
a rau

with an ac ng nechanli sm c, magnetlc or SCI’GW

e TR Weoitsartia Flirokk 9y ,lga@%ﬁ'o?%”b%%@%ﬂﬁnapﬁ%io%%%@ e

sengor 15axdtidcBarttdB td HsHIRiRs FonBendr in BB &I1Ofock BRteSSEHHMNS 1 Rof@encecltOBIGH. af‘a‘ﬁd 7,
sensor assom ated with the clanp probe 625 illustrated in FIGS. 6) has
det ect SHbIgFle &l the 1ok qop@olisr AQY recgivesnd R signyl Virathe pest e face 429 H@f‘dnapunf t he

first lsphaitaass ﬁi@t}l:%ltl?)ﬂh&g%tl{/a?mg At 8GHaeh, G8Hd or otELilpE dBvice of the

predeterm ned tine controller 408 enters the unl ocked
st at e amserhtodce?20. metenéwﬂmmhi:gnducgm pafertsheply & refaivaes rah Rdepoaee sigral

untockel e AR R R s R DR R Rop R RPN B I

bl d6k TOprdbeessce4@4t abli sh the di scovery/ handshake, or to receive another
| at ch command, respectively. [0125] Upon successful detection of the first

| at ch agpebly ]l)(ﬁlafécdl\ﬂné 18 i fBn AN ARKpRECsH T OF konfiddoes ot BBl PokwEQBtHEOl | er 408
activates the | atching nechanism (e.g., activates the valve 534 shown in

5FI GS. PBYCessat 444 igwks W@keumom&élkd thfée lask eonredisadits Rlodk 108¢an be emuticd icthe
assenbly RaneAnd 468 alr@é\(ﬁf awake.

[0117] Continuing to block 712, the lock controller 408 initiates a mobile device discovery and
20  handshake protocol. The details of the protocol vary depending on the type of communication
system that is being used. In this embodiment, the lock controller 408 acts as the master in the
discovery and handshake protocol with the mobile device of the user being the slave. Alternatively,
the mobile device of the user could be the master device and the lock controller 408 could be the

slave.

25 [0118] Atblock 712, the lock controller 408 establishes a communication link with the mobile
device. The lock controller 408 transmits a signal to the mobile device requesting a PIN. The lock
controller 408 is pre-programmed with the PIN that must be provided by a mobile device in order to
be paired with the lock controller 408. The user enters the PIN into the mobile device and the mobile

device transmits the PIN to the lock controller 408 via the wireless module 440.

30 [0119] The discovery and handshake performed at block 712 can also include a synchronization

portion. Each lock mechanism has a serial number and each container has a serial number. In
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controller 408 enters the idle | ocked state. Upon the |ock controller 408
entering the idle | ocked state, the process 700 term nates and ot her
comrands wearrotwsproocessed i f needed. [0126] Referring next/useoblo@2e8, a

fl ow di agram of an enbodi ment of a process 800 for |ocking a | ock nmechani sm
to a shipping container in the secure lock state is shown. In reference to
FIGS. 4 10and 8, at block 804, the user positions the |atch hook

near / arrddifien.dhaseasrgtol bsragtochated avil the losk msehanisen ayyi thpeantpines A ssepl nupbershe

| ock i i A i : . i he
i e 1 Qo e B B Rt e The
second cbetrinet feritlranibecindrmg hambisseriplsnundersain ald hesyncbrosiztderbldxkr7 1andaliosv i n

t he unlockeq u can position the clanp h

state, the [ ook and | atc ook
e o Bty hah Ripad Bt Th e BTy kO sfief TRofRir Aber B GRE7
i npot dodkrthd lovk.aTlidectis@he mobiky deave cd2frovillhehel dcoptainesscginbdunt@nakifortadng r esul t
of the user activating a hutto a swi.tch, a dial or other |nput.device of
t he uséFnSPmeélP@l&@ezfzg{rmg R T et Shr e fﬂ@kaﬁiﬁwceﬂweﬁ
processo 84011 §aRbis AHESthat coflnffiicaBd? dWIRE € .4 e RERMERISAond Pk SS LIS with ek eup
command to the lock controller 408. Block 812 can be omtted if the 20l ock

cont r ollpckrmerhgnisng uging pavAje/ Bybdickey pethedy At bl ocks 816 and 820, the
di scovery and handshake protocol can be perfornmed in the same way as
descri heR0hbduene ambafiec@ne Bck ocbhanskscontinsantiwait6ioredeis panidry & yrovil@d30] At

bl gk 824,. u successful canmpl etion of, .t he handshak | ock .controller
2080y ocnryisdREMR SRR SR homaR TR Rl A Bl R MBT B 2l e B P
bl ock &Béleﬁﬁhsbﬁoﬂ@n&ﬁmﬁ]gZﬁ)rivageQd&yQﬁﬁ@[‘[‘rﬁle(ﬂ’lﬂ‘@.ﬁ Tﬁﬁﬁl@ér\lf@ﬁ‘p?forﬁl' tﬁ@fﬁsc?o%@ryh dﬂEr e,
cont ai ner r sensors _assocjiated wth the |atc 0 t he cl anp hoo
(e.g., }?P@Eg‘fea{ﬂﬁmﬁ? BkC Blgrl ¢hr @ﬁl%l%lﬂ%squ%%&a DUGAeE €28 *Stwn i n
FIGS. eRwaRfothil&aprhecysed to detect that bars are contacting both the

| at ch hook and the clanp hook in order to identify that this is a request

0 2 RPN "SRRI RD A A RERHGES | ST AREIGERN hophe, T 9 ¢
cansbe jathsminaﬁm tcalt cshnr}]ms rvdigichl §ip@ture sreckigddi frtgl}uths madblile dévioamabthkees|tlat jorb-

i i 700, 10/ 151900PCT, 2 040265
Po1as) Pty A, e TP e R e T SR e DB I oS

Al t er natidcéaliyl cofPRtibis 8f the RAHdehalts BhOPBc&E cdMinged tBPck deyi ces on the user
interface 426 to i ssue the latch command that is received at bl ock 824.

[0133] [f¥22p! omlwzosmgldcﬁ%mfo@l@f ﬁf&u Eliv R Q8ak R aNRRarf Fth iR Mobik At fice € 9
the unl'ocked state or the 5idle |oc eg state, and enters the?ocka [e state
whi ch dan ldeh ¢omdnadtiea rdgyesa tof logsthic hagk Iniqghanisgmtot dne ofi dwrlatrinasserhlbly dag 26 theAt

bl ggk %ﬁiﬁging EnHRE. TH T IEERARRR L b8 RELDG JiH e RS LL RRalikc 96, ATBRYRALY
cl anps

the user could use one or more input devices on the user interface 426 to issuc the latch command.

[0123] At block 724, the lock controller 408 exits an unlocked state and enters a lockable state

which can be indicated by a flashing light on the user interface 426. At block 728, the user, in

response to seeing the flashing light, manually clamps the clamp hook on one of the latch assembly
25  Dbars. In embodiments with an active latching mechanism (e.g., a hydraulic, magnetic or screw type

drive), the active latching mechanism could perform the clamping at the block 728.

[0124] At block 732, the lock controller 408 queries the sensor module 428 to determine if one of

the sensors (e.g., the clamp sensor associated with the clamp probe 625 illustrated in FIGS. 6) has

detected presence of the first latch assembly bar in the clamp hook. If the first latch assembly bar
30 635 is not detected (e.g., within a predetermined time limit), the lock controller 408 enters the

unlocked state at block 740 and the flashing light of the user interface 426 is deactivated.
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cl anp hook and the latch hook to both of the latch assenbly bars. This can
be done by the user pushing on both hooks causing the hooks to contact both
| at ch asswotzby/isa908. [ 0134] At bl ock 836 and in further pcefiSec@nme2sd FI GS.
6D and 6F, the |l ock controller 408 queries 10the sensor nodule 428 to
determine if both the latch hook switch 628 associated with the | atch probe

627 and the clanp hook switch 626 associated with the clanp probe 625 (and
opt i onajubseqaent ki ngerigithernl@dsd stats ot blacle dHontheressssn/ O0san eatwno blaek T;keh bar s

610 an %10@%@26’ t cétsgbﬁs(ﬂQEe @iz&vﬁl@%aﬁgs%ake?‘%r d fé(%%%ﬁgtpéqﬁ%ﬁ%%@%ﬁﬁ% g%g%io vely.

trip there y tndicating t presence o oth o

o= A, s yeRE e (R Phisdaed® LR

cont ai ARy lockt &Eonh’@ﬂerblm% ict&mys (ﬂ{e IhfdBing @RERF)sndfeqy. hotivARURET Ak {38.s8own W thin a
pr edet er m ned he | ock controller 408 enters the unl ocked

st ate, Féﬁsbﬁ)o%tﬂemhl% a{ﬁ&cmelp%erﬁhﬁesmﬁ@ﬂr figst latphpassarably pag @ theclack o6 i s

deact i wghi@fier FIPSRAYBREAIE %cﬁsa ﬁétb NGpbihhe Yotk QEHEG S LEH Erterld@ndHIRAESS4800 can
return to block 804 or block 824 to re-establish the discovery/handshake,

or to rtgethearenset WOtemunaies avd phghenmpaxip een hampeessedof eepds] Upon successf ul
detection of the bars and/or the door(s), at block 836, the |lock controller
408 act[012#] esRderriag abitngFhe.d)atliosmifgarg of art érabodirhare 063 Arooéss BDGEr 1&@kingat
block l.ock nmechan snrto t bar s and he_.l ock

o or s ks B g bR P e I e e T Y ba e e i HOS fe

pr ages sindQ Ot bRIRR DA tRSusaNsbsHof & the CAMRMU e SRo R AReeAIfedadsémbe Behest.the
[ 0136] Referrrng next to FIG 9, a flow diagram of an enbodi ment of a

pr oces $hippe coptainge dhikg rlﬁ%reiCH@H%tSéhBe%wre@wdr%@e Ifi5% katehespeirh 18 RitdHdthe he

nmobi | e 1&1@chﬁ%tatéi NhE GRPERSEMPIY r&afc RUBSE mBdhahiifh ORBl iR AeM A%y, IreheSIBGNWN.
Bl ocks 904 are perforimed to establish a secure conmunication |ink

bet weenmdacheniyug srmosattashid te eifbaribeandriglintheulogded slatet theubacanp@itiopthe PYrwopks
904- 91§mgﬁ%uﬁkgkkggi&?mkﬂﬁmpﬁn%ks_704-716, respectively, discussed above in

reference n-one enbodi ment, a website stored in menmory of the

sm.is d to establish the secure c ni cat.i on. |
ﬁ&”ﬁﬁi}a’ﬁe e g B PROSESSHDIFTECCHEY P IPYHieeh W a s eI BT TRen ‘% %%68 The
bl ocks i@ si@af ce@be e rQik b @6 ubdr adiveaskA eutedﬁmwmm dRNod dthds ikjRs ddlidaady
been established (e.g., during execution of any of the processes 700 and/or

800). hADSPOTBFRFIBBOPCT/ US2010/ 040265 [0137] Upon successful conpletion of
t he handshake, the lock controller 408 receives a data request conmand from
t he nol0128] del\hi)cmereeetivimg ‘dne Im}:@lﬂﬁgnaTrthe platas feQeresihucanbianldd Ranhdrethe r equest

to transfe it 400

O quoa e BRI Wb T TRRaBa RS T bt b S T con O B 16,

t heoactlbskeoh@6ller a0hisratbdBravd@8, transmits and/ or receives the requested
data to and/or fromthe nobile device via the wirel ess nodul e 440. Multiple

pi eces [pf29flat & H16dks RE6 SRITPONIKE AfsEElehNarfi Hal&hath $r6GEHIREN B piFRGHKd Ffle same

way as described above in reference to blocks 712 and 716, respectively.

[0130] Atblock 824, upon successful completion of the handshake, the lock controller 408
receives a latch command from the user. The latch command received at block 824 can be the same
25  latch command as received at block 720. Here, container bar sensors associated with the latch hook
and the clamp hook (e.g., the clamp probe switch 626 and the latch probe switch 628 shown in FIGS.
6D and 6F) can be used to detect that bars are contacting both the latch hook and the clamp hook in
order to identify that this is a request for attaching the mechanism in the secure lock state as opposed

to the idle lock state.

30 [0131] Alternatively, the latch command received at block 824 can be a secure latch command that

is distinguishable from the latch command received in the process 700.
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[0139] The data request conmmand can be a request to comunicate | ock
mechani sm status information. Such status information can include changes

i n state wb2ntvashwok nmechani smincl uding, 10 for exanpl eCTASROvAB26HS (user
initiated power-up), unlock events, renoval of |ock mechani smfrom one or
both | atch assenbly bars (based on contai ner bar sensors), irregular

de- engagenent of | ock nechani sm (non-user initiated), and | ocking events

(bot h i3] | cBhe latekicepmandecan bg kecsvedig)he wielpssrugsiuiceid). dhiermytivaly.dhaovsed wi t h
a tine cShidTRe &% (gmorgnﬁﬁﬂd@vﬁgs Me@p u;]ér Wﬁérfacgz Q%" QJ 155-[1@ %eq%ﬁlc&ﬁﬁll Pthal mmnd
can be a request to cormunicate a contal ner nmani l'Isting the 1500ntents
of the reftivepangodoitai ner. This can be a request to conmmunicate the

mani fest list to the lock circuit 400, e.g., when the container is first

| oaded,[0m33] mhem@dngom& ﬁi&k%oﬁfoll%hﬂ)&ﬂ@diﬂeﬁhﬂﬁﬁedﬂ@tﬁ% e€hamngadlocldiatdequrst for
the_manifest could also be a request to receive an already stored manifest

f r o t e lesked %%twaﬂtent&@dhf( @clgable St whichsabhindicafed byp flaghung light gn the user

dest i nag@nk-420BAk hest 83znhfard§@ft {nQBspoAdt th & fie ﬁé‘fﬂﬁnfgl light kRaL A1y @m@ther
aut hentication codes (e.g., a cryptographic o] for "devi ces

;
20ass o@iaauﬁéwowan%th@ tgch hﬁﬂk t@rb@th@iﬁrhg d@tcls@smably hemsm dhis cgla done by dlee yset k
seri al %&?bot@ RORICAR oS HE 1163(}1(5 Eh)éB‘B?arct bcglg ﬁ?c?lrassseﬁ‘[b'rhﬁ?l!)ar unber and

comuni Catl n subsystem seri a ers Itro ‘est information can

i ncl ud |Is i nclu n e hi st o i nt enance
| ooatt I Germ b ARG RraRisags Sdufid: &F ant FoBRT e aPlSlidrael B e
datia r egliREIor GRATRADS FEGRiri@t idboth ieakicRBEbICHHICH 62% 8RoaBe@witRetasich bR be
recei ve _sensor 25data that the lock circuit 400 has received from sensor

nodul e$?48abF slagw heek Avitghed O dntosiatrdrvithohe flagimpsebs S sandprtionelly eilist nodul e
428. SuGhcRe§LANES e LM Qotpﬁle@adﬁp 4 1hEREXS BE BRI BMRBLthRbdsAD a0 §72P‘élé nts

during transport. The request for sensor data could be related to al

sensor gliscpysed dwve)dmyeseendupiied. thpsby indioatingthe peenense pEhoth pethe éﬁmhe@ﬁe@@lﬂ ata is
relate 0. 4 The h a
|Ocatl%ﬁ&|g§w¥%$%% e1%y§?éﬁ@ﬂf§6$QNH9@%§%RH5@P§%§ |§ﬁﬂ%§%%8]ﬁ5@9ma§$

calléul aleeedtslthe frivend@RE one oehotle dod82f the corsdindre € thebark endiertin @/ooﬂ(z)ﬂ,are not he

D10, 1 5E0hsRks Rt & PR ER T DS P b okl il B ey el et

sensor pirka44 had fasiReias lishtf et uEcticc 4526hg1daabtevaltearnswsea2&u & erltdihg the
per si st ent storage 444. A ternativel the request for sensor data could be

a requédlockytstae. dhg prachss 8k retimgablogk SPhonilod2d 4 ee-establish ek circuit 400

woul d rdesfcwe@y@aﬂagﬁdk@rurt%@&% arﬁﬁlﬁerr@a?c}ﬂc(fo?fmﬁnhereg ReWRs ed sensors. 5[ 0144]
Referring next to FIG 10, a flow di agram of an enbodlnent of a process

10 f I i I t i o) [ homn.
b o MBS oM el RESHIPRIRT A M AT ARG RO BOME Mo Shnr P 0
bet weer08 haivage b 'l@chimbinkehadiemi(c.g., amdmhh®3hoﬁRKﬁbﬁlﬁﬁ%&@k&%@ﬁdo&hﬁehkbcks
1004- 1016, ar.e si C 704- 716, di scu sed above
O arehty B Bt bt otk Bt Rl G B pbebe b Sl DB g TS St
CONMUNI|§ektsk) thd frbcelObmScdlinfatind RaRP casihaklsiceBIpoessgad if AldsdbMy execution
of any of the processes 700 - 900). [0145] Upon successful conpletion of

the haqg{gjﬁlk%f&%ﬁ% hé’;&'foﬁ tg Qld, ddﬁ@ﬁn&?ﬁn?érﬂ@&inﬂ&t‘d LBﬁ)'ées%@UN?d?d fromthe

nmobi | e ce via e Mﬁr ess no fromthe user via the user
i n2ér f zommyBBhting datd atkechOROlock mechanism and the mobile device, in response to a request by

the mobile device, is shown. Blocks 904 to 916 are performed to establish a secure communication

link between the user’s mobile device and the lock controller 408. The blocks 904-916 are similar to
the blocks 704-716, respectively, discussed above in reference to FIG. 7. In one embodiment, a
website stored in memory of the lock mechanism is used to establish the secure communication link
30  between a web browser of the mobile device and the lock controller 408. The blocks 904-916 can be
omitted if a secure communication link has already been established (e.g., during execution of any of

the processes 700 and/or 800).
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[0146] Upon receipt of the unlock command, the process continues to bl ock
1024 and the |l ock 15controller 408 deactivates the | atching nechani sm
(e.g., aweassiwsidoat chi ng mechani sm such as the val ve 63¢TafS20006812665, or an
active | atching nmechani smsuch as a sol enoid, hydraulic cylinder, screw
device, etc.) to allowthe latch and clanp bars to be noved into, or to
nove the |atch and claimbars into the unl ocked position. The process 1000

cont i nU@B7ht Wpasckeceaddl, commiatien phiic hardshaksnthe kick spntandigr it repadves lelatanl ocked
state. r \Y

ndi cat S e SRR Shhah: AboRCR RR0: (5RF0) 258 e b Pnby BT rueyy
flowd |t@galafnrdﬁtaafr0pr e embild d50ccf to thednekoditcun g 0dtone reqiestite wscivodao fromrthe at e
in a siqggg %r%gp of devices including a | ock nmechanismis shown. Bl ocks
1154, 19 i and 1166 ar e perfornmed to establish a secure commrunication
| i nk between the user | e device and the | ock controller 408. The

bl oeks (4438 Atbeck 91%6@6 aﬁwe 1ackeronirelles A, (rgpsrpits anglier pesierstho rrapeptopdata to

r especth¥8} FomhSEUSRERVRPOMENd \wlra@srs%&dﬁfembo Milifple fiecdstE dbta Gk Be 1154,
1158, 1162 and 1166 can be omtted if a secure commruni cation |ink has

alr ead;ﬁoméélﬁlcé@ﬂmlth%@épctl@l@tblocéﬂ?ﬂi‘lng execution of any of the processes
700 - 900). [0148] Upon successful conpletion of the handshake, the |ock
cont r ol[0139] 40Bherdataatyiest camnant] kenbd €atjiantocodemmicag lseknaethanismaamsuni cat i on

nodul e .t 0 enr ol i.n r of device hat th ontroller 408 will
o BrEon o Satyidti ot Ba in SR e TR shit e Ot e b T Re oG] ok

1170 casr BempRC&IHVENY (@et iRiawdpalvessp)MBdodkecvaAl), rEmeval af 1BBID ik ehad RMI fégm OF
froma renote data center. A sensor or conmunication nodule that i s being

enr ol | &8 eahpth Eichastabhy bars (hapad o cOBRUIE bas §eRsgs). drisguignde-cngagement of lock
2010/ 15149%9&13 el (Mﬁ%@%ﬁ@iﬂ@&)ﬁ gn@foclglﬂg e%&t(ﬁbtﬁ &dle i(ﬁﬁtan(q gl%ulle%’éf( e@@ﬁt@a 'Ea%ﬁn is

securing or a sensor subsystem associated with another contal ner.

sensor ngnifeswptiniscioredwithrg tok stanpde-gi, Srgravigh Meanolimed can al so be
associated with the | ock nechanism (e.g., the wireless nodul e 440, the GPS
recei vgo140B2 Tite dabareqestsomnimd hiebd2 B} udt toc@mnidi@Assomnaied mahifdst Hsting the

co ni cati ons_sups %stenlasso ated with the contai.ner, The, Sache ti %$t|on

c &ANEHS 8&&8 NG BRIRPCTo T M <BP Dt Bgre A onRRYrihe genifeshliG

a publ icab@r 4002t 8., k@¥n BRicHatainBlid Blst WRAKY, bEGBENVIhE Gorithifs Atthbendifathh@n code at
the bl ock 1170, t he Frocess 1150 continues to bl ock 1174 where the | ock

cont r olch#eedogheiseuast 105 Hisdnanifes v ialsa OF 8 FedupT ko EeiHe thareadnsiaied granifost
communigRat i@ mocmﬂ%mwe %h WHig t}fé%ﬁﬁﬁf‘ef %%s% a%%aﬁoﬁl) aRpARtRt RS kbR canT hE

communi cation |ink be a wireless link established via the wre ess
modul e idd@le sgmalanumbctecbrloﬁhq:k a\(tberglcatlcmwéﬁl (rghedryptaraphe sy ockeshb rformmwso

g her,& H%? i@](ﬂu?[c]cf( Ql%cﬂa?l?s Ingun?ahe san Hbuds 5@%@8&] Er‘é % e ! ock

chani's pon es communrcation Lin | ock
1174, tshéal pnobassenddrseriad amﬂnbﬂums cbi@munication subsystem serial numbers. Add1t1onal

manifest information can include lock maintenance details including maintenance history,

maintenance location identifiers and maintenance technician identifiers.

[0141] The data request command received at block 920 could also be a request to receive sensor
25  data that the lock circuit 400 has received from sensor modules associated with the container, or from

sensors in the sensor module 428. Such a request could be made by tracking personnel at various

points during transport. The request for sensor data could be related to all sensors, or the request

could specify which sensor(s) the requested data is related to.

[0142] The requested data could also be associated with a location log for the system. In this case,
30  location data that was calculated by the GPS receiver 432 and stored in the memory 424 or the

persistent storage 444 is communicated to the mobile device.

28



bl ock 1178 where the | ock controller 408 and the nodul e being enrolled
initiate a discovery and 15handshake procedure. If the discovery and
handshakewprooedue i s determ ned to be successful at bIPOTRIS2LBA4026H€e
process 1150 proceeds to block 1186 where the | ock controller 408 stores
t he aut hentication code in association with the enrolled nodule into the
menory 424 or the persistent storage 444. |If the handshake procedure was

unsuccd®@&Bl|  TheHequgted erpeerydatirr@uldisdenrak datp the batioges stoscdrispdesbidindie bl ock
1178. 7 t ak
%9%120}%&4 Jr‘ﬂge P%@ mkﬁag%mg.re%@aco Llffgl{e[ﬁ%gue;@% fopéﬁg& dhth (Buid of ake

vari ous control | ecelve t aut henti cati on
code f romestHer mpdighescheir ngdmgr iolwhach caph @redotkharcati#h@moildattriore codat scogrd be
encr ypt g Qr. oL, I n qpbodinents where the authentication code of the

states from t F (r)eiq|u%sée s€

nodul e "bei'ng en |sn%”%ryptographic key(s), the lock controller 408

and _the npodul e being enrolled coul d exchange aut henticati on nessages using
the’cr ypthr dptreng 859 FGok0, elavstiagram pf frrantrgipoheht postss S0 %iste
recei V%?llo!@hﬁn%%lbﬁ&ﬁe&ﬁﬁﬁrﬁ(ﬂdﬁﬂheéﬁ 8k cOtRRK iddnbnl %l@ck@ll'@déldt% 168y aRf @

public/private key pair, the authenticity of a message could be verified by
t he semsdprnpdde Fsablisleas¢onty nuigiiqatipn Eilgbeiweanghopscy's mobda devieesind dhetlpek
sensor ' | " e ) Ol d . i.fy the
it nent iy i . PRACHRIES K- Al SRS SRS P04 7 [y E5 e RGN

enbodi rbentesip r¢fhrendean dish.ak el lprbbards $0G 1 (Db eak bd diiBted §f aschirdicoremuinioatain ljpkocess

30 t he | ogk | 408 aut hept i cat h i cat i
SRS R Sl L e LU

control |l er 408. The bidirectional type of WD 2010/ 151900PCT/ US2010/ 040265
aut hent!PH3 i dApoR) suesrssfeleonpistion pf ﬂl?émdéh%nﬁhﬁ Hick senteiler H8ys¢avad P dbloFlons .

Siml arc_oﬁriﬁ{aﬁ@ ﬂ%mctﬁ@mgﬁiléjcﬁ%ﬂ:e _Q/Ya th@ FireRESRbARE 4 Qllncﬂ‘i"é ﬁs@ﬁyim%s@r ih@rface .

aut henticate the | ock nechanism [0153] At block 1190, it is determned if
nmor e nvd0l adlagkdd2t o be enroll ed. A user could be queried by the user
interface 426 as to whether or not nore nodules need to be enrolled. If it
i s Sdet[erds| nddpdnhateciptof thervalotb dothmand@ e frocebecoarnngds lteblock hiR4pnddedsckl 150

prqceeds tq bl ock 1194, ere the Jock controller 408 transmits enrol | ment
o RS lew@_ drEivirs &“@&@ﬁﬂ% Hl?fléanlf&b(%t% AR HIBICTES RETHEE IR 3 Bifot

dat a cemtvek34 WIFICIZeY &dr ah SctPRIAteKiAE RBcRARNERERL ARINnoRY, Q%(ﬁﬁlﬁic]e%lﬁﬁ)der,l sereiior €
nodul es are to be enrolled, the process 1150 continues back to block 1170

to repdariceIste)dp sbenihcdaich adxlyersary torey, mavedAnto.jor pgmoyq g latghy ! et b0
10[ 0154}, ﬁ%ﬂﬁl@d&e&ﬁosﬁgﬂﬁﬂb BRIERN 0P HkifTesGRBloAL $R28PFMAE HRNbQ! dRblofidrABR 2

| ock nmechani sm usi ng
enters the unlocked state. The lock controller 408 can deactivate any lights or other indicators on the

20  user interface 426

[0147] Referring next to FIG. 11A, a flow diagram of a process 1150 for enrolling other devices to
communicate in a secure group of devices including a lock mechanism is shown. Blocks 1154, 1158,
1162 and 1166 are performed to establish a secure communication link between the user’s mobile
device and the lock controller 408. The blocks 1154, 1158, 1162 and 1166 are similar to the blocks

25  704-716, respectively, discussed above in reference to FIG. 7. The blocks 1154, 1158, 1162 and
1166 can be omitted if a secure communication link has already been established (e.g., during

execution of any of the processes 700 - 900).

[0148] Upon successful completion of the handshake, the lock controller 408 receives an

authentication code of a sensor or communication module to enroll in a group of devices that the lock
30  controller 408 will be permitted to communicate with at block 1170. The communication at block

1170 can be received via the wireless module 440 from a mobile device or from a remote data center.

A sensor or communication module that is being enrolled can be associated with a sensor subsystem
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process simlar to the process 1150. The functions at block 1154, 1158,
1162 and 1166 can be perforned as descri bed above, but the | ock controller
408 receiwexoavisaebhenti cati on code of a sensor or conmmeairastélondezesiul e to
de-enroll. The lock controller then deletes fromthe nenory 424 or the
persistent storage 444 any information related to the sensor or

communi cation nodul e associated 15with the received authenticati on code.

[ 0155] awltewonfémé? fapicthe togk mechanisaps secufipg o Hscasir apbsystemswristsdividranoter g
proces tQ: r ion
Gat o, - ST oleaPREE e Ry AickmELAE Ml ik ink SRR SR vl B BB Do
after ttltrﬁeloslermsdmslsmr(d g6 dmmmlftsatrriOdnle ﬁﬂ@l,uh@§P&$®@wma43é agjthersendoe rriOdclle 428)
nechanisn1 ave be %. qh | ed mnth th ck nec ﬁﬂh95|n {Rrocess
1150. A% aésofiag Virhe 2opry OUH IO %csla upw% e8¢ mc?re{rem | er 408.
TheSwah&m@mﬂﬁﬁmbﬁﬁaca@bd@ﬂm@hmhMmE6h&dy$@gmﬁk6kﬂu®ehgsapﬂﬂm&ﬁﬁoﬂﬁy), a
wakeup t ered by one of the sensors of the sensor nodul e 428, or a
makeupIPﬁkgé@P/ Ed“By2bne of the sensor nodul es associated with the shipping

contai ner. O her wakeup trlggers can al so be provided. [0156% I n one
enmbodi 1@HY] dUrcarsenivipgtha lauthprtcatiadcoda pighe bhék §hi0p pic mepcewntl 4P pentiniesides up

the 25 o%ﬁkl 1% {é{géﬂa :Eheéllgg( %'nﬂf)ﬂer %? Qstﬁg\éﬁ({s Séo négaﬁgrgf_lrﬁce\glﬂpﬁletsg%of &d uctive

power suppl or exa e sensor ttach to the door
of thecsmnmpwwgnmnnwaﬂwhmhﬂﬁamﬂmmﬁmﬁbnmxbouawoﬁmaHWHb Tle pnovirdetisubdhk a

0 A R R A e TR o oR s N R R R A AT S TG S ol

( haw NGheApro @RGSR 404 toadndther amq)olﬁeite)lf)he%ckanwh@mmmot ¥ymSdogipdher(t Baret B@tha ldcknge
of about pne cmto about ten cn). 30[0157] At block 1108, the | ock
cont r ol"SSPAUPY)- r ecei ves sensor data fromthe sensor nodul es that it has
been paired with (using the process 1150). The received data can include a
ti mest AP0 o Wronsisigblathing thicamaurjegtiopdink gt tae blogyO1 174, the process 1150 continues to

2010/ 1%#9039??&6“ % N 40265 1035814 Fhe g %g%{oph& i a?dléceo%#%g\a t he

sensor I'ng communi cati on e sensor
usilhg rhamdsbd&l soceduie] &fth¢ dis¢dveryding anhqke@mbemaa dsdesdmlrmd od ba:s:mlccaﬂsfabajs sed

o ook biEd TERIN GRS Bl EoREA PRSI FEneReoRbtlPal: 83080 on ¢ e

aut hentayhaiticaiord€sdd én 9adiationeviteis eriro NeSm &dul Ointoettle Metnlarwlwm dﬂghetﬂwslmr@c ess
1150 di scussed above. The authentication at block 1110 can conpri se

verifi cRragsddos dhahagrdshake Riogrerqives unsesceysfiddhe @ﬁcoeffﬂrygwd SRRIshIC B CSEHE &

nunber oh@bhgbcf AR of aut hentication. At block 1111, the lock controller
408 determ nes, based on the authentication code, mhether t he sensor dat a

re%ﬁ' Vjﬁll,sqﬁ bfhe%%n&'s%l%lg 1ﬂf§<ﬁ%1lf}e%%ﬁ{)rlnged a Elo% 1 '/%uct_la_tf%f% Ivgﬁ(#]uscfgr h%k

poSiti he 'process tinues to ock 8r se, & process
101100 comtiallen$0& @uhl ecdise thd @ﬁhamdatiohlcﬁdé fromehd momllwbem@enrsldmls @’held diica and

per f or m anot her a t he cation check. 6 | f the sensor

Dot hontrEesigon Gtk CROMbF BiaranedogoL: regbop s isarit: B ATaU i d9de EfBr y

424 or nhdiRlefRIry chtRRY issd &mﬁggaﬂﬂékeyﬂ)eths B8 QbnteAkA4 08Sang Y @EdI1ObASSOCI at i on
with a tinme stanp, which can be provided by the sensor nodule and/or. the

lock COMAE Ferd HoBIETHENSEITE b HaTae A | SRt Oy (Y o F @r@ATRly: ihch
| 003t | QfthecAtiéPedde reckRIbY BR 1GZRROMEEIRY UBE atbieck: 11781s% piblit kB g de a

public/private key pair, the authenticity of a message could be verified by the sensor module creating
a digital signature of a message using the sensor module’s private key, and the lock controller 408

could verify the authenticity of the message using the public key.

[0152] In some embodiments, the handshake process at block 1178 is a bidirectional process
30  where the lock controller 408 authenticates the sensor or communication module and the sensor or

communication module authenticates the lock controller 408. The bidirectional type of
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conplete | og of sensor data for later transmttal to an external device or
operations center. [0161] At block 1116, the | ock controller 408 determ nes
i f any ofwoOhelgen®ors that were polled at bl ock 1108 haveTalsangad2sd a
state that triggers a report sequence. A change in state that triggers a
report sequence could be a change froma non-alarmstate to an al arm state,
such as with CBRNE 20 type sensors. A change in |ocation greater than a
speci f iastherficstighdbowsgaguie ‘éﬁré‘@bkwp@g@mcaﬁwp@pth digggtioqs c 8jnaifas methods caybest r ai n
gauge SensRy ik Qenga%r%GBﬁﬁﬁmm%@d? bl GOK hRORRiAN alert, e.g., in
orC| y ocC

response to soneone attenptin renove t mechani sm from

Lo162] iEorm i S’d?%ﬂ%‘ftef‘w&% S R RS S

consi deferiddbysh@bRs intotmanal@4s t6 hav@er @fnotindtcasodulds ndet thibplefrofed S@htSs i N
making the determ nation at bl ock 1116. The | ock control|er can use

pr evi olSICYMEPGENGBAS RO 4T P &e sl hernsocerp o0 RFrsessisito block { e whee ¢ he

lock, 6Rl bectdnvielidn 408 BrahBkitsNGrAndat FeFARsA AR nRlwiklQs kokdit@4b to @e aRBNYe Of
state of the sensors, and/or the lock, is actually a change of state deened
wor t hy defice efpoietrotrylatamester. adichewsrtis nﬁrfOémlrxgathﬁ dreliment arO@@ﬁﬁﬂlléQ i enog¢ gnat ur e
of the r t h

t he Ioé%£@%%§% %P?Eﬁbgﬁgﬁﬁé?%%%fﬁgp% ase %%k%ﬂgoéﬁﬁﬁpé A e sfgﬂgfﬁgg¥h%he
new st dMakotl0hél Bohbisneb2s é¥andlldk/ cont ai ner system For exanpl e, the
cunul ative signature could indicate that the lock is no | onger attached to
t heocondes4nersensdislo Caimmihi@tiod mogdlks tdhtaldéHe@dlenrolled fbmta Ibblembaakismuismgaur ed
to the WD 2010/ 151900PCT/ US2010/ 040265 cont ai ner but the sensors indicate
a possiPEIcEss sHbHade 81§ presesp. 1 150 héhe Bagtiong ashlpak | 1ndi Hadel 0Ra0d { HY 9286k i s

| ocked . fitmdahe d@sQHBéH ABBle, BENBO Rk DSt oHRE £03EGXEERS laN Gull&ftfcati oAt 6F ALdn@S
motion, etc.). The type of cunulative signature state that Is determ ned at

bl ock Pt g@ningnigaieed, madulesto we-cairblodihpiask sonttpyler then Hdetks Gomtthonprapry4G8 of the
i denti f % st%)ﬂ] %?44’4‘c an%mnh%ioﬁrréﬁ{ﬂeﬁigpd%éFegl%rto%i%@ﬁ%h ?Jhtrh&idl sgé]?at@d renote

data 5den ock I'scusse none o e sensors
havé chaﬂghﬂmsMambanmmdhm%nm@&alerts have been triggered, the process 1100
continues to block 1128 where the lock circuit 400 returns to the sleep

node. |[01%%)S€\‘V$tﬁl’ref&%§cectbﬂ€eﬂll§ta%@r ARGhRTor 3R cBbRTihe AT a PRRBsstIND@ERr ed, the
process 1100 continues to block 1120, where the | ock controller 408

est abl oBp@ENSA LSk AIFHILATSIOR SPRsRK AR 1eration dise raY Phefcrdatemaptioniy Hhoxd. {The
oper at ' Qﬁ:ésdsllqgﬁ RiEle ﬂe%i%rrﬁéd aﬁ'{e%ejsel%ors[ag& @? mﬁﬁﬁatﬁfﬁ 'le%%géogﬁtel Wikene Mk be

establis using one or nore of the wreless technologies included in the
WI r el esgechoduh bavkdQemerg elisisweith thb boek mefh@l&nmlmnmnh@ atdcoss 11 FhkAesagabllDEHed at

?ﬁul i%’gc%sésgagor K %l% "%Eth% l%\ﬁhr%\ﬂﬁg sat ) ]? ?&nrbe %egigglgall Vycﬁ(!:c?uie wiglkeup

av ai | algt.e., oedevaatak), a Thakeuphteiggeediby oviei of thecsonsvune fakd ¢ Seﬁm nddnk 4251@ awsaekeqoul d

be based o r edet er m ned oi ce st i.n th a | owest power option and
SN ) Mt GRS IR AtCRE SRR BT ST ol Gt AR
avalIabhgxﬁhgﬁaﬁbbébnbk@gk 1124, the |ock controller 408 provi des the
wirel ess nodule 440 with data which the wirel ess nodul e 440 transmts to

the opgg Otrla oﬁ@@ﬁq%dlm&ﬂ 2 dal& dﬁ@cﬂle‘ IBGHMAE AN ﬁﬂig&%{a f%]fftsr‘]‘g gghange

of state O? e sensor ata i ndicative of the st ensors
andbor loktcarcuind0at p\REID power signal received by the inductive power supply 448. For example,

the sensor module 128-4 attached to the door of the shipping container 104 in FIG. 1 could be able to
provide such a power signal. RFID power signals (e.g. ISO/IEC 1443/RFID standard power signals)
can penetrate walls. The RFID signal could be a vicinity signal (having a range of about one meter)

or a proximity signal (having a range of about one cm to about ten cm).

30 [0157] Atblock 1108, the lock controller 408 receives sensor data from the sensor modules that it
has been paired with (using the process 1150). The received data can include a timestamp to be

stored with the sensor data.
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20of the alert that triggered the transm ssion. [0166] In addition to
transmtting the sensor data at the block 1124, the | ock controller 408 can
al so prowdeotdsiar el ess nmodule with tinme and | ocati onPdattES2410/00@265
transmtted to the operations center. In one enbodi nent, chain of custody
data such as a serial nunber associated with a sensor and/or a serial

nunber associated with the | ock mechani smcan al so be provided to the

wi r el ed81585nolhelleck eonisellar 18h saepiveseilic seseitiatadpyersiabliding coampercatipphigF) with
some eqpeos@hﬁ lﬂ{o%luleg Gﬁngw&k gﬁ’r]h apﬂ) tjhé ﬁ{é %/%ﬁgand@la}?&sﬁ%}r&g)g& d?s%sédl%%vé S a
nkK. (0}

two way communi cati on ese e nts erations center can
requesﬂ%admmmmmhamndamacanbﬂﬁnmhewﬂdmnﬂnechan|sn1 [0168] Upon
finishing the transm ssion of data at the block 1124, the lock circuit 400

ret ur ngo139] t het B30 18P, thorek adnthliockithehdites th At aétm&acm@are/ HBRA0MIG40265
[0169] In one enbodi ment, sensors/sw tches associated with _the clanp probe
625> t 15edq hetthe srnapsevas srrolldiwith duiingsthe progers| L As E diseisred aBavs- Akhg asthenticaion

di scussegioabPVi®.cak @anﬁ%e%ﬁﬁlcarnen w@mguﬁ stgﬂstuizer 068R8BENn GO ABYHRE sl | ock
controller 408 at block 1104. |If g@one of the sensors/sw tches changes

stat e (amger, of othen farn plowighenteagive. Apblapk blldnthsiepkepntrallga 4y %@w bpgerl on
and/ or ﬂ]l ﬁllfheﬁﬁ&ttloﬁ 4(){?&5 wﬂgtgerﬁhése lﬁﬁﬁ%&’ce&éﬁ%ﬂ?l&&@l llla(fA(adtl?en'tlE ﬂt}% eep node

(any | ower power one o e sensors/swtches e lock changes
st at e, atthentgeheoeheskistpohitiag thosabess Wdkeoupruko i tdodknl 11l hetimrese gboprodS4

an or | oc t he. bl .0 roces or 404 and/ or

07 o OBt RS Bl eringd TP Be b BE BB Enith i ar SRR SR RERC at | on
bIock hi@Sntenatoséeties t he change of state and a representation of the tine
at the block 1112. The representative tinme may not be a very accurate

10i ndi gg{doPn @thelsBRol hMRistahAbntid) thedDANYRtrQer DL 6 R BlcUBhdoY IS S fhgd, due to
the tine required to wakeup the processor 404 and/or the |ock controller

408, bumenary d2rhotfbe pareisteritseorggetdditn Thpernsor4Btage storgd s aS[SQmait@}l V@i piphegfamp,
cont ai J at a
e, Trn B DRt Sk hodE R P Tock LR 1B R B ™,
coubd raisn bk owsorefpawed withhodatiorsdaaread frremthe Cﬁ’Sbtacdqu 46@Mﬂih1mﬂipjrg’v1desuc h as
t he backu tte n be used pover

i ¢ uat OB B T daf Ao B e a0 B R R R Ret er i ng
next to FIG 12, a flow diagram of an enbodi nent of a process 1200 for

provi dilhtp1h At hlagksld 1 htelock gaipsiofler 48 dgterprrs hgny plethe srerorEiah wRTeoetlpdat
shown. .1l 8¢ Kt 2Rk eatbeaét%'ﬂaaﬁﬁf‘g BRLSMHEEGINE. POWRIE (ML B MBLA Rat ter

416 and the power 1Is prOV| ded to the various conponents and subsystens of
t he | ockooetscgudnte OB besa dheegeidom 20pa-212RH siate thlapelerm 38, suches Wab k- BFOYE r ol | er

40§0dett}%er£ie&%§s. % E}%ﬁ?é ﬁﬁi lggdtigﬁi Eg}egltre}(thlaf; Egpe%fﬁerd Ql?staql%ci: Zould also trigger a report. An

accelerometer, or strain gauge sensor in the sensor module 428 could also trigger an alert, e.g., in
response to someone attempting to forcibly remove the lock mechanism from the container doors.

Other sensor-based triggers could also be envisioned.

[0162] In some embodiments, the lock controller 408 can be configured to consider the states,

25  and/or change of states, of multiple sensors in making the determination at block 1116. The lock
controller can use previously stored sensor data, location data, lock and unlock states of the lock,
collectively, in making a determination at block 1116 if a change of state of the sensors, and/or the
lock, is actually a change of state deemed worthy of reporting. The lock controller can create a
cumulative signature of the states of all sensors associated with the lock in combination with the lock

30  condition and determine, based on the cumulative signature, the new state of the combined
sensor/lock/container system. For example, the cumulative signature could indicate that the lock is

no longer attached to the container (indication of a real intrusion), or that the lock is secured to the
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battery 416. The determ nation at bl ock 1208 can be based on an
accumul ati on of data indicative of current draw and/or voltage of the nmain
battery M6.20Ms19pocessor 404 can receive the current acawsandos6vol t age
data an provide this data to the | ock controller 408 for processing or the
| ock controller 408 can receive the data directly. Alternatively, one or
nore al gorithnms can be used to 25predict the remaining battery life. The
al gor i tCARBINghYIt Hie sdesoeviddiaate & Rospile Bgsiemied- ttholesk seppers etsimatett Yrile leiak Wh| ch
the al g@cgde% m%@@%&gﬁe&%otﬂﬁhﬁgg e)&({ Egéve }feap%vél%'fatl%ﬂqnbt}'o?leetg

per forne unction types I nc Ing transmtting of r gdata
gueryi rwgmshms@fngmu btet, thdt m:dﬂtatgnrad dt bintlotiongysedtio syme efnbcpChmntlrte rbtyalhe
condltlon | tit a
condi nitrorn g atg® BEEHELEbG kil W onoBie BT B ooBet Sorsiofiog Shfaure B
t hesl omkntemtatdakllem dﬁ&sdeilﬁtm.nes if the battery I eveI remaining i s bel ow
a threshol d val ue (e g., a percentage such as, for exanple, five, siXx,

seven, (giat .1t RbMSf theEfnsod BNE @hangmtgt@smm&t%MAm%mg%Qa Ghe f)M@ésye

thlrteen ourteen or fifteen percent). If the remaining battery level is
not belld() ednsinuesrteslosk 41 35avhase thte Hueckmr@eeé@) EROE to drapaey magepHrafsgrsor hite

functi 4 ar | is
dot or et S SRSy E A AR her e Bbnpls ok e IR BT B REL B Mnas U
1200 cdoxki qou‘ee;lldr 80 bsvabltistic? h@pmvxirmercetlctmleﬂmrth areoflcotiknca@nter eldhes th@Perations
auﬁgmat i cal ﬁéélﬁ:é a command to the processor 404 to put the | ock

iréuit %ﬁh wer power node. [0175] While in the | ower power nbde
at bl ock 1216 fewer conponents or subsystens are powered by the_renaining
bat t er y0164 ¢ Bre copaumigationlink efl)!ve&atebhsmusesgaﬂ?ﬁ|0ém0§f'u<tf§tlf'amriﬂaﬁr5|tg‘ﬁhavlpgles
subsy st &iRieQfin th %vﬂe%é‘m%ﬂﬁlg Wi 4R HEERE THIRoRRRAGREGAN lnﬁtce%tabﬁ’ghe@am&&d on

of the processor 404), [or the active |ock controller 408 may not be
power ed 1ahepntbigevigy @]@e@mwoﬂl@@laﬁmtbﬂlg%@ Walik, a100!lelermatepikd Vie8, ClaMAy, ecei ve

enough .
g L e e R
w el ess umb@ouldé)ebaﬁad@m aaﬂéh)etdrmmed b]n@cmmmg witk pfl@est gRGer optioreahdiproceeding he

| ock ¢ nﬁ. |l er 408. can.increase the.tine r bet ween peri odi c power ups
of - subdy BEBFRIOHET Tilsn SRS RS L ATV SHPRRT | pover ed up

periodically when the | ock nmechanismis in the | ower power node, 15[0176]

At bl odR168220%t Rlegk I Pdcbelogk comuligitfBarovidrs thowkeles rliltqd@lel W withglatponhielyr s
the us &he \!vﬁ'él@srs n%‘ﬁleqﬂottﬁﬁirﬂ‘ﬁsrtg lﬂ?esoﬁefyﬂgﬁkl é?:néA'OTﬁeoc{at@&n' R d%fagﬁ'cﬁ!:atlve of

indicating to unlock the anism The process 1200 continues to | oop
bet we e rthdxthengesof bRIGo fASERRD, datrt inflicathe off tipustatesi of aH ithet sonsord andlor dhte indiepkive

me%anl ELHG a?erftﬁ&t%f%%egedt@ aﬁsﬁf?s"é 0n3| gnal could be a button that is dedicated

to"unlo anl sm vvhen the main battery has fall en beI ow t he
threshql d | eveI The input . signal éld al s be rece ved wi {el e% Vi a
perk 1858

the i nd8Si v ngddigen QPG al 4t el nlﬂa |the lpglpcontry

enbodi %Btprovti&&hé WiblessShandd wits tigeagd I%)"cﬁtii)nt&éta% 036%1%%1&&{16 tli’é”l&ifeﬁb!hohshe | ock
controll er 408 when it has been determned that the nain battery 416 has

near | y c2@pio I8 Rae gebatiacnd. dhatnaisupiedn dtasughas peeeighignhesarspeiatad wethasgsar The
char ge 9o Q?ertﬁ%hﬁﬁ% 9%5&%& w“t%‘?heqap(n tg%lgﬁltsﬁrc% g@gb@?ro@id%&mg%@fa%ve in

reference to the main battery 416 I's enbodi nen the unl ock process
codbd meodyteanbeta@bbifed thehd @elkationtentsk.l er 408 wi t hout oper at or
i nterventi on.

[0167] In some embodiments, the communication link used in blocks 1120 and 1124 is a two way

communication link. In these embodiments, the operations center can request additional data from

the lock mechanism.

[0168] Upon finishing the transmission of data at the block 1124, the lock circuit 400 returns to the
30  sleep mode at block 1128.
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[0177] Upon detecting, at block 1220, that the input signal to unlock the
| ock mechani sm has been received, the process 1200 continues to bl ock 1224,
wher e t hewprooesswn 404 and/ or the | ock controller 408 ace/useaskomneds and t he
| ock controller 408 issues a failsafe node conmmand to receive power from
t he backup power source. 30[0178] At block 1224, the | ock controller 408
perforns the unl ocking process 1000 of FIG 10 |nclud|ng t he aut horization

(e.g., (9491 dilsepyempo menth%?ﬁ@rgﬁawwgg asppaigfedawith thel ek pfeld €. the 1aehiipbe o

If th
or oper <20An TR TN Gyt By Fe oS Biele LB PR EEY  ORAROER 1o (e
| ock comtacsiof ¢4 24dBr d@rtn@mmtrolﬂte 4D&ablﬂl>qul lc Hany sne dfttc scosarsbwitdhes he | ock
mechani }Slm bélstgtg{(g g{}fnorg% ctlong I% yﬂe%%&t?e% tﬁOHrOf;esFor 40$an(i‘701i ]ﬁg (gltrlonm 4 gCKUp

power SUPHY ecel ve ui t
i s put ibackendik ONhfmllBé lgobeEin alﬂbépmoﬁ@@aﬁ?]lovl'eﬁl power rﬁmmdndmn:tqfthehe | ock

controller 408 ogranmed wi.ith a default fails secur ty code
t hat §elt§§@(f“’“ﬁfl% OE éllell %l‘rcg‘a’ﬂﬁ?ﬁ SBie; %éﬂﬁ?‘?%“mﬁﬁct‘ﬁteé "@gﬁb‘a 13 52 gL th‘f COSYr
can comt)a@ﬁdjtmte RIRR taithoMBS4(BaR tRbIGR 1964, TReprdekanlbda sRBMthd ek 8siroller
Encryptron and aut hentication could be used to communi cate the default

secur i )8 thsaaeceives the gbyney wéstafefingdigation aicdlogk y 08 gprbsterseithg changs obateapdd onl y
securi ty, res@f:leuellt@rtﬁe fifae of ACK10EP ﬁ‘flrzol”ﬂh‘é p‘}&%mtaﬁqﬁﬂé fngyﬁa%eta%gﬁgrceualet a

securrty code nenory subsequent to unlocking t | ock” mechani sm 10Thi s
coudld prdicetin of it tinme thatdhet dhangezad dtatesistuatly bérartdolec eibh amesmun[e@ 1B8¥3keThe

backup R ]%Il‘ﬁges o'il QEJl chg rte[? fogk 2%%11%:alle()|83§ut?t caf! %9 %&upage I gng El?%? RS, 200

coul d be backup has at "Teast enough

power t to unlock t he | ock nmechani sm st one time. In this
way, trl@”ﬁicﬁﬁw%%& foBfANCE] §ag\Rg Oop e Epedestinadign Orzrtr-‘@ $ Y BEN WOMES ¢ T ock

t he shimppichge GPWRE APPIyYEVRA ab theln PRicRy mstam@ Aﬂeéutusu@towaod RE. ek 1S
not sufficient to unlock 15the |ocking nmec anlsn1%L018 he processor 404

or t he cmbedimeshe batkup powggsupply. el pt BC paskup beticsyt @nrbﬁuuﬁedfétatf@lsyfezppofefo
t hgsbag ﬁﬂ%y ar&g&%si%%mqugwhql&é ulbahgggvggg\ggrrodrcally to ensure that

the bac tter has suf ent power r a |last one-shot unl ock

i sonatbi g ?%4fgm%éta%é't<?§1$é§kaﬁ‘é‘§kd§ etk e B RRRR, TREER 1 1 one

20enboghirdiBdihg a thiafp Hhowesapply 46+hntcking ehel 106kme@ahik@lis sHowhO At mswtktt 004 thche
voltage of the backup batter 420 to identify when the backu battery 420
has sellfckdnecapsy &gciye povier & aortl Hicaaaippefter &lpnd tWewqrﬁSepraaé%gr thavariery 420

has di $6ha6aa6 alaex&dtglst&lt@ofttlté Reked il #9ek neddd@ processor 404 or the |ock
controller 408 couples the main battery 416 to the backup battery 420 to

chapge r@l;r?l) , f]“btfgcskbtght,g@/lo%%@ fQud: tdg'de%rrglt%t%ﬁlﬁn%gv@aﬁ@@ e b gar ged.

ernative to non ori ng ackup
bat t er yattavhdeh Tlandctammirtag eh ft bkt 1@ 08 nar tgybabddl dnlem abaolnu:pndnatftdenayndﬂdaﬁve ah

o gor | L con P USer A0 e L e bt Lervel e TngyoLgor L m can depend or
al titud@d of¥dltage data an provide this data to the lock controller 408 for processing or the lock
controller 408 can receive the data directly. Alternatively, one or more algorithms can be used to
25  predict the remaining battery life. The algorithms can be dependent on various conditions. The
conditions on which the algorithm depends can include time, a number and type of functions
performed (e.g., function types including transmitting or receiving data, querying sensor modules,
locking and unlocking, ctc.), environmental conditions (e.g., temperature, humidity, pressure,

altitude, ctc.), or a combination of any of these and other conditions.

30  [0173] Atblock 1212, the lock controller 408 determines if the battery level remaining is below a

threshold value (e.g., a percentage such as, for example, five, six, seven, eight, nine, ten, cleven,
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[0184] The backup power supply could also be an external battery such as
the external battery 665 shown in FIG 6. Alternatively, the backup power
supply cowbaotveisidee i nducti ve power supply 448. 30[ 0185pcCirsaddiosizeh t o
provi ding power for a failsafe unlocking scenario, the backup battery 420
could be used to report detection of the | ock nmechani sm bei ng tanpered
with. During the |ower WD 2010/ 151900PCT/ US2010/ 040265 power node at bl ock
1216, thelvpribeess furigonordifteengercentk 1€ ttreradiniag batay kel isneidelopoihe thresbeldi ved
f rom € e IBhapRELL $50 A bREOAIRE AlREhGRHREECEAInd P2gIDNI toT

accel eronet er or strain gauges in the sensor I f these

Cammor WA 1 TR B hisk AR BRI e Sia0r Bl Beenant TrBr Baait o(hiE o i ng

to the tl@dih&h@pﬂo@d%s 1 200edvhefiucs €3 b16¢k EHBSOhGe 88206VaAbadcomrbliertdb® altogsticaghani sm
or other sensor subs stens associated with the cont ai ner coul d aI so be
monPt or S 1 GIBENd TR BCHreEes Y t?@etthsémk cgeit 400gpe 2 leweioweLB9de-and 1200
shown in FIGS. 7, 8, 9, 10, 11A 11B and 12 are exenplary only and not
limti d@175TheWpﬂ@mebe®svem®Ner8lwe aplglogk m@ofewm@@npom_rﬁs)or abgystaeeraray be

al ter e%’ow@feg b%/ tl?yre%?én%%éﬁe&(ﬁlfg oARIE D, ﬁ?g\ﬁ? exa lrer &%9&%?8 % 91&0 o

Ref errirng nex a si e VI ew 0 ahlsn1 | at ched
to a IammhmmmseﬂhbymbaﬁmmeﬂmeﬁnqmﬂmquammeAWH@mapm&bﬁof&e$hmwmorMMa | ock

mechani sm 1300-1 attac o the .cont ai ar 1305 with | hook
T en o Geretisdsutobi s dnt Doy Aot qms cirdpag ] maccascor 4 el Bs1oBe 0 5.

ThebodyntisdRP408 ¢anGtdédeensudsl poPREeh themehedidrl and dsideflawer pbddbmodd® front
surface 1325 is s]oped such that if another container is |owered into

posi t i SRteFrOfipRY pist (¢-Be? BBitAnhcHEgPURIdPY® user Hakadsiabieadeless devies IG0REr
cont ai nep) b kheNRL: iREGL 28, ﬁrhé‘ddbt%ythw&fi& c%neeaﬁee 469&nGhBE s ARMNA Ribd ! S

| oner ed |nto position. The sl oped surface 1325 prevents the other container
from céwtymemgermﬁhqmeb@pg/ofﬁemstmmanﬂthdémhglimgammthabek npmseelamiowaicd 800. The

sl oped fﬁ?cﬁf:al eﬁcfl% 195?? \,\EIS‘P‘% stk 10%} elli pti cal or anot her

shape R catc e pus |ng er " cont ai ner away from a

b SR LR kpré‘?%%r 4%853&35}“510& g%%" "RAGRONER Gt el

errbodl 98 MeSyirdI&R€ nfdisit A06 €or hd 3put SighL HdlidaRANtcARMEk tRALEK ABcHaRGH. aMdhRIceds€SS
than about fifty percent of a thickness of the body 1320-1. A wdth of the

| ock nééﬂ%?ﬁ%lﬁv??éawpéﬂt“ﬁﬁ? Blorks 1216 aﬂﬁézeﬁﬁtﬂléh%’é‘i)ufcﬂﬁ?ﬁ%toa‘ﬁloﬁeFhﬁéﬂﬂﬁ cular to
the |atchyasseiicecRar Tﬂ@r%g}lﬂ s‘?ggﬁl édﬁ?&‘béi‘&tﬂéh%ﬁa@ﬁ%dﬁ%a‘%ﬁﬂﬂééﬂ ”t%tﬂi\@loklé‘t ch

assenbly bars (latch asse 05 and anot her latch assenbly bar not
shown) me2baten wbemthe nwfin b&ﬁeryti@a fall_taB below thathrdshold hevele aBwdnput signdepultelspi t

I h - hi I I
néfuade S ETRRbtl R R Yooy +FY R BT VELES doinls Bog k") Tre
1340. TEhdodinaenp thedoput dighd 1:agﬂiletakt@i Hy@trﬁd@sd@ﬁ@(m gradadr tls:fiom{bon&alherlm& Wheeits| oped

Upper %gsq be!eg tlern%glgc? ‘31’3‘[ t g nqlalql e4q6 %Xs nearly gg'r%)l?: grgel: Ian Sba]églilpraaftgldy 492%50'
becomes nearly discharged. The charge of the backup battery 420 can be determined as discussed
above in reference to the main battery 416. In this embodiment, the unlock process could be granted

25 by the lock controller 408 without operator intervention.

[0177] Upon detecting, at block 1220, that the input signal to unlock the lock mechanism has been
received, the process 1200 continues to block 1224, where the processor 404 and/or the lock
controller 408 are awakened and the lock controller 408 issues a failsafe mode command to receive

power from the backup power source.

30 [0178] Atblock 1224, the lock controller 408 performs the unlocking process 1000 of FIG. 10
including the authorization (e.g., the discovery and handshaking) with a wireless device in order to

receive a security code (e.g., a PIN or other authentication code). If the proper security code is
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[0189] Referring next to FIG 13B, a side view of another |ock mechani sm
1300-2 is shown. The 30l ock mechanism 1300-2 is simlar to the |ock

mechani srw@200/151®Rcept t hat body 1320-2 incl udes curve@®CIISk@om$028355,
1360, 1365 and 1370 instead of the sloped surfaces 1325, 1340, 1345 and
1350 WO 2010/ 151900PCT/ US2010/ 040265 of the | ock nechani sm 1300-1. The
curved surfaces 1355, 1360, 1365 and 1370 can al so prevent other containers

and/ or reeseRdFBehAniosksontrabiey 44t ERIRydp e ddehingmrehanicma 2 dorimlgdothe lock 0190]
Prefer : : i i I : or
75 pour et By bARAREEINSIE, 0| WP G ieq, RS IAT ARG ooyl Hthe

conposipreer saeuntgtcadle ismet decdive, tarl pdugresie mymd bardnnte loy@ powEr Redeer ri ng next to
FIG 14, a block diagram of an enbodi nent of a wirel ess sensor nodul e

ci r cui fo14990-1h ohs cabementTihe 10k cBhteS Br SES Pre-Proghdinencdivithli defdQBishfd S
enbedded in a sensing nodule 128 in this enbodi nent, but could be enbedded
intd an§iURibhepde fhabisgeekagyfaifspfrmnipekseenageoht thigiembpdimens thegpengsar 0115t HS t he

Menory o}éBons tiReSBibIRE BefG@PsRrit) @bk, | EhchpeioR 8 BdtiaRtatdh @b@A 8. 148, such
10as flash, ROM or sone other non-volatile menory. The persistent storage

1408 caampeniggiedha defapligeeuritdesrdei fiers for the wirel ess sensor nodul e
circuit 1400-1 and sensor readings. Various anmounts of historical sensor
r eadi ng8180an Elesiefdnl ssdudityechde nodllbe pensiimt enlly sstuityagele vhot. th¢ B 2dntrbhes

enbodi t of .the,sensor nodule circuit 1400 is use S a.s tcard. A
B R A R R e LA R

seqor e THisoalieyréfent b MRfutHORzedAsb OF tht 3eukhasthamahs coul d be used for no
nore than sensing itens of interest wi thout the other smartcard

functi 6'1?11? Yhe 320, %’W@f’h{iﬁgﬂ&ﬁe&fb&‘ hid f?i?s\é?e lﬁlfl](ﬁlﬁgl HRIR P& 28 c¥if Bt BRS
smart car ircuit corplete separate fromthe sensor modul € circuitry

r at her batlam batitre g2@it Tiegpackep bareryfA2idins grisastenoigh phves tebdbhadd wemiock fEl10&] A
wireless transceiver 1412 all.ows bj-directional, co ni,cat i i t.h e

i 1 ot oabe DTGB A A The ek PERBRTS SR RhEG o Bofl & bl
conmunivakick ér.shipping rcostaidocd var iftthe moinlbdttéraves it bilgkethitrignacefficenstoantbck
an;gnn nggd to other frequencies and/or configured to work with other

st aRdarslockBHRCeBISH: ment s coul d have only transnission capability in the
w rel ess sensor nodule circuit 1400. [0194] A power supply 1416 all ows

i nt er ml018ht Eisaregessoupir o tholock eoniotley Hssan eouplippwen Siamethe Bainrbaitpry 41400.

When i ' re L r | o]
inen . VRR I ORI o oL SRR OB M s O S
1416. Thesuiiicieltpswesions tast ompcbbeundickeuértt. L&kO@llbetarreshé bdckyp batwot 420mah when
properly enerqgi it he reader 0195] Thi s .enbodi ment assive
Cenoor SRS GRRBE (ot & BT S1 ViS04 e BBRUPE 1B ok oms of
I nger estnbofidfent Xarmpbessof HuDsABEROk cst@iehiogn@MoisTRE Sol@ke BDhebatkap bittery
' pr m4%6i topi%le:%lrrfg gvhen the backup battery 420 has self discharged beyond a threshold level. When the
backup battery 420 has discharged beyond the threshold level, the processor 404 or the lock
controller 408 couples the main battery 416 to the backup battery 420 to charge the backup battery

416 to a fully charged, or nearly fully charged, state.

25 |0183] As an alternative to monitoring the voltage of the backup battery, which can in itself waste
energy in the backup battery 416, an algorithm can be used to estimate battery life. The algorithm

can depend on various conditions including time, temperature, pressure, humidity, altitude, etc.

[0184] The backup power supply could also be an external battery such as the external battery 665
shown in FIG. 6. Alternatively, the backup power supply could be the inductive power supply 448.

30 [0185] In addition to providing power for a failsafe unlocking scenario, the backup battery 420

could be used to report detection of the lock mechanism being tampered with. During the lower
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30(M P) technol ogy can report detection of a substance that has cone in
contact with the item sensor 1420 when the wirel ess sensor nodule circuit
1400 i s iwoanmdwened or non-powered state. The item WeCT/US2010/040265

2010/ 151900PCT/ US2010/ 040265 sensor 1420 can read a chem cal, physical, or
el ectronic change in the MP. The change signifies that a detection of a
target substance or substances has occurred. Each item sensor 1420 can be

conf i gwewer meddys blaskd 2 16, e nreccoios 464 ortbe bock septlipa)Ssouldaelpewaneccived 196]
When t
en h‘@g’[‘it e%aﬁ‘?&t@%{]@%r@h@gﬂ!ll ng 'té ?&cﬁetéﬁplglofn or A€ cr HRNE %ﬁid/ of sh&%l g&@g%‘” €

of the ction p NMer can be‘re e persistent storage 8 as
exposurethestmonapidwa 428 He thesd seesans 1nﬂi¢eteebqbd®do<éc nerthamipmtis lmmg:farmptred withal ue

i ndi catlve f the a n XPOS ri e e charac i Sti of
Lhe. qarnifs Bimbaf I HY b G FURGPUETAPRLLSRES Cporl BE FHRERE hEls Bhlrfitor?

el e6t r icemti. YOthaadadblsaasadrataiotier ths ldck Inechaige sr @heracisonQibkren@fas@x aosiuvieh
[0197] Referri ng@}rfgxlt Eo Fl %?EF}S a communi cati on system 1500 i ncl udes

mul t i pllée‘E?BF?fré?F AOIEHSHET -t i pl e | ocki ng mechani snms 1510 securing doors
of the containers 1505, a terrestrial comruni cati on device or cell 1515

(ref er LB6] o Hisrmsedosssy 70 SPBOPBSIION al 108l 1501545200 shopingn FBF 71820 10.akeh. a

satel i I f-er I

ot ol 11115 EETFHSEhb AR SR ERElintifls) The Broeb BRI R, Sy IEHERIBEALTE
mul ti plaed ¢20t maynler dteld0& g ¢ byhalitpeblodks laddsslt ethovEdor esearaggded, t he platform
1520 could be a nobile vehicle such as a ship, a train, a truck, an

ai ngr af[0187¢t Cliefér%ﬁ@ﬁeﬂ|t@Ff©rlmAl53ﬂeQQW ¢ aab8OmEBDadislEP00-1 lacwarehougke, a
train yard, a shipyard, etc. 0198%) The terrestrial cell 1515 and the
sat el | j2ssemply) har 1 3050ny eondananderclat P Erhpyvak She kock Breeharisenti06r inatasbedkis thauch

as the GOMMUNL 80PN NEEMBLES oL 165, 230 1Q% n?’élzﬁamﬁﬁ lﬁ(flﬁl IRaAks £OSHYBLCAL T On

network 118 descri bed above in reference to . The terréstrial cell

1515 arhgutit® 1834-é| The bodyel320-15ndudes @ stopethp téryel@ql frglgz@tléﬁ@ IBR&t Thehigortock
mechani ﬁlrfgcellg ? ISCS?O%ig %ﬁtﬂ?at %%%Q{EEP&)' %%e i %&«ch& %g(gf)cgslt ogqﬁ"tftlogpo% s &orﬂfa?rﬁart he

oper ations cen e gover NHent. ace he conmer c
i ntlér f d8&0, b 4clofurfabGH thd etBer dOhtadrer Wylpms catch b r}ieémtiy) lﬁfmqhwhemm'e Iothlar

networks/s ste so. be cluded in t em 1500.
T 100] RS P 0T s TR e Sttt g ST g B Py TR T oo e
Wi I el esatchiafoH ety 0B20TDaR @snagtighh@®ck Motishisat B@oamde desrfidaeshirabeoyes n
reference. to the active lock circuit 25 400 of FIG 4. The | ock nechani sms

1510 c&AMbhitEaght rapmdsd.cAiticahanarothyr shatethatigveifs cithing whilcrmushing etk Thr ee

types %mme#avv@q’f@@ﬁml@mhé&Mﬁh&@l&ﬁﬁs The first type of lock mechanism
is a satelllte master | ock 1510-1. The satellite master |l ock 1510-1 is

€q gppp 6‘1 thrd |34 I%écha{ngmclgw %ﬁt%f?&sa i efrPL%ttM‘Dfai%P(a%fg@g R S aé% ﬁé&?t%ﬁez

con t o conmuni Ca | te ce vie a
sig nal 135527I.n sbine esmbodindnts ythe diofantcol3R 5 meledsahdrsdontsha¥l ahenichemtifor &ks thias bteut | ock
1510-2 fifty percent of a thickness of the body 1320-1. A width of the lock mechanism measured parallel to
the container doors an perpendicular to the latch assembly bar 1305 less than the distance between
the two latch assembly bars (latch assembly bar 1305 and another latch assembly bar not shown).
25  The height of the body 1320-1 can be increased in order to fit all the equipment within the body
1320-1. The housing 1320-1 could also include a sloped surface at the bottom as illustrated by the
dashed line 1340. The clamp hook 1315 and the latch hook (not shown) can include sloped upper

and lower edges, as indicated by the dashed lines 1345 and 1350.

[0189] Referring next to FIG. 13B, a side view of another lock mechanism 1300-2 is shown. The
30  lock mechanism 1300-2 is similar to the lock mechanism 1300-1 except that body 1320-2 includes
curved surfaces 1355, 1360, 1365 and 1370 instead of the sloped surfaces 1325, 1340, 1345 and 1350
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30The terrestrial master |ock 1510-2 is equipped with a terrestri al

comuni cation network (e.g., CDVA, TDMA, GSM etc.) that is configured to
comuni cawe i ts190he terrestrial cell 1515 via a terresPcraiS2aiogmebs 1517.
WO 2010/ 151900PCT/ US2010/ 040265 [ 0200] The satellite master | ock 1510-1 and
the terrestrial master | ock 1510-2 are al so equi pped with one or nore short
range W rel ess communi cati on networks Bl uetooth, WFi, Z gbee

(802. 151 i logkraechagigm d 30frliniTBaguves Stuﬁfa@ts Hgﬁ 1180 1 Aerani3dhrsamAsoppyent he
mesh “%&}%Pﬁ&ta&g&s %u%}%ék 15@61591% é%ﬁ'ca&ﬁﬂ% %%qgagﬁgéhﬁﬁsﬁ%% bite master

| ock 1 terrestrla nmast er can conmmunicate with

| ock 0 as ext.ernal. tellit | ar.

oL} o RstRbr 18 Toqtihsrhaiata] B0 e dir® taniBo g Bantisl s apwised 1o
as sat ghkhbesifRIBey czﬁleﬂe|for1:1’fbHQ)f11 paRtlc, fBEfgRss, cbmbosisiratietflghdll ihsdfowr. [ 0201]
The third type of |l ock nmechani sm 1510 is a sub-cell 1510-3. The sub-cells
1518- 3 cAPedifsitSabl e to conmunicate to any external networks, but only can
comunicate with other subcells 1510-3 10 or one of the satellite cells
1510- 1 [6191] erRedering atxt¢eFIG. 1H54 blogk dingramt dfanshbpdimeaingfe wiralesh eesol nedede

oS Sl PARON (R (R iRARL Lt hOLEOTTINN GRE if GERLET AR ARTIRLKS, Can

be beca particul ar 3y i's not proper
comunile&iri thiy ﬁnbbémmne o (&)ugi be emtreedicelsﬁto@mymatge Al prbe&sdrd 4&40mmmracanteolm th

ext ernal nefworks. i cul.ar subcell ,15]10-3 | cate

SO RN S T O L ey Rt SR TR St i A £ A
dueot o ag flpgy; ROBN oﬂsfoniehf@he@ a6l file hpdthrit SVKe AGstat siHRdge 180N Eal RekEd th30e

bl ockin the S|qnal [ 0202] The | ock nmechani sns 1510 are powered

i nt er nafanjifigrs foy the wirglpssisgnson moduly cirg 140R1 1end senserreadipgs. |Varigps #aowts ¢fhe

bat t er 'h%%orfc%fkei%é%r ?8%&1&1%9@91 dido BeGorRPMEhRe GRASHIRIKQR 19h5.t he | ock nmechani ss
1510 is reduced. One nethod of controlllng pomer consunptlon is by waking

up the SHOrS @ ni_cation ubs he | ock hani snms on a
o ncnr S REY FratmER ST HY L SRR SR AR ! B BE A ERUATE 08 &
| ock stpadcessor 141’214| can bansebeomdenﬁdamemedthbmzmmn g s@u&wmkgemfnﬁeﬁnambﬁeomer

r ef renc uch as ed by GPS and sone .cel |l ul ar. net works cl ocks of the
| od a%meﬁe °8‘é}H% et fB’”en"s‘?‘H‘@H?%’rﬁeﬁsé‘&g 1y ‘g{i‘iltéréﬁtl‘\}“hé\‘}%ﬁe Pt ff’i%a;ﬁcar& not

have a%&%na{liTPy agbrexX$rildidtherftd QK have QLEIRFatd Rird@keyesRkmhAGr§ aikRitper i odi ¢
report tine his can be acconplished using one of several know cl ock

synchr 6AMpktaloierarigdFan Rgsensosmoddarirepiey frEnsythan dyegsatingriee odengiioneddit i ng
perlodqmﬁkﬁ$oggéﬁynlne the power consunption rate of the |ock nmechanisnms. A
| ock mechani sm 1510 can be grouped into different mesh groups according to

whi ch at.i n t echnol |sn11510 has S. can
e SO AR SR JosG ok R aN Sk dESim MR AR E 2D
exaopl eirchihes0oe I aettvark3Dis dstd=or #hs tditﬁhmd@sloﬁo@theﬂe@bocgﬂhempmﬁ&ﬁﬁm 1535,
1540 and 1545 In this exanpl Sach 30nesh 9rou 1530Q- 1545 ha Qﬁ{ one
mast er diple Tapserers andantn tyned fyetherregupncios 8¢ oncogisyred g v ?M thetast er

cel I 13%Qdads. FONRVERbodBndFRSRuRI RV 0§19 Wafkniayéh ChBiliR!if tHEBSFREsS senthf heu@nt
mesh groups can have different periodic cycles depending on the power

requi r et 5408f t he communi cati on

[0194] A power supply 1416 allows intermittent energy supply to the wireless sensing module
25  circuit 1400. When in range with a reader (e.g., an RFID reader), energy is coupled to the coil 1436
and converted into appropriate voltages by the power supply 1416. The wireless sensor module

circuit 1400 becomes fully functional when properly energized by the reader.

[0195] This embodiment has passive sensors 1420 that do not require power to record exposure to
items of interest. For example, fluorescent quenching polymers or molecularly imprinted polymer
30  (MIP) technology can report detection of a substance that has come in contact with the item sensor

1420 when the wireless sensor module circuit 1400 is in an powered or non-powered state. The item
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WD 2010/ 151900PCT/ US2010/ 040265 t echnol ogy bei ng used by the group. The

| ock mechani snms 1510 in a nmesh group can be enrolled with each other using
t he procewe 20W3B1wrscussed above in reference to FI G 1PAT/USOR0Ak02¢Hhe
frequency of the wakeup/reporting periods of a | ock nechani sm 1510 or group
of lock mechanisns 1510 can be varied by 1) decreasing the frequency of the
reporting periods 5progort|onatel to the nunber of hops or links in the
mesh neéewer 1429 cpe gef agheraistlephysishl, oy dehtronicshangevie the PdiRe rThe ghange pignidieks i n

t he me 0 | od due
to changes oretlhler a el Q6 SRR DRI ChFRUERA” Fallfiah SRGE: 1428 e

nei ghbepniigycdd trbe hensitspto Ail® m@y cdamiungds erlvenditiepuency on geogr aphi c

| ocation (e.g., decreasing the frequency when the | ock nechani sns are

| ocat eqoigs] t Nwhei melm&recbfss {cRsor@Riar ddcuit MUEREER Gokbred ftheswpensy oihen 10t hey
are _located at port), 4) baS|nq the frequency on deviations fromthe stored

manPf esetegion W%&%ﬁ%%&e% bepfaﬁwlarstosé)ge 16% REPAYE WEeTmRtfuetieyalue a

previ oys HeeRPEskrd 1§fo|i‘19£t1cﬁlcéﬁﬂ vk egige thafdagie &Ytﬁ@iﬂ?&ﬁlt @P&b@éﬂr@&?zeﬁ&ﬁ%@rm@ thin
a certain tinme frame. [0205] A particul ar mechani sm 1510 can noni t or

nei ghbshapgetstigeefthnigeation helymenedn hetsuﬂsthattfh@res@ta@@ﬁmnmr@a&ttberwiqcﬁi_cal@r i ng
the per}] %@MEcﬂﬁ&%ﬁ%@@ Qﬁé: QaﬂﬁthQ&km#&?ﬂﬁe or nore of the 15nei ghbor

| ock mechanr sns e particular | ock nechani sm 1510 previously
conmuni th are no er avail.able, the rticular | ock
rechaniGRTEs AruanE hgpds Fi‘? S rh B R arBgr0) ek ith R bt st0. i s
cangal grbs, teh8tislP &cRink HNThARIMSENS 1D QecdriNS USROS the Sdtitahd€ 1 50%¢h fgrefEivied. The
frequency of the gerlodlc report period can be increased i f the nunber of

nei ghbSPEMARigARIsIevice gr celblpd 5 |(‘§f6r‘i’ie§ 49 hgyaftepey tovegial call bhe)-crlgtarmere?,
mast er ,6@h kaellikxbBimfundon ddedr AN ShATSdIeS RORStd S Ldofid QLN 1 £RHF ThT

changes to the outside (e.g., the operations center 112, the government
i nt er f atedfornd 5} reptesentornyaecation where epfligde cagaipers ﬁﬂSs;cowdlhe cgbq‘oc@ﬁ:d dat the

pover %g%?ﬂgsth%@gtf& ﬁ%tc%l?ﬁb JKelniRood it Q\géh ﬁggﬁlzt E{rag c\gf l“lrr%fs i LRwW on

power . Pansm t power nee par er cel
1516-1TMBpkﬂ%ﬁnZSI&nmﬂﬂnmubaxn@mm@v@hﬁomxt@ﬂﬁabmﬁemWmmh&Lean be used to
| oad share 25proportionately anmong the master cells 1510-1 and 1510- 2.

[ 0207] (0198) OPBicati@ifl 6ANEAL ahd the sﬁteﬁelteg&mrsamtcommu@rcﬁ@&ﬂuﬁ@40 or the
commercial interface 134 can attenpt to ping ?artlcular | ock mechani sm

t hr ougOMRBINGFREN BeEVQIkT Ruch s axe&emnxualcamrt Ii%‘t’%fk%i He g4 o1 3 peisthe logalpe

acconplehshedic¥oPidAgdRg 1§ afscabe%%%bé fncfefepe@llse {TBG68N S MrhdteAeGRALR]11515 and
geographic area, via satellite or cellular comuni cations networks, where

t he gedﬂgar aphlite c¢lbb<a?t5|amwex@mmlebef 36ttetdhatitied odckoyedhhiismahd gt ugftot he
paerl C"é mun%%tié %n{eﬁ&agitrf&‘s ucﬂsttﬁé ngrét}/o%g Xen‘?ertl?ﬁ Eheeséorvér%hleﬁt 111terface 124
or the commercial interface 134 of FIGS. 1-3. Other types of links to communication

networks/systems can also be included in the communication system 1500.

[0199] The lock mechanisms 1510 include circuitry including one or more wireless
communication modules such as illustrated and described above in reference to the active lock circuit

25 400 of FIG. 4. The lock mechanisms 1510 communicate with each other by forming an adhoc or
mesh network. Three types of lock mechanisms are illustrated. The first type of lock mechanism is a
satellite master lock 1510-1. The satellite master lock 1510-1 is equipped with a satellite
communication network (e.g., Satcom) that is configured to communicate with the satellite cell 1525
vie a satellite signal 1527. The second type of lock mechanism is a terrestrial master lock 1510-2.

30  The terrestrial master lock 1510-2 is equipped with a terrestrial communication network (e.g.,
CDMA, TDMA, GSM, etc.) that is configured to communicate with the terrestrial cell 1515 via a

terrestrial signal 1517.
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1515 of a certain ship/train/truck or depot where the particular |ock
mechani sm 1510 i s supposed to be | ocated could be pinged with the

i denti fi cwoizor/1Isugeber of the | ock nmechani smin order toPCHUS2@EDB40268D
2010/ 151900PCT/ US2010/ 040265 the report. The pings could be synchroni zed
with the locks to be in a certain wwndowin a simlar fashion to the
peri odi c wakeup/reporting tinmes di scussed above. [0208] In sone

enbodi 0, Ehlsaichitpmeneipdn dar ase theoamesial ewsteplogled &ldr2 fe aljo eowipRddner or
the 'O%thr@l%%?ﬂfo%%}]lb}t%ﬁl fe“lh%ﬁes%@o‘?ﬂn%%%ﬁﬁgrwokﬁs B!, BRIt dli‘?@i?he%’%&@t ects

t he contal ner or anismitse bel ng~Breac ock
mechani(80. eh, ﬁeb@montrmmmﬁ\mﬂt otber la¢1©tngclmmsms i § ieis tlzenpeshmdtwork via a short
Iock/sensor/c on

n tifi,catio / on i nf.o
oper at i Ofrs > CEht gr% agecc?gse the atedf;te masper Oﬁf( #Her en%:%l %rels—tfléf misieé%cll:‘xg 61Iaes of
br edch cadet@nhigcateraith detk mﬁarammrsat) us wall bd exnanalBetellissardchea: coﬁﬁﬂlﬁﬁdanane
nmet hod of cting.a bre es one, or radi ati ensaors. In one
aspect ,"°t¥R Slgle}’ A 4081 dg“é’ﬂs SrTfFrﬁ?ﬂ togy h%‘%lﬁtetr?ﬁifer H@Fmsl Mdght in one
Oor NOr @ YRMNR] heheides.15M-bi ght sensor inside the container or inside the
| ock housing coul d detect the container being breached (e.g., renoving a

nousi ng il noB BedRhGol BeAEBhich 194 Sl 1SR S THEREERUL PA-PRE oot o
s\gn s Io;] adbitﬁ gdzrsmamcdrtamgzmyl emtetﬂnéna;whrhkg,rttut balglean ofrrlllm‘zmgart]@}wg? D?ﬁr subceltsHé 10- 6c Kk
corbr o e SR HIT Shet ] R R B ER e R Rsotiies B 1512

circui tI)heawéorv\fok thid inatsiB6yi tb commaniort Itcoékterrﬁzgaed\tomlg; dali @c be@bie: rl@ﬁﬁlpﬁ@&ula’tl ne
stanp and ﬁ n;@r identification to the | ock.nmechanis Alternatlvgem/
Pt t¢) tPhe

sensor SERfG S A TP RO &V IR OPRE CAB TR IR HRRCUESYS IS THR & tHESIFSE Pt

i nf or MR fnich@ M extdigal hawlioals! @R2SEBE pA¥icHAUWuBcAl 1500-83REASEInFHRRIDA %S
(e.g., AMtransceivers) located in the |ock and in the container. The

sensor thenplptfam I9ER syebichadnf is inablia o gopeninisaicd e 9um®mn0arontqﬁéhemhtﬁm@elrﬁé%r in
tthCOQ)Irr%E{:&rmorhfcoﬁtgﬁeé'196%1051&ﬂ§t%9%12n8 the signal received by RF sensor

in the mechani sm I ncr eases ‘threshold level, this could be an

d . has b b d
o 2By PR e AR P o RSB RED TEa 1 P B LETREE,

t he confalifegic Uf tht ba@sicO bt KRIcxfRI] iticipoi cSE@MSAHRioRWE fhedSckficahatiehe I DIvet er
or rate gyro _in the | ock mechani sm or attached to a door of the container,

25 f or eSedtisre Onp mefhiod ofRNTOH NSRS ST ct BRI 1Ly BEkPE BRAIC e rigul ar
vel oci teyhnhRAGESS sutf)m{énﬁ of thQ%T(q{lQ:hﬁﬁErﬁs ot Q%cﬁ@h&e&ﬁﬁg oRicisik '&gﬂe?@& ive of

t he doors being openied or at |east that the nismis not secured
t 0 280t lshingesisgatas oé sensers anterrlockrjtates: nBkip 9@ Be acpemplishedipn vsing swemelgpnided ect s

an angltﬁ‘n %fefe%rcﬂgdc s%eﬁ%& PStaDla@o@le %fu?ﬁrﬁgé\%ﬂ?anlhg ’clotcpse& t&ebfo g&ﬂafhs l SO

i ndi cate t oor or ors have been opened or that t an sm
i S not cgeelss badsynohrboizéd fxaiodicelly ¢vee ifttbept da mmhavesa@[:ﬁﬁﬂoza]n Refreal lc]onlglrrmrdetr to 0

FIG 16 ash i ng contai ner. syst.em 1600 i nc s, a. shi nt a

1605 antie uf aRe KR ERPER IR LI GRS b GEERR RudtuRB s R8N g
1630. Ayedhediizabiad algbrlthmss ci nched to the left |atch assenbly bar 1630 and a
| atch bar 1620 is cinched to the right latch

25  [0203] The frequency of the wakeup/reporting periods will determine the power consumption rate
of the lock mechanisms. A lock mechanism 1510 can be grouped into different mesh groups
according to which communication technology a lock mechanism 1510 has. Mesh groups can
include Bluetooth groups, WiFi groups and/or Zigbee (802.15.4) groups. For example, the mesh
network of FIG. 15 includes four mesh groups 1530, 1535, 1540 and 1545. In this example cach

30  mesh group 1530-1545 has only one master cell, either a satellite master cell 1510-1 or a terrestrial
master cell 1510-2. However, a mesh group could have multiple masters. Different mesh groups can

have different periodic cycles depending on the power requirements of the communication

40



WO 2010/ 151900PCT/ US2010/ 040265 assenbly bar 1625. In this enbodi nent, the
| atch assenbly bars 1625 and 1630 and the clanp and | atch bars 1615 and
1620 ar e wbheotwisembl y conductive. [0213] The | ock nechamrCsmsi@@4i26e!| udes
an electronic signal generator (not shown) coupled to |atch bar 1620 (or
coupled to the clanmp bar 1615) and an electrical signal detector (not
shown) 5coupled to the clanp bar 1615 (or coupled to the latch bar 1620).
The el éechpplegy bang g b}gé}@@f%}tporTh@rl%gﬁth@mﬁn% YJAar a greshgenp ot bstrapdlede. g.

2 modulaledopbaBalidnal HALag ) ool AR i depnd SPIG A anUTDET odul at ed

on a carrier wav rengt into t atch assenbly bar 1625. The

transm travel,s he bar 2 t hr ou t he contai ner,
bs T g, Z]t}%gffqulﬂ’éyé’?h]&w ) I%B?%H%Permdﬁgg PR ohen g g ol iR BE” as
the el efdchighs B1gRa bd vaaé@bs 1) fcadaging trardqughty of Meatpoitirmsseacty y bar 1625,
t hrough various portions of the container 1605 and through the Ieft | at ch

assenbPongationgslygo the nugber offiops ot iy it B mea]éP%Fﬂé‘EithFﬁ%fﬁd‘rm%sF%ﬁ%‘H( i her eby

af f ect icBhehRE N QTtbi 81 19EkstiRtheThGRAbtwoA! 2)iifcrbRGRI NEFeR¥ndyNE tR] B4 kihg al
detectocr gou P to the csllarrg bar 16 hé 'I)1 - ﬁ% h of %Cﬁ%nytﬁse i Iuls rated

by the pmlwé@leﬁaslaanggs olca s %ftaelpgk @?@ﬁ@lﬁ@rl§ 19 @rrChange\m jtafe p eeighbepleses onl y.
0214
o151 ABnbiits 851050 %M3he GF il O SRR AR, 0BG (NS RELOHE FHRAGRD! ST
cal i br atheothedack m:nhlahlvms aredmatﬂdmgilﬁ{nrlnﬁdiﬂ of thle osevagtrcﬁlrlr:cgrasmg @weﬂra‘quimg when
" odhy - g A BBl ShinofR 40 ButieoHE RERRHh dBRotk h8 WeSRor B b EIHI6 oa (o

rre nor y .metharsnsd 176 cndliod SpincRahd the ficqienbeifugeevicus eeIHpEs ﬁottaokrmmage@ fiofid es
received in the future in order tQ detect changes in the container or parts
of t he "EBYE APFIRNONS APRIE . E‘P‘P%ﬁﬁm‘émg AP¥stical analysis of the signal
profiles collected during 20calibration can be determ ned and used to be
abl e t d030dentA pyrtisilgnatk wedtanises! S haan mpwitonseighhad¢ckimaeshariymy M EIthatitds occur

when t@gle%’”cg Hl%cat Rit Q%an%%%g@%h] {w%ﬁ%ﬁ% ARB4E | &?ac}%'ﬁaotré‘@ﬁ pgoul d be

det ecte |s cu 0 a Si eof t he
conbai merghlic&O&ck chmhmuslhs tHd tholtle héd 1 dorckmcbchanidnin €5 Idgneaouseyr cohGimicatdde

el ectrical cou av al on i nes 1635- 1635- 2 d 1635-3 as in
Che caltityass PO ke tibise Y TesRrghle el SRR Fuoker B te B P red. ¢ ne
si gnal neéighbortlé@Maéchafif os tohahixadae alkfi4kk opRfatidhs ¢S to Dfeighbor container being

moved. The frequency of the periodic report period can be increased if the number of neighbors

changes (e.g., one is missing).

20  [0206] In one embodiment, master cells (1510-1 and 1510-2) can share responsibility for reporting
changes to the outside (e.g., the operations center 112, the government interface 124 or the
commercial interface 134). This will spread out the power demands and lessen the likelihood that a
master cell will run low on power. For example, the transmit power needed by a particular master
cell 1510-1 or 1510-2 to communicate to the external networks can be used to load share

25  proportionately among the master cells 1510-1 and 1510-2.

[0207] The operations center 112, the government interface 124 or the commercial interface 134
can attempt to ping a particular lock mechanism through the mesh network in order to initiate a
report. This can be accomplished by pinging for a specific lock mechanism in a certain geographic
area, via satellite or cellular communications networks, where the geographic location can be

30  determined by the manifest of the particular lock mechanism 1510. Alternatively a terrestrial cell
1515 of a certain ship/train/truck or depot where the particular lock mechanism 1510 is supposed to

be located could be pinged with the identification number of the lock mechanism in order to initiate

41



affected in sone way by the hole 1640, and the pul se received at the
electrical detector will be affected in one-way or another. The difference
bet ween tWwe 2om¢sioaned signal profile conpared to the storet/usadiobs@ss on
signal profile, or the statistical paraneters, can be determ ned by the
processor of the |ock nmechanism 1610. If the difference is greater than a
threshold | evel, then the breach of hole 301640 can detected. [0216]
Anot herthesererb| Bhegrings dopldetiyndheanized with thelogiet te be i eytaimviedensihoaalieyy i s
renoval &H% tai ner 1605. Renoval of the
fas Ionqg ﬁle%r r1 Qlapé t?més V%ﬂ%l%é%g fﬁcg)%

hi nges 1645 "Coil om1o 900PCT/ US2010/ 040265 doors
to be d .and the c ntent f e conta ner 1605 coul e renmoved

R -1 el A e A e R M e o R Lk Sttt e
1625 anétkkfdBaniSO itediyhas ®B&O8ached f Iif gUscRndchardeh aebctt the c@mtelameheqﬁcﬁ he

| at ch assembl y bars. 1625 and 1630 woul d be of no use.
el et r ieghandsrysalt hegngeireashedy fherlpek m%&%‘&nlﬁ%ﬁlé’?ﬁp%ﬂ%ift?“l%al?q‘g wgl% P@?%mby

the el gl IdcRBEnsPMEREidr E&ﬁt1§&a§§@a&hmad&3§foﬁnat%% dn Qﬁerﬁfcﬂh@@érﬁ& aRy the

renoval of the hinges 1645. Qther types of breaches could al so affect the
pat h ofdesdbe@iboye i r@&rerp@:rcslélé%)lI%nﬂxmée&@@éqavbdetmﬂog@e@mﬁ prdappadtusodlld be
detect ed Q¥ 4 ?§1E pck mechani sm 1610. [0217] Instead of an electrical
detector coup 8 to the clanp bar 1615, sone systens utilize an electrica

nal anof her b temof the.container. For e | e,
BRI -2 e e o R e S it e R - 8

i ngpde radaﬁldfa@eﬁsat R&I1igBf sehfbr dhA QeI GRtin oMt Rasdiadavalch@bed liph sthRr inside
container. In these enbodinments, the sensor subsystem or the commrunication

s ubsystﬂéﬁﬁ%’mea orgride thsdockdiopeipg smd dateds ﬂ{erf@n@alﬁf Pring bresrhed Griad FORAYNGAL ect
whet hergobhg diftin ?ta'hgfésiﬁ bRe BELVREIK) L Eoul PGt 168 FGRE BEIAEbreR@Rd ‘%&}ﬁﬁ&?d

Alternatively, the sensor subsystem or the conmuni cation Subsystem coul d
t r ansmictt grrbfaienhrdsoertiveldi Ethe lght g¢nsphéetecsoeihaegt ig |ﬂg?r?a111bl¢m&:1§htt<x§ thestohinep ck

o el G0 e P hF S TRERAN BTPHELR0C0M Sl RPHLIM ENE RETRRLE RO

[0218] ter ive to elec ses, a Vi Ion or ani ca
pullse( Sc)ckamxlhahlﬂh $@ apénducavspovter emtbpl}OCIEIll&) ofd wlherahamc nfasméaodtegaidarpshd 625

or 1630. and r.ecej. ved fromthe a | at bar 30 or 5

e spect iRy iy e ol OB oSanar Tgp RedhaRdosipetanth, AGRal it Menssy
pul se couldvaeingemelakattchyhiin $ak&npiadd ﬂfen$1@ﬁ@iﬁnﬂﬁhbﬁffoﬂﬁmﬁm. vi brat or neans.
Anot her al ternative 20system could use an ultrasound transmtter and an

ul trasqyng) deﬁ{%%cﬂﬁnc(neseﬁlsor cd’@hlﬁ‘al@& CRRANE RE s-gﬁ's%rs'-t'egr %&\Q%ﬁsc%fv%?ﬂoc%’éd in R

affected by the relationship between the | ock and’the container. I'n sone
enbodi neaktand it the costisert die RFt seawo unitic Hicmeechangun cbubkpgriodiselsmdnita thesRF at e a

dl 1’28Ct sgﬂsgp %l thJ go%gll{le?elﬂfl%srlgﬁa? %{pe%ﬁfhro%nlﬁerglé focdifed @eRlyLenE(?ris H{%qoccf(et ector

omt hé 'echo signal's suc o signal s are analyzed
25[ 021 ecRadsan tHeesases whate att}zlmeh(rbd let/élalhssmotlld&ré aﬁlug;hédtlo(l elaetht comtaingr has been
nechanlcalh iltra ound or ot Z?i S E the | ock mechani sm can perform
the br SRR Ee fiI80r THMEEs adpteut indRef iR a tri gger i ndicator. The
trigger indicator could be a period of tinme elapsing. The trigger indicator
coul d B&21d] c Wamleer grethodpf detggting adwensh of s sertpiaeailigps ¢eton morgaRtion sgasors

i I
contal @g&%yran%&%tlé?&{l Qrocﬂtrgtla go 0.if Eheclg%&%lﬁcﬁtgﬁsﬁlr& g%f:c'fle(f: Y cﬁi)opgf §(9ftlzﬁﬁier,

capture am CI’Op one assocl ate nmechnani sm ere sound
30R&codmi axpmnplei $f the ewtibmsdndanicictty agoatiasl med@ngfarachaityegreata thamracthresleld ack
harmer ’ratg, tﬁreer;[ t%{s W be Mdicative of the doors being opened or at least that the lock mechanism is not
secured to both bars of the container. Alternatively, if the motion sensor detects an angle of rotation
greater than a threshold angle, then this could also indicate that the door or doors have been opened

or that the lock mechanism is not secured to both bars of the container.

30 [0212] Referring next to FIG. 16, a shipping container system 1600 includes a shipping container
1605 and a lock mechanism 1610 secured to two latch assembly bars 1625 and 1630. A clamp bar
1615 is cinched to the left latch assembly bar 1630 and a latch bar 1620 is cinched to the right latch
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ot her device comonly used to breach a container. The trigger could be a

canera in the |l ock nechani smcapturing a picture of the door relative to

t he | ock wbangvmsgobr om a secured position to anot her po®Criusp010@udzes

trigger indicators could also be used. WO 2010/ 151900PCT/ US2010/ 040265

[0220] In addition to being able to detect a breach of the contai ner 1605

after being secured, the electrical pulse &ﬂ bmechanlcal &ulse met hodol ogy
A3

coul d abssEbbeband 626. t1s thieermbedimpainthe F’?éChI et baeil oy 29dd 63 Gendthe elampend hat

i s not rson could insert another pole
si zed sl?[%{ aré)??}ts{hgldﬁﬁ%?rg?%hmm@gcngﬁ&nggrs 1625 and 1630 into the latch bar

1625 alip2baorSnicheoRe BOP LS lelbee woTcHutt oiefulstBer Bt CPnIREBRT e Te0s,

at | easitchigdr 1620 {od @oddtEro \WRYclatp bdre 61 Btapl af S ewibAl Yighalr deled @B (ndt Biowal)l se
recel ved hy the electrical detector or the acceleroneter would be

non?ex |C§%1§?ﬂ todhe ¢lamp Bafsho Ly 1T cqprled 19 thilateRbattGed)- pFsralectiabsigne! genserterock

mechaniggmnkaLigubeh BlcWnShaRk (@ép%%cﬂqlawd%fgnbﬁnélﬁﬂiggakﬁoxﬂiﬁ‘é@fe)’é g, 4QQP21]
When there are nultiple containers located 1n the sane | ocation, signal

det ect onmbet medelated ok aﬁ@réllqaw@)%bmeagtﬂﬁl@tp ahearighy latchsiomblybasi 1§AR| T om
th
anot her, 3h8ﬁ§te%'§gmfélla§ég§ ﬁgb%\gﬁ 'ﬁ{e%?? ‘i‘lﬁ%&%ﬂ%@ Qo&ti]gxfr @%%&H bg@% be

occurre cusse a co e suc a seri er co
nodul atckdtrpal signel Bacyiads- l,tlhﬁi3§ 2codéo6Tedl ds be clisedal ogral B'a\lehsthosgh taeighbck

codla BR- g kL T Bk vk PhECFLL AR The Y nfliins 68 RELTSS

and/ or agdembngome30, &quﬂrbela&amafe‘.u cd&laya@at@ﬂr&aﬁpe@nhé@by mudg)ﬁlre PRADMHT than
al so reduce. the ri.sk detection of a skgnal P;Paf éwe | ock chanl sm

[ 0222] SHBpdPs 1%@6%@&%8@ plpesrica] fgtectgr equgled dathy &ihagﬁ%zrﬂ b yfye

enbodi MBRtraRf b?ﬂ{m@@@@533%51&@1&%&51@%1! mwmb&g@agémﬂ pismto performa
process for detecting tanmpering with a shipping container is shown. Wth

ref er eggfg“ﬁjo Kl ¢ aﬁ% a%]%réﬁf}?%b]rz n taHSe 28¢ §Ren %g?g:k?ﬁe%t‘%%n?%lghgﬁkst 337%;% to

20wher ser ani sm contal ner
sedbr e tinalatkek lassellnhlytthes b aold h@m)t Tthlaoahbxattolneam irvniye oaeivigldn iaind gl brat ch

b 1620 h d tch .b 1 1625. . T
oot nenak iR wehEs 15k SR e P M rei i M necs 583

di scus s:enbradmmgﬂanpxbﬁfee caiseave@gld 4ad stored ©22shhorlpThis kfoeed sagkl prefilaanmh 6én 1610
being secured to the latch assenbly bars 1625 and 1630, 25the user
i ni ti atieSoOLOBRPICHP avlﬁ%WOﬁ{?aéecefrﬁ%lq}@’efuﬁtraﬁl Prepritp dptectichangenin the santaiperRbde

usi ng %aHsS@f"thé Eﬁr@iﬁéc%lt&hﬁh\/é}‘? atsﬁ%sﬁ@%nawats%rfmcs?glﬁ?&oﬁlfes E&@cteéduﬂ bl ock
1712, the lock controller determnes if mechani sm 1610 i s properly

| 0@Red cakipretinn danpe Hetarseiaedying used to be@bls tcard@ntlfamnelebrgﬁles e aignetiseatisticaty

likely to occur when the container is not breached.

[0215] An example breach that could be detected by this methodology is a hole 1640 that is cut
into a side of the container 1605. Without the hole 1640 formed in the container 1605, the electrical
signal could travel along lines 1635-1, 1635-2 and 1635-3 as in the calibration measurements.

25  However, after the hole 1640 is formed, the signal will travel around the hole 1640, or at lcast be
affected in some way by the hole 1640, and the pulse received at the electrical detector will be
affected in one-way or another. The difference between the received signal profile compared to the
stored calibration signal profile, or the statistical parameters, can be determined by the processor of
the lock mechanism 1610. If the difference is greater than a threshold level, then the breach of hole

30 1640 can detected.

[0216] Another example of a breach that could be detected by this methodology is removal of one

or more hinges 1645 from the container 1605. Removal of the hinges 1645 could allow one of the
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and |l atch probe switches 626 and 628 di scussed above). If the lock is not
properly | ocked, the process returns to block 1704 and the user re-attaches
t he | ock wechmmissam1610. If the | ock 30nechani sm 1610 i Cprusp&wioyozsecur ed
to the latch assenbly bars 1625 and 1630, the process 1700 continues to

bl ock 1716. WD 2010/151900PCT/U82010/040265 [0224] At block 1716, the
signal generator (e.g., an electrical gnal generator, a nechanical pul se

gener atdgprs teipe @nemchwuh@cqm@ﬁﬁsqﬁtm @mtamer e(egouky l@rfamovg@n dihateskmegb#ésat es a
cal i br 6“6& @Qo&ldgffﬁ‘g @51916&9&’9)' tﬁélatéﬂ%séhﬁ%%ar{ ool Qlﬁd (fﬁﬂ);” R &s%??conf‘%m@h fe k

1720, the signal detector, located in tthe | ock nec 610 or a-sensor
subsysmbwmdhepmﬁmmmobmth@hﬁ@ﬂbﬁ&ﬁb@ﬁi@ésmddéi%wOMﬂbhOfm@w%oékw@&imx

Srece V egtrlca S1 egnapr&celveadf bal tile Poci( IPI%F Jnfl ect % 111{;5%%%3@% fﬂ%i e{l‘ectrlcai5 [ bl ock

1724, s ana yze o det ceplwﬁle.
Accépt abB$ IZtayd t6as- h&oﬂd%@dff@dﬁecﬁbytﬁéeﬂm{cﬁ/dl dlithnlaihgdsd 6B Other §hesofbicashesode

that is ed on the nal determ ned th er elved
si gnal CP‘g“aﬁgP gf %“ﬁ‘baB‘E’R%al "}'li%s fﬁﬂ%@fﬁ%ﬁ%ﬂﬂ@ﬁg@@iﬁw@ qofﬂ%ﬁ%

deternk@@aﬁabyﬁkq&&jﬁ&%énhhqglahe received signal is acceptable, the
process 1700 continues to block 1728. 10[0225] At block 1728, the | ock

control [bﬁr7 %st@eﬂf’&f%ﬁ 1eB{rf8§1€&%ﬁe‘8{or 20u 'f@d% AR aﬁg‘(ﬁ? 2605 %6’18 ‘ijrb"Mn‘ilE S e nsor

subsyste conmuni cat1 on subsSySt em recel vi He S|gna
anal yz @hactrh;@l mgmbdamdoréocgwdlm authBdJsmtﬂe of thkc @pmtaineo rfor nmhnqm |thﬂeelezrﬂr1cal

ch Qacterlp ! ﬁ’ ég rqp i ved S|gq? (%Hﬂ %gﬁlve |nfornat|on .can

n averaye €rG éF‘“B ‘?}Olc%e " &8 &Y SX%?mh%sé T OF 10 fOPRCalR o ved
si gnal pacleké hmhe@eplﬁwnfagqe@nlntth@elamﬂsb@fneﬁﬁ‘s tﬁabdnbdr&hb@@tﬁmtdiiaﬁe have been
made, or based.o 5the c fIdEﬂCE | evel of. the statlstlcg qgasurenents
det er mCH%lamatca%? Sthfzfecou e peompRariseniv i the splispinnsignaband, qetegiyether

cal i br gfd RRohS BHBCE&RIRY ek add tARE SR rihRY @Jahglials LcEn I CEF; Stﬁ@£ehsortsﬁ@sy§téﬁc €SS
returns to block 1716. If no nore calibrations are necessary grocess

pr oceeds thegopmygicatipBaibsysgppauidiransmydrfonrapn indieative ekthe mwweql $léliaal tkrtes
thgsi nfQr AL §,00hRET G bﬁc{jc?thgfll%wﬁ?ecﬁﬁﬁ ﬁ@ SuRNR ol HR ce&gar‘{s%hat' l'e menory.

The process 1700 then en e stor ormation Is used to detect

S RGN E R TN e N

17B, at@mﬁﬁs&t&&é@fﬁ@natdeas@@hblpgaﬁsaméﬂ 1530 hd fécavéd’lifr&ﬁlt}fbg)tﬁ‘@f[ﬁtai ner is
shomn Wth reference to FIGS, 16 and 17B, the process 1750 starts at. bl ock
1754 whHeeEbbHRar L 6300rdgat- rrﬁqpp%trveere&@@vé%ceéercem?t@fg%rw@@@%r jeARArc Abs BRchapisal

di scuss@flc 200N 8e cdldtitdd UydBR en8MEIMSome other known vibrator means. Another alternative

20  system could use an ultrasound transmitter and an ultrasound detector (e.g., a microphone). The
ultrasound signal will be affected by the relationship between the lock and the container. In some
embodiments, the detected ultrasound signal could be processed to isolate a direct signal from the
ultrasound transmitter to the ultrasound detector from the echo signals such that only the echo signals

are analyzed.

25 [0219] Regardless what type of transmitted signal (electrical, mechanical, ultrasound or other) is
used, the lock mechanism can perform the breach detection process after receiving a trigger
indicator. The trigger indicator could be a period of time elapsing. The trigger indicator could be a
change of state of a sensor associated with the lock, the container or another container or lock. The
trigger could be a sound captured by a microphone associated with the lock mechanism where sound

30  recognition is used to identify sounds made by a hammer, a torch, a jack hammer, a metal saw, or
other device commonly used to breach a container. The trigger could be a camera in the lock
mechanism capturing a picture of the door relative to the lock changing from a secured position to

another position. Other trigger indicators could also be used.
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25i ndi cation can be a period of tinme elapsing, a change of state of a
sensor associated with the |ock, the container or another container or

| ock, a swondiocEpioor ed by a m crophone, a picture captuPet/usgola/oe®@a®era, or
ot her type of trigger event indication. Upon receiving the trigger event
indication, the lock controller initiates a tanper detection node. [0228]
At bl ock 1762, the | ock controller causes the signal generator

el ect r il8%0] si Igﬁddltlslﬂ)tod@ﬁ“@r%ﬁedp detgetrpevpreh o€ e CQ@P@@ Honafterbsing Sﬁﬁlf@f? lﬂreasound
t t |
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vi a ondcof Stdmeeddbaﬂvpr thetak ndtGhB of thetchatainat @l mmkson@@(ld lﬁﬁh@amcalﬂmepletsésd

signal is s 2010/ S2010/ 040 othe

cat br TSN D BRI s P SHR PP PRTIOSPiS PR IRERERTRD BhPh Bk s g he
proges Suﬁpb@ﬁilydbeswasmeﬁb mbm@ as@dﬁaﬂy%aré\ﬂ 635 «mdK 61¥ 6%incd the pdle amam ot Bel t anper
S|gnal isre : ed at,. theg\ﬁg deteﬁtor after belng aff d&\éthe
cont ai f8NeCl ‘bﬁ coudiper Lof caginop|ndg SameARy asie Il I‘%‘SSE‘E? b&lfl1

pr ocesMlsc cciRbd By MRIREERIIct @B 0L Tha bl M rhdlcrdv GBNBORorSEMIINE bEM 185t not
communi cati on subsystem that receives the signal, analyzes the received

si gnal idinjgt @pasterrafitcuprasdthepeckmectanism ¢ f) qouidkitere an STRgRisH prqfberoge iat

bl ock HZ& he stored calibration signal profile information is retrieved.
The retrieved proflle information is conpared, at block 1782, to the
cur,pent n determ ned at block 17 Th n_ca

Cu b)) OrAPRY 8P E SR R RS RER IS, o1 oo
100f th@:kquerchamm b@gehﬁ@&eﬁlygceéﬂwetms@faafrbﬁtan@tabr lpa{meaalhmm anfl @2dkbudy bl ock
1786, the |oc | | er det es if the co ari so ormed at bl ock
1782 | ACERPESME BRI HEs e tK:SB%‘I‘Sé@oabQV%ﬁa? ¢ wichit hiair ﬂgn%e[ra?lfég?cm
or t hr esdulathdl dnthd Sigdl, thif So&t @URIeGAEd WrdRinSMsH SHcabdBkd R Bnothdr. IAlitckdtively,
determ ned that the current profile is withrn the calibration profile

|i mit s the fignsl trasmpties @ad signat gereeters gpwd e synchronjzed faspegiera thy tadgion MEmMEt he
cungen tr?IRllbﬂlfl eh%a§1§ altPdr aNath&rﬁ & n%é& aédcﬁlr%doﬂﬁza 161?1& %seutdg %hdto cérpﬁgo

control eterm nes tha el ationshi p between the contaln 1605 and
t he | ockduse dhaisk smict&:1i0n hbs sighed igetknatidr tobhle mprlooess 1750 cont i nues at bl ock
1790. [0232] At block 1790, the lock controller stores information

i ndi catjo1p2] t IRdferkiRg néek@FIENSTAL p phRtwag00 b Rewldpkanrechadhisolinkél Of apdcedshe
contai ner 1605 has changed. At block 1794, an alarmsignal is transmtted
to a rén8 fregistings lg%ﬁe%m@méo PEIHRSTER RIaess 8 ﬁ?téqtmgiaznpetr% oV HREISt 20

i nt er f aeRathédis Qﬁov&rhewﬁﬁ%}‘&%&de% FIdK Q686 874 e ﬁﬁ&@é@@ 1760 fehefsSt blje)cl§17dﬁhe al arm
i ndication can include information identifying the trigger event and the

chaPactvéierest isesattgrhasiile lecl meehtanisingl®df tgthe £ontaingri4P5 ipdsscewe aianaer. dmthe
anal yz Eégibodlment shown, the clamp bar 1615 and the latch bar 1620 are cinched to the latch assembly bars

1630 and 1625. The user can put the lock mechanism 1610 into the secure lock mode using the

process 800 discussed above in reference to FIG. 8.

[0223] Upon the lock mechanism 1610 being secured to the latch assembly bars 1625 and 1630,
25  the user initiates a calibration mode. The user can initiate the calibration mode using a user interface
such as the user interface 426 of FIG. 4. At block 1712, the lock controller determines if the lock
mechanism 1610 is properly locked to the latch assembly bars 1625 and 1630 (e.g., using the clamp
and latch probe switches 626 and 628 discussed above). If the lock is not properly locked, the
process returns to block 1704 and the user re-attaches the lock mechanism 1610. If the lock
30  mechanism 1610 is properly secured to the latch assembly bars 1625 and 1630, the process 1700

continues to block 1716.
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[0233] The processes 1700 and 1750 shown in FIGS. 17A and 17B are exenpl ary
only and not limting. The processes 1700 and 1750 may be altered, e.g., by
havi ng blwoksioadd®d, renoved, or 25rearranged. [0234] AgCuitscusdHetembove,
sonme enbodi nents of |atching mechanisnms in accordance with the disclosure
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the f1 ofigrecthatask contmnlst reqeusse trigeh §vent indifaionuphs dgrupsedehps. BsiosEchest and
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[0228] At block 1762, the lock controller causes the signal generator (e.g., an electrical signal
30  generator, a mechanical pulse generator, an ultrasound transmitter or other signal generator) to
generate the tamper test signal and, in some embodiments, couple the tamper test signal to the

container via one of the clamp hook 1615 or the latch hook 1620. The tamper test signal is similar in
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WO 2010/ 151900PCT/ US2010/ 040265 pi ston rod 1815 and the piston 1805 can
nove only nove forwards. In an alternative enbodi nent, either the one-way
i nt ake vaWvoeod@m®oooul d be replaced by an outtake val vePC33B20100402k%
outtake val ve 1830 could be replaced by a one-way intake valve 1825. In
these alternative enbodi nents, one of the two one-way intake or outtake
val ves 1825 or 1830 could be selectively controlled to be in the 5cl osed
stat e treofpetohe calibeation sigapls pesd ta salbraie e dork mgchemsm 18hlusing thepiecess d R}

f or war ¢; Qf < PRgkward. [0239] The I atching nechani snms 1800-1, 1800-2, 1800-3
and 1800-4 ar e exenplary only and are not limting. Qher conbinations of
one-way, .t ak al.v 25, one- outt ake val ves 1830 ertures 1830 and
i 7 R e M SR R S Rt et DR e e
above iaffettediegthe \vonthiaek ki@ sdiBdEh asse C o ploekd 1 170, #Rpedktdoatislledf or AyEsRLEot 61

| at chi ng nechani sns, and the | ocki ng nmenbers were hooks configured to
engage MEOPRCES YA IEN 1 NP SROVHRTAr SRINMYBIGHEN; sHOYREMhYdeegivsd et i on.
Howev e ;o nQIMROM AR Sode R e @Gig R4 4RRGE ML DRt BRI Bl EechR sipayie di f ferent
configurations. [0241] Referring next to Fig. 19A, an enbodinent of a

| ockin hapi i I | Ng. i £ I t to a
first QSRRLT ATy e B Bl AR Tfoa o L SHETERE R
cont ai pesfild odsrnib8O0bisanhphdee, 4t blosk 178N teatha ewrraomfdBibOon detamihcds:etloplo$770. on
usi ng qjsin | e. |l ock menber 1930, I.n this. enbodi nent, a ist%ﬂ rode .1925 of
the I at @RiCAYPIHSERSH QA COBETPR obbtignal Arodile 976 ORBATWN T Bl ghehgracterics

| 0aki N@fERMIAENtLER0 cWRIRRallth Stalidickl paginteesber 1930 is engaged to a | ock ring
1935 attached to the second door 1905. The | ocking nmenber 1930 is slidably

att aChgﬁzglg;Ml&lJ ls7t86,dtﬁé) ocl%g&grollg%tééﬂ%g 100 Fis Qfohﬁecf (ﬁ%m%ﬁ 1% h at

| east erture that the prston rod 20 1925 can engage wth to | ock the
| ocki ngndieatdsehat 11830 rment rpdcacd sighelns withinl thekatmgcarontieeshdld3miisof drgageat wi t h

t he | ock..ring .1935,... The.l atchin chani sm 190Q..can _.be conf.i.gured wi.th one
of *t ho SoE AR MG RaoRl Tt BRI RRL AL B 2R Rt R R D O T
pi st on lingd, the2hetpeochs IIMOY etimimawar o it ik detemtikeifatteerigren@30levihadt withén thae- way

valye is._in.the clgse tate. 242] Referri ext to Fig. 19B, another
conPi g PETIERT B’P“Sa%eBglPslﬂ‘gi:‘}?&HL@%%Fa‘iﬁ?l&% a‘ttﬂ‘gre%%st}%‘?%ﬁgq?éﬁ%%ﬂﬁmé?ﬁr1900
fixedl Meas bacdiethek et Rishi 1610 HlOStfandQildhdandpre @R§ | THor @tikRs hastckt 1790
cont ai ner doors 1905 and 1910 in a closed position using a single |ock

menber . i i [ - qde - . in
nechanﬂé%%?9d%n¥%ﬁg§3gﬁgggfgggﬁguPg%ﬁg%%hﬁgﬁggfﬁgégﬁégﬁ%t%ﬂgbbg%élnggnenber
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door 1905. .The |atching nmechanjsm 1900.can be.confiqur wi th one of the
one- vay 2y BEuy Bl W RHE AN G R S e G RO R P e
pi gbon ititedact 925 oathd cohectct kiterghcoe B eowh930IGS 1be TRvesnt iawasttbntdae idcaclk
ring 1925 mhen-éh e-way valve is in the Qloseg state. .

information identifying the trigger event and the characteristics of the current signal profile that was

received and analyzed.

[0233] The processes 1700 and 1750 shown in FIGS. 17A and 17B are exemplary only and not
limiting. The processes 1700 and 1750 may be altered, e.g., by having blocks added, removed, or

25  recarranged.

[0234] As discussed above, some embodiments of latching mechanisms in accordance with the
disclosure utilize a one-way valve to inhibit motion of a hydraulic piston of the latching mechanism
in one direction while permitting motion of the piston in another direction. FIGS. 18A, 18B, 18C
and 18D are embodiments of latching mechanisms utilizing one-way valves to inhibit motion of a

30  piston.
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WO 2010/ 151900PCT/ US2010/ 040265 [ 0243] The | ocki ng nmechani sns illustrated
in FIGS. 16 included | ocking nmenbers with J-hooks configured to engage

| at ch asswotzby/5a908. Al ternati ve enbodi ments of | ocki ngPeEASa0M0ANER6MN t h

di fferent shape end portions will now be discussed. Referring next to FIG
20A, a | ocking nmechani sm 2000-1 includes two | ocking nenbers with U hook
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bars 20205 andn®R3R twb Hifectibes. ANBST th BndREKinRRE hiQB $8 204 Cordillc @ RAR i8S$he
represented by the dashed lines. 15[0245] Referring next to FIG 20C a
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i ncl udag; one; hopkioRd siBERGHoW dnfl, AotObAtAR! € J-hook end portion 2050
configured to engage the first "at ch assenbly bar 2020 to lock first and
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the ar tip Wid dmBRERAIRI 248 1185 BBFodiBkt BBl RO BulRBEBLEbIEdoE MPaSe AfuideVi ces
can be | ocked and/or nonitored with simlar |ocking mechanisnms, |atching

mec haniV¥éhan thaenenemneptekeyales [§38tihengobed gibs duths eacrhiitvegas Foyfreskaflpy & door s
to ho t : l edilRf&Rd v
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[ 0247] ovivlag inthie yahicn@R2pisesndllcthebelingbt dssedetatrathe daeeam fkehctlovhedordpone i n
connectjon. Wi th specifi ar at use met hods, it is tp be clearly
cnder s gy oRRREbLsEBPEMA PERRARE BRI iotstobfuliie and not as
limtation on the scope of the disclosure. W) 2010/151900PCT/ US2010/ 040265
WHAT | 0737l MEirrige next fo RG-S, apathrasmbmlimsnt ¢fadiiehige arechagiset 189A8 a5t of a

cont ai el ihtakdvalORRE cARAK th IR ford 18 pb @6k oMBIE AN HEMBQTN f1Siti RBipling 1820
20  (e.g., afeed line) couples the one-way intake valve 1825 to the rear portion of the fluid chamber
1805. When the one-way intake valve 1825 is controlled to be in the open state, fluid (e.g., a gas or a
liquid) can freely flow in both directions and the piston rod 1815 and the piston 1805 can move in
two directions. When the one-way intake valve 1825 is controlled to be in the closed state, fluid
(c.g., a gas or a liquid) can freely flow in only one direction and the piston rod 1815 and the piston

25 1805 can move only move backward.

[0238] Referring next to FIG. 18D, another embodiment of a latching mechanism 1800-4 includes
a one-way intake valve 1825 coupled to a rear portion of the fluid chamber and a one-way outtake
valve 1830 coupled to the forward portion of the fluid chamber 1805. There is no fluid coupling in
this embodiment, and this embodiment uses gas in the fluid chamber but does not use liquid. When
30  the one-way intake valve 1825 and the one-way outtake valve 1830 are both controlled to be in the
open state, gas can freely flow in both directions and the piston rod 1815 and the piston 1805 can
move in two directions. When either the one-way intake valve 1825 or the one-way outtake valve

1830 is controlled to be in the closed state, the gas can freely flow in only one direction and the
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3a body; 4a | ocking mechani sm coupled to the body, the | ocking nechanism
conprising: 5first and second nenbers slidably coupled to each other to
nove 6relwbizow/tswoeach ot her, and 7a | at chi ng nechani smPCorUiS2@O0&R6% O
prevent the two nenbers from 8noving relative to each other in at |east one
direction when the latching mechanismis 9in a |ocked state; 10first and

second | ock nenbers, each of the lock nenbers including a first end and a
11secomiptariad 1 Heardithepistend80ofanmrye o bsnoverferveedortd an slknatpsapediment,

protru er
bei ng %g%%ﬂggaﬁggﬁﬂég'|r£qyﬁgﬁggwa%%?%%£g? Eng&ﬂ&pg g%?%%%BHﬁéoqggecond
end of valve 18%comit lbmklacmir’dyeironbevaygnt@bmwlmﬂ 8206. Irhiéeseldtgmdtlwsmﬁ@ﬂimn‘nt& biee

| ockin chani s the t

cont 1 g 0f 86 T8 CBnauirdSor YRR SR st SR Bl PR R B B B e
confai résedlaate td permitchogiadn poalsidt b angd tht patdnoldy 0 benog: esthzeﬁbr\aznd olbatkspaised to
support the first and second | ock nenbers to prevent rotation of the first

and seq@iyd] | ope 1MBERRERNARRURORD] 1¥08-2MET0e3 adaembomsdtre ARehpsHE MY ah @5k

rrenbers are attached to the first and second 18 nenbers of the |atching
mechaninghfimiging. Odher corokingtiong af encavay ateke vsest 83| opceriylcngele vahehil %0 he

body, taggrtdrgshli%Sﬁiaﬁ(?Hﬁig cgwg ?éﬁ%aﬂbggé <ack controller coupled to the

| at chi n ani sm an ured to receive commands related to the
he | ntroll er
(Z:é(r)np Ie(rgji{))e@?t glt}@agg%ng? rcﬁgchlrar%grgg al:ﬁélrsnsed ove 1anuEiedetwoqocli(lrggomém‘t())ers ceoupiea to
10 portions of hydraulic latching mechanisms, and the locking members were hooks configured to
engage latch assembly bars to lock container doors in the closed position. However, embodiments in

accordance with the disclosure can have different configurations.

[0241] Referring next to Fig. 19A, an embodiment of a locking mechanism includes a latching
mechanism 1900 fixedly attached to a first container door 1910 is configured to lock container a

15  second container door 1905 and the first container door1910 in a closed position using a single lock
member 1930. In this embodiment, a piston rode 1925 of the latching mechanism 1900 is configured
to engage a portion of the locking member 1930 when the locking member 1930 is engaged to a lock
ring 1935 attached to the second door 1905. The locking member 1930 is slidably attached to the
first door 1910. The locking member 1930 is formed with at least one aperture that the piston rod

20 1925 can engage with to lock the locking member 1930 in place when the locking member 1930 is
engaged with the lock ring 1935. The latching mechanism 1900 can be configured with one of the
one-way valve systems illustrated in FIGS. 18 A-18D that permits the piston rod 1925 to be moved

toward the locking member 1930 when the one-way valve is in the closed state.

[0242] Referring next to Fig. 19B, another configuration of a lock mechanism includes the
25  latching mechanism 1900 fixedly attached to the first door 1910 and configured to lock the container
doors 1905 and 1910 in a closed position using a single lock member 1930. In this embodiment, the
piston rode 1925 of the latching mechanism 1900 is coupled to the locking member 1930 and the
locking member 1930 is configured to engage to the lock ring 1935 attached to the second door 1905.
The latching mechanism 1900 can be configured with one of the one-way valve systems illustrated in
30  FIGS. 18A-18D that permits the piston rod 1925 and the locking member 1930 to be moved toward

the lock ring 1925 when the one-way valve is in the closed state.
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22mechanismto be in the |ocked state in response to the received commands.
12. The | ock nechani smof claim1, wherein at | east one of the first ends of
t he 2firswoanigestwnd | ock nenbers are J-hook nenbers comCirgise@d/os@eengage

| at ch assenbly bars of the 3container. 13.The | ock nmechani smof claiml,
wherein at | east one of the first ends of the 2first or second | ock nenbers
Is a U hook nenber configured to engage |atch assenbly bars of the

3cont ailfR43] Thhetpekingachapisha Hiustratest indilgP n o1inclpdad Ipdvingwembers il Jfhopkt  and
second ' Al ' fi . in the
Frror SOHRIES A0 hth Liciity BAC AREOMAAAROUNGR G hochit PRt AT 0
3nmenberdiffgerdishapdend hortogiwillhewf herdscusmad Befcoing noxishiFhiGs204.edpdatd vel y, and
the first,and ond ushi .contact t irst and.sec I nber s
b ol e PER heade o IERLRORERG MR LhdRind B REEN bRt

mec hanicenfigifre Cth @hgagt firsmand eicond laehhssesblyrtand@20ahd O3S, teopdctingy Bnecihfint sm i s
a fluid chanber copfi gur o hold a flui nd the second nenmher. of the

| ocki n@ngﬁeé?{?ﬂ‘gﬂ‘?%%%@g"&dgg%{ i34 dlesad anegmpiocg %@er%%ﬂé@ar 2 n the
fluid cheE®eroutdd Ihengh@Cihc BRI Birs Sh20 did 202 3WWRK &icU-hb6ksROUY ak 2015

permanent|ly attached to 2a portion of the container.
as represented by the dashed lines.

[0244] Referring next to FIG. 20B, a locking mechanism 2000-2 includes two locking members
10 with question-mark end portions 2040 and 2045 configured to engage the first and second latch
assembly bars 2020 and 2025, respectively to lock the first and second doors 2030 and 2035 in a
closed position. The lock members are configured to be pushed inwards to engage the latch
assembly bars 2020 and 2025 with the question-mark portions 2040 and 2045 as represented by the

dashed lines.

15 [0245] Referring next to FIG. 20C, a locking mechanism 2000-3 is fixedly attached to the second
door 2035 and includes one locking member with a rotatable J-hook end portion 2050 configured to
engage the first latch assembly bar 2020 to lock first and second doors 2030 and 2035 in a closed
position. The single lock member is configured to be pushed inward while the rotatable J-hook 2050
is rotated down to engage the latch assembly bar 2020 as represented by the dashed lines.

20  [0246] The embodiments of the lock mechanisms discussed above are described in reference to
shipping containers. However, those skilled in the art will recognize other implementations where
other types of devices can be locked and/or monitored with similar locking mechanisms, latching
mechanisms and using similar methods as discussed above. For example, doors to homes, garages,
bank vaults, and other devices can be locked and monitored with other embodiments in accordance

25 with the disclosure.

[0247] While the principles of the disclosure have been described above in connection with
specific apparatuses and methods, it is to be clearly understood that this description is made only by

way of example and not as limitation on the scope of the disclosure.
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17. The | ock nmechani smof claim1l, wherein the body is characterized by a

2t hickness in a direction perpendicular to the contai ner door and the first
and secomdOl2ookismenbers are 3configured and di sposed suelTiusat10a4@265ti on of
t he body extends beyond the first and second portions 4of the container in
the direction perpendicular to the container door a distance that is |ess
than half a 5t hickness of the body. 18.The | ock nmechanismof claim?7,

wher ei VHAL ISELAIMEIRS t he body that extends 2beyond the first and second
portions of the container conprises an upper and/or |ower edge
3characterized Ry an OpLemesiinfatRr IoRihg bilcREYR! Gy 8F a EHiNRT in 4 80bhd OCK
mechani sm for | ocking at | east one door of a container in a closed

2p8si wosikon, tpdotlomkehapismainprisiognpri si ng: 3nmeans for enclosing at |east a
pokrtion of the 5’% echani sm 4a | ocki ng nmechani sm coupl ed to the body,

t he | ocki ng nechan|§n1conprising: Sneans for slidably coupling first and
sedond nenbers tadod&dghmedhheismicouBabioeha ieldat the éckimgeachanidnhesmprasing: 71 at chi ng
means for preventing e first and seco menbers from 8nmpving relative to
each other in at lea FgﬁﬂiS%??%E??%ﬂs&Hﬁﬁb%wggfﬁg%%¥%g%ﬁaaﬁ§“%s in a

Ol pcked st atigtiveiBkhdhsdthaangdsecond | ock nenbers, each of the | ock nmenbers
including a first end and a 11lsecond end, the first ends of the first and
seéond | ock nenbers pFrigEhinaMsghanruigHeMRS taifeyeasihg gvo members from

8 moving relative to each other in at least one direction when the latching mechanism is
9 in a locked state;
10 first and second lock members, each of the lock members including a first end and a

11 second end, the first ends of the first and second lock members protruding through the body, the

12 second end of the first lock member being coupled to the first member of the locking mechanism, the
13 second end of the second lock member being coupled to the second member of the locking

14 mechanism, the first ends of the first and second lock members configured to engage portions of the
15  container to lock the at least one container door in a closed position, the body being sized and

16  disposed to support the first and second lock members to prevent rotation of the first and second lock
17  members about points where the first and second lock members are attached to the first and second
18  members of the latching mechanism; and

19 a lock circuit at least partially enclosed within the body, the lock circuit comprising a
20  lock controller coupled to the latching mechanism and configured to receive commands related to the
21  operation of the lock mechanism, wherein the lock controller is configured to cause the latching

22 mechanism to be in the locked state in response to the received commands.

1 2. The lock mechanism of claim 1, wherein at least one of the first ends of the
2 first or second lock members are J-hook members configured to engage latch assembly bars of the

container.

1 3. The lock mechanism of claim 1, wherein at least one of the first ends of the
2 first or second lock members is a U-hook member configured to engage latch assembly bars of the

3 container.

1 4. The lock mechanism of claim 1, further comprising first and second bushings

2 lining first and second apertures of the body, wherein the first ends of the first and second lock
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7. The lock mechanism of claim 1, wherein the body is characterized by a
thickness in a direction perpendicular to the container door and the first and second lock members are
configured and disposed such that a portion of the body extends beyond the first and second portions

of the container in the direction perpendicular to the container door a distance that is less than half a

i R W N

thickness of the body.

—_—

8. The lock mechanism of claim 7, wherein the portion of the body that extends
2 beyond the first and second portions of the container comprises an upper and/or lower edge

characterized by an outer surface that is beveled or curved.

1 9. A lock mechanism for locking at least one door of a container in a closed

2 position, the lock mechanism comprising:

3 means for enclosing at least a portion of the lock mechanism;

4 a locking mechanism coupled to the body, the locking mechanism comprising:

5 means for slidably coupling first and second members to each other to

6 move relative to each other, and

7 latching means for preventing the first and second members from

8 moving relative to each other in at least one direction when the latching means is in a

9 locked state;
10 first and second lock members, each of the lock members including a first end and a
11 second end, the first ends of the first and second lock members protruding through the enclosing
12 means, the second end of the first lock member being coupled to the first member of the locking
13 means, the second end of the second lock member being coupled to the second member of the
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1 10. The lock mechanism of claim 9, wherein the engaging means of at least one
2 ofthe first ends of the first or second lock members is a J-hook member configured to engage a latch

3 assembly bar of the container.

1 11. The lock mechanism of claim 9, wherein the engaging means of at least one
2 ofthe first ends of the first or second lock members is a U-hook member configured to engage latch

3 assembly bars of the container.

12. The lock mechanism of claim 9, further comprising means for lining first and
second apertures of the enclosing means, wherein the first ends of the first and second lock members

protrude through the lining means, and for contacting the first and second lock members and

AW N =

allowing the lock members to slide within the lining means.

—_—

13. The lock mechanism of claim 9, wherein the first member of the latching
2 means is a fluid chamber configured to hold a fluid, and the second member of the latching

mechanism is a piston rod coupled to a piston housed within the fluid chamber.

1 14. The lock mechanism of claim 9, wherein the enclosing means is permanently

2 attached to a portion of the container.

15. The lock mechanism of claim 9, wherein the enclosing means is characterized
by a thickness in a direction perpendicular to the container door and the first and second lock
members are configured and disposed such that a portion of the enclosing means extends beyond the

first and second portions of the container in the direction perpendicular to the container door a
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distance that is less than half a thickness of the enclosing means.
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1 16. The lock mechanism of claim 15, wherein the portion of the enclosing means
2 that extends beyond the first and second portions of the container comprises an upper and/or lower

3 edge characterized by an outer surface that is beveled or curved.
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